SSH :Z:F 0 X.509v3 SFERZ=

* SSH #FED X.509v3 FEHE (1 ~—)

SSH :2:F 0D X.509v3 s FAR=

SSH #EED X.509v3 FEBHEMEAEIL. B — SN T X509v3 T O X LVEEHELAZFERA L, 527
v x/b (SSH) Y— MU Ca—WREFZ M L £,

ZDEVa— VT, TUXNGERERO—ARB IR —HFHET R 7 7 A L ERET D
FFEIZHOWTHBA L £,

SSH n:L.\nIEOD X.509v3 nEEﬂgo)ﬁﬁhEE%#F

* SSH FBFED X.509v3 FEAEMERE Tid. ip ssh server authenticateuser =2~ > RO Y I
ip ssh server algorithm authentlcatlon a~ 2 RAEAIIET, ip ssh server authenticate
user I~ REMHATL L, ROEEA vy E—UNERSNET,

Warning: SSH command accepted but this CLI will be deprecated soon.
Please move to new CLI “ip ssh server algorithm authentication”.
Please configure “default ip ssh server authenticate user” to make the CLI ineffective.

« default ip ssh server authenticateuser =~ > R & L T, ip ssh server authenticate
user av Y &Mz LET, D%, 10SEF=7 =/ (SSH) ¥ — 3 ip ssh
server algorithm authentication =~ > K& L CEE) L £ 97,

SSH un:»nIEa) X.509v3 nﬁﬂﬂgmﬂ?']fﬁ{]%ﬁ

« SSH #R:ED X.509v3 FFFHEMEAE D FEHE L, CiscoIOSXE EF =7 ¥ =/l (SSH) H— il
DA TE E9,

« SSH — 3%, =B X P2 —HFEEEIZ OV T, x509v3-ssh-rsa 7 /LT X LNR— 2D
gﬁﬁ)ﬂ%@ﬁ%ﬁﬁ“ﬁ“— FLFET,

SSH 2R X.509v3 FEFAE .
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SSH nrunIEFﬁo) X.509v3 nIEEJEJ%(ZFaEE]?'é'I%ﬁ

wIZ, T/&/Vnmﬁﬂi %J:U\"j-‘—/\k:l“—"j-@uun IZOWTEBLET,

I

TURIELAE

PRFEDA L, ABRBLA X — L ZDBLEDTAT T 4T 4 EDOEHEORIEKTF LE
ﬁyxaﬁaﬁﬁ(mwﬂm)@?V&wﬁ%%m\74?y%4%4®%@%£ﬁ#5tw
WHEASET, B TE 25/0— MEIRER & = o GEIIREEIC X 584 o#EgHIc L - T,
BEODAMBALX—LIEEDT RN TAT T AT AWML RENET,
NHF—AT7TANTI7F v (PKI) O NTARMKRA Y ME, T VX NGEHEOEBICENL
HET, fEAEL P T A MRA YV FEBEMT D Z LI L - T, GEELZ B CEEST, T
A RARA Y MZIE, BRER (CA) | SEIERTATUT AT A NTA—HF BT V¥
NVEEBEICBET RN EENTOET, HEDO N T A MRA > M EER LT, B2 H5EHE
WCREAT I D 2 E M TEET,

X500v3 #{FRA L - —N\E LV —5TEE

P — RFBIEDHE A, CiscoIOS XE ¥ ¥ 27 > =/ (SSH) Y — "R D 7= 02T EH K DEE

BHEAZSSHZ 7947 MIEELET, 2OV —GFHEL, —GFHES 0 77 1L
(ssh-server-cert-profile-server 27 4 ¥ = L —3 3V F—R) THREINZ FT A RRA B

WZBhEfT T BAvE T,

2 —PEIEDYA. SSH 7 74 7 M BERDO DI —F OFEE % SSH — NTiEE L

F9, SSHY— L, — 3FEAET = 7 7 A /L (ssh-server-cert-profile-user = > 7 4 ¥ = L —

varE—FR) TRESNZAHF—A 7T ART77F v (PKI) KT A NKRA L MEEH
T, ZE LT —ViEEZER L ET,

F 7 4V h TR, FEAESR— X OFEEN SSH — iR T — "B L 2 —P |25t L THES
W27 F9,

SSH ZEE A X.509v3 SEFRZ DR FE A E

Z 2T, SSH ERFEA D X.509v3 FEBZEDRE FIEIZOW T LE T,

Y—/N\BRELCT DR IIAIAEEEAY 51D SSH H—/\DRE
P RAENCT V4 AR EE BT 5 & 512 SSH ¥ — 2 BET 21013, kO FE % ET

L%,

FIE
ARV EFEREET7TIVa Y B#

AT w71 |enable KikE EXEC E— RE AR LE T,
i : « RRT—REANLET (FEREH
Device> enable 758 o
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F—NREIF O NEREEEAT 2100 sshy— ozz [

AU RFERETOVa Y

B8

ATv T2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
£ — F%Fﬁlﬁﬁébijﬂo

ATvT3

ip ssh server algorithm hostkey
{x509v3-ssh-rsa [ssh-rsa] | ssh-rsa
[x509v3-ssh-rsa]}

fi
Device (config) # ip ssh server algorithm
hostkey x509v3-ssh-rsa

RA N =TIV XLDNEF % EFH
LEd, B¥=7 =/ (SSH) 7 Z
AT hexrIvZ—FENDHDIL, &
EEHDOT NI XLDIHTT,

GE) IOSSSH — [2i%, 128k
DOBEFHAA N F—T2

U X‘A 75“2\%??0
e ssh-rsa : AR F—~_N—2X
o5
* x509v3-ssh-rsa : ZIFHHE
N— 2R

ATv74

ip ssh server certificate profile

1 -

Device (config) # ip ssh server
certificate profile

F—GEHET R 7 7 A LB X —
AEE T B 7 7 A VEFRE L, SSH Gk
HES o7y Va7 4F¥2lb—g
v E— RERGLET,

ATvTh

server

1

Device (ssh-server-cert-profile) # server|

P GEHE TR T 7 A L EHE L,

SSH #— NGEHE T2 7 7 A LD 2 —
Farzs¥al—rarEvT—K2H
WBLET,

ATvT6

trustpoint sign PKI-trustpoint-name
i) :

Device (ssh-server-cert-profile-server) #
trustpoint sign trustl

NBRF—A 7T AT 7 Fx (PKID)
N7 A RKRA Y N ES— S GEAET 1
TrAMITZyF LET, SSH ¥—
ANFE, ZOPKL R TR RRA Y BT
MR B VTR & — SRERE
L/i‘g‘o

ATy T17

ocsp-response include

1 -

Device (ssh-server-cert-profile-server) #
ocsp-response include

(f£&) Online Certificate Status Protocol
(OCSP) DJHE F 721X OCSP A7 —7
Vo 7Y — GERE L —ICEE L E
@—O

GE) T74xAVbTlEZIOavw R
DONoERMNEREINTED
OCSP LB I — NGE = & —
IR E S EEA,

SSH 2R X.509v3 FEFAE .
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end

1 -
Device (ssh-server-cert-profile-server) #
end

SSH H— NGEAE 7 7 7 A LD H—
Narv74Xal— gy EB— REE
T L. %M EXEC E— NITEY 7,

A—HRIADT R IVEERREZ R T 572D SSH H—/\D
L — WIS T VX VEEHEAM AT 5 L9

L/ij‘o

FIE

=1 —]

a3 AE

\Z SSH h— &R ET HI12IE. RO FNEE FIT

AU RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥ M EXEC T— F&EADIC L £,

e NRRAT—REANLET (FEksh
=58 .

ATvT2

configure terminal

1

Device# configure terminal

Jua—\)L a7 4 Xal—gy
T—FzfnL£7,

ATFvT3

ip ssh server algorithm authentication
{publickey | keyboard | password}

f5i
Device (config) # ip ssh server algorithm
authentication publickey

T *fnwE?/l/ﬂ)XA@Jllﬁfp’%fE%L
F9, X227 =/ (SSH) 7 T4

Ty hERIATT—FENDHDI, RE
FEHOT T X ADIHTY,
(G¥) SSH H— N0, 1 DL ED
i’{%#; ‘H-HLAHIE‘?/I/: )
XAZ))‘ \gfﬁ‘o
GE) T f}uun ziﬁﬂﬁjij?gt%fﬁﬁ
ﬁﬁﬁ‘é %, publickey % —
— RERETHLENDY
iﬁ‘o
GI) ip ssh server algorithm

authentication =~ > RiXip
ssh server authenticate user =
<~ RORDLYITHEALE
ﬁqo

i sSHE2EE0 X509v3 SEFAE
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1-—YRIEAOT U2 LARELRRT 51200 ssHy— o0&z [

AU RFERETOVa Y

B8

ATvT4

ip ssh server algorithm publickey
{x509v3-ssh-rsa [ssh-rsa] | ssh-rsa
[Xx509v3-ssh-rsal}

1 -

Device (config) # ip ssh server algorithm
publickey x509v3-ssh-rsa

NF— T NI XLDIEFETEEL
F$9, SSHZ 7947 M LkoTa—
YRFRCFHF A SND DL, RTEFEHDT
LTY ZADHTT,

GE) SSHZ 7A4 72 hiZiE, 12
VL EDORBEEE H B —T /1

Y X ANVETT,
e ssh-rsa : A F —_— 2
FRRIE

* x509v3-ssh-rsa : aEPAE:

A AGREE

ATy TH

ip ssh server certificate profile

1

Device (config)# ip ssh server
certificate profile

= NGEHET e 7 7 A LB IO —W
FERAET B 7 7 A L EFRE L. SSH iE
AEFIa 7y ()lar7 4 FXal— 3
v E— RERBLET,

ATvT6

user

1

Device (ssh-server-cert-profile)# user

a—YFERE TR 7 7 AV EERE L,

SSH H— NGEAE 7 7 7 A VD=2 —
P ar7s¥al—arE—FK2H
BmLUET,

ATy T1

trustpoint verify PKI-trustpoint-name

1

Device (ssh-server-cert-profile-user) #
trustpoint verify trust2

Zf5 LTz —VRERAEOMGRIZEEH &
DNAF— AL TTANT I T ¥
(PKI) hTAFKRA LV FEFRELE
KR

GE)  [EUa<y ReaEkEETT
HZ LT, BEDNTARR
AV hEFRELET, K10
DRIFTARNKA Y NERET
xFET,

ATvT8

ocsp-response required
1 -

Device (ssh-server-cert-profile-user) #
ocsp-response required

(EE) ZELa—ViHECLS
Online Certificate Status Protocol (OCSP)

DINEOFEAZFER L ET,
GE) FTI7FNVITIETZDa~v s R

DNOFERNREINTEY,
—FEAAE L OCSP L& 7R
LCZIFANLNET,

SSH 2R X.509v3 FEFAE .
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ARV RFEREET7TOVa Y BHY

AT 79 |end SSH #— \GEET 1 7 7 A LD —
i - P ar7 s ¥al—rarT—RKek
bevs . T L. %M EXEC E— FIZR D £,
evice (ssh-server-cert-profile-user) #

end

_\\~°9}[,HIEEEEE1§FH L=t _/\j"DJ:U:L -U:nu..\nIEOD ;FEODEEFI'L’\

7 /ézﬂ/niaﬂi%ﬁiﬁﬁ bf;"j‘*‘/\jbctz)\l*‘qj-nmn 5&%%5@:{ 4 AI21E. ROFNEEZFEITL

\iﬁqo

FE
aAvYRFERET7IOIY BRI

AT v 71 |enable ¥5HE EXEC E— RE=ALET,
B - e NRAT—KREZAHLET (ERXN
Device> enable fi%%é% °

AT v F2|showip ssh HERCESNTWERAE 2R R L

Tro uﬁﬁﬁégf\b_;amuuﬁa)ﬁﬁfﬁéfﬁgg ﬁqg)
121X, x509v3-ssh-rsa 7 /L 3 U X LRFR
EFHDEA N =T NI XLTH
SSH Enabled - version 1.99 AHZ L %‘.’%%@ Li»@—o

Authentication
methods :publickey, keyboard-interactive, password
Authentication Publickey
Algorithms:x509v3-ssh-rsa, ssh-rsa
Hostkey
Algorithms:x509v3-ssh-rsa, ssh-rsa
Authentication timeout: 120 secs;
Authentication retries: 3

Minimum expected Diffie Hellman key
size : 1024 bits

1

Device# show ip ssh

SSH mL.\nIEFH@ X.509v3 nIEEﬂiw Eﬁ“

T, TUXANGEAEERFERA L 2 — B IO — REEEO B 2R L E T,

Bl B—N\FREEZT O ILEIBAE ZERT 5= D SSH H—/\DERE

ZOBITIE, Y= REREH 07 U X NGEREZ LT 2 72 ® 0 SSH Y — " ORGE STk
R LET,

Device> enable
Device# configure terminal
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Bl a—¥REAOT O LEREEHERT 5100 ssH4—nzz [

Device (config) # ip ssh server algorithm hostkey x509v3-ssh-rsa
Device (config)# ip ssh server certificate profile

Device (ssh-server-cert-profile) # server

Device (ssh-server-cert-profile-server) # trustpoint sign trustl
Device (ssh-server-cert-profile-server)# end

Bl A—HEEAADTORIGERAEZHR T 576D SSH H—/\DHRE

ZOFITIEH, 22—V O —F DT VX NGEHELZ MRS 5720 SSH Y —/30D
RIE S EERLET,

Device> enable

Device# configure terminal

Device (config)# ip ssh server algorithm authentication publickey
Device (config)# ip ssh server algorithm publickey x509v3-ssh-rsa
Device (config)# ip ssh server certificate profile

Device (ssh-server-cert-profile) # user

Device (ssh-server-cert-profile-user)# trustpoint verify trust2
Device (ssh-server-cert-profile-user)# end

SSH nrunIEFﬁo) X.509v3 nﬁﬂﬂgd)%ﬁﬁﬁlﬁﬁ

ROFIZ, ZOFEY2—/LTHHT2HEDY U —2AB I UOBERFHRZ R LET,

TN DOEREIE, FFCHRR SN TWARWVIRY  BASHY V=R LUEOTXTDY U =T
ﬁiﬁﬁf%iﬁ‘o

DRVESMS HeRE HEETER
Cisco I0S XE Fuji 16.9.2 | SSH 38RED X.509v3 7F | SSH #3FE D X.509v3 RERA EREREIX, H— N
W TXS509v3 7 ¥ 2 NVGEEA ] L, SSHY—
AMUTa—YFEFEA A L ET,

Cisco Feature Navigator i35 &, I v b 74 —ABLRNY 7 NI =T A A=V DV R —
NME#®Z R TX £, Cisco Feature Navigator (21X, http://www.cisco.com/go/cfn 725 7 7 & A
L\i—a—o

SSH 2R X.509v3 FEFAE .
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