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AV a—a rEREIEDLOHOA IO MAOEE/RE ST, Application Visibility
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DT A—T Ny b AART a VEIREERLTT ) r—2a v agBLE T, AVC
X, AX L RTa VAL v TFBIOAL v TF AL v I OFHRT 72 AKR— b EICEETE
T, NBAR2 (X, 7'm b a /LA AT T D 2 LI K- THARMIZ, £ 721% match protocol
ST EET QS RY V—E kT 5 2 LIk o THERRIIC, A4 —T 24 A ETT 7T 4
TIZTEET, AHR AVC Flexible Netflow (FNF) #A v ¥ —7 = A A RIZREL, A ¥ —
T2 ARATEDITAT N, = 7TV r—a COfGHEREZRZETEES, Zov
=— KX, Easy Performance Monitor (Easy perf-mon % 7213 ezPM) ® application-statistics 5 &
N application-performance 7' = 7 7 A JL " CHI|Hl T & % application-client-server-stats k7 7 1
7 B L [FIRR T,
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B oxrshaac 52y TEEURIS— v TOTF—T Y b

HHR—,FSNBAAVC OISR IYIBELURYS—Ty
TNDITA—<T v k
ZIZTE, PAR—PFEINTWAAVC Y TAR T ERY —< o 7RI OV TR L E 3,

HHR—FENBAVCHISAIYTDI+—< v b

DIRAIVTDIA+—T Y b I FRT Y TOH 7R
match protocol protocol name |class-map match-any NBAR-VOICE ANhEH D
match protocol ms-lync-audio
W7
/fflﬂyf/a\bﬂi‘7 S{ VA class-map match-any NBAR-VOICE AT EHHD
match protocol ms-lync-audio
match dscp ef ﬁﬁji

HR—FENBACKR) S —DT+—<T v b

RYS—DIT+—T v b QoS AL
match protocol 7 4 WV ZIZES AR — | =7 BILORY v —

match protocol 7 4 WV ZIZES ANRY — | v — 7 BILORY v —

WDORT, AVC R U —OFMe 7 +—~ v b, BIOBNZOWTHAL T,

AVCRYS—DIT74A—<v b |AVC R S —D4l A

R—T w7 By k policy-map MARKING-IN ANB IO
class NBAR-MM CONFERENCING

set dscp afdl

N_yyyﬁuy_ policy-map POLICING-IN ADBIOHSH
class NBAR-MM CONFERENCING

police cir 600000
set dscp af4l

A=y 7 ¥y FBLUK Y |policy-map webex-policy ANE L CHIH

. class webex-class
v set dscp ef
police 5000000
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AVCRYS—DT+—< v k |AVC R >—DHpl Al

=7 4k %@U%’E%{@ﬁ > policy-map webex-policy ATTB LU
S 30 N class webex-class

FBEIUORY — set dscp af3l

police 4000000

class class-webex-category
set dscp ef

police 6000000

class class-default

set dscp <>

=
5

éEﬁﬁEﬂfu > policy-map webex-policy AHBIOHA

class webex-class
police 5000000
service-policy client-in-police-only

policy-map client-in-police-only
class webex-class

police 100000

class class-webex-category

set dscp ef

police 200000

M%Eg?ﬁﬂij Fi5§:(ﬁﬂ€lJi/“— policy-map webex-policy
class class-default

police 1500000

service policy client-up-child
policy-map client-up-child
class webex-class

police 100000

set dscp ef

class class-webex-category
police 200000

set dscp af31
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« NBAR 5)is QoS RV ¥ —REITHBEYWHAR— F TORFATENET, R —REIL,
VLANB L OFOMOHEA v X —T 2 A R EOFEMAS v X —T = f ATIIHR— R &
NTWERE A,

* NBAR X—ZA D QoS KV v —g L, FN— FF ¥ R/ AL NKR—hBLOSVIY 7 A
VH—T 2 AR EDIIEA L H—T =2 ATEHY R FENREHA,

¢ NBAR X—ZAD QoS R Y v —&HEIX, VA V2T 7HAR— L T 7R —F, B&
N A¥3L—7T >y RAR— FTHFR—brINLET,

*NBAR L (Tx) AA v F RAR—KT7FFA4% (SPAN) X, RICA v H—T A AT
Y R—FEREEA,
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. A #% Application Visibility and Control 0 %I

o 70 F A NR—=RAFETITEER—AZADONT O R — MMIEFHCER TX 2 DX, NBAR
NR—=2AD QoS AH=ALD 122 TYT, IRO2ODBEHEDHBYAR—FEINET,

« traffic-class

* business-relevance

* 72k WDAVC QoS DilfRHFIHITGI & e & WM S E T,
=X TR T OHRPY R — N ENET,
WA L H—T A AT BT R — S vET,
T V= a VIR A T T A U TIThIS T2, QoS HFICITIEBIEN H Y £
(772U, 7a =IO/ v MiE, EMEZR QoS SVHOANIE R SNET)

* NBAR2 X— A O —FHHLHAE match protocol (£, ~—F 777 a v BIXOKRY v 77
7y ary TORFISNET, NBAR2 —BUEHEIL, Fa— A U THBERRESNLTVD
RN —TIIFFT S EE A,

o [—EF 7 v hbaj] : TRTORY I —THRK255 OFRFCERLZ 7 b2 8 EY b+
@ HW #ilfR)

« AVC [ZEHAR— b (Gig0/0) TIEHHAR— IR THERA,
¢ IPv6 /N7 POV R — FEILTWER A
¢ IPv4d =% % A  (TCP/UDP) DOLNYHR—hrINET,

*Web Ul : Web Ul 67 Y r—ya O EFREL, 77V r—rarox=4)
VT EFTTEES, T2 a VN, CLIZEH L COAFEITTEET, Web
Ul TIEYAR—F SN TWERE A,

Web Ul ECHMRAVC O T 7 4 v 7 BEB, FI23F = v 7 $5I120E, B CLI & fF
F L Cip http authentication local & ip nbar http-service 2~ R&ERETHLE N H Y £
R

*NBAR BXOACL X 7%, Fl—AAf vF ETHIHRETDHZ LITFTEEEA,

e Fu b, TV =3 R—2Z2D QoS. BLUEM AVCFENF 1, T 7V
r—=ay R—=AFNFRHLHE—A v F—T oA A LTRIFFICRETHZ &I TEEHE
o T2T2 L. ZNUHOFER AVCHEREIX, AR ETEET, & xX, 7ue hark
H, 77V 57— a vy X—AD QoS, BLUHMAVCFENF X, Fl—A ¥ —7 A AL
TRIRFICRETEET,

c ENTNRRDERFE AL a— REFDO2 OO AVC E=F DB A H—T = A A
(IR ICHERE T & £9

2o0fmETr—Lva—F (AJEh) L2o000EkO7n—1La— RS R—F&
nEJ,
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« PR, WP Layer2 (7 7B A/ NT 7)) BE O Layer3 An— N TOHT I LR H VD F
T, Ty XV, B—0T7 v 7V 7 ThY, R— Kk F ¥ RLO—EThiFnidEs:
TEET,

e RTF—< A AL T AL N—F, 50% KD CPUEHART, 1 BH7=0 500 D
Bt (CPS) ZALEECxF7,

o WEREME 24D T 7w AR — L EA8MHD T 7 & AR — kT & IZHR K 5000 DX ITA T v —
A TE E9,

« A AVC TIX, ZOEDOFIAIZY A FESNTVDEEDT 4 —/ By bOBEHEMNT
XFET, TOMOMEAEDLRITFHTEEHA, @HO FNF 72 —E=4% T, ol
HEPEBHEATEET (FAR—FEHTWDFNF 7 4 —/L RO Y A MIOWTIE,
['Network Management Configuration Guide] @ [Configuring Flexible NetFlow] D% 22
LTL<7Zawn)

*+ CiscoIOS XE 16.12.1 U U — AL, HL\»7r—La2—FK (DNS 7ue—La—FK) 2B
MENFEF L7, DNS 7ur—La—RE 5 X7 b a— R TEY, DNS KA A 4
T 4=V EREENTVET, DNSEHEDO 7 4 — /L FOREZEEBELET, ZOLa— R
X, BET7 4 — L RELTDOA U EZ—T A AT 4 —)L RNV, TRTDA & —
Tz A AMBOERNFEC L a— RIcER S ET,
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H#R 4 v k7 —2%- T Application Visibility and Control D% E

F k7R — K C Application Visibility and Control Z % E7 521X, RO FIEEZFEITLET,

AIREDRE
e A HF—T AR AT 4 F 2l —T 3 F— KNTipnbar protocol-discovery =~ > K
ZFERALTA =724 XA LT u haBHEa AT 52 LT, NBAR2 2P
ETO0T4TLET, A B —T oA ZATOTFY r—3 g URkoaNb o' s
varEZRLTIEIN,

FIHERTE  WOFNEICHE ST, TV —2 9 LICHESNT QoS RY v —2HRELET,

1. AVC QoS RV v —DfEk, [AVC QoS RV I —DfEk| Ot 7 a2 L KX
AN

2. AV HF—=TxAA~DAVCQoS KV v —DiEH, [AA vTFHR—E~DQoSHKY T —0D
WH Ok rva 28R L TIEEN,

7 TUHr— 3 R—RD Flexible Netflow DEEE

e 7 —IlF— T A=A FBLOH EXF— 74—V REHELT, 7r— La— RaERL
iﬁ‘o
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B sz 1xcorrvr—varamoanit

e 7 — TV AR—FEEFK LT 7r— La—FFExz 7 AR—FLET,
e 77— la— KRB 7n— o/ AR—F|ZESNT, 7o— =X EB{ERLE T,
e AV H—T A AT O— =X B LET,

ZFua haltgt, TV A= g RXR—=ZAD QS B LT U r—3 3 _X—ADENF I3,
FTARTMN L7ZERE T, BMCRET S22 b, FRER A V¥ —7 = A A TRIIFICHE
THIELTEET,

A2B—DTITARTHDT7TVr—2 3 VEHBOEMI
AE—T 2 AALTT T r—2a UBileA 32— T 5121, ROFIEEZFEITLE

R
=3
ARV EFEREET7IVa Y B#
A w 71 | configureterminal rsa—r\ )L a7 4 ¥z lb—3a
5l - T— FEBHLET,
Device# configure terminal
R 72 |interfaceinterface-id u baiatE A X —7 T A A
1 - B—T A AEHREL, A F—TxA
Aary74Xal—varyE—KK&H
Device (config) # interface ﬁél/337fo
gigabitethernet 1/0/1
A 73 |ipnbar protocol-discovery NBAR2 = U5 T 7T 47952
1l - LT AVE—T A ATT 7Y r—
va ViBE AN LET,
Device (config-if)# ip nbar
protocol-discovery
RTwv74|end ¥tE EXEC & — NIZRY £7,
f
Device (config-if) # end

AVC QoS 7R') & —DERL
AVC QoS R U ¥ —ZART 5121d, RO —RNZR2FIREZFATL T,
1. match protocol 7 4 VX2 TV T A~ T HAER L E T,
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D3R Ty TDER

RYS— 2y TOER

2. RV — <=7 EEKRKLET,
3. AUV HF—T2AAIR) o — <=y EEHLET,

1522y 7otk [

match protocol 7 VX ZFRET HHN, 7 T A v TEAFRT DMENR DY T, v—F
TRRV U TREDQST Vv arw 77 4wy Z7IZHEHTEET, AVC @ match protocol
TaNBIE BT 7B AR— MAERESNET, PAR— SR TWS 7 e b L OFERICO
WU, http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/prot_lib/config_library/

nbar-prot-pack-library.html 22 L T 72 &0,

FIE
ARV RFERRETI a3 Y B#J
AT 71 |terminal Ja—srarzZ4F¥al—vay
1 - T REBHLET,
Device# configure terminal
R T 72| classmap classmap-name I ITA =y T EERLET,
{5
Device (config) # class-map webex-class
AT 7 3 | match protocol application-name TV r—varhbo—KEEELE
i : o
Device (config) # class-map webex-class
Device (config-cmap) # match protocol
webex-media
ATy 74|end FiHE EXEC E— RIZR YD £9, F72,
B - Ctrl+Z ¥—%LTH, Fm— L 2

Device (config) # end

V74 X2l —3alrEB—REKTT
xFT,

FIE

ARV RFERERTIVa Y

=)

ATy T

configureterminal

1

Device# configure terminal

Ju—n)aryZ7 4 xXal—gy
T—FZhm L £,
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ARV RFERETIVa Y

B8

ATv T2

policy-map policy-map-name
1 -

Device (config) # policy-map webex-policy

RV =~y THENNTTHZEIZE-
TRV — vy 7 E2ERL, AYo—
v v a7 4 ¥al— gy F—NR
R L E T,

F7 4V R TlE, R — =y FE
BENTWERA,

R — <7 DT 7 4V sOEHET
I, 7y R IP 7y FOAIE
DHP#O I, Ny RiRE T E 0
BIE CoS DO ICRESNET, AU ¥

VITIRFET SN ERE A,

(B BEFORY v—~ v 7 EHIkR
9 2%1Zi%. no policy-map
policy-map-name 7' 1 — /3L 2
V74 Fal—v gy avy
REfHLET,

ATvT3

class [class-map-name | class-default]

1 -

Device (config-pmap) # class webex-class

N7 4w DHEEERL, R —
~w S I TR a7 4 Fal— g
ET— F&ERHEBLET,

FI74NV Tl R —~<=v 7B X
NI T2y FIEEINTWERTA,

JClZ classmap /' m— L a7 ¢

Fal—varyavr REFEHLTH
FI74 I TANERSNTNDHE
X, Z? =< KT classmap-name |l %
DAFTEEELET,

classdefault k7 7 ¢ v 7 7 7 AILEFE
AT, EORY —IZbBMTE £

T ZONTT 4w 7T AF, W

WY =<y TORKICEESIVET,
2R D match any 73 class-default 7 7 A
CEENTWDHE, DT T4 v
I TAE—FH LWy MET T
class-default & —# L £,

GE)  BEFDZ 7 A~y 7 EHIRT
51Z1%. noclass
classmap-name R U v —~< v
a7 4 F¥al—vgra
~ U REfERLET,
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24 v F ti—b~n s Ky o—niEm [

AU RFERETOVa Y

B8

ATvT4

police rate-bps burst-byte
1 -

Device (config-pmap-c)# police 100000
80000

SHLIZ NI 74 v 7R Y P—2 e
LEJ,

T74N FTIE, R —IFERSNT
WEEA,

e rate-bpsiZix, P FT T 1 v
L—h&ty M (bps) THREL
F9, FEETE H%HIT 8000 ~
10000000000 T3~

« burst-byte (2%, FEHEAN—Z F Yo
Ra A NMETHELET, AR
PHIZ. 1000 ~ 512000000 9,

ATvT5

set {dscp new-dscp | cos cos-value}

1

Device (config-pmap-c)# set dscp 45

N7y M LWMEZFRET 5 Z LT

KoT PRI T4 w72 HLET,
» dscp new-dscp (Z1%, I b
TT7 4y 7IZEID Y THEH LN
DSCPfEiZ ASJLET, EETE S
HPHIZ 0~ 63 T,

ATvT6

end

1 -

Device (config) # end

FFHE EXEC E— NIZRE VY £, £/,
Ctr+Z ¥—%ML T, Fu—r3L o
V74X al—varyE®T—RKEKTT
xFET,

AL YF R—k~D QS K —DEHA

FIE

ARV RFEERTIVa Y

B

ATy T

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—rg
E— NEPABLES,

ATvT2

interface interface-id

1

Device (config) # interface
Gigabitethernet 1/0/1

A B =T AfAZary T 4 X¥al—3
v E—RFERBLET,
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B 5 AvC Flexible Netilow D 35E

ARV KRFERIETI Va3 B#

AT 7 3 |service-policy input policymapname Ao B —Tx A RZa—HL R L —
15“ : %ﬁﬁﬁ sz\jﬁo
Device (config-if) # service-policy input]
MARKING_IN

A7y 74 |end FFHE EXEC T— RICRE D 9, £,
i - Ctr+Z ¥—%#ML T, ZJu— L o
Device (config) # end A 5?'1 b—va s T ]\%%TVC

TET,

E#3 AVC Flexible Netflow D% F

J0— La— FOER

A# AVCENF 1. (koMb 7a—Lra—RE Fmtt7a—Lra—k (ABEHA) 02
FHOERFA 70— a—RKehR—hLET, Git4OORRDERFA 7 —La— K
Qo ooMHGH7r—La—KE2o0hME7n—1ra—R) 2REL, 7o—E=X(ZH
AT Z ENTEET, kOB FBLa—RKEZ7 IA4 T MNP—n_"T7 TV r— a4
FHEHRL a—FTHY ., HLOHAPEL a3 — FIZARADOT 7Y r—3 g UHEHE®R T,

WHHZ7a—La— R

Jn—La—RK1: Whm7ue—lLa—FK

FIE
ARV EFEREETIVa Y BeY

5w 71 |configureterminal rTa— ) ary7 4 Xal—3a
15'] : Tt — F‘%F’?ﬁﬁébi‘a‘o
Device# configure terminal

ZRFw 72 |flowrecord flow_record name Jao—lLa—Rary7 Xzl —3
i - v E-RERALES,
Device (config) # flow record fr-wdavc-1

25w 73 |description description (ER) 7a— L a— FOBMYIZER
15'] : Liﬁ—o
Device (config-flow-record) #
description fr-wdavc-1

A7y 74 |matchipv4version IPv4~y L= EDIP A=V 3 2D
Bl - —HEREELET,
Device (config-flow-record) # match ipv4
version
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sa—va—fr1:axmra—Lra—+r i

aAv U RFERET7TIVaY B#)

R w75 |matchipv4 protocol IPvd 7 hallto—HE2EELE
11 EE
DEvice (config-flow-record) # match ipv4

protocol

25w 76 |match application name TV r—varhlO—BEiEEL
151 B
Device (config-flow-record) # match GE) Z OEAEIX. AVC Y 7AR— b
application name ’(“bi‘z\éﬁf'@,«o Ta—NT S

Vhr—vart—H+s
MAHEIZ 72 572D T,

R w77 |match connection client ipv4 address 2547 (Tao—A(=vT—H)
i - DIPv4 7 RLRED—FHEFELE
7T

Device (config-flow-record) # match
connection client ipv4 address

ZXFw 78 |matchconnection server ipvdaddress |4— N (77— L AR X) O IPv4
Bl - T RUA LD BEHELET,

Device (config-flow-record) # match
connection server ipv4 address

R w79 |match connection server transport port |4 — D F S L AR— K R—FED—
B - BAfELET.

Device (config-flow-record) # match
connection server transport port

Z5w 710 |match flow observation point Zu—A R w7 OBRIKRA b
B - ID & DO—HZHELET,

Device (config-flow-record) # match flow
observation point

RF w711 |collect flow direction D FJET collect connection initiator
B - a2 RO initiator +—7 — R TIRE
Device (config-flow-record) # collect énéﬂjﬁrﬁ]jD_@%@j‘éﬁ” (/r
flow direction SV — A FEF VAR HE) OIH
(ANEEZHT) 2NETDHE I
feE L ¥, initiator ¥ —Y— KT
E SN DI T, flowdirection
F—TU— RIRDOEE LV FT,

c0x0l = ASj 71—

s 0x02=H 17 m—
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ARy kJ—
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ARV FFEREETIVa Yy

S

initiator ¥ — U — R =2 = —#|Z
RESNTWDLHE. 7r—0Jmix
Ta—0A =vZ—4 N BIREI N
¥ 9, initiator ¥ — U — KRB L AR X
ICRRESNTWDIEE, 7r—0Dkn
7 a—D L AR FRINBIEESN
F9, A AVC TlL, initiator ¥ —

U — RIIFICA = = —FITRES N
TWET,

ATvT12

collect connection initiator

51

Device (config-flow-record) # collect
connection initiator

collect flow direction ==~ > K CHE &
Niz7a—ohrcEET 2 7e—0
fl (f=v=—FFEEI VAR )
ZINET D L O ICHEEL £, initiator
F—U—RiE, 7e—0FEIcET %
WROERZTUEL £7,

e 0x0l=A=vT—X : 7u—Dik

ErlEROA = =—% T

initiator ¥ — Y — Ni%
FITHEINTUWE

FHE AVC T,
WA =vx—4

j«O

ATy 713

collect connection new-connections

1 -

Device (config-flow-record) # collect
connection new-connections

B S TR PR DR 2 INEE T 5 K
IICHELET,

ATv 714

collect connection client counter packets
long

1

Device (config-flow-record) # collect
connection client counter packets long

TIAT U MREE LNy NE
INET S X HICHRELET,

ATv 715

collect connection client counter bytes
network long

51

Device (config-flow-record) # collect
connection client counter bytes
network long

7 74T RIEE LA MG
RPEIET D Lo ICREL £,

ATv 716

collect connection server counter packets
long

1 -
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JAo—La—Fk2: WAFEM7A—La—F .

ARV RFERETI Y S
Device (config-flow-record) # collect
connection server counter packets long

Z 5w 717 |collect connection server counter bytes |4 — 33402 L= 31 R DA E 2 I
network long ETDr LT ELET,
i -

Device (config-flow-record) # collect
connection server counter bytes
network long

Z 5w 718 |collect timestamp absolute first BHID A RS T 0 — TR S LT
B - L EORMAZ I U BB TINET S &

N N =
Device (config-flow-record) # collect 2 L—*EﬂiL/jzjro
timestamp absolute first

w719 |collect timestamp absolute last EH Oy N7 e — TR I N
Bl - L& ORFHE < U BEACIET 5 &

A1zHEE L
Device (config-flow-record) # collect D ICHRE E3
timestamp absolute last

AFv720 |end ¥#HE EXEC — RIZEY £9, F7=.
i - CrHZ ¥—%#H L CTH, ZFe—rL o
Device (config)# end w74 Falb—vart— ]\%%TT

TET,

25w F21 |show flow record FTRTO7r— L a— FZBET 2 15H
1;'] : %%ZT—\‘ L/jz—g—o
Device# show flow record

Juo—La—RK2: WA 7a—La—RK

Flig
ARV EEEET7Ia Y B

RFw 71 |configureterminal rTa— ) ar7 4 Xal—ar
Bl - T FEMBLET,
Device# configure terminal

257w 72 |flowrecord flow _record _name Jop—la—Rary74Xal—i3
i - Y E—FREHBLET,
Device (config) # flow record fr-wdavc-1

AT w73 |description description (f£E) 7vu— L a— RO EER
1 - LETS
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ARy kJ—

% T Application Visibility and Control D3 |

ARV FFEREETIVa Yy

S

Device (config-flow-record) #
description fr-wdavc-1

ATV

match ipv4 version

B -

Device (config-flow-record) # match ipv4
version

IPvA~y X —=NEDIP A=V a2 D
—HERELET,

ATvT5

match ipv4 protocol

1

Device (config-flow-record) # match ipv4
protocol

IPvda 7o halto—HEEELE
—340

ATvT6

match application name

1 :

Device (config-flow-record) # match
application name

TIVr—vark O EEREL
i‘a‘o

GE) Z OEEX. AVC AR — k
TEMEATY, 7u—=0n77
Vioy—varvi—&%+szL
NAREIZ R B 7= T,

ATy T17

match connection client ipv4 address

1 -

Device (config-flow-record) # match
connection client ipv4 address

25478 (Zu—Ag=—XH)
DOIPva 7 RLRED—HAx2fFELE
‘j‘o

ATvT8

match connection client transport port

1 :

Device (config-flow-record) # match
connection client transport port

EE) 77—l a—RFRDOF—7 4 —
WRELT, 77472 b OERER—
FeD—HERELET,

ATvT9

match connection server ipv4 address

1 -

Device (config-flow-record) # match
connection server ipv4 address

P—R (Zu— VAR E) O IPvs
T RLVAELED—FERELET,

ATy 710

match connection server transport port

1 :

Device (config-flow-record) # match
connection server transport port

=D T AR—=FR—=FED—
HERELET,

ATvIN

match flow observation point

1 :

Device (config-flow-record) # match flow|
observation point

Tua—#HA RN v 7 OBHIARA b
ID LtO—EEBELET,

[l A%% Y k7—% TO Application Visibility and Control D% %
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JAo—La—Fk2: WAFEM7A—La—F .

ARV FFEREETIVa Yy

E:)

ATvT12

collect flow direction

1 :

Device (config-flow-record) # collect
flow direction

WD FJAT collect connection initiator
o< RO initiator —7 — R CTHEE
SN GM 7 a—OREET M (f
=SV ZETIIVARCZ) DI
(ANNEEZHT) 2ETHE I
feE L £, initiator ¥—7U— KT
EENDEIZ T T, flow direction
F—U— RIKROEE ED £T,

c0x01 = AS) 71—

c0x02=H 17—

initiator ¥ —7U — R =3 = — X (Z
BRESNTWDGE, 7e—0hnik
Ta—0A =vE—4 N BIEEIN
¥ 9, initiator ¥ — U — R L AR X
ICRRESNTWDEE, 7r—0DkH
L7 a—D L AR AR BIEESN
£9, A AVC TliX, initiator F—

T — RIIEIZA =V ==X ITRES N
TWET,

ATy 713

collect connection initiator

51

Device (config-flow-record) # collect
connection initiator

collect flow direction =~ > K CIRE &
N7 v —OHmMIZBEEST L7 e —0
Ml (f=vz—FERIF L AR H)
ZWEET 5 X 91T E L £7, initiator
F—U— RN, 7a—oFEicET 5%
ROTERERBEL F T,

cOx0l=A=v—H% . Ju—Dik
B OA = = — % TT

A AVC T, initiator ¥—7 — K%
WA == IR EINTWE
j—o

ATv 714

collect connection new-connections

1 :

Device (config-flow-record) # collect
connection new-connections

BUH S IR PR DR 2 INEE T 5 K
WZHRELET,

ATv 715

collect connection client counter packets
long

1 :

TIAT MR EE LNy N
INET DXL HICHRELET,

Hig+ v k7 —% TO Application Visibility and Control D% [}
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ARV FFEREETIVa Yy

S

Device (config-flow-record) # collect
connection client counter packets long

ATv 716

collect connection client counter bytes
network long

i
Device (config-flow-record) # collect

connection client counter bytes
network long

VT4 T L MR LIS DR
RAMUET 5 5O ICHRE L E T

ATV T

collect connection server counter packets
long

51

Device (config-flow-record) # collect
connection server counter packets long

T NBEE LT’y Mg EIES
DEITHELET,

ATv 718

collect connection server counter bytes
network long

51

Device (config-flow-record) # collect
connection server counter bytes
network long

P BREFR LTS MO B AR
95 X9 It LET,

ATv7T19

collect timestamp absolute first

1 -

Device (config-flow-record) # collect
timestamp absolute first

WDy R T v — TR I
& E O Z I EALTINET D X
INTHE L ET,

ATvT20

collect timestamp absolute last
151

Device (config-flow-record) # collect
timestamp absolute last

FH DY b7 0 — TR SN
L X O E I UM CINET D &
INTFRELET,

ATy T2

end

1 :

Device (config) # end

¥EHE EXEC E— RIZR Y £9°, 7=,
CrH+Z ¥ —%MLTH, Fr—r3L o
V74 X2l — g ET— REKTT
xFET,

ATvT2

show flow record

&1

Device# show flow record

TR_RTCOT7a— L a— Rz 55
FERRLET,

FaEza—1ra— R

Jua—la—R3: FEEre—Lra—R: AR

[l A%% Y k7—% TO Application Visibility and Control D% %



| &#+v k7—% TO Application Visibility and Control ® %
ZA—La—Fk3: AAKIBE—LI—F: AH .

FIE
ARV EFEREETIVa Yy B#)
X w1 |configureterminal Ja—)aryZ 4 ¥al—g v
. T FEBALET,
Device# configure terminal
5w 72 |flowrecord flow_record_name Ju—lLa—Rary7 4 Xal— 3
15'] : ' F‘%E"ﬁﬁé‘biﬁ‘o
Device (config) # flow record fr-wdavc-3
RFw 73 |description description (EE) 7ua— L a— RO 2 /ER
11 LET
Device (config-flow-record) #
description flow-record-1
AT w74 |matchipv4version IPvd~y X = HDIP /A= a3 D
Bl - —HERELET,
Device (config-flow-record) # match ipv4
version
RTw 75 |matchipv4 protocol IPvd 70 koLt O—HAEIEELE
- i
Device (config-flow-record) # match ipv4
protocol
ZFw 6 |matchipva sourceaddress IPv4 EETET RL A ED—F %2 F—
Bl 74— RELTHRELET,
Device (config-flow-record) # match ipv4
source address
R w7 |matchipv4destination address IPv4 385CT RL AL DO—E % F—
Bl 74— RELTHRELET.
Device (config-flow-record) # match ipv4
destination address
Z 5w 78 |match transport source-port T U AR— FREETLR— & D—E
Bl - EX—T 4L RELTRELET,
Device (config-flow-record) # match
transport source-port
Z 5w 79 |matchtransport destination-port kT U AR—= MR — & D—Hx
B - F—T 4=V RELTHRELET,
Device (config-flow-record) # match
transport destination-port

Hig+ v k7 —% TO Application Visibility and Control D% [}
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. JA—La—Fk3: FAAKIA—La—F: AN

ARV FERFTIVa Y S
5w 710 |match interfaceinput ANA B =T = A A& D—F & F—
1§|] : 74\_‘/1/ ]\“& L/’C:]:E‘fﬁ Lijﬁo

Device (config-flow-record) # match
interface input

2w 711 | match application name T r— a4t o—KEETEL
1 - E3 0
Device (config-flow-record) # match GE) Z OEAEIEX. AVC Y 7AR— b
application name 7?hi£§ﬁ§7?7fo Ta—NT S

Vir—varet—H+sz
MAREIZ 72 B T2 T,

R w 712 |collect interface output Tu—MmS5HAA LV F—T oA A FIY
I - #5550 IRELET,

Device (config-flow-record) # collect
interface output

R w713 |collect counter byteslong Ta—0NRA MNEERINET S L I
i ELET,

Device (config-flow-record) # collect
counter bytes long

27714 |collect counter packetslong Tr—Dy MRS B kD 1T
Bl e LE T,

Device (config-flow-record) # collect
counter packets long

R w715 |collect timestamp absolute first BHID s W37 u— TR S
i - & & O E ) BHEALTIRET 5 &

> - I:n—'—’l/
Device (config-flow-record) # collect DITHRE L ET
timestamp absolute first

Z 5w 716 |collect timestamp absolute last B Oy N7 v —TCHER I T
- L XA I Y BEALTIET S &

R
Device (config-flow-record) # collect ? L_*Eﬂil/jijro
timestamp absolute last

ATFw 711 |end K#ME EXEC £— RIZEY £9, 7=,
15 - Ctr+Z ¥ —%MLTH, Fm—r3L 2
Device (config) # end Y74 F¥a2lb—varyE®—REKRTT
TET,
A5 718 |show flow record FRTOTr— L a— RICET 5 S
1 : AFRRELET,
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| &#+v k7—% TO Application Visibility and Control ® %
Jo—La—rk4: magza—La—r:whn

ARV RFERETI Y S

Device# show flow record

Zu—La—R4: FatE7e—ra—K: 1)

F&E
AV RFERETI 3y B#Y
ATFvT1 configure terminal ra—r\)Lary7 4 FXalb—a v
Bl T— FEMHLET,
Device# configure terminal
RFw 72 |flowrecord flow_record name Jp—la—Rary74Xal—i3
Bl - v REHHLET,
Device (config) # flow record fr-wdavc-4
R w73 |description description (LB 7u— L a— NOHBHE2/ER
15'] : L/iﬁ‘o
Device (config-flow-record) #
description flow-record-1
A7 74 |matchipv4version IPv4~ o X —=EDIP A=V 3 2 LD
Bl —HERELET
Device (config-flow-record) # match ipv4
version
A5 75 | matchipv4 protocol IPv4 7 haL b o—HEfEELE
i kK
Device (config-flow-record) # match ipv4
protocol
AT w76 |matchipv4d sourceaddress IPv4 iE5EITCT FL R ED—H & F—
Bl 74— FELTHRELET,
Device (config-flow-record) # match ipv4
source address
R w77 |matchipv4 destination address IPv4 355CT RL AL DO—F A F—
Bl - 74— FELTRELET,
Device (config-flow-record) # match ipv4
destination address
Z 5w 8 |match transport source-port N7 U AR— FEETLR—FEDO—E
Bl - EX—7 4= RE LTIELET,
Device (config-flow-record) # match
transport source-port
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B4 v k7 —7%2 TO Application Visibility and Control D% TE

A

ARV FFEREETIVa Yy

S

ATvT9

match transport destination-port

i
Device (config-flow-record) # match
transport destination-port

rZ U AR— MEdeAR— b ED—F %
F—T7 4 —LRELTHRELET,

ATv 710

match interface output

1 -

Device (config-flow-record) #
interface output

match

M v =Tz AL D—F % F—
T4 RELTHELET,

ATy 7N

match application name

1 -

Device (config-flow-record) #
application name

match

TIV = a B EDO—HEREL
F7,

GE) ZoEAEE. AVC ¥R — b
TIIMATY, 7a—n7 7
Vor—varvet—H+5ZL
DA[BEIZ R B 72D TT,

ATvT12

collect interfaceinput

1 -

Device (config-flow-record) # collect

interface input

Ta—MMmo AN HE—T A A%
ET AL OICEELET,

ATy 713

collect counter byteslong

1 -

Device (config-flow-record) #
counter bytes long

collect

Ta—OA MEERET S X I
ﬁi’bij‘@

ATy 714

collect counter packetslong

1 -

Device (config-flow-record) # collect
counter packets long

Ta—ORry NEEIET S L)
EELET,

ATy T15

collect timestamp absolute first

51

Device (config-flow-record) # collect
timestamp absolute first

BRIy R T a—THER SN
XD E I U AL CINET S &
INTHRELET,

ATv 716

collect timestamp absolute last
1 -

Device (config-flow-record) # collect
timestamp absolute last

ROy R T — TR ST
XD E I U AL CINET S &
INTHRELET,

ATv I

end

51

[l A%% Y k7—% TO Application Visibility and Control D% %
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| &#+v k7—% TO Application Visibility and Control ® %
ons 7o—La—k

ARV EEEET7Ia Y B#)
Device (config) # end V74X a2l —y gy E— REKTT
xFET,
A5 718 |show flow record FTRTCO7u— L a— RIT 5 5HR
1 - EFRTFLET,
Device# show flow record

DNS 7mr—L a— |

7u—La—K5:DNS 7r—La—F

FIg
XU RFEREET7TIVa Y B#)

RFw 71 |configureterminal Ja—r g ar7 4 F¥al— gy
4 - T—FZBRBLET,
Device# configure terminal

257w 72 |flowrecord flow_record_name Jop—la—Rary74Xal—i3
Bl o= R LET
Device (config) # flow record fr-wdavc-5

27w 73 |desription description (E8) 70— L o— OB %R
1§| : Liﬁ_o
Device (config-flow-record) #
description flow-record-5

RTw 74 |matchipv4version [PV~ X —=NHDIP A=V g D
Bl CEERELET
Device (config-flow-record) # match ipv4
version

RTw 75 |matchipv4 protocol IPvd 7o kLt O—HEEELE
11 kK
Device (config-flow-record) # match ipv4
protocol

R w6 |match application name TN r— g B DO—HEEEL
15'] : ij_o
Device (config-flow-record) # match GE) Z O¥EIX. AVC VAR — b
application name ’Glid%%ﬁ7?7%0 Ta—NT S

Vor—varvk—H+s¢L
PSETRENC 72 2% T2 0 T,

Hig+ v k7 —% TO Application Visibility and Control D% [}
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gy kD

— 4% T Application Visibility and Control D% %E

ARV FFEREETIVa Yy

S

ATy IT17

match connection client ipv4 address

1 :

Device (config-flow-record) # match
connection client ipv4 address

254 T (Tu—g(=ixz—H)
DIPvd 7 L REDO—FKE2fEELE
kR

ATvT8

match connection client transport port

1 -

Device (config-flow-record) # match
connection client transport port

7u—lba—RKDOF—7 41— FEL
T, 779472 FOEfgR— kLD~
BafEEL £,

ATvT9

match connection server ipv4 address

1 -

Device (config-flow-record) # match
connection server ipv4 address

HP—N (Tu— LARUE) O IPvd
T RLAELEDO—HERELET,

ATy 710

match connection server transport port

51

Device (config-flow-record) # match
connection server transport port

Y= FF U AKR—= PR =P LD
BERELET,

ATvIN

collect flow direction

51

Device (config-flow-record) # collect
flow direction

DO TFNET collect connection initiator
a2 RO initiator +—7 — R TIRE
SN DHRIFE 7 v —OBES A (o
=V FEI VAR LK) OFN
(ADERIFHT) ZIETDHEOIC
e LE4, initiator ¥ —7— KT
E SN DEIZIE U T, flowdirection
F—U— NIROEEX LD £79,

«0x0l= AJj7a—
cO0x02=H 17—
initiator ¥ —9Y — R = =—X (T

BESINTWBHA, 7e—0 X
Ta—DA =z —ZHINSEESN

i‘?‘o initiator ¥ — 7 — RN L AR A

WICRESNTWDIGE., 7r—0KH
X7 —D L AR ZRINBIRES N
£, A# AVC TIL. initiator %—
T — NIEICA =V ==X IZTRES N
TWET,

[l A%% Y k7—% TO Application Visibility and Control D% %
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so—La—ks5:oNs 7o—La—F

ARV FFEREETIVa Yy

E:)

ATvT12

collect timestamp absolute first

1 :

Device (config-flow-record) # collect
timestamp absolute first

BRIy N T e —THER SN
L XD E I U AL CINET S &
INTHRELET,

ATy 713

collect timestamp absolute last
151

Device (config-flow-record) # collect
timestamp absolute last

B Oy N T e —THERES N
L EORAE I U MEALTINET S &
INTHERELET,

ATy 714

collect connection initiator

1 :

Device (config-flow-record) # collect
connection initiator

collect flow direction =~ > K CHE &
N7 v —oFCBEEST S 7 a—0
fl (f=vm—FEEI VAR )
ZINET H X OITHRE L £7, initiator
F—U— RN, 7e—FmEicET 5
WONEHRZ UL 7,

c0x0l=A =T —H . Ja—DikE
FrldER oA == — 4 TT

Hi AVC TiZ. initiator F—7 — FiZ
WA =V T —HZ IIRESNTVE
7,

ATy 715

collect connection new-connections

1 -

Device (config-flow-record) # collect
connection new-connections

B S TR PR DR 2 INEE T 5 K
INTHELET,

ATv 716

collect connection server counter packets
long

&1

Device (config-flow-record) # collect
connection server counter packets long

P— SNEE LTy RIS
HEIITHRELET,

ATV T

collect connection client counter packets
long

51

Device (config-flow-record) # collect
connection client counter packets long

TIAT MRRE LIy MR
INETSH X IHICHRELET,

ATvT18

collect connection server counter bytes
network long

51

P BREFE LTS MO B2
95 k5 ICIRELET
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ARV FFEREETIVa Yy
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Device (config-flow-record) # collect
connection server counter bytes
network long

ATv 719

collect connection client counter bytes
network long

1 -

Device (config-flow-record) # collect
connection client counter bytes
network long

7 74T 2 RIEE LTS MG
RHENUEET D KO IHREL £,

ATy T2

collect application dns domain-name

51

Device (config-flow-record) # collect
application dns domain-name

DNS RAA 4% DNS 7o —L a—
ROWET 1+ — K& LTHERAT S &
INZRELET,

ATvIT2

end

51

Device (config) # end

¥5HE EXEC E— FIZEY £7, 7=,
CrH+Z ¥ —%MLTH, Fr—r3L o
V74X a2l —varyE—REKTT
xET,

20— I RAR—F2DIER

Tu— T AR—ZEERTHE., 7TO0—DT T AFR— K RFGA—XEERTXET,

FIE

ARV RFERETIVa Y

E:)

&

configureterminal

1

Device# configure terminal

Ja—)ary7 4 Xalb—g v
E—RFZRBLET,

ATy T2

flow exporter flow_exporter_name

1 -

Device (config) # flow exporter
flow-exporter-1

Ta— T JAR—H AT 4 F a2 l—
vay ®—RERBLET,

ATvT3

description description

1

Device (config-flow-exporter) #
description flow-exporter-1

EE) 7u— =7 AR—F D%
TERL L £,

ATvT4

destination { hostname | ipv4-address
| ipv6-address }

1 -

[l A%% Y k7—% TO Application Visibility and Control D% %

T AR—HTT— X eiEEGT D5k
AT LDHRA N, IPv4 £7213 IPv6 7
RLUAZRELET,



| &#+v k7—% TO Application Visibility and Control ® %

70— E=42DER .

AU RFERETOVa Y

B8

Device (config-flow-exporter) #
destination 10.10.1.1

ATvTh

option application-table [ timeout

seconds ]
B -

Device (config-flow-exporter)# option
application-table timeout 500

(EE) 7a—J AR—=2DOT 7Y
r—3ay T—TNADOF T a
ELET, timeout 47 = v &S
5HE, Tu—x ) RR—Z OFIRE
ERHN CHRETE T, AR7e®AIX
1 ~ 86400 f/ T,

ATvT6

end

1 -

Device (config) # end

¥iHE EXEC E— RIZER D £9, F7=,
Ctrl+Z ¥—%# L TH, Fu—rL 2
V74X al—varyE®—RKEKTT
xFET,

ATy T17

show flow exporter

1

Device# show flow exporter

TRTCOT7a— 7 AR—Z|ZHT 5
WaRRLET,

ATvT8

show flow exporter statistics

1

Device# show flow exporter statistics

70— TJ AR—HOEHERE TR
LET,

JO0—E=2DER

Ta— T X EERLT, 7a— La— RIZE#fT A 2 E R TEET,

FIE

ARV RFEEETI 3y

E:)

ATy T

configure terminal

1 -

Device# configure terminal

Ja—nR_) a7 4 F¥al—g
E— FERBLET,

ATy T2

flow monitor monitor-name

51

Device (config)# flow monitor
flow-monitor-1

Tun—F=HXEERkL, 7r—F=#
Ay 74X a2l —varE®— NaeRth
Li—g—o

ATvT3

description description

1 :

Device (config-flow-monitor) #
description flow-monitor-1

(ER) 7un—e=XOHlz2/EKL
£
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B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

ATvT4

record record-name

1 -

Device (config-flow-monitor) # record
flow-record-1

FRNZIERR SN L a— ROL4RTZ 15
ELET,

ATy Th

exporter exporter-name

&1

Device (config-flow-monitor) # exporter|
flow-exporter-1

HRNMER E Nz 7 AR —H D4R
ERELET,

ATvT6

cache { entries number-of-entries |

timeout {active | inactive} | type
normal }
1 -

Device (config-flow-monitor) # cache
timeout active 1800

1 -

Device (config-flow-monitor) # cache
timeout inactive 200

&1

Device (config-flow-monitor) # cache
type normal

(EE) 7a—F v v a /T A—H
ERETDHLOITHEELET,
* entries number-of-entries : 7 1 —
FrvraNOoT7a—T N OD
I R¥A 16 ~ 65536 O#IPH CTHRE
LET,

BEEOX v v o XA T D
DY R—FENET,

GE)

ATy T17

end

1 -

Device (config) # end

FEHE EXEC E— IRV £, 7o,
CttHZ F¥—%MLTH, ZFr—L o
V74X a2l —varE—REKTT
xET,

ATvT8

show flow monitor

1 -

Device# show flow monitor

FTRTCO7u—F=XICHlTHERE
FRLET,

ATvT9

show flow monitor flow-monitor-name

&1

Device# show flow monitor
flow-monitor-1

BELFA/H AVC 7u— E=4% |20
THIEREF R LET,

ATy 710

show flow monitor flow-monitor-name
statistics

&1

Device# show flow monitor
flow-monitor-1 statistics

i AVC 70— = O EHER &
ForLET,

[l A%% Y k7—% TO Application Visibility and Control D% %



| &#+v k7—% TO Application Visibility and Control ® %

1v8—7142~070—E=s0mErt [

ARV FFEREETIVa Yy

E:)

ATy 7N

clear flow monitor flow-monitor-name
statistics

1 :

Device# clear flow monitor
flow-monitor-1 statistics

BELEZ7u—E=% O IERY 7
U7 L%, clear flow monitor
flow-monitor-1 statistics % f# /i L 7=
{Z show flow monitor flow-monitor-1
statistics =~ > FZFEH LT, T
DOFEFHERB Y £y bSINT=Z & %k
BLET,

ATvT12

show flow monitor flow-monitor-name
cacheformat table

1 :

Device# show flow monitor
flow-monitor-1 cache format table

FEATT7e—F v v Va2 DODNEER
RLUET,

ATy 713

show flow monitor flow-monitor-name
cache format record

1

Device# show flow monitor
flow-monitor-1 cache format record

7a—La—RLEEOERT7 e —
¥y v aONEERRLET,

ATv 714

show flow monitor flow-monitor-name
cache format csv

&1

Device# show flow monitor
flow-monitor-1 cache format csv

CSVIEX TV o —Fvy v 2 ONEFE
FoRLET,

AR —TTARA~NDTO— T2 QEER T

WD FAEREAL I— RO 2 ORI EHEMAVC T=H oA U H—T = A AZ[RHEF
CEERETE ET,

FIE

ARV KRFERERETYVa Y

=)

ATy T

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBRBLET,

ATy T2

inter faceinterface-id

1 -

Device (config) # interface
Gigabitethernet 1/0/1

AR —T A ARAAL T 4 Fal— 3
v E—RERBLET,
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B verrenzsnrinr—vay

ARV RFERFTIVaY =)

Z 5 73 |ip flow monitor monitor-name { input | | AS %47 R EHFA Ty OB E T
output } FWFNPHOA L F—T = A RIZT
i - n— =4 & BT £,

Device (config-if) # ip flow monitor
flow-monitor-1 input

ATy 74 |end ¥iHE EXEC ©— FICRY £9°, £72.
1 - CtrH+Z ¥ —%2#LTH, Fm—rL o
Device (config) # end Y74 X2l =g E— RZH#&TT
TET,

NBAR2 hRA L TF7T)4r—ay

NBAR2 ClE, WAZ L 7a bha LV ZfH L CHAF LT ) r— g il casd, b
AH N Tabhant, Tabhanr et T r—yvarEYR—sLETNH, BEDOELE A,
NBAR2 (ZHHR—F L TWEHA,

TRTOREIZBNT, v RAap @t 2 NBAR2 71 2L Ry 7 ORI THh L e —h )L
TV =2 a v BIOKEDT IV r—arBNbEd, a—nA 77 ) r— g 03
RO XD ITHEINET,

cMIEA~DORFEDT T r—va v

 WIEFEOT U r—3 3 v
NBAR2 Tit, 20Xk H%ua—h V77V r—ya b 2FBTHAA~A XT 5 HEZEEL
TWET, Z/r— Y a7 4 F a2 b—3 3 F— KN Tipnbar custom myappname =~ > K
FEHLTC, FEITT 75— a b B DAZSARTEEST, WAXL TV r— g

E. MARABT B ha L KBRS ET, ENENOHT AL LT m haL T, 2—FL,
LAR—MEWICERATE 2L 7 X ID 2 E£ETEET,

SEESERFIATOT TV r—ay BDAZ<A ANHY £97,
— A 7O FILDHRETAR
« HTTP

» SSL
* DNS

AVKRDY b EEOEARN T 0 s a kS W A X~ A R server-name
LANIILANADHRETAX
«IPvd 7 KL X

« DSCP fii

« TCP/UDP R — k
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HTTPO A RXB <A X

SSLOARZTARX

DNSDARETAX

MDY ECEZE N |

« 7 —kfEILE I3 DT

NAMFTEY b XA v— RORFED AL MEIZHESS DAL A X

HTTP O W A %~ A X|Z, RO HTTP 7 4 —/L FOMBEDHICE SN TEITTEET,
« cookie : HTTP 7 v % —
chost : U Y —R&ELILDOI— "DKRA M,
« method : HTTP A Y v K
ereferrer @ U Y—2A VU7X MNORFFILOT KA
e url : Uniform Resource Locator ®/ XA
cuser-agent : BREZEET IV Mo THASHTWEY 7 b =T
sversion : HTTP N— 3 v

evia : HTTP &M 7 4 —/L N

HTTPO A X2 <A X

L7 % 1ID 10 372 HTTP AR Ak [*mydomain.com| % ff 9% MYHTTP & FE/E
NDBAF LT TV r—33 0,

Device# configure terminal
Device (config)# ip nbar custom MYHTTP http host *mydomain.com id 10

SSL % — 4487 (SNI) F7=i3@E4 (CN) moiH L=t #a2 M H LT, SSLEFE{k + 7
T AT TCHARAEA REITH ZENTEET,

SSLOARZATA X

L7 % ID 11 7= SSL E A4 mydomain.com] %35 MYSSL & MEEILD
AT T r—3r3 v,

Device# configure terminal
Device (config) #ip nbar custom MYSSL ssl unique-name *mydomain.com id 11

NBAR2 (%, DNSERBIOWE N T 74 v 7 2B L, 77U —3 3 2 ~0 DNS &I
BEAFIT 2 2N TEET, DNSIENOLREINZIP T RLAEEF vy v =3, FORE
DT TV r—ya AZFEEMT O TWAERZEDHD Ny b 7a—ERESNET,
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BEHNRETAX
BLUDOAREIAX

B4 v k7 —7%2 TO Application Visibility and Control D% TE I

ip nbar custom application-name dns domain-name id application-id =~ > R{Z, DNS O X &~
AR ENET, BEOT 7V r—a v &EET 5I121%, ipnbar custom application-name
dns domain-name domain-name extends existing-application =~ > & H L £,

DNS N—ZA DN A H <A XDFEHNZ- OV TIE, http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/
qos_nbar/configuration/xe-3s/asr1000/qos-nbar-xe-3s-asr-1000-book/nbar-custapp-dns-xe.htm] % Zx ff
LTL7ZE0Y,

DNSDHRHZTA X
L7 % ID 12 B 72 DNS KA A >4 mydomain.com] % {3 % MYDNS & M-
BENDZHAZ LT TV r—va,

Device# configure terminal
Device (config)# ip nbar custom MYDNS dns domain-name *mydomain.com id 12

NBAR2 Ti&, HTTP, SSL F£721X DNS|{ZHIND KA AL L AIZESNWCT AU r—ra v mD
AB <A AT HHENREINET,

BEHREATA X

L7 % ID 13 2372 HTTP, SSL £721XDNS K A A >4 [mydomain.com| % {#
925 MYDOMAIN EBEIND I AZ LT T r—a v,

Device# configure terminal
Device (config)# ip nbar custom MYDOMAIN composite server-name *mydomain.com id 13

LAY VLATADI AL~ A XTI, Xy X TNVICESNTEY, 7a—0RHD/ 7
]\Tﬁbz—ﬁb\i‘é—o

BLADHREZITAX

IP7 FL % 10.56.1.10 B L 11 10.56.1.11, B L2 Z ID 14 233 7= TCP 3 L U DSCP ef
IZ—%3 5 LAYER4CUSTOM EFRINA D AZ LT Y r—a s,

Device# configure terminal

Device (config)# ip nbar custom LAYER4CUSTOM transport tcp id 14
Device (config-custom)# ip address 10.56.1.10 10.56.1.11

Device (config-custom) # dscp ef

Bl NRRLTT)r—2avDE=ZRYY

WAL T FT)5r—2a3vDEZAR)TDE=HDshow a2 K

show ip nbar protocol-id | inc Custom
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Device# show ip nbar protocol-id | inc Custom

LAYER4CUSTOM 14 Custom
MYDNS 12 Custom
MYDOMAIN 13 Custom
MYHTTP 10 Custom
MYSSL 11 Custom

show ip nbar protocol-discovery protocol CUSTOM_APP

Device# show ip nbar protocol-id MYSSL
Protocol Name id type

MYSSL 11 Custom

NBAR2 54+ 3IwvH Ev LR A MIAWLNSNYIDTY THFL—FK

Ta bhal Ry s, TRAADYV AT YT N 2T EBEEHBRDLI L, TRALAD

NBAR2 7va ha /L W R— " NE2HEHTLHY 7 ho=7 Ry r— T3, 7Ya har Ny 7z
1. NBAR2 IZ X > TERIZH R —FENTWD, 2L NEHL TNy T EHLOT 7Y r—
Va T AEEAEERTCWET, HET TV =g U ionT, Far hai Ry 7z
X, TV = aBLET T r—ya VREOERREENTWET, YT b T
U Y —21201F, fAAHDT B R Ry IR RLERTHET,

7a ha)l Ry ZIIIROBERH Y £,
o 0 — RREL TR,

cEHWA—=V gy hal Ry J\ZT T L —RLEZ), IRnWR—=T g o7 e ko
IR TR LTZVT 50085,

s A v FDYvm— REnEEE LRy,

NBAR2 7' k=)L /3w 7%, ¥RD URL 76 Cisco Software Center TH# 7 12— R T&EE9 .
https://software.cisco.com/download/home

NBAR2 7O kL /3w 4 DRETRE M

inzo ban Ny 7za— RT5HIS, T_XTOAAL v F A= ETT r bajl Ry
I HT7 T allat—1T50ERHY £,

Zu ha)L RNy s Eu— T4, NBAR2 72 haL Ry r7pu—RK 31 2—2) 2%
BLTLIEEN,

NBAR2 7O kajL/8v o dO—F

Fg
OV REEEFET7IVa Y B
RT w71 |enable HHE EXEC T— RZAMIc L ¥,
1 - e NAU—RZANLET FERIN
7258 o
Device> enable

Hig+ v k7 —% TO Application Visibility and Control D% [}


https://software.cisco.com/download/home

Hig+ v k7 —% TO Application Visibility and Control D&% |
B 5 nearz 7ok svson—§

IV N3 i F A7 B8
R w72 |configure terminal Ja—r)ar7 4 ¥al—i gy
- T FEMBLET,

Device# configure terminal

R 73 |ipnbar protocol-pack protocol-pack Tuban Ny sEun—RFLET,
[force]
cHEROT B R ANy T R=T g v

o LIERAD, LV R S—T a0
Device (config)# ip nb tocol-pack Za han Ny ERFREL, B— R
evlice (conri 1 npar rotocolL—-pac

flash:defPrgtoPaik : ° T 512iE, force ¥ —7U— F&fEH
i - LET, UL, 2A v F D
| . . EOT kal Ry 7 THR—k

Doty ¢ aeTE e e SNTORVRE bEIR S LET,

HIAB DT 1 ki Xy JITRBHIC
I, koa<> ReRLET,

ATy 74 |exit et EXEC E— RICREY £,
1 -

Device (config) # exit

R 75 | showip nbar protocol-pack {protocol-pack | 7z s =)L v V7 IEHEF R LE T,

| active} [detail]
Ioaxwy REERLT, n—F&
B NETE I Ry s DA—D g
, , YT Ty EOMOFEE
Device# show ip nbar protocol-pack =5
active AL ES j‘o

BEanrz7ua rani Xy rofE
WA K9 5I12iE, protocol-pack 5
BAEMRLES,

TIT 7T a hansy s o
HAEFRT DI, activeF—T—
REFERHLET,

ST IRy 7 DIER AR
KT HICIE, detail F—TU — K& f#
FALET,

Bl NBAR2 71t h 2L Ry 7 dDra— K
WOz, FrLnwra har Ry rEn— R34 5E2r~LET,

Device> enable
Device# configure terminal
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Device (config) # ip nbar protocol-pack flash:newDefProtoPack
Device (config) # exit

woOBHNZ, force ¥ —T— REFH L T iNN—Yaro7a hal Ny ezo— K35 51E
ZoRLET,

Device> enable

Device# configure terminal

Device (config) # ip nbar protocol-pack flash:0ldDefProtoPack force
Device (config) # exit

WO, BABOT T hal Ry ZICRETHFEES R LET,

Device> enable

Device# configure terminal

Device (config) # default ip nbar protocol-pack
Device (config) # exit

Application Visibility and Control D E=4"') > %

ok rvarTiE, TV =y a VORRMEIZET A Lna vy RIZOW T L E
K

WDOa< Rk, AAvFBIOT VB AR—= DT ) r—yaroafithze=245%57=
DI TEET,

RIVARAYFOT TV 77— a vORAIEEE=42 Y 5av R

avrk E[:0)

show ip nbar protocol-discovery NBAR Protocol Discovery #REIZ & » TINEE S 7= #E
[interface interface-type SHERAEERLET,

interface-number] [stats{byte-count |

bit-rate | packet-count | o (BE) £RINDLHEHE®A Falb3 5121,
max-bit-rate} ] [protocol protocol-name F—U—FBIUOGEEANLEYS, ¥—U—
| top-n number] ROZNZNOFEHIZOWTIX,  [Cisco I0S

Quality of Service Solutions Command Reference.]
?show ip nbar protocol-discovery =~ > R4 %
BLTSZEN,

show policy-map interfaceinterface-type | f o % —7 = A4 ZZEH LAY 2— < v FI2O0)
interface-number TOBEREEFRLET,

{5 : Application Visibility and Control M%7

WIZ. match protocol T7 SV r—a b ZD7 4 NEZEHBHALTY 7 A < v ZEVEHKT HH)
EaRLET,

Device# configure terminal
Device (config) # class-map match-any NBAR-VOICE
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B4 v k7 —7%2 TO Application Visibility and Control D% TE

Device (config-cmap) # match protocol ms-lync-audio

Device (config-cmap) #end

Wiz, RV — <=7 E2ERL, QoS DEAFD 7 T A ~ v T REFRT HH 2R LET,

Device # configure terminal

Device (config) # policy-map test-avc-

up

Device (config-pmap) # class cat-browsing

Device (config-pmap-c) # set dscp 12
Device (config-pmap-c) #end

(
(
Device (config-pmap-c) # police 150000
(
(

I, R v—<v7EBEK L. AITQoS DEEFD 7 FA <~ T HERTHH R LET,

Device# configure terminal

Device (config) # policy-map test-avc-

down

Device (config-pmap) # class cat-browsing

Device
Device (config-pmap-c) # set dscp 10
Device (config-pmap-c) #end

(
(
(
(

config-pmap-c)# police 200000

WIZ, RY) =~y T oA, vF K= MTEHAT 6 2R L ET,

Device# configure terminal

Device (config) # interface GigabitEthernet 1/0/1

Device (config-if) # switchport mode access

Device (config-if)# switchport access vlan 20

Device (config-if)# service-policy input POLICING_IN
( )

Device (config-if) #end

RIZ, NBAR BHIZHASNWTY T A~ v T E2AERT 02~ LET,

Device# configure terminal
Device (config)# class-map match-all
Device (config-cmap) # match protocol

Device (config) # class-map match-all
Device (config-cmap) # match protocol

Device (config) # class-map match-all
Device (config-cmap) # match protocol

Device (config) # class-map match-all
Device (config-cmap) # match protocol
Device (config-cmap) # match protocol

rel-relevant
attribute business-relevance business-relevant

rel-irrelevant
attribute business-relevance business-irrelevant

rel-default
attribute business-relevance default

class--ops-admin-and-rel
attribute traffic-class ops-admin-mgmt
attribute business-relevance business-relevant

WIZ. NBARBIEIZH AL VTG A~ v FITHEASNWTRY o —~ v FE2ERT 02 R LET,

Device# configure terminal

Device (config) # policy-map attrib--rel-types
Device (config-pmap) # class rel-relevant

Device (config-pmap-c) # set dscp ef

Device (config-pmap-c)# set dscp afll

Device (config-pmap-c)# class rel-default

(
(
Device (config-pmap-c) # class rel-irrelevant
(
(
(

Device (config-pmap-c)# set dscp default

Device (config) # policy-map attrib--ops-admin-and-rel
Device (config-pmap) # class class--ops-admin-and-rel

Device (config-pmap-c)# set dscp cs5

KIZ, NBAR JEMEICHES SR Y v —~ v F 2 AR — MIEH T 56 27R L ET,
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Device# configure terminal
Device (config) # interface GigabitEthernetl/0/2
Device (config-if)# service-policy input attrib--rel-types

show 27 > FIZE BBREDRT

show ip nbar protocol-discovery

A B =T =2AAZTLEOT 1 h ) URHFREHERO LAR— 2R R LET,
WIZ, A F—=T = AT L DOIFHEROH B 2R L ET,

Device# show ip nbar protocol-discovery int GigabitEthernetl/0/1

GigabitEthernetl/0/1
Last clearing of "show ip nbar protocol-discovery" counters 00:03:16

Input
Output
Protocol Packet Count
Packet Count

Byte Count

Byte Count

30sec Bit Rate (bps)
30sec Bit Rate (bps)

30sec Max Bit Rate (bps)

ms-lync 60580
55911

31174777
28774864

3613000
93000

3613000
3437000
Total 60580
55911

31174777
28774864

3613000
93000

3613000
3437000

show policy-map interface
TRTDOA L Z—T A A LD QoSHAMHEHI L UVHREFHADRY v —~ v T ERRLET,
WIZ, TRTDOA L E =T oA AZHRESNTZRY v — vy TORNBlERLET,
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Device# show policy-map int

GigabitEthernetl/0/1
Service-policy input: MARKING-IN

Class-map: NBAR-VOICE (match-any)
718 packets
Match: protocol ms-lync-audio
0 packets, 0 bytes
30 second rate 0 bps
QoS Set
dscp ef

Class-map: NBAR-MM CONFERENCING (match-any)
6451 packets
Match: protocol ms-lync
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol ms-lync-video
0 packets, 0 bytes
30 second rate 0 bps
QoS Set
dscp af4dl

Class-map: class-default (match-any)
34 packets
Match: any

show 27> FIZCKHEMHEAR—ZD QoS FHENDKRT
show policy-map interface
TRTCOA L H—T A ALEDOEERN—AD QoS HFHEHEB LR EFADRY v—~v v
rRRLUET,
WIZ, TRTDOA o F =T 2 ATRESNIZRY — <~y TOHAPIERLET,
Device# show policy-map interface gigabitEthernet 1/0/2
GigabitEthernetl/0/2

Service-policy input: attrib--rel-types

Class-map: rel-relevant (match-all)
20 packets

Match: protocol attribute business-relevance business-relevant
QoS Set
dscp ef

Class-map: rel-irrelevant (match-all)
0 packets

Match: protocol attribute business-relevance business-irrelevant

QoS Set
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dscp afll

Class-map: rel-default (match-all)
14 packets
Match: protocol attribute business-relevance default
QoS Set
dscp default

Class-map: class-default (match-any)
0 packets
Match: any

show ip nbar protocol-attribute
NBAR T &N 53T _XToHO7a ha)VEiksRrLEd,
Wiz, —EOEEOH B Z R L ET,

Device# show ip nbar protocol-attribute cisco-jabber-im

Protocol Name : cisco-jabber-im
encrypted : encrypted-yes
tunnel : tunnel-no

category : voice-and-video
sub-category : enterprise-media-conferencing
application-group : cisco-jabber-group
p2p-technology : p2p-tech-no

traffic-class : transactional-data
business-relevance : business-relevant
application-set : collaboration-apps

Device# show ip nbar protocol-attribute google-services

Protocol Name : google-services
encrypted : encrypted-yes
tunnel : tunnel-no

category : other
sub-category : other
application-group : google-group
p2p-technology : p2p-tech-yes
traffic-class : transactional-data
business-relevance : default
application-set : general-browsing

Device# show ip nbar protocol-attribute dns

Protocol Name : google-services
encrypted : encrypted-yes
tunnel : tunnel-no

category : other

sub-category : other
application-group : google-—-group
p2p-technology : p2p-tech-yes

traffic-class : transactional-data
business-relevance : default
application-set : general-browsing
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Device# show ip nbar protocol-attribute unknown

Protocol Name
encrypted
tunnel
category
sub-category

application-group

p2p-technology
traffic-class

business-relevance

unknown
encrypted-no
tunnel-no
other

other

other
p2p-tech-no
bulk-data
default

application-set

general-misc

show a7 > RIZ& B3 70— E=Z4BRFDORT
show flow monitor wdavc

BELEAH AVC 7u— =X I CT WAy ERLET,

Device # show flow monitor wdavc

Flow Monitor wdavc:

Description:
Flow Record:

Flow Exporter:

Cache:
Type:
Status:
Size:

Inactive Timeout:
Active Timeout:

User defined
wdavc
wdavc-exp (inactive)

normal (Platform cache)
not allocated

12000 entries

15 secs

1800 secs

show flow monitor wdavc statistics

A#RAVC 71— =X OfGHERER R LET,

Device# show flow monitor wdavc statistics

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

clear flow monitor wdavc statistics

HBELEZ7un— =X O E®R%E2 27 V7 LEJ, clear flow monitor wdavce statistics % {i# ff
L 72#1Z show flow monitor wdavc statistics =~ > R&EEHA LT, T X TOMEHERN U & v

MENZ EEMRLET, LTI, 7ua—F=XiHEH%a 27 U 7 L7=% ® showflowmonitor
wdavc statistics =~ > ROV FLH 1a R~ LET,

Device# show flow monitor wdavc statistics

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 0
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Flows added: 0
Flows aged: 0

show T FIZkBF ¥ vy 2 DREDERTR
show flow monitor wdavc cache for mat table
XX TT7o—F v v a2 ONEEERNLET,

Device# show flow monitor wdavc cache format table

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

CONN IPV4 INITIATOR ADDR CONN IPV4 RESPONDER ADDR CONN RESPONDER PORT
FLOW OBSPOINT ID IP VERSION IP PROT APP NAME
flow dirn ......ciiiiiinea..

64.103.125.147 144.254.71.184
53 4294967305 4 17 port dns
Input L e e e
64.103.121.103 10.1.1.2
67 4294967305 4 17 layer7 dhcp
Input ....contd..aaas
64.103.125.3 64.103.125.97
68 4294967305 4 17 layer7 dhcp
Input L e e e e
10.0.2.6 157.55.40.149 443
4294967305 4 6 layer7 ms-lync
Input e e e
64.103.126.28 66.163.36.139 443
4294967305 4 6 layer7 cisco-jabber-im
Input ....contd..aaae,
64.103.125.2 64.103.125.29
68 4294967305 4 17 layer7 dhcp
Input L e e e e
64.103.125.97 64.103.101.181
67 4294967305 4 17 layer7 dhcp
Input L e e
192.168.100.6 10.10.20.1 5060
4294967305 4 17 layer7 cisco-jabber-control
Input ....contd..ia ool
64.103.125.3 64.103.125.29
68 4294967305 4 17 layer7 dhcp
Input e e e e
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10.80.101.18 10.80.101.6 5060
4294967305 4 6 layer7 cisco-collab-control
Input e e e e
10.1.11.4 66.102.11.99
80 4294967305 4 6 layer7 google-services
Input ....contd. ..o
64.103.125.2 64.103.125.97
68 4294967305 4 17 layer7 dhcp
Input L e e e e
64.103.125.29 64.103.101.181
67 4294967305 4 17 layer7 dhcp
Input e e e

show flow monitor wdavc cache format record

Jo— La— RLEOERTCT7o— Fv v 2ORNBEFR R LET,

Device# show flow monitor wdavc cache format record

Cache type: Normal (Platform cache)

Cache size: 12000

Current entries: 13

Flows added: 26

Flows aged: 13

- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.147
CONNECTION IPV4 RESPONDER ADDRESS: 144.254.71.184
CONNECTION RESPONDER PORT: 53
FLOW OBSPOINT ID: 4294967305
IP VERSION: 4
IP PROTOCOL: 17
APPLICATION NAME: port dns
flow direction: Input
timestamp abs first: 08:55:46.917
timestamp abs last: 08:55:46.917
connection initiator: Initiator
connection count new: 2
connection server packets counter: 1
connection client packets counter: 1
connection server network bytes counter: 190
connection client network bytes counter: 106
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.121.103
CONNECTION IPV4 RESPONDER ADDRESS: 10.1.1.2
CONNECTION RESPONDER PORT: 67
FLOW OBSPOINT ID: 4294967305
IP VERSION: 4
IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
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timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
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counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

{51l : Application Visibility and Control (%5 .

08:55:47.917
Initiator

1

0

1

0

350

64.103.125.3
64.103.125.97
68
4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:53.917
Initiator

1

0

4

0

1412

10.0.2.6
157.55.40.149
443
4294967305

4

6

layer7 ms-lync
Input
08:55:46.917
08:55:46.917
Initiator

2

10

14

6490

1639

64.103.126.28
66.163.36.139

443

4294967305

4

6

layer’7 cisco-jabber-im
Input

08:55:46.917
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timestamp abs last: 08:55:46.917

connection initiator: Initiator
connection count new: 2

connection server packets counter: 12
connection client packets counter: 10
connection server network bytes counter: 5871
connection client network bytes counter: 2088
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.2
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.125.29
CONNECTION RESPONDER PORT: 68

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer’7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 2

connection server network bytes counter: 0

connection client network bytes counter: 712
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.97
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.101.181
CONNECTION RESPONDER PORT: 67

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 1

connection server network bytes counter: 0

connection client network bytes counter: 350
CONNECTION IPV4 INITIATOR ADDRESS: 192.168.100.6
CONNECTION IPV4 RESPONDER ADDRESS: 10.10.20.1
CONNECTION RESPONDER PORT: 5060

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17

APPLICATION NAME:
flow direction:
timestamp abs first:

layer7 cisco-jabber-control
Input
08:55:46.917
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timestamp abs last:
initiator:
count new:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

server
client
server
client

packets
packets
network
network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:
initiator:
count new:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

server
client
server
client

packets
packets
network
network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:
initiator:
count new:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

server
client
server
client

packets
packets
network
network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:
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08:55:46.917
Initiator

1

0

2

0

2046

64.103.125.3
64.103.125.29
68
4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:47.917
Initiator

1

0

2

0

712

10.80.101.18
10.80.101.6
5060
4294967305

4

6

layer7 cisco-collab-control
Input
08:55:46.917
08:55:47.917
Initiator

2

23

27

12752

8773

10.1.11.4

66.102.11.99

80

4294967305

4

6

layer’7 google-services
Input

08:55:46.917
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timestamp abs last: 08:55:46.917

connection initiator: Initiator
connection count new: 2
connection server packets counter: 3
connection client packets counter: 5
connection server network bytes counter: 1733
connection client network bytes counter: 663
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.2
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.125.97
CONNECTION RESPONDER PORT: 68
FLOW OBSPOINT ID: 4294967305
IP VERSION: 4
IP PROTOCOL: 17
APPLICATION NAME: layer’7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:53.917
connection initiator: Initiator
connection count new: 1
connection server packets counter: 0
connection client packets counter: 4
connection server network bytes counter: 0
connection client network bytes counter: 1412
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.29
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.101.181
CONNECTION RESPONDER PORT: 67
FLOW OBSPOINT ID: 4294967305
IP VERSION: 4
IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 1
connection server packets counter: 0
connection client packets counter: 1
connection server network bytes counter: 0
connection client network bytes counter: 350
show flow monitor wdavc cache format csv
CSVIEAT7r— F v v a2ONEFERRLET,
Device# show flow monitor wdavc cache format csv
Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
Flows aged: 13
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- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

CONN IPV4 INITIATOR ADDR,CONN IPV4 RESPONDER ADDR, CONN RESPONDER
PORT, FLOW OBSPOINT ID,IP VERSION, IP

PROT, APP NAME, flow dirn, time abs first,time abs last,conn initiator,conn
count new,conn server packets

cnt,conn client packets cnt,conn server network bytes cnt,conn client

network bytes cnt
64.103.125.147,144.254.71.184,53,4294967305,4,17,port

dns, Input,08:55:46.917,08:55:46.917,Initiator,2,1,1,190,106
64.103.121.103,10.1.1.2,67,4294967305,4,17,1layer?7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
64.103.125.3,64.103.125.97,68,4294967305,4,17,layer’7

dhcp, Input, 08:55:47.917,08:55:53.917,Initiator,1,0,4,0,1412
10.0.2.6,157.55.40.149,443,4294967305,4,6, layer7 ms-

lync, Input,08:55:46.917,08:55:46.917,Initiator,2,10,14,6490,1639
64.103.126.28,66.163.36.139,443,4294967305,4,6,layer7 cisco-jabber-
im, Input, 08:55:46.917,08:55:46.917,Initiator,2,12,10,5871,2088
64.103.125.2,64.103.125.29,68,4294967305,4,17,layer?7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,2,0,712
64.103.125.97,64.103.101.181,67,4294967305,4,17,layer’7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
192.168.100.6,10.10.20.1,5060,4294967305,4,17,layer7 cisco-jabber-

control, Input,08:55:46.917,08:55:46.917,Initiator,1,0,2,0,2046
64.103.125.3,64.103.125.29,68,4294967305,4,17,layer’7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,2,0,712
10.80.101.18,10.80.101.6,5060,4294967305,4, 6, layer7 cisco-collab-

control, Input,08:55:46.917,08:55:47.917,Initiator,2,23,27,12752,8773
10.1.11.4,66.102.11.99,80,4294967305,4, 6, layer7 google-

services, Input,08:55:46.917,08:55:46.917,Initiator,2,3,5,1733,663
64.103.125.2,64.103.125.97,68,4294967305,4,17,layer’7

dhcp, Input, 08:55:47.917,08:55:53.917,Initiator,1,0,4,0,1412
64.103.125.29,64.103.101.181,67,4294967305,4,17,1layer’7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350

ERXMB S TN a—To07 BREEE
LITFIZ, A#t Application Visibility and Control ® ~ T 7 /L3 2 —F ¢ v 7B % FARR 72 E R
LEZEEZRLET,
1 ER:IPv6 T 7 4 v 7 RSN THEEA,
B% : BUEIXIPVE N7 7 4 v 7 OHRPFR— S TOET,
2. BEl: vV FXFY AN T 740 v 7RI THEREA,
BZ : BEIa=%xY AN N7 74 v 7 DHEPTR—FINTWVET,
3. HR:pingZFXEFELLLZIC, PEINTVINEHRTEEEA,
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B zxvnrso0va—7405  mmEems

10.

Bl% : TCP/UDP 7’2 F 2L OZBYFR— F SN THET,
B : SVIIZ NBAR # 8t CX 2V DL TT D,
H%Z : NBAR (I A v X —T = f ATOLYR—FZINTHET,

B IF3EALDNT 7 4 v BN CAPWAP 5 7 4 v 727> TWADTE R, 7o
TI D

BZE: YA YLATI7ERBR— MIBEHRINLTWRNT Z A R—FTNBAR A%
W7o TWND Z L 2R L TLZE W, APDOERETDHTTO T 7 4 v 7 1 dcapwap
CLTHEEINET, oA EBEOSEIZ AP £7-1X WLC TiFbitE T,

B : 7o haBET, b7 40 v 2B AITLOHBETEEEA, IHIZ, <0
RKHD T T 47 BHY ET,

B . ZAUTEE, NBAR ISR T 7 4 v 7 2R L TWAD 2 2R LET, Al
DRINTT7 497X DDAAL T AU N=ZHES, SO —FHIERID A R—I2 55
SNFET, FTT7 4y OB HERINDT 7 AR — MIOANBAR #8535 2
EEWERLET, BHOT v TV I RBLLEX. ZORBEOEHEINLIZNBAR &
%ﬁ?é*&if%iﬁh R—=FF¥FXNVO—HTHDHA ¥ —7 A AZNBAR %
RE LTS B b RBROBEN AL 7,

B : e Fa T, ?KT@T?J&~VHy@%%5;~ﬁ§%énifoﬁ
MIRREIZEED N T 7 4 v 7 iR T DI E D LI 60N T,

E%E : WebUI ZfEH LT, 1% 48 BEDREIFINR BT 7 4 v 7 ZFIRTE ET,
B[ : match protocol protocol-name =~ > RZ{EH L TF a2 —_X—ZAD A — 7 L AKY
—HEHRETXEHA,

E% : NBAR2 X—ADNHENEENDHHR Y > —TliL, shaped L O set DSCP D A8
YR—FENTWET, — AR TEE LTk, AJITDSCP Z#%E L. DSCP (24
WTHAHATY 2 — U 72 ETFLET,

B A2 —T A RCHFE L TWANBAR2 IZH D THAN, NBARZ SWEZIZT
TT 4 Tl TWET,

[E1% : match protocol protocol-name % % te 27 7 A~ v 7 3é 5 L NBAR A X v 7 T
Ta—SVCT 7T 4730 ETR. M7 7 4 v ZIENBARGEHOMRITIT R £4
oo ZTHUTTEIESNTZEMETHY . VY =2 HELETA,

B : 7740 bDQOSFa—DFIZrTF 74y 7R ET, £5LTTTN,

EZE:HFLWAE 70 —TF, 78—525HL T A= R =T ICRREE A VA F—LT 5
COIZN DOy R3MEDIVET, ZOMIC, ST TR &b, T 710w
JIEF 740 b Fa—ITADFET,
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Application Visibility and Control |23 % B INIER
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MIFIEDFEM,

COBETHEHT A av ROEEREE L UM

Command Reference (Catalyst 9200 Series
Switches)
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)1)—= T RE HRETER
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> DFRE LU= | Application Recognition (NBAR) JE M2

Fr—v (i
AVC) JEfE~N—2
QoS (EasyQoS)

WTQoS 7 TALRY U—%EHRTEDL L
72D F LD, WL ONOHIRERH Y
£, $AR—F 125 NBAR BT,
business-relevance ¥ & U traffic-class (D 7T
7

Cisco IOS XE Gibraltar

ity hU—2 T

AVC X, 77U r— g O 117

16.11.1 @ Application TV —ar~DA T Y Ve A
Visibility and Control |3 ST, B/ 7 v M B X OGNS
TIUTFBIOX Yy R =g v
ERBEEEDHTDOVATORYMAOE
T TT.
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16.12.1
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