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e TNRAALETEX2T =/ (SSH) | FFE. BX O 2RELET,

« Secure Copy Protocol (SCP) 1% SSH ZffiH L Tt = 7 REREL EITT D72, T3 A
(21X Rivest, Shamir, Adelman (RSA) F—D X7 BHMETT,

Secure Copy IZB83 %15k

Secure Copy HEHEIX. AA v TFOHRESCA A=V 7 7 A NDabt — |l F o7 72l i & i
it L ¥ 9, Secure Copy Protocol (SCP) 1%, ¥ =7 =/l (SSH) . 77U Fr—var,. B
KO Berkeley r V' — VDt F 2 7 e RBEFEA T 570 F a2 VIR L £ 7,

SCP 1X—3#? Berkeley @ r Y —/L (Berkeley KFMEHD Xy NU—F 7 77V r—a
Ty ) ITESWTEEFSN TS 2D, ZDOEIEN%IE Remote Copy Protocol (RCP) & %8
PILCWET, 72720, SCPIZSSH O F =2 V7 41T L TV D RIERE £3, M T,
SCPTlE, = —HFNIELVHERL NV EZFEFSTNDLZ 2T A XA ETHIICE 5 L9110, #
FE, FFR. BEOT IO T 4 0T (AAA) ZRETDLERH Y L7,

SCP {92 &, copy =~ RaMH LT CiscolOS 7 7 A /L A7 I (Cisco IFS) WNOAE
BOTZ77ANDa—%T A AL DM TETTELDIE, FFHEL LN 15 D2—HF DRI
RV ET, FASNEEHEEIXIT - AT =2 a b ZOBEEZFITTA L L TEET,
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GE) spscp.exe 7 7 A NVEMHHA L TWDEAIE, SCPA T v a v EaHMMILET,
* SSH ZKAE S D I21F, RSA RBAF— L MEF— DT 27 A A TRET DLENH
nET,

X2 F7aF—DONNT7+x—< U RAL

SSH —4&7 —Zisikt— R&HT DL, 7747 v MERIT— " ORETENET S SCP
DAN—T"> "7 =< AR EIREDZENTEET, ZOF—RNEIT 74V FTILE
Zip > TWET A, ipsshbulk-mode 7 o — 3L a7 4 Xalb—v gy avy REfHAL
THEMNT D ENTEET,

G Zoavr NI, RERT7ANEEBETIHAICOREMIL. 77 A VIREDTE T HRICE
T HZ LB LET,

X217 3 E— DE ﬁgjiﬁ&

ZIZTIE, EXR 2T a bt —0REEEIZHOWTIHBHLET,

X2 7aE—NDHKTFE

VAT N, AT SCP Y — A MABSRED R EE T 5121, WOTFINEEZFEITLET,
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AT w71 |enable HrtE EXEC =— RZHI L ET,
1 - T T IREREINTEHRAT— R
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Device> enable

R T 72 |configureterminal Jua—\)ary 7 4X¥al—g v
%l - T— RZHBELET,
Device# configure terminal

AT 7 3 |aaanew-model 0 A URED AAARRREZ R E L T,
1 -

II tXa7aE—



| t%a72€E-

SSHH—nTotFa7at—n1+—Tut [

AU RFERETOVa Y

B8

Device (config) # aaa new-model

ATvT4

aaa authentication login {default |
list-name} methodl [ method?2... ]

1

Device (config)# aaa authentication
login default group tacacs+

AAAT 7R ba— )L VAT L%
A X =T M LET,

ATy Th

username name [privilege level] passwor d
encryption-type encrypted-password

1 -

Device (config) # username superuser
privilege 2 password 0 superpassword

I—YPHER—R L LTZRIE AT A%
MELET,

(G¥)  TACACS+=<° RADIUS 7¢ & D
T B U= _— ZDFRGE A
= ALNEESNTWDHY
L. ZOFIHREAMETE E
7

ATvT6

ip scp server enable

1 -

Device (config)# ip scp server enable

SCP H— ~MlggREZ BN L9,

ATy T17

exit
B

Device (config) # exit

Ja—sLar 7 4 ¥al—vay
F— F&f& T L. M EXEC E— FIZ
En\i—g—o

ATvT8

debugip scp
1 -

Device# debug ip scp

(E&) SCP RRGEREZ AR L £7,

SSHH—N\TOEF273E—DARr—T )L

WD H AT TiX, SCP OV — MAEREDRE T EEZRLET, TOXATIE, T34 ATV
ET—FDIT—T AT =2 a7 7 ANELZREIIE—TE 5 RINBREREEZRLTWE
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FIE
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ATy T

enable
51
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Device> enable

T T EREIRSNTICHNAT — R
Z AT LET,

ATy T2

configureterminal

1 :

Device# configure terminal

Jua—\) a7 4 Xal—g v
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ATvT3

aaa new-model

&1

Device (config) # aaa new-model

PREE. TR, TAhAU T 4T
(AAA) T7®A v fa—)L &5
WA X—T M LET,

ATv74

aaa authentication login default local

1 :

Device (config) # aaa authentication
login default local

07 A UREORFEC e — B LD —F

BT 5 SRR 5 E 12 AAA
WAL RE LET

ATy 75

aaa authorization exec default local

1 -

Device (config) # aaa authorization exec|
default local

2—HFT I RAEHIRTH/NT A —H
EXry NU—JICRELET, FAl%
F{TL., —V ID THiHE EXEC ¥ =
NOFITEFHAITHNE I DEERL
FI, TO%, VAT ATHFANICE—
HNT =B _R—=2AZfEHT 50BN D
L2 EERELET,

ATvT6

username name privilege privilege-level
password password

1 :

Device (config) # username samplename
privilege 15 password passwordl

:L~‘H‘Z./\—7\ @uu_, HE/XT‘A%%L
L. =94 HRL~L BROFE
BB/ "2 — REELET,

GE)  privilegelevel 5502 B2 e
/ML 15 T, HER L~
15 KDY E . B gl
WrEivEd,

ATy T17

ip ssh time-out seconds

1 :

Device (config)# ip ssh time-out 120

FTNNAANSSHY T4 T v bDIGE %
FFORFMRIRZ . AL CRE L £
kR

ATvT8

ip ssh authentication-retries %%
1 -

Device (config)# ip ssh
authentication-retries 3
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ERITT D ERELET,

II tXa7aE—



| t%a72€E-

%27 at—oiEsn [

ARV FFEREETIVa Yy

E:)

ATvT9

ip scp server enable

1 -

Device (config) # ip scp server enable

FNAAT, VE—hM T =T 2T —
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xH LI LET,

ATy 710

ip ssh bulk-mode
i

Device (config)# ip ssh bulk-mode

({£E) SSH #5757 —HintE— K%
A X —T W LT, SCPDANL—T v
roRT p—< v A5 LET,

ATvIN

exit
1 -

Device (config) # exit

Ja—nR_) a7 4 F¥al— g
E— FEH&T L, RHE EXEC £— NIZ
R0 FET,

ATvT12

debugip scp
1 -

Device# debug ip scp
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! AAA authentication and authorization must be configured properly in order for SCP to

work.

Device> enable
Device# configure terminal

Device (config

) # aaa new-model

Device (config)# aaa authentication login default local
) # aaa authorization exec default local
Device (config) # username userl privilege 15 password 0 lab

Device (config

! SSH must be configured and functioning properly.

Device (config
Device (config

)# ip scp server enable
)# end

t¥Xa7atE— II



X217 aE— I
B v xoro— R —z@asmALELtF 17 E—0F—EIOR

Bl : Ry FT—OR—RFAEZFALE-EF27aE—DOH—/\AID

ax AE

WOFNL, v MU= _XR—=Z2DFWIAEA W= AL L7227 a B0V — MAEFED
REFTEETRLTOVET,

! AAA authentication and authorization must be configured properly for SCP to work.
Device> enable
Device# configure terminal
Device (config) # aaa new-model
Device (config) # aaa authentication login default group tacacs+
Device (config) # aaa authorization exec default group tacacs+
! SSH must be configured and functioning properly.
Device (config)# ip ssh time-out 120
Device (config)# ip ssh authentication-retries 3
Device (config) # ip scp server enable
( ) #

Device (config end
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WD a~ s RPEAFIIELEINE LT,
debugip scp ¥ £ OV ip scp server enanle
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