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B 7 xoszxo—remxLrEnt8s

TNARADINRAT— R EPRLEEDAEN5E

TNAADT 7 H )V "NRETIE, T3 AR EBERIET 2 R2—¥R, AL v FOEFRK
ABHCEE) a2 Z2HM L THLWWRZA T — REANTEHZ LI, R2AT—RamklL
TREEGEECTE T, T2 THRAT2EEFIAZ EZITT 2121, T3 A2 EEHRIEL T
<&V,

GE) ZRHoDOTARAATHE, VAT LEHEILT 74/ VEREICRTHEIBY = Ra—Wizk
HRAT—= ROV ey NefFa[THZ LIk T, ZOMED 2T 4 E—7MICTEE
T, NAT— REENRT 4 B—T RS> TWAHEIZ, = Ra—¥FRRXRT— K2 &y
FLESETDE, AT —F A A=V TRETaEADMIXT 74V FOREIZRT L9
RSN ET,

GE)  Cisco WLC DFRTEZBEED Cisco WLC [l TCabt—4 5 &, BE{b/SAV— K $—%[F{ETZ
720 ET (RMA OBE) .

RAY— REMRERIIENTZHEICFDO/NRAT — N E2EIET 00T, RAV—FKeshl-%
AOEE (13—) OWETHAT I FIEENET,

ping
TNA ZLIP O ping ZHAR—FLTEY, ZHEFEHLTYE— MR F~OEfET A b
TEET, pingld7 RL A= a—BFR ATy FE2EEL, IWEEZRFHLET, pinglTkDOWT
NDINEZIRLET,

o EFERINE  EWRINE (hostname BWFEET D) 1. xRy hI—27 R T 7 40712 &
DET, 1~ 10BN THRAELET,

BEHDINETR L RA MBIGE L2 WA, no-answer A v —UNIRINET,
o« REHZ2AR A B AR A FMEE L2 WIES . unknownhost A v E— U RNIRENE T,

BEEEARRE : T VANV N = MU A BB ESINT-R Y N —JIZBETE WA,
destination-unreachable X v — 23 IV E T,

e Xy NT—Z FFHITARARNDEREREE : L— F T —T IR A MNERITRY RTU—2 D
= N U RRWEES . network or host unreachable X v — VbR E N E T,

ping DBYIEZ BLMET 5 IT1E, ping DE(T (19 8—2) DHEBML T &L,
LA4A¥2 FL—XRI)L— b

LAF2RL—2b— MEREICE D . Ty FBSBIRT DRE LT A ANDISET A A%
TOMENRAZHANTEET, LA T2 L —RAb—MI, 2=F ¥ X FOFEILE LU%EE
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L4 % 20 traceroute DA K51 > .

MAC 7 VARG &Y R—bLET, b L—2b— I, N2NZHHT /31 2D MAC 7
RUAT—=TNVEMHEH L TSRZHBILET, T APRNANTLAL 2 hL—R)b— %
PHR—= b L TORWT NSRBI LTS E, T3 I A P2 hL—R 7Y 2385 Lie
. XA LT T MZLET,

TS ALY, EETET A ADBFISET A AADSADHEMITEET, /5y bR
T, BETERA MPORETLT /S AE T, FFFFIT /A ADPBIES A L ETDAR
HREIT X F A,

L4 20 traceroute D HA K54 >

e X NI —ZNOFTXTHT /SA AT, CiscoDiscovery Protocol (CDP) %A X—7 /LT
LMERH Y 3, LA ¥ 2 traceroute 2N UNZENET H 72012, CDP ZHEZHIZ LR2NT
IZEW,

WX ZNDT /XA A3 CDP 2% L CHBMRIEE. A v T IXINoDT /A A &1E
BB RREHTEFERE A,

s PINGAAEEXEC 2~ R&EMHA L CTEfi 27T A P TEIUL, ZDOT 3, AIHIDOT /31 &
MHBFERRETH D L EHRTEXET, W SZANOTXTOF A AL, OF 54 2
S AEIZBIZERRE TR T IIE R0 £ A,

o INANTHBIFTRE R Fe KA » 7813 10 T,

BFILT A R EGEET A ADMOYEL R ANIZIRWNT /34 AT, traceroutemac 7=
I% traceroute mac ip OFfHE EXEC 22~ > REFITTEET, NANDOTXTOT /A A
L. ZOAAL »FNLEREMRE TR TR 8 A,

cFBESNTIRETB IO T KLU ADE U VLAN IZH 5854, traceroutemac =< > R

HAE LAY 2 AR RLET, BELEEELB IO MAC 7 LA, %
72D VLAN IZB L TV AHAIE, LA P2 3R FERENT, =7 — XA vte—UNR
FoRENFET,

e wIILTF Xy A NDEETEIISEE MAC T RLAZIRET H &, A TENIENT, —
T— A=V NERINET,

 EE T EITSEIEMACT R L ADNEHO VLANIZET 2413, HETE X O%E5EMAC
7T RVADWEFNRRE L TWAVLANEZIEETHALERNH Y £, VLANZIRE LRV &,
WRAFHEENT, =T — A vbE—UNRRRINFET,

CFEESNTEETB IO ED IP 7 FLANRE—OV 7 Xy NNIZH HHA . traceroute
macip 2~ FHHEVA Y2 RXRAEFRLET, IPT RLRAZIEE LSS, 73 A
I% Address Resolution Protocol (ARP) ZfEH L, IP 7 KL R L ZNITKHET H MAC 7 R
L 2B LW VLAN ID % 5t &S ¥ 9,

cHREDIPT RLUADARP D=2 b U BFEL TCWDIEE, T35 AXBEAM T B
7-MACT7 RLVAZEMERH L, MESAZFERLE9,

cARP DV FUNIEELZR WS, TNA ATARP VU A EEL. IPT RL X%
R L L9 ERAFET, IP T RUANRFRINZWIGAE, SAFE ST, =
T— Ao —UNRERINET,
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cFEEDT NA AMANT N LTI OOR— MR SN TV DS (0 & 213850 CDP
FAN—RHR— F TR ESNZHE) . LA Y 2traceroute BEREIT VR — F SN ER A, #
B DCDP XA N—=3 1 DOR— FTHRIHINTZHE, LA V2R3 ESNT, =7 —
Ave—UNRFREINET,

« ZOMREIZ, =22 VU7 VLAN TiIx¥AR— S EHA,

LA4Y2 hb—RA)— ML, 2—H F—4%7F L7 bz (UDP) &R— k2228 TU A
=27y bERREET, ZOR— NI AEEDOIPVE T RLAZEHALTY £— Fh
LT 7 BATE, RAHIVNEDH Y FHA, ZOUDP V7 v MLV, VLANIHER, VU
7. FFEDOMACT KL ADIFE, BLUCDP A N—1FHE T A AL itARD 2 &
MTEET, ZOFEREERTLIZLICLY, BEMICLASY2xy hT—7 AR YO
PRGEREETEET,

LAY2 L —RA—NIT 74V FTHMIR->TEBY, Fe—rbary7 4Xal—
3y E—RTnol2traceroute =~ REZFETTHZ LIZL o THIHIZTEES, LA
Y2 hL—AN— b EHEFMNITIHIZE, Juo—Lar 74 Fal—v g ET—K
Tl2traceroute =< R&MHH L £,

P rL—XRIL—F

IP traceroute Z#fEfH 3 2 &, X FU—2 BT/ y FARBIRT BN A %Ry INA KRy 7T
AT EET, Zoavr FEFEITTDLE. NI T4 v 7 EICEET S ETISERT D
N—=BIpEDTRTORy hT—TE (LA T 3) T ARERINET,

T3 AL, traceroute FifE EXEC 2~ > ROE[FmE /i35t s LTHRETE 4, £/-,
traceroute 2~ RO TH Y 7L LTEREINDIGERH D £3, T34 A % traceroute D
sde & T D& AA T U, traceroute D) THRAE D5 & L TFRSNET, FHT /A A
2 T VLAN WCR— ME D7 DT U » P> 7121 %247 9 34 traceroute D H A2 H
AL v FIIFRENER A, 2720, FRIT AL ABEFED /Ny Nae—T 4 v 7T 5~
IVF LA YT ADEFE., T DT 34 A traceroute DH FIZE Y & L TERRINFET,

traceroute 4 EXEC =2~ o RiZ, IP ~» ¥ —O{Ffi Alaelef] (TTL) 74—/ REHEH L
T, V= BEIOY—A"TEHEEDI F— A v —U0NEREND L 512 LE T, traceroute D
FATE, 2=V T =4 7T A Fa ka (UDP) T—H% 7T L%, TTL 74—V KPS 1T
ESNTWDSERA MANEETLZENDMMEY £, V—F TTTLIEA 1 £72130 TH
HZlrBHTDHE, T—E TRy L, A =%y MilA vE—Y 70 Fa

(ICMP) time-to-live-exceeded A » & — % 5{5 JLIZ5{5 L £ 7, traceroute IX, ICMP
time-to-live-exceeded A v E— DEETT FLA 74— )L REFART, BHIDOARY 7OT R
VAL £,

X7 AR Ry P EHBIT 72912, traceroute 1L TTL {232 O UDP /X7 v F&XELET, |1
TDONL—HX, TTLZ 4 — /L ROMENPH 1 ZZ LG WTIRONLV—FIZT—X 77 L %EEEFEL
£9, 2F/DONL—ZE, TTLEN 1 THDHZ L 2WHRTIE, ZOT—F 7T LEREEL,
time-to-live-exceeded A v B — U FEEL~KLFET, ZDOL DI, T—X T T ANSEEKRA b
BT HE T (7203 TTL ORKMEICET 5 £ T) TTL OISy S, LAERET S
7,

. VIMIZTTRED S TN a—Ta25



| vIr9z78EO ST 2a—FaY

debug o< K .

T =R T T NN RIE L2 & BT 572D, traceroute X, T —# 77 A D UDP %d
SeRR— FEEZ ., 5 A ROMEHT A ATREMED 2V KRE REICRE L E T, FA MR, o—
ANTHERA SNBSS R— MNEFEZFRF OB TOT —2 77 0%2%ET5&, #ET
IZICMP AR — FEIEARE= 7 — 2 X EFELET, A— MIERRET T —ZRTXITOT T —IX
PRy 7B REEIND 72O, A— FEIERETT —2ZETHEVNIZLEF, ZOA Y
USRI OEREINT I EEERLET,

]+ IP 7R A MZ%P9 5 traceroute DFEST (29 _X—) [T+, IP traceroute 7 12 & 2 D% 5
BLTLEEN,

FNRy THINLICPU 7B A TE T T4 AV T 4 NE VLB THENTWAHEZD, T8y 7H T
EITHOEVATABNMERATERLIRDZENHY T, LEEMN->T, debug =~ Rafifd
01X, FFEORED N T TNy a—T 4 VIR, 3V Aa0T 7 = R— MMEYE
BTN T TN a—T 4 U T ETOIGAICIRELTLESWN, XYy NIT—F 8T T 4 w7
B —PHEN DRI debug =~ REFERTHZ L2BEIOLET, T3y F 7%
IO X D) REEMHICAT O &L debug 2~ > RALEID A — 3—~y ROBEINZ LY > 2T LADff
FNZ BN R SAREMENMEL 72 7,

debug =~ > RIZT R TRHEEXECE— R TIATLET, 1FLAEDdebug 2~ > RiF51#E%E
By EHA,

VAT L LKR—F

AT A LAR— b E =i erashinfo 7 7 A WZiE, YA aDT 7 = HL PR — FEYE N Cisco
0SA A—YOEHE (/7 vva) PREATREEEMEEZT Ny 795 & ZIEHT HERD
RAFSNTWET, PARE L BESEORWERELR Y T v ¥ 2 FRZ2 Rl OfERICNET 5 2
EMMBETT, BT, ZOFEROIVEL X KA, BFED Y T v o OFAEITK LA
UDEENTE D LD e FIETITOND Z EBRRETT,

AT A VAR — MIROWRRTER I ET,
c AA v TFFH=N=DGHE VAT A LVR—=MINA TXATEYT 1 (HA) DA /8—
AA v FTORERENET, IEHA A L NN—ZOWVWTIILFR— MIERINERA,
Vo— FEFILAR— MIARINFET AL
7Ty va Fat ARHE, WOERPB AL v Fhba—/INEINET,
1. =R Fu¥ R core

2. fL—xzBY

3. I0SDsyslog GET 7T 477270 T vy aDBAITIIRFES N EEA)

VPANEYS v P e v |



B oox7nvmk—+

YIRIIFREO RS TN a—T427 |

4. VAT LT mEAER

5 77—k rvyrmrs

6. Vm—Frr

7. BEDH AT D Jproc IFHH

ZOHERFMEB DT 7 A MEASNTND, T—hA 7 ENTIDONY FVZERFSVE
T, ZNCKY, 7T vy aDRFy TV ay bE1IOOBERTEREAL T, SO DdIcR v

JAMMIBENTE L LRV ET, ZDOLHR— I, A4 v F 2 ROMmon/7— 2 —4&|C
X T ARNCERSNET,

TR/ core BIWN ML —2a I THA N 77 A4/ TT,

a7 H T EART ST, request platform software process corefed active =~ > R & L
e

h2-macallanl# request platform software process core fed active
Process : fed main event (28155) encountered fatal signal 6
Process : fed main event stack :

SUCCESS: Core file generated.

h2-macallanl#dir bootflash:core
Directory of bootflash:/core/

178483 -rw- 1 May 23 2017 06:05:17 +00:00 .callhome
194710 drwx 4096 Aug 16 2017 19:42:33 +00:00 modules
178494 -rw- 10829893 Aug 23 2017 09:46:23 +00:00

h2-macallanl RP 0 fed 28155 20170823-094616-UTC.core.gz

crashinfo 7 7 1 JL

F7 4L TR, ERENTZY AT A LR— R 7 7 A Lid ferashinfo T 4 L7 R UICKIS T
F4, Ifit (L. FEEARE D=8 crashinfo /X—F 4 > a3 VIIRFETEXFH A, FDO7=%, /flash
F4Lv T MNIITREINET,

7 7 A )N EFRRT BHITIL, dir crashinfo: =< K& AS LET, &KIZ crashinfoT 4 L7 bV

OH Al ZRLET,

VAT A VIR— FE, IROFEA T crashinfo 7 4 L7 b VICH D F9,

system-report [switch number] [date]-[timestamp]-UTC.gz

AA TN ITvvalleb, YATAVR— N7 7 A NVEMRLET, REICERSNTZY
AT AV IR— K7 7 A Vi crashinfo 7 4 L2 b U @O FIZ last_systemreport & VN5 7 7 A /L4 T
RIFEENET, BMBEO N T TN a—F 4 U 7 E2ITIBS. AT A LAR— 3 L O crashinfo

7 7 AV TAC DI B ET,

AR ENTZY AT 5 LiR— K&, TETPSCHTTP 2 E W O DA T a 2 LT, &5
o —T& £,

Switch#copy crashinfo: ?

crashinfo: Copy to crashinfo: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system

http: Copy to http: file system
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https: Copy to https: file system

null: Copy to null: file system

nvram: Copy to nvram: file system

rcp: Copy to rcp: file system

running-config Update (merge with) current system configuration
scp: Copy to scp: file system

startup-config Copy to startup configuration

syslog: Copy to syslog: file system

system: Copy to system: file system

tftp: Copy to tftp: file system

tmpsys: Copy to tmpsys: file system

TFTP % — N2 a B —F 572 O — 22 STk D L 50 T,

Switch#copy crashinfo: tftp:

Source filename [system-report 1 20150909-092728-UTC.gz]?
Address or name of remote host []? 1.1.1.1

Destination filename [system-report 1 20150909-092728-UTC.gz]?

D hL—2xuJE, tracearchive 2~ REFRITTHZ ETIETEET, Zoa~vr R,
B A 7 v a v BBV £, v MEIRD EEBY TT,

Switch#request platform software trace archive ?
last Archive trace files of last x days
target Location and name for the archive file

crashinfo: £721% flash: 7 4 L 7 F VIS N TV BIEE 3650 HLAND kL — 21 7 23 EfS
T&EFET,

Switch# request platform software trace archive last ?

<1-3650> Number of days (1-3650)

Switch#request platform software trace archive last 3650 days target ?
crashinfo: Archive file name and location

flash: Archive file name and location

G¥)

—Far—Shizb, YATLALR— IR ML —RADT—WA T & flashT 4 L7 U E£7-1%
crashinfoT 4 L' Z FUMBZ U T L, L —2BZZF0fo I T X 588l 4 felhd
L2 EINEETT,

By PU—7 TlE, VAT ALR—= 7 7 A VORETEBITD Z & IxREETT, &
AT AVUR— N7 7 A VPR —BIZHAITE 256, ZOEEIIMHIZ/ZRY £, Cisco I0S XE
Amsterdam 17.3.x U U —RLIE, VAT ALER— N7 7 A VL DOFNIAR A ML BINEL, L
A= I PR—BICHTE D L5120 £9,

WOBITIE, RA NP EHEICBNENTZV AT ALVR— N7 7 AV EFRRLET,

HOSTNAME#dir flash:/core | grep HOSTNAME

40486 -rw- 108268293 Oct 21 2019 16:07:50 -04:00
HOSTNAME-system-report 20191021-200748-UTC.tar.gz

40487 -rw- 17523 Oct 21 2019 16:07:56 -04:00
HOSTNAME-system-report 20191021-200748-UTC-info.txt

40484 -rw- 48360998 Oct 21 2019 16:55:24 -04:00
HOSTNAME-system-report 20191021-205523-UTC.tar.gz

40488 -rw- 14073 Oct 21 2019 16:55:26 -04:00
HOSTNAME-system-report 20191021-205523-UTC-info.txt
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AAYFDAUR— FEEOFX Y

i

FrR— REEe X7 (OBFL) #iEEEHATNE, 731 AT A EHRENETE ET,
Z OWERIITBEERR], BE, BEREOFRNEENTEY, Y2207 7 =H P R—Fh
HYENTANA ZAOREE N T TNy a—T 4 V7T 5B H £ 9, OBFL (314 3 —7 /v
WCLTEBE, 779y a AR VIRESNET =X ITEIR2WVWE T2 2 L 245 L £,
OBFLIL, 77 4/ N TA X =TI/ > TWET, 7734 AF L U Small Form-Factor Pluggable
(SFP) &V =2 —/VIZHETHIERNPIESNE T, T340 AL, ROERET7 T v 2 AEY
WCRIFLET,

sCLIa~Y R : A RT7 v T/, RZAS) &7z OBFL CLI 2~ > RDitkk,

A= AX U RTOUT AL ALV EREINTZ AN R 2T EDO Y AT A A

T — Dk,

e Power over Ethernet (PoE) : A& > R7 a5 /854 2D PoE "— N DIEEE 1 OEEE,

CIRSE AR RTuL TN, ADIREE,

 BREIRER] c AXZ L RT a T A, ANEB S NZBEORZ, T30 ANFE S h -3

H. BIOT A 2A0REEZICHEE) S TLUER ORI,

cE/E AZ U RT BTN, ADY AT KEE,
EERAT L CBRELET,

TR ZADOFBE X, show logging onboard #§# EXEC =~ > R&fiHT 52 L1k v,
OBFL 7 —# 3 CTX £9, T3 AIEENEAE LIZHEOT — X OB HIEIZ SN T
1T, BEHEHYDO Y R a7 7 =V R— ML FEIZBEWEDEL TZE W,

OBFL 3 A R —T VNI > TWBTNA ARFEEB IN=HE. LW —F Oitdk» 3 Bitha4
HETIC 0 DBOEBENH Y £97,

F 74N FTIE. ZOEIZT 4 v—7 AT, BEAHAEL =y  (FRU) F7/-IXENRE
BOEBDO 7 7 o BNHELT-BE. T AIv vy FE TR, ROLH R T— Ay
U NRFERINET,

TS APBBIRIEL 22D Yy v AT UL b DY ET,

FNA A EHRENTAHI2E, BFEAFTZICL T HES T ALERH Y 5,

CPU EREMNZMESITEC Y 5 HENK

CPUMEMHRDPEmTE D 2 L TROFZNFAET LM S H Y 305, MORKRTRET S5
BbdH0ET, RICEO—FHERLET,

e ANR=Z VY — FARBRVOER
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o WENEIW S 7272812 EtherChannel V 7 ™4 w7 v L7=

« BHLER (ICMP ping, SNMP O % A A7 7 b, K7 Telnet £721XSSHE v 2 ) I
JRETE 2

«UDLD 7T v ' 7
s SLA DISEPTRRER LEWVMEZ B 2722 L1285 IP SLA O KIY

o AA T NEREZEEE LRV, FRIFERIZNE L72WiE 0 DHCP % 7213 IEEE 802.1x
DRLER D Bk

YIRDITEHEED S TN a—T 4 VT A&

VI b0z 7TEENSDEIE

ATy
ATy T2
ATvT3
ATy T4
ATvT5
ATv 76

1R BRI
TN T HEEFIERY EITTHI1001F. A v F R ESERET 2 LERH Y 1,

ZITHATAFIETIE., BB LA A= 77 A NVEIIAREY A A—2 77 A LDFH
812 boot loader =~ > KB L ONTFTP 2 L £,

AA v F DAL= )LR—= DT 7 )L b L— b THDH9600 £~ b (bps) & —EHT 5 LD
W2, BiAROAR—L— FEEELE T, A—L— F539600bps LIS DEIZEE S AV TWDHEHE,
WENT 74V MIRDE T Y —I~DT 7 ATLbNET,

FIE

PC £, Ciscocom/»HY 7 b7 =7 A4 A=Y 774 )L (imagebin) #% 7w —RLET,
TFTP H— NIV 7 b =7 A A=V % — RNLET,
PC % AA v F DA —HhFy MEHR— MR L ET,
AA v FOBPa— RERV I L ET,
[Mode] R % 2 L7223 6, B=a— RE XA v FITHER L E T,
T—htr—=H—=7rm 7 NT, TFTP H— N ping FATTEDH T L AR L £,
Q) AAYTFDOIPT RLAZEELET : set IP ADDRESSip_address
£l

switch: set IP_ADDRESS 192.0.2.123

b) AAvFOVT xRy h~AZ ZFELET : set IP_ SUBNET_MASK subnet_mask
1 :

VIRIITERED S TN a—T1425 .
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switch: set IP_SUBNET_ MASK 255.255.255.0

) T7ANMNTF— b U=z %FHELET : set DEFAULT_GATEWAY ip_address
1 -

switch: set DEFAULT ROUTER 192.0.2.1

d) oz~ REFEITL T, TFTP H— N2 ping ZFITTEXH 2 L 2R L £9, switch:
ping ip_address of TFTP_server

&1

switch: ping 192.0.2.15

ping 192.0.2.1 with 32 bytes of data...
Host 192.0.2.1 is alive.

switch:

ATV T RONTNPEFITLET,
e 7— bt —X—7a 7 KT, boottftp 2~ REFMBLET, ZHickD, AA vFT
VTR 2T A A=V ERGICEETEET,

switch: boot tftp://10.168.0.1/cat%/cat9k_iosxe.2017-08-25_09.41.bin
attempting to boot from [tftp://10.168.0.1/cat%/cat9k iosxe.2017-08-25 09.41.SSA.bin]

interface : ethO

macaddr : E4:AA:5D:59:7B:44

ip : 10.168.247.10

netmask : 10.255.0.0

gateway : 10.168.0.1

server : 10.168.0.1

file : cat9k/cat9k iosxe.2017-08-25 09.41.bin

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version
16.6.1 RELEASE SOFTWARE (fc2)

Copyright (c) 1986-2017 by Cisco Systems, Inc.

Compiled Thu 24-Aug-17 13:23 by mcpre
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Cisco IOS-XE software, Copyright (c) 2005-2017 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

FIPS: Flash Key Check : Begin
FIPS: Flash Key Check : End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco CI9XXX (X86) processor (revision V00) with 869398K/6147K bytes of memory.
Processor board ID FXS1939Q3LZ

144 Gigabit Ethernet interfaces

16 Ten Gigabit Ethernet interfaces

4 Forty Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

15958516K bytes of physical memory.

11161600K bytes of Bootflash at bootflash:.

1638400K bytes of Crash Files at crashinfo:.

OK bytes of WebUI ODM Files at webui:.

$INIT: waited 0 seconds for NVRAM to be available

Press RETURN to get started!

YBNYR=F 4 varinb 7 o=z T A A=V LET, ZOREIEA AT,
emergency-install B§BEZ 6] L CRIE 2 £ 4 55510 E 20 £,

a) [EEAR—TFT gy (sda9:) IZEHEA A=V N GFETDHZ 2R LET,
1 -

switch: dir sda9:

Size Attributes Name

21680202 -rw- cat9k-recovery.SSA.bin

VPANEYS v P e v |
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J—htnu—X—7n1 7 h T, emergency-install FEREABRAE L £3, ZOMEREA TS
L AA YT TY T MU 2T A A=V ERSHIZHIE TE ET, BEE : emergency-install =~
VREETTHE, TN T Ty v afEPEHESRET,

1 -

switch: emergency-install

tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin

WARNING: The system partition (bootflash:) will be erased during the system recovery
install process.

Are you sure you want to proceed? [y] vy/n [n]: y

Starting system recovery

(tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.01la.SPA.bin)

Attempting to boot from [sda9:cat9k-recovery.SSA.bin]

Located cat9k-recovery.SSA.bin

Warning: ignoring ROMMON var "BOOT_ PARAM"
PLATFORM_TYPE C9X00 speed 9600

Booting Recovery Image 16.5.1la

Initiating Emergency Installation of bundle
tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin

Downloading bundle
tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin...
curl vrf=2

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 485M 100 485M 0 0 5143k 0 0:01:36 0:01:36 --:--:—- 5256k
100 485M 100 485M 0 0 5143k 0 0:01:36 0:01:36 --:--:—- 5143k

Validating bundle

tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin...

Installing bundle

tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin....

Verifying bundle

tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin...

Package cat9k-cc_srdriver.16.05.0la.SPA.pkg
/temp//stage/cat9k-cc_srdriver.16.05.0la.SPA.pkg is Digitally Signed

Package cat9k-espbase.16.05.0la.SPA.pkg /temp//stage/cat9k-espbase.16.05.01la.SPA.pkg
is Digitally Signed

Package cat9k-guestshell.16.05.0la.SPA.pkg
/temp//stage/cat9k-guestshell.16.05.01la.SPA.pkg is Digitally Signed

Package cat9k-rpbase.16.05.0la.SPA.pkg /temp//stage/cat9k-rpbase.16.05.01la.SPA.pkg
is Digitally Signed

Package cat9k-sipbase.16.05.0la.SPA.pkg /temp//stage/cat9k-sipbase.16.05.01la.SPA.pkg
is Digitally Signed

Package cat9k-sipspa.l16.05.0la.SPA.pkg /temp//stage/cat9k-sipspa.l16.05.01la.SPA.pkg
is Digitally Signed

Package cat9k-srdriver.16.05.0la.SPA.pkg /temp//stage/cat9k-srdriver.16.05.0la.SPA.pkg
is Digitally Signed

Package cat9k-webui.l6.05.0la.SPA.pkg /temp//stage/cat9k-webui.16.05.0la.SPA.pkg is
Digitally Signed

Package cat9k-wlc.16.05.01la.SPA.pkg /temp//stage/cat9k-wlc.16.05.01la.SPA.pkg is
Digitally Signed

Package /cat9k-rpboot.16.05.0la.SPA.pkg /temp//rpboot/cat9k-rpboot.16.05.01la.SPA.pkg
is Digitally Signed

Preparing flash....
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Kzo—reent-gaong [

Flash filesystem unmounted successfully /dev/sdb3
Syncing device....

Emergency Install successful... Rebooting

Will reboot now

Initializing Hardware...

System Bootstrap, Version 16.5.2r, RELEASE SOFTWARE (P)
Compiled Wed 05/31/2017 15:58:35.22 by rel

Current image running:
Primary Rommon Image

Last reset cause: SoftwareReload
CI9X00 platform with 8388608 Kbytes of main memory

HAHWIE, Telnet /1T EFIAR— 2B U TCTFTP b2 —H VT T o allf A=V abE—
Lizth, B— IV T T amb T "M 2% 7 — K LET,

/\OX Ij_ P’Elb\hf-iﬁAo)lﬁlﬁ

\)

AL 2 FDOT 7 HNV FRETIH, A v T 2EEBET LI Fa—UR, A1 v T OEFEK
ANEHZERE 7o A2 FW L TCHLWARRT—REANTHZLIckD, XRU—FREHEL
TREEN R CE T, 2 THRATAEEFIAZ EZITT 5121, A v T2 EEHREL T
<IEEY,

GE)

INHDAA v TF T, VAT LAEHEILT 74V FREICETHAIZBY = Fa—Pic k
HRAT—=FRDY vy hEHFATHZ LT, ZOMEDO—#E2T 4 E—7 M TE %
T, NAU—REENT 4 B—7 RS> TWVEHHEEIZ, =0 Ra—FR 2V —F%2 Uty
FLEDETBL, METOERADE, AT—Z A XA vb—VICEFDERERINET,

FIE

ATy Tl BREFIZPCEAAL v F IR LET,

cIARETNIRAR T I 2L —vay YT RV 2T RBRB L TWLPCEAL vy T DALY —
NWR— MR LE T, A v TF AL v I ONRAT— RERIETLHEE, T7T7 47 A
A FDary—LiR— MR LET,

PCHA—HY Ry NEBAR—NMNIBEHRLET, A v T AX v I ONRRAT— RERIETH
LA, AX T AR —HFy MEBER— MNMIEERLET,

ATFYT2 ZIal—ary V7 MY T ORBHEHEE 9600 R —I23%E LET,
RTFY T3 AU RTRY AL vFFHIEAL vF A¥ v 7 RIEOBRZEIE L E 9,

VIEIIT7HRED LS TN a—F a0
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B <xo—rR#ES 2—T LB > TV BEDFIE

ATvT4

ATy TH

ATvT6

2L o FEEIT I T4 T AL v FICEBRa— REFEEFELET, VAT A LED REFK LT
5, T<IC[Mode] R¥ &2 —3EFLTHLET, A1 »FiZROMMON E£— RZE#EL
F9,

Jo— RHZROary Y —L A ve—URERENET,
Initializing Hardware...

System Bootstrap, Version xx.x.lr [FCl], RELEASE SOFTWARE (P)
Compiled Tue 09/29/2020 18:05:06 by rel

Current ROMMON image : Primary
C9200-24P platform with 4194304 Kbytes of main memory

Preparing to autoboot. [Press Ctrl-C to interrupt] 4 (interrupted) <-—-—------ break
sequence to be pressed

[DSAT — REENRA R—=T M7 > TOWAEEDOTFIA) B2 v a MRS TV 5 FlR%E
FEITLE T,

INRAT—RDEER, AAYFFERIITIT7 4T A, v F ) a—RKLET,

A v FOEE

Switch> reload
Proceed with reload? [confirm] y

TIT 4T AA v TFOEE

Switch> reload slot <stack-active-member-number>
Proceed with reload? [confirm] y

ALy I HDIERY DAL v FIZERERALET,

NRT— FEENA R—TILIZHE>TWSIHFEDFIE

ATy T

ATvT2

ATvT3

FIE

KDOa<wy REFEALT, AZ— Ty ar7 4 Xzl — g ZBELET,

Device: SWITCH IGNORE_ STARTUP CFG=1

packagesconf 7 7 A WV CAA v F %7 T v amb 7 —MLET,

Device: boot flash:packages.conf

No LB L CTHIMIRREX A 7 7 &/ T LET,

Would you like to enter the initial configuration dialog? [yes/no]: No
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ATvT4

ATy TH

ATvT6

ATy T1

ATvT8

ATvT9

ATy 710

ATvIN

ATvT12

KAT— FEELA +— Iz oT3Ba0TE |

AA vF T NT, FibE EXEC E— R&EBBLET,

Device> enable
Device#

A= T v T ar7Z 4 Falb—rarz@&rar74Falb—ralat—LET,
Device# copy startup-config running-config Destination filename [running-config]?

ReiRA R 37007 M2, Retum 2 LCRHELET, THT, 3V 7 Fal—tay
TrANB) e— I, NAT— REEFETEET,

Jsa—rLar 7 4 ¥al—ra T REBL T, AR—TIL AT —REETLET,

Device# configure terminal
Device (config) # enable secret password

HikE EXEC E— RIZRE Y £,

Device (config) # exit
Device#

FATA L T 4 Xal— L a v ERAX—NT oS a7 4 ¥al—ay 7y A VIEXIAR
ES

Device# copy running-config startup-config

FET— b FT— FBA X —T TR 5 TWD D L EfELET,

Device# show boot

BOOT variable = flash:packages.conf;
Manual Boot = yes
Enable Break = yes

TNAADY B— R,

Device# reload
T =R —F =T A= FEFTLOMIZRE L ET,
Device: SWITCH_IGNORE_STARTUP_CFG=O

7 F w3 a2 packages.conf 7 7 A LAEMA LT, FAA 2 &EE L £,

VIRIITERED S TN a—T1425 .
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B xo—rE#EsF£—TLiBoT LB BEOFIE

ATv 713

Device: boot flash:packages.conf

FTNRAANEB LTS, T, ATFEER T — M EESICLET,

Device (config) # no boot manual

INAD)—FRENT s E—TILIZHE>TWAIBEEDFIE

SRAT— REEA T = RLNT 4 B—T ADEE. KD A v —INRFRENET,

The password-recovery mechanism has been triggered, but
is currently disabled. Access to the boot loader prompt
through the password-recovery mechanism is disallowed at
this point. However, if you agree to let the system be
reset back to the default system configuration, access
to the boot loader prompt can still be allowed.

Would you like to reset the system back to the default configuration (y/n)?

ATy T

TNARAET 74V FREICRT &, BIFORENT X TRbIET, VAT LAEHFICHW
BT, X T v 7 T4 AL VLAN (RFELAN) 274X alb— gy 77 AN
BHOENE I D EMHR LTI TEEN,

en (no) ZANT 5L, Mode RZ L ZME o 2E L RERIC, BEOT—F 7utk
ARSI NET, T—ha—F T MNIUIT 7B ATEERA, LEENR-T, il
WRAT — REANTEETA, ROAvE—IUNEREINET,

Press Enter to continue........

ey (yes) ZEANTHE, 77w va AEVHAOI L T4 Fal—Yary 77 A VBLID
VLAN 5 — 4% X—Z 77 A LRHIBRENET, T 74 /V FRENRT—REhb L &I,
AT —R&EUtEy hCEET,

FIE

NAT — REEFIEOME 28I 5 & BHFOREN KDL E T,

Would you like to reset the system back to the default configuration (y/n)? Y

ATFvT2 75y va AEFVORNREFHFRLET,
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ATvT3

ATvT4

ATy T5

ATvT6

ATy 17

ATvT8

ATFvF9e =

KRD— FEERT 4 £ —INiczoT28a0FE [

Device: dir flash:

TNRAADT 7 A IV AT ARERINET,
VAT AEREBLET,

Device: boot

Yo N7 o I TARRETLIOICKROLNET, NAU— REETFIEEZ MG DI
X, a7 RMINEANDLET,

Continue with the configuration dialog? [yes/no]: N

FNRA AT a7 T, Kl EXEC E— RZBBL £,

Device> enable

Ja—~)ar7 4 ¥al—ary ET— RERBLET,

Device# configure terminal

NAT— REEBLET,

Device (config) # enable secret password

=7 by h AT —=RIL 1 ~25 LFOFRPTTT, MTFTHOHDHLZENTEES, KT
EINFERRB S I, AR—RABFHTE ETH, BITAR—RIERINFET,

Hi#E EXEC E— RIZREY 97,

Device (config) # exit
Device#

FETa sy 74X a2l —a B AR — RNy a7 ¥ al—y gy Ty AIWIEXAL
\35@—0

Device# copy running-config startup-config

HLWRRAT = RRRAF—"T w7 a7 4F¥alb—ra  AiflAiriEng L,

T, T AEBHRETILENDHY £T, VAT LEHREICLST, Ny T7 v 7FTFA
AALVLAN 27 4 Falb—Yary 77 A ANMEMARBICRESN TV DS HAE. Zhb
A LET,

VIRIITERED S TN a—T1425 .
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B snrgoz— a2 0r—momt

BERAILI—2a DF—HOMKLE

IEEE 802.3ab HE x Z v —3 3> 7’1 h =/LEHE (10 Mbps, 100 Mbps, 33 L T8 SFP &
Y a— L AR— RSO 1000Mbps) BLOT 27 Ly 7 A CETEE34e EH) (BT
NAADBRELZERLE T, 207 e ha)VIREEZBEYICHE L2 ERHY, ZD5EE
N7 =< ANKTFTLET, A —BIIROFETHRELET,
cFHITRELEEEEITT 2Ly 7 ZAD/8T A—H 3, BfR— b L CFEHITRES
NEREFEZIEIT 27 Ly 7 ADNRT A =2 L BIp S5 THDE,

e R— M HBIRI LT — g VTRTE LD, BFeA—MIEEI Iy — g V&2
ALBRWETEHITRESINTWBAEA,
FORA ADIRT —=< 2 A RBICHIEH L TY v 7 Z2HET 5100, ROWTHLOEE
FIHICM ST, Ta7 by ABIOHEEORTELZERT LT IEEN,

CHEELT 2Ly I ADWHIZONWT, MGFOR—FTHEBIRI YT — 3 LV EFETSE
F9,

B OMMTHR— FORHEL T 2T Ly 7 ADNRTA—F ZFEHTHRELET,

GE)

BHEEE AN EHE R I T — 3 g L AFEITLAWVESIT. 200~ OF oLy 7 ARE
B SEET, HERTA—XT, EREOR— NRBEEIR I — g VEEIT LRV
ATH HEFRENRE T,

SFPE 2 —IILDtExXa) T EHBANETA ST a—TaV

5

\}

A 2 (D Small Form-Factor Pluggable (SFP) &Y a—/Uif, £V 2—LD v U T NLEE, N
H—p X F—ID, —EOEX2)7 4 a—F, BLOKEITEMRAE (CRC) MEMIi
722U 7 )V EEPROM (BAWICHEFRE T 1/ 7 2 7 H[fE7Z2 ROM) iz CW\WE4, 7
INAAIZSFP £V a—VEEETDHE T34 AV 7 b7 =7 X, EEPROM % it Hl-> Ty
UTINEE, XoF—4, BLOXRVZ—IDE#RL, E¥=2U 72— K& CRC ZHHHE
LET, YITNAES, XUF—4%, XZ—ID, EX¥=2VU7 4 a— R, £721% CRC N HEZ)
gAY 7 TR, EX a2V T4 2T — Ay —UEAERL, AV HF—T A A%
errdisable 27— M L E T,

GE)

X274 =7 — A vE—U%, GBIC SECURITY #fE2 &M L E9, AA v FIiE, SFP
FVa—VEYR—-FLTWETA, GBIC (FHEY M A F—T xR A "—%) E
Va— VIV FR—FLTWERAL, =TT Ay E—TUTFANMNI GBICA V¥ —T A RAE
FOEDV 2=V EZZHRLETH, EX2 VT 0 Avt—I0F, FEEIESFPEY 2 — LB LW
EFVa— NV AU H—T 2 A AR L F7,
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ping DE1T .

flkt> SFP £ 2 — L2 H L TV DA, T3 A5 SFPE V2 —/LZ R4 L, v %
ADEY 2V L E T, YAITDSFPEY 2 — /L EHEE L5, erdisablerecovery
causegbic-invalid 7 m— L a7 4 Fab—vary avy FEEHLTR—-FORT—%
A ZffERd L. error-disabled YRAE~ & 1184~ S Re IR 2 A LE3, 2 ORRIFFE 325
&L TN AT error-disabled IREEN D A —T = A A& EE S, BEEZFHRITLET,
errdisablerecovery =~ ROFEMIZOWTIX, 2DV Y —R kT Ha~vr R 7y L
AHEBRLTLIIEEN,

FEVa— AR AIBUSFPEY 2 — L E LTHlBISNIZ b 6T, VAT AR H—
T —H WA RIS TEDIEFMNIEMENE D D EMERTE W E, SFPEY a—/L =7 —
Aovb—UNERINET, ZOHE. SFPEY 2 — L EFRV AL THOESE LT E S0,
FNTHEENRETHEAIE, SFPEY a— AN ARELTHLAREERH Y 3,

ping D E1T
BMDOIPHT7Hy FT—=TNDHRA M ping ZFATT25E1F. Ry NT—0~DAET 1 v
I N—RNEERT DN, FHEINOLOY TRy NETA—T 4 T ENDLIZIPA—T 4
VI ERETDHLENDY 9,
IPL—TFT 47 E, T4V ETITITRTCDOTFAAAL ATT 4 B—T IR0 9,

\}

GE)  pinga~y FCH. io78 hais—T— FLEHTETTA, S0V U —2TEFHE—

INTWEREA,

Zoawry RiE, TRAL AN TRy NU—7 EOMDT A AT ping & FEITT 25 H TR
LET,

avU kR B#

ping ip host | address IPEZITHRA MRy NT—2 T RLAZEELTYE—h 7R

A MZ ping ZFATLET,
Device# ping 172.20.52.3

BEDODE=AY)Y
FNA AFRIER AT = 2 L, REEREER LT 7 o 28 L £,
WMIBIRADE=_ZY Y

WOWTNNORHMEEXEC 2~ > REHEHA LT, X7y bBS@iad 5, BIEILT A ANDsd
TN ZA~DYPR N AL E=F TEXET,
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. IP traceroute (31T

R1IPEARRODEZLRY VY

avw vk EL:g]

tracetroute mac [ interface interface-id] BEDOEETLMACT RUAMNE ., BEDIEIL

{source-mac-address} [ interfaceinterface-id] | MACT7 FL 2 ETE 7y FSERT S LA
{destination-mac-address} [ vlan vian-id] [detail] Yo SR EERLES

tracetroute mac ip {source-ip-address| BEDEFBITIP 7 KU AEITHE A Mo

source-hostname} {destination-ip-address | . HEEDFEIPT FLAEIT AR N %

destination-hostname} [detail ] FET Ay RDOLAY 2 AR L%
—é‘o

IP traceroute ) =417

\}

GE)  traceroute Hi#E EXEC =~ > RTIE, o7 e hax—U— REEHTIGETT 2, 20V
V=2V R—F SN TWEREA,

avw vk =]

tracerouteip host Xy NT—27 o

Device# traceroute ip 192.51.100.1 Ty RHREIET 5N
A ZBH L ET,

TNYITELVIFT— AytEe—HAODYEALD K

TT7ANBRTIE, Xy hU— 7‘5‘—/*‘75§debug:1?‘/l\“75>f50)u”j77<‘:‘/X'?A:E? Avt—
ChEa Y — ) UWIFEELET, ZOF 74N NOBREEREHATAESIT. 2 — A FR— T
@#}L#éf@b@ (N fﬁ?ﬁ #ﬁj{%ﬁff‘yu\_J:OVCT/\/7|'IH7']7PK;EV‘5VC%$'§—Q

BETE 2% & LT, arY—, iR, WEAy 77, BX Wsyslogh— 2 EITL
T % UNIX R % b 338 0 £3, Syslog 74—~ » ki, 43 BSDUNIX BLOZ DAY =—
varEHBERHY £7,

)

GE) TRV TOMIENRV AT LOF— /"=~y RIZEEL G5 ENRRNEIICERLTLE
SV, AvE—UrkarV—WIRET DL, EFITEWNA— Ny RRBAELET,
WRIZA ve—V T D &, BET LA —~y FIHELS 220 £7°, Syslog h—/T
A= aX T uiTH b, A= N—y RIXEBIT/NEL 720, WENy 7 7 Thiudkx
INRTT R ET,

VAT A RAvb—vouaX N ICETAEMCONTE, (VAT A Ay X sD
RE)] R LTLIEEN,
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show platform 1< > KD .

show platform 2 < > FD{#EA

show platform #§# EXEC 2~ ROWMAINSIE, A v X —T = A AZHERGETDH Ny bidy
AT L& U CEE SN E OBEMRICET 2 ARRRERPI W oG o E 3, 3
Ty MZBELTAN SN R T A—=HIZS LT, SR —7 VR, B0 BICEH S
NHR—F~v7 By by BEOHIOBERPFBRINET,

Zoavy RCHASNDEROIFZEALIL, T, T35 AOREFA@m EREEIE (ASIC)
BT 28ME R A T 57 7 = AR — MEYFITKRILSLOTY, 27ZL, 2 v b
WEEHRIZT N T TN a—T v I BB E T,

show debug <7 > FOERAE

show debug ==~ > FiZF5E EXEC E— RCANLET, Zoa~vr NiE, AA v F CHEMF
BRTXTOT NNy T A7 a v a#RKRLET,

TRCOFMET Ny I HT v a v EFRT HIZIE, =2 K show debug condition % 1T
LET, 2~ Rk, £ 1D <1-1000> F7/-iF all F£HFEZEINT 52 & T BRRTEET,

TRy TR 5121, nodebugall =~ RAHH L £,

cat

TNy THINECPU 7oA TER T TA AV T 4 BED B THNATWDHIED, T3y 7 )
EATHD EVAT ANEHTERLS D2 ERHV T, LR ->7T, debug=~ > REMHT
H01X., BEOMBEDO NI TNy a—TF 4 VW, £33 2 a0T 7 =Y R— MY E
LB TTNY a—T 4 T EITOHBEITREL T ZE W, EHIZ, debug=~ > R,
Xy NU—=27 T 7400l 2= bt ST 2R LES, 7
NyX o7 %08 H 7EMHEICIT ) &, debug 2~ > RAHE D A — N—~ v RO LY
VAT DOE RN R S RTREMESME S 22 5,

YILDITTFEHEED RS TN a—TFT 4 0T DFER

OBFL (¥R D T~

Bl - S CPU ERARICEET 4 [HeE & [REDHERE

CPU fEHENE N ERFEE 725 T D 008 5 MBI 5 I2i%, show processes cpu sorted
FMEEXEC a~r RE AN LET, HAOBD14TBIZH D FRBFT WIS ER LTLEE
U,

Device# show processes cpu sorted
CPU utilization for five seconds: 8%/0%; one minute: 7%; five minutes: 8%

PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
309 42289103 752750 56180 1.75% 1.20% 1.22% 0 RIP Timers
140 8820183 4942081 1784 0.63% 0.37% 0.30% 0 HRPC gos request
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YIRIIFREO RS TN a—T427 |

100 3427318 16150534 212 0.47% 0.14% 0.11% 0 HRPC pm-counters
192 3093252 14081112 219 0.31% 0.14% 0.11% O Spanning Tree
143 8 37 216 0.15% 0.01% 0.00% O Exec

<output truncated>

ZOHE, IEFER CPUMHEEZRLTWET, ZOMCED &, kD 5SEEOMHEN

8%/0% & 72> CWETN, ZOEWIIKRD EBY TT,

* Cisco IOS DALFRRFR & E D AL DALFIZ 37> - T2 2 & 7= CPU OAF Ofifi =R

ARD 8%

o B AT DAFRIZ 3Dy o T BT 2R D 0%

K 2:CPUEREICEYT 2MED FS TV a—FTa 0y

GEEE )

[RE

EEHEE

E D IAB D/ R—TF > ME
DEED CPUEH RO
CIFIEREEICE W

CPUNR Yy U= b3
BT o7y NI E$ &
Do

Xy NT—=7 Ry hDY —RA %]
T D, T —% OV EWTT 50,
AA v FORELELELET,

[ Analyzing Network Traffic (%% v b
U= 774 v OfET) | OHE
EHBL TSN,

H1V 3A T D PT R 13 A
INRTH -T2 H 030
59 CPU DA FHE =2
50% ZHER D

CPU W] 2 FE I VHE 3 5
Cisco IOS ZLFEN 1 DL B1F
fE3 5, Zildims, L
BT 0T 47T oA
MZXoThhEh S E 7,

FLE oA X N RRE U CTRARRY 2R
5T 5, [Debugging Active
Processes (777 4 7727w ADT
Ny 7)) | o7 varEBsRLTL
7230,
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Power over Ethernet (PoE) ICEE9 A ST a—TFT 420D FY)
j_

% 3:Power over Ethernet IZB8 9 3 S TN a—F 420D+ )T

SEIK FE - (X RERE EZZoNDREAELERE
PoE 2372\ AR — ME 1 DIZ[ED F
A,

1 DDAA v F R— MR A
NFEES D, ZDOR— hTILPoE
4E1E & PoE FEXRPIGC DILE DU
HEWELZ2WS, DR — KT
IFEMEL £,
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. Power over Ethernet (PoE) IR 3 bS5 T a—Fa oD+ UF

fER F - IS RERE

FALONDREEBRE

ZDZETNA ADMMLO PoE AA—  TEWES 5 AT

o

)

show run % 7213 show interface status == —%" EXEC ==~
REZEHLT, "—=F3T vy RE LT, &
7-1% error-disabled (272 > TWR W EHER L E T,

GG¥) ZEAEDAL v FIFAR— Ny ¥ DL
TWNWD EEFIAR— OB EA7IZLET,
ZhUE, IEEEfECI NN AT Y a VITkRE S
NTWBHEE BIAEETT,

BT HA B —T = A AET2IIA— M power inline
never N E STV eWNWT L ZfER L ET,

ZETNAANPHASL v T R—=FETOAL—Y Ry kN Fr—
TNAOENENIERE Thbd Z L et LET, BRI
BEAI O IEH, 72 POE FERE DA — R MEE L 4 —F R v
Nr—TNEYEGE LT, BTN AN 7 BT LR
DIFANERNT T4 7 BT H el LET,

HRE L F 9, 7 HXZ}‘»—/R‘ ST LTI RERE
FHA,

AA v FDT L NIRRFNVINSZET NA AETOr—7
NEORENN100 A— MU T THDLZ L E2MRLET,

AL v F B— b A—FFy b r—T A& LET,
A —%xy Nr—T7 LV EFEHLT, BEEOIER 7814 —
xRy NEEE, A vyTFOTRY R RO (RyF
SNRPFIVTIERY) ZOR— MIEEEGELET, i
FoTA—Y Ry N VI BHELINBORANE T
TA IR TELZLEERLET, HDHNIE, A—
N VLANSVI Cping # EITL T3, RIZ, ZET
A A% ZDR— ML, BIRNA TR D 2 & A
RBLET,

Ky F A= KEAL v F K MO LCOEET /A
AZDBFRNA ARGV Bt T D% ET A AD
Bt E AL v FOEHNNTY =y b (M ATREZR PoE) &
Z i L C< 72 &0y, show power inline =~ > R&fiH L
T, FIHATREZR B &2 MR L E T,
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fER F - IS RERE FALONDREEBRE

TRCOR—FELIZTIODR—
k 7 )L—7"T PoE 2M¥HE L 72
W,

TRTOAAL v F KR— FCRIE
DRAET D, BB I TW
RNA =Y Ry MEEN E DR —
NCHA—HY Ry b VT 5k
NLTEY, PoEEEEDERN A
W70 EHE A,
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. Power over Ethernet (PoE) IR 3 bS5 T a—Fa oD+ UF

fER F - IS RERE

FALONDREEBRE

BT 57 7 — A0S I AT D Wil 3
T4, EREHERTLIHEEIE. AIREThi iaﬁ{ﬁ%/;
NEZHLET B => FT9) . £9H Th

WIGEBIXAAL v T 2L T EEN,

ST AEEOR— M TRERH D LD, T XTOR—
N CRIEEN AT 50 TIER WS, BIEOME T2
WEEZ B, AA v FDPE L F o L—Z |CHE L7 R
WORREMENH D £,

PoE DR AT — X ADEFRIZOWN TR EICHE SN T
WABT T —LNEITT AT A A vB—I08 20, show
log 54 EXEC =2~ > R&2MH L Cil<E 7,

T T — AN 7WEE X, showinterfacestatus =~ > R & fifi
MLT, R=FBT vy FET L TR, 20T

error-disabled {272 > CTWARWOEIER LE T, &— b2

error-disabled D34, shut 3L P noshut f % —7 = A
2 aryZ4FXal—vay avy REERLT, B—b
EHEANILET,

show env power 33 X TUY show power inline #### EXEC =1~ >
REMA LT, PEOARAT—X ABIOE NNy b
M FTHEZR POE) &~ E 7,

FITarT7 4 Fab— g UEFHHNT, power inline never
MZDR—MIEEINLTWRNZ 2R LET,

ZELTW WA — 3y MEEZ AL vF R— MNMIER:
e LES, #ERICITEWW Sy T a— RETEHEHALE
T, AR OB — 7 M L7 T 72 &0, shut 3
L noshut A v —7x2Af A a7 4 Fal—ga
~UREANL, 41—y N I BHELSNTND Z
LEMRLET, ELSERHLTWDEGEA, By T
a—REFEHLTRET A AZZOR— NI L, &
BN A N7 2R LET, 4*%@“"3{%7532“/
Teole b, TRTOHRIN Y F /U NIE L #Eft ST
WHMPHER L TS TEEN,

I RZRS T RXTOA =Ry NTr—TNEAAL vTF R—
FbikE £, By F a—FREFHALT, 150
PoE R— NMIZTZEBT A A& LET, A1 vTF
K= MO DOZEICHE LT, ZETNA ANELL DE
EVELE LN EEERLTLIEEN,

show power inline ¥4 EXEC ==~ > R&fH LT, &— }\
N vy R SHTOVARWERSIZ., ZEF A R
TN INDZ 2R LET, HDHVIE, '_L'EET/\/])
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Power over Ethernet (PoE) IR 3 bS5 T a—Fa oD+ )T .

fER F - IS RERE

FALONDREEBRE

AEBE LU TERNA AR D I EEBHER LTSN,

| BOZETNRA AT WAL v F B L TV HERICE
TSNS 5A. &Y OR— kT shut B X O no shut
AV HE =Tz AT 4Falb—Taryavy FxA
LT, A=Yy Nr—T V% AL v F DPoEHR—
MZ 1T ART OB LT &V, showinterfacestatus 35
& O show power inline & # EXEC =~ > RZEHA LT, 1
VIA R —DFEHERE R — NDAT — X AEE=H
LET,

T_NTOR—FT, £7ZPoENHERE L7AaWEAIE, EIFLE
BOPOEEV v ar Tt a— X% 2 LN TXAEEMN
bV ET, ZOGE. TIT—LDBERIND DO —EKAYT
T, MEICVAT LAy E—UTT I —ARHEEN T
RO, B %) —ETF oy 7 LTSN,

A A ATIEES AR E L, DT
FEVEy hENLET,
ERICEIEL7-% T, v AaEs
HEMWrgirlc) m— R L7720,
PoE o8& =0 LE9,

AL FINDZET NA AL TOTRTOEXR % MR
LTCLEEW, BHEEOEROWEERHE, B O Pz
BT NA AOBEENARLZEILRDIRERE R ZET A
A DWit ) 72 BIlre ) 1 — R ERRAELET,

A o F K MBRET /A AETOr—F VRS 100
A—PABTFCoHSZ LEMRLT LS,

AA v FHREE SN TV DGITCERERRIZED L 5 2%
bR H 50, YIKIHREZ, ZET A AR E Do
WTHEELTLEE N,

Y ERIRFIC =T — A v —UNERINZPEELE
7, showlog ### EXEC 2~ > RZ&MHL T, =7 —X v
-V EMHERELET,

U a— ROFAERIIZ IP Phone 7> & Call Manager ~0 7 7
TADRDN TR L T EE W (PoE DFEEH T
X372 Xy NT—Z ICHIERBEEL TV DHEARH Y £
SR

SeFET N A& POEHXIG OIS L, HEAIEL <
B}ET D 2 L 2B L ET, PoEEMICOREIZY > 7 &
FELERNT T —RBHLGG, A v T A—hEZE
TS A e DARIIE DR — 7 VA R 0O A]
REMERH Y ET,
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fER F - IS RERE

FALONDREEBRE

IEEE 802.3af #E#L ¥ 7= iZ IEEE
802.3at ¥ERLDOZFEIEE X, Cisco
PoE A A »F CIIHERE L £H A,

VA PoE AA » TR T D
VA APINDZET NA ATEIR
DG S, BIFERAL T
ITERDBGIIE T, PoEFEXSIS
EREITERFICEEL X7,

show power inline =~ > R&MH LT, Z&ET /1 ADH:
BEAIZIZ, AA vy FOEIINY =y b (HEHFEEZ: PoE)
DEB LT WER L E T, BT A AT 5
ANC. ZOX A TOIEIZ BN PMER R TH S Z
EERERLET,

showinterfacestatus =~ > R&fiH LT, #itsh T\ 5
ZETNAANAL v FIHRBEND Z L 2R LET,

showlog =~ &M LT, &— hOlbEGCIKEEZ W
LTIV AT A =N R0 MR L1, FERE EhE
WZRFE LT EE W, RAUNCEIINZET S A AT S
. D%, Y& DIREETT A, T OHAIE. MBI
OOV — &R (RBAER) BERT, A— hOERE
FR L VMEDEE L7 mliEEn H 0 £7,

YIRS TN aA—TFTa2TD

{5l : IP 7R X @ ping
wIZ,
Device# ping 172.20.52.3
Type escape sequence to abort.
Sending 5,

Success rate is 100 percent
Device#

% 4: ping DH AR TRXF

100-byte ICMP Echoes to 172.20.52.3,

(5/5), round-trip min/avg/max =

&% 7€ 151

IP AR A MZ ping ZFEA(TT 5B 2R LET,

timeout is 2 seconds:

1/2/4 ms

X |EREA

=

DR L& 1 ROIREEZZE L2 2R LET,
U A R IEIZOXISERFHLOMIC Ry T —7 —_"OX A LT 31 [EFEALEZ
ZEERLET,

U |5 BERET T —PDU A ZEL-Z 52 R LET,

C |EEICERL- Yy FEZELEZZ AR LET,

| = N A /Il S N 1T o el b7 N D= <

. VIMIZTTRED S TN a—Ta25



| vIr9z78EO ST 2a—FaY

5l : IP /KRR MIZxt9 % traceroute DELT .

1

i 83

-~

Ny N ZATRARTT,

&

Ny S DI Al L7 2 L AR LET,

pingt vy v arEKTTHITIE, ZATF—F = A (T 74 FTIECHIX) ZATIL
TLEEV, Crl F—, ShiftF—, BLIO6F—ZFIFICHL ThoHlL, TOHXF—%24
L9,

B - IP7RR MIZxi9 5 traceroute D E1T

wIZ,

IP 78 A MZ traceroute & E(7 9 B0 2R L FET,

Device# traceroute ip 192.0.2.10

Type escape sequence to abort.
Tracing the route to 192.0.2.10

1
2
3
4

192.0.2.1 0 msec 0 msec 4 msec
192.0.2.203 12 msec 8 msec 0 msec
192.0.2.100 4 msec 0 msec 0 msec
192.0.2.10 0 msec 4 msec 0 msec

FTAAT VLA, BEEND 32O a—T LI, Ay hU b, —FZDIPT KL

A, BEIOTU RN v 240 (S UREN) DERINET,

% 5:traceroute D WK TIXF

X | EiEA

=

A Ta—TRNEA LT T MR E LR,

? Ry N A THRABHTT,

A |FHEE, BIERETT, @, ZOHNE. TZ7EA VAN NI T4 v T 0y s
LTWSHZEaRLTVET,

H | A2 M3 BEARE T,

N %y MU —7 PRERETT,

P | 7o ha v RBIEREETT,
F{E It

U | R — M3 BEARE TS
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B o oro7gE0 5017 LYY BEmES

FETH OB EKR TR0, =2 RAr—7 33— R (T 740 FTHEHCHI+HX) ZASHLT
<TE&EW, Ctrl F—. ShiftF—, BLOR6X—Z R L THLHIL, TOHXF—%2ML
F7,

YIRHYTTF7HREDRS TN a—FT 4 U TIZEHT 5B
NE

BEEER

BEEIEE T=aTFILEA NI
COETHAT S a2 ROERECE X O ko | Command Reference (Catalyst
A 9200 Series Switches)

YIRIITEHEED SIS a—T 4 2T DHEREERE
WOKIZ, ZOFY 2— /LT T 28D Y J —2B LOBEEFHREZ R LET,

IHH ORI, FHICHR SN TORWRY | BASALY U —2RLUEOT~THOY J—XT
fEHTE £,

-2 - 1315 HRETEER

CiscoIOS XEFuji16.9.2 | V7 hy =T RED |V T MU 2T RKED T TNV a—T 4 v
NFZTNYa—T 4 | 7T, A v T RBEET 5 CiscolOS V 7
VY b= TICEET S ME A FRE L, iR
B IFEIZHOWTIBH L7,

Cisco IOS XE Amsterdam |3 25 AL F— | RA NNV AT ALVIR— K7 7 A LD5E

17.3.1 77 AL SHICBINENET, Zhicky, vAT A
VA= N7 7 A s BB ATREIC 72 Y
i?‘o

CiscoFeature Navigator i35 &, 77 v b 74 —ABIRNY 7 b T =T A A=V DV HR—
MEHRZHRE TEZ £J, Cisco Feature Navigator {213, http:/www.cisco.com/go/cfn 225 7 7 & A
L/i ﬁ—o
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