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Application Visibility and Control (AVC) X, 77U 7 —3 a3 > ~O#Ls 17 7 ) r— a3 >
DA T VT = APETIEDNWT, BB RNy FBROERN G 7 7 v FRB L OF v N
AV a—a rEREIEDLOHOA IO MAOEE/RE ST, Application Visibility
andControl (AVC) 1, v hT—I RXR—2DT7 7V /r— a3 Vilik (NBAR2) =2 ¥ 2k
BT A—T Ny b A VAR v a Y EREERLCT ) r—va w2 LET, AVC
. AZ U RT R AL v TFBEIOAL v TFRAE v I OFERT 7 EAR—F RICRETEE
T, NBAR2 (X, 7'm b a /LA AT T D 2 LI K- THARMIZ, £ 721% match protocol
A A ETQOS Y —m T H Z LICL o THEIC, AV X —T =2 A A LTT 7T 4
TN T&EET, A AVC Flexible Netflow (FNF) ZA v X —7 = A A RIZHREL, 4 X —
T2AAZEDTTAT U b, == TTVr—a rOfitERERItcEET, 20
L 22— K%, Easy Performance Monitor (Easy perf-mon %7213 ezPM)  application-statistics 35
& WY application-performance 7”& 7 7 1 /L CH|H T & % application-client-server-stats ~ =
74y 7R EFRRTT,
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B oxrshaac 52y TEEURIS— v TOTF—T Y b

HHR—,FSNBAAVCHIVSRAITYTBEBLEUVERYS—T Y
TNDITA4—<T v k
ZIZTE, PAR—PFEINTWAAVC Y TAR T ERY —< o 7RI OV TR L E 3,

HHR—FENBAVCHISAIYTDI+—< v b

DIRAIVTDIA+—T Y b I FRT Y TOH 7R
match protocol protocol name |class-map match-any NBAR-VOICE ANhEH D
match protocol ms-lync-audio
W7
/fflﬂyf/a\bﬂi‘7 S{ VA class-map match-any NBAR-VOICE AT EHHD
match protocol ms-lync-audio
match dscp ef ﬁﬁji

HR—FENBACKR) S —DT+—<T v b

RYS—DIT+—T v b QoS AL
match protocol 7 4 WV ZIZES AR — | =7 BILORY v —

match protocol 7 4 WV ZIZES ANRY — | v — 7 BILORY v —

WDORT, AVC R U —OFMe 7 +—~ v b, BIOBNZOWTHAL T,

AVCRYS—DIT74A—<v b |AVC R S —D4l A

R—T w7 By k policy-map MARKING-IN ANB IO
class NBAR-MM CONFERENCING

set dscp afdl

N_yyyﬁuy_ policy-map POLICING-IN ADBIOHSH
class NBAR-MM CONFERENCING

police cir 600000
set dscp af4l

A=y 7 ¥y FBLUK Y |policy-map webex-policy ANE L CHIH

. class webex-class
v set dscp ef
police 5000000
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AVCRYS—DT+—< v k |AVC R >—DHpl Al

=7 4k %@U%’E%{@ﬁ > policy-map webex-policy ATTB LU
S 30 N class webex-class

FBEIUORY — set dscp af3l

police 4000000

class class-webex-category
set dscp ef

police 6000000

class class-default

set dscp <>

=
5

éEﬁﬁEﬂfu > policy-map webex-policy AHBIOHA

class webex-class
police 5000000
service-policy client-in-police-only

policy-map client-in-police-only
class webex-class

police 100000

class class-webex-category

set dscp ef

police 200000

M%Eg?ﬁﬂij Fi5§:(ﬁﬂ€lJi/“— policy-map webex-policy
class class-default

police 1500000

service policy client-up-child
policy-map client-up-child
class webex-class

police 100000

set dscp ef

class class-webex-category
police 200000

set dscp af31
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« NBAR 5)is QoS RV ¥ —REITHBEYWHAR— F TORFATENET, R —REIL,
VLANB L OFOMOHEA v X —T 2 A R EOFEMAS v X —T = f ATIIHR— R &
NTWERE A,

* NBAR X—ZA D QoS KV v —g L, FN— FF ¥ R/ AL NKR—hBLOSVIY 7 A
VH—T 2 AR EDIIEA L H—T =2 ATEHY R FENREHA,

¢ NBAR X—ZAD QoS R Y v —&HEIX, VA V2T 7HAR— L T 7R —F, B&
N A¥3L—7T >y RAR— FTHFR—brINLET,

*NBAR L (Tx) AA v F RAR—KT7FFA4% (SPAN) X, RICA v H—T A AT
Y R—FEREEA,
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. A #% Application Visibility and Control 0 %I

o 70 F A NR—=RAFETITEER—AZADONT O R — MMIEFHCER TX 2 DX, NBAR
NR—=2AD QoS AH=ALD 122 TYT, IRO2ODBEHEDHBYAR—FEINET,

« traffic-class

* business-relevance

* 72k WDAVC QoS DilfRHFIHITGI & e & WM S E T,
=X TR T OHRPY R — N ENET,
WA L H—T A AT BT R — S vET,
T V= a VIR A T T A U TIThIS T2, QoS HFICITIEBIEN H Y £
(772U, 7a =IO/ v MiE, EMEZR QoS SVHOANIE R SNET)

* NBAR2 X— A O —FHHLHAE match protocol (£, ~—F 777 a v BIXOKRY v 77
7y ary TORFISNET, NBAR2 —BUEHEIL, Fa— A U THBERRESNLTVD
RN —TIIFFT S EE A,

o [—EF 7 v hbaj] : TRTORY I —THRK255 OFRFCERLZ 7 b2 8 EY b+
@ HW #ilfR)

« AVC [ZEHAR— b (Gig0/0) TIEHHAR— IR THERA,
¢ IPv6 /N7 POV R — FEILTWER A
¢ IPv4d =% % A  (TCP/UDP) DOLNYHR—hrINET,

*WebUIl : Web Ul 267 Y r—2a OR[N EZFREL, 77V r—rar0e=4F—
Vo7 hRiTCaEd, 77— a UHlENE, CLIZHHAL TCOARFEITTEET,
Web Ul TIZVHR—FENTWEE A,

Web Ul ECHMRAVC O T 7 4 v 7 BEB, FI23F = v 7 $5I120E, B CLI & fF
F L Cip http authentication local & ip nbar http-service 2~ R&ERETHLE N H Y £
R

*NBAR BXOACL X 7%, Fl—AAf vF ETHIHRETDHZ LITFTEEEA,

e Fu b, TV =3 R—2Z2D QoS. BLUEM AVCFENF 1, T 7V
r—=ay R—=AFNFRHLHE—A v F—T oA A LTRIFFICRETHZ &I TEEHE
o T2T2 L. ZNUHOFER AVCHEREIX, AR ETEET, & xX, 7ue hark
H, 77V 57— a vy X—AD QoS, BLUHMAVCFENF X, Fl—A ¥ —7 A AL
TRIRFICRETEET,

« Cisco I0S XE Fuji 16.9.1 LAFETiX, ENENERRDFEAERF AL 23— FEFRFORK2 D
DEMAVC E=H —% A v H—T oA AZ[FRHCHER TE £7,

« Cisco I0S XE Fuji 16.9.1 TiX, BEFD 2 2OfERD7n—L a— RZMMx T, 220 L
WhmETZe—ra—F (ABEHD) BDEAINE L,
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cHERElE, WELA VY 2BIOLVA Y3IR—FTORITOMERHY £, ZhHDOR—F
FR=FF RNV DO—FLTHILITTEEEA, T U7 R— b~OEHIIV R — R S
NEEA,

T F =R R F AL v TF AL NE 50% KO CPU AR T, 1 B &H721 2000 D%
e (CPS) ZALEETE £,

o« YEEME 8D T 7 AR — T EITEH K 20,000 DR TR T a—& | 24EDOT I AKR—
hZE1210,000 D7 0 —2BTExET, (TIZ7BAFR—RFIEIZ~200712—)

« CiscoIOS XE 16.12.1 U U — A LIfE. HrLwvwZre—La—FkK (DNS 7a—L a—R) 2B
MENFEF L7, DNS 7ur—La—RE 5 X7 b a— R TEY, DNS KA A 4
T 4= RREENTWET, DNSEED 7 4 — L FOLEEELET, ZDLa—FiC
X, BAET 4=V RELTODA L E—T oA AT 4 —/L KRN, T_XTHOA & —
Tz A AMLOERNFEC L a— RIZER S ET,

Application Visibility and Control D %5 5%

< - - - - mgm E l_l_l
H#R 4 v k7 —2% T Application Visibility and Control D% E
F k7R — b C Application Visibility and Control Z % EJ 521X, RO FIEEZFEITLET,
A REDERE
s AU H—T A A AT 4F=b— 3 F— FTipnbar protocol-discovery =< K
AEHLTA I =T 2 A LT r ha il 2 A0 T 52 LT, NBARR =P
BT 7T 4T LET, AV F—T A ATOT 7V r—a VBioadt (62—
V) EZBLTLIEEN,
HIEERTE  ROFIEICHE- T, 77U r—3 9 AZESNT QoS R o —%i&iE L ET,
1. AVC QoS R VU v —D1EK, AVC QoS RV v —DfErk (6 4—) #ZMMLTLIIZE,
2. AVH—TxAA~DAVCQoS RV v —DifH, A4 T HK— k~D QoS KV I —Dii
H (9X=) 2ZRLTIEIN,
7T Hr— 30 R—RD Flexible Netflow DEETE

e 70— IlH— T 4=V FBIXOIHEF— T 4=V FEEELT, 7r— La—FEEKL
9, 77— La— RKOER (10 —) 2L T EEV,

e 7 — T AR—HEEHR L T — 1L a—FETL I AR—FLET, Tu—x 7 AKR—
ZOVERL 21 <—Y) ZBRLTIIEEN,

e70— La—FRFRBXO®7a— 7 AR—H|ZHEISNT, 7a—F=F—%/ERLET,
Tu— = H—OERK (22 %—) ESRLTIEEN,
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B4 v k7 —7%2 TO Application Visibility and Control D% TE I

AU H—T AR TR —F =R LET, A H—T 2 ADT A —F=H —

OFBEAT (24 2—) ZZRLTLIEE N,

Za ham, 77U 5= ary R—=ZAD QoS BLOT SV —3 3 o X—ZADFNF |3,
T RO L7ERE T, B CRETHZ &b, £HEFRICA v ¥ —7 = A ATRIFFICRE
TAHZIELTEET,

A= TARTOT7 T ) r—2 a3 URBBOEFEHEL

A B =T 2 A ALTT 7V r—va V@Bl A X—7 VT 5121E, ROFIEEZFATLE

B

FIE

ARV RFERETIVa Y

=)

&

configureterminal

1

Device# configure terminal

Ja—)L a7 4 Falb—g v
£ — F%Fﬂlﬂﬁébjzj«o

ATvT2

interfaceinterface-id

1

Device (config)# interface
gigabitethernet 1/0/1

7 h ARt EA R—T T DA
B =T A REEEL, A F—TxA
2 ary7Z 4 Xal—iaryE—Ra2H
BLET,

ATvT3

ip nbar protocol-discovery

1

Device (config-if)# ip nbar
protocol-discovery

NBAR2 = &7 7T 4 7{kT 52
LT AVE—T 2 A ATT T Ir—
Va ViR E AN LET,

ATvT4

end

1

Device (config-if)# end

HrbE EXEC E— RNIZEREY £9°,

AVC QoS K1) > —DYERX

AVC QoS R U v —ZAERT 2121, RO— e FIEZFAT L E 7,
1. match protocol 7 4 VX TV T A ~ v T E2AEHRK L ET,
2. RV —~=v7%EKRLET,
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DS5RA Ty TDER

RYS— 2y TOER

152 zv7okR [

3 AU HF—T 2 A AR — <~y EEHALET,

match protocol 7 VX ZFRET HANT, 7 T A v TEAFRT DMENRHY £T, v—F
TRRY 778D QST /7 vavk 774y 7l T&Ed, AVC D match protocol
TANBIE, ART 7 EAR—MIEHINET, PA— RS D 7 e b L OFEMICD
W, http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/prot_lib/config_library/

nbar-prot-pack-library.html Z £/ L T 72 &0,

FIR
ARV KRFERRETY a3y B#Y

R 71 |terminal su—sN L ar7 4 F¥alb—g
Bl - T— FEBHLET,
Device# configure terminal

Z 5 72 | classmap class-map-name 5% =y TR LET,
1 -
Device (config) # class-map webex-class

R T 7 3 | match protocol application-name T r— g e D—HEEELE
fi kK
Device (config) # class-map webex-class
Device (config-cmap) # match protocol
webex-media

A7y 74 |end FFHE EXEC T— RIZRE D 9, £,
i - Ctr+Z ¥—%#MLCTH, ZJu— L o
Device (config) # end Y74 F¥alb—varyE—FEKRTT

T ET,

FI&E
IV N3 i = A7 B#

A w 71 | configureterminal rsa— )L a7 4 ¥z lb—3a
5l - T— FEBHLET,
Device# configure terminal

R 72 | policy-map policy-map-name RV =< THhEANTHZEIL-

1

TRV =~y PHERL, RY—
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ARV RFERETIVa Y

B8

Device (config) # policy-map webex-policy

v v 7 a7 4 Fal—rarEF—R
BB L E T,

F7 ) T, R — <y FIIE
EINTWEHE A,

RY o= =T DT 740 bOBIET
X, X7y R IP 2w R OGAIE
DSCP 723012, /"7y FWNZ TfFE DY
AL CoS A0 ITHRESNE T, RNU ¥
YIIEFTEINEE A,

GE) BEAFDOR Y v—~ v T &H|
B9 % 2i%. no policy-map
policy-map-name 7" 2 — 3L
a7 4Fal—gra
~ U REEHLES,

ATvT3

class [class-map-name | class-default]

1

Device (config-pmap) # class webex-class

NI T4y DOEEERL, R —
VT ITTARA AT 4 Fal— g
F—FzfmLE7,

FI7 N RTE, RV — <y 7B &
W T A~y TIHERSNTWER A,

J ClZ classmap 7 12—/ 3L a7 ¢

Xl —ygy avwly FEFEHLT R
T4 wI T TARERIN TNV DEE
X, Zd =~ RTcassmap-namelZ#
DAFTEEE LET,

classdefault 87 7 1 v 7 7 7 AILEFR
BAHAT, EORY —IZHBMTEF

T ZDONTT 4T 7TAF WIS
RN o=~y TORBZICEEINET,

52k > match any 73 class-default 7 7 %
CEENTWDLSE, o T 710w
TIRE—F LWy MEITRT

class-default & —# L F9,

GE) MFED Y T 2~ > 72 HIkR
T %IZ1X. noclass
classmap-name R U 2—<
a7 4 Fal—T g
avy REMHLET,
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24 v F ti—b~n s Ky o—niEm [

AU RFERETOVa Y

B8

ATvT4

police rate-bps burst-byte
1 -

Device (config-pmap-c)# police 100000
80000

SHLIZ NI 74 v 7R Y P—2 e
LEJ,

T74N FTIE, R —IFERSNT
WEEA,

e rate-bpsiZix, P FT T 1 v
L—h&ty M (bps) THREL
F9, FEETE H%HIT 8000 ~
10000000000 T3~

« burst-byte (2%, FEHEAN—Z F Yo
Ra A NMETHELET, AR
PHIZ. 1000 ~ 512000000 9,

ATvT5

set {dscp new-dscp | cos cos-value}

1

Device (config-pmap-c)# set dscp 45

N7y M LWMEZFRET 5 Z LT

KoT PRI T4 w72 HLET,
» dscp new-dscp (Z1%, I b
TT7 4y 7IZEID Y THEH LN
DSCPfEiZ ASJLET, EETE S
HPHIZ 0~ 63 T,

ATvT6

end

1 -

Device (config) # end

FFHE EXEC E— NIZRE VY £, £/,
Ctr+Z ¥—%ML T, Fu—r3L o
V74X al—varyE®T—RKEKTT
xFET,

AL YF R—k~D QS K —DEHA

FIE

ARV RFEERTIVa Y

B

ATy T

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—rg
E— NEPABLES,

ATvT2

interface interface-id

1

Device (config) # interface
Gigabitethernet 1/0/1

A B =T AfAZary T 4 X¥al—3
v E—RFERBLET,
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B 5 AvC Flexible Netilow D 35E

ARV KRFERIETI Va3 B#

AT 7 3 |service-policy input policymapname Ao B —Tx A RZa—HL R L —
15“ : %ﬁﬁﬁ sz\jﬁo
Device (config-if) # service-policy input]
MARKING_IN

A7y 74 |end FFHE EXEC T— RICRE D 9, £,
i - Ctr+Z ¥—%#ML T, ZJu— L o
Device (config) # end A 5?'1 b—va s T ]\%%TVC

TET,

E#3 AVC Flexible Netflow D% F

J0— La— FOER

A# AVCENF 1. (koMb 7a—Lra—RE Fmtt7a—Lra—k (ABEHA) 02
FHOERFA 70— a—RKehR—hLET, Git4OORRDERFA 7 —La— K
Qoo AFm7r—La—RE2o0FAME7e—1ra—FR) ZREL, 7r—F=4—|C
BB 52 EMTEET, WEROWF ML a—RNEZ T4 Ty MNP—N"—=T 7TV r—3
VHEHEHRL a— R THY  HLOWHEMEL a— RIZABIOT U r—3 g UEEHERT
T

e WM 7 —La—K (10 2—)

e FEMETr—1L a— K (17 2—)

WHHZ7a—La— R

Jn—La—RK1: Whm7ue—La—FK

FIE
ARV RFEREETO 3y B#Y

ATy T configure terminal rTa— ) ary7 4 Xal—3ay
bl T REBIALET,
Device# configure terminal

RFw 72 |flowrecord flow_record name Jao—lLa—Rary7 4 Fal—3g
15“ . v ' ]\%—fsﬁﬁébiﬁﬂo
Device (config) # flow record fr-wdavc-1

2773 |description description (LE) 7n—L=a— FOBYIZ IR
15'] : Liﬁ—o
Device (config-flow-record) #
description fr-wdavc-1

[l A%% Y k7—% TO Application Visibility and Control D% %



| &#+v k7—% TO Application Visibility and Control ® %

7O—La—Fk1: WAE7A—La—F .

ARV FFEREETIVa Yy

E:)

ATvT4

match ipv4 version

1 -

Device (config-flow-record) # match ipv4
version

IPvd~y X —MNHDIPNA—=V g 2D
—HEEELET,

ATy TH

match ipv4 protocol

1 -

DEvice (config-flow-record) # match ipv4
protocol

IPvd 7o haLlto—HERELE
KR

ATvT6

match application name

1 -

Device (config-flow-record) # match
application name

TIV = a B EDO—HEREL
F7,

G¥) Z OfEEIX, AVC YR —
N CIMAETT, 7a—n
7TV = a v —ET
DI EMAERIZ/RAT-0T
7

ATy T17

match connection client ipv4 address

) -

Device (config-flow-record) # match
connection client ipv4 address

747N (Tar—A=v—H)
DIPVA 7T FL AL D—BEZEELF
KR

ATvT8

match connection server ipv4 address

51

Device (config-flow-record) # match
connection server ipv4 address

P—R— (Tr— L ZARZ) DIPv4
T RLAED—EERELET,

ATvT9

match connection server transport port

51

Device (config-flow-record) # match
connection server transport port

Y—="N=Dr T AR=hHF=FLD
—BEEE LT,

ATy 710

match flow observation point

51

Device (config-flow-record) # match flow|
observation point

Tua—@HA MY Y7 OBIARA b
ID L D—HEZEHELET,

ATvINn

collect flow direction
51

Device (config-flow-record) # collect
flow direction

W DOFNET collect connection initiator
a2 RO initiator +—7 — R CTIRE
BB IFE 7 v —OBES A (o
=V —HERIFIVARCE) DN
(ANTEREFIH) 2ETH LI
e LE£4, initiator ¥ —7U— KT
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ARy kJ—

4 T® Application Visibility and Control 0%

ARV FFEREETIVa Yy

S

EINAEIZS T T, flow direction
F—U— NIk DfEE &V F9,

c0x0l= A7 —
 0x02=H 17 r—
initiator ¥ — 7 — K23/ == —#|Z

BMESINTWBEE, 77— AL
Ta—DA =z —H N GIEESN

-4, initiator ¥ — U%Fﬁvzﬁyﬁ

WICRRESNTWDEE, 7a—0JH
X7 —D L AR BIRE S
F9, A AVC TlL, initiator ¥—
U — RIEIC, == — X IR ESH
TWET,

R T F12 |collect connection initiator collect flow direction ==~ > K TE S
Bl - Nie7n—oFIcEET 27 —0
Device (config-flow-record) # collect (1= :\/I)—& if&i LA Zh ‘//}7)
connection initiator ZINET A L HITHEELET, initiator
F—U— NiZ, 7a—0FEIZET S
WOEHRZREEL £7,
s 0x0l=A =T —H : 7 —Dik
Bl A =2 = —4T7
A#AVC TiE, initiator F—7— KX
A =T —H IIRESNTVE
R
AFw 713 |collect connection new-connections BLH S LTz BB A DE 2 INEE T 5 &
Bl 5 I LE T
Device (config-flow-record) # collect
connection new-connections
X 714 |collect connection client counter packets| 7 5 ¢ 7o FREE L= 7 v Nk
long T 5 & ST LET,
i
Device (config-flow-record) # collect
connection client counter packets long
R Fw 715 |collect connection client counter bytes | 7 5 ¢t 7o FREE LA M DS

network long

51
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JAo—La—Fk2: WAFEM7A—La—F .

ARV FFEREETIVa Yy

E:)

Device (config-flow-record) # collect
connection client counter bytes
network long

ATv 716

collect connection server counter packets
long

51 -

Device (config-flow-record) # collect
connection server counter packets long

P—N—NEE LTy MR
THEOICHEELET,

ATV T

collect connection server counter bytes
network long

51

Device (config-flow-record) # collect
connection server counter bytes
network long

P NS L MO
A5 5 IR LET

ATy 718

collect timestamp absolute first

1 -

Device (config-flow-record) # collect
timestamp absolute first

BRIy R T a—THER SN
L EORAE I U MEALTINET S &
INTHRELET,

ATv 719

collect timestamp absolute last
11

Device (config-flow-record) # collect
timestamp absolute last

BHONRry "R 7 e — TR INT-
& X ORf A I Y RHEALTIUET S &
INTHRELET,

ATy T2

end

51

Device (config) # end

¥5ME EXEC — FIZEY £9, F7=.
CrH+Z ¥ —%##LTH, Fr—rL o
Y74 X2l —varyET—FEKTT
xFET,

ATv7T2AN

show flow record

1 -

Device# show flow record

FTRTO7a— L a— Nt 51EH
EFRTFLET,

7a—Lba—R2: WhFm7e—La—FR

FIE

ARV RFERRTI VA Y

E]:)

&

configureterminal

&1

Device# configure terminal

Ja—_) a7 4 FXal—Tg
£ F\;’&E‘ﬁﬁé\biﬁ—o
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B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

ATv T2

flow record flow_record name

1 -

Device (config) # flow record fr-wdavc-1

Jo—la—Rary74¥Xal—i 3
v E—RNERBLET,

ATvT3

description description

&1

Device (config-flow-record) #
description fr-wdavc-1

(FEE) 7o— L a— RO EER
LE7,

ATvT4

match ipv4 version

1 -

Device (config-flow-record) # match ipv4
version

IPvd -~y Z—NEDIP A=V g08D
—HBEREELET,

ATvTh

match ipv4 protocol

1 -

Device (config-flow-record) # match ipv4
protocol

IPvd 7o haLto—HEEELE
kR

ATvT6

match application name

1 :

Device (config-flow-record) # match
application name

TV r—varbto—HEREEL
F7,

G¥) Z O#AEIL, AVC YR —
N CIIMETY, 7a—»n
TIY =gt —%T
DT ENFREIZIRDT26T
7

ATy T1

match connection client ipv4 address

1 :

Device (config-flow-record) # match
connection client ipv4 address

754 T (Fr—A( = —X)
DIPvd 7 RLREDO—FKEfEELE
KR

ATvT8

match connection client transport port

1 -

Device (config-flow-record) # match
connection client transport port

EE) 7Ju—La—RFDF—7 (—
WRELT, 7747 FOHEAR—
FeD—BEBELET,

ATvT9

match connection server ipv4 address

1 -

Device (config-flow-record) # match
connection server ipv4 address

HF—R— (Z7r— L RARH) OIPv4
T RLAED—HEEELET,

ATy 710

match connection server transport port

5 -

[l A%% Y k7—% TO Application Visibility and Control D% %
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| &+ k7—% TO Application Visibility and Control D&%

JAo—La—Fk2: WAFEM7A—La—F .

ARV FFEREETIVa Yy

E:)

Device (config-flow-record) # match
connection server transport port

ATy IN

match flow observation point

51

Device (config-flow-record) # match flow|
observation point

Tu—@BHA MY 7 OBRIARA b
ID &ED—HZiEELET,

ATvT12

collect flow direction

51

Device (config-flow-record) # collect
flow direction

R DOFNET collect connection initiator
a2 RO initiator +—7 — R TIRE
SN HRITE 7 v —OBES A (o
=V = ERIFIVARCE) DN
(ADERIFHT) ZIETDH LI
e LE4, initiator ¥ —7U— KT
E SN DEIZIE U T, flowdirection
F—U— NIIROEZ &0 £,

c0x0l = ASj 71—

s 0x02=H 17 m—

initiator ¥ — U — R == —HF|Z
RESNTWDHE, 7e—0 ik
Ta—DA =v—HAANLIEESN
F 9, initiator ¥ — U — KRB L AR X
ICRESNTWDEE, 7e—0JH
X7 v —D L AR AN LIE SN
£9, A#AVC TIL. initiator —
U — RIIFIIA = =—HITHRESN
TWET,

ATy 713

collect connection initiator

&1

Device (config-flow-record) # collect
connection initiator

collect flow direction ==~ > K CTHE &
niz7a—ohacEEST 2 7 e —0
fll (f=v—FFEII VAR H)
ZIET D L O IHEE L £, initiator
XF—U—FiL, 7e—D KBTS
ROERERBEL T,

c0x0l=A =V —H% : 7Ta—Dik
BT A =3 = — X TF

A AVC T, initiator ¥—7 — %
WA =V 2 —H IR EINTWE
To

ATy 714

collect connection new-connections

1

BUH ST B BRI DR 2 IR T 2 X
INTHRE LET,

Hig+ v k7 —% TO Application Visibility and Control D% [}
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B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

Device (config-flow-record) # collect
connection new-connections

ATvT15

collect connection client counter packets
long
11 -

Device (config-flow-record) # collect
connection client counter packets long

U AT RBEE LISy Mk
RAET 5 £ 5 ICIRE LT

ATv 716

collect connection client counter bytes
network long

1 :

Device (config-flow-record) # collect
connection client counter bytes
network long

7 TAT 2 RBEE LIS MG
RHEUEET D LD IHREL £,

ATy I

collect connection server counter packets
long

51

Device (config-flow-record) # collect
connection server counter packets long

P R—NEE LT M AR IR
THEIICHEELET,

ATy 718

collect connection server counter bytes
network long

1 -
Device (config-flow-record) # collect

connection server counter bytes
network long

PR BSREAE LTS MO B
W5 & 5 IHE LE T,

ATv 719

collect timestamp absolute first
£

Device (config-flow-record)# collect
timestamp absolute first

WDy R T v — TR I
& & O Z U AL TINET D X
ITHE LET,

ATy T2

collect timestamp absolute last
i -

Device (config-flow-record) # collect
timestamp absolute last

BHTDO/RT >y M7 v — TR Iz
L& O Z U AL TINET D X
INTHELET,

ATy

end

1 :

Device (config) # end

¥5#E EXEC E— RICRED £7, Fiz,
CurH+Z¥x—%#fL T, Fm— UL o
V74X al—T g ET— REKTT
xFET,

ATvT2

show flow record

&1

[l A%% Y k7—% TO Application Visibility and Control D% %

FTRCH7a— L a— KRBT EH
BFRLET,



| &#+v k7—% TO Application Visibility and Control ® %

AEEIO—La—F .

aAv U RFERET7TIVaY B#)
Device# show flow record
FHatkErve—1ra—FR
Jua—Lba—R3: FuErre—ra—R: AJ)

Fg
AV RERETI3 Y B#)

ATFvI1 configureterminal Ja—\)arZ4FXal—var
ﬂm: qf“*]:%fgﬁﬁél/ﬂi7ro
Device# configure terminal

257w 72 |flowrecord flow_record_name Jop—la—Rary74Xal—i3
15'] : :/:E_ F‘%Eﬁﬁébi‘g—o
Device (config) # flow record fr-wdavc-3

AT w3 |description description (&) 7u— L a— FOHEBEERK
11 LET.
Device (config-flow-record) #
description flow-record-1

RTw 74 |matchipv4version [PV~ X —=NDHDIP A=V a2 D
Bl SEERELET
Device (config-flow-record) # match ipv4
version

AT w75 |matchipv4 protocol IPvd 7o kLt O—HEEELE
i kK
Device (config-flow-record) # match ipv4
protocol

X w6 |matchipv4 sourceaddress IPv4 E{E8T RL AL D—F % F—
1 T 4= RELTHRELET,
Device (config-flow-record) # match ipv4
source address

R w7 |matchipv4destination address IPV4 385CT RL R L DO—E A F—
1 T4V RELTHRELET,
Device (config-flow-record) # match ipv4
destination address

ATFv T8 match transport source-port RTvAR—FBIETLR— ML D—E

51 -

X —7 =L RKELTHRELET,

Hig+ v k7 —% TO Application Visibility and Control D% [}
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B4 v k7 —7%2 TO Application Visibility and Control D% TE

AR

ARV FFEREETIVa Yy

S

Device (config-flow-record) # match
transport source-port

ATvT9

match transport destination-port

51

Device (config-flow-record) # match
transport destination-port

rZ U AR— MRS AR— N EDO—F %
X—T7 4 —LRELTHELET,

ATy 710

match interfaceinput

51

Device (config-flow-record) # match
interface input

ANA B =T 2 A AL D~ % F—
TA4— FELTHRELET,

ATvINn

match application name

&1

Device (config-flow-record) # match
application name

TTVr—varhlD—BEREL
iﬁ—o

G¥) Z OEAEIX, AVC YR —
N CIEMETT, 7a—n
T =g vl —8T
DT ENRRERIZRDTZ6HT
7

ATvT12

collect interface output

&1

Device (config-flow-record) # collect
interface output

Ta—noHIA E—T A A&
ETHETHELET,

ATy 713

collect counter byteslong

51

Device (config-flow-record) # collect
counter bytes long

Tua—DA MEENET S X I
ﬁiﬂbijqo

ATy 714

collect counter packetslong

51

Device (config-flow-record) # collect
counter packets long

Ta—ONr sy NEEIET S L)
BELET,

ATy 715

collect timestamp absolute first
£

Device (config-flow-record) # collect
timestamp absolute first

IOy N T a— TR I N
L X O E I VR EATIET S &
INTHRELET,

ATy 716

collect timestamp absolute last
£

Device (config-flow-record) # collect
timestamp absolute last

BHONry "R T e —THERINT-
L XD E I U MBI CINET S K
ITHELET,

[l A%% Y k7—% TO Application Visibility and Control D% %



| &#+v k7—% TO Application Visibility and Control ® %
Jo—La—rk4: magza—La—r:whn

aAv U RFERET7TIVaY B#)
RTFw 7171 |end FiME EXEC E— RIZR D £9°, F7z,
i - CulZF—%MLTH, Fr—rL o
N > 2 N e A <
Device (config) # end /74%1‘/ vasE ]\%%:TVC
TET,
AT 718 |show flow record FTRTOT7r— L a— RT3 EHR
Bl - ERRLET
Device# show flow record
Tua—Lba—R4: FaEre—ra—R: M
FIg
XU RFEREETIV3Y B
AT7w 71 |configureterminal Ja—s L a7 4 Xalb—3gy
M: :H*F%%%Lij}
Device# configure terminal
257w 72 |flowrecord flow_record_name Ju—la—Rary7 4 Xal—3
15'] : :/:E~ F‘%B"ﬁﬁé\bi#o
Device (config) # flow record fr-wdavc-4
R w73 |description description (EE) 77— L a— ROHBZ/ER
i LET,
Device (config-flow-record) #
description flow-record-1
RTw 74 |matchipv4version [PV~ X —=DHDIP A=V g D
Bl —HEEiEELET,
Device (config-flow-record) # match ipv4
version
AT w75 |matchipv4 protocol IPvd 7 havto—HEEELE
i kK
Device (config-flow-record) # match ipv4
protocol
X w6 |matchipv4 sourceaddress IPv4 EETET RL A EDO—FH % F—
. 74— RELTIRELET,
Device (config-flow-record) # match ipv4
source address
Z w7 |matchipva destination address IPv4 56527 KL A L DO— % F—
. 74— RELTHRELET,

Hig+ v k7 —% TO Application Visibility and Control D% [}
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ARy kJ—

A

4 T Application Visibility and Control D%

ARV FFEREETIVa Yy

S

Device (config-flow-record) # match ipv4
destination address

ATvT8

match transport source-port

51

Device (config-flow-record) # match
transport source-port

T U AR— FREILFR— b ED—F
R —T7 44— )L RELTHRELET,

&

match transport destination-port

51

Device (config-flow-record) # match
transport destination-port

T RAR— R AR— N EDO—EE
F—T7 4= FELTHRELET,

ATy 710

match interface output

&1

Device (config-flow-record) # match
interface output

MO =T =2 A 2L D—H % F—
74— FELTHRELET,

ATvIN

match application name

51

Device (config-flow-record) # match
application name

TV r—va B EDO—HEREL
iﬁ—o

GE) Z OEAEIE, AVC YR —
N CIEMAETT, 7r—)
T =gl 8T
DI EMARRIZ/R AT
T

ATvT12

collect interfaceinput

51

Device (config-flow-record) # collect
interface input

Ta—nb AL B —T = A A&
ETHEHICHEELET,

ATy 713

collect counter byteslong

51

Device (config-flow-record) # collect
counter bytes long

Ta—DA NEENET S X ) I
ﬁiﬂbijqo

ATy 714

collect counter packetslong

51

Device (config-flow-record) # collect
counter packets long

Ta—=0gy MEEIRET D LI
RELET,

ATy 715

collect timestamp absolute first
£

Device (config-flow-record) # collect

timestamp absolute first

WADRT > N7 v — TR I
L EORHZ U BEALTIET S &
ITHELET,

[l A%% Y k7—% TO Application Visibility and Control D% %
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so— o 2t—a0km |

ARV FFEREETIVa Yy

E:)

ATv 716

collect timestamp absolute last
1 :

Device (config-flow-record) # collect
timestamp absolute last

BNy N T e —THERI N
L XD E I U AL CINET S &
INTHRELET,

ATv 11

end

1 -

Device (config) # end

F#ME EXEC E— RIZEY £9, F7=,
CrH+Z ¥ —%##LTH, Fr—rL o
V74X 2l —y g E— REKTT
xFET,

ATv 718

show flow record

B -

Device# show flow record

FTR_RTCOT7a— L a— RiZET 55
EFRRLET,

20— ITH9RAR—F2DIER

Tu— T AR—ZEERTDHE, 78— T AR— K RFTA—XEERTXET,

FIE

AV RFEEETIa Y

E:)

&M

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Falb—g
£ — ]\‘%Eﬁﬁébi—g—o

ATvT2

flow exporter flow_exporter_name

1

Device (config) # flow exporter
flow-exporter-1

TH— T AR—H a7 4 X2 L—
vary E'—RERRKLET,

ATvT3

description description

1

Device (config-flow-exporter) #
description flow-exporter-1

EE) 7u— =7 AR—FZ D%
TERL L £,

ATv74

destination { hostname | ipv4-address
| ipv6-address }
i)

Device (config-flow-exporter) #
destination 10.10.1.1

T AR—HTT— X eEEGT D50k
AT LDHRA NG, IPvd F72151Pve 7
RLUAZRELET,

ATvTh

option application-table [ timeout

seconds ]

1

EE) 7u— = AR—ZDTFY
r—ay T—ONDF T a ik
ELFET, timeout 73 3 &2 ffHT

Hig+ v k7 —% TO Application Visibility and Control D% [}
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ARV RFERETIVa Y

B8

Device (config-flow-exporter)# option
application-table timeout 500

HE, Ta—x g AR—HOFEERR
EEALCTRHRETE £, ARhe#EIT
1 ~ 86400 ¥ T,

ATvT6

end

1

Device (config) # end

F5HE EXEC E— NIZRE VY £9, £/,
Ctrl+Z ¥—%# L TH, Fu—rL 2
V74 F 2l — g E— REKTT
xFET,

ATy T1

show flow exporter

1

Device# show flow exporter

FT_RCO7a— 7 AKR—Z|ZET 5
fHwmarRrLET,

ATvT8

show flow exporter statistics

1

Device# show flow exporter statistics

T u— 7 AR—ZOEERAEER
LEJ,

JO0— E=4—DERK

To— T X —HER LT, 7u— La— RICBEEMIT A LN TExET,

FIE

ARV RFEEETI 3y

B8

ATy T

configure terminal

1 :

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FERBLET,

ATy T2

flow monitor monitor-name

51

Device (config)# flow monitor
flow-monitor-1

Ju—f=F—%EHKL, 7Tr—F=
H—ar T 4 X2l —arE— K%
BRLE L £77

ATvT3

description description

1

Device (config-flow-monitor) #
description flow-monitor-1

(&) 7r—F=2—Oit 2 1ER
LET,

ATy T4

record record-name

1 -

Device (config-flow-monitor) # record
flow-record-1

FRNZIERR SN L a2 — ROL4RTZ 15
ELET,

[l A%% Y k7—% TO Application Visibility and Control D% %
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70— E=4—0OER .

ARV FFEREETIVa Yy

E:)

ATy TH

exporter exporter-name

1 -

Device (config-flow-monitor)# exporter|
flow-exporter-1

FRNAER &2 7 AR —F D4 Hil
FHEELET,

ATvT6

cache { entries number-of-entries |
timeout {active | inactive} | type
normal }

51

Device (config-flow-monitor)# cache
timeout active 1800

51

Device (config-flow-monitor) # cache
timeout inactive 200

B :

Device (config-flow-monitor) # cache
type normal

(EE) 7o—F vy v ia g A—X

ERETHLOICHELET,
 entries number-of-entries: 7 17—
Xy aNOT7a—x YO
BRI A 16 ~ 65536 DHFIFH TR E
LET,

RO v v o XA T D
BN HR— T~ ENET,

G¥)

ATy T17

end

51

Device (config) # end

F¥#ME EXEC E— RIZE Y £9, F7=,
CrHzZ F—%##HLTH, Fr—rL o
Y74 X2l —varET—RFEKTT
xET,

ATvT8

show flow monitor

1 :

Device# show flow monitor

FTRCO7r—F=F— (BT HEH
EFRRLET,

ATvT9

show flow monitor flow-monitor-name

1 -

Device# show flow monitor
flow-monitor-1

BELIEA#HAVC 7u— E=4—|C
B 2EmaeFrLE7,

ATy 710

show flow monitor flow-monitor-name
statistics

1 -

Device# show flow monitor
flow-monitor-1 statistics

B AVC 7 10— =X — DO eHEH
EFRRLET,

ATvIN

clear flow monitor flow-monitor-name
statistics

1 -

Device# clear flow monitor
flow-monitor-1 statistics

BELE7u—F=# — O ER%
27 U7 L%9, clear flow monitor
flow-monitor-1 statistics % /i L 7=
{Z show flow monitor flow-monitor-1
statistics =< > REFEH LT, 7T
DOFEFHERD Y By bSINT=Z & &k
BLET,

Hig+ v k7 —% TO Application Visibility and Control D% [}
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. AVB—T 14 RA~ADT7O0— E= 2 —DBEER T

ARV FFEREETIVa Yy

S

ATvT12

show flow monitor flow-monitor-name
cache format table

1 :

Device# show flow monitor
flow-monitor-1 cache format table

#EATT7e—F v v Va2 DNEEFR
RLUFET,

ATy 713

show flow monitor flow-monitor-name
cache format record

1 -

Device# show flow monitor
flow-monitor-1 cache format record

7n— L a—RLEROEATT m—
Fx v a2 ODNFERRLET,

ATV 714

show flow monitor flow-monitor-name
cache format csv

51

Device# show flow monitor
flow-monitor-1 cache format csv

CSVIERX TV o —Fvy v 2 ONFE
FoRLET,

AVB—T A X~NDTA— E=F—DEERIT

BRI DFRERFAL I — REFFO2 OORNIGHAVC TE=F —% A VX —T = A AL
R CX £97,

FIE

ARV KRFERERETY VY

=)

ATy T

configureterminal

1

Device# configure terminal

Ja—nR_)L a7 4 F¥al— g
E— FEBBLET,

ATy T2

inter faceinterface-id

1

Device (config) # interface
Gigabitethernet 1/0/1

A2 B —T o fAAL T 4 Fal—37
v E—RERBLET,

ATvT3

ip flow monitor monitor-name { input |
output }

1 -

Device (config-if) # ip flow monitor
flow-monitor-1 input

ATy NEWI ATy FOm G E
TV A v H—T = A AT
n— =X —%EEMTET,

ATvT4

end

1 -

[l A%% Y k7—% TO Application Visibility and Control D% %

Hi¥E EXEC £— FIZREY £9, F7=,
Cttl+Z F—ZML TH, Fu—rL 2



| &+ k7—% TO Application Visibility and Control D&%
NBARz H 252 L7 TUr—vay |

AU RFERET7TIV3 Y B#)
Device (config) # end N X¥al—T gy B— ]‘%%%TT
TET,

NBAR2 h R AL TF7T)r— 3>

NBAR2 CiE, WAZ AL haVZfH L THAA LT T ) r—ya i ceEd, &
2AEANTa hant, Furhaltr AU r—arER—NLETR, BEOLE A,
NBAR2 iZHR—F L TWEE A,

TRTOBEBIZBNT, Y A2AaM 2492 NBAR2 71 b 3L Ry 7 OXRINTHh DL —h )L
TV =2 a v BIXOEDT TV r—arNbEd, n—nA 77 ) r—vaii®
ICRD X HITHEENET,

cHHE~DEEDOT S r— 3 v

IR DT ) r—va v
NBAR2 Cit, 20k H%ua— N 77V r—2 g 2FEBTHARAAA R THHEZREL
TWEYT, Fr— 3L ar 74X lb—3 g F— KTipnbar custom myappname =< K
PHEALT, FRICT 7V r—ya B hRAA A CTEET, WAX LTIV r—ay

X, MAAAT e hav K VEBREENET, TRENOI AL A T FaL T, 2—F—
X, VLAR—MHMICHEHCTE 2L 27X ID A EHRTEET,

SEIERFATOT TV r—vay DA AZXRHY £,
—BRMAETORaLDHRETARX

« HTTP

« SSL

« DNS

AVURS Y kB OHAK R T ha S A X <A X server-name
LANVIILANVYADHRETAR
«[Pv4 7 KL A

« DSCP f#i
« TCP/UDP AR — k
s 70 —FF 0 E IR D ST
NARFTEY b XA 0= FDORED NS MEIZES W AZ A X
HTTPOH X2 <4 X

HTTP DA A%~ A XX, RO HTTP 7 4 —/L ROMAEDHICE SN TETTEET,
« cookie : HTTP 7 v % —

Hig+ v k7 —% TO Application Visibility and Control D% [}



B ssionzs<ax

SSLOAREZTA4RX

DNSDARETAX

B4 v k7 —7%2 TO Application Visibility and Control D% TE I

chost : U Y —RAZEFLmDYF—"—DKRA

e method : HTTP A YV v R

sreferrer VYV =X VI =X FOFHEILOT FLX

e url : Uniform Resource Locator /XA

cuser-agent : EREZXETHT Vv Mo THHASN TS Y 7 v T
sversion : HTTP N— 3

evia : HTTP &M 7 4 —/L

HTTPO A RE <A X

L7 % 1ID 10 23372 HTTP AR A & [*mydomain.com| % ff 9% MYHTTP & FE/E
NDEIAZLT T r—a,

Device# configure terminal
Device (config)# ip nbar custom MYHTTP http host *mydomain.com id 10

SSLH—/"—=Hf5E (SND) 7o i3dklid (CN) 2 S L7z fila i LT, SSLFS1fk &
TIA4 I TUARI~A REATH ZENTEET,

SSLOAREZTARX

L7 % 1ID 11 M7= SSL A4 Tmydomain.com| %35 MYSSL & RIS
HABZLT T r—3rg 2,

Device# configure terminal
Device (config) #ip nbar custom MYSSL ssl unique-name *mydomain.com id 11

NBAR2 (%, DNSERBIOILE N T 74 v 7 2R L, 77U 7 —3 9 2 ~0 DNS &I
BT 22 &M TEET, DNSIGEMNLREREINTZIPT FLAIEF v v &, ZORE
DT TV r— g AZEEMT O TV ZEDHD Ny b 7a—IlERSNET,

ip nbar custom application-name dns domain-name id application-id =~ > F{¥, DNS O A # <

AR ENET, BEOT 7V r— a v &EET 5I21%, ipnbar custom application-name
dns domain-name domain-name extends existing-application =~ > Rzl L £,

DNS RX—Z D A X <A XDOFEHIZ-DUVNTIL, http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/
qos_nbar/configuration/xe-3s/asr1000/qos-nbar-xe-3s-asr-1000-book/nbar-custapp-dns-xe.htm] % 2 F&
LTL7ZEuY,

[l A%% Y k7—% TO Application Visibility and Control D% %
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| &#+v k7—% TO Application Visibility and Control ® %

BENRETAX
BLUDOAREIAX

ganza<1z |

DNSDHhREZTA X
L2 % 1ID 12 B3 72 DNS KA A >4 mydomain.com] %3 % MYDNS & I
ENDNAZ LT TV r—ray,

Device# configure terminal
Device (config)# ip nbar custom MYDNS dns domain-name *mydomain.com id 12

NBAR2 Ti&, HTTP, SSL L7ZILDNS IZHND KA A L HIZHESNTT TV r—a v &h
AL~ A XF L ER RSN E T,

BEENRETARX

L7 ZID 13 272 HTTP, SSL £721XDNS K A A >4 [mydomain.com] % {# ]
9% MYDOMAIN EMEINA D AZ LT Y r—a s,

Device# configure terminal
Device (config)# ip nbar custom MYDOMAIN composite server-name *mydomain.com id 13

LAY VATADI AR~ A R, X7y X TNHESNTEBY, 7a—DRAgIOr
FCEIC—ELET,

BLDHAREZTAX

IP7 FL%10.56.1.10 33 X 10 10.56.1.11, &L 27 % ID 14 253\ 7= TCP 3 L. T DSCP ef
IZ—%9 % LAYER4CUSTOM ERRZIND AKX L T Y Ir—2a

Device# configure terminal

Device (config)# ip nbar custom LAYER4CUSTOM transport tcp id 14
Device (config-custom)# ip address 10.56.1.10 10.56.1.11

Device (config-custom) # dscp ef

Bl: HDREL T IV 5—a3 DEZS—) Y

ARELT TV r—2avDEZE—) T DD show a7 U F
show ip nbar protocol-id | inc Custom

Device# show ip nbar protocol-id | inc Custom

LAYER4CUSTOM 14 Custom
MYDNS 12 Custom
MYDOMAIN 13 Custom
MYHTTP 10 Custom
MYSSL 11 Custom

show ip nbar protocol-discovery protocol CUSTOM_APP
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B vesresqrsvsevrLzForansvsoryIsL—F

Device# show ip nbar protocol-id MYSSL
Protocol Name id type

MYSSL 11 Custom

NBAR2 54+ IwH Ev hLX ZARIILNNYIDTYTHL—FK

Fabranr Xyt TRAAADY AT VT M 2T HBEEWRLZH LR, T, AD
NBAR2 70 h a3V ¥ R—= B $05Y 7 hv =7 Ny r—UTF, Fubar Ry
IZ. NBAR2 IC L > CIERICVR—FENTWD, XA IEBL TR I EBLOT 7Y r—
a VICEHTAERIEENLTCWET, T T r— g i onT, e ha Ny 7
. TV — gV BLRLT Y A — g VEBEDEEREENTWET, £V 7 YT
U —Z20%, AIABOTa hal Ny IR RLERTHET,
7a ko) Ry ZIIIIROBERH D £,

o O— RBEL CTE,

cEHWAR—=g 07 a hal Xy JIZT7 ST L —RLED, [RnWARR—=T g 007 e ha

R TICRLTIZD T 500K 5,

c A v FDY m— RENLEL LAV,

NBAR2 7' k2L 2w 7%, KD URL 75 Cisco Software Center TX 7> 1 — R TX F7 :
https://software.cisco.com/download/home

NBAR2 00 k)L /8w & DREIEE M

FLnram hanr Ry rza— RTHH1II, TRXTDAL vF A N"—ETTr han Ry
VT Ty allat—3 b0 ERHY T,

7a ha)l Ry rhkue— R+ 5121%, NBAR2 72 oL Xy rpua—K (28—) %%
LT IEEN,

NBAR2 7O kajL/8v o dA—F

FE
OV RERETIVa Y B#
AT 71 |enable Rt EXEC E— RZ A LE T,
{5 e MAU—REZ AN LET (FERkIh
e%E) .
Device> enable
R w 72 |configure terminal Jua—\) a7 4X¥al—3g v
1 - T FEMBLET
Device# configure terminal
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| &+ k7—% TO Application Visibility and Control D&%
#:nBaRz 7o han Svson—k [

ARV RFERIETY Va3 B#)
R 73 |ipnbar protocol-pack protocol-pack a banr Ny rsrku— RRLET,
[force]

s FERDT B hanRy JoN—T g
Ik LIRS, L0ERNA—Va 0
Device (config) # ip nbar protocol-pack 7= b :/I//\O‘yﬁ%j:aﬁb\ -k
flash:defProtoPack "9)*%)@:53:\ force ¥ — U — ]\%—)ﬁ%ﬁﬁ
- LET, ULV, ZA v FDH

' TEDF 1 bzl Sy 7 THE— |
Device (config)# default ip nbar é%b“(b\ﬁb\%&fﬁ%‘éjﬂ[&%éﬂi#o

protocol-pack

HBIALDO T T kal Ry ZITRHIT
X, kO~ REHHLET,

Ty 74 |exit HeiE EXEC B— RNICRE Y 97,
B -

Device (config) # exit

R 75 |showipnbar protocol-pack {protocol-pack | 7= F =)L Rv 7 {EHRAEFRLE T,

| active} [detail]

s ZDavr REMHHLT, r—FR&
- gl =B = A RO VAT
beviced show ip nb ocol . V. T vy ZOMOFEE
evice# show ip nbar protocol-pac —
active %E@Li?‘*o

cfEEINTETa ha Ry 7 fE
HAFRT S I21E, protocol-pack 5|
BAEMLHLET,

T I T 4T a hanoy Ol
WaFKRT HITIE, activeF—T —
FEMEHLET,

s FER T e haoRy 7 DIEFRE R
T AL, detall F—U — R&{#
)EH L/\gzjqo

Bl NBAR2 7 F 2L Ry 7 da— R
WOz, FrLnwra hanr Ry reEn— RT3 5E2 R LET,

Device> enable

Device# configure terminal

Device (config)# ip nbar protocol-pack flash:newDefProtoPack

Device (config) # exit

woBNz, force ¥ —U— R&EMFH LTI AN—Yarora hai iy 7 ea— R 5 5%
R LET,
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. Application Visibility and Control D E=%—1) >4

Device> enable

Device# configure terminal

Device (config) # ip nbar protocol-pack flash:0ldDefProtoPack force
Device (config) # exit

WOBNZ, MAIAFZDT T Ny Ry ZIRT HEE R LET,

Device> enable

Device# configure terminal

Device (config) # default ip nbar protocol-pack
Device (config) # exit

Application Visibility and Control D E =42 —1) >4

o7 varyTiEH, TV = a ryoRREICET A L RIZoOWTHBA L E
bd_‘o

WDa<w R, 24 v TFBLOT 78 RAR—sOT 7Y r—2a v OafittdE=%—7 3%
7O TEET,

R1LRAYFOT7TIVr—2avaBRttE=42—)v5avo R

avy kR B
show ip nbar protocol-discovery NBAR Protocol Discovery #&AEIZ J o TULEE S AL7o i

[interfaceinterface-typeinterface-number] | =8 2 7 U £ 4,

[stats{byte-count | bit-rate | B B
packet-count | max-bit-rate} ] o (BB #RINDHaHERZ s 51213,

[ protocol protocol-name | top-n number] F—U—FBLOGEHEANLET, F—U—
ROZNENDFEMIZ OV T, [Cisco 10S
Quality of Service Solutions Command Reference.]
Mshow ip nbar protocol-discovery =2~ > K& %
LTl EEn,

show policy-map interfaceinterface-type | /> % —7 = A4 RIZEH LAY —< v 7 I2O0
interface-number TOFHERRLET,

show platform softwarefed switch 21 > |{EE LT AA v FOTXTO 7 v—|ZBHT HHEHE
1D wdavc flows WMERRLET,

{5 : Application Visibility and Control D&% 3E

KIZ, match protocol T7 U 7 —a b4 D7 4 NEEHEHA LTI 7 A v T E2IERT 55
AR LET,

Device# configure terminal
Device (config) # class-map match-any NBAR-VOICE

Device (config-cmap) # match protocol ms-lync-audio
Device (config-cmap) #end
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{51l : Application Visibility and Control (%5 .

Wiz, R v—<v7&2EK L, B QoS DEIFD 7 FA <~ T HEHRTHH 2R LET,

Device # configure terminal

Device (config)# policy-map test-avc-up
Device (config-pmap) # class cat-browsing
Device (config-pmap-c) # police 150000
Device (config-pmap-c) # set dscp 12
Device (config-pmap-c) #end

wIZ, R v—<v7&BEKL. ATQoS DTN/ T A <~ T HEHRTHH R LET,

Device# configure terminal

Device (config) # policy-map test-avc-down
Device (config-pmap) # class cat-browsing
Device (config-pmap-c) # police 200000
Device (config-pmap-c) # set dscp 10
Device (config-pmap-c) #end

Wi, RV v—~v T AA vF R— MIEAT 2602 RLET,

Device# configure terminal

Device (config) # interface GigabitEthernet 1/0/1
Device (config-if) # switchport mode access

Device (config-if)# switchport access vlan 20

Device (config-if)# service-policy input POLICING_IN
Device (config-if) #end

RIZ, NBAR BMHICHASNWTY T A~ v T E{ER T HH 2~ LET,

Device# configure terminal
Device (config) # class-map match-all rel-relevant
Device (config-cmap) # match protocol attribute business-relevance business-relevant

Device (config)# class-map match-all rel-irrelevant
Device (config-cmap) # match protocol attribute business-relevance business-irrelevant

Device (config) # class-map match-all rel-default
Device (config-cmap) # match protocol attribute business-relevance default

Device (config) # class-map match-all class--ops-admin-and-rel
Device (config-cmap) # match protocol attribute traffic-class ops-admin-mgmt
Device (config-cmap) # match protocol attribute business-relevance business-relevant

WIZ, NBARBIHEICESL 7 T A~ v FICESWTRY v—< v FE2EE T 2012~ LET,

Device# configure terminal
Device (config) # policy-map attrib--rel-types
Device (config-pmap) # class rel-relevant
Device (config-pmap-c) # set dscp ef
Device (config-pmap-c) # class rel-irrelevant
Device (config-pmap-c)# set dscp afll
Device (config-pmap-c) # class rel-default

( ) #

Device (config-pmap-c set dscp default

Device (config) # policy-map attrib--ops-admin-and-rel
Device (config-pmap) # class class--ops-admin-and-rel
Device (config-pmap-c)# set dscp cs5

wIZ, NBAR BEIC S RY v —< v 72 ABAR— MIEHAT 2021 LET,

Device# configure terminal
Device (config) # interface GigabitEthernetl/0/2
Device (config-if)# service-policy input attrib--rel-types
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. {5 . Application Visibility and Control D %5

show 37> FIZK BBEDRT

show ip nbar protocol-discovery

A =Tz A AT DT 0 b2 URHEHE#RO LA — b2 &R LET,
WIZ, A Z—T oA AT L OFFHEROH I Z R L ET,

Device# show ip nbar protocol-discovery int GigabitEthernetl/0/1

GigabitEthernetl1/0/1
Last clearing of "show ip nbar protocol-discovery" counters 00:03:16

Input
Output
Protocol Packet Count
Packet Count

Byte Count

Byte Count

30sec Bit Rate (bps)
30sec Bit Rate (bps)

30sec Max Bit Rate (bps)

ms-lync 60580
55911

31174777
28774864

3613000
93000

3613000
3437000
Total 60580
55911

31174777
28774864

3613000
93000

3613000
3437000

show policy-map interface
FTRTOA L FZ—T 2 A A LD QoSHaHEHRIB LR EFADRY o —~< v T 2R RLET,
WIZ, TRTDOA U F =T oA ATRESNTZAR ) v— vy TOHNBEZRLET,

Device# show policy-map int

GigabitEthernetl1/0/1
Service-policy input: MARKING-IN

[l A%% Y k7—% TO Application Visibility and Control D% %



I B+ v kT —% TO Application Visibility and Control )%
{51l : Application Visibility and Control (%5 .

Class-map: NBAR-VOICE (match-any)
718 packets
Match: protocol ms-lync-audio
0 packets, 0 bytes
30 second rate 0 bps
QoS Set
dscp ef

Class-map: NBAR-MM CONFERENCING (match-any)
6451 packets
Match: protocol ms-lync
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol ms-lync-video
0 packets, 0 bytes
30 second rate 0 bps
QoS Set
dscp af4l

Class-map: class-default (match-any)
34 packets
Match: any

show 27 FIZCKHBEHEA—ZD QoS FHENDKRT

show policy-map interface

TRTDA B —T = A LDBYER—ZD QoS HEHERB L UOREFEHLDORY v —~ v 7
ZFRRLET,

RIZ, TARTDOA U F =T 2 RAIRESNTRY V— vy TOM N2 R L ET,

Device# show policy-map interface gigabitEthernet 1/0/2
GigabitEthernetl1/0/2

Service-policy input: attrib--rel-types

Class-map: rel-relevant (match-all)
20 packets

Match: protocol attribute business-relevance business-relevant
QoS Set

dscp ef

Class-map: rel-irrelevant (match-all)
0 packets

Match: protocol attribute business-relevance business-irrelevant

QoS Set
dscp afll

Class-map: rel-default (match-all)
14 packets
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K
il

. {5 . Application Visibility and Control ®

Match: protocol attribute business-relevance default
QoS Set
dscp default

Class-map: class—-default
0 packets
Match: any

(match-any)

show ip nbar protocol-attribute
NBAR CHEflan 23T _XToO7r haVEkzinr LT,
wIZ, —EOEEDOH B Z R L ET,

Device# show ip nbar protocol-attribute cisco-jabber-im

Protocol Name
encrypted

tunnel
category
sub-category
application-group
p2p-technology
traffic-class
business-relevance
application-set

cisco-jabber-im

encrypted-yes

tunnel-no

voice-and-video
enterprise-media-conferencing
cisco-jabber-group
p2p-tech-no
transactional-data
business-relevant
collaboration-apps

Device# show ip nbar protocol-attribute google-services

Protocol Name
encrypted

tunnel

category
sub-category
application-group
p2p-technology
traffic-class
business-relevance
application-set

google-services
encrypted-yes
tunnel-no

other

other

google—-group
p2p-tech-yes
transactional-data
default
general-browsing

Device# show ip nbar protocol-attribute dns

Protocol Name
encrypted

tunnel

category
sub-category
application-group
p2p-technology
traffic-class
business-relevance
application-set

google-services
encrypted-yes
tunnel-no

other

other

google—-group
p2p-tech-yes
transactional-data
default
general-browsing

Device# show ip nbar protocol-attribute unknown

Protocol Name
encrypted
tunnel
category

unknown
encrypted-no
tunnel-no
other
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{51l : Application Visibility and Control (%5 .

sub-category : other
application-group : other
p2p-technology : p2p-tech-no
traffic-class : bulk-data
business-relevance : default
application-set : general-misc

show a7 RIZ&B 70— FE=Z4—BFDORT
show flow monitor wdavc

BELIEAMRAVC 7 — F=4 —CHT HHFRER T LET,

Device # show flow monitor wdavc

Flow Monitor wdavc:

Description: User defined
Flow Record: wdavc
Flow Exporter: wdavc-exp (inactive)
Cache:
Type: normal (Platform cache)
Status: not allocated
Size: 12000 entries
Inactive Timeout: 15 secs
Active Timeout: 1800 secs

show flow monitor wdavc statistics

ERAVC 7o — BE=F —OEHEREERLET,

Device# show flow monitor wdavc statistics

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

clear flow monitor wdavc statistics

BELE7e— E=4—0OkatHEHm%E 27 V7 LE7, clear flow monitor wdavc statistics % i
FH L7212 show flow monitor wdavcstatistics 2~ > R&H LT, X TOMEHERN Y &
N EZMERLET, LRI, 7u—F=F—kaHEWwa 27 U7 L72#% D show flow
monitor wdavc statistics =~ > ROV 7L 15 R L £,

Device# show flow monitor wdavc statistics

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 0
Flows added: 0
Flows aged: 0
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show a7 > FIZEBF v v 2 DRBEDRTE

show flow monitor wdavc cache format table

FHEATT7e—F ¥y v Va2 ORNEEFRLET,

Device# show flow monitor wdavc cache format table

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

CONN IPV4 INITIATOR ADDR CONN IPV4 RESPONDER ADDR CONN RESPONDER PORT
FLOW OBSPOINT ID IP VERSION IP PROT APP NAME
flow dirn ......iiiiiieenn..

64.103.125.147 144.254.71.184
53 4294967305 4 17 port dns
Input e e
64.103.121.103 10.1.1.2
67 4294967305 4 17 layer?7 dhcp
Input ....contd. ... L.
64.103.125.3 64.103.125.97
68 4294967305 4 17 layer7 dhcp
Input e e e
10.0.2.6 157.55.40.149 443
4294967305 4 6 layer7 ms-lync
Input e e e e
64.103.126.28 66.163.36.139 443
4294967305 4 6 layer7 cisco-jabber-im
Input ....contd. ..ol
64.103.125.2 64.103.125.29
68 4294967305 4 17 layer7 dhcp
Input e e
64.103.125.97 64.103.101.181
67 4294967305 4 17 layer7 dhcp
Input L e e
192.168.100.6 10.10.20.1 5060
4294967305 4 17 layer7 cisco-jabber-control
Input ....contd. ..o
64.103.125.3 64.103.125.29
68 4294967305 4 17 layer7 dhcp
Input e e e
10.80.101.18 10.80.101.6 5060
4294967305 4 6 layer7 cisco-collab-control
Input e e e
10.1.11.4 66.102.11.99
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80
Input

64.103.125.2

68 4294967305
Input

64.103.125.29

67 4294967305
Input

4294967305

{51l : Application Visibility and Control (%5 .

4 6
64.103.125.97
4 17

layer7 google-services

layer7 dhcp
64.103.101.181
4 17 layer’ dhcp

show flow monitor wdavc cache for mat record

Ja— La— REEEOERT7Te—F vy v 2 DNESFR R LET,

Device# show flow monitor wdavc cache format record

Cache type:
Cache size:
Current entries:

Flows added:
Flows aged:
- Active timeout
- Inactive timeout

CONNECTION IPV4 INITIATOR
CONNECTION IPV4 RESPONDER

CONNECTION RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:
connection initiator:
connection
connection
connection
connection
connection

count new:

packets
packets
network
network

server
client
server
client

CONNECTION
CONNECTION
CONNECTION
FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:

APPLICATION NAME:

flow direction:

timestamp abs first:
timestamp abs last:
connection initiator:
connection count new:
connection server packets

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

Normal (Platform cache)
12000
13
26
13
( 1800 secs) 1
( 15 secs) 12
ADDRESS: 64.103.125.147
ADDRESS: 144.254.71.184
53
4294967305
4
17
port dns
Input
08:55:46.917
08:55:46.917
Initiator
2
counter: 1
counter: 1
bytes counter: 190
bytes counter: 106

ADDRESS:
ADDRESS:

counter:

64.103.121.103
10.1.1.2

67
4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:47.917
Initiator

1

0
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Hig+ v k7 —% TO Application Visibility and Control D&% |

connection client packets counter: 1

connection server network bytes counter: 0

connection client network bytes counter: 350
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.3
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.125.97
CONNECTION RESPONDER PORT: 68

FLOW OBSPOINT ID: 4294967305

IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:53.917
connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 4

connection server network bytes counter: 0

connection client network bytes counter: 1412
CONNECTION IPV4 INITIATOR ADDRESS: 10.0.2.6
CONNECTION IPV4 RESPONDER ADDRESS: 157.55.40.149
CONNECTION RESPONDER PORT: 443

FLOW OBSPOINT ID: 4294967305

IP VERSION: 4

IP PROTOCOL: 6

APPLICATION NAME: layer7 ms-lync
flow direction: Input
timestamp abs first: 08:55:46.917
timestamp abs last: 08:55:46.917
connection initiator: Initiator
connection count new: 2

connection server packets counter: 10

connection client packets counter: 14

connection server network bytes counter: 6490
connection client network bytes counter: 1639
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.126.28
CONNECTION IPV4 RESPONDER ADDRESS: 66.163.36.139
CONNECTION RESPONDER PORT: 443

FLOW OBSPOINT ID: 4294967305

IP VERSION: 4

IP PROTOCOL: 6

APPLICATION NAME: layer7 cisco-jabber-im
flow direction: Input
timestamp abs first: 08:55:46.917
timestamp abs last: 08:55:46.917
connection initiator: Initiator
connection count new: 2

connection server packets counter: 12
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connection
connection

CONNECTION
CONNECTION
CONNECTION

| &#+v k7—% TO Application Visibility and Control ® %

client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection

initiator:
count new:

counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

connection server packets counter:

Hig+ v k7—2% T Application Visibility and Control ) 5% E .

{51l : Application Visibility and Control (%5 .

10
5871
2088

64.103.125.2
64.103.125.29
68
4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:47.917
Initiator

1

0

2

0

712

64.103.125.97
64.103.101.181
67

4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:47.917
Initiator

1

0

1

0

350

192.168.100.6
10.10.20.1
5060
4294967305

4

17

layer7 cisco-jabber-control

Input
08:55:46.917
08:55:46.917
Initiator

1

0



. {5 . Application Visibility and Control D %5

Hig+ v k7 —% TO Application Visibility and Control D&% |

connection client packets counter: 2

connection server network bytes counter: 0

connection client network bytes counter: 2046
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.3
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.125.29
CONNECTION RESPONDER PORT: 68

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 2

connection server network bytes counter: 0

connection client network bytes counter: 712
CONNECTION IPV4 INITIATOR ADDRESS: 10.80.101.18
CONNECTION IPV4 RESPONDER ADDRESS: 10.80.101.6
CONNECTION RESPONDER PORT: 5060

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 6
APPLICATION NAME: layer7 cisco-collab-control
flow direction: Input
timestamp abs first: 08:55:46.917
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 2

connection server packets counter: 23
connection client packets counter: 27
connection server network bytes counter: 12752
connection client network bytes counter: 8773
CONNECTION IPV4 INITIATOR ADDRESS: 10.1.11.4
CONNECTION IPV4 RESPONDER ADDRESS: 66.102.11.99
CONNECTION RESPONDER PORT: 80

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 6
APPLICATION NAME: layer7 google-services
flow direction: Input
timestamp abs first: 08:55:46.917
timestamp abs last: 08:55:46.917
connection initiator: Initiator
connection count new: 2

connection server packets counter: 3
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connection
connection
connection

CONNECTION
CONNECTION
CONNECTION
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client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

initiator:
count new:
server packets
client packets
server network
client network

counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

show flow monitor wdavc cache format csv

Device# show flow monitor wdavc cache format csv
Cache type:
Cache size:
Current entries:

Flows added:
Flows aged:
- Active timeout
- Inactive timeout

( 1800 secs)
( 15 secs)

{51l : Application Visibility and Control (%5 .

5
1733
663

64.103.125.2
64.103.125.97
68
4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:53.917
Initiator

1

0

4

0

1412

64.103.125.29
64.103.101.181
67

4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:47.917

Initiator
1
0
1
0
350
Normal (Platform cache)
12000
13
26
13
1
12

CONN IPV4 INITIATOR ADDR,CONN IPV4 RESPONDER ADDR, CONN RESPONDER
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B zxvnrso0va—7405  mmEems

PORT, FLOW OBSPOINT ID,IP VERSION, IP

PROT, APP NAME, flow dirn, time abs first,time abs last,conn initiator, conn
count new,conn server packets

cnt,conn client packets cnt,conn server network bytes cnt,conn client

network bytes cnt
64.103.125.147,144.254.71.184,53,4294967305,4,17,port

dns, Input,08:55:46.917,08:55:46.917,Initiator,2,1,1,190,106
64.103.121.103,10.1.1.2,67,4294967305,4,17,1layer?7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
64.103.125.3,64.103.125.97,68,4294967305,4,17,layer?7

dhcp, Input, 08:55:47.917,08:55:53.917,Initiator,1,0,4,0,1412
10.0.2.6,157.55.40.149,443,4294967305,4,6, layer7 ms-

lync, Input,08:55:46.917,08:55:46.917,Initiator,2,10,14,6490,1639
64.103.126.28,66.163.36.139,443,4294967305,4,6,layer7 cisco-jabber-
im, Input,08:55:46.917,08:55:46.917,Initiator,2,12,10,5871,2088
64.103.125.2,64.103.125.29,68,4294967305,4,17,layer?7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,2,0,712
64.103.125.97,64.103.101.181,67,4294967305,4,17,1layer’7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
192.168.100.6,10.10.20.1,5060,4294967305,4,17,layer7 cisco-jabber-
control, Input,08:55:46.917,08:55:46.917,Initiator,1,0,2,0,2046
64.103.125.3,64.103.125.29,68,4294967305,4,17,layer’7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,2,0,712
10.80.101.18,10.80.101.6,5060,4294967305,4,6,layer7 cisco-collab-
control, Input,08:55:46.917,08:55:47.917,Initiator,2,23,27,12752,8773
10.1.11.4,66.102.11.99,80,4294967305,4, 6, layer7 google-
services,Input,08:55:46.917,08:55:46.917,Initiator,2,3,5,1733,663
64.103.125.2,64.103.125.97,68,4294967305,4,17,layer’7

dhcp, Input, 08:55:47.917,08:55:53.917,Initiator,1,0,4,0,1412
64.103.125.29,64.103.101.181,67,4294967305,4,17,layer’7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
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