X)) T4 JI—TACLKRY O—DERTE

X2 UT 4 SV—F TR arbkue—/L AL (SGACL) ZH LT, 2—%—L%0
F) ) —ADEX2 VT 4 T A—TOE D Y UIHEASONT, 22— —NFETTE H8RELHIE
TX ¥4, CiscoTrustSec RA A HNORY > —OEAIX, @D 1 SR EETLEX=2V T 47
N—TFG, bI1OONEEtX 2 )T 4 IN—TESTHDL, FrA~v Y v 7 ATER
SNET, v 7 ZADOREOKENMIFTEE TEX 2T 4 I A—TnbsietXxa VT 4
TN—TRTIZIEFE SNy MO SN D MER S HFF ] 2 E T 5 SGACL DJEF Y
ARNEBEDDLHENTEET,

* SGACL R U ¥ —OFEDHIFIET (1 ~2—)

* SGACL AR U v —DELE 2 =)

* SGACL /R U v —DEH] (12 X—7)

et X UT 4 VL —T ACL R Y v —OREIERE (14 X—)

SGACL /R1) > —DEEDHIFIEIE

e N— R =T OHIFRIZL Y, Cisco TrustSec SGACL (F/N— KU =7 D/~ (CPUNT
R) Fo774 v 7 ICEATEERA, Y7 FU =7 TOSGACL DML, SVI, LA ¥
2 & LA ¥ 3 ® Location Identifier Separation Protocol (LISP) . BXUL—T v 7 A v
F—=TxzAADCPUNT Y RETT 4w TEAALNASNET,

¢ SGACL RV > —%HETARIZ, IPN—T 3 % IPVAE -1 IPvE 5 JEtRTE (IPv4 &
IPv6 O FICHH) ICEE L7254 A HEER) | IPvd & IPv6 IZxf5 T 5 SGACL 7R U
V—IIEH VRF A VX —T7 =2 AN LTHEBIIF DV a— RFENEHEA,

*SGACL RV v —ZRET DB, BEFED P A=V a & N—T g (IPvd 7203
IPv6 7213 RKHE) (ICAE L72E (Wb [EEL) . RADIUS ZffH] L T Cisco Identity
Services Engine (ISE) 75 OFA[ZE R (CoA) #FEITLARWVWTLEEW, bz, SSH
ZfEMH LT ctsrefreshpolicy =~ F&34T7L, FEITRI O —%2 U 7Ly a LET,

T T XN DTV v avedenyal & L7ZSGTHFAI Y A NEFAEMHAT A, T34
A DY @ — R{%IZ Cisco TrustSec 7R U > —78 ISE H— = B35 7o e — RER
HTERDHY ET,

tXxal) T4 JIL—TACLKRY >—DEE .



tFa T4 HL—TACLKY —0%E |
B scac &y —omEss

INZERET A2, T ATHIRY —Z2EHR L ET, denyall 773 3 23
SNTVLHETYH, R =X T 74 v 7 &R LET, ThIZRD, T30 X
TISEY— "= RY =Xy rn— L, ERINFHFHRY) v—% LEETEE
T TAAASGT TR, Z/m— L ar 74 Xalb—vay = FTROAVY RER
ELET,

* ctsrole-based permissions from <sgt_num> to unknown

« ctsrole-based permissions from unknown to <sgt_num>

SGACL R') > —DEREAFE

ZOkv g TR, SFEEZEARSGACL AR Y —REICHOWTIBA L F9,

3 N s
SGACLR'Y) >—mixZXE7OER
Cisco TrustSec D ¥ = 7 ¢ 7/ —7 ACL (SGACL) RV v —&HELTA F—TNIT 5
Wi, ROFIREZFEITLET,

1. SGACL ARV > —Di&EIL, Cisco Secure Access Control Server (ACS) % 7213 Cisco Identity
Services Engine (ISE) D EIZARY S —EFHEREIC K> TEITTOILERH Y 77,

SGACL R Y > —DRED K 71— RIZ Cisco Secure ACS F 721X Cisco ISE D AAA %
R LARWEAIEL, SGACL D~y BV 2R D —52FETRETXET,

N

(GE)  Cisco Secure ACS F£721Z CiscoISE B H AT v 7 IZF 7 — RS- SGACL R v—
X, AR —NIVERINEZR) —L 0 bERINET,

2. W7y RR—FDOHII T 7 4 v 712k 5 SGACLA Y > —DHEHZ a0 5120,
[SGACL RV v —D#HAD 7 v — v G3fb] &7 v a VCiEE I Tna L1,
SGACL RV v —#HEBENZLET,

3. VLANINDOAA v F 73N T 7 4 v 7 FTX VLAN IZBEST T L7z SVIITHERE
ENDHMT77 4 v 7I2% L TSGACL R Y > —DiEH 2B T 5%, [VLAN (%4
% SGACL RV v —di@HDOENE] £ 7 v a ORIt -> T, ¥ED VLAN (2% LT
SGACL RV > —Di@EHEH I LET,

SGACLR) —DBERD T O—/\LIEEE

Cisco TrustSec &+ X —7 M Liz/—FT v K A »Z—7 =1 2T SGACL R U > — D5 %
T a—rN ) F—T T HHENH Y £3,

N—F v RA B —T x4 ZADSGACLRY > —Df % A 32— 7T A%, ROEEA
FTUET,

. LX) T4 UIL—TFACLKY >—DHE



| e%2u7490—F ALK S—DBE

FIE

128—7 x4 2Bty 0 seACL K Y L—oaAnENt |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device# enable

¥i#E EXEC T=— F&EADIZ L £,
NRAT—REZ AN LET @EREn-8

/E[\) o

ATvT2

configureterminal

1

Device# configure terminal

Juaua—\)L a7 4 FXal— g
T—FzfnL£7,

ATvT3

ctsrole-based enforcement

1 -

Device (config) # cts role-based
enforcement

NN—T v K A H—TxA AT Cisco
TrustSec SGACL /R U T — D&l 2 A % —
T LET,

ATv74

end

1 -

Device (config) # end

Ja—)L a7 4 Fal—g
E— N&&T L, FrbE EXEC £— R
R0 FET,

A3 —T A RAHBE=YDSGACLARY —DERDEMIE

F 9. CiscoTrustSec ZH NI LTV —F v RA v X —T = ATSGACLARY > —D@EA%> 7
T—NJVIZENZTHDHERNHD £, ZOBEREIEFR—F Ty A X —T =4 ATEHY
A—FENFEEA,

LA Y3 FZ—TxAATOHSGACL RNV > —D@EMAEZENMbT 51213, ROEEEITWE

j"o

FIE

ARV RFERERTIVa Y

=)

ATy T

enable
B -

Device# enable

e EXEC E— FEARNC L £,
NAT—REZANLET EREN-5

&) o

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Falb—g v
T— RZEHBELET,

ATvT3

interface type dot/port
fA

Device (config)# interface
gigabitethernet 6/2

A H =T 2 A ABHREL, A HF—
Tx2A R AT 4 Fal—T g FT—
RZBAR L F7,

tXxal) T4 JIL—TACLKRY >—DEE .



B viaN 2399 3 SGACL KU S —0aHID € x— T Lk

tFa T4 HL—TACLKY —0%E |

ARV RFERETIVa Y

B8

R 74 |ctsrole-based enforcement N—Fy K A4V H—T = A4 AT Cisco
i - TrustSec SGACL 7R U 2 — Dl & A +—
Device (config-if)# cts role-based :7/VGZIJEE7fO
enforcement

ZA7v 75 |end A B —T e A AAL T 4 X2l —3
{5 v E— & T L, %M EXEC E— R
Device (config-if)# end IR Y SETO

25w 76 | show ctsinterface (L85) A2 X —T =4 2= L0 Cisco

1 -

Device# show cts interface

TrustSec A7 — b1 L ORHER &2 £or
L/i TO

VLAN IZ%f9" % SGACL R1) > —D5&FID A r—T )Lk

VLAN WD AL v F o T ENTZ T 7 4 w7, £721% VLAN ([ZEEAHT S 72 SVIITHRE X
NDEIT 74071 LTT 78R vy ha—Lw#EHT5I12%, FFED VLAN (X LT
SGACL RV v —Diffil A4 2 —T7 WICTHLERH D £,

VLAN F£ 7213 VLAN U 2 FINT, SGACL RV o —D5ffil % A 2 —7 2 d D I12i%, IROMEE

EITVET,

FIE

AR NFEERTOVa Y

=)

ATy T

enable
B -

Device# enable

it EXEC E— FE Az LET,
NAT—REZANLET EREN8

) o

ATy T2

configureterminal

1 -

Device# configure terminal

Jua—N)L a7 4 FXal— g
ET— F&ERHEKBLET,

ATvT3

ctsrole-based enforcement vilan-list
vian-list
1 -

Device (config) # cts role-based
enforcement vlan-list 31-35,41

VLAN F 721X VLAN Y X | C Cisco
TrustSec SGACL A~ U o — D& & A 1 —
TN LET,

ATv74

end

1 -

Device (config) # end

Ja—R_) a4 Xal—g v
E— N&&T L, FrbE EXEC £ — NI
U3

. LX) T4 UIL—TFACLKY >—DHE



| e%2u7490—F ALK S—DBE

SGACL E—32— E— FDKTE
SGACL £ =4 —E— F&RTET HANI. ROREMR LTIV,
« Cisco TrustSec 23 H N2> T D,

c T EBENIR S TN D,

FIE

seacL £=4— E— FOBE |

ARV RFERETIVa Y

E:)

&M

enable
1 -

Device# enable

ke EXEC E— N2 B L ET,
RAT— REATTLET EREIN7-8

) o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT3

ctsrole-based monitor all

1

Device (config) # cts role-based monitor|
all

Ja—/ )= —F— R LE
R

ATvT4

ctsrole-based monitor permissions from
{sgt_num} to {dgt_num} [ipv4 |ipv6]
1 -

Device (config) # cts role-based
permissions from 2 to 3 ipv4

IPv4/IPv6 T —)L _— A T 7 & A 3
rma—,L J X+ (RBACL) (%=
T4 TN—THT (SGT) : B
N—"T7%227 (DGT) ~7) OE=H—
E—RZAMLET,

ATy TH

end

1

Device (config) # end

Ja—)L a7 4 F¥Falb—g v
F— REHET L., 7k EXEC E— RIZ
R E,

ATvT6

show ctsrole-based permissions from
{sgt_num} to {dgt_num} [ipv4 |ipv6]
[details]

1

Device# show cts role-based permissions|
from 2 to 3 ipv4 details

(f£&) SGACLARY =Lt _7 LD
FoX—F— NEEEICBE T 252 2R
LFd, <SGT-DGT>X7 TE/L T LD
EFE=H—F— FRAYDITR> TN
A, avry FEOKIEE =2 —x RN E
IRENET,

ATy T17

show ctsrole-based counters[ipv4 | ipv6]
fi

Device# show cts role-based counters
ipv4

(&) IPv4 B L VIPVE A X h DT
T D SGACL i i OFFHF M AR R L
£,

tXxal) T4 JIL—TACLKRY >—DEE .



tFa T4 HL—TACLKY —0%E |
B scacxy s —oFmmE

SGACL R') > —DFEIERTE

SGT & DGT O#PFAIZANA » REanzrn—nA_—ZX T/ Zx avta—/L J A ML, H71b
Z7 4 v ZIZ#AE D Cisco TrustSec 78 U & —T#H 5 SGACL #Ek L £3, SGACL RV

2 — DR EIL. CiscoISE F 721Z Cisco Secure ACS DR U o —EFHMHEE A H L TIT 9 DN i
TY, SGACLARY v —%FEHT (DFV r—hNi0) RETDHITIE, v—/~X—2ACL &%
L, B—/L_X—2Z ACL # SGT O#iHIZ A FLET,

)

GE)  CiscoISE £721Z Cisco ACS H X A F I v 7 IZF v ru— KENTZ SGACL R v—id, #E
DFFRESNERY O— LD bELEESNET,

IPvd SGACL /R!') L —DEXTE & A
A\

G¥) SGACLBLIUOm—LR—ZXF7Z7¥Rarbr—/,L J AL (RBACL) ZRETHHE. 40
ftx7r7®vAxrarba—nU AL (ACL) 7V T7 7 Xy hTHEILERH Y 7,

FIE
AR NFERERTIVa Y ]3]

AT w71 |enable FiHE EXEC E— RE AR LET,
{5 NAT—=REANLET EREnis
Device# enable ) .

AT 72 |configureterminal rua—s\ L ary 74 F¥al—ig
%l - E— NEBABLES,
Device# configure terminal

25w 73 |ipaccesslist role-based rbacl-name H—/L_X—ZD ACL Z{Ek L T, n—

{5 N_R—ZAACL2> 7 4 Fal— g
T FEIBLET,

Device (config)# ip access-list
role-based allow_webtraff

AT 7 4 | {[ sequence-number] | default [ permit| |RBACL 7 7t RA =2 pua—/L =
deny | remark} ~Y (ACE) #fELE7,

Bl - PRGN & 7 722 YA R 2v 7 ¢
Device (config-rb-acl)# 10 permit tcp | X o L —3 g2 F— R CHEHAIFER =
dst eq 80 dst eq 20 '?‘/]\}SJZU\ﬂ‘7°‘\/§i‘/@j(E.ZB§7\7§f\ 2
fRIB LU 4 —/v RS LT
ATEET,

. LX) T4 UIL—TFACLKY >—DHE



| e%2u7490—F ALK S—DBE

ipvaseacL £ o —oiz L Em |

AU RFERETOVa Y

B8

Enter ¥— %L CACEZET L., IRD
FlEZBAE L £,

WD ACE a2~ FEZIIF—TU— NiZ
PR—FEINTWVEREA,

* reflect
- evaluate

* time-range

ATy Th

exit
1 -

Device (config-rb-acl)# exit

H—/LX—ZAACL 27 4 F =2 b —
varyE—REHKTL, Fe—UL o
V74X 2lb—varyE—RNIREYE
D

ATvT6

ctsrole-based per missions{default | [from
{sgt_num| unknown} to {dgt_num|
unknown }] {rbacls| ipv4 rbacls}

1 -

Device (config) # cts role-based
permissions from 55 to 66
allow webtraff

SGT & DGT # RBACL (231 FL &%
T, ZODOFFEIL. CiscolISE F 721 Cisco
Secure ACS TRt E SNTFFrl~ MU v

J AT =B EANTTTHZ LITBTNE
7

e F TN T T HL NOERR Y X
F

e sgt_num: 0~ 65,519, &EC7V—
THRT,

« dgt_num: 0~ 65,519, B/ v—
THET,

« unknown : SGACL N tF U T 4
TN—7 (KExEiidsmit) =5
ETE /Wy M s E
j‘o

«ipv4 : KO RBACL R IPv4 T 5 =
LERLET,

* rbacls : RBACL D4 Fij

ATy T1

end

1

Device (config) # end

Ja—m ) ary7 4 Fal—iar
EF— N&#T L. FiHE EXEC E— FI
RO ET,

ATvT8

show ctsrole-based per missions

1

(fEE) RBACL & EIZXT HHEREFE
ZT—\‘ Ljﬁj«o

tXxal) T4 JIL—TACLKRY >—DEE .



B rsseacL iy L -0

tFa T4 HL—TACLKY —0%E |

ARV RFERETIVa Y

B8

Device# show cts role-based permissions|

ATvT9

show ip access-lists {rbacls| ipv4 rbacls}

1

Device# show ip access-lists
allow_webtraff

(FE) T+ _XRTORBACLE - ITfEES
U7~ RBACL @ ACE #F R LE 7,

IPv6 SGACL /R') > —DEXTE

IPv6 SGACL R U ¥ — % FEITHRTET DITiE,. ROEEEITHNET,

FIE

ARV RFERETOVa Y

B8

&

enable
1 -

Device# enable

¥ ME EXEC E— R&2ANZ L £,
NAT—REANLEST @RS

) o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR) a7 4 F¥al— g
E— FEBBLET,

ATvT3

ipv6 access-list role-based sgacl-name

1

Device (config) # ipv6é access-list
role-based sgaclname

4, Biifsh & IPv6 SGACL Z1ER% L T, IPv6
2— )l _X—ZAACL27 4 X ol —
Tay B— RERBLET,

ATvT4

{permit | deny } protocol [dest-option |
dest-option-type {doh-number | doh-type} ]
[ dscp cp-value] [ flow-label fl-value]
[mobility | mobility-type {mh-number |
mh-type} ] [routing | routing-type
routing-number] [fragments] [log |
log-input] [ sequence segno]

1

Device (config-ipvé6rb-acl) # permit 33
dest-option dscp afll

RBACLOT7 7 & A 2 ha—)L =
U (ACE) ZHEELET,
WELARMTEX T 72 YR N a7 4
Fal— gy EB— RCHERTRER2
< RBLXOET T a v OXRES A, %
BB LU%EH T +— /v REEIK LT
HTxF7,
WD ACE o< FEEEFEF—U— ik
FR—FENTHEREA,

* reflect

 evaluate

* time-range

. LX) T4 UIL—TFACLKY >—DHE



| e%2u7490—F ALK S—DBE

FHTSCACLKY v —%EAT 5% [

AU RFERETOVa Y

B8

ATy TH

end

1

Device (config-ipverb-acl) # end

IPv6 B —/LX—ZAACL 27 4 ¥ =
L—3 3 E— RE#&T L, ¥HEEXEC
T—FIZRED £,

FH T SGACLKR') > —

ZERT SAE

FHITSGACL RNV v —%#EHT5121%, ROEEEZITONET,

FIE

ARV KRFERERETY Va3 Y

=)

ATy T

enable
51 -

Device# enable

¥itE EXEC E— FE Az LE T,
RAT—REANLET FEREIN-%

) .

ATvT2

configureterminal

1 -

Device# configure terminal

Ja—_ ) a7 4 Xal—T g
E— NLBABLES,

ATvT3

ctsrole-based permissions default [ipv4 |
ipv6] sgacl-namel [sgacl-name2
[sgacl-name3 ...1]]

1 -

Device (config) # cts role-based
permissions default MYDEFAULTSGACL

77 %)V SGACL #fgEL £7, 7
T v b AR I IR AR Y v—
NEETL &SRV T 4 T V—TFD
Mz WgGEa Iz & ET,

ATvT4

ctsrole-based permissionsfrom
{source-sgt | unknown} to {dest-sgt |
unknown} [ipv4 | ipv6] sgacl-namel
[sgacl-name2 [sgacl-name3 ...]]]

1

Device (config) # cts role-based
permissions from 3 to 5 SRB3 SRB5

EETEX=2 VT 4 Zv—7 (SGT)
st X 2 VT 0 7 v—7 (DGT) I
#WHJ 5 SGACL Z#f8E L £,
source-sgt & dest-sgt DOfEFEHIF 1 ~
65533 T9, 7 74/ hTiX, SGACL
ILIPv4 THDH ERBRINET,

«from : %{E7C SGT #H5E L £,

cto: st Xa VT4 SNV —TmIE
Hﬂi‘[./ij‘o

« unknown : SGACL k¥ = U7 ¢

TN—7" (EEITCEITNgE) &5
ETERNAry MO ShE
7T

tXxal) T4 JIL—TACLKRY >—DEE .



tFa T4 HL—TACLKY —0%E |
B scackuo—ozw

avYRFERET7IOI Y BRI

GE) ACS ML ENICH 7 v m—
K& 72 SGACL iRV v —
X, BAEOTFERY —X
D HEEEINET,

ATy 75 |end b Sy % s
{5 F— RZ#&T L. ¥ EXEC £— FIC
ED i—g—o

Device (config) # end

SGACL K —D &K«

CiscoTrustSec T /3A A 7 L F oIy )L AAA DRER. RiE— "—hb Ao — X
727>, £ FENCTRIE S 7= Cisco TrustSec SGACL AN U > — & #iFE C& £ 47, Cisco TrustSec
I, A F =T = A AT HFEER L OFFR], SXP, E72ILIP 7 R L AL LT SGT O F-#)
Ty EUTICE S THLWSGT 28354, SGACLARY v —%2F v ra—RLET,

F—U—REHEHALT, Fr~v b 7 AORHELIT—HERRTEET,
cfrom F—U—RFZ2EMT L FA~ Y w7 ZADNT LANFIRSNET,
ctoF—U—RFRZEBTL L, FAl~ M) v 7 ZDITHRERENET,
cfromB LR toF—V— FE2AMT DL, FFaf~ M) v 7 ARKBRERINET,

sfromBLPtoF—U— FRBEEINTWBEE., #Frf~ MY v 7 ZA0nE 1 DO®IVINE
REN., details®F— U — FEAEHTx %1, dealsh A1 EN=5HE. 1 2D% /LD SGACL
D ACE BRFERINFET,

SGACL RV v —DFFr[~ U 7 AONEEFRT DHITIE, WOEEEZITTWET,

FE
ARV RFERIETI a3 Y B#J

AT w71 |enable HHE EXEC T— RZAMIc L £,
i NRAT—REANLET FERINZ
Device> enable &) .

R T 72 |show ctsrole-based permissionsdefault |57 4+~ RY 3 —DSGACLD Y & |k
[ipv4 | ipv6 | details] ERRLET,
I

Device# show cts role-based permissions|
default MYDEFAULTSGACL

. LX) T4 UIL—TFACLKY >—DHE



| e%2u7490—F ALK S—DBE

gHon—kEhiSGACLKY v—nUTLyia |

AU RFERETOVa Y

B8

ATvT3

show ctsrole-based permissions from
{source-sgt | unknown} to {dest-sgt |
unknown}] [ipv4 | ipv6 | details]

il -
Device# show cts role-based permissions|
from 3

KExLxtx=2V 74 Zv—7 (SGT)
Lsitit® 2 V7 4 7 0—7 (DGT) (2
A9 % SGACL #45E L £,
source-sgt & dest-sgt OEFFHIL 1 ~
65533 T9, 7 74/ N Tid. SGACL
IEXIPv4 ThH D ERBREINET,

« from : %&{EC SGT ZHRE L £,

sto: st X2 VT 4 T N—T R IR
ELET,

s unknown : SGACL 3% = U 7 ¢
TN—7 GREICERITSE) &5
ETERWAT Y MOEH SN E
7

ACS HEIIZH T v a—
K &7z SGACL AR U v—
X, BAOFERY —X
DbHEESNET,

GE)

ATV

exit
1 -

Device# exit

Bt EXEC E— RAEKTLET,

Ayoa—kEhi=SGACLRY2—D T Ly

FIE

aAvY RFERIEFT7II Y

=)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— FE AL £,
NRAT—REANLET (FERIN=H

/E[\) o

ATy T2

ctsrefresh policy {peer [peer-id] | sgt
[sgt_number | default | unknown]}
{5

Device# cts refresh policy peer
my cisco_ise

FRRET— /=B D SGACLAR Y & —D
BIRFY 7 by v a 2 ST LE TS

. peer-id MEE XN D LA, BEX
NI ETEHRIZ #5248 Y o —72
TRV 7y radiEd, §T
OET RV —%EEHT DHITIL,

tXxal) T4 JIL—TACLKRY >—DEE .



B scacLxy s —omEs

tFa T4 HL—TACLKY —0%E |

ARV RFERETIVa Y

B8

ID #35E L7\ C Enter 1 L £
TO

s SGT BZBEENRESNTWDEHA.

Z D SGT IZPET AR Y 2 —721F
DY 7y iadEd, 93TD
X2 VT4 TN—T X7 K
=%V 7Ly adHITiL, SGT
F5wEEE I Enter 2 L F
T 774NV IR —%Y T Ly
2T HITIE, default ZER L F
T, FAZRKRY =2V 7Ly ia
4 5121%. unknown Z 38R L £,

AT v 73 |exit
1 -

Device# exit

¥t EXEC E— REKTLET,

SGACL 7R 1) > — D EXZ TE

D7 a Tk, SEIFERSGACK R > —DREFZRLET,

5 : SGACLRY) > —DEAD T O—/\ILIEHRE

WIZ. SGACL RV > —uH % 7 a— S )VZHENCT 502~ L9,

Device> enable
Device# configure terminal

Device (config) # cts role-based enforcement

Bl : A28 —Tx4XBF=Y D SGACL K1)

DERADAEE

WIZ, A v B —TxA AT EIZSGACL R Y > — DM AN T A0 A2 R LET,

Device> enable
Device# configure terminal

Device (config) # interface gigabitethernet 1/0/2
Device (config-if) # cts role-based enforcement

Device (config-if)# end

. LX) T4 UIL—TFACLKY >—DHE
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iy

| E%2UF49L—FACLKY >~
1 : VLAN (=33 5 SGACL KU v—naRoamt [

5l : VLAN [Zxt9 % SGACL KR —DERD AL

&IZ. VLAN T SGACL RV v —D@EHEZANT 2025~ E T,

Device> enable

Device# configure terminal

Device (config)# cts role-based enforcement vlan-list 31-35,41
Device (config) # exit

5] : SGACL E=%—E— FDFHETE

KIZ, SGACL E=H —F— R&RET 62 RLET,

Device> enable

Device# configure terminal

Device (config) # cts role-based monitor enable

Device (config) # cts role-based permissions from 2 to 3 ipv4
Device# show cts role-based permissions from 2 to 3 ipv4

IPv4 Role-based permissions from group 2:sgt2 to group 3:sgt3 (monitored):
denytcpudpicmp-10
Deny IP-00

Device# show cts role-based permissions from 2 to 3 ipv4 details

IPv4 Role-based permissions from group 2:sgt2 to group 3:sgt3 (monitored):
denytcpudpicmp-10
Deny IP-00
Details:
Role-based IP access list denytcpudpicmp-10 (downloaded)
10 deny tcp
20 deny udp
30 deny icmp
Role-based IP access list Permit IP-00 (downloaded)
10 permit ip

Device# show cts role-based counters ipv4

Role-based IPv4 counters

From To SW-Denied HW-Denied SW-Permitt HW Permitt SW-Monitor HW-Monitor
* * 0 0 8 18962 0 0
2 3 0 0 0 0 0 341057
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Device> enable

Device# configure terminal

Device (config)# ip access role allow webtraff
Device (config-rb-acl)# 10 permit tcp dst eq 80
Device (config-rb-acl)# 20 permit tcp dst eq 443
Device (config-rb-acl)# 30 permit icmp
Device (config-rb-acl)# 40 deny ip
( ) #

Device (config-rb-acl exit
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Device (config) # cts role-based permissions from 55 to 66 allow webtraff
Device# show ip access allow_webtraff

Role-based IP access list allow webtraff
10 permit tcp dst eqg www
20 permit tcp dst eqg 443
30 permit icmp
40 deny ip

Device# show cts role-based permissions from 2 to 5

Role-based permissions from group 2 to group 5:
srb2
srbb
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Device> enable

Device# configure terminal

Device (config) # cts role-based permissions default MYDEFAULTSGACL
Device (config) # cts role-based permissions from 3 to 5 SRB3 SRB5
Device (config) # exit
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Device> enable
Device# show cts role-based permissions from 3

Role-based permissions from group 3 to group 5:
SRB3
SRB5

Role-based permissions from group 3 to group 7:
SRB4
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