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o [IATEHES
FToIA4 VEWIE. AT~y R, Ar Y a—2k, ~VAET=HX Y T ERMICSOEET
xFT, 2“/77/ KRB, CLINGEITINET, AFrya—LIn-2Wix. #hfEdbo
P N =TT NA ARG INTND & &I, 2—WEE L7-MR E 721358 E Lk
WCEITENET, ~"NAE=HX I UTE, RNy 7700 RTa—FREE LR THRITS
NET, ~NVAE=HY 7T A ML, T A MIESWTI0, 100, F7201% 150 B 2 L I2ET
SNnFET,

FoTAUBERE LD E, FEITRMT A MEBMBLIZY, TAMEREZFRLIZD T
EFET, T, TRAARAEFREFAA TFAF v TITHRESINTWAT A MOfEE, BLO4 T
WHEATENT2WT A ML EHRTE £,
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Generic Online Diagnostics (GOLD)

\}

o541 vpHoge |

GE)

« TARDFTH, R—FEWNHMIINL—T L TARNVRAT A REITWET N,

U TA VBT A N A R —T NI T BRI

W2, v Y—naX A f—

Tz LT

j‘/\wco)gikﬁi:)( \\/‘E‘—:\/\\%%% L//C< fiéb\o

SR T

T4 I NT A MERICEEEHZDZLNHDHTD, TXTOR—FRT Yy hFDT

INFT, A v FEEFRBBIIRTZD

2. AA vy FaY)r—RFLRThERY ¢
o AA v Fa)u—RKFdavr FEANTL L,

ar 74X al—TarERETSH

MEIPEBEINET, I 7 4 Fa b —T g VHREFELRENTL XN,

MDET 22—V ETTRAMEEITLTWAEA, TA MBI, BT LEDL, TV a—

NED Yy NTOBENRDH Y £,

TestPortTxMonitoring

DT A BRI, AT —F AR UP DT /A RIS I N TWAHE Ry hU—7 R — b

DEES

LT, &
/AN

DT —
TLES. #7.
— " RRAZ 7 LTWRNT

ZDOT A MTIL,

TEET,
diagnostic monitor interval 3 J Of diagnostic monitor threshold =~ > K& ZNEN AT L T,

BINANT T 4y 7 EBRICE=42—LET, ZOT A ML A— b
D13 YN

ASICL )LV TR VA T —

LEMERLET, 7R FTlisyslog A v — VR
=—Y—{¥ Cisco I0S Embedded Event Manager (EEM) Z il L TIEIET 7 v a & 54T

ReEEfR & LEWEZRE L T, 7 A R TiX, 2N v % %E{53 5 Cisco Discovery Protocol
(CDP) 7 hanZFHLET, 7A MITS I EICE TSN, BELEWEIZT 741
FCSICRESNTVET,

B B
TAARATTTATELNE ) VT ARTTT A |\ TAARATTT 4T

.

HELE IR TAE=T LN TS IEE N,

T 7 AL Eg

®THDOY U —R

Cisco IOS XE Everest 16.9.1

& IEALE

A= M
E—VERRLET,

BEENNIEA LTz 2 & 27”7 syslog A v

N— R =T FAR—Fh

A= RN W 2 D EEDTRTOE
a—)b
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TestUnusedPortLoopback

DT A M, EfTREICA—AAINRNS T ES 22—V EEV 2 — DRy T —T R— MNEDOT—
ARG EMICHER L, ZEXRY NI =0 A X —T 2 A AR — "R3By 7 SHTHDH0
EonEYWLET, ZOTARTIE, LA¥2037y MIT A PR—FBLORA—31
P DA RNy RR— MIBEM T DN VLANIC 7 T v T 4 v 7 SsnvEd, X7y
MITAMR—=F HNZL—T N7 LT, AL VLAN DA—SA P2 P UNZREY £97,

ZOTA NI, F—TARERISNTWDNE D NCBRRL . REHO (EFHEOX T,
DEVR—RIRT Yy MU ENTWD) Rry hT—TR— N TORFETSN, A— b
D1IIUPLANICETLET, ZOTANME, BUEDASICIZ ) VT A AT T T 47 V—"
Ny 7 TARIRRWS, RAELTHEHAIN, 60T EIcE TENET,

B B

FARATTTATENT ) VT ARTTT 4 NI VT ART T T 4T

N

TR F =Tz LW TL &V, CPU 4
RBOA LT, ZoOF 2 MIBELZHERET 5
7~ OICHBIEICT 4 BE—T7 T 0 £,

i
hl

F 7 F b F

BHIDOYU U —2A Cisco [0S XE Everest 16.9.1

fEIEALE A MTBEENRA LT 2 & Zord syslog A »
vt —VEFRLET, A=A PF D
PSADED 22— TliE, TXCTOHR— 7 —
TIEENRBE LGS (& 21X, A—F
ASIC Z L ITHKIE 1 DOR— T, T3TD
R— M ASICOREE L WM& 0 £ < EENE
ELESRE) . T4V DOT 7 a3 TR
EVa—AN) Ly hER, Ve k&2
[Tolob L ITEY 2 — IV OBER LAY LET,

N=RT =T FBR— AN NP 2V B FLTNTOE
Va—/

Too4 VDR ERE
j—

TNA A TRITT D27 A M &FRE LT L diagnosticstart £##E EXEC =2~ > RZfEH L
W A N &G LET,

FANZBEBLEL, AN R 20EIRIITEEY A,
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FETAH T A U 2WT A S EBAT 21213, RO EXEC 2~ AL ET,

FIE

ARV RFERETIVa Y B8

R 71 |diagnostic start switch number test {name| Z: |+ 2 F =Bt L9,
| test-id | test-id-range| all | basic | complete| R
| minimal | non-disruptive | per-port} switch number % —U — RiL, A% 7

T A AT R—hEhET,
WONTNNDA T a 2R LTT
A NERECTEET,

1 -

Device# diagnostic start switch 2 test]

basic sname: 7 A NDOLARIZEATILET,
ctest-id: 7 A MDOIDFEZEASLE
j—O

e test-id-range : v A 7T
X5 TT A b ID O#FHZHEE T
AN LET,

al: I _XTOT 2 & L ET,

e basic: AT A b A1 — &L
Lij—o

« complete : 582727 A b AA — k
ZRMR L E T,

s minimal : fi/NREDOT— T v 7T
AR AL —bFEBBLET,

 non-disruptive : / > 7 4 AT 7T 4
T TANAA— FERMBLET,

. per port : AR— RHAZDOT A b A
— ]\%F’aﬁ#bi'ﬁ

- ~ SN =L

A5 VEMDERTE
BWreE=F ) T A X—TNITDHENC, EELEVVESBLIOT A FORBERET H0E

NHY FF,

ZHODRTa1—1) 5

KEDT /NA AZOWTHRE LM, F72138, B, AR TEH UV IA VBE A r P a—
Vo7 Cc&aFEd, Arva—1 T E2HIRT 5 i :l-?/l\@noﬂﬁﬁt%ljjbiff

ANk
\I
4\
\I
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FIR
ARV RFERERT IV a Y B &Y

R w 71 |configureterminal sa—\)aryz 4 Fal—ra v
%l - T RERmLES,
Device #configure terminal

R 7 2 |diagnostic schedule switch number test | EE HIFD A > F~ v R2ET X & %

{name | test-id | test-id-range | all | basic |
complete | minimal | non-disruptive |
per-port} {daily | on mmdd yyyy hh:mm|
port inter-port-number port-number-list |
weekly day-of-week hh:mm}

1 -

Device (config) # diagnostic schedule
switch 3 test 1-5 on July 3 2013 23:10

ffi;:L*—/VIJQE@AO

switch number & —7 — RiZ, A&Z v 7
WERAA v TF I THR—FENET,
#HIL 1 ~8 T,

AV a—NVT 5T A NtRET DG
X, ROA T a v EFEALET,
 name : show diagnostic content =~

¥ FOHINIFRENDT A DA
AT,

» test-id : show diagnostic content ==~
Y FOHNCERENDT A D
ID %% T,

* test-id-range : show diagnostic content
av FOWMNIEREINDT A B
D ID &5 TY,

cdl: ¥ XTOT A KID

s basic : AW A T~ RO
W7 A s &BtE L F£9,

s complete : E272 7 A N AL — |k
R L E T,

s minimal : {i/NEBOT— T v 7T
AN AL — &G LET,

» non-disruptive: / 7 4 AT 7T 4
T TAN AL — B LET,

e per-port : AR— NHEZOT A b A
A—FEBRBLET,

TAMIKDE ATV 2a— L TEE

o

« 45 H : daily hh:mm /85 2 — & & fii
MLET,
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B rxz=zsuvKons

AU RERFTI VI Y B i
« FEE HEE : on mmdd yyyy hh:mm /<
FA=F M LET,

« {38 : weekly day-of-week hh:mm /<
TA=Z &R LET,

— » SO =1 —]

ANJLRA EZRN) DT ZHDERTE
FORA ARBET Oy b =2 I SN TWARIZ, 2 v FITH L~V AE=Z Y v
DT AN ERETEET, B NAE=F ) I T A NOFEITRIBEERELZD, T35 R
A X —T ML, T A MO Syslog A v —VEAERK LD, BEDT A N A %—7
SN TEFET,
FANETF 42— NI TBICIE, I RO noEREASLET,
FI 4N R TliE, ~NAE=Z Y U ET 4B =T A TTR, T, Z2FT 2 S ORI
Syslog A vt —T &K LET,

ANNWVA =B Y TBET A NEREL, A X—T7NCT DI, ROFIEEZFITLET,

FIg
AU RFEREET7TIVaY B
RTwvF1 |enable FiME EXEC E— REAINCLET,
11 e MATU—REZ AN LET (ERE
N E) .
Device> enable
5w 2 |configureterminal JTa— )L a7 4 Xal—a

i - T— REBHBELET,

Device# configure terminal

w73 |diagnosticmonitor interval switchnumber | #8 =D F 2 MIXf L., ~LAE=HF —

test {name| test-id | test-id-range | all} Vo 7 oETRERERELET,
hh: mm: ss milliseconds day
switchnumber ¥ —7U — K%, A¥ v 7

Bl R A A F 121 CH R — f S E

Device (config) # diagnostic monitor o #HITT~8 T

1r;terva1 switch 2 test 1 12:30:00 750 > 2k ?*aij«é%é\&i\ /}/—(@U\j«ﬂ
MOINTA—FEFHLET,
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ANLR EZRY VT BEORE .

ARV FFEREETIVa Yy

E:)

 name : show diagnostic content = <~
Y ROHNIIFERESNDT A D
AHITT,

« test-id : show diagnostic content =
~ Y ROHNZFRREINDLT A B
D ID F 5 TY,

« test-id-range : show diagnostic
content =~ RO AIZFEREN
57 A RO IDFHTT,

call i TATOBMT A b,

MEZEET 2561 kONRT X —
AERELET,
chhimmiss: £=% 1V o 7iEkE (FF
M. 7. ) . FEETE 5%
hh7250~24, mMmEB LW ssH 0~
60 T,

e milliseconds : =% 1 > 7 [HI&
(XU# (ms) ) . FHETE L
FHIL 0~ 999 T,

eday: =4V 7R (B¥) .
FBETX 2&iFHIZ0~20 T,

X w74 |diagnostic monitor syslog FE) ~NAE=F VT TFA D
1) - RILRFIZ A A F 705 Syslog A vt —
AT DR IITHELET,
Device (config) # diagnostic monitor
syslog
X Fw 75 |diagnostic monitor threshold switch FEE) ~"NAF=F—Y T F AR

number number test {name | test-id |
test-id-range | all} failure count count

1 -

Device (config) # diagnostic monitor
threshold switch 2 test 1 failure
count 20

DRILL S WEEZRE L ET,

TAMERET LA ROWTH
MDINT FA—=Z i L ET,
 name : show diagnostic content ==~
Y ROWMNIERRENDET A D
AHITT,
« test-id : show diagnostic content =
~ Y ROHNZFRRENDLT A B
D ID F 5 TY,
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rrs4 vpHngE |

ARV FFEREETIVa Yy

S

* test-id-range : show diagnostic
content =~ > RO IZE RSN
57 A RO ID &ESTY,

cal : TXTOBET A I,

e L & VMl count ICFRE T X A&
X 0~99 T39I,

ATvT6

diagnostic monitor switchnumber test
{name | test-id | test-id-range | all}

1 -

Device (config) # diagnostic monitor
switch 2 test 1

RED~NAE=ZY T T A haA
R—=T M LET,

switch number &+ —7 — NiX, A& v 7
AL v T THR—bFENE
KR

TANERET LA, ROWTH
INDINT A—Z L ET,

» name : show diagnostic content = <~
Y ROMMMIFTRENLET A LD
AHITT,

« test-id : show diagnostic content =
~ Y ROHNZFRREINDLT A B
D ID F 5 TY,

« test-id-range : show diagnostic
content =~ RO AIZFEREN
57 A MO IDFZTT,

cal : TXTOZWT A B,

ATy T1

end
1 -

Device (config) # end

¥4 EXEC £— FIZED £,

ATvT8

show diagnostic { content | post | result |
schedule | status | switch }

F T A BOT A MERB LU0
A= FENBETANALA—FEFRTL
iﬁ—o

ATvT9

show running-config

1 :

Device# show running-config

AN B LE T,
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Z_

v, B

1 -

1 -

1

+o54vpinE=4) 804057+ 02 ||

ARV RFEREEFET7TYa Y B
AT w 710 |copy running-config startup-config (EE) av74Xal—var 7y
B - A IR RAE L E T

Device# copy running-config
startup-config

UIAVEHDE=ZZ2)UITBEIUVAVTFUR
A4

VoM T A DR EH
2

NOLEGEE

WIZ, TAMAEREL TR2HT X b Z2nT 262" L £,

T

Device# diagnostic start switch 2 test DiagPOETest

WIZ, TRTORERZKT A M &BRET 502~ LET,

Device# diagnostic start switch 1 test all

ANILREZRY G TFRMDETE
WIZ, ~VAFT= R —Y T T A RNERETHHZRLET,

Device (config) # diagnostic monitor threshold switch 1 test 1 failure count 50
Device (config)# diagnostic monitor interval switch 1 test TestPortAsicStackPortLoopback

B TRAMDRyDa—1) 0y

WIZ, FFEDAA v TR LT, FFEDOHIFZZWT A NEFITT A2 HAFVa—Y 7
ﬁéﬁéTLiﬁo

Device (config) # diagnostic schedule test DiagThermalTest on June 3 2013 22:25

ROFITIX, FESNTZAA v F THEFFEDORRICZHTT A P2 FEITTHL ATV a—
V73 5hkeRmLET,
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W

Device (config) # diagnostic schedule switch 1 test 1,2,4-6 weekly saturday 10:30

Bl: 4254 VBHDERT

RIZ, AT~ FeMREe £ 02~ LET,

Device# show diagnostic ondemand settings

Test iterations = 1
Action on test failure = continue

WIZ, [EEOZMA N FERRT L6 2R LET,

Device# show diagnostic events event-type error

Diagnostic events (storage for 500 events, 0 events recorded)
Number of events matching above criteria = 0

No diagnostic log entry exists.

wIZ, BT A OB ZRRT L2 R LET,

Device# show diagnostic description switch 1 test all

DiagGoldPktTest :
The GOLD packet Loopback test verifies the MAC level loopback
functionality. In this test, a GOLD packet, for which doppler
provides the support in hardware, is sent. The packet loops back
at MAC level and is matched against the stored packet. It is a non
-disruptive test.

DiagThermalTest :

This test verifies the temperature reading from the sensor is below the yellow
temperature threshold. It is a non-disruptive test and can be run as a health

monitoring test.

DiagFanTest :

This test verifies all fan modules have been inserted and working properly on

the board
It is a non-disruptive test and can be run as a health monitoring test.

DiagPhyLoopbackTest :
The PHY Loopback test verifies the PHY level loopback
functionality. In this test, a packet is sent which loops back
at PHY level and is matched against the stored packet. It is a
disruptive test and cannot be run as a health monitoring test.

DiagScratchRegisterTest :
The Scratch Register test monitors the health of application-specific

integrated circuits (ASICs) by writing values into registers and reading
back the values from these registers. It is a non-disruptive test and can

be run as a health monitoring test.

DiagPoETest :

This test checks the PoE controller functionality. This is a disruptive test

and should not be performed during normal switch operation.

DiagStackCableTest :
This test verifies the stack ring loopback functionality

o
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in the stacking environment. It is a disruptive test and
cannot be run as a health monitoring test.

DiagMemoryTest :
This test runs the exhaustive ASIC memory test during normal switch operation
NG3K utilizes mbist for this test. Memory test is very disruptive

in nature and requires switch reboot after the test.

Device#

54 VI HEMFER

BE&E
BE&EIE B I=aT7ILEA L
TOETHAT A RO Lot | Command Reference (Catalyst 9300 Series
i RO RER, Switches)
Command Reference (Catalyst 9400 Series
Switches)

§ | — ~ EA al §j‘|..|-'-| gAb,‘EE
o4 2R EDBEERER
WOFIZ, ZOFY 2—/LTHATLHEEDY UV —AB LOEEEREZ R~ LET,
TG OREEIL, FRICHIRES N TWRWRY | BASINTY U—RLBEDOTXTOY U —RAT

fECcEET,

)1y—2= HERE HERETESR

Cisco I0S XE Everest *r T4 B FrTA MR A AT D L. T

16.5.1a AET VT 47 2y U= 128 LIz %
E, TAALAON= Ny = THEEEZ T A b
L CHERTEE9,

Cisco Feature Navigator # /4 25 &, 77 v b 74 —LBI RNV 7 F 72T A4 A=V DY R—
MMEWR A R TE £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE3E] 725 7
7EALET,
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