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IPv6 77—k Ry T X171 DEE |
B recosr—xthyT x5BT 2R

«FHS AR Y o —07 & v F SN TP — b3 EtherChannel 7 /L — 71250145 Z &8
TEEH A,

« FHS R Y 2 —|%. EtherChannel 7 /L —7 DA L X—TH LI R— MNCT X v
FITBHENTEET A,

T T AN ETIE, AX—EU T R = lidtF 2T 4 LULOAT—RR3H Y £7,
FDEIRARI—E LT RY—INT IV VA AL v FICERESNDL L, V—F ET21F
DHCP H—_—/J L — kG T BT v 7V 7 R— I PEETEHHR—hE L TRES
NTWTH, IPv6 (DHCPvE) H—sN— 30y MIXT DM IPV6 /L— 2 T RNZ A X
A2 M(RA)FE 7213 Dynamic Host Configuration Protocol (X7 2 v 7 S E ¥, IPv6 RA £7=
(L DHCPV6 ¥—/3— X v &=V ZfF 4 51203, ROFIELZFATLET,

«IPV6RA H— K ARV — (RA DI4E) F721L IPv6 DHCP /' — K &~ J +— (DHCP
P—R= R —VDYR) 27 v 7Y 7 A—MIEHALET,

MMNEF 2T 4 LNV TAX—E VT R —2RELET (& 21E, gleanX°
inspect 72 &) ., L)L, 77 —A MKy 7 X2 VT ORI SENE TV
W, TOEHIRAX—EL T RKY —TiE, KXV T7 0 LAULERETDH D
LB EIO LEFA,

IPv6 TOT77—A bRy T X2 T4ICET 51EH

IPV6 D7 7 —A Rk 7 X2 U7 4 (FHSIPVO) X, RN v —&WEA L X —T =1 A,

EtherChannel f > % —7 = A4 A, £7-IX VLANIZT X v FTEH—HD IPv6 X =2 U T ¢ #
BT, IPV6 Y7 b =T RV —FT—FZ_X—=Z2 P —E T, ZNEDORY) —%RELT
JEALET, RV —%REEIFTLFETHE, RV —BHIY 7 by =T KY v—F—
HR—=ZNRFFEIIEFH SN, FORBELZEBY I ICEAINET, KD IPv6 R 2 —
DBESR— IR THET,

¢IPV6 AX—E LT RY —  IPV6 AX—E L7 KU —%. IPv6 WO FHS T CTx %
FEALOMEZRENCTESaryTF R o—E LTHSREL £,

*IPV6FHS NA U T o 7 T =T N DWNE + A4 v FITHH ST IPV6 KA N—DT — 4
NR—=2 T —T)FIRA RN—EFHE (ND) 7u haL ZAX—E U 7 EOERY — 2 HIE
BENET, COF—FR—ZAEFIA T4 T T—=TNE, V@7 RLA
(LLA) | IPv4 £721XIPv6 7 FL A, BIXURRT—T7 4 7R A4 L7 FEBELIE
T HIDIIRAN—DT VT 4 T ANAL T 4 T ERGET D721, SEZIERIPV6
77— Ki§HE (IPv6 ND 72 &) Ik o TEH SN ET,

o [Pv6 A N—IERBA - IPVOND L, LA V2R ANN—T—T L HNDODAT— KL AH
BRET RVADAAL T 4 o 7%FE L, R#ELE7, IPvOND &L, FiEHTE LA
AT AT T—=TN T —=FRXR=RAERERT DL DIIRAN—REA =T %5 L
FT, HEHLL TORWIPYE R A N—RBEA v —VIIEINET, ND A v E—I0F,
FDIPV6INHATFT 4T 77 EZA 2 hr—L (MAC) ~D~ v B2 7 EEAI R 84
R XD ERRENET,
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| P6T7—2R bRy TE£F1UT 1 DEE
IP6 TOT7—2 Ry T %1y T <8 1% ]

T OMEREIZ L 5T, DAD., 7 RLRER, W—F T4 AANY  RANRN— Fx v all
KT AHBEEIRE D, ND A =X LI EAHDOKETIED W OB S £ 7,

Y

(GE)  F7%h72 Cisco I0S XE Release 16.3.1, ND 1 > A~ o 3 UHERE,
IPv6 AX—VE > 7 RY — IPV6FHS NA VT 4 > 7 T—T )b
AT UV, A vy TFHAEEF 2 U T A BEE (SISF) X—A®D
TNRAARNT X TICE>THHR— SN ET, GBIV T
L. [Software Configuration Guide] @ [Configuring SISF based
devicetracking] MDIAEZ S L T Z &0,

«IPV6 )L—H T RNRNH A XA N H—F :IPv6 b—H T RARXZ A XA (RA) H—FK
e EHT2E, Xy NT—JFBEEIL, Xy NUV—0 AL v F 7T b7+ — Al
BIELEABEEFIIARAERRAT— R A v —C2 7 ny 7 FRI3ESETEET, RA

X, Vo7 CHEE T UL AT AEDIIA—FICL>THEHASNET, RA T — Fiie
. THHDRAZSHT LT, REREDONL—FIZL o TERBEENTZEORAEZ T 4V HF Y
VI LTEBANLET, FARNE—FRTEH, A—FTENAV—F T RRZ A XA FEL—
ZVEAVLI N RAyE—VFIT_XTHFATINEEA, RAT— FEEEIZ, LA Y2734
ADFEEHRE, ZIFELIZRA 7 L—ATRIEESNTZIEHRE B LET, LA V2731
2. RAZL—LEN—RZ VEAL LT N 7L —LDONEEZREELRL LADLETHIEL
7% T, RAZZ=F Y A FERIEIAT v A FDOSELRICHEHRELET, RA 7L —240D
WA DRGE S VWA X, RAIFBFESNVET,

IPv6 DHCP % — K : IPv6 DHCP % — FHEEIX. 7KFB S 4172V DHCPv6 Hh— 3 —35 LTV
L— =V ML DREBLIOT RAXZ A XA N Av—UET7my 7 LET,
IPv6DHCP /' — FiE, A& SN A v =B AL T 4 v T —T N ADLDEBLE
DHCPv6 $—/N—F 72X DHCP U L — 67 — X #2595 Z L BRI E S LT
7RV — RN CAE &7z DHCPV6 — 1" — A vt —U %70y 7 TEXET, ZOHKES
FHT DI, RV —2REL TS o H—T =2 A AEIIVLANIZT ¥ v F LET,
DHCP 47— K /Xy b &T /3y 79 5|21, debug ipve snooping dhcp-guard 54 EXEC
a<vy RNEFEHLET,

IPv6 ) — R JJ— R :IPv4 /) — R Ji— R E[FEEE, IPv6 Y — R F— RIZEETLT KA X
T =T 4 T EBSTEOIC, BERXT RVAZRE TV 7 v 7 AERBGELET,
V—AH— RTIE, EEILERITSLET RLRIZESWT N T 7 ¢ v 7 ZFFA[E713ER
THIEINAN—R T =2T 27 vl I7A5LFET, ZZTE, X5y DT T 4 w7
DI ZAF L F 9,

V—A =Ry NeT 3y 73 5IZ1%, debug ipv6 snooping source-guard £74E EXEC
a<wr REMHFHALET,

WOHFIFHED W S FE T,

« FHS 7R U 2 —Z%. EtherChannel 7 /L —7F D A L N—TH AP EITHHR— MNIT X v
FTHILENTEEREA,
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B rexx—tcvskys—onEsk

cIPV6 VY —A T— RNAA v F R— FTHIR > TV DLIEEIT. ZDOARA v F R—
FNNET DA H—T = A ATNDP 721X DHCP A X —E > 7 Z AN T D HLEEN
HVET, THOLARWVE, ZOR=FDEDTRTCDT—X FT T4 v 73T ayy
SHET,

«IPv6 Y —A H—F KU —% VLANIZEHT 5 2 L3 T, A F2—T=A
A L DHBTHFR—=FENTOET,

e AU H =T 2 A ATIPVABLIWNIPV6 DY — R H— R —fICRET AT, ip
verify source {4 Y |Z ip verify source mac-check O ZHESE L £9°, 2 DD HE72
H74NE YT —)b (IPvd (IP 7 4 V%) FETPv6 (IP-MAC 7 4 V%) H) 23
RESNTWNDIZD, FFEDKR— b D IPv4 B NI S5 ATREMER H W £97,

IPv6 V—A H—KETF LT 4w 7 A H— RIZRFIEHATEEEAL, N v—%A
VE—=T A RANT BB, [T RV AZMER] 750 [FVv7 0 v A%
R T AHMLENIH D E9, ﬁﬁ%ﬁ;#éz%i%@iﬁh

*PVLAN L EETW/ T VT 4 v 7 A H— RIIFREHCEF T £H¥A,

IPv6 55 L4 — ROFERIIZ DUV T, Cisco.com T [Cisco I0S IPv6 Configuration Guide
Library] @ [1Pv6 Source Guard] OFEZZMBL T LIV,

IPv6 LT 4w I AH—=FK:IPV6 T LT 4 v 7 A H— R, IPv6 EETLH — REEREN T
BEL., T3 AN RO PICRERT RUANLRESNZ N T 7 4 v 7 BEESTED
L LET, IPV6 LT 4w T A H—RiE, IPv6 7'V 7 4 v 7 AR DHCP 'L 7 4 v
IAFLEFEHALCT AR (R—L 7= 0o AR2E) [ZETEINDGAICEIEHS
NTWET, ZOEIZ, V2B Y TonzT RLAORBAZBE L, Z O#PHAIC
A TWRWT RLRAEREILETDH NI 74w &2 T ny 7 LET,

IPv6 7'V 7 4 v 7 A T — ROFEMIZ OV TIE, Cisco.comT [Cisco I0S IPv6 Configuration
Guide Library] @ [1Pv6 Prefix Guard] DEZZH L T 7Z 30,

« IPV6 56550 — R @ IPv6 58 5E 4 — REEBEIL. IPv6 %A N—IERTEMEL, V7 ETT 2
FATTHHEHBENTNAT RLRIZOWTDI, T/ALART RLRAERHRLE
T TRLVAZ V== JBRBIIKFEL T, V7 BT 27 4 73 _XTO5ke % A
VT AT T=TMIGEAL TS, ST 4 T T—T VTN RN S o
T XIZEITENAMRE Ty 7 LET,

IPv6 %656 77— RIZBA3 2 5EIZ- DUV Tid, Cisco.com T [Cisco IOS IPv6 Configuration Guide
Library] @ T1Pv6 Destination Guard] D#EZZH L T 7ZE WY,

IPv6 A X—E 2T KR O—DEEHIE

IPv6 A X—E L 7 RY —REITIEIEESNE LT, 2~ FIZICLICE RSN, RETEET
B, ROVICAAL v THEEX=2 VT #HE (SISF) X—ADT /A XBHMEREZEHT 2 =
LAEHERELET,

IPv6 AX—E 7 R —%BRETHIZIE. Fi#HE EXEC T— RTROFNEEZFITLET,
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1. configureterminal
2. ipv6 snooping policy policy-name

s 2 —E > Ky o—onEss |

3. {[default ]| [device-role {node| switch}] | [ limit address-count value] | [no] | [protocol {dhcp |
ndp} ]| [security-level {glean | guard | inspect} ]| [tracking {disable [stale-lifetime [seconds |
infinite] | enable [reachable-lifetime [seconds | infinite] } ]| [trusted-port ] }

4. end

5. show ipv6 snooping policy policy-name

AU RFERETIVa Y

E:)

AT 71| configureterminal Ju—)Lar7 4 ¥ab—ay E— NEBA
5l LETS
7 /34 A# configure terminal

AT 72| ipv6 snooping policy policy-name AX =V TR —EAER L, IPV6 AX—E 7
151 - R)—ary74FXalb—ygr F—RIBITL
. o . . ESE
7 /31 A (config) # ipvé snooping policy
example policy

A7 73| {[default ] | [device-role {node| switch}] | [ limit F—H T RLVA T == T %ML, S£&

address-count value] | [no] | [protocol {dhcp | ndp} ]|
[security-level {glean | guard | inspect} ]| [tracking
{disable [stale-lifetime [seconds | infinite] | enable
[reachable-lifetime[seconds| infinite] } ]| [trusted-port

1}
1 -

7 /34 A (config-ipv6-snooping) #
security-level inspect

1

7 /34 A (config-ipv6-snooping) #
trusted-port

FREMFICH L TA v E—UFREIEL, AvE—
DXV T 4 LV ERELET,

o (£E) default : 9 _XTCET 74NV M AT 3
VICERELET,

« ({LE) devicerole{node]|switch} : A" — Tz
BESNIET A AORHEHELET, 774
/v i node T,

¢ (f£E) limit address-count value : Z—% > k
TEITEHRENDT RLAEERIBEL 9,

e (fFE) no: =~ REWEGICTHH, £720F
FOT 7V MIERELET,

« (f£&) protocol{dhcp | ndp} : S3HTr D=2,
ARXR—E U TRRICED T hark ) X4 L
7 NT O ERELET, 774/ ME, dhep
BXOndp TY, T 74/ MEEFET BT,
no protocol =~ > RafiH L £,

« (f£&) security-level {glean|guard|inspect} : =
DRI > THAEN2EF =2V T4 DL
NERRELET, 774V MEguard TT,
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BV R)—FA B —DT A RIZTE2YFTDHE

IPv6 77—k Ry T X171 DEE |

ARV RFERETIVa Y

B8

gean: A vy E—UMNHT RLRAEIUE L,

My HERETIINA T 4 v T—T NI
ADLET,

guard : 7 RLAZIEL, A vE—T %
HLET, EHIZ, RAB LV DHCP #—
AvbE—VEELSLET, BT 74 b
DA T a T,

ingoect : 7 RLAZEINEL, AvE—TD—
B AR RRGEL C, 7 KL ADFTEHER
wHLET,

« ({EE) tracking {disable|enable} : & 7 4 /L k
OEBENEE EFEE L, BT Y 3 EREE
Lij‘o

« ({EE) trusted-port : G TX HAR— M &% E

LET, ZHICKY, 4 T24—5 > MTxt
THHT—RKBRT =720 £4, (T
TOR—FERBALTEHEINTAS T 4~
%, D EDR— M EREH L TFEE SN
AT a4r7 k0 bEEINET, 77 W
W MU ZERR L T D & X ICEZERFEA L
A, BETELR— MBI ET,

ATv74

end

1 -

T/3A A (config-ipv6-snooping) # exit

a7 4 X2l — g F— RO EMEEXECE—
RIZREY £79,

ATy Th

show ipv6 snooping policy policy-name
fil

7 73A ZX4show ipvé snooping policy example policy

AX—E T R =R EEF R LET,

RDBRY

IPv6 ZAX—E T RYUS—% A B —T A AFETZITVLANIZT Z v F LET,

IPV6 AX—E T R)O—F A F3—T A RIZTTEY
F9 A

A B —T x4 ZAFTILZVLANIZIPV6 A X — 'L 7 R o —% T X% v F T 5121, HHEEXEC

FT— FTROFINEEZFITL TSV,
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1. configureterminal
2. interfaceInterface type stack/module/port
3. switchport
4. ipv6 snooping [ attach-policy policy_name[ vlan {vlan_id| add vian_ids| exceptvian_ids| none
| remove vian_ids}] | vlan {vian_id| add vian_ids| exceptvlan_ids| none| remove vian_ids| all}
]
5. do show running-config
FIED F¥H
ARV KRFERRETI a3 Y B#J
AT w 71 | configureterminal Ja—xN) ar7 4 Xal—iay T— REBLG
15“ : Li‘g—o
T /3 A# configure terminal
Z 5w o 2 |interface Interface _type stack/module/port AVE =T A ADFATEINID ZHEEL, A
i - VH—T AR AT 4 Falb—alE—RNE
Bt L E7,

F3A A (config)# interface gigabitethernet 1/1/4

R T 7 3 |switchport switchport E— N & Bilts L £,
i - G¥) AV HE—T A ANLA¥3IE— KDY
T XA A (config-if) # switchport /EI\&:\ VAV2INRTA—=RERETHIZ

&, NI A= ZFRER T switchport
A H—T oA AT 4 Fal—3
vavwU REANL, AV E—T A
AL AY2E—RNIZTOHLENRDHY F
T, ZAUCED, A F—T oA AR
WoltAvyy N LTHLEHER
720 A B —T oA AN LT
WDT A T D A v E—URERR
SINLHZERHVET, LA YIE—F
DA VHE—T A A% LA Y¥Y2EF—FIZ
L7e%E, BBOHDHA v F—T A4 R
(BT 5 AR Os% E G s H T 5 Al
REMERHY, A F—T oA RIT 7 *
L REREIZRY £9, switchport 2327 ¢
Xal—2gryE—RFRCiHavr 7
o7 M (config-if) # EFRINFE
R
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B r6xx—E2Y Ky S —% LA v 2EtherChannel £ 8 —T T4 RIZT7 8 v FF ik

AR FERRTIVa Y Sl
R 7y 7 4 | ipv6snooping [ attach-policy policy_name[vlan {vlan id| f o % —7 = f R F /32 DA F—T = A A LD
| add vlan_ids| exceptvlan_ids | none| remove D VLANIZH A X A IPv6 AR —E L 7 AR S—

vlan_ids}]|vlan {vlan_id| add vlan_ids| exceptvian_ids BT HFLEF. FIANREY B H—
| none| remove an ids|all} ] T A AT K v FFBICIE, attach-policy F— 7 —

fi K& FgEH91Z ipv6 snooping =~ > R&fEH L £
T/3A A (config-if) # ipvé snooping T TIANERY) =" H—T = A LD

VLANIZT # »F 3 5121, ipv6snoopingvlan =~
. VREMALES, T4 REY ik, k¥
5 3{ % (config-if) 4 ipvé snooping attach-policy | J 7 A L/ guard, 734 A m—/L node, 7’1
example_policy R =V ndp % £ Ot dhep T,

or

7 /84 A (config-if)# ipvé snooping vlan 111,112
or

T3 A (config-if) # ipvé snooping attach-policy
example policy vlan 111,112

A7y 75 | do show running-config A B =Tz A AT 4 Fal—arET—F
il - BT LRNT, RY—PHEDAS ¥ —T A

AT EFENTWAZ L EHERLET,

TS A (config-if)# do show running-config

IPv6 X X—E >4 /R') > —% L A v 2 EtherChannel 1 >
B—T A RIZTRAYFIBHAE

EtherChannel A > % —7 = A AE£7-1Z VLAN [Z IPv6 AX—E L7 RU > —%2T X% vFT 5T
L. Fi#E EXEC £ — RCTIRDOFIEEZFITL T Z S0,

Flg
ARV REEEFET7IV3 Y B
X w 71 | configureterminal sJau—)Lary7 4 Xal—ay T— REBHG
15“ : Lij—o
7 /34 A# configure terminal
AT w 72 |interfacerange Interface name EtherChannel D {ERSEFIZE| Y YT H7-FR— F F+
#l - KN A B =T oA ADLHIERRELET, 1~
H—TxAf A 74 X2l —Tart— K%

F/3A A (config)# interface range Poll

PR L £

B P67 bRy T X2 T OHEE



| P6T7—Rbiky T EF2UTAOHE

IPv6 RXR—E L5 K o—%E VAN (25 O—n L7 8 v FT o555 [

AU RFERETIVa Y

Evhk A B =T oA ALK A T REHEHIZS
f89~%121% do show interfaces summary

avr RE#FEHALET,

ATvT3

ipv6 snooping [ attach-policy policy name|[ vian
{vlan_ids| add vlan _ids| except vian_ids| none|remove
vian_ids| all} ]| vlan [ {vlan_ids | add vian_ids|
exceptvlan_ids| none | remove vlan_ids| all} ]

fi

T /3 A (config-if-range) # ipv6é snooping
attach-policy example policy

or

7 /34 A (config-if-range) # ipvé snooping
attach-policy example policy vlan 222,223,224

or

T /3A A (config-if-range) #ipvé snooping vlan 222,
223,224

IPVO6AX—E TR " H—T A ZAFT]-
IFDA v F—T A A LOBEDVLANIZT & >
F L £, attach-policy =7 v a V& H L2
B TIHNVE R =T H v FINET,

ATv74

do show running-config
interfaceportchannel_interface name

1

T /3A A4 (config-if-range)# do show running-config
int poll

A T4 X2 L— g E— REKRTLARWVWT, &
U —MNEEDA B —T 2 A AT ZvFENT
WABZ EEMRLET,

IPV6 R X—E T 7R —ZFVLANIZS O—/N\JLIZT Z v
FIB5AE

FIEDHE

DA B —T 24 A2 DO VLANIZIPV6 A X —E L 7 R —%T X v FT 511, Fikk
EXEC E— R CIRDOTFNEZEITL T IZE,

configureterminal
vlan configuration vian_list

Wb

do show running-config

ipv6 snooping [ attach-policy policy_name]
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IPv6 77—k Ry T X171 DEE |

ARV RFEEETIVa Y

=)

25+ 71 | configure terminal a3y T 4R e b—y gy E— R
15“ : L/i—a—o
T /3 A# configure terminal
R T 72| vlan configuration vian_list VLANA v X —T = ADAL T 4 Fal— g
Bl - T—RNEBBL, IPV6 AX—E 7 R v—%7T
o . . . %5475 VLAN ZfE L7,
7 /3 A (config)# vlan configuration 333
R 7w 7 3 |ipv6 snooping [ attach-policy policy_name] FTRTOAL v FBIOARY v I A F—T = A A
i - T, IPv6 AX—VE 7 KR —%$E L7- VLAN
)t % (conFigovl - _ 27 X% v F LE, attach-policy 47> = > & ff
TN conrig-vlan—conri ipv snoopin — o N N
attach-Policyg examPle_PolgzILcY : o LRV, 774/ bR =T Sy F Sk
T, T4 MR —F, EFa VT4 LUL
guard, ¥/3A A m—/,Lnode, 72 h=/Lndp B &
Wdhep T9,
AT w 7 4 | do show running-config Ao B =T 2 A AT 4 Fal— gy F—K

1 -

T /3A A# (config-if)# do show running-config

BT LRWT, AU —REEDVLANIZT Z v
FENTWLZ LR LET,

IPv6 /N1 VT 42T T—JILORBEZRTET HAHE

IPV6 NA T 4T T—T ) AT oY EHRET DL, FiHE EXEC ©— R TRO FIEE E

FIRDEE

ITLET,

1. configureterminal

2. [no]ipv6 neighbor binding[ vlan vian-id {ipv6-addressinterface interface type stack/modul e/port
hw_address [reachable-lifetimevalue [seconds | default | infinite] | [tracking{ [default | disable] [
reachable-lifetimevalue [seconds | default | infinite] | [enable [reachable-lifetimevalue [seconds
| default | infinite] | [retry-interval {seconds default [reachable-lifetimevalue [seconds | default

| infinite] } ]

3. [no]ipv6 neighbor binding max-entriesnumber [ mac-limit number | por t-limit number [ mac-limit
number] | vlan-limit number [ [ mac-limit number] | [ port-limit number [mac-limitnumber] ] ] ]

4. ipv6 neighbor binding logging
exit
6. show ipv6 neighbor binding

o
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Ipvs 1 —FERigE Ry —oiErE

ARV RFEEETIVa Y

=)

ATy T

configureterminal

1 -

T /3A{ A# configure terminal

Ja—r )L ar7 4 Xalb— gy T— RaBith
L/i—a—o

ATy T2

[no] ipv6 neighbor binding [ vlan vian-id {ipv6-address
interface interface type stack/module/port hw_address
[reachable-lifetimevalue [seconds | default | infinite] |
[tracking{ [default | disable] [ reachable-lifetimevalue
[seconds | default | infinite] | [enable
[reachable-lifetimevalue [seconds | default | infinite] |
[retry-interval {secondg default
[reachable-lifetimevalue [seconds | default | infinite] }

]
1 -

T /3A A (config)# ipvé neighbor binding

NA VT 4 T T—=TNT—=HRX—=RZAXT 4 v
g RN EBMLET,

ATvT3

[no] ipv6 neighbor binding max-entries number [
mac-limit number | port-limit number [ mac-limit
number] | vlan-limit number [ [ mac-limit number] | [
port-limit number [mac-limitnumber] ] ] ]

1

T /3A A (config) # ipvé neighbor binding max-entries
30000

NAVTF 4T T—TIN Fxy v a|THATED
T M) DORREERELET,

ATvT4

ipv6 neighbor binding logging
1 -

T /3A A (config) # ipv6é neighbor binding logging

NRAVT AT T—TN AL AR b X
T HBIMI L ET,

ATy 75| exit FH— L AT 4 X al— gy B— REKT
f5l - LT, /—& ZfE EXEC E— RIZLET,
FNA A (config) # exit

R 76 | show ipv6 neighbor binding RAVF AT F—TNONKEFRLET,

1 -

7 /34 A# show ipvé neighbor binding

IPv6 A N—RBERER) —D

FiME EXEC E— R b,

B E A7k

IPv6 ND MR U o — & BE T 51213, IROFIEICHE > TITZS W,

P6 77— bRy T X2 )T 0%EE |
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FIEDHE
1. configure terminal
2. [no]ipv6 nd inspection poalicy policy-name
3. device-role {host | switch}
4, limit address-count value
5. tracking {enable[reachable-lifetime {value|infinite}] | disable[stale-lifetime {value| infinite}]}
6. trusted-port
7 validate source-mac
8. no {device-role| limit address-count | tracking | trusted-port | validate source-mac}
9. default {device-role| limit address-count | tracking | trusted-port | validate source-mac}
10. doshow ipv6 nd inspection policy policy_name
FIE D
AV RFERETI 3y B#Y
25w 1 |configureterminal Jau—N)Lary7 4 Xal—ay T— REHB
1 LET.
7 /31 A4 configure terminal
ZF w72 |[nolipvé nd inspection policy policy-name ND#AE A Y v — 4 & HE L, NDREKY v — =
i - Y74 X2l —vary = FERBLET,
7 /3A A (config) # ipv6 nd inspection policy
example policy
RT7w 73 |devicerole {host | switch} R— MR S TN DT A ZADOEEIZHEE L %
4 - T, 7 74/ MX host T,
T /34 A (config-nd-inspection) # device-role switch|
Z5w 74 |limit address-count value 1 ~10,000 # AJLET,
1 -
FONA A (config-nd-inspection) # limit address-count]
1000
25w 75 |tracking {enable[reachable-lifetime {value|infinite}] | F— ~ DF 7 4 /L F DF A ZBIRY > —% =
| disable [stale-lifetime {value | infinite}]} x4,
i
7 /3A{ A (config-nd-inspection) # tracking disable
stale-lifetime infinite
AFw 76 |trusted-port FEHTELOR—MITLOR—bEZRELET,
11 -

7 /34 A (config-nd-inspection) # trusted-port
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IPV6 = A A—RRBERY o—%A v 8—T 1421278 vF T 5%

ARV RFERET7TII3 Y EL:Y

RF w1 |validatesource-mac 1%{5 7€ Media Access Control (MAC) 7 RL- A% Y
1§|J »‘/7%7 F‘I/Xkﬁg\/ﬁ\bijﬁo
T /3A A (config-nd-inspection) # validate source-mac

ZF w78 |no {devicerole|limit address-count | tracking| ZOaxry ROnoBREMEH L T/T A= DE
trusted-port | validate source-mac} EOBERHIE LT,
1)

7 /3A A (config-nd-inspection) # no validate
source-mac

XFw 79 |default {devicerole|limit address-count | tracking| | &4 5 7+ MEICE LE T,
trusted-port | validate source-mac}
i -

T /54 A (config-nd-inspection) # default limit
address-count

Z 5 710 |do show ipv6 nd inspection policy policy_name ND#ET L 7 4 Falb—2a v E—REKT L2
R T ND B DOBE A RS L 97

7 /3A A (config-nd-inspection) # do show ipvé nd
inspection policy example policy

IPV6 R A N—1ERBRER) O —F A V3 —T A RIZTEYFTBHA
P

A EBE—T 2 A AFEFIZFDA L HZ—T A4 A D VLAN IZ IPV6 ND RERY > —%2T7 & >
FFHI121%. ¥ EXEC E— R CIROFNEZEITL TS0,

FIEDHE
1. configureterminal
2. interface Interface type stack/module/port
3. ipv6 nd inspection [ attach-policy policy_name[ vlan {vlan_ids| add vian_ids| except vian_ids|
none|remove vian ids|all} ]|vlan [ {vlan_ids | add vian_ids| exceptvian_ids| none| remove
vlan_ids| all} ]
4. do show running-config
FIED
ARV RFEREET7TIVa Y BHY
R 71 |configureterminal rJa—)L a7 4 Xl — gy F— NE2BE
1 - LETS
T /3A A# configure terminal
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. IPv6 A IN—IERIRERY) &—% LA 2EtherChannel 1 2 —J 1A RIZT7 R v FTB5H%

ARV RFERETIVa Y

B8

ATv T2

interface Interface_type stack/module/port

1

T /3A A (config)# interface gigabitethernet 1/1/4

A B =T 2 A ADEA TEBIOID ZHEL, A
VHE—T 2 AR aALr T 4 Fal—Tary F— K%
BHAG L £,

ATvT3

ipv6 nd inspection [ attach-policy policy_name|[ vlan
{vlan _ids| add vlan_ids| except vian_ids| none|remove
vlian_ids| all} ]| vlan [ {vlan_ids | add vian_ids|
exceptvlan_ids| none| remove vian_ids| all} ]

{5

T /XA A (config-if)# ipvé nd inspection
attach-policy example policy

or

T /3A A (config-if)# ipvé nd inspection
attach-policy example policy vlan 222,223,224

or

FRA A (config-if)# ipvé nd inspection vlan 222,
223,224

FAN—RBRERY) —% A v H—T oA AF T2
IXZDA L H—T 2 A A LEORFEDVLANIZT X
F L %7, attach-policy 47> a2 v & H L5
By TNV R =T Xy FEINET,

=N

ATv74

do show running-config

1

T /3A A# (config-if)# do show running-config

A HF—Tx2Af AT 4 FXal—Tary ET—R
ERTLRWT, RU—NEEDA X —T = A
AT EFENTWAZ L 2R LET,

IPV6 A N—EREER"' —% L 4 Vv 2 EtherChannel 1 42 —7
ARIZTRAYFITHAE

EtherChannel f > % —7 = A 2 F 7213 VLAN IZ IPv6 %A N—IEBMREBERY > —&2 T % v FF
BI21E. $i#HE EXEC E— R CTIROFIEZ FEIT L T &V,

FIRDHE

1. configureterminal
interfacerange Interface name

3. ipv6 nd inspection [ attach-policy policy_name[ vlan {vlan_ids| add vian_ids| except vian_ids|
none| remove vlian ids|all} ]| vlan[ {vlan_ids | add vian_ids| exceptvlan_ids| none| remove

vlan_ids| all} ]

4. do show running-config interfaceportchannel_interface name

B P67 bRy T X2 T OHEE



| P6T7—2R bRy TE£F1UT 1 DEE
IPV6 A N—BRBERY S —E2HBICVANIZ7 2 v FT55% |

FE D
= I N3 il S = B

R 7w 71| configure terminal Jua—s\ar7 4 Xal—vay E— KEHh
15“ : L/i—a—o
T /3 A# configure terminal

R w 72 |interfacerange Interface_name EtherChannel DEREHFIZEI D BT HRER— F F v
1 - KA B =T 2 A ADLHIERELET, A

H—T A AFFHa 7 4 F2lb—v g ET— %

T /3A{ A (config)# interface Poll

BAA L £

Ev bk A B =T oA ALK A T REHHEIZS
89~ %121% do show interfaces summary

avr RE#FEHALET,

2w 73 |ipv6 nd inspection [ attach-policy policy name[vlan |[ND #&ERY > —% A v X —T = A AET-1TF DA
{vlan_ids| add vian_ids| except vian_ids|none|remove| . % —— - ¢ 2 - O¥ED VLANIZT # v F L
vlan_ids| all_} ]| vlan [ {vian_ids | adq vlan_ids| 4, attach-policy 7% 5 V&M LANEE, 7
exceptvlan_ids| none | remove vlan_ids| all} ] TAN R EY ST F S ET

1 -

T /3A A (config-if-range)# ipvé nd inspection
attach-policy example policy

or

7 /34 A (config-if-range)# ipvé nd inspection
attach-policy example policy vlan 222,223,224

or

7 /3A A (config-if-range) #ipv6é nd inspection vlan
222, 223,224

R T 7 4 | do show running-config a7 4 F¥al—arE— REKTLARVWT, &
inter faceportchannel_interface_name U —REREDA v H—T o AT Ry F ST
1 VBT EERERLET,
7 /34 A# (config-if-range) # do show running-config
int poll

IPv6 R A N—ERRBEER) O—ZE2@FMICVLAN [CT7 R Vv FI 5AE

WAL B —T 24 A LD VLANIZIPVONDIERRY o —%2 7 % v FF5121%. ¥ EXEC
F— FTCROFNEEFZITL T I,

I P6 77— bRy T X2 )T 0%EE |
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FIRDEE

F IR D

configure terminal
vlan configuration vian_list

Ll

do show running-config

IPv6 77—k Ry T X171 DEE |

ipv6 nd inspection [ attach-policy policy_name]

ARV RFEREETIVa Y

B

&M

configureterminal

1

T /3 A# configure terminal

ra—\Lar 74X a lb—3ay T— NG
L\i—g’ao

ATv T2

vlan configuration vlian list

1

T /3A A (config) # vlan configuration 334

VILANA VX —T 2 ADaAr7 {FXalb—ay
F— RZBIE L., IPv6 AX—E L RS —%7T
2 yF+5VLAN ZIEEL £,

ATvT3

ipv6 nd inspection [ attach-policy policy_name]

1

T /3A A (config-vlan-config) #ipvé nd inspection
attach-policy example policy

TRTDAL v TFBLOARF v I A F—T (R
T, IPv6 R A N—EREARY > —%F5E L7 VLANIZ
74 vF LET, attach-policy &7 a &2 FEHL
WA, T4V N R =T H T EINE
7

T 7 4V h®OARY > —X, device-role host, no
drop-unsecure, limit address-count disabled, sec-level
minimum is disabled, tracking is disabled, no
trusted-port, no validate source-mac T,

ATV

do show running-config

1

T /3A A4 (config-if)# do show running-config

a7 4 F¥al—LarET— REKTLARVT, K
U —NEEDVLANIZT Z v FEINTNWAZ L %
R LET,

IPv6 )L— 3 7 KINNAA XAV KN H—FK AR O—DHRTE

ik

FIEDHE

IPV6 /L —% T RANE A XA bR =2 ET DL, FikE EXEC T — R CTROFIEE FE

TLET,

1. configureterminal

2. [no]ipv6 nd raguard policy policy-name
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IPv6 L—% 7 ERs A XAk Ai— R Ry v—ngerE ]

[no]device-role {host | monitor | router | switch}
[nolhop-limit {maximum | minimum} value

[no]Jmanaged-config-flag {off | on}

[no]other-config-flag {on | off}

[no]router-preference maximum {high | medium | low}

3
4
5.
6. [no]match {ipv6 access-list list | ra prefix-list list}
7
8
9

[no]trusted-port

10. default {device-role| hop-limit {maximum | minimum} | managed-config-flag | match {ipv6
access-list | ra prefix-list } | other-config-flag | router-preference maximum| trusted-port}
11. doshow ipv6 nd raguard policy policy_name

FIEDFEHM
aAv U RFEEEFETIa Y =]y
25w 1 |configureterminal Jau—N)L a7 4 FXal—ay T— REHB
1§| : L/i‘a—o
7 /31 A4 configure terminal
AT w72 |[no]ipvé nd raguard policy policy-name RAT— KRR —LEEEL, RAT—RKRY
i - —ar 7 4 F¥al—arE— RERBLET,
T /3A A (config) # ipv6é nd raguard policy
example policy
Z w73 |[no]device-role {host | monitor | router | switch} R— MBS SN TWATF AL ZAOEEZISE L
- 9, T 74 /V ME host T,
T /3A A (config-nd-raguard) # device-role switch GE) AA MR — K~ EL—F IR — kDl
FiElEzizry hO—27 TlL, A B
AR — b~ £ 721% VLAN T device-role
host 7% E L7- RA H— RR Y v—¢&
EHIZ, RAT— NHERED U ZEIET
XA L9212, V—ZHOKR— KT
device-rolerouter %€ L7~ RA &/ —
KRRV O —%FRETH T EDBVAETT,
25w 74 |[nolhop-limit {maximum | minimum} value (1~255) KRB ILOER/INOR v IR O,

1

7 /31 A (config-nd-raguard) # hop-limit maximum 33|

Ry THIRMEIC L DNV—2 T RAREA XAk Ay
=T 4 NE Y T ERENCLET, AIERA
A =R R ZHIBRME (IPv4 @ Time to
Live L[RIL) ZFFFOFEEMENRHHD, AR M
foTxmFANLND E, AAMBARIERA A >
T VX —F BB TN T T v
EERTLHZENTE RV ETS, HBESNL T
RNy THIRMEZFFORAA vE—VF 7T 0 v s
SNnET,
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IPv6 77—k Ry T X171 DEE |

avYREERFT7IYa Y =]
BESNTWRWES, 207 4 VX IXEHI/RY
F7, minimum] ZFREL T, HETHMELY

By ZHIMEZ FFORA A v E—V % T 0 v 7
LET, Imaximum) %#3%&E LT, f5ET HMHE L
DEWE Y THIREZFFORAA vE—V R 70
7 LET,

AT w75 |[no]managed-config-flag {off | on} BET RVARE (M| 777) 74—V Rickk
B - SNCN—E T RREZAL ZA LR AwE—0D7 ¢
A fcomtie g " confio el NWNEV U TEEPNCLET, M) 74— R31
Z‘n (config-nd-raguard) # managed-config ag @Z:IE RA )l /*{ZH\‘/@%%& LTZ‘TX ]\7ﬁ>7T:IE
DHCPv6 YV — —Z AT 2550360 £7, RE
ENTWVARWES, 207 4 VX TR0 F
j—O
On: M] fERX1DRA XY E—VEZITANT
kL, 0DbLDET vy s LET,
Off : TMJ 0D RA A vt— % FANT
AL, 1ObDETay s LET,
AT w76 |[nolmatch {ipv6 access-list list | ra prefix-list list} BELETL I 4w 7 A VA NERIZT 782 Y
15“ : X I\ tﬁxgxl/fl\l_/ij—o
T /3A A (config-nd-raguard) # match ipvé access-list
example list
A5 w71 |[no]other-config-flag {on | off} ZomoE (1o) 777) 74— RizkE-s<
- J—B T RREAL XX N Aoe—DT 4 )V H
94 % (confignd &4 oth fiafl Vo7 5/BMILET, T0] 74— KBR1OR
A nrig—-na-r r r— nrig- n > S
CORTIOTRETIAgHATAlT OMMerTeonieTES N ERA A v E—VORERL LTHRRA FARE
DHCPv6 —"—% T 25608360 9, &%E
SNTWARWEGS, 207 4 VX TEHZRY F
j‘o
On: O] fEN1DRA A vE—V%%ZF A THx
FEL,.ODObLDE Ty LET,
Off : TOJ N0 DRA A v Ev—V%ZIFANT
EL, 1oboEe7ay 7 LET,
AFw 78 |[noJrouter-preferencemaximum {high|medium|low} | TRouter Preference] 7 7 7 &Ml L7/ —% 7 K

51

7 /34 A (config-nd-raguard) # router-preference
maximum high

B P67 bRy T X2 T OHEE
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IPVGL—5 7 ENEA XAV b Hi— KR o—%4v8—Tx421278 975 2%5% I

ARV KRFERETIVa Y EL:Y
* high : [Router Preference| 7% Thigh| .

lmedium] . F721% low] IZRES /- RA
Ayt—UrZIFANET,

» medium : [Router Preference] 7% lhigh] (Z#%
ESNTZRAAYE—VE Ty 7 LET,

«low : [RouterPreference] 7% medium] F7=1%
Thigh] ICRRESNTZRAA v E—V 2T 0y

y L/iﬁ_o
AT v 79 |[nojtrusted-port BHETEXAR—FE LTRET D L., T XTOHER
- FNA ZAPEEE N, LV EER A v —UER T
FITENFEE A,

F R A (config-nd-raguard) # trusted-port

T w710 |default {device-role| hop-limit {maximum|minimum} | =< F%5F 7 4L MEICE LE T,
| managed-config-flag | match {ipv6 access-list | ra
prefix-list } | other-config-flag | router-preference
maximum| trusted-port}

&1

7 /3A A (config-nd-raguard) # default hop-limit

R w711 |doshowipvé nd raguard policy policy name UEE) ‘RAV—FARI—ar7 4 Fal—
i - vary®T—RERKRTLRVWTND H— KR o—
REXR RN LET,

7 /3A A (config-nd-raguard) # do show ipv6é nd
raguard policy example policy

IPVv6 )L—3 7T RNRAA XAV H—FRYO—ZFA22—T 4R
[S7 2V FIBHE

A EB =T 2 A AFEITFDA L H—T 2 —A DO VLANIZIPV6 LV —&F T RARZ AL XXk
RYS—%2T X vFT A%, HHE EXEC E— FTCIROFIEEZ FITLTL X0,

FIEOHE

1. configureterminal
2. interface Interface type stack/module/port

3. ipv6ndraguard [ attach-policy policy_name[ vlan {vlan_ids| add vian_ids| except vian_ids|
none|remove vian ids|all} ]|vlan [ {vlan_ids | add vian_ids| exceptvian_ids| none| remove
vlan_ids| all} ]

4. do show running-config

P6 77— bRy T X2 )T 0%EE |
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. IPVv6 )L—3 7 KINB A XA N H— K R —% LA~ 2EtherChannel 1 2 —J 4 RIZ TR v F T BH%

F IR D

ARV RFEEETIVa Y

=)

AT 71 |configureterminal ra—sr\ ) ary7 4 Xalb—3iay T— el
15“ : L/i—a—o
T /3 A# configure terminal
Z 5w = 2 |interface Interface_type stack/module/port AVE—=T 2 A ADFATEBIOID ZHEEL. 1
Bl - VH—T 2 AR AT 4 Falb—TalrE—RNE
s . . L BAih L E T,
7 /3 A (config) # interface gigabitethernet 1/1/4
A w 73 |ipv6 nd raguard [ attach-policy policy_name[ vlan FAN—ERBRER) S —F A X —T A AFET-
{vlan_ids| add vian_ids| except vian_ids|none|remove| .y 2 ¢ v &% —7 = 4 Z FOEEED VLANIZT &
vian_ids| all} ]| vlan [ {vlan_ids | add vian_ids| F L%, attach-policy 473 2 > % L7204
exceptvlan_ids| none| remove vian ids| all o ey - .
ceptvian s none| Hastall] B FTANN KD BT By FERET
1 -
7 /34 A (config-if)# ipvé nd raguard attach-policy|
example policy
or
/XA A (config-if)# ipv6 nd raguard attach-policy
example policy vlan 222,223,224
or
7 /34 A (config-if)# ipvé nd raguard vlan 222,
223,224
2 5w 7 4 | do show running-config A7 4 X2l —Ta B — REKTLARVWT, &

1

T /3A A# (config-if)# do show running-config

Vo —NEEDA v Z—T 2 f AT X v FEINT
WHZ EEMRELET,

IPV6IL—R 7 KINF A XA M H— KR —% L A ‘v 2EtherChannel

15—

FIEDHE

T4 RIZTEYFTHAE

EtherChannel f > % —7 = A AE721L VLAN IZIPv6 L —H% T RAXH A XA b H— KKV
—%TH v FTHITIE, FiME EXEC E— RTCIROFEA EIT LT E S0,

1. configureterminal
2. interfacerange Interface name
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IPV6JL—%3 7 FINB A XA b H—FRY—% LA+ 2EtherChannel 1 2 —J = RICT7 R Y FT 5Hk .

3. ipv6nd raguard [ attach-policy policy name[ vlan {vlan_ids| add vlan_ids| except vian_ids|
none|remove vian ids|all} ]| vlan [ {vlan_ids | add vian_ids| exceptvian_ids| none| remove

vlan_ids| all} ]

4. do show running-config interfaceportchannel_interface_name

FIE D
ARV FERET7IVa Y By
AT w 71 | configureterminal Ja—)L ary7 4 Xalb—3iay FT— REBLG
15“ : ]\/\iﬁ—o
T /3 A# configure terminal
R w 72 |interfacerange Interface name EtherChannel DVERKIFIZEI D KT HL-R— b F v
Bl FNVA VB =T 2 A ADLRIERELET, 1~
)04 R (confiq)é  interface Poil A —T A A7 4 Fal—TarET— N
TN nri interrace (o]
o A L £,
(g A B =T 2 A ALK A T EHHEICS
M9~ % 121% do show interfaces summary
avy REMHLET,
Z 5w 73 |ipv6 nd raguard [ attach-policy policy_name[ vlan RAH—RKRY) =% A F—T A ZAEITZED
{vlan_ids| add vian_ids|except vian_ids|none|remove| ¢+ »——7 . ¢ 2 FOEED VLANICT Z v F L E
dan e ) v (| SO0 || 5 gy 7 1 L, 7
prvian. = TaN bk Y BT H v FSNET,
f
T /3A A (config-if-range)# ipv6é nd raguard
attach-policy example policy
or
T /3A A (config-if-range)# ipvé nd raguard
attach-policy example policy vlan 222,223,224
or
T /XA A (config-if-range) #ipv6 nd raguard vlan 222,
223,224
A 7 4 | do show running-config A 74X b—T g E— REKRTLARWT, &

interfaceportchannel_interface name

1 -

TN A H (config-if-range)# do show running-config
int poll

Vo —DPEEDA v Z—T A AT H v FENT
WAHZ LEMRELET,
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B oPoL—5 7 ERBARAD R H—EKYS—EVIAN ST O—SLIZT 8 v FT 2H%

IPV6)L—3 7 RN\NRAA XA H—FRY—ZVLANIZH O—/\)L
[Z7R3YFI HAE

A B —T 2 A ZTERRL VLANIZIPVO L —F T RAREZ A XA NRY o —%T X v FT
BHI21E. ¥ EXEC E— R CIROFIEZ FEIT L T &V,

FIEDHE
1. configureterminal
2. vlan configuration vian_list
3. ipv6 dhcp guard [ attach-policy policy_name]
4. do show running-config
FIED F¥H
ARV KRFERETI a3 Y B#J
AT 71 |configureterminal rua—sr ) ar7 4 X¥alb—3iay T— RElh
15'] : L/i‘g—o
T /3 A# configure terminal
R w 72 |vlan configuration vian_list VLANA VX —T =2 A ADA T 4 X2l — g
Bl - E— RZBBL, IPVORAT— R RV —%T &>
o . . . F9 2% VLAN Z45E L 7,
7 /31 A (config) # vlan configuration 335
R 7 73 |ipv6dhcp guard [ attach-policy policy_name] FTRCOAAL v TFRBLORY v I A v F—T xR
i - T, IPVORA I — R AR U > —ZF57E L7 VLANIZ T
54 2 (configaul ti) $ipv6 nd 4 % v F L %7, attach-policy 7> a & H L7z
e conrig-vlan—conri ipv n ra ar > ° N N
attach—Policyg exa.mPle_Pol?Lcy F - l/\i/;'?/ﬁl\\ 7 7 F IV r AR U —INT X ‘)7‘ éﬂi jﬁo
25+ 7 4 | do show running-config QLT Fal— g B REKT LANT, &
Bl - U —RNREFEDVLANIZT X v F SN TIN5 &%
e RLET,
7 /3A A4 (config-if)# do show running-config

IPv6 DHCP i— ~ R') O —DEEAE

IPv6 DHCP (DHCPv6) H— K RV > —%@RET D121, Fi#E EXEC E— FTROFNEE FAT
LET,

FIEDEE

1. configureterminal
2. [no]ipv6 dhcp guard policy policy-name

B P67 bRy T X2 T OHEE



| P6T7—Rbiky T EF2UTAOHE

F IR D

[no]device-role {client | server}

[no]preference{ max limit | min limit }
[no] trusted-port
default {device-role|trusted-port}

©ONDO AW

IPvs DHCP 7i— K Ky o—oiEsE ]

[no] match server access-list ipv6-access-list-name
[no] match reply prefix-list ipv6-prefix-list-name

do show ipv6 dhcp guard policy policy_name

ARV RFEEETIVa Y

B8

R w 71 | configureterminal ra—x)L a7 40Xl — gy F— Na Bt
i - LET,
T /3A A# configure terminal
R 7w 7 2| [nolipv6 dhcp guard policy policy-name DHCPv6 %/ — K R Y > —4 % f5E L. DHCPv6 # —
i - KRR —ar 74 Xalb— gy B— REfth
. o . LET,
7 /31 A (config) # ipvé dhcp guard policy
example policy
R w 7 3 |[no]device-role {client | server} (LB BEOEEDOFT SA AN DGO TIT 20
B - RN— I £ DHCPV6 IE45E L UNDHCPVG 7 K 8 & o
o ARA NET A NVE LET, 774V M cient T
7 /31 A (config-dhcp-guard) # device-role server +
sclient: T 7 ) Ml, TEZvFENTZT A A
NI ITAT N TCHDHIEEEELET, —
N X yb—ITZOR— P THESINE
j‘o
s server ;i SN2 T 31 A3 DHCPv6 $—/3—
ThHZEEBELET., ZOAR— FTIL,
P—R— X =T RNFAEINET,
R Fw 7 4 |[no] match server access-list ipv6-access-list-name ULE) . 7 FAA% A XX 7= DHCPv6 H— S —F

1

; 7Assume a preconfigured IPv6 Access List as
follows:

T /3A A (config) # ipv6é access-list my_acls
T /3A A (config-ipvé-acl) # permit host
FE80: :A8BB:CCFF:FE01:F700 any

;;configure DCHPv6 Guard to match approved access
list.

/34 A (config-dhcp-guard) # match server

access-list my acls

73 b—7 RUARRRES N — =D 7T /&
AYARARPHEDHEDTHDZ & DOMERBERNMILE
T (TR VR MDOFELET RLUARIL lany] T
T) o RESNTWRWEGS, ZOF = v 7 X[k
ENFET, ZEOT A Y A NI, permitall £ LT
MRS ET,

P6 77— bRy T X2 )T 0%EE |
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IPv6 77—k Ry T X171 DEE |

ARV RFERETIVa Y

B8

A 7w 75| [no] match reply prefix-list ipv6-prefix-list-name ({£7) DHCPV6 IEE A v E—YNOT RAZ A X
Bl - SINTET VT 4 T ARREINTKB T LT 4 7 A
VARNDPEDHEDTHDZ EDOEREAIMNILE
;;Assume a preconfigured IPv6 prefix list as T, BRESNNTWRWEES., ZO0F = v 7 iXEHEEE
f@fm= nNEd, 20717 47 A2 U A ME, permit & LT
T /3A A (config) # ipvé prefix-list my prefix permit
2001:0DB8::/64 le 128 WP SNET
;7 Configure DCHPv6 Guard to match prefix
F/3A A (config-dhcp-guard) # match reply
prefix-list my prefix
R T 76 | [no]preference{ max limit | min limit } device-role 28 server T 53412 max 8 L O min
Bl - Zeax i LT, DHCPV6 Hr—/3— 7 K% A XA |
44 2 (configdn 04 pref 250 i % — =B SN T T A L2 LET,
7N config-dhcp-guar preference max — < ~ . S s N
7 /34 A (config-dhcp-guard) #preference min 150 77 AN Tbi—g« TOT RARFARA L B n$ﬂ‘
SNET,
maxlimit : (0~255) (fEE) 7 RAZA XShiz
7Y 757 LA ([preference] 47> a Y N) MEE
SNTZHIRARTE CTH D1 E 5 ORGEE AN L F
To T 7/ ME255 TT, RESNTHRNEG
a. ZOF =y ZiFERESNET,
minlimit :  (0~255) (fE&) 7 FAF A X&hie
7V 77 LA ([preference] 472 3 V) DBEE
SNTZHIFRZ IR L TWB 0 E D D ORGEE B
LET, 774/ ME0OTY, REINTWNRNYG
a. ZOF =y ZiFERESET,
A5y 77 |[no] trusted-port (fE#) trusted-port : A— h ZEHE— FICRKE L
Bl - F9., ZOR—=FTE, L EORY o 7135
. . ITSHER A,
7 /34 A (config-dhcp-guard) # trusted-port
GE) BEHTEZAR—NERELIZSGA.
device-role &7 > a VIIfEH TE ¢
Moo
R T 7 8 |default {device-role| trusted-port} (LE) default : 2~> R&T 7 4L MIEELE
i) EE
T /3A A (config-dhcp-guard) # default device-role
Z 5 79 |doshow ipv6 dhcp guard policy policy_name (FE) =v74F¥alb—va P 7E—REi&T

1

7 /34 A (config-dhcp-guard) # do show ipvé dhcp guard
policy example policy

I IPv6 DHCP D4 — K R o — DR T &2 FoR
L¥9, policy name B A EMET 5L, T XToD
DHCPv6 RV > —RFRINET,
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| P6T7—2R bRy TE£F1UT 1 DEE
IPY§ DHCP i — K K1) S— %A VB — T 1A REFEA V2 —T 1A RED VAN 1272 97T 57555 I

DHCPv6 5 — FE&TE DI

enable

configure terminal

ipv6 access-list acll

permit host FE80::A8BB:CCFF:FE01:F700 any
ipv6 prefix-list abc permit 2001:0DB8::/64 le 128
ipv6é dhcp guard policy poll

device-role server

match server access-list acll

match reply prefix-list abc

preference min 0

preference max 255

trusted-port

interface GigabitEthernet 0/2/0

switchport

ipv6e dhcp guard attach-policy poll vlan add 1
vlan 1

ipv6 dhcp guard attach-policy poll
show ipv6 dhcp guard policy poll

IPV6DHCP Hi— K R —% A VB3 —T A RFEFA032—T x4
AEDVLAN IZT7 2V FI BHE

IPV6 A VT 4T T—T N arT oY ERET HICIE, i EXEC T — R TRDOFIELEE

fFLET,
FIEDHE
1. configureterminal
. interface Interface type stack/module/port
3. ipv6 dhcp guard [ attach-policy policy_name[ vlan {vlan_ids| add vlan_ids| except vian_ids|
none|remove vian ids|all} ]| vlan [ {vlan_ids | add vian_ids| exceptvian_ids| none| remove
vlan_ids| all} ]
4. doshow running-config interface Interface type stack/module/port
FIED %
ATV RERETIVa Y B#Y
AT w 71 | configureterminal Jau—N)Lar7 4 Xal—iay T— &G
15“ : L/ i ﬁ‘o
7 /3A A# configure terminal
R T w 7 2 |interface Interface type stack/module/port AR —T 2 A ADEALTEBIONID ZHEEL. 1
i - VH—T 2 AR a7 4 Fal—ary T— K%
. , . N fAsa L E T
7 /N1 A (config) # interface gigabitethernet 1/1/4

P6 77— bRy T X2 )T 0%EE |
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B 6 DHCP — 1KY S —% LA v 2EtherChannel 4 58— T T4 RIZF 8 v FF Bk

ARV RFERETIVa Y

B8

R 7w 7 3|ipv6dhcp guard [ attach-policy policy_name[vlan | DHCP /' — RK U v —% A > ¥ —7 oA AET13%
{vlan_ids| add vian_ids| except vian_ids|none|remove| o ¢+ % — 7 — ( 2 - DEED VLANIZ T & v F L
vlan_ids| all} ]| vlan [ {vlan_ids | add vlan_ids| £, attach-policy #7732 > % L7 4
exceptvlan_ids| none| remove vian ids]| all o e r - . ?
sptvian ids| none| Lo ali] FTAN kR BT FENET,
1 -
T /3A A (config-if)# ipv6 dhcp guard attach-policy]
example policy
or
T /3A A (config-if) # ipvé dhcp guard attach-policy
example policy vlan 222,223,224
or
7 /34 A (config-if)# ipvé dhcp guard vlan 222,
223,224
R T w 7 4 | do show running-config interface Interface type a7 4 X2 —arET— REKTLRWT, &

stack/modul e/port
fl

7 /34 A# (config-if)# do show running-config gig
1/1/4

Vo —MNEEDA B —T 2 A AT ZvFENT
WABZ EEMRLET,

IPv6 DHCP i— K 7/R1) & — % L 1 *v 2EtherChannel 1 >3 —27 = 4 XIZ
TRAYFIBAE

EtherChannel £ > % —7 = A Z£721X VLAN [Z IPv6 DHCP H— R RV o —% T X# v FT 51T
1X. HibE EXEC BE— R THROFIEEZETL T EE N,

FIRDOEE

FED

1. configureterminal
interfacerange Interface name

3. ipv6 dhcp guard [ attach-policy policy_name [ vlan {vlan_ids| add vian_ids| except vian_ids |
none|remove vian ids|all} ]|vlan [ {vlan_ids | add vian_ids| exceptvian_ids| none| remove

vlan_ids| all} ]

do show running-config inter faceportchannel_interface name

ARV KRFERERETY VY

=)

ATy T

configureterminal

1 -
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IPV6 DHCP i — K K1) S — £ 28I VAN 127 8 v F 5 57555 ]

AU RFERETIVa Y

B8

T /3 A# configure terminal

ATv T2

interfacerange Interface name

1

F/3A A (config)# interface Poll

EtherChannel DERKIRFIZEI D 4 THNTZAR— N F ¥
FNA B =T oA ADAHIEIBELES, 1~
H—T oA AHiA2 T 4 Fal—a rET— RE
AL £,

AP —=T A AR A T H RIS
#9~%121F do show interfaces summary
avy REfMERLET,

EVE

ATvT3

ipv6 dhcp guard [ attach-policy policy_name[ vlian
{vlan_ids| add vlan_ids| except vian_ids| none| remove
vian_ids| all} ]| vlan [ {vlan_ids | add vian_ids|
exceptvlan_ids| none | remove vlan_ids| all} ]

f

7 /34 A (config-if-range)# ipvé dhcp guard
attach-policy example policy

or

7 /34 A (config-if-range)# ipvé dhcp guard
attach-policy example policy vlan 222,223,224

or

T /3A A (config-if-range) #ipvé dhcp guard vlan 222,
223,224

DHCP /i — R ARV v —% A X —T A AEITZ
DA LE—T 2 A A LEOFEDVLANIZT Z v F L
%4, attach-policy 77 a V& H LRWEA.
TN N R =BT Xy FINFET,

ATvT4

do show running-config
interfaceportchannel_interface name

1

T /3A A4 (config-if-range)# do show running-config
int poll

a7 4 X2 L— g E— REKRTLARWT, &
Vo—WNREEDA X —T 2 A AT XTI T
WHZ LR LET,

IPv6 DHCP i— K R O —ZF 2RI VLAN [T 7 R v F9 5%

W DAL B —T7 24 A LD VLANICIPV6DHCP OB — R R o —%2 7 % v FF+5121%. %
FE EXEC E— R TIROFNEE FITL T 2S00,

FIEDOHE

configureterminal
vlan configuration vian_list

pPwbd=

do show running-config

ipv6 dhcp guard [ attach-policy policy _name]
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IPv6 77—k Ry T X171 DEE |

FIED M
ARV RFEEETIVa Y Br
2 7 1 configure terminal a3y T 4R e b—y gy E— R
15“ : L/i—a—o
T /3 A# configure terminal
R w 72 |vlan configuration vian_list VLANA VX —T oA ADA T 4 X2 lb— gy
Bl - T—RNEBBL, IPV6 AX—E 7 R v—%7T
e . . . X v F9 2% VLAN Z$E L £7°,
7 /3 A (config) # vlan configuration 334
AT 73 |ipv6 dhcp guard [ attach-policy policy_name] FTRCDAA v TFBIRAL v I A H—T oA A
i - T\ IPV6 A /S— R Y 2 — 2487 L 72 VLANIZ
54 7 (conEigoul tio) $pv6 dh 5 7 X vF LET, attach-policy &7 a o &2MH L
N conrig-vilian—-conri ipv C] ar > o N N
attach-pelicy emample policy ROBE, TR RY V=T Sy FERE
I, T 74/ AU —iX, device-role client, no
trusted-port T,
R T+ 7 4 | do show running-config AT 4 X2 b— g ET— REKTLARAVT, &

1 -

T /3A A# (config-if)# do show running-config

U —NEEDVLANIZT Z v FENTWAZ L%
R LET,

IPv6 ) — R H— FDEREAZE

FIRDEE

F IR D

enable
configureterminal

end

ook~ wN-=

[no] ipv6 source-guard policy policy_name
[deny global-autoconf] [permit link-local] [default{. . . }] [exit] [no{. .. }]

show ipv6 source-guard policy policy_name

AV RFEERETIa Y

=)

&M

enable
B

/34 A> enable

¥ M EXEC T— F&EADIZ L £,
e NR2ZAT— RE AN LET (FEERENTHD) .
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IP6 Y —Z H— K KU S—%Av8—T 14 RI72vFT2h% [

AU RFERETIVa Y

B8

R 72 |configureterminal
1

T /3A A# configure terminal

Ja—\)ar7 4 Xalb—vay T— NEh
L\i‘jﬁo

R 7 3 |[no] ipv6 source-guard policy policy_name
1 -

example policy

T /3A A (config) # ipvé source-guard policy

IPv6 Y —A H— KRNV > —4 % EL, IPv6 /—
AH—KRRY—ar74FXal—grF—R
ZPAtE L ET,

R T w 7 4 | [deny global-autoconf] [per mit link-local] [default{. . .

] [exit] [nof. .. }]
1

global-autoconf

FRA A (config-sisf-sourceguard) # deny

(EE) IPv6 Y —AH—RKARU > —ZEFZLET,

« deny global-autoconf : HEF%E Sz 7 m—
NT RUANSLDT—4 77 4 v 7 &G
LET, ZE, Vo7 EoFxTorar—nN
VT RLUANDHCPIZ L »TEIV Y THATWY
LHERIZ, EHEEDN, HORESNTZT RLA%
FFORAMILD N T 74 v DREET O Y
7 LT WG RIS L ET,

e permitlink-local : V> 7 a—017 RLUANG
EEEINTZTRTOT—X N T 7 4 v 7 &7
LT,

Gx) V= A H— KR —Tix trusted =7
ValighR—hFENFEE A,

A5 v 75 |end
& -

FRA A (config-sisf-sourceguard) # end

IPV6 Y —A H—FRRY—ar74Falb—s
YE-RNERTLET,

R 76 | show ipv6 source-guard policy policy_name

1

7 /3A A# show ipv6 source-guard policy
example policy

Y —REL, TORY —REHShDT~T
DA E—=T A A&FRLET,

RDBERY

A HE—T 2 A AZIPV6 V—A H— KRR —%EALET,

IPv6 YV —RXH—FRY—ZF A RA—T A RIZTRAYFITBHAHZE

FIEOHE
1. enable

P6 77— bRy T X2 )T 0%EE |
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B ps v —x 5 ERYS—% LA v 2EtherChannel £ Y5 — T A RIST R v FT DA

F IR D

configureterminal

LA

interface Interface_type stack/modul e/port
ipv6 source-guard [attach-policy <policy name> ]
show ipv6 source-guard policy policy_name

ARV RFERETIVa Y

=)

AT w71 |enable FiHE EXEC £ — RE AT L ET,
il - e NAT—=REANLET EFERINTHE) .
7 /3A A> enable

R 72 |configureterminal su— L ary 7 4 ¥ alb—3igy E— NE Bk
fi LETS
7 /34 A# configure terminal

25 73 | interface Interface_type stack/module/port LB =T 2 f ADHA THELOID #H8E L, A
i) - V=T A AT 4 Fal—TarsET— K%
N , _ N Bt L £7
7 /3 X (config) # interface gigabitethernet 1/1/4

AT 7 4|ipv6source-guard [attach-policy <policy name> ] | % —7 = A AIZIPv6 V—A H—F KU —%
i - 7 X vF LET, attach-policy &7 a o &2MH L
o RS, T4 R FY— T H v FShE
7 /34 A (config-if)# ipv6 source-guard attach-policy]|
example policy jqo

Z 5w 75 | show ipv6 source-guard policy policy_name RY —REL, TORY —REH S5 3T ~T

1

T /XA A4 (config-if)# show ipvé source-guard policy

example policy

DA VH =T A AFRLET,

IPv6 V—X H— K 7R1) >—% L A 7 2 EtherChannel 1 > 2 —7J x4 X
(2732 YFI HAE

FIEDOHE

enable
configure terminal

aprwN=

B P67 bRy T X2 T OHEE

interface port-channel port-channel-number
ipv6 source-guard [attach-policy <policy_name> ]
show ipv6 source-guard policy policy_name



| P6T7—2R bRy TE£F1UT 1 DEE
P TLT ¢ w5 R Ai— rosEsE ]

FIED 4
ARV KRFERRETI a3 Y B#J
AT w71 |enable HiHE EXEC B— RZAMIc L £,
i) e NMAT—REANLET (ERINTEHE) .

Device> enable

R 5w 7 2 | configure terminal L AT 4 F e s m o T AP
1 - LET,
Device# configure terminal

R 7 3 |interface port-channel port-channel-number AU BT e f ADHEA T NEERIEEL.
i AL v FER—K FrrLar7 o Xal—a

v E—FRICLET,

Device (config)# interface Po4

R T 7 4 |ipv6 source-guard [attach-policy <policy_name> ] A B =T 2 A RIZIPV6 Y —A =R RY —%
i - 74 v F LET, attach-policy 47> = &M L
ROGE, T7HN N R =BT 2y FEhE

Device (config-if) # ipv6é source-guard

attach-policy example policy jro
A7 75 | show ipv6 source-guard policy policy_name RY—REE, ZORY =@M SN TT
Bl - DA 5 =T = A%FFELET,

Device (config-if) #show ipvé source-guard policy
example policy

IPv6 7L 4 v O R HA—KFDEBEFE
\§

GE) L7497 A H—FRHEAINTWAEAICY 7 a—L T RLANLEE SRV —
F 47 Ta Al FEHFATHICE, VAT —F R —ar 7 4 ¥al—
¥ 3 ¥ &— R permit link-local =~ > RZHMNZ L ET,

FIEDHE

enable

configure terminal

[no] ipv6 source-guard policy source-guard-policy

[ no ] validate address

validate prefix

exit

show ipv6 source-guard policy [source-guard-policy]

NO O A ®WN
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B orerLo oo rti— KU 5408 —TARIZTEYFT HHE

FIEDEEH
ARV KRFERRETI a3 Y B
AT w1 |enable it EXEC E— REHIZ L E T,
i) e NMAT—REANLET (ERINWTEHE) .

Device> enable

R T 72 | configureterminal 77— )L a7 4 X2 lb—3ay E®— REELG
15“ : L/ij‘o

Device# configure terminal

R T w 73| [no] ipv6 source-guard policy source-guard-policy  |IPv6 Y —AH— K HR Y v —ZE2EHL T, A vF
1 HALF 2 )T MDY —AH— K Y v— =
. N . Y74 FXalb—vary B RERBLET,
Device (config)# ipvé source-guard policy
my snooping policy

RTw 74| [no] validateaddress T R U ARGASREZ BN L, IPV6 T LT (v 7 A
15“ : ﬁ\% ]\\‘%ﬁg %&ﬁ'@% Z) c]: 5 &: Li—g—o
Device (config-sisf-sourceguard) # no validate
address

R T 75| validate prefix IPV6 V7 v 7 AJT— REMEERITT D L9
i - IPv6 Y — A — RNz LET,
Device (config-sisf-sourceguard) # validate prefix

AT 76| exit A vy TFHEEx 2 U T A DY — A — KR Y
il - V—arZ4Xal—var T—REKRTL, &

g EXEC E— RIZRY £,

Device (config-sisf-sourceguard) # exit

AT 77 |show ipv6 source-guard policy [source-guard-policy] |IPv6 Y —AH — K KU —#EEZFRLET,
1 -

Device# show ipvé source-guard policy policyl

P6TLITAYVIDRA—FKR)O—FAE3—TARIZCTEYFT
HHE

FIRDEE

1. enable
2. configureterminal
3. interface Interface type stack/module/port

B P67 bRy T X2 T OHEE
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IPV6 LT 4 vY R H—KK)S—% LA 2EtherChannel f >4 —T A RIZT 2 v FF 5H% .

4. ipv6 source-guard attach-policy policy name
5. show ipv6 source-guard policy policy_name

FIED
ARV RFERIETY a3 B#Y
AT w1 |enable F#HE EXEC £ — RE AL ETS
fil - ¢ NMAT—REANLET (FERINEHE) .

734 2> enable

R 72 | configureterminal Jua—r>)Lar7 4 Fal— gy E— KeBith
fil LET.
7 /34 A# configure terminal
25w 7 3 |interface Interface_type stack/module/port Lo B—T 2 f ZADEA TH LD 245 L. A
- V=T A A AT 4 Fal—TarsET— K%
B4s L9,

7 /34 A (config)# interface gigabitethernet 1/1/4

R 7 4 |ipv6 source-guard attach-policy policy_name AE =T 2 A RZIPV6 Y —A =R R v —%
B - 7 X vF LET, attach-policy &7 a &ML

e WGE. T4V R =T E yTFINE
7 /34 A (config-if)# ipv6 source-guard attach-policy]|

example policy —gﬂo
A7y 75 | show ipv6 source-guard policy policy_name RYv—REL, ZOR) =@M S 59T
Bl - DA VB =T = A AEFRLET,

T /XA A (config-if) # show ipv6é source-guard policy
example policy

IPv6 7L T4 v R H—FK KIS —% LA 2EtherChannel 1 > %2 —
T4 RICTRYFI BHHE

FIEDHE

enable

configure terminal

interface port-channel port-channel-number

ipv6 source-guard [attach-policy <policy name> ]
show ipv6 source-guard policy policy_name

arwN=
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IPv6 77—k Ry T X171 DEE |

FIED 4
ARV KRFERRETI a3 Y B#J
AT w71 |enable HiME EXEC B— RZAMIc L £,
i) e NMAT—REANLET (ERINWTEHE) .

Device> enable

ATy T2

configureterminal

1

Device# configure terminal

Ta—N)L ar 74X al—ay B— NeBG
L/iﬁ‘o

ATvT3

interface port-channel port-channel-number

1

Device (config)# interface Po4

A B =T 2 A ADHA T EHR— " EFERTEL.
AL v FhER—hFF¥FrL ar7s¥Fal—a
v E—RICLET,

ATv74

ipv6 source-guard [attach-policy <policy_hame> ]
1 -

Device (config-if) # ipv6é source-guard attach-policy
example policy

A BF =Tz A AZIPV6 VY —A H— R RN —%
74 v F LET, attach-policy 47>z &M L
BWEE, T 74NV N R =BT Xy FENE
ﬁ—o

ATvTh

show ipv6 source-guard policy policy_name

1

Device (config-if)# show ipv6é source-guard policy
example policy

R —REL., TOR) P —0DEHAENETT
DA VH =T oA AFRLET,

IPv6 77 —X bRy T EFa2UT4D

&% 7 1l

5] : IPv6 ) —R #— K 7R1) —% L A 7 2 EtherChannel 1 2 —7J =
ARIZCTRYFITBHHE

WROHENL, IPv6 Y —A IT— K R U o —% LA ¥ 2 EtherChannel £ & —7 = A AT % v

T HHEERLTVWET,

Switch# configure terminal

Switch (config)# ipv6 source-guard policy POL

Switch (config-sisf-sourceguard)
switch (config-sisf-sourceguard) # exit
Switch(config)# interface Po4

# validate address

Switch(config-if)# ipv6é source-guard attach-policy POL

Switch(config-if)# exit

(
(
(
Switch (config)# ipv6 snooping
(
(
switch (config) #
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| Pv677—R Ry T EF2)TADHEE
B :IPv6 LT 4 v R H—FKKR)S—% LA 2EtherChannel 1 > 2 — T A XIZT7 2 v F T 5h% .

5l IPv6 TL 7 4 v R HT— KK —% LA 2EtherChannel 1 >
B—TTARIZTRAYFIBHE

WOHIE, IPv6 7'V 7 4 v 7 A H— R KY T —% L A% 2 EtherChannel f > % —7 = A AT
THEFTHHEEERLTNET,

Switch# configure terminal

Switch (config)# ipvé6 source-guard policy POL

Switch (config-sisf-sourceguard)# no validate address
Switch((config-sisf-sourceguard)# validate prefix
Switch(config)# interface Po4

Switch (config-if)# ipv6é snooping

Switch (config-if)# ipv6é source-guard attach-policy POL
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