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¢« ALG ®O% 7R — ~Z. FTP. TFTP, BLWICMP Y& h 2 /LIZHEGHIRES N TWET, F
7. TCPSYN. TCPFIN. B LUTCPRSTIZALG T 7 4 v 7 O—ETIIH D AN,
ALG 774 v 7 DO—E LT I NET,

c AT Iy Z IR SN NAT 7 —i3, 7 7 7 4 770RED — Wk < & =—v
T hLET,

e AR —_—=2)L—F ¢/ (PBR) & NAT (L, RICA v H—T =2 A ATEPHR—FX
NTWEHA, PBRENAT T, BREZAM 07 —T 24 A LICREEN TV BHAIZDH
HELET,

e K=k F¥FX/E, NAT ORETHR—FINTHERA,
* NAT (T, Wik ahiz "oy FOEHZ S R—FLTHEEA,
« Bidirectional Forwarding Detection (BFD) (%, NAT g% /& ClZH AR — F I TV EH A,

*NAT (X, AT — b7V AL v FA—3— (SS0) ZHVR—FLTWETA, BIIYIIERK
SNTENAT DWREENX, T T A TTNRA AL RF AL T NA ZAOM TR SN ETA,

e Ea R N < )LFINRRA JL—TFT 7 (ECMP) IZ., NAT THHR—FENTWEHA,

J— b= T EREINZNAT [T HR—FENTWRWNW=D, b— b~y P a2 FEHET
W NAT REEITHOMLERDH Y 7,

« NAT ACL OB RMBRESRT 7 Zfl#l—> + U (ACE) ¥V A—FrEhTWEHA, H
TRBY7RFF R ACE DAY R— I FEzT,

NAT D/N D+ —T U RERT—ILE

NAT &V 2 —/UE, BRAEREEXBIEREEALCEELNN— NV 2T 7T —T V%
Ry THIET, N Ry 2T OB LEREE T A L — N TEITTEET, NAT
DAN—T"y haH EEEH720HI2, NATEHOU V—REN Y TAF—LERETETET,
IVBRBWRT p—< L XA —VHNNAT TE LD L IICSDMT v FL— hERELE
T, WEZBBLTLEEN, A vF T—F_XR—2FF (SDM) T 7L — FDOEE (26
A

N— R =7 CHEEHATIREZ: TCAM 7 v — O & RKEiE 5000 T1,

\}

GE)

T RV ADHOEMEENT 5 L. 70— fiEfl S i, NAT #ERED 27— /L NLikR
SNET,

7 KLADHDLE

T RLADOHDOLEW (AOT) HEelX., FTI v AR — FR— I 7 RL A7 4 —/L RDH
BEWT ANENH DR THEHATEET, TOL IR TAOTHEEEZANCTDH L, HN—

v k=0 7rLZEROEE [}



*y b7—4 7 RLREROBE |
B 7 rxosozmosnmss

RO z7IZBWTTIA v b— FTAEBBINIRETX 5 7 —OHEKIEIEMLET, 20
WEIL, ERBIWREICEE L ZSESERNA— Ry =T ) V=2 ER#EILT5 2 &
Lo THEASNET, WAL NATHEFRY Y —2E Y B TAF—LATIE, "—KV=7T
L E FATT H72DI2 50000 TCAM = b U DR SN E T, ZORE, 714 L — FTE
BB LR TE 5 7 0 — ORI 2 FIRBERESNET, AOT AF—LATiE, TCAM V
V—ZDERANEEICRELENS720, TCAMT—7 L TEV L D70 —CkETE 5 &
N2 . =R = TS LOMRE OB N KIBICILR L E T, AOT iX, 72 —0D KB
I —F XD B O EIEE SN AL AICIER IR T, TO LI RRBFREMH T T
X, AOTIZE D, FFEDOZ Y RARA UV PO REINDITXITOT7a—DT7 A4 L— NEH
BLXOGENENC R DTSN H Y £9, AOTHEEEIX, T 7 4/ b TIXEDIT /> T E
7, noip nat createflow-entries 2~ > REFEH L TAEMNZTEET, BEFOX A FI v 7
7 —|%, clearipnattrandation 2~ RZEHLT7 V7 &3, AOTHEEEIX, ipnatcreate
flow-entries =~ > R&fE ] L CHEMICTE £,

7 FLRADAHDEBEDHIREIR

« AOT #¥REIZ., BMIARNEBAZ T 4 v 7 L— LB L OWNEL A F 2 v 7 L— 5T 5
B F VA TORIELSHERRT 2 LBEINTWET, BiRAZT 4 v 7 L—LDH
4 ZIZ ip nat inside source static local-ip global-ip ., %4+ v 7 )b—/ VO X A 7L ipnat
inside sourcelist access-list pool name TH 2 LENRH Y F77,

« AOT WENT 2> TV BEA . showip nat trandation =~ > RZEHALTH, BB X
VR SNDTRTONAT 72— O HENRERT L Z L EH ) FHA,

NAT COT7 U5 —o a2 LRIV SF— kA DEA

NAT X, 77UV —vary 5—% A ) —ATEEILBLOSLEIP 7 RLAZEE LR
TCP/UDP 77 4 v 7 IZBWTEMY — AL FATLET, FEILBLOFEIP T FL 2%
fZiE L7327 e b 2u{ZiX, HTTP, TFTP. telnet. archie, finger, Network Time Protocol
(NTP) . Xy hI—2 77 A4/ AT (NFS) . UE—bh ar A (fogin) . VE—h
>z (rsh) protocol, BLOY E—hk at’— (rcp) BHY E7,

T RUVA/R— MERESA 0 — R TRET D77V r—vadd, NAT 77 r—va v b
S F—=h T xA (ALG) 12XV, NAT RAA V2R TELIHRETEET, vy b~y
FRNOT RUA/R— OB OEBIMAZ T, ALGIIA v — RIZHFETDHT RLUA/KR— K
DOEMHUFL, —Ff~v v BT E2RELET,

- S O —
NAT DEREDARR b TS99 T4 R
CARET AT = EFXAFI T VOB FREREINTWBEAEIT. L—VITHE
EEINTWEa—HILT RLARG—=NR—=F 7 L TWRNWI EEERLTLIEIN, =
DEIBRA—N—=F v TOREERSDLEE. A¥T 4 v 7 V—ABNERTE7 K&
BHEAFTI v —WZHEMT SR TWS ACL THA L TL &0, [ Rk, Zo—
PNV T RUVABOA—NR—=F o TP H L THRENDH Y FT, A—"—F v LTND &,
LELLABRWVEWERAEL D Z 8BV 97,

B v r7—2 7 FLRAEHROR
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=
=
o
><1

NPETN |

« NAT /L— UIZBEEfH T H 40T D ACL Tidk, permitipany any 72 KD &HWEWR T 1 L
ZV TR LRNTLEESY, ZOXIRT A NZ ) TF, BEDRWNT y b

BT DD ET,

cBHDONAT L—/LTT RL A F— L& IHFLARNTLEEN,

CAZT A4V INAT L XA Ty 7 FT—=ATHRLEAH I m— L7 RLAZERZRLRNT
TSV, ThEITHI> &, BELLRWHREZHBSZLBHY £,

« NAT [ZRHEFHT HENTWAET 74V DX A LT U MEEZEE T 551, EEIZT-
TLEEW, XA LT U MiEZELSTHE, CPUDHARNEL DI ENHY ET,

BT NI EFEITY U TT ARSI, TV —var by arnthiEans L

ﬁ)&)éﬁ_ N IEE L??O“C<7’Lé1/\o

OB varTHATLHZ AT A LT, NAT 2RISR ETE Ed, REICL-T

T, BEOIEREZFEITTOLEND Y 7,

T RLADREZ T4 v BHDKRTE
PR — L 7 RUALNEZ B—/S0 7 RLAMO 1% 1~ v BV 7 2T 510

WESEIE LT RVADRAZT 4 v 7 BHAERTE LET, %B#%IE7FVX%ﬁoTW%®
RARNIT 7R AT HMLENSDIGEEITIE. AXT 4 v 7 EHPMER]| T,

FIE

ARV KRFERRETI VA Y

E:)

ATw 1 |enable
i -

Switch> enable

¥iME EXEC T— F&EAIC L £,

NAT— Rz AN LET (BERkshic
5a) .

RFw 72 |configureterminal
1 -

Switch# configure terminal

Jua—)L a7 4 Xal—g v
EF—RFZRBLET,

ATFv T3 | BEHIUSLTHRD I D>Da~<w L ROW
ThorzfEHALET,

* ip nat inside source static local-ip
global-ip
Switch(config)# ip nat inside

source static 10.10.10.1
172.16.131.

Wl —H L7 R A LNEEZ @ —N
VT RUARBDASRT 4 v 7 B AEH
ELET,

N e —H /LT RL A LN T —
NT RUVABDART 4 7 R— FNE
ik ELET,

v k=0 7rLZEROEE [}



B msEx7 Loz 74 v T8RO

BRE

B

Iy hT—9 7T RLAEBRDETE

ARV FFEREETIVa Yy

S

* ip nat inside source static protocol
local-ip port global-ip port
Switch(config)# ip nat inside

source static tcp 10.10.10.1 1234
172.16.131.1 5467

« ip nat inside sour ce static network
local-ip global-ip { prefix_len len|
subnet subnet-mask}
Switch(config)# ip nat inside

source static network 10.10.10.1
172.16.131.1 prefix len 24

B OE L — L & R EE T,
YT Xy NRIKO R BT 4 v 7 FE
~y UL EHFNLET, BHOFT
Xy bOE~ L T EIRETEE
T, EBEOEHIL, 7T RLADF Y b
U— 7 BT 5 2 LI ko TELT
SNET, AAMBIEESNLEE
Ao

ATvT4

interface type number

151

Switch (config)# interface ethernet 1

A —T A AEREL, 45—
Tz AT 4 FXal—aT—
RzBRtG L £7,

ATy TH

ip address ip-address mask [secondary]
{1

Switch (config-if)# ip address
10.114.11.39 255.255.255.0

AR =T 2 A ADTFTA<VIPT R
VAGZRELET,

ATvT6

NAT DX RTHDLIHNE R v hT—7 1T
A B —T A A& LET,

ATy T1

ip nat inside

11

Switch (config-if)# ip nat inside
exit

11

Switch (config-if)# exit

A HE =T 2 AREET— REKT
L., Zo— L@EE— FICRED
KR

ATvT8

interface type number

1

Switch(config)# interface
gigabitethernet 0/0/0

WAL HE—T oA AEHEEL, A
VH—T 2 AT 4 Fal—T3
v E—RNERBLET,

ATvT9

ip address ip-address mask [secondary]
11

Switch (config-if)# ip address
172.31.232.182 255.255.255.240

AR =T 2 A ADTFTA<VIPT R

LVAZEHELET,

ATy 710

ip nat outside

51

Switch (config-if)# ip nat outside

Nty D=2 v B —T = A A
G L £,

B v r7—2 7 FLRAEHROR
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NEREETT

mEELET FLROY 1+ vozrons [

ARV RFEEIETIa Y B

AFv 71 |end Ao B —Tx2f A AT 4 F a2l —
Bl - Yary B— RERT L, FiiE EXEC
Switch (config-if)# end — FIZRY ij‘o

TFRLADFAFT IV OEBDERTE

HAF I w7 ERIE. NEE—HhL 7 RL AL a—rUL 7 RLAD S —LDic~ v B
TEEBPNCRELET, ¥4I v I EWIT, 4TIV I NAT V=V ERETHILETH
?ﬂ’f%i*@” <y EUTIE, BESHTWDIL—)vE T o H A LRFICHHIE L7255 R S0

HESNET, NEe—HhL 7 FLADEEICITACL 2T £d, £/, N/ n—
/\/1/7 RLRZ, TRUVAR =) FRFA U Z—T oA ADPLEETEXET,

TIA AR F oy NI = HHET B WD 2 —F =3, Y B =Ky b DT I R A B L
LTWAEAITIE, 44T v 7 BHAERTT, 453y ZICRESRET—LIPT R
LARBEIE U THATE . A2 #—%y haDT 72 ARBERL ot b 3R 2—
PSMERTED LY V—ATEET,

FE
ARV REEEEFET7Ia Y B

AFwv 1 |enable ¥iHE EXEC E— R A L E T,
1 - NRAT—FRKEZADLET ERsniz
Switch> enable %%é?) °

R wF2 |configureterminal JTa— ) ary7 4 Xal—3a
B - E— NERBLET,

Switch# configure terminal

AT w73 |ipnat pool name start-ip end-ip netmask | B |Zi5 U CHIV B THND 7 r—n
netmask | prefix-length prefix-length LT RLADT— L% EHELET,

1 -

Switch (config)# ip nat pool net-208
172.16.233.208 172.16.233.223
prefix-length 28

RFw 74 |accesslist accesslist-number per mit EHEINADHT RUAZER T AHERET
source [ source-wildcard] s A YA RNEERLET,

1 :

Switch (config)# access-list 1 permit
192.168.34.0 0.0.0.255

v k=0 7rLZEROEE [}



B nssEz7 iLzorF2 o280

BRE

B

Iy hT—9 7T RLAEBRDETE

ARV FFEREETIVa Yy

S

ATy TH

ip nat inside sour celist access-list-number
pool name

1 :

Switch(config)# ip nat inside source
list 1 pool net-208

AT SATER LT VAU AR
FHRTELT, AT v 7B E 0L
ERELET,

ATvT6

interface type number

1 -

Switch(config)# interface ethernet 1

A B =T 2 A AEREL, X —
Tz AT 4 FXal—TarT—
RZBRdE L £,

ATy T17

ip addressip-address mask
i

Switch (config-if)# ip address
10.114.11.39 255.255.255.0

AR —=T 2 A ADTF5A<VIPT R
LVAZEFHELET,

ATvT8

ip nat inside

1 -

Switch(config-if)# ip nat inside

NAT DX RTHDLHNE R v T —7 1T
A B —T A A& LET,

ATvT9

exit
1 -

Switch (config-if) #exit

f B —=Tz2A A AT (Fal—
varE—REKTL, Zr—3La
V74X 2l =g EB—RIIRED E
KR

ATy 710

interface type number

1 :

Switch (config)# interface ethernet 0

A BE =T A ABREL, A X —
Tz AT 4 FXal—TaT—
KZ&2B4E L E9,

ATFvIN

ip addressip-address mask
i

Switch (config-if) #
172.16.232.182 255.

ip address
255.255.240

AR —=T 2 A ADTFA<VIPT R
VAEFRELET,

ATvT12

ip nat outside

51

Switch (config-if)# ip nat outside

Nty D=2 v B —T = A A
g AVE I

ATy 713

end

1 :

Switch(config-if)# end

Ao B —T A AT 4FXal—
TalryE'— REKT L, FHE EXEC
£ F@ZE D ij‘o

B v r7—2 7 FLRAEHROR
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PAT D% 7E

SA—NIIL7 RLADA—/"\—AO— KIZ&k 3 PAT DEFE

NAT E¥ 2 — /UL, ROZX A7 THmAT 2 XL 51z,

LTHAF Iy 7 PATRELZYR—FLET,

Ja—VT RLADA—"—a—REHH LT, Rfiax—V—IiZf v Z—F v h~DT 7t
ZEIFA L. NEBZ B — LT KL AT — DT KL ZAEEKT B0, ROEXE2ETLE

B

FIE

PAT DE&E .

T RUVAT— LA B —T A A%

ARV RFERRTI Y

S

ATy T

enable
B -

Switch> enable

¥iME EXEC T— F&EAIC L £,
NRAT—KRZANLET FEREhiz

5a)

o

ATvT2

configureterminal

1 -

Switch# configure terminal

Juaua—)ary7 4 FXal—g v
T RFERAMLET,

ATvT3

ip nat pool name start-ip end-ip netmask
netmask | prefix-length prefix-length

&1

Switch (config)# ip nat pool net-208
192.168.202.129 192.168.202.158
netmask 255.255.255.224

VG U THEID Y THRD 7 m—
IWT RLADT— )V EEFZLET,

ATvT4

access-list access-list-number permit
source [ source-wildcard]
11

Switch(config)# access-list 1 permit
192.168.201.30 0.0.0.255

BHXNBT RL AR T AHIERET
A VA MEERLET,

TIEAYANMI, E#INDLT N
AP GEFATHMLERSY £ (5%
T 78R YA NDORKIZKEED Tdeny
all] AT —hAV MRFET D Z LT
HEELTIEEY) , FARE+E%
TI7EAVANEERTHE, THIN
R EHES ZENH Y T,

ATy Th

ip nat inside sour celist access-list-number
pool name [vrf vrf-name] overload

51

Switch (config)# ip nat inside source
list 1 pool net-208 overload

FlE4 TEREINTZT 7RV A MR
FBELT, A4 v 7 R ETEH%s
RELET,

vif ¥—U—RK&FEHTBHE, X147
S v U B VRE DNiEER S, BRED

v k=0 7rLZEROEE [}



B sz 20r—n—n—rirseaTORE

*y b7—4 7 RLREROBE |

ARV FFEREETIVa Yy

S

JL— LINFRE 72 VREIC BB T &
nET,

ATvT6

interface type number

1 :

Switch (config)# interface ethernet 1

AEB—Tx2ARAEREL, 4 X—
TxA AT 4Fal—Ta L F—
NEZBIsE L £9,

ATy T1

ip address ip-address mask [secondary]
1 -

Switch(config-if)# ip address
192.168.201.1 255.255.255.240

A B =T 2 A ADTTA<VIPT N
VAEBRIELET,

ATvT8

ip nat inside

1 :

Switch(config-if)# ip nat inside

NAT DX RTHLIHE R Y T —7 1T
A B =T oA AL ET,

ATvT9

exit
51

Switch (config-if)# exit

A B =T 2 AREET— FEKRT
L., 78— LVEEE— RNIZED £
TO

ATy 710

interface type number

51

Switch (config)# interface ethernet 0

BRrhf o B—T A ZAEEEL, A
VHE—T 2 Af AT 4 Fal—T3
v E— REBBLET,

ATy 7N

ip address ip-address mask [secondary]
11 -

Switch (config-if)# ip address
192.168.201.29 255.255.255.240

A B =T 2 A ADTTA<VIPT N
L AEBIELET,

AT T12

ip nat outside

1 :

Switch(config-if)# ip nat outside

SERF sy NT—2 1T v B —T = A A
PR LET,

ATy 713

end

1 -

Switch (config-if)# end

A H =T 2 A AT 4 Fal—
Tar '— REK&T L, Rt EXEC
E—FIZRED T,

AVB—T A RADA—/\—0O— K=&k B PAT DEFE

AB =T oA ADF—"—a—RIZL), WNHfz—YF =2/ X —Fy h~DT 78 AZF
AL, N7 a— L7 RLAT—LDT RLAZEHRNTHITIE. ROEEEZEITLET,

B v r7—2 7 FLRAEHROR



| #vyb9—9 7 RLRAZEHROBEE

FIE

A28—7 14 2DF—1"—0—Fiz& 3 PAT0EE |

AU RFEEETIa Y

E[:)

ATy T

enable
B -

Switch> enable

¥iME EXEC T— F&EAIC L £,
NRAT—RZANLET FEREniz

58)

o

AT T2

configureterminal

1 -

Switch# configure terminal

Juaua—)aryZ7 4 Xal—g v
T RFERMBLET,

ATvT3

access-list access-list-number permit
source [ source-wildcard]

&1

Switch (config)# access-list 1 permit
192.168.201.30 0.0.0.255

BHENDT L AZIFa+ AT
IR VA NEERLET,

TIREAYANML, BHEIhDLT L
AP EFATOMERDH Y £T (%
T EAY A NORZIZHEERD [deny
all] A7 — A2 IBFIETDHZ LT
HEELTIEEY) , FAnETE%
TIRAVANEERTSHE, THRIN
R ERS 0D 1,

ATvT4

ip nat inside sour celist access-list-number
interface name overload

1 -

Switch(config)# ip nat inside source
list 1 interface gigabitethernet0/0/2
overload

FIE3I CEEINZT 78R VA E
BELT, AT v 7B E s
RELET,

GE) F—rR—m— NI, A%
RIPT RLAZE->, @)
TEREBICH DEEDO LA T
3AVE—T oA AZEIR
TEET,

ATv 75

interface type number

1 -

Switch(config)# interface
gigabitethernet0/0/1

A H =T A RAEBEREL, £ H¥—
T2 AAAL T 4 X2l —T g F—
FEBRIEL £,

ATvT6

ip address ip-address mask [secondary]
i -

Switch(config-if)# ip address
192.168.201.1 255.255.255.240

A B =T 2 A ADTFAA<VIPT K
VAERELET,

ATy T17

ip nat inside

1 -

Switch(config-if)# ip nat inside

NAT DXRTHLINE AR Y NT—7 T
A B =T A AL H LET,

v k=0 7rLZEROEE [}
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*y b7—4 7 RLREROBE |

ARV FFEREETIVa Yy

S

ATvT8

exit
1 -

Switch(config-if)# exit

A UH—T oA AREET— REKT
L. Z7B—/SVBREE— NIZRY %
R

ATvT9

interface type number

1 :

Switch(config)# interface
gigabitethernet0/0/2

Bleb A2 —T A A%BEL, A
VHA—T 2 AT 4 Fal—T3
v E—RNERBLET,

ATy 710

ip address ip-address mask [secondary]
i -

Switch(config-if)# ip address
192.168.201.29 255.255.255.240

A VB —=T 2 A ADTFA<VIPT R
LVAEFHELET,

ATvIN

ip nat outside

51

Switch (config-if)# ip nat outside

ARy NT—T 2 B —T oA A
PR L E T,

ATvT12

end

51

Switch (config-if)# end

A B —T A AT T 4F2 L —
vay E®—REKT L, FHE EXEC
EF—RFIZREY £,

SERIP 7 KL ADHD NAT DEETFE

T 74/ N TNAT X, NAT TOT7 IV r— gy Loyb F— o = A O

(12 =2—2)

THHSNTVD LT, ATy FOS B— FITEDRAENTNDT FLAZEHBLET,
MDIALT NV RAZIHY DI ENEE LI RVERIE, SMEO P T NV ADLELEHET D
L OITNAT ZRETE £,

FIE

ARV RFEREETO3 Y

E:)

ATy T

enable
1 -

Device> enable

¥t EXEC E— RZAMC L ET,

e NRATU—REANLET (R
N5 .

ATy T2

configureterminal

51

Device# configure terminal

Ja—)aryZ 4 ¥al—g v
E—RFZRBLET,

B v r7—2 7 FLRAEHROR
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s 1P 7 K LR0so NAToRE [

ARV FFEREETIVa Yy

E:)

ATvT3

ip nat inside source {list
{access-list-number | access-list-name}
pool pool-name [overload] | static networ k
local-ip global-ip [no-payload]}

51

Device (config)# ip nat inside source
static network 10.1.1.1
192.168.251.0/24 no-payload

WESR 2 | 78 ZATOF v hT—2
SShy NESEEMELET,

ATvT4

ip nat inside source {list
{access-list-number | access-list-name}
pool pool-name [overload] | static {tcp |
udp} local-ip local-port global-ip
global-port [no-payload]}

1 :

Device (config)# ip nat inside source
static tcp 10.1.1.1 2000 192.168.1.1
2000 no-payload

WIRIR A b T3 ATOR— b /347 v
N AZ ML L £

ATvTH

ip nat inside source {list
{access-list-number | access-list-name}
pool pool-name [overload] | static
[networ k] local -networ k-mask

gl obal-networ k-mask [no-payload]}

1 :

Device (config)# ip nat inside source
static 10.1.1.1 192.168.1.1
no-payload

NEBAR A M JL—&F TO/r v NEHLA
RN L £,

ATvT6

ip nat outside source {list
{access-list-number | access-list-name}
pool pool-name | static local-ip global-ip
[no-payload]}

1 -

Device (config)# ip nat outside source
static 10.1.1.1 192.168.1.1
no-payload

HERAR A R L—Z TONRry NEWE
M LE9,

ATy T17

ip nat outside source {list
{access-list-number | access-list-name}
pool pool-name| static {tcp | udp} local-ip
local-port global-ip global-port
[no-payload]}

1 -

Device (config) # ip nat outside source
static tcp 10.1.1.1 20000 192.168.1.1

20000 no-payload

MBI A N TS ATDR=~ ™y
N RSB L £

v k=0 7rLZEROEE [}



v k=4 7 FLREROEE |
B~ —svrvarvro—vornons

ARV RFERETI Y S

XFw 78 |ipnatoutsidesource {list HE R A N TNRAL ATOFR Y NI —Z
{access-list-number | access-list-name} A NSRS L

pool pool-name | static [network]
local-networ k-mask global -networ k-mask
[no-payload]}

1 -

Device (config)# ip nat outside source
static network 10.1.1.1
192.168.251.0/24 no-payload

RXTFw 79 |exit Ta— ) ar7 4 Xal—gr
Bl - T— FEHT L, FiHE EXEC T— RIC
Device (config) # exit RO ET

ZFw 710 |show ip nat transations [verbose] TIT 4 TIeNAT #FR LET,
11

Device# show ip nat translations

N — N O “w _ IJ< En'l_l_l
F—=—NN—Z v TFT By FI—UODELDERTE
ABT Ry NT—=THNDOIPT RLABFIOFR Yy U —7IBTHIERRIPT RLATHD &
X, AT 4 IV EBEFEH LT, ZNUHDOFRA MRAL—X LEBETLIVLEND DHATE.
F—R—=F v TTEHERY NT—T DAET v VT EWEHRELET,

\}

GE)  NAT AMBAHR A ) SH 2 72DITIE, 73 AN — LT KL ADNL— b EFRET S
MERH Y F9, — MITEIC, £720F ip nat outsidesource {static|list} =1~ > R & B}
T b7z add-route &7 v g AL TRETE £9, L— FNOHEMERZ AT D
add-route 47> a U AEMHATH Z L AHERE L £,

Fig
ARV RFEREETI3 Y B#)

25w 71 |enable FiME EXEC E— REAICLET,
i - INAT—REANDLET (FERENT
Switch> enable 5E) o

X w72 |configureterminal
1

Switch# configure terminal

B~y 79 7ELRTHBROH



| #vro—5 7 FLRZHBDZ
F—r—39TF %%y k7—sozrozz [

aAv U RFERET7TIVaY B#)

R w73 |ipnatinsdesourcestatic local-ip NEfa — /L7 LA ERNERS 7 —x
global-ip VT RURABDRAZT (v 7 It
1 - ELET,

Switch(config)# ip nat inside source
static 10.1.1.1 203.0.113.2

R w 74 |ipnatoutsidesourcestatic local-ip o —h LT RLREANER ST a—
global-ip VT RUABO RS T 4 o 7 i %
i ELET,

Switch (config) # ip nat outside source
static 172.16.0.3 10.1.1.3

2T w75 |interface type number A B —T 2 A ABEEL, 42X —
4 - T A AL T 4 Fal—Tg L F—
Switch (config)# interface ethernet 1 }:%Esﬁﬁﬁljji7r°

A7 76 |ipaddressip-address mask A B =T 2 A ADTF5A~VIPT R
15“ : I/X%gﬁﬁzbi‘j—o

Switch(config-if)# ip address
10.114.11.39 255.255.255.0

7w 71 |ipnatinsde P L BRSNS 2 L AR — ) &
5 - A B =T A AT ET,
Switch(config-if)# ip nat inside

ATv78 et AV =T 2 AREE— REKT
Bl - L., Zr—ULEEE— NIZED £
Switch (config-if)# exit KR

RT7w 79 |interface type number BB B —T oA AREEL, A
4 - VHE—T 2 Af AT 4 Fa2l—T 3

v E®—FZBMhLET,

Switch(config)# interface ethernet 0

R w710 |ipaddressip-address mask AR =T 2 A ADTFA<VIPT K
I - LAERELET,

Switch (config-if)# ip address
172.16.232.182 255.255.255.240

AT w711 |ip nat outside SN LB SN D Z L R~ — 2 &
1 - A H—=T A AT ET,

Switch(config-if)# ip nat outside

I v k=0 7rLZEROEE [}



*y b7—4 7 RLREROBE |
B 7rixzmsqrryrons

ARV KEEEET7Ia Y B

AFv 712 |end Ao B —Tx2f AT 4 F2l—
Bl - Yay B— RERT L, FiiE EXEC
Switch(config-if)# end T I‘G:b:": D ij‘o

T RLAZRIA LT CDETE
NAT OFRFEILIHDSE, T RVAEBROX A LT U MERETEET,

T 74N RNTIHE, AT I v ZIER S Aoy FUIE, SESER D Y —REEMIC
FHATEALSICTDH0IC, T 77 4 770 RENR—ERRH XA L7 7 N LET, &
FHL U T, XA LT 7 NOT 740 MEZEEHETEET, EBHy A 7T 5T
WHT 74NV NDEA LT U MREIL, RO LB TT,

« MESL I U~ TCP & v > 3 o« 24 W]
«UDP 71— : 5%y

«ICMP 71— :17%3

TI7HNNDEA LT T MEZ, ZEAEDRERMITIVATEA LT U NEEET-TZ &N
TEET, 2L, IO DOMEIIMLEICG U CHE/MIREcE £, HWI A LT U Max
HETDHE (60 AN . CPUDHEHENELS 2D NS LT-OHRINETA, FEMIC
DNTIEL, NAT OFREDRA N TZ 77 4 A2 (123—=V) LTI,

ZOHETHHATL2X A4 L7 7 ME, REGCTEETEET,

c HAFT IV IEEDTDIZTa— VP T KU A GRS 2 BN H 5856 1%.
ipnattrandationtimeout 2~ > RZHEHL T, 774V OXA LT RNLO XA LT
UREESHEELTLLEIN, 72720, WOFIATHET S a~v 2 FTRE LMD Z A
AT REDBEWVRRIZL T ZE 0,

*TCP & v ¥ a YAEMALZITEAHET (FIN) /X7y hTELET LTWRWEE,
FFV By MRICIEL KT LaWgAIE, ip nat trandation tep-timeout ==~ > N4
MLTTF 74V hDTCP XA LT 7 hEZERLTLIEEN,

Fg
OV RFERET7TIV 3 Y B#

AT w71 |enable i EXEC E— REHIZ L ET,
1 NAT—=READLET (FERanizs
Switch> enable é?) o

R T 72 |configureterminal Jua—/N) arZ4FXalb—vay
ﬁu: qf“‘}i%fsﬁﬁéL/jijﬁo
Switch# configure terminal

B v r7—2 7 FLRAEHROR



| #vro—5 7 FLRZHBDZ

7rLzEma 1 L7 roEE

ARV REEET7IVa Y B
R 7 3|ip nat trandation seconds (&) NAT ZEHMNZ A LT 7 MR
Bl - HETORMEEE LET,
Switch (config)# ip nat translation 3007 7 4 /L h XA LT 7 i 24 BT
¥, ZhiuF, N—T7zzr hN)oT—Vr
7 AL NS NET,
R w 74 |ipnat trandation udp-timeout seconds (EE) UDP ZA LT 7 MEEZZEE L
f ESER
Switch(config)# ip nat translation
udp-timeout 300
R T w 75 |ip nat trandation tcp-timeout seconds (LE) TCP XA LT 7 MEAZZEF L
1 E3
Switch (config)# ip nat translation F 7 F )V MT 24 EHE T4,
tcp-timeout 2500
R w 76 |ipnat trandation finrst-timeout seconds ({T:#) Finishand Reset % 1 A7 7 M
15“ : %%E ]\/\i‘g_o
Switch(config)# ip nat translation finrst-timeout : TCP & v 2 = > 73 finish-in
finrst-timeout 45 (FIN-IN) 3K & finish-out (FIN-OUT)
FUROM G #5%/5 LT O, F72I1XTCP
tyvar ey NMEOZ—T T H
A I,
X 77 |ip nat translation icmp-timeout seconds | ({1i) ICMP#Z A A7 7 MEZEZH L
15“ : iﬁqo
Switch(config)# ip nat translation
icmp-timeout 45
X 78 |ip nat translation syn-timeout seconds L) F# (SYN) ¥4 A7 v ME%
15“ : %E Lji—gﬂo
Switckll(config) # ip nat translation FIEIZ A LT NERIT— T #
syn-timeout 45 A4 A, TCP & v = > T SYN ZRA
ZEINTEHEICOMERASNET, F
HARERRIEZ (SYNACK) ZRNEZA(E &
nNoE, FALT T EBTCP A L7
U MIETINET,
AFw 79 |end A B—T 2 f AT 4 X2l — 37
i - v = RafT L, $5HE EXEC £— N

Switch (config-if)# end

WZRD £,

v k=0 7rLZEROEE [}



vy hI—9 7 RLREROEE |
B < v75—5~—xz8m sm 7oTL—troEE

—AR—XEE (SDM) 7T L—FDETE
SDM T > 7 b —hZfEHL, NATIZEDLE T AT A VY — A HEICRELET,

TUTL— FEREL T AT L& FEH) L=, show sdm prefer F### EXEC ==~ K& fifi
HALT, HiLnT 7 L— "NREEMETEET, me%%Emm:va%Aﬁﬁéﬁ
2. show sdm prefer =~ K& AJ)3 % &, showsdm prefer =2~ N2k v, BfEFHALT
m57/7VwbkiU)u%b% 77747&&67/7V%bﬂﬁréﬂifo

SDM 7> 7' L— R &% E LT NAT OBEZ RKEIZ YR — F 351213, WOTFEEZFEITLE

AAYF T

j—o
FE
AU RFERET7TIVa Y B#
X w 71 | configureterminal Ja—r\ )L a7 4 FX¥al—a
5l - T REMALET,
Switch# configure terminal
AT 72| sdm prefer nat AL v FCHEMATLHSDM 7 7 L—h
5l - EHELET,
Switch (config)# sdm prefer nat Cisco I0S XE Gibraltar 16.12.1 7> & Bi%h
TEHEHEAE, ZOT 7 L— b EFHATS
\Z1%, Network Advantage 7 1 & 2 A3
VEETY, LRI ~XTHY J—AT
X, DNA Advantage 7 1 & > A THIHT
TET,
RTw 73 |end FHE EXEC E— RIZRE Y £,
1
Switch (config) # end
AT 74| writememory Ur— RTHANZBIEORRZ IR 17 L £
1 KR
Switch# write memory
ATy 75 |reload ARV —=T T VAT LE) B —
15“ : Li‘g—o
Switch# reload

NATD S TNWNoa—FT429

ZITIENATD N T TN a—T 4 0T ERERDTDOIEARIP 2 FNEIZHOW T LET
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| #vro—5 7 FLRZHBDZ

«NAT TEHTEDHZ L APRIZERT D,
« showipnattrandation =~ KT, IELWEET — 7 LBFIELTWD Z L A2 ERT 5,

v k-7 FLazaoweaE ]

« show ip nat tranglation verbose =~ > RC, ¥ A ~v—DfENELLREINTNDHI &%

Y D,

« show ip access-list =~ > R C, NAT ® ACLfEZF = v 7§ %,

« show ip nat statistics =~ > K G, NAT ORMNRREL T = v 7T 5,

- clear ip nat translation =~ > R C, # A ~—OHRNTII DRI NAT ZH#i7 — 7 /L D=

YV EZVTYS,

« debug nat ip & debug nat ip detailed =~ > KZHH L T, NATRELZT /Ny /95,

NATD R T TNy a—T 4 7 OFFMIZOWNTIE, 22 LT E &V, http:/www.cisco.com/
c/en/us/support/docs/ip/network-address-translation-nat/8605-13.html

> N
2y D=7 FLAEBRDEEEERE
ORI, ZOFY 2— /LTt T 28D UV — 2B LOBEEEHREZ T~ LET,
I OBEREIX. FRCHRE SN TWARWRY | EAINZ Y U —RALBFEOTRXTOHOY Y —RAT

EATE £,

y1y—2

HaE

HAETEEHR

Cisco IOS XE Gibraltar
16.10.1

Sy hU—27 T RL
RIS

NATIZ X > T, REEKIPT L A2 HT
LS TANR—RNIP Ry NT—T oA L H—
F MIEEHRETE ET, NAT LT /31 X

GBH., 22°00F%y NU—7 28#HT51
D) ETEWEL, BloRy NU—21237 v
N ZERET DR, AERry hT—27 D
FGAR—K T R 2Z 7 a—)LipL— |k
WHERT L AICE#H L £,

7 KL ADIHRDIEH

7 RUAOHZOER (AOT) 1, v hU—
77 RLAZH (NAT) T34 L—RT
BB I OIRIETE B IP 7 1 — O &L
TZEEHME LTWET, AOT I,
TCAMS 72 ED/N— R =7 YV — 2D
ikt L, £0Z<o7a—0uE %
RBlCLET,

Cisco IOS XE Gibraltar
16.12.1

NAT D7 A &AL
~)L

NAT % Network Advantage 7 - & . A Cff
HAT&5E51c20E L, BRIOTRT
® VY Y —ZTiL, DNA Advantage 71 &>
ATHHTE £,

v k=0 7rLZEROEE [}


http://www.cisco.com/c/en/us/support/docs/ip/network-address-translation-nat/8605-13.html
http://www.cisco.com/c/en/us/support/docs/ip/network-address-translation-nat/8605-13.html

*y b7—4 7 RLREROBE |
B < ro—s7rLzenonsEE

Cisco Feature Navigator #ff 35 &, 77 v b 74— BLOY 7 b =T A A=V DY R—
MEHRZHRFE TEZ £, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5E] 76 7
7 ALET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



