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Device# show access-lists preauth_ipvé6_acl

IPv6 access list preauth ipvé6_acl

permit
permit
permit
permit
permit
permit
permit
permit
permit

(per-user)
udp any any eq domain sequence 10
tcp any any eq domain sequence 20
icmp any any nd-ns sequence 30

icmp any any nd-na sequence 40

IPv6ACL |

icmp any any router-solicitation sequence 50
icmp any any router-advertisement sequence 60

icmp any any redirect sequence 70
udp any eq 547 any eq 546 sequence 80
udp any eq 546 any eq 547 sequence 90

deny ipv6 any any sequence 100

IPv6 ACL DE%TE

IPV6 NT7 7 4w 7 &7 4 NF ) 7T AIE, ROFIEEZFEITLET,

FIE
ARV RFERRETI a3 Y B

AT w71 |enable it EXEC E— REHIZ L E T,
i) : T T IRRREINTCHNNAT — R
Device> enable AL FET,

R 72 |configureterminal Ta— ) ar7 4 ¥al—g
#l - E—RFZBABLET,
Device# configure terminal

R w73 |ipv6 accesslist {list-name| log-update IPV6 ACL& A EFH L. IPv6 7 7R Y
threshold | role-based list-name} Zhar 74 ¥al—v gy E— %
15“ N Eﬁﬁé\ Liﬂqo
Device (config) # ipv6é access-list
example acl_list

AT 7 4| {deny | permit} protocol IPv6 ACL DFF A 4otk F 12 13465 5k %
{source-ipv6-prefix/ |prefix-length |any fEELET,
threshold| host source-ipv6-address} [
operator [ port-number 1] { « protocol (2%, IP DA HTE 72 133%&
destination-ipv6-prefix/ prefix-length | any | AL %7, ahp, esp. icmp,
host destination-ipv6-address} [operator ipv6. pcp. step. tcp. udp 771
[port-numper]][ dscp value] [fragments] IPv6 72 h LR A FT 0~ 255
[log] [log-input][ sequence value] [ DFH % T X £
time-range name] ¢
i - « source-ipve-prefix/prefix-length = 72

' 1% destination-ipv6-prefix/ prefix-length
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Device (config-ipv6-acl) # permit tcp
2001:DB8:0300:0201::/32 eq telnet any

(O SRS ol e i T S e e

T 5 EE T E 21355 IPve v |

T—7HBWMIxy NI—27 75

AT, anrXyglyo 16 By ME

ZEMA L 16 R THEELET
(RFC 2373 #&MR) .

IPv6 L7 4w 7 A /0 DEKE &
LT, anyx AN LET,

host source-ipv6-address & 7= 1%
destination-ipv6-address (2%, AT
SR ETTFF TSR R E T DEE
TEENTFE IPV6 R A R T K LA
EANNLET, T RLVAFTae X
v o16y MazMH L7z 161
A THELET,

(&) operator [Z1%, FHED T 1
b AV DEGE IR — b FE IS

A= N2 T 54T RERE
LET, A7 M It (&Y
AEV) gt (EDREFW) | e

(FLW) | neq (FELL W) |

BLOrange (WIEEFH) RdHV F
R

source-ipv6-prefix/prefix-length 51%%
D& & @ operator (%, EfFILA— b
T HMERHD £T,
destination-ipv6- prefix/prefix-length
5% D & & D operator 1L, FEILAHA—
MZI—ETH2HLERH 7,

({E#&) port-number |%, 0~ 65535
D10 E 721Z TCP & 5\ T UDP
AR—FDA4HITY, TCP HA— b4
ZHEHATEHDIL, TCP D7 4V
&) 7RI TY, UDP A— |k
X EFHTE LD, UDP D7 4
LAY T TCT,

({EE) dscpvalue # AL T, 4
IPv6 /377 > o~ 2 — @ Traffic
Class 7 4 —/VFKND T 7 ¢ w7
7 2l L DiffServ = — KR A o K
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EERE LET, fHETE DHiHIT
0~63 TV,

. ({EE) fragmentszZ AL T, %
SHCIIWT T 7 A MR L E
T, TOF—U— RNRFRREINDHD
X, ek andtipve OEET
<7,

« (EB) logzEETHE, = b
V&—HF25 .y MIET e
Aob—UNRar ) —IEEIN
£7, log-input Zf5ETH &, =
T NV ANINA v E—T = A A
BBEMESNET, rX o TIL—%
ACL T AR— S ET,

« ({EE) sequence value & A7 L
T, T77FBRAIJAKN AT— KXV
DYl AFFERELET,
FRECTX DT 1 ~4,294,967,295
<7,

+ ({EE) timerangename = AJ) L
T, HEEELITFAIAT— A |
(I S B IR O 2 45 7E L %
R
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{deny | permit} tcp
{source-ipve-prefix/prefix-length | any | host
source-ipv6-address} [oper ator
[port-number]] {destination-ipv6-
prefix/prefix-length | any | host
destination-ipv6-address} [operator
[port-number]] [ack] [ dscp value]
[established] [fin] [log] [log-input] [neq
{port | protocol}] [psh] [range {port |
protocol}] [rst] [ sequence value] [syn] [
time-range name] [urg]

1 -

Device (config-ipvé-acl) # deny tcp host
2001:DB8:1::1 any log-input

IPv6 ACL OFF ISt E i35 554 %
BELET,

TCP D& & IXtcp # AJLET, T
A—RIAT v F3aTHENTWD
RTGA=ZLELCTTN, RIORTAS
TarORTA—ARNBIINTWE
7

s ack : FEFRIGE (ACK) By hEw
]\O

« established : #E L S V7=, TCP
F—H% 77 M ACK £721% RST
By RRESINTWDEHA, BE
PITHOIVET,

fin: & TEY by b, HEED
HOT—HIFNLEHY £ A,
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AU RFERETOVa Y

B8

* neq { port|protocol} : ATEDHR— k
Felg BiZlovwoRr o MR ERE L
i‘g—(}

epsh: 7y afggty by b

s range { port|protocol} : " — FEE
DOHEIPAND /7 2T ERE L E
‘a‘o

erst: Vv by MEY B
csyn: [FHE Y b b

eurg: BEFRA 2y MY B

ATvT6

end
1 -

Device (config-ipv6-acl) # end

IPv6 727 EA VAN 7 4Fal—
varE—REKRT L, ¥HEEXEC E—
RIZREY £97,

ATy T17

show ipv6 access-list

1 -

Device# show ipvé access-list

IPv6 ACL R ELLSBREINTNDHZ &
PR L ET,

A3 =T x4 A~D IPv6 ACL D0

LAY3A U H—T oA ATRIEERIIERFB NI 74 v 7ICACL &, HDOIWNFILAF2A14
H—=T 2 A ATERBIN T 7402712 ZEHATEET, LA VY3IA L H—T 24 ATERENT
T4 v 7T ACL W CE 4,

AV B =T 2 A ADT 7 AT 51203, ROFIEEZIATLET,

FIE

ARV RFFEERTIVa Y

=)

ATy T

enable
1 -

Device> enable

HrtE EXEC =— RZAFI L ET,
T EREREINTZH/NNAY— &
AN LET,

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Falb—g v
£ — ]\‘%Eﬁﬁébi—g«o
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ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernet 1/0/1

TI7RAVAMNEEHTHLA V24
H—TxAA (R— b ACL ) F7=ix
LAY¥Y3A v H—T A A (JL—H ACL
M) #FELT, A v ¥—T7xA R 2
V74Xl —alrET—FERBL
7

ATv74

no switchport

1

Device (config-if)# no switchport

AE=T 2 A ABN—T v R H—
Tz A ADRREICE LT, LA Y205
MIEE 2~ THIBR L £

ATy Th

ipv6 address ipv6-address
i) :

Device (config-if)# ipv6é address
2001:DB8::1

LAY3Af v Z—T =A% (JL—H ACL
) TIpv6 7 KL AZEREL £,

ATvT6

ipv6 traffic-filter access-list-name {in | out}

1 -

Device (config-if) # ipv6é traffic-filter
acll in

A EBE—T A ADERE N T T4 v I F
FPRBENT 74077 78X X
MewALFET,

ATy T17

end

1 -

Device (config-ipv6-acl) # end

Ao B —T A AaT 4 Fal—3
v E— REKT L, B EXEC E—F
RV £,

=L =

VLAN 7 v T DE&E

VLAN ~ v 7 Z2AEK LC, 1 DF 135D VLAN IZEA T 512, ROAT v 7 E2ETLE

ﬁ‘o

1R BHHIIZ

VLAN (2 A9 5% IPv6 ACL #1Fak L £,

FIE

AV RFEEETIVa Y

S

&M

enable
1 -

Device> enable

¥ibE EXEC E— RE A% LE 4,

Tar T MRFIRENTZHNAY — R E
ABLET,

ATvT2

i Pv6ACL
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B8

Device# configure terminal

ATvT3

vlan access-map name [number ]

1

Device (config) # vlan access-map map_1l
20

VLAN~ v 7 %Z{Ef% L C, VLANT 7 &
Avy S avw FE— K2t LE
j‘o

VLAN v v FZiE, 4EiEix (37
a7 FEEEECEET, K
X, ~ v 7HNO M) DO —r A%
BHTT,

A L4 IO VLAN~ » 5Bk T 5 & |
10 TN 5 F S ANEIZEFN D B TH
NET, v~ v 7EEFEEITHIRT D &
X, R T E~vy TS N OF S
EANNTEET,

VLAN v v 7 Tld, FFED permit £ 7=
i deny ¥—U— RZMHLEHFA,
VLAN~ > 72 LT/ > R &ES
TLHIZE Ty FERAET S ACL &
B LT, 727 arz ey FICRE
LE9, ACLN® permit |X, —ET 5
LWV ERTY, ACLIND deny 1%, —
LW E W) BRTT,

ATvT4

match {ip | ipv6 | mac} address {name |
number} [name | number]
il -

Device (config-access-map) # match ipvé
address ip_net

Ry el oERITBEOT 7R
A RMEWRELES, Ny FOBREIL,
XHind 57 hal 24707 7 &
UA Mt LT F ThILET, IP Y
Iy MILCIPTIZEA U R RMIXLT
BEInET, FEIP Ny M, 4RI
fFEMACT 78R U R MIXFLTET
WEINET,
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Gx) Niry &2 AT (AP ETIX
MAC) |Z%f9 % match F)73
VLAN < v FIZREESNT
WHGHT, 2O~y 7T
Jvaryn ey 708G
X, 20X AT —%T D
TRTONRT Y FBR ey
7 ENFE T, match [
VLAN = v 7272 < | RE
SNTWBET 7V arynR
a7 OEAIE, TRTO
IPEBEIRLAF27y b
Nray7rInEd,

ATy TH

IP Ny NETIFIEIP Xy & (BE
DO 1MAC T RLADHEHEST) 5
EL, 1 2L EDACL 2D 8w b
ERAETHITIE. RO~ ROWTHI
MEANNLET,

« action { forward}

Device (config-access-map) # action
forward

« action { drop}

Device (config-access-map) # action
drop

vy T = N IHT BT Ve vk
BELET.

ATvT6

vlan filter mapname vlan-list list

1

Device (config)# vlan filter map 1
vlan-list 20-22

VLAN~ v 7% 1 2F 7213858 VLAN
WZHEA L ET,

list IZIZH.—D VLANID (22) . L
7odupH (10 ~22) | F£721X VLANID
DAY T (12, 22, 30) ZHRETE
T3, Hr~enAg T UDORHEIZAANL—
ABBMATHZEHTEET,

ATy T17

end

1

Device (config) # end

Jr—sYL ar T 4 ¥al—va
E— FZKT L, FHE EXEC £— NI
R0 ET,

VLAN ~® VLAN < v 7 D&

VLAN = v 7% 1 DE 77138 O VLAN ICEHT 51213, ROFIEICENET,
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FIE

psacLox=41>5 [

ARV RFEEETIVa Y

=)

AT w71 |enable
B

Device> enable

¥i#E EXEC T=— F&EADIZ L £,

T T SRFRENIZENAT — R
AN LET,

R 72 |configureterminal

1

Device# configure terminal

Juaua—\)L a7 4 FXal— g
T—FzfnL£7,

R Fw 7 3 |vlan filter mapname vlan-list list
il

vlan-list 20-22

VLAN~ v 7% 1 D F =138 8D VLAN
W L FET,

Device (config) # vlan filter map 1 list IZ13H—D VLANID (22) . L

7ot (10 ~22) . F£721% VLANID
DAY T (12, 22, 30) ZHRETE
F9, Hr~eonAd 7 UDORHEIZ AN~
ZEAFATH LB TEET,

AFw 74| end
fi

Device (config) # end

Ja—sb ar 7 4 ¥al—va
E— FET L. FHHE EXEC E£— FIC
RV ET,

IPV6ACLDE=% 1)

WDOFIRENTZ 1 OFEITEROBHEEXEC 2~y REFH LT, BEFLOTXTOT 7
TAVAR, TRTOIPV6T Z7E®A VAL, FRIIFEDT 7EA U R MIETLIEHREFR

RTEET,

= 1:showACLa< > K

avyU kR

Sl

show access-lists

ALy TFICREINTZTXTOT 7R U R
NeFRLET,

show ipv6 access-list [access-list-name]

BEFHLDTXTDOIPV6T 7 E8A Y A NET-
T4 TIRESNTET 78R VA MEERL
£7,

show vlan access-map [map-name]

VLAN 7 7B A v TREEZFRLET,

show vlan filter [access-map access-map | vlan
vian-id]

VACL & VLANH DO~ v ¥ 72 FR L £,

iPve ACL i



IPVGACL |
B rsaciozzEnm

IPv6 ACL D&% 7€ 31

Z 2T, IPv6 ACL OB ER AR LET,

{51 - 1IPv6 ACL D1ERK

ZOBITIE, IPV6-ACL EWIARTOIPV6 77 BAV A REHELET, UA NANOKRIIOIE
By UK, 856 TCP AR — FE B8 5000 L0 KE WAy FE2T_XTHEELET, 25D
OB R UL, EEITC UDP AR — R & 578 5000 Ri D37 v b &2IEGLET, £/, 20D
DEHDDOIEBRT L MV, T R_RTO—FErar Y —ZERLET, VA NORYIOHFTT
YRUE, TRTOICMP N7 > hEFAILET, VA MADO2FDOFFT MU IX, Z0
MOFTXTDORNT 7 4 v 7 EFALET, BROSEEDOFENEIPV6 T 7R YA RDREK
BIZHDHTD, 2BDOFH A= NV IIMETT,

\}

GE) aX NI, LAV IA L E—T oA ATORYR—FENET,

Device> enable

Device (config) # ipvé access-list IPv6_ACL

Device (config-ipvé6-acl) # deny tcp any any gt 5000
Device (config-ipv6-acl)# deny ::/0 1t 5000 ::/0 log
Device (config-ipvé-acl) # permit icmp any any

Device (config-ipv6-acl) # permit any any

Device (config-ipv6-acl)# end

{5 : IPv6 ACL D &R

Iz, show accesslists ¥4 EXEC =2~ > RO IR L £ T, AL v FICHRESNTND
ﬁ“f@77?2)xkﬂﬁméﬂifo

Device# show access-lists

Extended IP access list hello
10 permit ip any any

IPv6 access list ipvé6

permit ipv6 any any sequence 10

RIZ, show ipv6access-lists Fi#E EXEC =~ > RO ABIEZ R LET, AL v FITHES LT
HIPv6 77 EA UARNZTRERINET,

Device# show ipv6é access-list

IPv6 access list inbound

permit tcp any any eg bgp (8 matches) sequence 10
permit tcp any any eqg telnet (15 matches) sequence 20
permit udp any any sequence 30

IPv6 access list outbound

deny udp any any sequence 10

deny tcp any any eq telnet sequence 20

i Pv6ACL



| 1Pv6ACL

Bl VAN T 5 227y 7BE0RT ||

5l - VLAN 792 R w THEEDERT

KIZ, show vlan access-map ###E EXEC =2~ RO flzr L £,

Device# show vlan access-map

Vlan access-map "ml" 10
Match clauses:
ipvé address: ip2
Action: drop

IZ. show ipv6 access-lists Fi#E EXEC =~ > RO B Z R LE T, A v FITEESNA T
L IPv6 77 EA VR MNETNFERENET,

Device# show ipv6é access-list

IPv6 access list inbound

permit tcp any any eq bgp (8 matches) sequence 10
permit tcp any any eq telnet (15 matches) sequence 20
permit udp any any sequence 30

IPv6 access list outbound

deny udp any any sequence 10

deny tcp any any eq telnet sequence 20

IPv6 ACL D #EREFEFE

ROFIZ, ZOFEY2a— /L THHT2HEDY U —2ABIUOMERFHRZ R LET,

N6 DOBEREIE, FRCHRR SN TWARWRY | BASHY V=R LUEOTXTDY J—XT
fEHTE £,

iPve ACL i
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IPv6ACL |

Cisco Feature Navigator #ff 35 &, 7T v b 74— BLOY 7 b =T A A=V DY R—
MME# A R T& £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [F5E] 725 7
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



