tXxaF7oz)L/N—2302FK—F

X7 T N=T g 2P R— MERET, X% =7 =L (SSH) N—T a2 ZiRE
T&FET (SSH A=V a1 ¥R —MMI, UFiOYAa Y7 =7 VU —R2FEEINT
WE L) . SSHIL, BHEMEOEW T v AR — NEO LI CHRIT S, TR 7238 5EEEE & iF
TR AR L E 9, SSHTIE, B TE %L LTERINTVDDILTCP DA T,
SSHT, Xy b=/ EOMO AL Ea—LICBACT 7 ALY, a3~y REREICEL
TXFE9, SSH & L bicfEfiiand X a7 a2 — 7 u ha (SCP) HEET, 77 A%
BRITIRETEET,

e X T v N—=T g2 AR — FORHESRM (1 R—Y)

e X T T R—=V a2 BR—FOFKEE 2 2—)

s FX 2T VA A=V 2 PR MCET AR 2 —)

s X T VNLDORENE (5—)

X T T RN—=Va 2P R— FOREF (18 X—)

et X T v N—=T a2 R — FOBIER (23 =)

e F AT LA NRN—T g2 R — FORERIE (23 ~—3)

X217 Dz N—23 029 R— FORHREH

* SSHARET DHNI. THHDTNA RTBERA A =P — RSN TWD Z & LG
LEJ, SSHYb— =2l THEHDY Y —R{Z)5 L7 k9 (Triple Data Encryption Standard
[3DES]) Y7 hU =7 A4 A=V NNETT,

eSSH A=V a3 2%V R—Fr4BSSHYET—h T, ZEFHTHZSLERZHY £, F
7oy VAT TN RERTHLENRDH Y 77,

« SCPIL, ik, RBAl, BLOTHY T 47 (AAA) [ZLo>TELHRELET, 20
728, SSH #—/3—"T Secure Copy Protocol NH N7 D K 52T /34 AT AAA 3% ET
LVENDHY F£T,

tFaT7 oz N—Yav2yR—t .-



tXa7 v N=vavagR—t |
B cx27 v n—vavesk—ronnss

A\

(GE) SSHAR—=Va 2% —NR—=LSSHARA—=Va 2047 ME, ZHEADOY V=R LT
VA YT 2T THR—FENET (SSHZ FA4 7> MESSH A=Y a1 7P hajn
ESSH A=V a v 27m halvolifz3{TLET, SSHZ 747> bMI, ZHEHOV Y —
AWELTKY A A=V THR—=FENZET) |

tHXaT7 Dz N—2a 2 R— OFIFEIE

etXx a7 =z (SSH) $—s3—& SSH 7 71 77 M&, Triple Data Encryption Standard
(BDES) Y7 bV =7 A A=V THHR—-FINET,

s HR—FEINBTFV r—aid, EfTV =/, remote 2~ RDFELT, Secure Copy
Protocol (SCP) DH T,

* Rivest, Shamir, 3 X % Adleman (RSA) Z—4:5i% SSH ¥ — —{lld>ZE T4, SSH 7
FAT 2 MELTEHET 2T 3 1 A1, RSAF—ZAT20EBR’HY £HA,

¢sRSA F— X7 DY A XL, 768 By FULETHAMLENH Y £,
c ROBEEEIZ Y R — P ENTWHEH A,
IR —h T T—=T 4T,

» Compression

X7 b NN—=Dar2YR— MIET HIER

SSH/N\—T 322
X7 v N—=T g 2 AR — MERET, SSHAN—V 3 V2 ERETCEET,
SSH/X— 3 L 2 B —"OREIX., SSH A=V a0 1 OFRE & [FBETY, ipsshversion 2~
KX, ETHSSHA—VarzERLET, Z0a~vry RERELRZWES, T 7401
TSSHIZAME— FCETEINET, N—Tarl enRn"—Uar 2liboEEnFIcxsE
7,

)

GE)  SSHARA—Yar L, EHEL LTEESN TN T ha)L T, REEO 1 haj)L (NX—
Varl) ITNAANT =Ny 7 LK 9127 5I21E, ipsshversion =~ K& {#H
LTAR—=V a2 &BETOHIMNERLY £7°,

ip sshrsakeypair-name =~ > R&fli 9 % & BXE L7- Rivest, Shamir, 35K T Adleman
(RSA) F—ZfiH] LT SSH #ft & EITTE £9, 9 TIT, SSHIZERFE A DIRAID RSA

. X2 TF7 I N—C a2 R—



| E¥a7oznn—vavagk—
w27 v n—savaouiis [

F—ZV 7 SNTVWET (DFV ., FHIO RSA F— X7 B S T RER T SSHIEA R —
TMZI 5> TWET) . ZOEMEIIAFE L TV E 928, ip sshrsakeypair-name =2~ > K& fif
HALTCZoEEZI{TORWE IcTbrienTEEd, ipshrsakeypajr name =~ N% % —
&7@%%%? ELTHET D &, SSHIL, F—XT BFETLHEITANTR D, F—2
%IRRT 25813 AR £7, _03:1-7/%%{%% LCSSH A x—7 )L
'féiﬁm Cisco Y 7 h =T DSSHNN— g 0 | TIIMER, RARNE RAL L EEH
ERETHLEILH Y A,

%‘

GE) 0 JA N —ESSH A=V g 2 THR—FEINETH, EF2T7 = X—=T 31T
Y R—hENREEA,

XTI N—2 302 DHEEEEYLRIR

SSH /X — =1 2 OFRELFEIZIE, Virtual Routing and Forwarding (VRF) -Aware SSH, SSH 7
Ny ZHERESRSR, 45 L O Diffie-Hellman (DH) 7 /b— 7 DY A — k72 EOIBIIERES <
ONEENTVET,

)

(GE)  VRF-Aware SSH ##Elx., ZHHAD IV V-GS LT R—FENET,

Cisco SSH FEEECIIAEHR, 768 £ MEXRMEEH S TWE L7223, DH Z7/v—7 14 (2048
By ) BEOZ =716 (4096 £ k) W b7 7V r—3 g Ak 2720, KO KR
ERF—Y A AOVEENEEY ., BEDHI NV—T 2T D7 T4 T b &P —"—HD
A v — VRN VEI I T E T, ipsshdhminsize =2~ > KX, SSH #—/3— LDE
VaTd AV A RERTELET, ZHIIMZ, ssha~y RBXEESL, SSHYZ 74 7 > MAlo
JIFAT Y MDVRF A VAR AL ZIP T RLAEEHITHHL T, ELWL—TF 47
TNV ERRER L, S AN HHEREIC. VRF AR BIISE LT,

SSHdebug =~ > RBMEIES AL, T3y VLRSI VE L7z, debugipssh =~ Rik, 73
7 7t RAEBETEEDICESNE L, T3y 7 o 2AE2@ETHEI. 0o
~ 2 KT, BRECLENE D DICBRR < SSHICEHT 2T _XCTOT Ny 7 X vb—Un
FIRI S E Lz, ZOEMEIZKRE L THEEL £ T2, debugipssh =~ K&F—U— %
BELTRELEEGE, AvE—iExF—U— RCTHRE LIHERICHIR I NET,

X7 I /N—23 220 RSA F—IZEET HHEEEILR

CiscoSSH N—2 g 2103, fF—AR—K A F 70T 4 7TRHFEFRAB LR T — K _XR—2D
SEF AV R —FLTWET, RSAF—0D SSH N— g 2 HLEMEEILX., 7947 R
‘H‘%/\IJ—J j’o) RSA A’*X@/\Fﬂlﬁ%%munﬁ%qj\j—’“ }‘ Lfb\ij—

'J%‘H: mqu RSA“\"—‘X@:’-"—"H‘ wu?ﬂi\ %:L“—‘H‘“—LCF%@'H‘U’%ﬂ"cb\‘f)*ﬁ%—%ﬂ?“—‘/
ARF—O_T ZRGHCERA L ET, 22—V EIMEX—/AlX—0OXT %227 747k
THERKR L., ABA%—% Cisco SSH ' — N XTHREL T, iiFE52 T LET,

tFaT7 oz N—Yav2yR—t .-



tXa7 v N=vavagR—t |
B ssissvzxrur7oex

7V?VV&W®%£%%W?5%HJ*#i B X —% M H L TS b ESn-84
EARTLET, B L FON 3 EOLDI SSH 5 ST
SSH #— ST, :L»—‘fj‘%)[‘oj’mféﬂt/\ﬁﬂﬂ% W LTy Y amidtRmLET, Ny

Vald, =BT N BB LINE I AT A0S hET, &
BROMSTHE . RSAN—AD A vt — RN AHF—2 A L TEITFENET, Z
ﬁ%\ %4[;&:;}@7‘:*‘/7:%%@1%’3‘/‘T\ a—HFDOT I A% uuuﬁéhéf)‘?ﬁréﬂ
7,

o Y= /N—FRGE : SSH & > ¥ a3 VORI, CiscoSSH 7 74 7 v ME, F—R#7 = —
f¢:ﬁ%f%é%~ﬂ~fx%% AL T, SSHY»— N—%AEL £3, SSHY—
% %, SSH H—_"OfslEH SN E T, 26 DF—IL SSH 3 A X —T7 VIR D
B S, 7947 MITRET DA RERD Y £7,

P — NGFRRED YA, CiscoSSH 7 7 A 72 " REP— NZHR A R F—%E) Y THHLEEN
HVFET, 794 T MY —REDOMTSSHE Yy a v aHILEY DL, 75
AT MEF A =T DL LT, V—_"OBLZZELET, BEMRAAR
X—DF =7 TITITNI T4 T2 MITA F—TNVOEE, TOV— NIHGT B A
= NIDBHDENEIDPNTTATV bTHRINET, —HERRO0dE, 7
TAT U MEH—NFA S F—%2H L CELORHGEZFATLE T, P — SORGEITHK
3oL, By a OMIAARITEITLET, KT HE, WEITK T L, Server
Authentication Failed] &9 X v —UNBNFRINFET,

\}

GE) AR —a Y — S THT BB, ATV RMALET, LEAoT, %Hﬁ—ﬂf T
X BABF—ORIT, 12— FITRA2 SOMBF —EAFR L5810 2— PR S
ij‘o

e VAP — NI RSAR—ADZ—VRIEEZVR—F L TWHWETH, YA 7T74T7 b

WEERRES R E L CABF — %2 IRETE FH¥ A, RSAN—RDFIEITHT D4 —7 72 SSH

7 FA T B DOEKRE Cisco P— N5 LTI=HA. —N3FEREERE S AN E
T,

o — NFWEEDE A, P — YO RSAABF—% FETHEL, CiscoSSHZ 7147 MUT
ip ssh stricthostkeycheck =~ > R&F%E L £,

SSHEXUVRAYFT7oEX

X 27 b (SSH) 1E, T35 AZxtT %47 ) E— MEtZ ARl T 5 7 2 h=a LT
T SSHIX, 731 ADFRAERFIZIR I 725 5 b &21T 9 2 & T, U E— MEFEIZ DUV T Telnet LA
FoeX2 VT4 2FEBILEST, ZOY 7 U7 U U —RE, SSH/N— =3 2 (SSHv2)
ZYR—FLET,

IPv6 O SSHEEREIL IPVA I BT AHERE L 61 U T, IPv6 D334, SSHIZIPV6 7 R L A & HAR—
FL. IPv6 F T AR — K FIZBWT, UE—RIPv6 / — REDEFX 2V T ¢ {R#B LW
Teani-#Emrzab L £,

. X2 TF7 I N—C a2 R—



| £xa7vzun—sav2gdi—+t
snwp +5 v 74 ]

SNMP k5 v AR

THEHAOY V-2 CT, A Fy hU—JFH e b3 (SNMP) R v R, FT oy
TREHTSNMP T /8y TR F N2> TWDEA, SSHE v v a UK T LEZBICHEEN
WAERENE T,

)

G£)  snmp-server host =~ > R&RET H%5E. IP 7 FL AL, SSH (telnet) 7 74 7 > b3 H
V. SSH H— 3~D IP ##i A F[HEZR PC DT KL AT HMENRH Y £7,

%72, debugsnmp packet =~ > R&EFHLTSNMP T3y 72 /0L, b7 v 7 aFRT
DRENHY ET, Ty IERIUT. FEASS MCSSHE Yy v a s TESAZT E B
AN EDERBEENET,

SSHX—HR— k1225974 JFEE

SSH —7R— R A ¥ 77T ¢ 7RAHEEEIL. SSH TOA A v & —VREiE L LIEITh, B
IRHFEHDFEIEA N = A L% FHET D DI TE 2 5AATE, BRI, BIEFAR— &
NTns, 2—FOANOHPLERFBIESFRITT T, ZOKRBTETTLHIENTEE
T, ZOMEEITEEINICA =T e £,

WOFHFANR—FENTHET,

* Password

e P NPREFETHT Y LU VISETHAEETEITA MY 7 ZHIT 5 SecurlD 3 LY
N—RxT b=

$ 77U A HEARBIET Y (PAM)

* S/KKEY (B LOZDMOEWETE—)

X7 O ILDERTERE

RAMRELUVUFRFAA B ZFERHALIZSSHN—2 32020 T /N4 X%
E

FI§
aAvY RFEREIT7IOIY B

AT v 71 |enable HibE EXEC E— REZ A% L £,
B

XA TFT LTI N—32HR—F .



B AR 8850 RAC BEBRALESSHA—U 32205 /5( REE

tXa7 v N=vavagR—t |

ARV RFERETIVa Y

B8

Device> enable

T T IRFERESNIZENAT — Rz
AN LET,

ATy T2

configureterminal

1

Device# configure terminal

Jua—)L a7 4 F¥Falb—g v
£ — }“%‘/Fﬂlﬂﬁébij‘o

ATvT3

hostname name

1 -

Device (config) # hostname catalyst9k

FNAADKA ML ERELET,

ATv74

ip domain name name

1

catalyst9k(config)# ip domain name
example.com

FNRAAD RAAL 2 ERELET,

ATy TH

crypto key generatersa

1

catalyst9k (config) # crypto key generate
rsa

72— EB LU T — hEREEHIZ SSH
Y= A X—=T I LET,

ATvT6

ip ssh [time-out seconds |
authentication-retriesinteger]

fi
catalyst9k(config) # ip ssh time-out
120

(EE) T34 A T SSH %%
HELET,

ATy T1

ip sshversion [1]2]
{5

catalyst9k(config) # ip ssh version 1

(fEE) T3 A THELITTDHSSHD/R—
VarERELET,

ATvT8

exit
B

catalyst9k (config) # exit

Ja—N)L a7 4 Fal—g v
E— R&E&T L, FrbE EXEC E— K%
BRLE L £,

« T 74/ N FANMIEDIZIE, no
hostname =~ > R&HH L E

. X2 TF7 I N—C a2 R—



| £xa7vzun—sav2gdi—+t
RSA ¥ — <7 £ L1 SSHA—Ua v 20711 28% [

RSA X— R7EFHALF=-SSH/A— 302D T/ REEF

Fig
avYREEEF7OV3 Y B

AT 71 |enable ke EXEC E— REZHIC L E7,
B T T IREREINTZHRAT— Ry
Device> enable ]\j]l/§E7fo

AT 72 |configure terminal ya—r\ L ar7 4 Xal—a v
i - T— REBBELET,

Device# configure terminal

AT 73 |ipsshrsakeypair-name keypair-name |SSH|Zffifl9 % RSA F— <7 ZFEEL

i =7

Device (config) # ip ssh rsa keypair-name| (i¥) AT FTRA RITEED
sshieys RSA S — <7 ARRETX %

‘g_O
R T w74 |cryptokey generatersa usage-keys label | 734 2T —h LB LN £— MR

key-label modulus modulus-size 179 SSH — " E N LET,

B « SSH /A— 35 > 2 Tl Mo

Device (config) # crypto key generate 13768 B FLLETHAMERH

rsa usage-keys label sshkeys modulus

ze ESR

Gx) RSA ¥ — X7 ZHIFRT 51
1%, cryptokey zeroizersa =
~ REMEHALET, RSA
X— T EHIBRT D &
SSH — /31 H @I 4

2720 E£9,
R T 75 |ipssh [time-out seconds| T34 A |C SSH il $k # 5% € L £
authentication-retriesinteger] +,
1
Device (config) # ip ssh time-out 12
AT w76 |ipsshversion 2 TN ATHEITTH SSH D/3—T =
1 - EIRELET

Device (config) # ip ssh version 2

tFaT7 oz N—Yav2yR—t .n



B rsax—zo1—FREEEFT -0 Cisco SSH Y —/\DBE

tXa7 v N=vavagR—t |

ARV RFERETIVa Y

B8

ATy IT17

exit
I

Device (config) # exit

Jua—\)LaryZ7 4 Xal— g
F— REHT L., F7HE EXEC E— R %
Bt L E 7,

RSAR—ZXADA—HERIAMZFEITT H1=8HD Cisco SSH H—/\DEXRE

FIE

ARV RFEEETI 3y

B8

ATy T

enable
1 -

Device> enable

¥iME EXEC E— F&EANZ L £,

Ta s NRFRINTEHNRAT— R
EATTLET,

ATy T2

configureterminal

51

Device# configure terminal

Ja—n) a4 F¥al—3 v
£ F\;’&E:ﬁﬁé\biﬁ—o

ATvT3

hostname name

1 -

Device (config) # hostname hostl

WA ML ZRELET,

ATvT4

ip domain name name

51

hostl (config) # ip domain name namel

CiscoY 7 by =7 TEMATAT 7 41
NORAAS B HEFRL, RERRS
ARNGD RAA AT LUET,

ATvTh

crypto key generatersa

1 -

hostl (config) # crypto key generate
rsa

RSA ¥— X7 24K LET,

ATvT6

ip ssh pubkey-chain
i -

hostl (config)# ip ssh pubkey-chain

SSH #— " LD —H 5 L O — G-
AEAIZ SSH-RSA F— %% 7E L, A
F—ar 7 4 Fal—arE— %
Bt L £ 7,

o — NITRIFE S 4L TUV 5 RSA /AR
=N, FIAT v MIBRESN
TWAHAF—EEX—D T
EEHALTHRGEEND &, 2—W
FRREIX R T,

. X2 TF7 I N—C a2 R—



| £xa7vzun—sav2gdi—+t

RSA A—2 D 1—HFRIEEETT 5100 Cisco SsHH— 0%z [

ARV FFEREETIVa Yy

E:)

ATy IT17

username username

1 -

hostl (conf-ssh-pubkey) # username userl|

SSHZ—VZ4EHREL., AF—=2—
YFar7 X2l —arEF— N2
HBLUET,

ATvT8

key-string
il -

hostl (conf-ssh-pubkey-user) #
key-string

JE— h 70 RSA ABF— %55
L. A% —FT—HF a7 ¥l —
var ®'—RFERBLET,

6=3) A—=TSSH I TA4T v~
Fn (B2 D &
.ssh/id_rsa.pub 7 7 A L7
5) KF—EARETE
£

ATvT9

key-hash key-type key-name
£

hostl (conf-ssh-pubkey-data) # key-hash
ssh-rsa keyl

(fEE) SSHFX— XA T Ln—Ta v
ERELET,

o« B —/ANBF— RXT OEET
1L, ¥ — ¥ A 7% ssh-rsall T Db
EndHY £,

* key-gtring =~ > R3FEE STV
DGEIZIRY ZOFIEIFERE T
ﬁ—o

* key-string =~ > K & key-hash =
~ 2 ROWT NN ERET HME
N ET,

G¥) NAF—A MY T DNy
va B RE T DT,
VY UE: DAV Ny ]
HLET, £72, Blov =z
AT NA ANBANy Vil
HFar—35ZLbTEE
T, YD TARA{F—T—%
AT %6, key-string
a~v s REfiH L TAR
X—T—HEANNTHZ L
EHELEL 9,

N

ATy 710

end

&1

hostl (conf-ssh-pubkey-data) # end

NHF—F—F a7 4 F¥=21—3 3
VE—REKRT L, FHEEXECE— R
IR £9,

XA TFT LTI N—32HR—F .



tXa7 v N=vavagR—t |
B rsax—xo9—\@BEEEET B0 Cisco 108 SSHH—/ DT

AT REEEFETIVa Y E]:p]
e T 7 /L FARAMIEDIZIE, no
hosthame =~ > R&Z{FEH L E£1,

RSAR—ZX DY —/N\FBIEZEITT 571=5HD Ciscol0S SSH H—/\DEXTE

FIE
ARV RFERETI 3y EL:y

ATFwF1 |enable FrHE EXEC E— REAIC L E T,

i Ta T IRERRENTCHNRAT— R
Device> enable AN LET,

R w2 |configureterminal rTa— ) a7 4 Xal—3ay
Bl - E— FEBBLET,

Device# configure terminal

AFw 73 |hosthame name RAMLERELET,
1 -

Device (config) # hostname hostl

A7 74 |ipdomainname name CiscoY 7 hU =7 AT 57T 7 4L
Bl - RO RAAL B ZERL, RERRR
hostl (config) # ip domain name namel A f\%@ FAA \/%*ﬁ;{:biﬁ—o

RTwv S5 |cryptokey generatersa RSA ¥— X7 &AL ET,

i -
hostl (config) # crypto key generate
rsa

A7 76 |ipsshpubkey-chain SSH #— 3\ LD —H16 LU — 38
R AEAIZ SSH-RSA ¥ —#5XE L, A5
hostl (config) # ip ssh pubkey-chain T A Fal—vare—Fz

BAtE L E77,

ATw T |server server-name T A TORBHF—FBREIC DWW T
i - SSHH— "z AT L, AHF—H—
hostl (conf-ssh-pubkey) # server serverl NS A Falb—vart— ]\%Bﬁ

BLET,

. X2 TF7 I N—C a2 R—



| £xa7vzun—sav2gdi—+t

RSA R— R DY —NREEEETT 51280 Cisco 105 SSH ¥ — 0%z [

ARV FFEREETIVa Yy

E:)

ATvT8

key-string
11 -

hostl (conf-ssh-pubkey-server) #
key-string

UE—h 7O RSA A F— 25T
L. AfiF—FT—Xar7 4F¥al—
gy E— FREREBLET,

G¥) A= SSH T TAT v~
Eoat (BWZx 5L
.ssh/id_rsa.pub 7 7 A /L7
5) AF—EERGTE
£

ATvT9

exit
1 :

hostl (conf-ssh-pubkey-data) # exit

NHF—TFT—Har7 X2l —v3
YE—REKTL, 2AF— =2
a7 4 Xl — g rE— REBlth
LET,

ATy 710

key-hash key-type key-name
i -

hostl (conf-ssh-pubkey-server) #
key-hash ssh-rsa keyl

(fEE) SSH¥x— A 7L —Ta v
ZEELET,

o R —/ANBF— T OWET
X, ¥— %A 7% ssh-rsall 3 B
EHRHD FT,

s key-string =~ > FERE I LTV
LHHAICIRY Z OFIEIEET
R

* key-string =~ > K & key-hash =
~ ROWT NN ERET D ME
BHYET,

GE) ANF—A RNV T DNy
vazmiET AR Ny
VoY T Ny =T A fE
HALES, £/, Blov =z
TN ANH NNy Vol
Favr—75ZLHLTEE
T IO TRARAF—T—%
AT 5856, key-gring
aw» REMH L TABH
X—T—FEANNTHZ &
EHELEL £,

ATvIN

end

1 -

hostl (conf-ssh-pubkey-server) # end

AF—H ="z T 4 Fa2l—T3
VE—REKRT L, FHEEXECE— R
IR £7,

tFaT7 oz N—Yav2yR—t .-I-



B = +7 v xeomsteysaomm

tXa7 v N=vavagR—t |

ARV FFEREETIVa Yy

S

R w712 |configureterminal Ja—r~ )L ary7 4 F¥al—g
Bl E— &M LET,
hostl# configure terminal
A7 713 |ip sshstricthostkeycheck P NFRAENFEITEND Z L AR L
15“ : ij_o
hostl (config) # ip ssh e EEMNFATH L. BRI T L
stricthostkeycheck F
¢« 7 74/ FARA MIRDIZIE, no
hostname =~ > K& L £7,
25w 714 |end Ja—nRN) a7 4 F¥al— g
Bl - T & T L, FHE EXEC £— FIC

hostl (config) # end

ED&‘@AO

JE—F TNAREDIEFIEEY Y 3 > ORRE

)

GE)

Bir T 5T A AL, VAT VT R =T THR—FENDIEEAT VT XL EHRT-E
=27 vzl (SSH) V—R"ZHVR—=FLTWARLERHY 3, £/=, T35 ZAEHFHT

LT H Y WA, SSHIZT 4 B—7 0 F— R TETTE X,

FIE

AV RFEEETIVa Y

=)

ATy T

enable
1

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEhn

=358 .

ATvT2

ssh[-v {1] 2} | -c {aes128-ctr | aes192-ctr
| aes256-ctr | aes128-chc| 3des| aes192-cbc
| aes256-cbc} | -1 user-id| -l
user-id:vrf-name number ip-address
ip-address | - user-id:rotary number
ip-address| -m {hmac-md5-128 |
hmac-md5-96 | hmac-shal-160 |
hmac-shal-96} | -0
number of passwordpromptsn | -p
port-num] {ip-addr | hostname} [command
| -vrf]

. X2 TF7 I N—C a2 R—

VE— R Xy NU—27 FA R LD
Blbani-ty g o E2BEEBELET,



| £xa7vzun—sav2gdi—+t

%27 vrrggozr—220kE [

AU RFERET7TIV3 Y B#)
1 -
Device# ssh -v 2 -c aes256-ctr -m
hmac-shal-96 -1 user2 10.76.82.24
X7 D IVEROXT—2 ADHHEEE
Fg
AU RFERET7TIV3 Y B#J

AT 71 |enable
1 -

Device> enable

HibE EXEC E— RE A% LE7,
e NMRAT—RKEANLET (FkEhn

7256

o

R 72 |show ssh
1

Device# show ssh

SSH % — B D AT —H A KR L
ij_o

R Ty 73 |exit
1 -

Device# exit

it EXEC E— R&&TL, 22—
EXEC E— RIZFEY 9,

KD showssh == ROWIFNZIE, N—T a1 BILOR—=Ta V28ROERD
SSHARN—Va v I BXONR—Ug VU 28 DOAT—Z ANRFRINTWET,

Device# show ssh

Connection Version Encryption State Username

0 1.5 3DES Session started lab
Connection Version Mode Encryption Hmac State
Username

1 2.0 IN aesl28-cbc hmac-md5 Session started lab
1 2.0 OUT aesl28-cbc hmac-md5 Session started lab

kD showssh < ROHENBNIEL, RN—Ta v 28 (R—Ya v 1#ERL) O
BEDOSSH A=V g L 2BLONR—Vg U IO AT — X ANERENTWET,

Device# show ssh

XA TFT LTI N—32HR—F .
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Connection Version Mode Encryption Hmac State

Username

1 2.0 IN aesl28-cbc hmac-md5 Session started lab
1 2.0 OUT aesl28-cbc hmac-md5 Session started lab

%No SSHv1l server connections running.

WD showssh =~ RO ABNZIE, N—Ta 28 (N—Ta s 18R L) ©
EEDOSSHARA—a v 1 BLONRN—g V2B ORAT —F ANRE RSN TWVET,

Device# show ssh

Connection Version Encryption State Username
0 1.5 3DES Session started lab
%No SSHv2 server connections running.

XA TITILIN—=D3 0 2DRT—RADIERR

Flg
AU RFEEETI 3 Y B
AT 71 |enable HiHE EXEC E— REHMNC LT,
1 - e NRT—REANLET (FEREh
7258
Device> enable
AT 72 |showipssh SSH DA— a3 VB L ORET —4 %
15'] : i‘%i—“ Lij‘o
Device# show ip ssh
AT v 73| exit FHEEXEC E— FZ&&KTL, 2—%
i - EXEC £— RIZREY £7°,
Device# exit
£

RO showipssh =2~ ROMNHNZIE, Ah72 SSH D=V 5 > BEEX A LT T
ME, BEOAR=V a1 BILONR—=U 3 0 2 OO FHRITRIEN R RENT
I/\i—a—o

Device# show ip ssh

SSH Enabled - version 1.99

. X2 TF7 I N—C a2 R—
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Authentication timeout: 120 secs; Authentication retries: 3

RO showipssh =~ ROMDHNZIE, A7 SSH D=V 3 > BEEX A LT 7
ME, BEON—=Da 28 (N—Ta 1 E5RAR L) ORGEDOHRITHIE,A LR
ENTVWET,

Device# show ip ssh

SSH Enabled - version 2.0
Authentication timeout: 120 secs; Authentication retries: 3

RD showipssh =~ RO ABNTIL, AZI72 SSH D=V 5 v BEEF A LT U
ME, BLONR—=D g 1 (N—V 3 v 285672 L) ORIEOFERITRIE N LR
EhTWET,

Device# show ip ssh

3d06h: %SYS-5-CONFIG I: Configured from console by console
SSH Enabled - version 1.5
Authentication timeout: 120 secs; Authentication retries: 3

TXATFT OTILIN—D3 V0 2DFZARY DT EME

FIg
OV RFERET7TIV3 Y B
AT w71 |enable M EXEC E— RE AT LET,
fl - Ty MRRRSNE L AR T = R
Device> enable AL FET,
R T 72 |debugip ssh SSH DT Ny 7 & HNZ LET,
1 -
Device# debug ip ssh
AT v 7 3| debug snmp packet T AT R o THEZEENFNTO
i - SNMP /37 b DTSy T A L&
Device# debug snmp packet kR
£l
X debugip ssh =~ ROMAFIX, oy SSH A= a v 2 TH D 2 & 2o
LET,

tFaT7 oz N—Yav2yR—t .-_
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Device# debug ip ssh
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el sullouion

ool sulloulosiodiog

kex:
kex:

FRrF PP P RrP R R R R RPRRRRRRRRRRRRRRRRRRRRRRRRRR

starting SSH control process
sent protocol version id SSH-1.99-Cisco-1.25
protocol version id is - SSH-2.0-OpenSSH 2.5.2p2

X277 I N—T 3 29R—

send: len 280 (includes padlen 4)

SSH2 MSG_KEXINIT sent

ssh receive: 536 bytes received

input: packet len 632

partial packet 8, need 624, maclen 0O

ssh receive: 96 bytes received

partial packet 8, need 624, maclen O

input: padlen 11

received packet type 20

SSH2 MSG _KEXINIT received
client->server aesl28-cbc hmac-md5 none
server->client aesl28-cbc hmac-md5 none

expecting SSH2 MSG KEXDH INIT

ssh receive: 144 bytes received

input: packet len 144

partial packet 8, need 136, maclen O

input: padlen 5

received packet type 30

SSH2 MSG _KEXDH INIT received

signature length 111

send: len 384 (includes padlen 7)

kex derive keys complete

send. len 16 (includes padlen 10)
newkeys: mode 1

SSH2 MSG_NEWKEYS sent

waiting for SSH2 MSG NEWKEYS

ssh receive: 16 bytes received
input: packet len 16

partial packet 8, need 8, maclen 0
input: padlen 10

newkeys: mode 0

received packet type 2100:33:55: SSH2 1:

ssh receive: 48 bytes received

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #3 ok

input: padlen 10

received packet type 5

send: len 32 (includes padlen 10)
done calc MAC out #3

ssh receive: 64 bytes received

input: packet len 48

partial packet 16, need 32, maclen 16
MAC #4 ok

input: padlen 9

received packet type 50

send: len 32 (includes padlen 13)
done calc MAC out #4

ssh receive: 160 bytes received
input: packet len 64

partial packet 16, need 48, maclen 16
MAC #5 ok

input: padlen 13

received packet type 50

send: len 16 (includes padlen 10)
done calc MAC out #5

authentication successful for lab
input: packet len 64

partial packet 16, need 48, maclen 16

. X7 oI N—T 302 R—
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PP HRPRPRPRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR

w27 vrnn—vavene=aysein ]

MAC #6 ok

input: padlen 6

received packet type 2

ssh _receive: 64 bytes received
input: packet len 48
partial packet 16, need 32,
MAC #7 ok

input: padlen 19

received packet type 90
channel open request

send: len 32 (includes padlen 10)
done calc MAC out #6

ssh _receive: 192 bytes received
input: packet len 64
partial packet 16, need 48,
MAC #8 ok

input: padlen 13

received packet type 98
pty-reqg request

setting TTY - requested: height 24,

maclen 16

maclen 16

width 80; set: height 24,
input: packet len 96
partial packet 16, need 80,
MAC #9 ok

input: padlen 11

received packet type 98
x1ll-req request

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #10 ok

input: padlen 12

received packet type 98
shell request

shell message received
starting shell for vty
send: len 48 (includes padlen 18)
done calc MAC out #7

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #11 ok

input: padlen 17

received packet type 94
send: len 32 (includes padlen 17)
done calc MAC out #8

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #12 ok

input: padlen 17

received packet type 94
send: len 32 (includes padlen 17)
done calc MAC out #9

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #13 ok

input: padlen 17

received packet type 94
send: len 32 (includes padlen 17)
done calc MAC out #10

ssh _receive: 48 bytes received
input: packet len 32

maclen 16

maclen 16

maclen 16

maclen 16

maclen 16

XA TFT LTI N—32HR—F .
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SSHI1:
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done

done

done

done

send:

send:

send:

partial packet 16,
MAC #14 ok

input: padlen 17
received packet type 94
send:
done calc MAC out #11
ssh_receive:
input: packet len 32
partial packet 16,
MAC #15 ok

input: padlen 17
received packet type 94
send:

len

len
calc
len
calc
len
calc
len
calc

need 16,

32 (includes padlen

need 16,

32 (includes padlen
MAC out #12
48 (includes padlen
MAC out #13
16 (includes padlen
MAC out #14
16 (includes padlen
MAC out #15

56531on terminated normally

X7 oz )L/IN—DT3 Y

{1 -

Device> enable

X7 oI N—T3 020

Device# configure terminal
Device (config)# ip ssh version 2
Device (config) # end

{51 -

LXxaF7 oz )LN—D3 Y

Device> enable

Device# configure terminal
Device (config) # no ip ssh version
Device (config) # end

Bl )E—F

—

T/

Device> enable
Device# ssh -v 2 -c aes256-cbc -m hmac-shal-160 -1 shaship 10.76.82.24
Device# exit

{1 -

\f ATD

=JL ==

SNMP k5 v TDE%

WOFITIL, SNMP h T v 7OREHEEZ R LET, T v
T35 L HBICAR SN ET,

. X7 oI N—T 302 R—

2 9R—

X XE

165&U 205

48 bytes received

tXa7 v N=vavagR—t |

maclen 16

17)

maclen 16

16)

18)

NOE 3!

=JL ==
ax AE

E=ibtt v a DA

ML, SSHE v a U T

ZoFEO 10111 1XSSHZ ZA4 T FDOIP T RLUATT,
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Device> enable

Device# configure terminal

Device (config) # snmp-server trap link switchover
Device (config) # snmp-server host 10.1.1.1 public tty
Device (config) # end

Bl : SSH¥x—HR—F 42250 T« TFEE

Bl: 25472 MDD TNy TDERIE

WOEITIE, 74T MIDF Ry ZRF o THEY, a7 Mok 6 (SSH
F—IR— R AU Z T 7T 4 THIFTRDOZHOIZ3 D, RRATU— REFEHFRDO=HIZ3 D) I
o TWET,

Password:

Password:

Password:

Password:

Password:

Password: ciscol23

Last login: Tue Dec 6 13:15:21 2005 from 10.76.248.213
userl@courier:~> exit

logout

[Connection to 10.76.248.200 closed by foreign host]
Devicel# debug ip ssh client

SSH Client debugging is on
Devicel# ssh -1 lab 10.1.1.3

Password:

*Nov 17 12:50:53.199: SSHO: sent protocol version id SSH-1.99-Cisco-1.25

*Nov 17 12:50:53.199: SSH CLIENTO: protocol version id is - SSH-1.99-Cisco-1.25
*Nov 17 12:50:53.199: SSH CLIENTO: sent protocol version id SSH-1.99-Cisco-1.25
*Nov 17 12:50:53.199: SSH CLIENTO: protocol version exchange successful

*Nov 17 12:50:53.203: SSHO: protocol version id is - SSH-1.99-Cisco-1.25

*Nov 17 12:50:53.335: SSH CLIENTO: key exchange successful and encryption on
*Nov 17 12:50:53.335: SSH2 CLIENT 0: using method keyboard-interactive
Password:

Password:

Password:

*Nov 17 12:51:01.887: SSH2 CLIENT 0O: using method password authentication
Password:

Password: lab

Device2>

*Nov 17 12:51:11.407: SSH2 CLIENT 0: SSH2 MSG USERAUTH SUCCESS message received
*Nov 17 12:51:11.407: SSH CLIENTO: user authenticated

*Nov 17 12:51:11.407: SSH2 CLIENT 0O: pty-req request sent

*Nov 17 12:51:11.411: SSH2 CLIENT 0: shell request sent

*Nov 17 12:51:11.411: SSH CLIENTO: session open

Bl : TS50 INRXRD—KFDOZEHEIZK % ChPass DEZNE

WO TIiL, ChPass BEREN AN/ > CTEBY ., SSHX—R—F A U X T 77 4 T#RIETA %
FERALTT I 7 RATV—=FRNEEINTWET, TACACS+ 77/t A v b —/jL #—N
(ACS) 1. X"y 7TV RAAA Y — L L THERHENTVET,

tFaT7 oz N—Yav2yR—t .“
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Device> enable
Devicel# ssh -1 cisco 10.1.1.3

Password:

0ld Password: cisco

New Password: ciscol23

Re-enter New password: ciscol23

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]

{5l : ChPass DEMEH L VHEIOST A4 O THD/INRT—REE

WOFITIL, ChPass BERENAZNT 72> T Y, TACACS+ACS 1INy 7= K #—RE LT
FEHENTWET, NAT— KNI, SSHF—R—RF A 2T 5 ¢ 7 B HFNa2EH L T
o A o TEREINTVET,

Devicel> enable
Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Your password has expired.
Enter a new one now.

New Password: ciscol23

Re-enter New password: ciscol23

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]
Devicel# ssh -1 cisco 10.1.1.3

Password:ciscol

Your password has expired.

Enter a new one now.

New Password: cisco

Re-enter New password: ciscol2

The New and Re-entered passwords have to be the same.
Try again.

New Password: cisco

Re-enter New password: cisco

Device2>

{5 : ChPass DAEMILH LV IEAOT A U LI=ED/INAT—FD%H

OB TliL, ChPass #EEES AN/ > TE Y, TACACS+ACS (F/Ny 7 = K AAA H— 3L
LTSN TWET, SAT—FE, SSHX—R— R A% T 75 ¢ TR H XA L
T3[Eu 7 A L-BICHIRBYNICR Y 4,

Device# ssh -1 cisco. 10.1.1.3

Password: cisco

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]

Devicel# ssh -1 cisco 10.1.1.3

. X2 TF7 I N—C a2 R—
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Password: cisco

Device2> exit

Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]
Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Your password has expired.
Enter a new one now.

New Password: ciscol23

Re-enter New password: ciscol23

Device2>

%l : SNMP D7 /3y

KIZ, debugsnmp packet 2~ > RO BIZ R LET, HIZiX, SSH & v = > SNMP
N7 FERBEENET,

Devicel# debug snmp packet

SNMP packet debugging is on
Devicel# ssh -1 lab 10.0.0.2
Password:

Device2# exit

[Connection to 10.0.0.2 closed by foreign host]

Devicel#

*Jul 18 10:18:42.619: SNMP: Queuing packet to 10.0.0.2

*Jul 18 10:18:42.619: SNMP: V1 Trap, ent cisco, addr 10.0.0.1, gentrap 6, spectrap 1
local.9.3.1.1.2.1 = 6
tcpConnEntry.1.10.0.0.1.22.10.0.0.2.55246 = 4
ltcpConnEntry.5.10.0.0.1.22.10.0.0.2.55246 = 1015
ltcpConnEntry.1.10.0.0.1.22.10.0.0.2.55246 1056
ltcpConnEntry.2.10.0.0.1.22.10.0.0.2.55246 = 1392
local.9.2.1.18.2 = lab

*Jul 18 10:18:42.879: SNMP: Packet sent via UDP to 10.0.0.2

Devicel#

5 : SSH DT /\y T Digik

KIZ, debugipsshdetail 2~ > RO HBIZ R LES, HAIZIE, SSHZ' 2 =L b Ty xu
ZORIZBET 27 Ay ZIERNE EE T,
Device# debug ip ssh detail

00:04:22: SSHO: starting SSH control process
00:04:22: SSHO: sent protocol version id SSH-1.99-Cisco-1.25

tFaT7 oz N—Yav2yR—t .“
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00:04:22: SSHO: protocol version id is - SSH-1.99-Cisco-1.25
00:04:22: SSH2 0: SSH2_MSG KEXINIT sent

00:04:22: SSH2 0: SSH2 MSG_KEXINIT received

00:04:22: SSH2:kex: client->server enc:aesl28-cbc mac:hmac-shal
00:04:22: SSH2:kex: server->client enc:aesl28-cbc mac:hmac-shal
00:04:22: SSH2 0: expecting SSH2 MSG KEXDH INIT

00:04:22: SSH2 0: SSH2 MSG_KEXDH INIT received

00:04:22: SSH2: kex derive keys complete

00:04:22: SSH2 0: SSH2 MSG_NEWKEYS sent

00:04:22: ssH2 0: waiting for SSH2 MSG_NEWKEYS

00:04:22: SSH2 0: SSH2 MSG_NEWKEYS received

00:04:24: SSH2 0: authentication successful for lab

00:04:24: SSH2 0: channel open request

00:04:24: SSH2 0: pty-reqg request

00:04:24: SSH2 0: setting TTY - requested: height 24, width 80; set: height 24, width
80

00:04:24: SSH2 0: shell request

00:04:24: SSH2 0: shell message received
00:04:24: SSH2 0: starting shell for vty
00:04:38: SSHO: Session terminated normally

&IZ. debugip ssh packet =~ RO B Z R LET, HAIZIE, SSH 7w MZBET 5T
Ny THERPNEENET,
Device# debug ip ssh packet

00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2

send:packet of length 280 (length also includes padlen of 4)

ssh receive: 64 bytes received

input: total packet length of 280 bytes

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
ssh receive: 24 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
input: padlength 4 bytes

ssh receive: 64 bytes received

input: total packet length of 144 bytes

partial packet length(block size)8 bytes,needed 136 bytes, maclen 0
ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 136 bytes, maclen 0
ssh receive: 16 bytes received

partial packet length(block size)8 bytes,needed 136 bytes, maclen 0
input: padlength 6 bytes

signature length 143

send:packet of length 448 (length also includes padlen of 7)
send:packet of length 16 (length also includes padlen of 10)
newkeys: mode 1

ssh receive: 16 bytes received

input: total packet length of 16 bytes

partial packet length(block size)8 bytes,needed 8 bytes, maclen 0
input: padlength 10 bytes

newkeys: mode 0

ssh receive: 52 bytes received

input: total packet length of 32 bytes

partial packet length(block size)l6 bytes,needed 16 bytes, maclen 20
MAC compared for #3 :o0k
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