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CAXZT A TIRARP XY v v aNE DB TENTWNDHLAY2A 0 F—T =2 A A LEDIKR
A ]\ nquT%iﬁ/\/o \_ﬂ%@j—x }\ iARP A /‘t‘—‘-\/%%'fm Lfocl/\f_&’) Web X —
AR RE CIIm S EH A,

7 7 /L hTIL, ;M’ v FDIP T3 A BHMEREIZ N SN TWET, Web X— A&
REEFEHT D21, IP 731 RBEMEREZ BN T DL ERH Y £,

B Web R—=E25F



Web X— R FREE
Web A—z iR EICET s xEasEL sinsE

e Web _— ZFREE A4 5 121%. SISF XR—ZADF /A 2B A HINZT H0ENH Y F
T, T 74V h T, SISF RN—ZADT A ZBWRTAAL v F THEHIZ2>TWVET,

e 2AA v FHITP —N_"—%FETT 500, IPT RLRAZ2DRL L 1 OBETALEND
DET, F/o, EFRANPT FLRIZEFET D LHIICNV—FERETHILELHD £,
HTTP H— "—%, RA MZTHITTP 2 /A = 5% ELET,

2Ry L LN ZAICH DA A NTIE, STP hABYOEHIZEY, FA N T
T4 DRETIEZR— N LEbooTLESTEE. T 7 4 v 7 MMEIET B ATREMEN H
DET, ZhiE, LA ¥2 (STP) FARBEYOEEHIZ, ARP I L O DHCP O FH A E(E
SHTWRWEAITHAELE T,

* Web _—ZFBAEIT, &7 m— RAERAA b ARY >—& LT, VLANEY K TaHR—
FLTWEEA,

e Web N— 2RI v g VEERFIAR Y >— F— RTIPv6 Z AR — T LET, IPv6 Web
FEEICIE, AA v FTRESINTEAD LS TH 12D IPv6 7 RLAB LI ONAA vF R—k
IZERE SN IPv6 A X —E L ZBNETT,

Web ~— ZFBFEFR I OF Network Edge Access Topology (NEAT) (%, fHAIZHEMAITY, A
VB —7 = A A LT NEAT BEZIDOGE, Web N—AFFEAEHTE T, A ¥ —T =
A A T Web X—AFFENFEIT SN TV BHHAIL, NEAT 2 T £ A,

AA wFH 5 RADIUS Yr— " —~ D@5 DFEIHEH A5 )D RADIUS % = U 7 ¢
PR —REEMHR L ET,

cIRA M

e RAMIPT FLA

o IRA N4 L HETE D UDP iR — h &5

«IP7 FL R LFFED UDP A— +FE =

IP7 RLAEUDPAR— hEZOMAGDOEIZL T, —BEOIDBEHR I, —3—D
[A—1IP 7 R L A EIZdH 5% UDP AR— MZ RADIUS xR A X ECE b L Hicken £
4, [@ U RADIUS —_— FDELAH 2 HODKRA N = M UIZFEICF—E R (& 213
REE) ARELEES, 2BDICRESNTARA M= MU, ROICHESNIZAA b
T RIDT 2= A== RNy T 7 LTEELE T, RADIUSHRA b =
X, BRE LTERICHE > GRIRSNLET,

* RADIUS $r—/3— RT XA —Z EET H5E1E, WOFITERE LT E S0,
Bl a~w KT 4 02, keystring ZHE L £7,

+ key gtring 121%, AA v F &, RADIUS — 33— ETE#IfET 2% RADIUS 7—F 2 LD
MCHAT D, BREB IO X —Z2EE L ET, F—IL. RADIUSH— —TCfiH
THRBEF—IC—FTDHTFA N AN 7 ThRITFNIERY EHA,

ckey string Zf5ET 256, F—OHHEH, BIORRBICAR=AZMEHLE4, F—
WA= AT 5561%. sIAfERF—0—H0Tho 564 RE, SIHfFT

Web X— X 23T .



Web N—2 33E |
B =i eqrs—gzqzomE

F—ZHFERLNTL IV, F—/XRADIUST —F o AT AR FIZ—EH LTS
VBN H D F9,

¢ TRTORADIUS —R—[ZDWNWT, A L7 7 b, HEERE, BIOK S —E
U a—UIERET HIIE, radiusserverhogt 7 e —/ 3L ar 7 4 ¥al—ig v
av U REHERALET, 2hboF7 v a v e — —HLCRET 52T,
radius-server timeout, radius-server transmit, 33 & OF radius-server key 27 ®—/ 3L 2/
T4 X2l —Tar avy REFALET,

(G¥)  RADIUS H——TiX, AL v TFDIPT RL A H#——L 2
A v FTIAIND key string, BELUF U m— RA[REZR ACL
(DACL) 72 EDOREEATIMLENDH Y £3, FEMITHOWNTIL,
RADIUS —_—D~=2T7 L EZBR LT &0,

«URL YU ZA L7 k ACL DA -

Hal 77 A arybra—L = U (ACE) V—LZ—FT2537 v I, AAA
P R —|CHEET H 7= 0DIZ CPUICIEE SN ET,

T ACENV—Z—ET 5% v M, A4 v F 2N L THIESNET,

ZFA] ACE L—/LIZ B34 ACE L—LiZ b —F L7 NI, kD JACLIZ X -
THUHEEINFET, dACLRRWGA. N7y MIBRPIERTACLICE Yy LT Re Y
TENFET,

EFIL—ILEA B —DT A RADETE
FTINL—ILBLOA, V2 —T 2 A AXRETHIZIE, ROFIELEITLET,

1R BRI

SISF X— A DT 34 ZBEMNE., webifFEDORIHESRMETT, T4 RB a7 v /T AE3T
FTHENILTWDZ & 2R LET,

ZEHNCHOWNWTIR,  TISF R— 2 DBMOHRE] 2B LTI FE I,

FIE
AT RFEEIEEIT7ZIIY B#
AT w71 |enable KibE EXEC E— RZ AN L £,
1 e NATU—KREASHLET FEREh
=58 .
Device> enable
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| web R—=EBiE

BEL—ILEAVE—T A ADHRE .

AU RFERETOVa Y

B8

R 72 |configureterminal Ja—r ) ar7Z 4 ¥al—i gy
Bl T— FEMHLET,
Device# configure terminal
A7y 7 3 |ip admission name name proxy http Web X — A FF A DFBAEL— /L & 3R E L
15“ : ij—o
Device (config) # ip admission name
webauthl proxy http
R T v 7 4 |interface type slot/port A B—TzfAAL T Fal—g
Bl v E— REBIH L, Web ~— AR
BT HZELVA Y2 EZITLAY3
Device (config) # interface /1) V&‘—7 I/I)X%:PEI@E Liﬁo
gigabitethernet 1/0/1
typelZiL, FastEthernet, GigabitEthernet,
F 7213 TenGigabitEthernet Z$5E CT& £
-éAO
Z 5w 7 5| ip access-group name 774NN ACL Z#H L ET,
fA
Device (config-if)# ip access-group
webauthag
R 7w 76 |ip admission name A B —T = A AD Web ~_— ZFRA D
Bl AN — NV ERE LT
Device (config) # ip admission name
AT v 7| exit Ju—sLar 74 Xal—a v
- T— RZf T L, F#E EXEC T— FIZ
RO ET,
Device# exit
AT 7 8 |showip admission Xy hU—=IT KIvvarDxyy

1

Device# show ip admission

Yaxl b L Web ikt v g T
B aEWmeRrLET,

Web X— X £33 II



B rmazamoss

AAA EEEEDEXTE

Web ~— 2 23E |

VTIY EFRCHRAY 2 b EFRETIHHE. T2 H5RY A &2 AAAREIZENT 24EN S

nET,

Device (config)# line vty 0 4
Device (config-line) # authorization commands 15 listl

Device (config-line) # exit

Device (config) # aaa authorization commands 15 listl group tacacs+

VTIY EFRTHRY A FERELRWVIEE, T 74/ bOFHFRY 2 M AAAREIZBNT S0
EHRHY F£9,

Device (config)# line vty 0 4
Device (config-line)# exit
Device (config)# aaa authorization commands 15 default group tacacs+

AAA FEAEZ

FIE

RET DITIE, ROFIEZFITLET,

ARV RFERFTIVaY

B8

ATy T

enable
51 -

Device> enable

¥itE EXEC E— RE A LET,
e NRATU—REZASNLET FEREN

=55

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_)L a7 4 F¥al— gy
ET— FEBBLET,

ATvT3

aaa new-mode

1 -

Device (config) # aaa new-model

AAA BEREZ AN L £,

ATvT4

aaa authentication login default group
{tacacst+ | radius}

1

Device (config)# aaa authentication
login default group tacacs+

a7 A CEEOFRGEHED Y A R EEERL
S

named_authentication_list i%, 31 XFHK
oL IETRLET,

AAA_group_name [ZH— 33— 7 L—7
fErRLEYT, == =7
server_name % = OEEA CEFR T D M H
N ET,

. Web X— X 323



| web R—=EBiE

24 v Frapws H— —maEozz [

AU RFERETOVa Y

B8

ATy TH

aaa authorization auth-proxy default
group {tacacst | radius}

1

Device (config)# aaa authorization
auth-proxy default group tacacs+

Web ~N—ZFF AT DFFAIHRY A k& A
,&L\iﬁﬂo

ATvT6

tacacs server server-name

1

Device (config) # tacacs server
yourserver

AAA F—N—ZFELET,

ATy T17

address {ipv4 | ipv6} ip address
{5

Device (config-server-tacacs) # address
ipv4 10.0.1.12

TACACS H—X—D P 7 RL A& H/E
L/i‘g—o

ATvT8

key 3551
1

Device (config-server-tacacs) # key
ciscol23

AA v F & TACACS H—/3— L DT
RSN DFFAIR KON 5 —2fE L
£

ATvT9

end

1

Device (config-server-tacacs) # end

TACACS H— "F— REKT L., K
EXEC £— RIZREY £7°,

A4 v F/RADIUS H—/\—[E:BIEDEETE

RADIUS $¥—/"—D/RF X —H R ET HITIEL, WOFIEEZFETLET,

FIE

ARV RFERRETI Y

S

&

enable
1 -

¥iME EXEC E— RZ ANz L £,

e NAT—REANLET (FRE
Ni=%a) .

web X—2 25 i



B = 7mraows y——maEoRE

Web ~— 2 23E |

ARV FFEREETIVa Yy

S

Device> enable

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—nN) a7 4 FX¥al— g
ET— FZHBLET,

ATv73

ip radius source-interface vlan vian
interface number

1 :

Device (config)# ip radius
source-interface vlan 80

RADIUS /37 v b3, FeRE SN A
H—T 2 ADIPT KL AZ&Te k)
WHRELET,

ATvT4

radiusserver server name

&1

Device (config)# radius server rsim
address ipv4 124.2.2.12

({£#) RADIUS 4 ——DIPT KL
AEBEELET,

ATy TH

address {ipv4 | ipv6} ip address
11

Device (config-radius-server) # address
ipv4 10.0.1.2 auth-port 1550
acct-port 1560

RADIUS +— X—DIP 7 R L A ZHRE
L/jz—g—o

ATvT6

key string
151 -

Device (config-radius-server) # key
radl23

(f£&) RADIUS H—/3— L CEfET
%5 RADIUS F—E v & 24 v FOMT
T REB IO 53 —2fE L
£7

ATy T1

exit
1 -

Device (config-radius-server) # exit

RADIUS #—"—F— RZH&T LT,
Juaua—) a7 4 Xal—g v
E— REBBLET,

ATvT8

. Web X— X 323

radius-server vsa send authentication
string

51

RADIUS %= R—N 5D ACLDO X 7
0— R&EA RX—T NI LET,



| web R—=EBiE
Hrre 4 —i—nzE [

ARV RERETI3 Y EL:Y
Device (config) # radius-server vsa send|
authentication

RFw 79 |radiusserver dead-criteria[time RADIUS H— 3 — 33 R 8] F 7= 134
seconds] [tries num-tries] i & AR S B G AR E LE T
Ik RADIUS #— /3= 5731 2D

BT W time ZFV B CA T L E

Device (config)# radius-server ﬁ—

dead-criteria tries 45
RADIUS Y—/ =N 5T /81 ZA~DF
IR ISE DRI TR tries &2 AT L
F9, FHETE D numtries DFIPFHIT 1
~ 100 T,

GE) TR ANAH 7 D—ER
Thd Lz, FUTEED
ARt 45 LIFIZRE S
TWAEHE. 735 AT
Vyv MU LET, &
DEWHIMAEATHZ &
PRED LET, BRITEE
DR RZVNEE, 7—h
FIZT S AMT v v B &

VoS L EERETE £
j‘o
AT7v 710 |end Ja—s)arz 4 ¥al—vay
B - T— NE#&T L. K EXEC £— RIC

R0 £E7,

Device# end

HTTP 4 —/\— D& E

Web N — ZFEF A 9 5121%. device THTTP — 2 HANMNCTHMLERHY £+, 2D
H— X—[F HTTP F7-1X HTTPS O W\ T NN HOWNWTENZTE F T,

)

GE)  Apple DLl 7 7 71X, iphttpsecureserver 2~ REZHET L7217 CIEBH & £8 A, iphttp
server A FHRET HLENRH D T3,

HTTP % 7213 HTTPS DWW TH— R — 5 HHZT 5120, RO FNEICHENE T,

Web ~— % iE
|



B 2tiosswebx—sonzavax

FIE

Web ~— 2 23E |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58

ATy T2

configureterminal

1

Device# configure terminal

Ja—nR)L a7 4 F¥al— g
ET— FEBBLET,

ATvT3

ip http server
1 -

Device (config) # ip http server

HTTP % — —ZHHZ LET, Web
AN— ZWFEREIX, HTTP 9 — " —%ff
HALTHRRAMEBEL, 22— —F5E%
1TWET,

ATvT4

ip http secure-server

1 -

Device (config) # ip http secure-server

HTTPS #H%Mz L E 7,

H AR NEHEET 1 Web ~_X— VA%
ET DM, e s A0 2417
va v URL #f8E L7,

GE) ip http secure-server =< >
FEANLZEZXIZ, &
X = TIBREDMESEIZIT DN
DHEHITTDHITIE, 22—
H—723 HTTP ZRZ 245 L
A ThH, BT A ~N—
PN HTTPS (B =7
HTTP) il b Lozl
EJpN

ATvTH

end

1

Device# end

Ja—nR_) a7 4 F¥al— g
E— FEHKT L, BH EXEC £— RiZ
B0 x4,

MEETAXS Web R—DDARXREZTAX

Web ~— 2 DFEF
P—lZERmEND LI,

B Web R—=E25F

Web SRiEZ & E TE £7,

h, ®F 74/ s HIML X— Tz <. 0D @ HTML ~L— R —



| web R—=EBiE

BETox Wb —S0h 25312 [

HAS BFEIET B F T Web X—TOHAZIEET HI121E, ROFIEZFITL TS TEEW,

4R HHEIIZ

device D7 T v a AEVICHAZLHIML 7 7 A V2R FELE T,

FE
AU REREETIV 3 Y B
AT 71 |enable FHE EXEC £— RZ AW L £,
fil e MAU—REZ AN LET (FERkSh
725 8) o
Device> enable
R T 72 |configureterminal JTa—R) ary7 4 FXal—igy
Mi %*ﬁﬁﬁWébiﬁo
Device# configure terminal
A7 73 |ipadmission proxy http login pagefile | device > A€ Y 7 7 A L v 2T LNT,
device:login-filename FIH O TA Y =Dy
1) - (T2 A% 5 HTIML 7 7 A VD
Lz ELET, device X7 T vi=
Device (config)# ip admission proxy http X & T,
login page file diskl:login.htm
R Fw 74 |ip admission proxy http successpagefile | 7 4+, v 7' A v kh~2—T Db
device: success-filename DA 255 2% 5 HIML 7 7 A /L
f1 DO EfEE L £T,
Device (config) # ip admission proxy http
success page file diskl:success.htm
R Fw 75 |ipadmission proxy http failure pagefile |7 4L hor 7 A VB2 —T Db
device:fail-filename DITAERT D AX LHTML 7 7 A /b
fi OGP faE L £,
Device (config) # ip admission proxy http
fail page file diskl:fail.htm
R 7 76 |ipadmission proxy http login expired page| 57 4L s D1 7' 1 L kh~— T Db

file device: expired-filename

1

DIZERAGT A AZ LA HIML 7 7 A /L
DG ERELET,

web X—2 25 i



B svos oiznsausLovas RoEE

Web ~— 2 23E |

ARV RFERETIVa Y

B8

Device (config) # ip admission proxy http
login expired page file
diskl:expired.htm

ATy T1

end

1

Device# end

Ja—nR_) a7 4 F¥alb— g
E— FEHKT L, ®H EXEC £— RiZ
B0 x4,

RagA4 oIizxd b F4 L9232 URLDIETE

FRRERR ST S HIML X— U 2 S RICE Bz 2 —F—D U X4 L7 el 72% URL &
FBETHDITIE, ROFPIEEZZITL TS ZEN,

FIE

ARV RFERETIVa Y

E:)

&M

enable
1 -

Device> enable

ke EXEC E— N2 B L FET,
e NMAU—KREANLET FERkEh

-6

o

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXalb—g
E— NLBABLES,

ATvT3

ip admission proxy http successredirect
url-string

1

Device (config) # ip admission proxy http
success redirect www.example.com

VA I NPk =8/ (NG5 25 e aY Aw o)
NiZz—Y—% U XA L7 s3T5 URL
FHEELET,

ATv74

end

1

Device# end

Ja—n ) ary7 4 Fal—iar
F— R T L, FrHE EXEC £— I
RO ET,

B Web R—=E25F



| web R—=EBiE
web ~—z it (5 2 —s 08z [

Web N —RFBEE/NT A — 2 DERE

7747 2 DBEHERRITIC T 4 v F U A M EN D ETHFASh L KMn 714 i IT 0
R ZRET DT, WOFIEZFATLET,

Flig
ARV FERET7IV3 Y BrI
AT 71 |enable FEHE EXEC E— RE2HIC L £,
1 - e NAT—REANLET (FEREh
et aey
Device> enable
AT w 72 | configureterminal JTa— ) a7 4 ¥z lb—3a

U F—FzfmLE7,

Device# configure terminal

R 7w 7 3|ip admission max-login-attempts number | Jefiitz 771 AT ORRIRE A B E L &
Bl - T FRETE HHPHIL 1 ~ 2147483647
BITY, 774/ ME5HTT,

Device (config)# ip admission
max-login-attempts 10

ATy 74| exit b mv T %
fi E— FEKT L, FHE EXEC £— NI
R0 ET,

Device# exit

Web X —XEEFEO— AL NF—DEETE

Web FBREN K E ZILTWNWD AL v FICa— ) NP —2RET HIIE, ROFEEZETLE

ﬂ—o
Fig
avyREEEF7O9V3 Y BH&Y
AT 71 |enable ke EXEC — RE2 AT L ET,
{1 e NMATU—KREZASNLET FREN
258)
Device> enable

Web ~— % iE
|



. Web R—ZBEIF vy a T2 Y DHIBR

Web ~— 2 23E |

ARV RFERETIVa Y

B8

ATv T2

configureterminal

1

Device# configure terminal

Jua—\)LaryZ7 4 Xal— g
£ — F%Fﬁlﬁﬁébijﬂo

ATvT3

ip admission auth-proxy-banner http
[banner-text | file-path]

1

Device (config) # ip admission
auth-proxy-banner http C My Switch C

02—V N F—H I L ET,

() Chbanner-tet C (C %XV 3L

F) . FREANFTICERENDE T 7 A
NV (el x T TELFTTFARNT 7 A
V) DTy ANINAEANTILT, A
B LT — B L E T,

ATvT4

end

1

Device# end

Ja—nR_) a7 4 F¥al— g
E— FEHKT L, FH EXEC £— NiZ
B0 x4,

Web X —

I:IIL.\I:IIE#-—V w1 IR @ﬁ”l‘#

Web N%thuﬁa’?“\’ P4 Vo ]\ ) %ﬁ“&f‘j«é

I, ROFNEEZFATLET,

Flg
AT RFERIEIZTFZII Y B8

AT 71 |enable Rt EXEC E— RZ AN LE T,
1 - e MNRT—REANLET (FEREh

e%E) .

Device> enable

A 72 |clear ip auth-proxy cache {* | host ip Delete ZBAF 7 = U ZHIE L
address} I, Frviaz T Y FTRTEY]
i) - BRI 2I121E, TAX VA7 # A LE

T, YU ARA DT MY EHIER

Device# clear ip auth-proxy cache T AH5I21F. BARRIARIP T RV AZ AN
192.168.4.5 Li‘?‘

AT 73 |clear ip admission cache {* | host ip Delete #RFF 7 m ¥ = MU ZHIR L

B Web R—=E25F

address}

1

# clear ip admission cache 192.168.4.5

FT, Frvvia T )T RTEHE
B picix, 7TAZ Y A7 2R LE
T, VU AR DO Y EHIR



| web R—=EBiE

web ~—zziE0wE [

ARV RFERFTIVaY =)

TAHIE. B2 IP T RLAZ AN
L/iﬁ—o

Webh X— AR nIE D EE Rt

FTRTCOAS o H—T 2 A AFTNIHFE DR — MIxT 5 Web RXR— ZAFRFEHRE & FordT B I120F
TOREyrsOavy REFEHLET,

R 2:%HE EXECRTaAT VR

avU kR

B8

method webauth

show authentication sessions

FastEthernet, ¥ E > b f—H v b, FITI0FHE v
A —=HFy hOTRCDA L H—T = A ATk 5 Web
R—2ADWFEREE R LET,

show authentication sessions
interface type dot/port[details]

FastEthernet, ¥ T E > b A —H% X v b, FHIT10FHTE v
=YXy NOEEDA o H—T A ATk D WebX—
ADFRIERTEEFRLET,

Yty va VB Ry U —2 £— K TIL, show
access-session interface =~ > R&fEHA L E7,

Web RN — X FFEE D HEBE FE FE

WDOFRIZ, ZOF 22—V T
T D OFREIX. BFICH

EATE £,

FHATHHEED Y U — 2B LOEEE R A R LET,
LEINTWARWERED, BAINTZY Y —RLUEOTXTHOY Y —AT

)1)—x

HRETER

Cisco IOS XE Everest
16.5.1a

Web ~— AF8 | Web ~— X DG AE 2 ] L C. IEEE 802.1x %"

Ak

7)ﬁ/%%%ﬁbf®&wahvx%Aﬁi
] :L"—'"j- ffmuuﬂif%ij—

Cisco Feature Navigator i 95 &, 77 v 74 —LABIXOY 7 N =27 A4 A=V DOHHR—
MEHRZ R TZ £, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5E] 76 7

7 A LET,

web X—2 25 i
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Web ~— 2 23E |
B we ~—zziorerE
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



