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Example: 1T INFRSNTIZHNAT— Rz A
HLET,

R 72 |configureterminal
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Command or Action

Purpose

Device# configure terminal

ATvT3

parameter-map type umbrella global

Example:

Device (config) # parameter-map type
umbrella global

INT A—H =< T Z A 7 % umbrella T —

RIZERTE L, T A—HF T XA TR
Har74Xal—varyt— &M
HmLET,

R v 74| dnscrypt T /N4 AT DNS /37 v M BALE A%
Example: (CLET
Device (config-profile) # dnscrypt

R T 75 |token value Cisco Umbrella 4§k — /N2 K - THAT
Example: éﬂf: API }\ '—7 :/%?Efﬁ_’ Lij—o
Device (config-profile) # token
AABBAS9A0BDE1485C912AFE472952641001EEECC

AFw 76 |end NRIA—H =T A TpEa 7 4

Device (config-profile) # end

HE EXEC £— FIZEREY £9°,
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«umbrelain =~ > RZHFET HHICumbrelaout =~ > RERELE T, BT, A— b
43 PA =T REIZH Y, BFEDO T 7 AT U4 —~D T 7 v 7 DINAA—3FF
A XNDEEITOHRKI L ET,

« X 7 %fRE L Cumbrélain 2~ FEZRET 5H &, 7 731 A% api.opendns.com % fifik L
TR 7t AZBBLET, ipnamesarver 2~ REFHL TR —L VP —"EHE L,

FAL AT

LT, FQDN % IE# Tk L £,

X E STz ipdomain-lookup =2~ > K
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Command or Action

Purpose

ATy T

enable

Example:

Device> enable

¥#E EXEC E— REZHZLET, 7
OV MRFERENTZH/NRNAT—RKEA
HLET,

ATvT2

configureterminal

Example:

Device# configure terminal

Ja—R_) a7 4 F¥al— g
E— FEBBLET,

ATvT3

interface interface-type interface-number

Example:

Device (config)# interface
gigabitEthernet 1/0/1

WAN A v Z—T = A ZAZEEL T, A
VHE—T 2 Af A AT 4 Fal—3
v E— REBBLET,

ATv74

umbrella out

Example:

Device (config-if)# umbrella out

Umbrella 7 7 7 R¥— _—|Z8kiT D72
OIZA X —7 = A AT Umbrella
Connector Zf%E L F 7,

ATvTh

exit
Example:

Device (config-if)# exit

AUH—T A A AL T4 Fa2lb—g
YE=REKTL, Zu—rb 3
TJA4¥Xal—varET—RERBLE
R

ATvT6

interface interface-type interface-number

Example:

Device (config)# interface
gigabitEthernet 1/0/2

LAN AV HZ—T =2 A&EEL T, 4
VHE—T 2 Af A AT 4 Fa2l—T 3
v E—RERMBLET,

ATy T1

umbrellain tag-name

Example:

Device (config-if) # umbrella in
mydevice_ tag

I IAT v MR SN TNWDA o —
7 = A AT Umbrella Connector 7% E L
32 ‘j‘o

« Umbrella % 7 D& X131 49 LFE T
<7,

« X 7 %A L Cumbrédlain 2=
RERET D E. 7734 Al Cisco
Umbrella fie & P— N2 ¥ 7 &858k L
F7,
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Cisco 7131 &SR N—F——& LTEE [

Command or Action

Purpose

ATvT8

end

Example:

Device (config-if)# end

A HF—T oA AT 4 Fal—3
v E— REET L, ¥ EXEC E— K
RV £9,

Cisco T/\ 1 A Z /IR R JL—H—/\— L L TEHTFE

RAAL U EFRLT, "R END T 74 vV B/FETDHI LM TEET, Cisco TN
A AT, ERFHERATINOLD RAL U EZERTEET, 71 AL - THIY STz

DNS 7 = U 75,

BEFBHADERFID 1 DicvyTFT5E, 207V L, Unmbrella 7 77

Rz Z A L7 FENTIT, FHEESNTZ DNS U — IS R2AENFET,

Procedure

Command or Action

Purpose

&

enable

Example:

Device> enable

¥#E EXEC E— FE B LET, 7
0V EMREREINTZHNRRAT—RKE A
HLET,

ATy T2

configureterminal

Example:

Device# configure terminal

Ja—)L a7 4 F¥Falb—g v
£ ]\‘%Eﬂﬁébij«o

ATvT3

par ameter-map type regex
parameter-map-name

Example:

Device (config) # parameter-map type
regex dns_bypass

TG A=<y A TERRBEINZ
TI A4 I RNE—=N—ET D KD T
EL, WIFRA—E<wy T XA k=
T4 X2l —varT—FERBLE
o

ATv74

pattern expression

Example:

Device (config-profile) # pattern
WWW.cisco.com

Device (config-profile) # pattern
. *example.cisco.*

Umbrella 7 7 7 R&E/NA N T BH7=2DIC
fEHd 25—V FAA L F721% URL
ERELET,

ATvTH

exit

Example:

NRIGRA—H =T I TREa 7 4
XFal—T g rET—REKRTL, Zu—

Cisco Umbrella #i & D %€ .
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Command or Action

Purpose

Device (config-profile)# exit

N ary74X¥al—vay F— K%
BHtE L F 9,

ATvT6

parameter-map type umbrella global

Example:

Device (config) # parameter-map type
umbrella global

INT A=K~ K A 7% umbrella E—
RIZRRE L, TG A—E vy T HA TR
HEar 74 FXa2lb— a3y T— &l
BLUET,

ATy T1

token value

Example:

Device (config-profile) # token
AADDDSFF6E510B28921A20C9B98EEEFF

Cisco Umbrella Bkt — N2 Lo THAT
SN API h—7 U ERELE T,

ATvT8

local-domain regex_param_map_name

Example:

Device (config-profile) # local-domain
dns_bypass

EHRFHR T A —H <> 7% Umbrella
Ja—nR) a7 4 F¥alb— 302
THEyTFLET,

end

Example:

Device (config-profile) # end

RTGA—H =T XA THREa T 4
Xl — gy F—REKTLT, ¥
g EXEC £ — RIZEREY £9°,

Cisco Umbrella ;& D % E 51

W DE 7 g 2 Unbrella fi8 O EMEZ R L E7,

5] : Cisco Umbrella #f & D& E

IZ, Umbrella =47 X ZFRE L.

Device> enable

Device# configure terminal
Device (config) # parameter-map type umbrella global
Device (config-profile)# dnscrypt
Device (config-profile) # token AABBAS59A0BDE1485C912AFE472952641001EEECC
Device (config-profile) # exit

Device (config) # interface GigabitEthernet 1/0/1

Device (config-if)# exit
Device (config)# interface gigabitEthernet 1/0/2
Device (config-if)# umbrella in mydevice_tag

(
(
(
(
Device (config-if)# umbrella out
(
(
(
(

Device (config-if)# exit

. Cisco Umbrella #i & DR E
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I Cisco Umbrella #i & 0
il : Cisco T/ RE/INRAJL—H—/N\—& LTEE .

5l : Cisco T/NA RE/NRAR I —H—/\—¢ LTETE

WIZ, Cisco T3 A& /RA AL —H— =L L THRETHH 2R LET,

Device> enable

Device# configure terminal

Device (config) # parameter-map type regex dns_bypass

Device (config-profile) # pattern www.cisco.com

Device (config-profile)# exit

Device (config) # parameter-map type umbrella global

Device (config-profile)# token AADDDSFF6E510B28921A20C9B98EEEFF
Device (config-profile)# local-domain dns_bypass

Device (config-profile) # end

- AN =JLro =
Cisco Umbrella #i & D& E DR
CiscoUmbrella fi G R EE B RB L OMERTHITIL, ROa~vy FEEBEOIEETHEHALET,
&Iz, show umbrellaconfig =~ > KO flZR L ET,

Device# show umbrella config

Umbrella Configuration

Token: 0C6ED7E376DD4D2E04492CE7EDFF1A7C00250986
API-KEY: NONE
OrganizationID: 2427270
Local Domain Regex parameter-map name: NONE
DNSCrypt: Enabled
Public-key:
B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79

UDP Timeout: 5 seconds
Resolver address:

1. 208.67.220.220

2. 208.67.222.222

3. 2620:119:53::53

4. 2620:119:35::35

Umbrella Interface Config:
Number of interfaces with "umbrella out" config: 1
1. GigabitEthernetl1/0/48
Mode : OUT
VRF : global (Id: 0)
Number of interfaces with "umbrella in" config: 1
1. GigabitEthernetl/0/1

Mode : IN

DCA : Disabled

Tag : test

Device-id : 010a2c41b8ab019c
VRF : global (Id: 0)

Configured Umbrella Parameter-maps:
1. global

&Iz, show umbrédladeviceid =~ > RO A EZ R LE T,

Device# show umbrella deviceid

Device registration details
Interface Name Tag Status Device-id

Cisco Umbrella #i & D %€ .
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GigabitEthernetl/0/1 guest

&Iz, show umbreladnscrypt =2~ > RO FIZR L £,

Device#show umbrella dnscrypt

DNSCrypt: Enabled

200 SUCCESS

Cisco Umbrella #i&DHE |

010a2c41b8ab019c

Public-key: B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79

Certificate Update Status:

Last Successful Attempt : 10:55:40 UTC Apr 14 2016
Last Failed Attempt : 10:55:10 UTC Apr 14 2016
Certificate Details:

Certificate Magic : DNSC

Major Version : 0x0001

Minor Version : 0x0000

Query Magic : 0x717744506545635A

Serial Number : 1435874751

Start Time : 1435874751 (22:05:51 UTC Jul 2 2015)
End Time : 1467410751 (22:05:51 UTC Jul 1 2016)
Server Public Key

ABA1:F000:D394:8045:672D:73E0:EAE6:F181:19D0:2A62:3791:EFAD:

Client Secret Key Hash

BBC3:409F:5CB5:C3F3:06BD:A385:78DA:4CED:62BC:3985:1C41:BCCE:

Client Public key

ECE2:8295:2157:6797:6BE2:C563:A5A9:C5FC:C20D:ADAF:EB3C:ALA2:

NM key Hash

F9C2:2C2C:330A:1972:D484:4DD8:8E5C:71FF:6775:53A7:0344:5484:

BO4E:40B7:B6F9:C40B

1342:DF13:B71E:F4CF

CO9A:40AD:CAEA:FF76

B78D:01B1:B938:E884

&Iz, show umbrelladeviceid detailed =~ > RO HFIZRLET,

Device# show umbrella deviceid detailed

Device registration details
1.GigabitEthernetl1/0/2

Tag : guest

Device-id : 010a6aef0b443f0f

Description Device Id received successfully
WAN interface : GigabitEthernetl/0/1

WAN VRF used : global (Id: 0)

&Iz, show platform softwaredns-umbrelastatistics =~ > KO Ol Z/RLET, a~vr N
INTiE, EEEN7 ) O, ZRELEINEOERED T 7 4 v 7 BEOEHRNBFRREN

i'@‘ﬂo

Device# show platform software dns-umbrella statistics

Umbrella Statistics

Total Packets : 7848

DNSCrypt queries : 3940
DNSCrypt responses : 0

DNS queries : O

DNS bypassed queries (Regex) : 0
DNS responses (Umbrella) : O

DNS responses (Other) : 3906
Aged queries : 34

Dropped pkts : 0

l CiscoUmbrella & D& E
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Cisco Umbrella 50 +5 T va—7 44 [

Cisco Umbrella #i&5D S TN a—F 4 25

WD a~< R L T, CiscoUmbrella A HERE DR E

VITEET,

%= 1: Cisco Umbrella i &#EEDT /Ny 2TV K

avy kR

=)

debug umbrella config

Umbrella 5REDT /N> 7 H# /N LET,

debugumbrelladevice-registration

Umbrella 7 /351 ZBEDOT Ny T E2GINZLET,

debug umbrella dnscrypt

Umbrella DNSCrypt B 5L DT X 72T LET,

debug umbrella redundancy

Umbrella TCEMEOT Ny 72 G0 LET,

Windows ¥ > Da~<y R7a 7k £/ 3 Linnxk v o DF—3

vzl B, ndookup -type=txt debug.opendns.com =~ > K% 24T L £9°, nslookup -type=txt
debug.opendns.com =~ RTHRETDHIP 7 RLAX, DNSH—DIP T RLATHHHLE
NV ET,

nslookup -type=txt debug.opendns.com 10.0.0.1

Server: 10.0.0.1

Address: 10.0.0.1#53

Non-authoritative answer:

debug.opendns.com text = "server r6.xx"

debug.opendns.com text = "device 010A826AAABB6C3D"

debug.opendns.com text = "organization id 1892929"

debug.opendns.com text = "remoteip 10.0.1.1"

debug.opendns.com text = "flags 436 0 6040 39FF000000000000000"

debug.opendns.com text = "originid 119211936"

debug.opendns.com text = "orgid 1892929"

debug.opendns.com text = "orgflags 3"

debug.opendns.com text = "actype 0"

debug.opendns.com text = "bundle 365396"

debug.opendns.com text = "source 10.1.1.1:36914"

debug.opendns.com text = "dnscrypt enabled (713156774457306E)"

Cisco Umbrella #i & M 1E

EEEH

ENNTEER

ESPEREYS

XZaT7ILEA ML

X270 avr
e

Cisco I0S XE Amsterdam 17.1.x (Catalyst 9300 A1 v F) =<2 K

77 LA
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B cisco umbrelta i & DigEEEE

Cisco Umbrella i & D H4 8E & FE

WORIZ, ZOFY 2— /L TilATIHED ) V — 2B L OBEEEFHRZ R~ LET,
INHOBEEIL, FRCHR SN TWARWED , EBAINZY UV —XUBEOTXTHOY J—RT

fERACTxET,
Jiy—=x HHE BEBEETEER
Cisco 10S XE Cisco Umbrella & | Cisco Umbrella i AHEREIC L U . Cisco T /34 A&

Amsterdam 17.1.1 L CIEEDDNS —NZEEENHDNS 7 = U %

MET D, 777 RR—=20EF2 )7 4+ —E X
ERATEA L9120 F7, BXx=2 U7 o EFHE
%, FQDN~D b7 7 v 7 ZFF Al £ 235G 2
RV v —% CiscoUmbrella 7 7 7 RIZFRE L £,

Cisco IOS XE Umbrella Connector @ | Active Directory = % 7 Z X, —H#—& 7 /L—7D

Amsterdam 17.3.1 | Active Directory 4 |~ v B> 7 & EHMICHEA LT, 7L I 2D

Active Directory 7> & Umbrella Resolver (27 v 7' 1 —
RLET,

Cisco Feature Navigator # il 425 &, 77 v b 74 —LBIL RNV 7 F 72T A4 A=V DY R—
MEHRZ R TE £9, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5H] 72 H 7
7EALET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



