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NUE—EH/D
®EI—F

HI84TES

Bt

anBA

remote-name
JEMED BN
SNzl
LN
send-name
BT
OEEIH]
R TW
*7,

26

send-secret

PPP /X2 U — RERLL,
NS —[E A R
(VSA) D6, TV
RS RRERED PAP
A—HH I LU PAP /¥
AU—FK& LT,
['preauth:send-name| 33
N0}
['preauth:send-secret |
MEH SHvEd, CHAP
TU IR RDY;
A
lpreauth:send-name| &
lpreauth:send-secret |
DM STIEE ST > b
THEHENET,

26

remote-name

KBAED Z A T 7
FCHEHT DU E— b
RA NDOARTETRAE L
T, X4 Y7L, K
HALDO XA Y VT 7 K
DY E— N PFRFES
N-LEiE —8H4+252
LR L. B
=1 —4 RADIUS #% /& 2
AMbIRELET (B
NI EBRERE I HA Y
LT RRRS TeT ™A
A SN D ED
SATY) ,

T OO JE M

[l RrADIUS DEE
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~v5—@Eao raoius &t [

NUF—EFHD
EXI—F

HI84TES

Bt

anBA

26

Cisco-NAS-Port

NAS-Port 77 7 7 4
A EY 1 [ SLA N

X —[E A @M (VSA)
PREELET, B
72 NAS-Port {538 % Jg 't
BT (AVPair) OJE
AN THET DI,

radius-server vsa send
Ja—x)Larr g

Xal—Tgryavwy

FafHLET,

G Z D VSA F

bS]

WTHT T A
IR ESNET

ALY

(Access-Request)
Ny FTHERE
NoHabd E

j—o

26

min-links

MLPIZxX3 5 Y 7D
I EBRELET,

26

proxyacl#<n>

Ky a— Ra[gE7R

a—H Fa Tz A

(¥AF3 w7 ACL)
N A= e S
ALTHETE, Zh
WCEOVRESINTZA
H—=T 2 AD T

74 v 7 O E TR
T5HE0, WEEERRE
TEFET,

RADIUS DE&E .



B <> 5—mattzo RADIUS 4 —/ @l

RADIUS DEEFE |

&S RUS—BHD | 4T84 TES B BILZ
EXI—F
26 9 1 spi BRI A — L T

T R ENA I
J— ROFFETHE L
T ORFEE R Ak L
E9, ZOFHRIZ. ip
mobile secure host
<addr> =7 4 F =
L—Yagravw R
Al UAESCTd, FEARM
2. ZOXFHNHEL
BODaLT7 X
L—varyavwy Rix
ZTOEEEFENE T,
it T o
IRTA=B AT
Z (SPD) , F—. @i
T XA, i
E— R, BLWYY S
ARHEZ A DARE T
FPHRE ENTVE
T

N & —3 B {40 RADIUS H—/ ViE{E

RADIUS (ZB89 % IETF K7 7 MR TIL, T34 2 & RADIUS — —f TR #—h gt
FEDOEHRAFBET A FRICTOVWTED LN TWETA, RADIUS Bt » F &0 B ICHEBETLIE
LTWARVE—H5H D FET, CiscolOSXE V7 7 = 7iE, N ¥ —h B 44D RADIUS &

POV Ty Mt R—F L THET,

AR L 512, (RUF—FEANIETF K7 7 MELMICEIfR7: <) RADIUS 3% ET 5121,
RADIUS #—_— F—F U HFETTHRANE, TNAAREWETHRMETIFARN AN
TEIRETHLEND Y £9, RADIUS KA RBLUOME T ¥ A M XTI ERET 52T,
radiusserver 7 u—/ )L 27 fXal—iar avry ReEHLET,

[l RrADIUS DEE
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raowws oEsE |

RADIUS D TE /&

RADIUS H—/\N 7R X DA

TNRAALBETHTXTORADIUS —N"—ZZ DX I RRELX 77— LIZH#EHT 512
%, radius-server timeout, radius-server retransmit, 35X key string V29 3 SDEF /S
o—/N)L a7 4 Falb—varyavwr RefERLET,

BEGFEOY—_R— KA NI NV—TT D720, AAAYV—N"— 7 V—7%2{FHT5 &
INZTNRA AERETEET,

RADIUS =R ETH, WS ONDEERETHLENH Y 9, deviceDIP T KL A, B &
O — R LEdevice DG THEET A% — A M 772 POREMHETY,

Before you begin

device EIZ 7 v — Lo BRE & Y — "B CTOMRE (¥4 L7 U b, BEEREHE, BLUF—
awyR) ZRELESHG. P "BALTHRE LY A LT U M, FEERE, BLOF—I1C
B4 2o~ NiE, 7ue—"IRELEZAA LT U b, BEERE. BIOF—IZT 52
v REEEXLET,

Procedure
Command or Action Purpose

RTw 71 |enable FitE EXEC E— RE G LET,
Example: e NRAT—REANLET (FERSh
Device> enable fi%%Lx .

R w 72 |configure terminal Ja—r_ary7 4 ¥al— gy
Example: T—FZBBLES,
Device# configure terminal

R 73 |radiusserver server name RADIUS ¥ — 33 E D4 Bi % Protected

Example: Access Credential (PAC) D7 m b =
=7 HIZHEE L. RADIUS ¥ — 5 7E
Device (config) # radius server rsim T— RN&EBHBLET,

Z 7 7 4| address {ipv4|ipv6}ip address{ auth-port| ({£7%) RADIUS ¥ —/3—D/3F A —4
port number | acct-port port number} AEEELET,

Example: auth-port port-number (2%, FRFEZERD
UDP iR — FEHEELET, 774

Device (config-radius-server) # address

RADIUS DE&E .



RADIUS DEEE |
B rrows v—/ w0

Command or Action Purpose
ipv4 124.2.2.12 auth-port 1612 JL B 1645 '(“To ]:E‘ET% 5%’&!& 0
~ 65536 TI,

acct-port port-number (2%, FRFEZERD
UDP i/t — F&4aELET, 774
JV RE 1646 T,

ATy 75 | keysiring (fEE&) keydtring (21X, T34 &2 &
Example: RADIUS #—/3—T#){E4 % RADIUS
T—E ORI THEHIN DRI L 5

Device (config-radius-server)# key 3’\"—‘7%*5‘713 Li'ﬂ‘o
radl23

Note & —|%. RADIUS H—/X—
TP DM b —I—
HIH57FANARN) T
TRITNERY A, Y
F radiusserver 1< KD
BEEBE E LT — 2T
LTLEE&E W, JegED A
A= A TR S AV E TN
F—OHHEB I OERED A
N=RIEHINET,
F—lZAR—REEHT 5
BEix, sl AR —0—
WaThormEERE, 5l
AT —%PHE RN TL

ZEUN,
25w 7 6 | retransmit value ULE) H— B LAV, 7203
Example: BEPEOVEAIZ, RADIUSEER A U &
M AEEEIEELET, HETE HH
Device (config-radius-server) # ﬂj: 1~ 100 VC‘TO :@%Q’_Ebi\

retransmit 10 radius-server retransmit 7 = —/3L =1

T4 X2l —varyavy NILD#
Ex LEXLET,

AT 71 |timeout seconds (fEE) device TR & FHE(F T DHHIIC
Example: RADIUS H—/3 5 DA Z Rt 5 I

MR ZEE LEd, fEE TS LM
Device (config-radius-server) # timeout| ] ~ 1000 '(‘"’9)—0 :@%&ﬁﬁi\

60 radius-server timeout 7 @ —/\)L 2~
T4 X2l —varyavr RoLb&
Ex EFEXLET,

[l RrADIUS DEE
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rapws 04 1 visEngE

Command or Action

Purpose

ATvT8

end

Example:

Device (config-radius-server) # end

RADIUSH—R—ar 7 4 Fal—3
v E— REET L, ¥ EXEC E— K
B L ET,

RADIUS O 5 1 :

nﬁ.‘..]\nIE@_nH-l

RADIUS v 7' A VEBFEEFRTET HICiE, RO PIAZEFITLET,

Before you begin

AAA FREZFEH L TCTHTIP 7 7 B AR LT AL ADEFX 2 U T 4 R DI1T0T

. iphttp

authenticationaaa 72— 3L a7 4 X2l — gy avwy RERETHLERNH Y =17,

AAA BFEZRE L TH., AAA FEMHEH L7 HTTP 7 7 & X

TR S EE A,

Procedure

S LFAL ZADEF 2 U T 4

Command or Action

Purpose

ATy T

enable

Example:

Device> enable

ke EXEC E— K2 B L FET,

e NRAT—REANLET (FEkEh
=58

ATvT2

configure terminal

Example:

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT3

aaa new-model

Example:

Device (config) # aaa new-model

AAA A X—T M LET,

ATvT4

aaa authentication login {default |
list-name} methodl [method?2... ]

Example:

Device (config) # aaa authentication
login default local

17 A R A R AR L ET

« login authentication =~ > N{Z U &
M METE STV WIGAITET
LT 74N DY A NEERT HIT
1%, default ¥ —U— RDOH% AT
7 4V MRLCEEH S5 AR
ELET, 774V OFAY A |
X, BEIIZ TR TOR— MM
SNET,

RADIUS DE&E .
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RADIUS DEEFE |

Command or Action

Purpose

[l RrADIUS DEE

o lis-namel2iE, 1ERKT 5 U X N4,
AiE LCHAT TS EHETE L E
‘aﬂo

» methodl... 121, FEFAET /LT U X A
DT 2 FEBEOH X EZREL £
T, BIMOFTERELFRIL, %@au@ﬁ
AT T —PIRENTZGEEICRY £
AEhET, ﬁu@jfmﬁ%,ﬁ& L%
BIIEHSNET A,

ROWNT IO TTNZ TR L £,

. enable A F—T N IRAT— R
PRFECEMALET, ZO8E
FHREFEHAT DI, Ho2T
® enable password 7' =2 — /3L
a7 4Fal—yar avw
VREMEHLTA R—T 3R
U — REEZRLTEBILERD
0 ET,

« group radius : RADIUS F87LE%
EHLES, ZORESX&afE
M3 212iE, 6000
RADIUS r—"—Z R E L TH
SWERHY £,

e line: Ef?/\xgw]\%nuu
ERHLET, _@pwftjiﬁ%fﬁ
M3 5121, H 60 LR
AT — REEHK LT LEN
&Y £9, password password
FA v a7 4F¥alb—g
vavwy REFERLET,

elocal : B—H )L 2—H—4F —
&A_X%uun 'ﬁﬁﬂ% Li‘ﬂ—o
TR R R — A R A
AL TBLILERH Y £77,
usernamenamepassword 7' 1z —
SNy ar 7 4 F¥alb—v gy
aw s RaALET,

« local-case : KLF & /NCFM
XAl&Ensdo—nFL 2—F—
ZIT &/\”—X%uun k—'fﬁﬁﬁb
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AMAHS—NTIL—TDEE

Command or Action

Purpose

¥, username password 7
0— L a7 4 Fal—g
vavwU REMFHLT, 22—
P2 a7 —F =R A
N HHERHY £,

snone: 27 A NZFBREEEA L
¥ A,

ATvTh

line [console| tty | vty] line-number
[ending-line-number ]

Example:

Device (config)# line 1 4

SAr a7 4FXa2l—aryE—F
ZHIMAE L. FRFEY R M EAEA T AR E
HELET,

ATvT6

login authentication {default | list-name}

Example:

Device (config-line)# login
authentication default

1/)a)[]%%35ﬁ:hi%§§i[j%% LmunE‘};K I
AL ET,

- default Z 8 ET 5% 6 1%, aaa
authenticationlogin ==~ > K TYERL
LT 74NV DY A NEFEHALE
ER

e list-name (213, aaaauthentication
login =~ RTIERRL72Y 2 b &
FBELET,

ATy T17

end

Example:

Device (config-line) # end

Ay aryI 4 Fal—raryE—NR
T LT, KikE EXEC B— N ARG
]\/i‘g_o

AAA H—

EF LI

S—

\TIL—TDEE

A

CEEE DY — \EXSATT D 121, server 70—

N m T

Xal—Yaryavry ReHLES, P —"ZPT7 RLATRETLHZLEHTEETL,
EEHRE D auth-port 35 L Oacct-port ¥— 7 — K&l H L THED AR A b v A X o AFE T
TNV ERETHIEHTEET,

AAA =N TN —T & E

T DHI2F, ROFINEZFETLET,

RADIUS DE&E .
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Procedure

RADIUS DEEFE |

Command or Action

Purpose

ATy T

enable

Example:

Device> enable

e EXEC E— FEARINC L £,

T NRFIREINEHNRAT— R
AN L%,

ATy T2

configure terminal

Example:

Device# configure terminal

Ja—)L a7 4 FXal—rg
T— F&ERHEBLET,

ATvT3

radius server name

Example:

Device (config) # radius server ISE

RADIUS $—/SDF%E D44 il % Protected
Access Credential (PAC) @' m bV g
=7 HIZHEE L. RADIUS #—/\37E
E— NERBLET,

devicel. IPv6 %% RADIUS % 7R —
FLTWET,

ATv74

address {ipv4 | ipv6} {ip-address|
hostname} auth-port port-number acct-port
port-number

Example:

Device (config-radius-server) # address
ipv4 10.1.1.1 auth-port 1645 acct-port
1646

RADIUS Y — DT U T 4 7B K
OEREFNT A —H D IPvA 7 KL A %%
L,:.E_’L/iﬁ—o

ATy Th

key string

Example:

Device (config-radius-server) # key
ciscol23

734 A & RADIUS #—/3— L& DI
B} 54T o RADIUS i@1E H D3
BLUOREX—%2EELET,

ATvT6

end

Example:

Device (config-radius-server) # end

RADIUS — R a7 4 Fal—T 3
VE— RERKT L, K EXEC E— K
IR £9,

A—HF A R2—TLTFIERELUVRY FT—9 H—ERIZET S

RADIUS EF R DX TE

\}

Note

FFAIARESN TN TS, CLIZEHLTRrZ A L,

HIESNET,

FORIE S AT — T LT,

. RADIUS DERE

A1



| RADIUS DEE
A—HAX—TLFHOERBLUARY hD—5 $—ERIZET 5 RaDUS Fanzz [

YT VB AB LRy hU—7 = R|ZT 5 RADIUS ] 2R ET D121, &
DFNEEFAT L E T,

Procedure
Command or Action Purpose
AT 71 |enable FiME EXEC E— R&EAIC L E T,
Example: e NAT—REANLET (FRSh
Device> enable f:i}%/a\ .
R w 72 |configure terminal ra—)ary7 4 Xalb— gy
Example: T—FzfBLET,
Device# configure terminal
R w 7 3 |aaaauthorization network Py N — 7B EOT R TOY— R
authorization-listradius flzxt LT, =—#—7 RADIUS ZF 7]
Example: 5T D X 91T device mRRELE,
Device (config) # aaa authorization
network listl radius
R 7 4 |aaaauthorization exec 2 —H\ZHEEHE EXEC DT 7 & AMER
authorization-listradius b AL —HF % RADIUS 75 A %
Example: 7% X 51T device #iE L7,
. . . execkX—V— REEETLH L, 2—P—
Device (config) # aaa authorization exec| | - -
listl radius A=y ll/‘ha i (autocommand 'ha H
E) DRINDLIGERHY £,
RATv 75 |end sa—r\ L ar7 4 Xal—yg
Example: F— REHKT L, ¥t EXEC £— R
Device (config) # end RY ij‘o
What to do next

aaa authorization 72— )L 2> 7 4 X2l —3 gy avwy Re radius¥F—VU— R&fEHT
He, a—HFDxy NU—27 77X &EHE EXEC B— RNIZHIRT 585 A — 2 2/ ETX
F9,

aaa authorization execradiuslocal =~ > Ri%, IROFA[RT A—X EZHRELFT,

« RADIUS #fi i U CEREEZ 1T o 72858 1%, RADIUS Z{iH L T EXEC 7 7 & X &2 FFA]
LET,

« FBFAEIZ RADIUS Z i L7220 7285801, n— A 5 — 4 _R—2&HHLET,

RADIUS DE&E .



RADIUS DEEE |
B rrows 750 s 0@

RADIUS 7 H O VT 4 > DFEEN

RADIUS Th U v 7 4 v 7 BT HI121E, ROFIEEZZITLET,

Procedure
Command or Action Purpose

AT 71 |enable Kt EXEC E— REAICLET,
Example: AT —=REANLET (BERSN
Device> enable f:%%é? .

R w 72 |configure terminal sa—s\)aryz 4 Fal—ar
Example: ET— RNEBBLET,
Device# configure terminal

R 7 3 | aaa accounting networ k Iy NT— VB EOH DAY —E RE
accounting-liststart-stop radius RKIZBILT. RADIUST H 7o 4 v
Example: A X—T NI LET,
Device (config) # aaa accounting network

start-stop radius

AT 7 4 | aaa accounting exec RADIUST h v T 4 v T %A X—T )b
accounting-liststart-stop radius W2 LT, HEiHE EXEC ut 2D
Example: RLERBRLET WU T 4 v U@, BRI
Device (config) # aaa accounting exec FLERIT BN & X5 LE T,
acc-list start-stop radius

AT w75 |end Jua—)arz 4 ¥al—ia
Example: T RZ#&T L, ¥t EXEC £— NI
Device (config) # end E%V)Ek7fo

9 R T RADIUS H—/\DETFE

T T D RADIUS H— =% FEET HI21%, FitE EXEC E— R CROFIEEZFITLET,

Procedure
Command or Action Purpose

ATy 71 |enable FFHE EXEC T— REA L £,
Example: Tur T MNBRRRENTZHRART — &
Device> enable AHLET,

. RADIUS DERE
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B

axX ;&

Ry Z—EEDRADIUS Bt £EAT 571 20%E |

Command or Action

Purpose

A w 72 |configure terminal Fa—s\ )y a7 4 Xal—ar
Example: E—RNEBBLET,
Device# configure terminal
ATy 73| radiusserver server name RADIUS ¥ — 33 D4 i % Protected
Example: Access Credential (PAC) O7'mEY 3
Device (config) # radius server rsim =7 HICHEE L. RADIUS H—/\3E
T RERGLET,
AT 74 keystring AA »F & T O RADIUS H—/3[H]
Examp'e: /ij\:ﬁé\ﬂé =Ly FTFAR R
Device (config-radius-server) # key 4 %*EE Lij‘o
your_server key Note ﬂ?‘—ﬂi\ RADIUS #— T
R DI 5fbF —I2—&
THTXFARM AN T
RFNIER Y £ A, S
DAN—AFHE SN ET
B, F—OHEEBIOKRE
DAN—Z IR S E
T F—IZAN—RZMEH
ToHHEEE. SRR F—
D—EGH T D %HE Z R
. SIHFCEF—z M ER
NWTLSZEW,
ATy 75| retransmit retries AA  F 53 RADIUS ZaRk 24—/ T
Example: EETLIESEERRELET, 774V 1
Device (config-radius-server) # 1£3 7T jﬂé‘ﬁf% ‘é%ﬁ&i 1~ 1000
retransmit 5 <7,
R T 7 6 | timeout seconds AA v FH RADIUS HRIZxH 5 6%
Device (config-radius-server) # timeout #) ZiRE L/jzygpo 77 AV NI
3 T, FRETE DHPHIL 1~ 1000 T
—g—O
ATy 71|end RADIUS#—/"— a7t Fal— g
Example: Y E—REKT L, ¥HE EXEC E— 1

Device (config-radius-server) # end

R L £,

RN A —EHDRADIUS BEFFERT 5T/ 1 RDERTE

AN H—[EH A4 D RADIUS BHEARET 521X, ROTFNEEZFETLET,

RADIUS DE&E .
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Procedure

RADIUS DEEFE |

Command or Action

Purpose

ATy T

enable

Example:

Device> enable

e EXEC E— FEARINC L £,

T NRFIREINEHNRAT— R
AN L%,

ATy T2

configure terminal

Example:

Device# configure terminal

Ja—)L a7 4 FXal—rg
T— F&ERHEBLET,

ATvT3

radius-server vsa send [accounting |
authentication]
Example:

Device (config) # radius-server vsa send
accounting

device 7 VSA (RADIUS IETF &4 26 T
EFR) ZiiiLEfATEsLocLE
j‘o

« (BB Wz H—EHR
YWDEGET YT 4 7R
JIZFRET 511X, accounting ¥ —
U—RNEEHLET,

- ([EE) SEESha_UH—EHAR
PEDOEA Z GBI I IRET D
IZ1%. authentication ¥—7V — K%
EHLES,

F—U— RERETTICZIDa~r R
AT DL, ThOorT 4 7B IUN
REDA X —[E A BPED M T HMEH S
e

ATvT4

end

Example:

Device (config) # end

Ja—nN)ar 4 Xal— gy
E— RFZ#T L, F/HE EXEC E— N %
BRtR L E 4,

RNUF—3BH0 RADIUS H—/\E{EIZET %

—

TINA RADERE

Ry =B EED RADIUS — R —il@{E 2R ET 2121k, ROFNEEZFEITLET,

Procedure

Command or Action

Purpose

ATy T

enable

Example:

Device> enable

¥i#E EXEC T— &AL £,
e NMAT—REANLET (FERkEh

758 .

[l RrADIUS DEE



| RADIUS DEE

FTIA R LTD CoA DEE .

Command or Action

Purpose

ATvT2

configure terminal

Example:

Device# configure terminal

Ja—nR_) a7 4 F¥al— gy
E— FEBBLET,

ATvT3

radius server server name

Example:

Device (config) # radius server rsim

RADIUS #—/33%E D4 Hij 4 Protected

Access Credential (PAC) 7’ o BV g

= 7 RIZHEE L. RADIUS ¥ —/ 3%
E— RERBLET,

ATvT4

address { ipv4 | ipv6 } ip address

Example:

Device (config-radius-server) # address
ipv4 172.24.25.10

(&) RADIUS 4— D IP 7 KL &
FRELET,

ATvTh

non-standard

Example:

Device (config-radius-server) #
non-standard

RADIUS #— 33 RADIUS X & —ifi
HOEEAFEHL TWAZ 2R LE
KR

ATvT6

key string

Example:

Device (config-radius-server) # key
radl23

TR A &R A RO RADIUS
=& ORIl SN S IEWE T
XA NLFHNERELET, 731 AL
RADIUS #—/3—|L Z DT F & kLT
L TR T— REREBL L, 5%
R ET,

ATy T17

end

Example:

Device (config-radius-server) # end

RADIUS H— N —F— RE&T L, e
EXEC &— FZBAE L £9,

—

FINA A ETOD CoA DERTE

CoA % device CRET HITIE, WOFNEEFEITLET, ZOFNEIFTMETT,

Procedure

Command or Action

Purpose

ATy T

enable

Example:

¥ ME EXEC T— F&EAIC L £,

RADIUS DE&E .
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RADIUS DEEFE |

Command or Action

Purpose

Device> enable

e NAT—REANLET (R
nNE%a) .

ATvT2

configure terminal

Example:

Device# configure terminal

Ja—nR_) a7 4 F¥al—g v
T— FEBBLET,

ATvT3

aaa new-model

Example:

Device (config) # aaa new-model

AAA A F—T NI LET,

ATvT4

aaa server radius dynamic-author

Example:

Device (config) # aaa server radius
dynamic-author

TN, AZBFE, FFA. T T 4
7 (AAA) ==L LTRHELT
SRR Y =P — =L DBEEES
WL, XA FI v I7FFmae—an4—
N—ary 7 4 Fal—vagrT— K%
Bt L ET,

ATy Th

client {ip-address | name} [ vrf vrfname] [
server-key string]

Example:

Device (config-locsvr-da-radius) #
client clientl vrf vrfl

T NA ADCoA ZZITHLY . HR A H
D44 RADIUS 7 7 A 7> h&FREL
\ij—c

ATvT6

server-key [0| 7] string

Example:

Device (config-locsvr-da-radius) #
server-key your_ server key

RADIUS F—% 7 /341 X & RADIUS 7
FAT v hEORTERFEIND L DI
HELET,

ATy T17

port port-number

Example:

Device (config-locsvr-da-radius) # port
25

HESHNTZRADIUS 7 A4 72 bk
RADIUS ER % T /34 ANZET D
RA—hrERELET,

ATvT8

auth-type {any | all | session-key}

Example:

Device (config-locsvr-da-radius) #
auth-type any

device?® RADIUS 7 74 7 MIAER
TAHHFROX A TEHIBELET,

747 ME, HFATRICRESI N
TRTCOBEME—F L Wi iEs
D FEHA,

[l RrADIUS DEE
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RADIUS H—/\—%'JL—

Forabws v—21 v2—7 x4 20%% [

Command or Action

Purpose

ATvT9

ignore server-key

Example:

Device (config-locsvr-da-radius) #
ignore server-key

(EE) —"—F—%EHTH LS
12 device R E L F T,

ATy 710

exit
Example:

Device (config-locsvr-da-radius) # exit

ATy sRA =R A==
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authentication command bounce-port
ignore

Example:

Device (config) # authentication command
bounce-port ignore
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authentication command disable-port
ignore

Example:

Device (config) # authentication command|
disable-port ignore
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end

Example:

Device (config) # end
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« ip radius sour ce-inter face interface-name =~ > K& ffi i L C. RADIUS ¥—/ 33— )L —
@ T IZ RADIUS source-interface & g% & L ¥ 7,

evrfvrf-name =< K& LT, RADIUS ¥ —_R—27 /L —F DO TFIZ VRF ZREL TH D

ip radiussourceinterfaceinterface-namevrf vrf-name =~ > K& L T, 57 L7- VRF %
source-interface |27 1@ —/ )L\ BB I E£ 9,

MDAy RRRESNLTWDLHE, == NV—TREDFTIEY A o F—T = A
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AT w71 |enable it EXEC E— RZ AT L E T,
i) : NAT—=READLET (FERaniz
Device> enable é?) °

Z 5w 72 |configure terminal Fa— ) ar7 4 Xalb—a
Device# configure terminal

R 5w 73 |{ip|ipv6 }radiussource-interface TR TDIIE RADIUS /37 > MMIKFL
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Device (config) # ip radius é—lﬂ_‘\ Per VRF N‘%Ob\(ﬁ*%%ﬁ;j”:

source-interface GigabitEthernet1/0/23 L ¥ 9,
vrf vrfl7
« interface-name : RADIUS 239X T D

RGNy MR+ A 2 —
Tz ADLRIERELET,
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AT 74 |aaa group server radius group_name F72 % RADIUS H— 3 AR A k&)l %2 D
51 AR EFRIZI =T L,

Device (config-sg-radius)# aa group sewer-group AT FXab—va s
server radius rad-grp E— R %Fﬂ'ﬁﬁé L/i—g«o
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Device (config-sg-radius) # ip vrf
forwarding vrfl7
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Device (config-sg-radius) # ip radius e 3:/1’ ADIP T I\ LA %5’@%” Eﬁé:{iﬁﬁ
source-interface loopback0 IHF ﬁ‘o

interface-name : RADIUS 234~ T D3(E
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Device (config-sg-radius)# end
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show aaaattributesprotocol radius| RADIUS =~ > RD AAA BE%2FE R LET,
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debug radius RADIUS D b T TNV a—T 4 T &7 D IO DIl A FRR
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debug aaa coa CoARUBLD T TN a—T 4 T HAT D Te O DI WA FR
LET,

debug aaa pod POD X7y bD ST TNy a—T 4 T %7 O DOIH %
FRLET,

debug aaa subsys POD X7 > hD N T TNy 2—TF 4 T %AITH 2O DGR %
FRLET,
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debug cmdhd[detail |error A RNy B —D NG TNy a—F 4 T HIT O 20D
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