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mac-address static A vlan 101 interface G1/0/1

754 RX— | VLAN & VACL/Q0S & DHEEEA

7T A4 RX— 1 VLAN X, ZOT A ADEE, o7 T y 7+ —20 THGH] &,
BT,

LAY 2 OERX#%ICIL. @872 VLAN = v B2 703 TFoi. T _XTOH /) VLAN ~<—
ADOKEBEIZ X AMBERH ) VLAN O 2 F % 2 N TEITESNE T,

LAXY2DT7 L—ALINT T4 X— NVLANHTHRE S LD & Al E il & TVLAN < >~
IREAEINET, 7L —ANT T A _— |k VLAN ORBINSHER— M—T 4 7 &

NoHYE, 774 — FVLAN~ » 7BATMNCEHE SvET, RIS, 7 b — AN HHR—
ENB T T A4 _X— K VLANIZV—T 4 7 3nb &, 774 ~— K VLAN [ ZHMANZEH &

B 5 _"—FVIANDEE
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754 ~—tvaN s £ HAgH— b+ ]

NFEIF, ZhiE, TV v PENTE N T T4 T EN—T 4 T ENTZNT 7 4 w7 Ol I8
HAanEd,
TJ)yovyg:

e UK Y VLAN IS S T34~ VLAN ~DT v FA N —A K537 4 v 7 OHAE. &
F1 2% ) VLAN @ MAP [ Z ADENCTEA &4, 75 4~ U VLAN @ MAP (3 H 7348125
SNFET,

e 54~V VLAN OB Y VLAN ~DX T A N — A N5 7 0 v 7 OBEAIE.
77 A4 =<1U VLAN ® MAP [Z A5 AT A &4, B2 U VLAN OMAP (3715 H
THAINET,

W—T1429

7T A ~_X— K VLAN RFAA R 22 (PVI (secl, priml) IBILOPV2 (sec2, prim2) ) 5
BAEHEELET, PVIDLDLPV2ICA—T 4 v T ENAE T L—AIZOWTIERD LI IR
i—a‘o

e secl ® MAP 33X O priml @ L3 ACL i, ASAR— MM EhET,

e sec2 O MAP 33X O prim2 @ L3 ACL X, AR — MM S ET,
DEES N2 A N AR— FNLEER R — b ~DT v AN —AFFZH T A R —AIHE
IRy FOEE, SBES Iz VLAN O VACL IZA S RIC#EA S, 774~ Y VLAN O

VACLIZHE A FMICEA SN E T, 2L, 22—V —FR L7774~V VLAN KA A D
Wt Hh 2 Y VLAN ICERR D VACL #RETDHZ ENTE £,

N

GE) ZDTINNAATDT T A= K VLANIZHIZWF R TH D720, WIFHD A I =2=7 1 VLAN
IR T,

754 RX— KVLAN 8 KU HA HR— k
PVLAN (Z., &Ea[HME (HA) #EEL > — AL X ICHEHELE T, VIV RZORNIC, 77T 47X
A YTFIHDHTTAX—hF VLAN X, UIVERZ B ERUTHIVENRNHY T FHTLW\WT 2
T4 T AA »FIXIOSHIFS L, FEDMIF S TLARID T 7 7 4 7 AA »F L [EFED PVLAN 7%
ENRMLIETT) |

O — > =JL = I ==

TS5 A4 ~R—KVLAN ZREFEBOITEEIE
I T, 74—k VLAN REROEEFHIZOWTHHALET,

TS5AR—FVIANDT 74 )L FBFE
7T A4 _X— K~ VLAN I3 E S TWER A,

F514_A—rviAN 0EE [}



F54 ~A— VAN O E |
B crosuvmssvrsc<y vanomE

tHUFIJVIANE LUV TS 4 <) VLAN DERTE
7T A4 ~X— K VLAN ORERI, MOFEFRIIMNE- T EIV,

e 774 ~_X—FVLAN X, VIPI, 2, BEUR3IDF T AT L F = RTHFR— &
NET, TXAATVIP A=V 3 0 1 7232 03B L T 58581, VIPZ F T A
AT Ly hE= NCRETDRERDH Y £, 774 ~— FVLANZRE LIZ& T, VTP
F—REBIITAT v FEIIY—NR—IEFECTCEEHT A, VIPX— 3 031F, +TO
T —RKCT77A_X—hK VLAN ¥ KR—FrLET,

VTP N— 3 1 £72132 TFF 4 ~<— |k VLAN %% & L7=#%. copy running-config
startup config 554 EXEC =2~ REfH LT, VIP h 7 VAT L hE— REE LT
FARXR—=KMVLANRTEET XA AAZ =T v a7 4 F¥alb—var 77A0Ik
FLET, RFLARVWE, TS 22Uy LTSRS, 7740 FOVIP Y ——F—
Riz720, 77 A4 _X— K VLAN ZH AR — KL< 20 E7, VIPX—T 33 TiEF7
A _X— |k VLAN Z#H%R—hrLET,

VIP N—T a1 BLWR2 TlE, 774 X— bk VLAN ZEORE I ITONEFA, 77
A _X— F VLAN AR — F BB TN A TVIP A= 3 U3 NFETEN TV WAL,
VTIP3 X774 X— K VLAN Zaff 357, DT NA A ETT 7 A ~X— K VLAN %%
ETHLENDHY 7,

VLAN 1 £721% VLAN 1002 ~ 1005 %75 4~ U VLAN £72i3t & VJ VLAN & LT
FETEXFEH A, PLIEVLAN (VLANID 1006 ~4094) 177 A _X— K VLANIZJBT 5 Z
EnTEET,

77 A4 <Y VLAN IZ1Z, 1 DOMI. VLAN B IO D = 2 2 =5 ¢ VLAN % BEfT T
AZENTEET, M VLANF/ZIZ2 I 2=7 ¢ VLANIZIX, 12D 771~ VLAN
P EBEfIT sz RN TEET,

77 A X— | VLAN (235D VLAN "E EE T8, 774 X— | VLAN 2K THEIT
FRER A= Y ) — T haj (STP) A L AX AT 12T, v &Y
VLAN 377 A ~ U VLAN ([ZBE#ERHT STV DA, 774~ Y VLAN @ STP /X5
A—HZ Nt hF Y VLAN IS ET,

TFTP % —/3—/»5 PVLAN R EZ 2 E— L, ZNE2FEITHOREICHEA L TH, PVLAN
OFEMTITER SN ETA, 774~ U VLAN BT RTDE I Z U VLAN [ZHEFEIC
BEM T 5N TWD Z L 2R T A20ENHY £,

copy flash:config_file running-config?®>{{4> ¥ (Zconfigure replace flash: config_file force fifi
M2 bTEET,

DHCP A X —t > 71375 A ~_X— h VLAN L CA R—7 M T& %4, 7714~V VLAN
TDHCP AX—V V%A X —T7NWIZTHE, DHCP AX—E > 73 H % VLAN
B SN Ed, EH %Y VLAN TDHCP % E L CH, 774 ~VU VLAN 23 Tl
HELTWAEA . DHCP BEIXAZNICR D 8 A,

« 77 A=K VLANAKR— K TIP V—R H— K& RX—TMITD5EIL. 774~
VLAN TDHCP AX—E > 7% A X —TWIITH0ERH Y £,

B 5 _"—FVIANDEE



754 RXR— |k VLAN D%
EHUE VAN BEUT5 47y AN oz ]

¢ TARXR—=KVLAN Chr T 7 4 oI BIBIELRWNWT NNA AD ST TG, TTA4_—
F VLAN 2 P )L—= 7452 2R L E9,

+ 7Z4<1U VLAN, 3. VLAN, BL U2 I ==7 1 VLANIZIL. B4 ® Quality of Service
(QoS) X EZWHTEET
s sticky ARP |21, ROZBEFHENH Y 7,
esticky ARP =2 RV LiE, SVIBIRNLA Y3 A H—T oA A LTEHINDHT
NUTE, oo ML, HIREIZRDZ EiEH0 A,
sip sticky-arp 7o — 3L a7 4 X2 b— gy avy N, 774 X—}k VLAN
WZBT 5 SVI TR AR —bhEhET,

sipdticky-arp f V' #—7 A A AT 4 Fal—var avry Nd, LFTORYT
A—hENET,

LA XIS H—T A A
« 1EYE VLAN 2895 SVI
« 774 ~_— | VLAN [ZJET % SVI
ipsticky-arp 7 a2 — 337 4 Fa b— 3 B X Wipgicky-arpinterface= 7 «¢

Fal—Yaravwry ROEHOFEMIOWTIE, 2oV Y —20a<wr R 7y L
VAEZRLTLSTZE W,

e T4~ VLANB LI ZY VLAN CVLAN Vv v PR ETCEET7-7-L, 77
A=K VLANDT 74~ UEBLUED - Z Y VLAN IZF U VLAN ~ v 7 &R ET H 2
EEHELEL F9,

* PVLAN [ FH M TT, Zhbid, ANAE EDRIOm G IZ#EHE S ET,
LAXY2DT7L—LNTT7A4_X— K VLAN NTERIEEIND &, ANl & HMHIT VLAN
~ v IHREHINET, 7L —2 N7 T A X— F VLAN DI BAER— Mo—T 4
YITENDEA. 77 A X— bk VLAN ~ v BN ANMNCEH S hET, Rk, 71—
AR R— "5 F T4 _X— K VLAN IZLV—TF 4 &b e, 774 ~— | VLAN
WEHEAANCEA S E T,

TV

e HH YU VLAN XS T T4~ VLAN ~DT v 7 AR —L T 7 4 v 7 D
A, B XY VLAN @ MAP IZADMNCEA S, 7 F A~ Y VLAN @ MAP (3 H
SN E A S NET,

« 754U VLAN IS E DY VLAN ~DE T AN —A T 7 4 v 7 DS
X, 724~V VLAN ® MAP (I AN 5 CHf S, B> %Y VLAN OMAP (%
HAOFmCEAsnET,

N—TF 4T

F514_A—rviAN 0EE [}



I54 A= VAN OEE |
B 5~ rvank—romz

77 A4 ~X— K VLAN RFAA 222> (PV1 (secl, priml) L NPV2 (sec2, prim2) )
HABEEEBRELET, PVIDOLPV2IIA—F 4 V7 ENB T L—AZOWTIIRD &
TR E£F,

esecl O MAP B X W priml ® L3 ACL IZA AR — MIEHA I ET,
e secl O MAP 5 KO prim2 @ L3 ACL (X H /18— Ml S x4,

s MBS NTZHR A N R— FIBEER R — b ~DT v T AN —LFETHL T A B

U —2IZHEH ™y NOSE . S vz VLAN @ VACL (XA J7 7 ANz FH S i,
774 ~1 VLAN ® VACL [ZHH /) FiaciH S g4, ek, =—%—IH
U7JA4 <Y VLAN RAA L OBO®H &Y VLAN IR % VACL %% ET5H
ENRTEET,

TFIAR—=KMVLANOETEIP N T 7 4 v 727 4 NVE ) 7T 5HI120%. 774~ U VLAN
BLXOEH &Y VLAN Ol 512 VLAN v v P2 AT A2 0ERH Y £9,

« 774~V VLANSVIZ7ZiF /v —% ACL i C&x£7, ACLIZZIA4~VKBLOtD
VHZYVVLANDO LA Y3 T 7 4 w7 IZ@HINET,

« 774 _X—=KVLANN LA V2 THRAMESHELTHNTH, SAMILVA Y3 THWIZ
WECTEFET,

¢« 7F 4 ~_X— K VLAN TiZ, RKOAA vF KR —k 7TFF A% (SPAN) HEREN VAR — b
SnET,

e 7F A4 ~_X— |k VLAN % SPAN XETtAR— & L CRHRETE £,

« 7J A4~ 1 VLAN. M. VLAN, BX U2 I 2= ¢ VLAN T VLAN X—2Z2 D
SPAN (VSPAN) ZfEfHL7=0, B—® VLAN ECSPAN A L0 LT, 71k
T4 FEEIFIAN T 7 4 o 7 BANCERT D ERTEET,

TZ54 R— |k VLAN FR— F DERTE
7'F A~ | VLAN K— hOBRERHL, KOEEFHICHE- T2 S,

« 77 A< VU VLAN, Y. VLAN, F7/21%2 I 2=7 4 VLAN|ZHR— h & #E| ) 4THITiE,
TIARXR—=FVLAN 27 4 Fal—vayavr REFEHERALES, 7794~V
VLAN, 57 VLAN, F721Z2 3 2=7 4 VLAN & L G ET 5 VLAN IZE 0 ¥ THhh
TWHLAY2T 7 8AR—=KI, ZOVLANNTF T A _—k VLAN OREICEENT
WOGE, IET VT 4T TT, LAY2 T AU H—T A ALSTP 74T —T «
VI AT —RDOEETT,

« PAgP %7213 LACP EtherChannel (ZJ&§ 3 24— &, 774 X— K VLANR— [ & LT
ELBRNWTLEEN, R—= N7 T4 = FVLANDORTEIZEENTWABMIE, TOR—
k @ EtherChannel i EIZWT IV HIHET 77 4 7 T1,

e REI AL DSTPL—TORAEZGE, STPa L A=V 2 A EmEbd 22k, Mz
RANR—=FBEINaI2=7 1 AA I A=k ETPortFast 3 L UBPDU 5/ — R & A % —
TMZLET, £ F—T VDA, STP IXT X TP PortFast 235% € 4172 L1 ¥ 2 LAN

B 5 _"—FVIANDEE




| 754 ~—FrVLAN D%
754 ~—rvaN oz |

AR— MZBPDU #— FiBEZ#H L 9, PortFast 3 L UVBPDU 4 — K& R — KT
A R—=T NI LBRNTLTEEN,

¢« 754 _X— | VLAN ORETHEHA SN D VLAN 2R 2 &, 20O VLAN IZEER T 5
NI=7 7 A4 _X— K VLAN R— " NFET 7T 4 TN ) £,

Ry RT—T FTNRA BN TR L, 774~ VLANBIOED &Y VLAN 8

KT MBHEIBRENTWARWES, 774 _X— FVLANAR— MI&EEERRY hU—
7 TR A ETHEATE 9,

O & = o :
754 ~X— KkVLAN O A E
ZZTlE, A4 _X—F VLAN OFREICHOWTHHA L £,
754 X—  VLAN D& E
77 A ~_— K VLAN % ET D121, WOFINEEFITLET,

\ )

GE¥) 74— FVLANIZ, VIPI. 2. BXU3DFF L AXRT LV M F— T R—FENFE
T, A4 X—F VLAN |, VIP3 DY —_"— F— R THLHR—FENET,

FIE

ATy VIPE— FZRICEELE7 : transparent
GE) EVIP3 DA, —N—F 3 7o AT Ly FEF— FOWTFTHIZHE— R
ERETEET,
ATFvT2 94V BIOEI Y VLAN ZER L TS bt LEd,
[7°F A4 ~<— K VLAN WD VLAN OFERB L O T ) 2ZRL T EEn
GE) VLAN N EFEERENTWRWESE, 794 X—h VLANHRE oA TIh%
fERk L4,
AFYT3 AV B =T AA AZMIR—FEFHITaIaz=T f RAFNR—=FIRELT, A~ R—F
IZ VLAN A U= FRE) ¥TET,
[T A _X—KVLANFA R R—FELTOLAV2A L E—T oA ADFRE] #FRLT
IEEW
AT Tl A F—T oA AEWER R —FE L THREL, BENR—- 27 I/~ VBN H Y
VLAN ORTIZ~ v B 7 LET,

[F5 4 ~_— kK VLAN EERFE— R L LTOL AT 2A L F—T =2 ADHZE] #BBLT
ZEN

F514_A—rviAN 0EE [}



IS4 R— VAN OFE |
B 75 ~—rvianmo viaN o s & U

ATY TS5 VLANiL—TFT 4 V7 E2EHALTWLEA. 774~V SVIZHEL, Bh 24U VLAN %
754 <Y SVIIZv vy L7 LET,
%Y VLAN D7 Z A4~ VLAN LA Y 3VLAN A VX —T = f A~D< v BT
EEBLTLLZEN

ATFYT6 T4~ VLAN REXHERL £,

754 R—  VLAN @D VLAN D% E & & Ui (4

VLAN 27 4 Falb—ay B— ReE 73 5%E T, privatevlan =2~ RIZFTIEH Y
FHA,

77 A4 ~_X— K VLAN W VLAN #3%E L. BEAT 2121%, ROFPIEEZFEITLET,

FliE
ARV EEREET7IV3 Y By
RTFwF1 |enable ¥iME EXEC E— RE2 AT LET,
B - AT —REANLET (FERINT-
BE) .
Device> enable
R wJ2 |configureterminal rTa— ) ary7 4 Xal—3a
15“ . £ — F%F?ﬁﬁé Li‘a—o
Device# configure terminal
AFw 73 |vtp modetransparent VTP &— K% F T AT Lo MIH
Bl - ELET (VIPEZT 4 E—7 I LE
T) .
Device (config) # vtp mode transparent GE) VTP3 O)i}%/a\\ Sy .
72X AXT L b
E—FOWTHIZHE—F
ERETE T,
AFwv 74 |vlanvian-id VLAN=Z V7 4 FXal— g E—F
Bl - ZBRIGL T, 77 A4~V VLAN £72 %
VLAN #4587 € £ 72 13ER L £9, VLAN
Device (config)# wvlan 20 ID O#FaPHIL 2 ~ 1001 B LR 1006 ~
4094 T,
A5y 5 |private-vlan primary VLAN %75 A <= U VLAN & L THRiE
1 - LETS

B 5 _"—FVIANDEE
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754 A— k VLAN ) VIAN O 6 & Usiistt i+ ]

ARV FFEREETIVa Yy

E:)

Device (config-vlan)# private-vlan

primary
ATy T6 |exit Ja—) a7 4 Falb—g v
B - T— NICRY £
Device (config-vlan) # exit
25w F7 |vlanvian-id (FB) VLANa v 7 4 X2l —v3
Bl - v E— &P LT, ML VLAN &7
% VLAN Zf57E 7213 Ek L £ 7,
Device (config) # vlan 501 VLAN ID O#ifHIT 2 ~ 1001 B8 L O
1006 ~ 4094 T,
RTwv 78 |privatevianisolated VLAN Z 32 VLAN & L CHE L %
£ kK
Device (config-vlan) # private-vlan
isolated
RATvFS9 |exit ya—)ary 74 ¥alb—ia s
15'] : £ — F‘&:ED iﬁ—o
Device (config-vlan)# exit
7w 710 |vlanvian-id (&) VLAN 27 4 ¥ al—i3
- YE—FERBLT, aIa=7~4
VLAN & 72 %5 VLAN % $8 € £ 72 13 ERL
Device (config)# vlan 502 L %9, VLANID O#i[HI% 2 ~ 1001
B L UVN1006 ~ 4094 T,
AFw 711 |private-vian community VLAN # =13 =2 =5 ( VLAN & L C#g
15“ : /\':.E_‘I_/i‘a‘o
Device (config-vlan) # private-vlan
community
AT 12 |exit sua—ary7 4 Xal— gy
15“ : £ — ]\\‘&:E D ij—o

Device (config-vlan) # exit

F514_A—rviAN 0EE [}



B 75 ~—rvianmo viaN o s & U

I54 A= VAN OEE |

ARV FFEREETIVa Yy

S

ATy 713

vlan vian-id

1 -

Device (config) # wvlan 503

(tB) VLAN2 UV 7 4 F a2 b — 3
vE—KREBLT, 2 3a2a=T7g

VLAN & 72 %5 VLAN Z48 & £ 7 13ERK
L %9, VLAN ID O#ilfix 2 ~ 1001
B L1006 ~ 4094 T,

ATv 714

private-vlan community

1 -

Device (config-vlan)# private-vlan
community

VLANZ =23 =2=5 ( VLAN & L C#s
ELET,

ATv 715

exit
1 -

Device (config-vlan) # exit

Ja—n\)ary7 4 Fal—g»
E—FIZREV ET,

ATv 716

vlan vlan-id

51

Device (config)# wvlan 20

AT A THRELETI7A4~Y
VLAN IZBJL T VLAN 227 ¢ ¥ =
L—yay T— RERBLET,

ATy 71

private-vlan association [add | remove]
secondary vlan_list

&1

Device (config-vlan) # private-vlan
association 501-503

B 5 _"—FVIANDEE

' H 2 # V) VLAN 277 1~ VLAN
WZREEf T £, B—D7 T4 X— |
VLANID CT#., F72id A 7> Tilifl
L7277 A ~_—KVLANID THE W
FH A,

* secondary_vlan list /X7 A —X#|Z
1, AR=REEOHRNTLEE
W, B TRE)o T HOEE
EEHHIENTEET, FHEH
ELTANTZEDE, H—07
Z A ~_X— K VLANID 72131 7
v CHfE L7727 T A X— |k VLAN
ID CT7,

» secondary vlan list /37 A — & 21X
B D=2 2=7 1 VLANID 2 &
O BHILVETA, ML VLANID (3 1
DT,

« secondary_vlan list # A 719 2% 7,
¥ 7213 secondary vlan list T add
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TS R—FVIANAKR b f—hELTOLA V242 8—T x4 20%E [

ARV RFERETI Y S

F—U—REREL, BHXY
VLAN & 75 4 < U VLAN % [
£,

e H U VLAN 7T 4=V
VLAN f OBl T2 27 U 735
(21X, secondary vian list {Z remove
F—U—RZMEHLET,

e Zma~vwy NiX, VLAN 27 ¢
Xal—aryE®T—REERTTS
FTHBELEEA,

AT v 718 |end HikE EXEC =— RIZREY £,
1 -

Device (config) # end

RT w719 |show vlan private-vlan [type] or show | ZE 2R L %3,
inter faces status

51

Device# show vlan private-vlan

R w720 |copy running-config startup config TNWNAAAZ = T v a7 4F¥a
Bl - L—y a3y 7 7 A VSR EHE H 2 %17
LET,

Device# copy running-config
startup-config

TS5A4R—KVLANRRA M R—FELTDLSANV24M 3 —T (4R
DEF

LAY2A 0 H—T 2 A A% T TAX—KVLANKA M R—FLLTHREL, a7 T4
<~ U BLOtH &Y VLAN IZBhEMT 51213, ROTFNEEZFETLET,

N

CE) MBI U=aIa=F5 4 VLANIZWWTNbEL - Z Y VLAN T7,

F514_A—rviAN 0EE [}



B s < rvaNRR FR—FELTOLA Y24 V8T 24 ROBE

FIE

754 R— | VLAN D& E

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
NRAT—REZ AN LEST @EREn-8

/E[\) o

ATy T2

configureterminal

1

Device# configure terminal

Ja—nR)L a7 4 F¥al— g
ET— FEBBLET,

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernetl/0/22

RETHLAV2A X —T = A ATHt
LC. AV F—TxAf R a7 4F=a
L—y gy EB— RZ2BEBLET,

ATvT4

switchport mode private-vlan host

1

Device (config-if) # switchport mode
private-vlan host

LAY 2HR = 27T A=} VLAN
RA R R—=bFELTRELET,

ATy TH

switchport private-vlan host-association
primary vlan id secondary vian_id

1

Device (config-if)# switchport
private-vlan host-association 20 501

LAY 2HR— &7 T A= VLAN
& BT £

GE) I, vAM v 2402 —
7 = A A2 PVLAN % 438
1T B 72 DI LB R FIET
TO

ATvT6

end

1

Device (config) # end

HkE EXEC £— RIZR Y 17,

ATy T17

show interfaces [interface-id] switchport

1

Device# show interfaces
gigabitethernetl/0/22 switchport

RIEEMER LET

. 754 A—kVLAN ®

Bl

X JE
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TIAR—FVIANEZRR—FELTOLA V2L 08 —T 24 ROHRE .

ARV RFEEETIIa Y BRI
R 7 8 |copy running-config startup-config EE) 2y 74 X2l — gy 77
Bl - A MCRE R R LT,

Device# copy running-config
startup-config

T53AR—FVIAN ZERIR—FELTOLAIV2422—T (R

X AE

LAY2A4 B —T 2 A A% T T 44— K VLAN EERHR—FE L THEL, 2NE 771
2V BIED XY VLANIC v B 7T 51013, ROFINEEZETLET,

\)

GE) MyBIXaIz=F4 VLANZWWTNbEH XU VLAN T9,

FE
ARV FERET7IVa Y B#
AT 71 |enable Kt EXEC E— REAIC L ET,
1 - NAT—REANLET EREINTE
a) .
Device> enable
R 72 |configureterminal Ja—r ) ar7 4 ¥al—i gy
- T FEMBLET,
Device# configure terminal
R Fw 7 3 |interface interface-id METALAY2A L X —T oA ATk

1 LT, A v H =Tz AT 4Fa
L—ya v E— RElBLET,

Device (config) # interface
gigabitethernetl/0/2

R T w 7 4 | switchport modeprivate-vlan promiscuous| v % 2 &*— F %75 4 ~_X— ~ VLAN
1l - AR — e LTHRELET,

Device (config-if) # switchport mode
private-vlan promiscuous

F514_A—rviAN 0EE [}



B s~ rvangEgsk—reLToL v2408—T 1 ROEE

I54 A= VAN OEE |

ARV RFERETIVa Y

B8

ATy TH

switchport private-vlan mapping
primary vian_id {add | remove}
secondary_vian_list

1 -

Device (config-if)# switchport
private-vlan mapping 20 add 501-503

75 A4 ~N— k VLAN EZERR— %27
F A<V VLAN, BLOSEER L=
ZU VLAN I~ v B 7 LET,

« secondary van_lig /37 A —XZ 121X,

A=A T EmDRNTL SN, 7
Ve TCREISTEBOEBEED D
ZENRTEET, FHHEHELTAS
TEHDIE, B—D7 T A X—F|
VLAN ID. F7213A 7 > Cifk
L7277 A ~— |k VLAN ID O#jipH
<7,

s H VU VLAN £ 7T A<
VLAN % 7' Z A ~X— | VLAN #&7%
BIAR— M~y B 735120,
secondary vian list, F£7z/3add % —
U — K% $57E L 7= secondary vian list
EEHLET,

%Y VLAN & 77 A X— |
VLAN#EERIIAR— D~ v B 7 %
fiffR9 5 121%, remove ¥ —1U — K
%5 7€ L 7= secondary vian list % f#
ALET,

ATvT6

end

1

Device (config) # end

HebE EXEC B— RICEY 7,

ATy 1

show interfaces [interface-id] switchport

1

Device# show interfaces
gigabitethernetl/0/2 switchport

RE MR LET,

ATvT8

copy running-config startup config

1

Device# copy running-config
startup-config

FNRAAAR = T v T ary7 4¥a
L—Yay 77 A VICERERB &R IF
L/\ij_‘o
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MM T5A4R—FVLAN ~5 2 R—

reLtorsv2qva—7z120%% [

WML TSAR—KVLAN RS9 R—FELTOLSAIV24 02 —D

A4 ADEKRTE

LAY2A B2 —T oA ZAEMIPVLAN T 7 R— & LTHRET AL, ROVEEEFT

WET,

FIE

ARV RFFERERTIVa Y

=)

&M

configureterminal

1 -

Device# configure terminal

Ja—_ ) a7 4 Xal—T g
E— FNLBABLES,

ATvT2

interface interface-id

1

Device (config) # interface
gigabitethernetl/0/2

RETHLAV2A L EZ—T = A ATk
LT AV H—TxfA AT 4Fa
L—y gy B—RE#HBLET,

ATvT3

switchport mode private-vlan { host |
promiscuous| trunk promiscuous| trunk
[secondary]}

1 -

Device (config-if) # switchport mode
private-vlan trunk secondary

MNLT T A4 ~— K VLAN F 7 7 R—
MELTLATY2A L H—T oA A%
ELET,

ATv74

switchport private-vlan association trunk
primary_vlan_id secondary_vian_id

1 -

Device (config-if)# switchport
private-vlan association trunk 3 301

754 _X—KVLAN R T 7 R— %
77 A4~1VUVLAN, BXOERIRL7=tH
VAU VLANIZw v B 7 LET,

ATy Th

switchport private-vlan trunk allowed vlan
{word| add |all | except |none | remove
} vlan_list

1

Device (config-if)# switchport
private-vlan trunk allowed vlan 10.
3-4

PVLAN 7 > 7 K — F TRFESND

VLANDO U A FERELET, VAR
X7 F 4~V VLAN 2 & 5 LERH
DET, Fiz, BHE D VLAN b E T
xFET,

no¥—7— RZfiH4% &, PVLAN |k

F U R— N THEREND VLAN 27
_RTHIFRTE 9,

F514_A—rviAN 0EE [}
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F54 ~A— VAN O E |

ARV RFERETIVa Y

B8

ATvT6

switchport private-vlan trunk nativevlan
vian_id

1

Device (config-if)# switchport
private-vlan trunk native vlan 10

PVLAN 7 > 7 7"— MZ (IEEE802.1Q
BT ELLTD) #7713y MHEND
WTHND VLAN ZRE L £,

no X—VU— R&fHT 5 &, Mz
PVLAN h 7 > I R— TR AT 47
VLANREXHIRCTEET, X4 7147
VLAN 287 7 /L b @ VLAN1 |[ZF%E &
ET,

ATy T17

end
1 -

Device (config) # end

¥t EXEC £ — RIZR YD £,

ATvT8

show interfaces [interface-id] switchport

1 -

Device# show interfaces
gigabitethernetl/0/2 switchport

RIEEMER LET

ATvT9

copy running-config startup config

1

Device# copy running-config
startup-config

TNRAAAZ—R T v a7 ¥z
L—yay 77 A VCREHEH & R-1F
L/i‘g‘o

|EMNTSAR—KVLAN FS U9 R—FELTOLANV2A4 03—

T4 ANHETE

LA¥2A4 0 H—T 2 AEEERNT T A _X—FVLAN b T 7R — & LTERET DT,
WOVEEZITNET,

FIE

AT RFERIEFT7TII Y

B8

ATy T

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—g
T— F&ERHEBLET,

B 5 _"—FVIANDEE
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MEANTSA X— kAN k520 R—hELTOLA V24 v 8—T x4 20%%E [

AU RFERET7TIV3 Y B#)
R T 72 |interfaceinterface-id BETDHLA Y24 0 F—T = A AlTKE
1 - LC. f o HF—TxaAf AT {F=a
L—vary E—REBBLET,
Device (config) # interface
gigabitethernetl1/0/2
R T w 7 3 |switchport mode private-vlan { host | LAY 2 R— FBEER TS _— K
promiscuous| trunk promiscuous|trunk | v AN FS5 L 7R — e LTRELE
[secondary]} +
1 -
Device (config-if) # switchport mode
private-vlan trunk promiscuous
R T 7 4 |switchport private-vlan mapping trunk | #5551/~ o ~X— K VLAN k7 > 7 JR—
primary_vian_id [add | remove] N& 754~ VLAN, 3L OS8R L7=
secondary_wian list EHLH Y VLANICw v Ev 7 LET,
Bl « secondary Vlan_ligt /<5 A —# (214,
o L~ S 2
Device (config-if) # switchport ‘XJ\ A& &)ff}/,\“c e éi\\o 7
private-vlan mapping trunk 20 add r~TXElo f:%ﬁ;ﬁ@%ﬁ Hazmod
501-503 TENTEET, FHEBA L LTAS
TELHDE, B—DF T A _— |
VLANID, F7213NA 7 o Cilifk
L7277 A ~— K VLAN ID Ol
T
s XY VLAN % 2R 7 5 A
~N— KVLAN 7 7 R— N~
7B,
secondary vian list, ¥£7-/¥add F%—
7 — R %487 L 7= secondary vlan list
EREHLET,
« B AH K Y VLAN L2875 A
~_—KVLAN h T 7 R— D~
v 7 a2 R 5121, remove
F—U—REfRELEL
secondary vian list Zf#H L 9,
R Fw 7 5 |switchport private-vlantrunk allowed vlan | PVLAN k5> 7 R— F THER XD

{word| add |all | except |none | remove
} vlan_list

1

VLAND Y XA haRELET, UR NI
177 A4 < VU VLAN & 5 NENH
DET, £z, BEF DO VLAN bR ET
xFET,

F514_A—rviAN 0EE [}
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B At Fr L EOBTTSAR— VAN FS O R— b ELTOLA Y24 28— T 24 RDORE

ARV RFERETIVa Y

B8

Device (config-if)# switchport
private-vlan trunk allowed vlan 10 3-4

no¥—"Y— R&fifH7d 2% &, PVLAN
EZR R T I R— P THEREINTWNDT
~NTPD VLAN Z#HIBRT& £,

ATvT6

switchport private-vlan trunk nativevlan
vian_id

1

Device (config-if)# switchport
private-vlan trunk native vlan 10

PVLAN k7 > 7 R— MZ (IEEE802.1Q
Z2TELTO) Z7R LTy RHREID
WTHND VLAN 2R ELE7,

no¥—"Y— R&fEfA7d %L, PVLAN
R ST I IR— DX AT 4 7 VLAN
HEXEHIRTEET, *4 T 4 7 VLAN

MNTF 7 5L h®D VLANL ICRESNE
j‘o

ATy T17

end

1 -

Device (config) # end

HrtE EXEC E— RICEY £,

ATvT8

show interfaces [interface-id] switchport

1

Device# show interfaces
gigabitethernetl/0/2 switchport

RIEZ MRS LET

ATvT9

copy running-config startup config

1

Device# copy running-config
startup-config

FNRAAAR = T v T ar7 ¥z
L—yay 7y AVCEREHER 2 R7GF
LET,

R— b FrRIILLEDHBILITSAR—KVLAN FS 2O R—FELTD

LAN24A23—T 4 AD

=JL ==

ax &

LAY 24 H—T oA AR— R F ¥ FLOMNLT T A~k VLAN h T2 7 HR—KEL

THIET S

. 754 A—kVLAN ®
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K= FF e RLEORI TS R— FVIAN bS5 oo R— e LTOLA Y242 8—7z 4 208%E [

FIg
AU RFEREET7TIV3 Y By
AT w 71 | configureterminal rua—N)ary7 4 Xalb— gy
%l - E— RERBLET,
Device# configure terminal
R T w 7 2 |interface interface range BETALAV2A X —T = A AEH
i - LT, A I =T =R ATy
Xal—varT—RFzRBLET,
Device (config)# int range g5/0/17,
g5/0/22, g6/0/12
R w 73 | switchport mode private-vlian { host | 75 A4 ~_— K VLAN JES 5 > 7 iR—
promiscuous| trunk promiscuous|trunk | L L Lt A Y2 A L H—T = A A
[secondary]} BH D24
1 -
Device (config-if) # switchport mode
private-vlan trunk
R T w 7 4 |switchport private-vlan association trunk | 5 4 ~X— K VLAN F 5 7 R— &
primary_vlan_id secondary_vian_id 75 4= 1 VLAN. BLOSIRL7=&%
- »Z Y VLAN (L= vy BT LET,
Device (config-if)# switchport
private-vlan association trunk 20 503
R T w 75 |switchport private-vlantrunk allowed vlan | PVLAN F 5> 7 R— F THER XD
{word\_add |all | except [none |remove |y AN® U % FEEELET, UM
} vian_list 117514~ Y VLAN %% % L8R 5
1 - DET, £72. WHFD VLAN HERET
TET,
Device (config-if)# switchport R L
private-vlan trunk allowed vlan 20 no ¥—U—REMHHTLHE, M7
A4 X— K VLAN b T > 7 R— N THAf
ENTWVDHTRTO VLAN ZHIpRCT&
i‘a‘o
AT 76 | channel-group channel group number F v FN T I—TRNICR— P EREL,

mode { active | auto | desirable| on |
passive }

1

F— K& ELEJ, channel-number
FRETE2%PMIX1~128TY, &A—F
F ¥ TN WEAIE, ZOF ¥ Rv

F514_A—rviAN 0EE [}
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B A 7oL LOBERN TS AR~ R VAN RSV — FELTOLA Y24 28 —T 4 RORE

ARV RFERETIVa Y

B8

Device (config-if)# channel-group 1 mode

active

I N—TICEEMNT BT R—  Fy
FADABENTAERR S IVE T,

ATy T17

end

1

Device (config)# end

H#E EXEC E— FIZREY £,

ATvT8

show etherchannel summary
i

Device# show etherchannel summary

RIEE MRS LET

ATvT9

copy running-config startup config

1 -

Device# copy running-config
startup-config

TFNRAARZ =R T T a7 4 ¥a
L—ay 77 A VICEETEB B RAF
L/i‘g—o

R—FFY¥RILLEODEER T4 RX—

DLAN2A23—T A4 ADETE

v%?z%y& T A AER—

RETHITIE. ROEEEITWVET,

FIE

kVLAN k5 >0 R—

F&ELT

NF ¥ X OEER] T F 4 _X— Kk VLAN T 7 KR— k&

ARV RFERETIVa Y

=)

ATy T

configureterminal

1

Device# configure terminal

Ja—)L a7 4 F¥Falb—g
£ }“%Eﬂﬁébjﬁj‘o

ATvT2

interface interface range

1 -

Device (config) # interface g5/0/17,
g5/0/22, g6/0/12

RETDHLAY2A L Z—T = A A%
IR LT, A F—T xR T4
Fal—aryE®— 2B LET,
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R— FF v RLEOBERN TS A A— VAN FS oo R— ke LTOL Y24 a—T x4 20%E [

AU RFERET7TIV3 Y B#)

R Fw 7 3 |switchport mode private-vlan { host | LAY 2R — 2754 ~— K VLAN
promiscuous| trunk promiscuous | trunk | 4gsen K5 7 AK— R 2 L THRELE
[secondary]} +
fi
Device (config-if) # switchport mode
private-vlan trunk promiscuous

R T 7 4 |switchport private-vlan mappingtrunk | 5 ~_— K VLANfEZER] N5 0 7 AR—
primary_Man_id [add | remove] N %754 < U VLAN, X ONER L7-
SECOI’]dary_V|an_|ISt _[ij z/&*‘u VLANK"\"“/EO\/ﬁ\L/i?O
K « secondary Vlan list /<5 A —# (2%,
Device (config-if) # switchport AT %ék&)ffb\f <7 éi\\o 7
private-vlan mapping trunk 20 501-503 U= TCTRKY)o f:%ﬁi&@%ﬁ Hxzmod

TENTEET, FEA L LTAS
TELHDIX, B—D7 7 A4 X— |
VLANID, F721d/ A 7 Cuifh
L7277 A ~<— K VLAN ID O
T

s XY VLAN £ 7T A4~
VLAN % 77 A ~— |k VLAN #75
BlR— NI~ B 2735120,
secondary vian list, ¥7-/%add *%—
7 — R %487 L 7= secondary van list
AL ET,

s XY VLAN & 7T A _— |
VLAN#EZERIR— F D~ vy B 7%
iR 5 121%, remove ¥ —U — |
% ¥87E L 7= secondary vian list % fif
HLET,

R Fw 7 5 |switchport private-vlantrunk allowed vlan | PVLAN F 5 > 7 B— F THER XD

{ word | add |all | except |[none | remove
} vlan_list

1

Device (config-if)# switchport
private-vlan trunk allowed vlan 20

VLAND Y XA haELET, U AR
177 A4 < VU VLAN % & 5 VBN H
DET, £z, BHF DO VLAN bR ET
xET,

no ¥—"U— ReHEHTH L, WEHT
7 A _X— K VLAN k7> 7 R— h CiF
XN TWATRTOD VLAN ZHIRT
xFET,

F514_A—rviAN 0EE [}



I54 A= VAN OEE |
B 7 5 VAND TS VAN LA T 3VIAN (28— T 24 RADT Y EL Y

v Y RERIFTI YAy Hey

Ry 7 6 | channel-group channel group number F ¥ FNV T N—TNIZHR— D EREL,
mode { active| auto| desirable| on | E— FZaE LE 7, channel-number ©
passive j ST X I~ 128 TF, F—
11 - F v RUNRRWGEEIE, ZOF v R

TN—TITHEM T SRR — b~ Fy
Device (config-if) # channel-group 1 model X /L73 [ @IMIZ/ERL S E T,

active

AFvJ1|end et EXEC E— RICREY £,
1 -

Device (config) # end

R 5w 7 8 | show etherchannel summary X E % e
Bl

WBLET,

Device# show etherchannel summary

R T w 779 | copy running-config startup config FRAAARAR—RKNT v a7 Xz
) - L—a v 77 A JVCREH H & R A7
l—/iﬁ‘o

Device# copy running-config
startup-config

+HOFYVIAND FS5A4 T VLAN LA V3VLANA >3 —T x4 R
ADIVEVYT

75 A4 ~X— kK VLAN 728 VLAN /v —F 4 VIR EN DS, SVIZ7F A <1 VLAN IZ
RELTEI XY VLAN % SVI I~ v B 7 TE £,

)

GE) MYBLO=I=a2=5 4 VLAN TN bt H 4 Y VLAN T,

v H U VLANEZ 7S5 A4~ VLANDOSVIICw v L LT T IFA_X—FVLAN F T 7 ¢ v
TDLAY3IAAL v T U T EAREIZT HITIE, ROFINEEZETLET,

B 5 _"—FVIANDEE
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£HUFYVIAND TS 4T VLAN LA ¥ 3VLAN A v —T x4 2~0TvEVS [

Flig
ARV RFEEETIVa Y Br
AT w71 |enable e EXEC E— RE AT L £,
E NAT—REANLET (FERaniz
/E[\) o
Device> enable
R T 72 | configureterminal Jsa—\ )L a7 4 ¥z lb—3a
15“ : Tt F‘%B—'ﬁﬁé\biﬁ‘o
Device# configure terminal
AT 7 3 |interfacevlan primary_vian_id 754~V VLAN TA & —7 = A X
i - a7 4 X2 lb—v gy E— REBRE
LT, VLANZSVI& L TRELET,
Device (config) # interface vlan 20 VLANID O#iH I 2 ~ 1001 38 L UV 1006
~ 4094 T,
Z 5w = 4 | private-vlan mapping [add | remove] v %Y VLAN %75 4 < U VLAN

secondary vian_list

1

Device (config-if) # private-vlan mapping
501-503

DL AY¥3IVLAN A ' Z—7 = A X|Z
~y B/ LT, 774 ~—} VLAN
AT T 49T DVATIAAL T
JHEAREICLET,

GE) private-vlan mapping - >
=Tz A AT 4 Xz
L—varyavry RN b
AVY3IAL vy TFrr7EnT
W% 75 A4 ~_X— |k VLAN |
TITA I TR
XET,

» secondary vlan list /X7 A —Z 1213,
ANR—=AEGORNTLIESN,
VY TCRUISTEEBOHEB A ED S
ZENTEET, HFHEHAHELTAN
TXH0F, B—OF T4 _X— |
VLANID F 72131 7 > Gt L
72724 ~<— K VLANID T7,

« secondary vlan_list # A 1457,
F7/-ltadd F—TU—RKEFEELE
secondary vian list Z{#H L T, &
7124 ) VLAN %77 A~ Y VLAN
W~y b7 LET,

F514_A—rviAN 0EE [}



B s x—rvanoz=s—

I54 A= VAN OEE |

ARV RFERETIVa Y

B8

sremove ¥—U— R&HEE LT
secondary vian list Z{#H L T, &
714 Y VLAN & 7 F A ~ Y VLAN
D~y BT EfRRLET,

ATvTh

end

1

Device (config) # end

HrME EXEC E— RNIZEREY 97,

ATvT6

show interfaces private-vlan mapping

1

Device# show interfaces private-vlan

mapping

REZHERLET,

ATy T17

copy running-config startup config

1 -

Device# copy running-config
startup-config

TFNRAARZ =T T a7 4 ¥a
L—ay 77 A VCEREE B 2 RAF
L/i‘g—o

TS5SAR—FVIANDE=-A —

WRDOFEIZ, T4 _X—hK VLAN #E=F —FT57-DIFEHT L~ REGRHLET,

R1: 754 R—FVIANE=RYYVF a2 UK

avwU kR

Sl

show interfaces status

@9 % VLAN & Te, A 2 HF—

show vlan private-vlan [type]

AA T AR T DT T A=\

show interface switchport

A B—=T 2 A A LDT T A _—}

show interface private-vlan mapping

VLANSVI®D 77 A ~— s VLAN ¥

7S5 4 R— | VLAN D)% E

DY 7 a T T A4 ~_— bk VLAN OFREF ZR LET,

. 754 A—kVLAN ®
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1 754 A— k VLAN 0> VLAN g e s s vt i+ ]

#l : 754 ~— k VLAN A® VLAN D% TE & & UBEE ST (1

KIZ, VLAN20 #7714~ Y VLAN, VLAN 501 #8537 VLAN, VLAN 502 35 X T*503 % =

Ra2=7 4 VLAN L LTEEL, Zh b %774 ~X— |k VLAN W CBEfHT LT,

I ol E R LET,

Device# configure terminal

Device (config) # vlan
Device (config-vlan) #
Device (config-vlan) #
Device (config) # vlan
Device (config-vlan) #
Device (config-vlan) #
Device (config)# vlan
Device (config-vlan) #
Device (config-vlan) #
Device (config) # vlan
Device (config-vlan) #
Device (config-vlan) #
Device (config) # vlan
Device (config-vlan) #
Device (config-vlan) #

20
private-vlan
exit

501
private-vlan
exit

502
private-vlan
exit

503
private-vlan
exit

20
private-vlan
end

Device# show vlan private-vlan

Type

WE il

primary

isolated

community

community

association 501-503

Primary Secondary
20 501
20 502
20 503

isolated

community
community

Bl : RAMR—FELTDA U EZ—T 24 ADETE

R, A 2B =T A A% TTFTA4A_X—KVLANFRAZA R R—FE LTRHREL, TNE T T A X—

r VLAN X7 IZB#ERT I T, 2D

Device# configure terminal
Device (config) # interface gigabitethernetl/0/22

Device (config-if) # switchport mode private-vlan host

Device (config-if)# switchport private-vlan host-association 20 501
Device (config-if)# end
Device# show interfaces gigabitethernetl/0/22 switchport

Name: Gil/0/22
Switchport: Enabled
Administrative Mode:
Operational Mode:

private-vlan

Negotiation of Trunking: Off

Access Mode VLAN: 1
Trunking Native Mode

Administrative Native VLAN tagging:

Voice VLAN: none

Administrative private-vlan
Administrative private-vlan
Administrative private-vlan
Administrative private-vlan

trunk

e
AxX

BRI D02~ L ET,

host

private-vlan host
Administrative Trunking Encapsulation:
Operational Trunking Encapsulation:

negotiate
native
(default)
VLAN: 1 (default)
enabled
host-association: 20 501
mapping: none
trunk native VLAN: none

Native VLAN tagging: enabled

F514_A—rviAN 0EE [}
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5l - 754 R— k VLAN EZ= 5| HR—

Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan:

20 501

<output truncated>

I54 A= VAN OEE |

FELTDAUEZ—T 4 ADEL

WO TIE, £ F—T 2 A A% 7T A4 X— K VLAN HEERR—FE LTHREL, Zhid 7
FARXR—KVLANIZ® vy B VT 5 HEEZTRLET, A v Z—T7 A AZ,. T4~ VLAN

20DANNT, BHFY VLANSOL ~503 vy B 7 ENnET,

Device# configure terminal
Device (config) # interface gigabitethernetl/0/2

Device (config-if)# switchport mode private-vlan promiscuous
Device (config-if)# switchport private-vlan mapping 20 add 501-503
(

Device (config-if)# end

show vlan private-vlan & 7= (% show interface status ## EXEC =2~ > RZHH LTI A4~V
BXOtH L ZY VLAN & 5134, 2 EDF T A4 _X— k VLAN R— b & FR L ET,

Bl:2AFYVIANZTSAIYVIANA 23 —T 2/ RITT Y E

%%

KT, VLANSOl BEWN502 DA v H—T = A% 7T 4~V VLAN 102~ v B2 74 54
ZRLET, 2Tk, 794 X— K VLANS501 BL502 265D H &% U VLAN AJ)

N7 47 DON—T 4 T NARRIZIR D £797,

Device# configure terminal

Device (config)# interface vlan 20

Device (config-if)# private-vlan mapping 501-503
Device (config-if)# end

Device# show interfaces private-vlan mapping
Interface Secondary VLAN Type

vlan20 501 isolated
vlan20 502 community
vlan20 503 community

B 5 _"—FVIANDEE



| 754 ~—FrVLAN D%

Bl ML TS A A— VAN kS K— ke LTOLIv2108—T 1 20%E |

Bl . WMIITSAR—KVLAN RS VO R—FELTODLA V2L 25—

TJ14RANEX

E

Wiz, f v B2 =T 2 ABMNLT T4 _X—KVLAN 7 7R =1+ LTREL, TORT
R T HH AR LET,

Device# configure terminal

Device (config) # interface GigabitEthernet5/0/1

Device (config-if)# switchport private-vlan trunk allowed vlan 20
Device (config-if)# switchport private-vlan association trunk 20 503
Device (config-if)# switchport mode private-vlan trunk

Device (config-if)# end

Device# show interface GigabitEthernet5/0/1 switchport
Name: GigabitEthernet5/0/1

Switchport: Enabled

Administrative Mode: private-vlan trunk secondary
Operational Mode: private-vlan trunk secondary

Administrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: dotlg
Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)
Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association:
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging:
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: 20
Administrative private-vlan trunk associations:

20 (VLAN0020) 503 (VLANO503)

Administrative private-vlan trunk mappings:
Operational private-vlan:

20 (VLAN0020) 503 (VLANO503)

Operational Normal VLANs: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

none

enabled

none

Protected: false

Unknown unicast blocked: disabled
Unknown multicast blocked: disabled
Vepa Enabled: false

Appliance trust: none

Bl . BMERMTSAR—FVLAN bSO R—FrELTOLANY2A4 Y
R—T x4 ADEXE

W, A v B —T A ARBERNTFT A X—KVLAN hT7 7R —hr L LTHREL, ZOF

xR B 2R LET,

Device# configure terminal
Device (config) # interface GigabitEthernet6/0/4
Device (config-if)# switchport private-vlan trunk native vlan 20

F514_A—rviAN 0EE [}
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Device (config-if)# switchport private-vlan trunk allowed vlan 20
Device (config-if)# switchport private-vlan mapping trunk 20 501-503
Device (config-if)# switchport mode private-vlan trunk promiscuous
Device (config-if)# end

Device# show interface GigabitEthernet6/0/4 switchport
Name: Gi6/0/4

Switchport: Enabled

Administrative Mode: private-vlan trunk promiscuous
Operational Mode: private-vlan trunk promiscuous
Administrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: dotlg

Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: 20
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: 20
Administrative private-vlan trunk associations: none
Administrative private-vlan trunk mappings:

20 (VLAN0020) 501 (VLANOS501)

502 (VLAN0502)

503 (VLANO503)

Operational private-vlan:

20 (VLANO0020) 501 (VLANO501) 502 (VLAN0S502) 503 (VLANO0503)
Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false

Unknown unicast blocked: disabled
Unknown multicast blocked: disabled
Vepa Enabled: false

Appliance trust: none
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Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Device (config) # interface range g5/0/17, g5/0/22, g6/0/12

Device (config-if-range)# switchport mode private-vlan trunk

Device (config-if-range)# switchport private-vlan trunk allowed vlan 20
Device (config-if-range)# switchport private-vlan association trunk 20 503
Device (config-if-range)# channel-group 1 mode active

Device (config-if-range) # end

Device# show etherchannel summary
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Dec

10 13:51:28

Flags: D - down

I -
H -
R -
U -
M -
u -
W -
d -
A

1 Pol(SU)

stand-alone
Hot-standby

.423 PST: %SYS-5-CONFIG I: Configured from console by consolesumm
P - bundled in port-channel

s — suspended

(LACP only)

Layer3 S - Layer?2
in use f - failed to allocate aggregator

not in use,

minimum links not met

unsuitable for bundling

waiting to be aggregated

default port

formed by Auto LAG

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

—————— e e e et

LACP Gi5/0/17(P) Gi5/0/22(P) Gi6/0/12(P)

Device# show vlan private-vlan
Primary Secondary Type Ports

20 501 community
20 502 community
20 503 isolated Pol
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Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Device (config) # interface range g5/0/17, g5/0/22, g6/0/12

Device (config-if-range)# switchport mode private-vlan trunk promiscuous
Device (config-if-range)# switchport private-vlan trunk allowed vlan 20

Device (config-if-range)# channel-group 1 mode active

(
(
Device (config-if-range)# switchport private-vlan mapping trunk 20 501-503
(
(

Device (config-if-range)# end

Device# show etherchannel summary
Dec 10 13:51:28.423 PST: %SYS-5-CONFIG I: Configured from console by consolesumm
Flags: D - down

PO s o R cawmH

1 Pol(SU)

Hot-standby

P - bundled in port-channel

- stand-alone s - suspended

(LACP only)

Layer3 S - Layer2
in use f - failed to allocate aggregator

not in use,

minimum links not met

unsuitable for bundling

waiting to be aggregated

default port

formed by Auto LAG

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

—————— R D T

LACP Gi5/0/17(P) Gi5/0/22(P) Gi6/0/12(P)
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Device# show vlan private-vlan
Primary Secondary Type Ports

754 R— | VLAN D& E

20 501 community Pol
20 502 community Pol
20 503 isolated Pol

Bl : TSAR—KVIANDE=R Y Y

&Iz, show vlan private-vlan =2~ > KO %2R L E T,

Device# show vlan private-vlan

Primary Secondary Type

20 501 isolated
20 502 community
20 503 community
~,
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* VTP
* VLAN

*VLAN h T F 7

Gil/0/22, Gil/0/2
Gil/0/2
Gil/0/2
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« %7 VLAN
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RFC 1757 [Remote Network Monitoring
Management Information Base,]

RFC 2021 Remote Network Monitoring
Management Information Base
Version 2 using SMIv2
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* CISCO-BRIDGE-EXT-MIB http://www.cisco.com/go/mibs (Z & % Cisco MIB

« CISCO-CDP-MIB Locator ZffHH L £

« BRIDGE-MIB (RFC1493)

* CISCO-PAGP-MIB

* CISCO-PRIVATE-VLAN-MIB

* CISCO-LAG-MIB

* CISCO-L2L3-INTERFACE-CONFIG-MIB
* CISCO-MAC-NOTIFICATION-MIB

* CISCO-STP-EXTENSIONS-MIB

* CISCO-VLAN-IFTABLE-RELATIONSHIP-MIB
* CISCO-VLAN-MEMBERSHIP-MIB

* CISCO-VTP-MIB

» IEEER023-LAG-MIB

« [F-MIB (RFC 1573)
« RMON-MIB (RFC 1757)

« RMON2-MIB (RFC 2021)
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