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FYTFv R4V FOEE

ZOFIEDFITIX, EFIC L TINRX Y T F v ARA v b EERELET, SIS T T, monitor
capture 21~ KD 12D A U AZ L AEMBEH L THXF ¥ 7 F ¥ HRA L hEZDOTRTONRT A —
FEERTEET,

N

GE)  BRA v b, ST TF vl BLXOar 7 2%, BETLIX Yy FF v RA L FE2FH
SDEIEELET,

a7 T 4 NEEERTHLENRRNDIL, CAPWAP Fo R v A B —T oA AR L
TUVAY VA XY T F ¥ RV NEBRTDIHETT, ZOHA, a7 74 VZITERLE
Hh, HHTEEEA,

For ST RA L N RERT DI, ROFIREZFATLET,
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ARV RFERETIVa Y ]3]

AT w71 |enable FiHE EXEC E— FE AR LET,
i NAT—READNLET FEREniz
Device> enable &) .

R T 72| monitor capture Xy 7F v KAV MEEHEL, ¥ 7

{capture-name} {interface interface-type |~ ¢ o K 23BEAHT & LTV B 42
interface-id | control-plane} {in | out G o N REE L. v ST v DS
| both) EHRELET
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Device# monitor capture mycap interface
GigabitEthernetl/0/1 in

« capture-name : EFEKT HX ¥ 7T ¥
WA FOARTERELET (BIT
I mycap MEH SN TWET) |
¥ T F v HORSIFT8LFLUFIZ
LTLESW, 5, T F—R
a7 () ORPFASNES

+ ({£E) interfaceinterface-type
interface-id : ¥ 7 F ¥ KA bR
BEfT BN DB A o b R E
L %7 (5] CTiX GigabitEthernet1/0/1
DEHINTHET) |

GE) A7varT, o=
U RV RE A
DTCZDX ¥ I F ¥R
A v s DB OB AR
AV FBLUIRT A—
AT RNRTEERCTEE
T, TNHDNRT A—
ZIWZHONWTIE, v
F ¥ BA L h T A—
2 DTS 2 FIA
T INTWET,
FPHOY R — X, B2
R4 v N EBINE X
CHIBRT 572012 b
HTExET,

interface-type (ZIXR DT 4Ll
MLET,

* GigabitEthernet : #fiRA > k
% GigabitEthernet & L CF&iE L
£,

evlan : #5ki A > k% VLAN
ELTHRELET,

GE) DA HBE—T
A AP RA
e LTHERATA
BaiE., A%y
T X DFHIA[RE
<7,
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« capwap : A k&
CAPWAP b Lt LTCTHRE
L/\gzjqo

GE) DA B —T =
A A ZAEREARA
M LTHERATS
Ba. 27740
2T L
TTEEEA,

« (f£&) control-plane : iR A
reLTary ha—LFL—r %%
H/E_‘Li—a‘o

ein | out | both: v 7 F¥DJ
mEZHEELET,

ATvT3

monitor capture {capture-name} [match
{any | ipv4 any any | ipv6} any
any}]

fi
Device# monitor capture mycap interface
GigabitEthernetl/0/1 in match any

B 7y bR IFrvOBE

a7 VAT ADT A NEEEFRLET,

G¥) a7 7 4V BMERTE R
{72578, CAPWAP @ k
YRV T A E—T oA
A TG A v b & LCHE
A3 258X 0FIEEHE
ITLARNTLIEEW,

F—U— FOERITIRDO LB T,

« capture-name : EFET DHF ¥ I F ¥
AV FOLATERELET (BT
IE mycap MEH SN TWETS) .

ematch: 74V ZZEELET, &
BEINTWBIRONDTZ 4 VX IZaT
T4 IVHTY,
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AU RFERETOVa Y
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GE) XX ST ARA L M
AT VAT AT 4 )VH
FIITERA A
EFRESNTWVRNWE

G, ENET T 4T
T2 LT TEER
Moo THUD DFE:E i
L TnWingy 7

FXRA L BT

T4 7bLE S 21D
L. TN ERERN
£7,

cipvd : IPN—V a3 4D T 4NV E K
fEELET,

cipv6 : IPXN—T 5 6 DT 4 NVH K
BELET,

R Fw 7 4 |show monitor capture {capture-name} [ | 25 w72 CEZR L+ FF ¥ B4
parameter ] YR NRTA=EEFIRL, v T Ty
Bl - HA v MEER LD L EHRLET,
Device# show monitor capture mycap
parameter
monitor capture mycap interface
GigabitEthernetl1/0/1 in
monitor capture mycap match any
A7y 75 | show capwap summary TAYXYLA Xy 7T ¥ OBfiAA > b
B - & LTHMTE %5 CAPWAP h o fL %
- FRLET,
evice# show capwap summary
GE) NPR= 07l Nl SNV el P
Ax ¥ T T XY EFATT D72
DIZ CAPWAP b o RV %2
fiARA v e LTER LT
WO EIZDORMEMN L E
T BlDIED CAPWAP D
HZRLTLLTZEN,
R T 7 6 | show running-config AN EHER L ET,

1

Device# show running-config
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ARV RFEEETIII Y BRI
R 77 | copy running-config startup-config B v 74Xl — g 77
Bl - A MCRE R R LT,

Device# copy running-config
startup-config

151
CAPWAP 5t RA v F TRy FF v AV "NEERTAHICITREEITLET,

Device# show capwap summary

CAPWAP Tunnels General Statistics:

Number of Capwap Data Tunnels =1

Number of Capwap Mobility Tunnels =0

Number of Capwap Multicast Tunnels = 0
Name APName Type PhyPortIf Mode McastIf
Cca0 AP442b.03a9.6715 data Gi3/0/6 unicast -
Name SrcIP SrcPort DestIP DstPort DtlsEn MTU Xact
Ca0 10.10.14.32 5247 10.10.14.2 38514 No 1449 0

Device# monitor capture mycap interface capwap 0 both
Device# monitor capture mycap file location flash:mycap.pcap
Device# monitor capture mycap file buffer-size 1

Device# monitor capture mycap start

*Aug 20 11:02:21.983: $BUFCAP-6-ENABLE: Capture Point mycap enabled.on

Device# show monitor capture mycap parameter

monitor capture mycap interface capwap 0 in

monitor capture mycap interface capwap 0 out

monitor capture mycap file location flash:mycap.pcap buffer-size 1
Device#
Device# show monitor capture mycap

Status Information for Capture mycap
Target Type:
Interface: CAPWAP,
Ingress:

Egress:

Status : Active

Filter Details:
Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

File Details:

Associated file name: flash:mycap.pcap
Size of buffer(in MB): 1
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Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)
Device#
Device# show monitor capture file flash:mycap.pcap
1 0.000000 00:00:00:00:00:00 -> 3c:ce:73:39:¢c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
2 0.499974 00:00:00:00:00:00 -> 3c:ce:73:39:¢c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
3 2.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
4 2.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
5 3.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
6 4.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
7 4.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
8 5.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
9 5.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
10 6.000000 00:00:00:00:00:00 -> 3c:ce:73:39:¢c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
11 8.000000 00:00:00:00:00:00 -> 3c:ce:73:39:¢c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
12 9.225986 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
13 9.225986 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
14 9.225986 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
15 9.231998 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
16 9.231998 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
17 9.231998 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
18 9.236987 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
19 10.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
20 10.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
21 12.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
22 12.239993 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
23 12.244997 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
24 12.244997 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
25 12.250994 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
26 12.256990 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
27 12.262987 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
28 12.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
29 12.802012 10.10.14.3 -> 10.10.14.255 NBNS Name query NB WPAD.<00>
30 13.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
RDBERY

PR A P2 S BITBML, ¥ 7FXYRA L FONRTRA=ZEZERLTND, 77747
fbTEET, FXYTTF¥YRA U ME2ZOEEMMT L2561, AT ET,

"oy rxrIFroiE )



B =75 K1k $52x—s0EMELRES

\)

Ry bEr IFe0BE |

6=

a—YP—NEES X v T F YL EATI LB,
EATILEGE, A v Tz Td—%2FRnrLET, =& 2E,

ORI THBPENTWAHTERZFHL TRy 7F v RA » FONRT A —ZEZEETLH T
LIITEEEA,

F IR F NI LW A v b
[ 7T ¥ HIT8LFLTT

b HENH Y F9, Only alphanumeric characters and underscore () is permitted | 35 LT 1%
Invalid input detected at "~ marker] X 9 72T —%RRLET,

X TFv RAV NS A—2DEMEIIER

JEFIZ U Z P ERTWETR, AT v 7T E2FTLTINRTA—FOELZEEDIEF CHRETE £
o AT, 24T, ERFBEEATTRIE TS £, HEMRES IR AR o b ERE, AT
FFarEBERTHIET, EEOHEZ LV FOFOEICEZHZ 52N TEET, 7T
WHRE SN TV DRFED/NNT A —=ZPEFSINIGEIE. A 2T 7T 4 TITHERT 20N
HYET,

Cisco IOS XE Amsterdam 17.3.x V U —Z LG TIL. 7y FROfME A —V 2 A TH2\ry

My 7F DRI A= L L THERATEET,
FX¥ T RA L PDONRTA—=FEZEERTHI2E, ROFNEIZHENE T,

1R BHHEIIZ

NS DOFNEZ M LA,

FIE

¥ TFHA L P RERTHLENRD Y £

ARV RFERETIVa Y

=)

&

enable
51 -

Device> enable

HibE EXEC E— RE A% LE,
e NMRAT—RKEANLET FkEh

=58

ATvT2

monitor capture {capture-name} match
{any | mac mac-match-string | ipv4
{any | host | protocol} {any | host}
| ipv6é {any | host | protocol} {any
| host}}

1 -

Device# monitor capture mycap match
ipv4 any any

B 7y bR IFrvOBE

ACL £72137 9 2~ v 7 THRIIZE
#EINaT7 AT L7 4 0% (ipvd
anyany) E#RLET,

NTy b XY T F YOy RO
ZHETHITIEL, EXEC a7 4 F =
L—3 3 % — T monitor capture
capture-name interface interface-id {in

| out | both } match pktlen-range max
packet-length-in-bytes min
packet-length-in-bytes =1~ > K& {# i L
£



| oy bFrIFrosE

$vTFv Kk K5 i—snemErzE [

AU RFERETOVa Y

B8

ACLZHEHLCar v AT AT fLH
ZEFTEXET, ACLTY 1 haiLod
Ethertype Z € C& £9, Wireshark T
[l U ACL &% E L C, HFE D Ethertype
BRONRT Yy NOX ¥ T TF v EHNTT
LZENTEET,

X 73 | monitor capture {capture-name} limit |fbEfIOE > 3 UHIFR (60) . ¥4
{ [duration seconds] [packet-length | 4 &j172/%% » . %7213 Wireshark
size] [packets fnumj } IC X o TRFES NG b S AV b
15 - £ (400) ZfEELET,
Device# monitor capture mycap limit
duration 60 packet-len 400
R T w 7 4 |monitor capture {capture-name} file X ST v BA v MR N EER
location filename) THEF TR v I F Y TEH LT
- TO2HBF. 77 ANDT YT =T
Device# monitor capture mycap file >/%E?§igljzijf°
location flash:mycap.pcap GE) 7 /1)/1/7]§T?7j—:'§‘%)1[}2—/£;\
FEEFREHR L T
S,
R w 75 | monitor capture {capture-name} file KNS 7 4 w7 N—Z FOILERZ
{buffer-size size} Wireshark TSN AEY Ny 77
i) : DY A X% f{ELET,
Device# monitor capture mycap file
buffer-size 100
R Fw 76 | sShow monitor capture {capture-name} [ | LIFIIZEFHZLT-F v 7F v FA > b /3

parameter ]

1 -

Device# show monitor capture mycap
parameter

monitor capture mycap interface
GigabitEthernetl1/0/1 in

monitor capture mycap match ipv4
any any

monitor capture mycap limit duration

60 packet-len 400

monitor capture point mycap file
location bootdisk:mycap.pcap

monitor capture mycap file
buffer-size 100

TA=H2FRLET,

ATy T1

end

1 -

HebE EXEC B— RICEY 7,

"oy rxrIFroiE )



Ry kFr IFr0BE |
B =77 v ket isx—s0HK

ARV RFERFTIVaY =)

Device (config) # end

INSA—BDERE
X TFx 774 IILOBEERITE = (XBEER 7R

Device# monitor capture point mycap file location flash:mycap.pcap
Device# no monitor capture mycap file

INTY R IN—RMDRIBIZAEY) Ny D7 A XEZHEET S

Device# monitor capture mycap buffer size 100

IPv4 & IPV6 DEAIZ—ET S LS, BRMGEIT7 VRATL 43 EEETH

Device# monitor capture mycap match any
N7y bRy TF Y07y FPROGEDIEE

Device (config) # monitor capture capl interface FortyGigabitEthernet 1/0/1 in match
pktlen-range max 100 min 50

Ny bDA—Y 5 4 TDIEE

MAC ACL:

Device (config) #mac access-list extended macl

Device (config-ext-macl) #permit any any 0x806 0x0
Device (config-ext-macl)exit

Device (config) #monitor capture mycap access-list macl

IP ACL:

Device#ip access-list extended ipl

Device (config-ext-nacl) #permit 1 any any icmp-message-type
Device (config-ext-nacl)# exit

Device#monitor capture mycap access-list ipl

RDBERY
¥ T T XYRA Y MIRERNT A= PNTXTEENTONLHGRET 774 7L LET,

¥ TF¥ RA 2 b IRT A =2 DHEIRK

JEFAZ U 2 b SILTWETD, AT A= ZHIFRT D FIRMEROIAF TIATTE £9, 117,
2147, EITEBATTHIBRTE 97, BEDSATRERBHRAR A » b 2RV T, EED/RT A —H
AHIFRTE 97,

XY T T YRA L FDOARNTA=Z ZHIERT DI1E, ROFMEHENET,

1R BHHIIZ

INHLDOFNEEFEHLTCxFy Ty iRA 2 FEHIRT RIS, S 7Ty BRA 2 hDO/RT A —
REEHRLTLIIFEE N,

B 7y bR IFrvOBE



| &y rErTFFroRE

v TFe KA b 55 4—508% |

FIE
ARV FFEREET7TIVa Y =LY
ATy 71 |enable FiHE EXEC E— RE AR L ET,
il - A= REANLET (FERIN
Device> enable 73548 .
XFwJ2|n0 monitor capture {capture-name} Xy I FvHRA2 b (mycap) TEFES
match NTODTRTDOT 4 V4 ZHIR L E
il - e
Device# no monitor capture mycap match
R Fw 73 |nomonitor capture {capture-name} limit| Wireshark 2354 L T\ At v o g EF
[duration] [packet-length] [packets] RIEIRR & 4w b7 A NEEEIR L
151 - £, ZOMOIEEINHIRITZEDE
Device# no monitor capture mycap limit] EJ A i‘g_c’
duration packet-len . 8
Device# no monitor capture mycap limit] _\;ereShark DI ~TOMIREZ V7 L&
2w 7 4 |nomonitor capture {capture-name} file| 7 » 4 L OBEFT ZEIBRLET, F ¥
[location]  [buffer-size] TFx BA L NI v haX T Fy
- L2 £F, TNOEETFINDLD
Device# no monitor capture mycap file ¥%757f0
DiZi;iiozo monitor capture mycap file 774/1/&%@%@HH%%UB%LE¢O
77 ANVOEGENEL, ¥x T F v ARA R
B EM T bR R E LT, 272
L., oEFRINIZ7 7 A VO BEAf T
X, ZOT7 v arORBETTEY
Ao
AT 75 | show monitor capture {capture-name} [ | /X5 *— & OYIBREIERICE T ER S
parameter ] TWOLXXY T F ¥ RA b NTA—H
Bl - EZFRRLET, FIEO EOBKETH 20
Device# show monitor capture mycap A I\%gﬂéfﬁbf‘ ﬂF'\?‘j?:'\?ﬂ_\g/r <
parameter MZBEAT T 5 TWDIRT A — X hfife
monitor capture mycap interface 2 s
GigabitEthernetl/O/lyin RTEET,
A7y 76 |end ke EXEC £— RIZRE D £7,
i -

Device (config) # end

"oy rxrIFroiE )



Ry bEr IFe0BE |
B =77+ %o romr

RDBERY
¥ T T YRA Y MIRBERNT A= PNTXTEENTLHEET 774 7L LET,

\}

GE) XX TTFXRA L IR T I T4 TREZIINRTA—FEHIRT DL, A4 v FIT [Capture is
active] & WO =T —NERINET,

v TF v R4 FOHIRR
F¥ I T v RA L FEHIBRT A0, ROFINEZFTITLET,

1R BHHIIZ

INOOFNEEZMEH L THIBRT RN, ¥ 7 F Xy RA L FEERLET, T T TFrAA
R ZHIBR S D ANCEE L TIZ a0,

FE
ARV FERET7IVa Y By
AT 71 |enable ke EXEC E— REZAIC L £,
1 - e NAU—KREASNLET FERkEh
Device> enable =88
Z - 2 |nomonitor capture {capture-name} BrEshisy 7Fv KA kb
Bl - (mycap) ZHIBRL T,

Device# no monitor capture mycap

R Fw 73 |show monitor capture {capture-name} [ |5 € &N7-F ¥ 7T v HRA > F3HIERE

parameter ] NIfd, FFAELRNWZ L 2T A
I T—VEFRRLET,

Device# show monitor capture mycap

parameter

Capture mycap does not exist

ATy 74 |end et EXEC E— RICEY £,
1 -

Device (config) # end

R 75 | show running-config ASEHER L ET,
1 -

Device# show running-config

B 7y bR IFrvOBE |



| "7y rxrIFFrosE
0 TFoRAU L ETOT 4 IERRET 74 T1255 ||

ARV RFEEETIIa Y BRI
R 76 | copy running-config startup-config EE) 2y 74 X2l — gy 77
Bl - A MCRE R R LT,

Device# copy running-config
startup-config

RDZRY

HIBR L7 D LR CATTIOHHR S Y 7 F v KAV M2 TERETEET, ¥ 7TF vy RA L FDOE
BERONPLRVETEHEAIX., INOOFIEEZETTEET,

XY TF  RAVNETIT4TERIETIT12TIZTH
XX TF N R, BT I T4 TERIIET 7T 4 72T BI2%, kOFEEZEITLET,

5RO DRI

BERERA > P L aT VAT AT A VB RERSTNT, BT DT 7 A VA DEES
HZHETH, Y STFYRA L b 2T 7T 47k TEET, ZOX IR —ATi, BFED
Tr AT EEEINET,

BET 27 7 A VL DRNF Y T F v RA v M, - T2372077FCT7 7T 471 T&EE
T, T 7 ANABRESINTWRWEES, X7y NIy 77 IRESNET, 74 7R
(F¥ FF¥HEOFR) 1T, 77AVBLIONRNy 77 E—FOWSFTHHATE T,

FRT A NEBRESNTORWES, 7y MITA T TERENETA, I T VAT A
TUAN B LS TR XY T F Y ENTTRTONRTry "RFERENET, T 74/ hOFERE—
K1 brief T,

)

GE) CAPWAPD Fo XUV T A B —T oA AEBHRA L N LTHERATDE, a7 7 4%
WA Sz, ZOBARITERT I XLETIH D A,

FE
ARV RFEEETIIa Y B

RT w71 |enable ¥iME EXEC T=— R& AT LET,
1 NRAT— REATTLET EERkIn=
Device> enable &) .

2Ty T2 monitor_ capture _{captur_e-name} Xy TFVYRAL NET T 4 T L.
start [display [display-filter [stp) & &Te 4y NETBRERSR
filter-stl’ing] ] [brief | detailed | %5k5 LZ?,‘:Z/_T_\‘%7/]’/1/§&LLE Li‘d—o
dump]

| "oy rxrIFroiE )



Ry bEr IFe0BE |

B o7k re707 0 TEREETIT 4 TI2T D

ARV RFEEETIII Y B8
1

Device# monitor capture mycap start
display display-filter "stp"

Z 5w 73| monitor capture {capture-name} Stop | xy FF ¥ KA L FEIET I T 4 T
fi LET,

Device# monitor capture name stop

AT v 74 |end HebE EXEC B— NICEY 7,
B

Device (config) # end

Z 5+ 7 5 | show running-config AN B LET,
i

Device# show running-config

X 7 6 | copy running-config startup-config (fER) ary74F¥alb—ar 7y
%l - AR EZRIFLET,

Device# copy running-config
startup-config

RDBRY

XX TTFXRA L NeT 7T 4 TRBLOIET 7T 4 72T DT, WL OO T —RN3AT
HAREMER SV T3, WIZ, BETDHAREOH DT —DNL OhOflERLET,

T 7T 4 7T DB AR A N DA

Device# monitor capture mycap match any

Device# monitor capture mycap start

No Target is attached to capture failed to disable provision featurefailed to remove

policyfailed to disable provision featurefailed to remove policyfailed to disable provision
featurefailed to remove policy

Capture statistics collected at software (Buffer):

Capture duration - 0 seconds
Packets received - 0

Packets dropped - 0

Packets oversized - 0

Unable to activate Capture.

Device# unable to get action unable to get action unable to get action
Device# monitor capture mycap interface gl/0/1 both

Device#monitor capture mycap start

Device#

*Nov 5 12:33:43.906: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

B 7y bR IFrvOBE



| "7y rxrIFFrosE
0 TFoRAU L ETOT 4 IERRET 74 T1255 ||

T T4 7T DB T 4 V2 DA

Device# monitor capture mycap int gl/0/1 both
Device# monitor capture mycap start
Filter not attached to capture
Capture statistics collected at software (Buffer):
Capture duration - 0 seconds
Packets received - 0
Packets dropped - 0
Packets oversized - 0

Unable to activate Capture.

Device# monitor capture mycap match any

Device# monitor capture mycap start

Device#

*Nov 5 12:35:37.200: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

v T F v RA L INTTIZT T 4 7EEINTWBEDIZ, BIOFyTF v RA L &2T
T4k L LS T 5

Device# monitor capture mycap start

PD start invoked while previous run is active Failed to start capture : Wireshark operation
failure

Unable to activate Capture.

Device# show monitor capture

Status Information for Capture test

Target Type:

Interface: GigabitEthernetl/0/13, Direction: both
Interface: GigabitEthernetl/0/14, Direction: both
Status : Active

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 10

File Details:

Associated file name: flash:cchh.pcap

Limit Details:

Number of Packets to capture: 0 (no limit)

Packet Capture duration: 0 (no limit)

Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/1, Direction: both
Status : Inactive

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 10

File Details:

File not associated

Limit Details:

Number of Packets to capture: 0 (no limit)

Packet Capture duration: 0 (no limit)

Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

Device# monitor capture test stop

Capture statistics collected at software (Buffer & Wireshark):

"oy rxrIFroiE )



Ry bEr IFe0BE |
B sco5cx1vrnivor0u7

Capture duration - 157 seconds
Packets received - 0

Packets dropped - O

Packets oversized - 0

Device#

*Nov 5 13:18:17.406: $BUFCAP-6-DISABLE: Capture Point test disabled.
Device# monitor capture mycap start

Device#

*Nov 5 13:18:22.664: $BUFCAP-6-ENABLE: Capture Point mycap enabled.
Device#

X TFYRAD NV IT7DIUT

WOFINEIZH TRy T 7 a7 V%7 VT35, 7 7AW A ML —U 8 UTRTFE
LET,

N

GE) Ny bERy 7 T NIRET AEBEOX Y 7 F v NH 55, AT o RE8ITA-0, 5
LWH v 7F ¥ ZBET DRIy 7727 VT LT &N, 77T 4 7%y FviA
VRONy T E YT LRNEIIZLTLTIEEN,

FIig
ARV RFEREETIVa Y B#J

AT w1 |enable it EXEC E— RZAMIC L ET,
il - e NATU—=REANLET (BRI
Device> enable =5%8) .

R 2 | monitor capture {capture-name} [clear |clear : 522Ny 7 7 ZHIB L E T,

| export filename] B
GE) clear 2~ R&FETT 5
i - &l

Device# monitor capture mycap clear

* DNA Advantage 7 1 &
VATIX, Zoaxr
RiZ Ny 7 7 ZHlbRE
TNy 77 ONK %
U7 LET

cMOFTRTHOTA B
AT, ZDhav R
3y 7 7 BIREHIBR
LET,

Export : /X 7 7 THX ¥ 7' F ¥ iz
Ty bERIFL, Ny 7 7 ZHIBRLE
ﬁ—o

B <7y brErIFroRE |



| oy bFrIFrosE

X TFXYRAV NI ITFDIYT .

AU RFERETOVa Y

B8

ATvT3

end

1

Device (config) # end

HikE EXEC £— RIZRY £,

ATvT4

show running-config

1 -

Device# show running-config

AN B LE T,

ATvTh

copy running-config startup-config

1

Device# copy running-config
startup-config

(FEE) a7 4FXal—yary 7y
ANVICREZRT L ET,

Bl: X TF R4 Ny T 7D0E
FvTFYDITF7AINLADIY AR— b+

Device# monitor capture mycap export flash:mycap.pcap

Storage configured as File for this capture

X TFoRAVE NV IFDHYT

Device# monitor capture mycap clear

Capture configured with file options

RDBERY

)

(¥)  DNAAdvantage UANADT A B A TRy TF Y RA LV ORy T 727 V7 LESETD L,
A A v F 1 [Failed to clear capture buffer : Capture Buffer BUSY] =7 —%F R~ L £,

"oy rxrIFroiE )



B wona sy b xeTFv0RESS

HHAHAFHINT Y B X TF v DRERE
Ny N T—2 v TFrDERE

\}

Rry rdxx FFr0iE |

G¥)

FTEET,

TITATRXx T F BB LT RICDIR, T2 T A4 TR2F T TFviRA L hexT g AKR—

Ny T7 F=RFTTy b T—=2 Fx 7 Fy 2BEHT DI

FIE

. ROFINHEZFETLET,

ARV KRFERERETY VY

=)

ATy T

enable
1 -

Device> enable

e EXEC E— FEARNC L £,
INRAT—REASLET EEREIN-%

)

ATy T2

monitor capture capture-name access-list
access-list-name

1

Device# monitor capture mycap access-p|
list wvdacl

DAy 74 NEELTHREL, =4 —
XY T T ERELET,

ATvT3

monitor capture capture-name limit
duration seconds

1

Device# monitor capture mycap limit
duration 1000

T — X T DHIRERELE

—g—o

ATvT4

monitor capture capture-name interface
interface-name both

1

Device# monitor capture mycap interface|
GigabitEthernet 0/0/1 both

iR A P B IOy b vr—J
MEHRELT, T=4— v F v %
HELET,

ATvTh

monitor capture capture-name buffer
circular size bytes

1

Device# monitor capture mycap buffer
circular size 10

Py N T ERR T T AT B LD
oSy 7y ERRIELET

B 7y bR IFrvOBE



| oy bFrIFrosE

v IFrvankF—anE=4yrservrroz ||

AU RFERETOVa Y

B8

ATvT6

monitor capture capture-name start

1

Device# monitor capture mycap start

N7 4y FL—RARA L FTAR
Ty NT=HDONRNy T 7 ~DFXTFx
B L E T,

ATy T17

monitor capture capture-name stop

1 -

Device# monitor capture mycap stop

Ko7 497 RL—RARAL RT
oy R T=HDOX Yy T F v HEIELE
ﬁ—o

ATvT8

monitor capture capture-name export
file-location/file-name

1

Device# monitor capture mycap export
tftp://10.1.88.9/mycap.pcap

S DT-DITH Yy TF ¥ ENT-T—F %
T AR—NLET,

ATvT9

end

1

Device# end

HrME EXEC E— RNIZEREY 97,

Fv TF v EINET—EDEZAR)VTEAVTFUR

XX T F¥YEINTNT Y N T —EZDEF=Z YT AT RAETHICIE. ROVEEEELT
LET, Fv7F ¥ Ny 7 70iFEME Xy 7F v RNA U FOFEMEERLET,

FIE

ARV RFERFTIaY

B8

ATy T

enable
R

Device> enable

¥itE EXEC E— FE Az LET,
RAT—REANLET FEREIN-8

) .

ATvT2

show monitor capturecapture-buffer-name
buffer dump

1 -

Device# show monitor capture mycap
buffer dump

EE) ¥ 7F v "7y b 16K
o TBIOZEDA T =2 FR L E
-é‘o

ATvT3

show monitor capturecapture-buffer-name
parameter

1

UEE) XX 7Ty &R ETH7-DIfE
Aaniza~r RO A MEERRLE
ﬁ—o

"oy rxrIFroiE )
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Ry bEr IFe0BE |

ARV RFERETIVa Y

B8

Device# show monitor capture mycap
parameter

ATvT4

debug epc capture-point
1 -

Device# debug epc capture-point

EE) "y b Fx7Fx KA b
DTNy THEFNZLET,

ATvT5

debug epc provision
1 -

Device# debug epc provision

fEE) "y b ¥ 7F v Fob
Cam I OT Ny TEAEMILET,

ATvT6

end

1

Device (config) # end

HibE EXEC £— RIZRY £,

INTy B TF v DFRTEH

ROET v aNNTy bR T T OREREZRLET,

Wireshark @ %€ 5

DY 7 g 1T Wireshark DR EFlZ < L E T,
5l - pcap 77 A IILHLDMEH DR

WDOEHIZATILT, peap 7 7 A NDHLDOH N HRRTEET,

Device# show monitor capture file flash:mycap.pcap brief

Starting the packet display

1 0.000000000 10.10.10.2 -> 10.10.10.1
seq=0/0, ttl=254

2 0.000051000 10.10.10.1 -> 10.10.10.2
seq=0/0, ttl=255 (request in 1)

3 0.000908000 10.10.10.2 -> 10.10.10.1
seq=1/256, ttl=254

4 0.001782000 10.10.10.1 -> 10.10.10.2
seq=1/256, ttl=255 (request in 3)

5 0.002961000 10.10.10.2 -> 10.10.10.1
seq=2/512, ttl=254

6 0.003676000 10.10.10.1 -> 10.10.10.2
seq=2/512, ttl=255 (request in 5)

7 0.004835000 10.10.10.2 -> 10.10.10.1

B 7y bR IFrvOBE

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

Press Ctrl + Shift + 6 to exit

114 Echo (ping) request 1d=0x002e,
114 Echo (ping) reply 1d=0x002e,
114 Echo (ping) request 1d=0x002e,
114 Echo (ping) reply 1d=0x002e,
114 Echo (ping) request 1d=0x002e,
114 Echo (ping) reply 1d=0x002e,
114 Echo (ping) request 1d=0x002e,



| Wy bxrTFFrn

K
it

5 : peap 7 7 A ILH S DFHE HDRT .

seq=3/768, ttl=254
8 0.005579000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=3/768, ttl=255 (request in 7)
9 0.006850000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,

seq=4/1024, ttl=254

10 0.007586000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
seq=4/1024, ttl=255 (request in 9)

11 0.008768000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=5/1280, ttl=254

12 0.009497000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
seq=5/1280, ttl=255 (request in 11)

13 0.010695000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=6/1536, ttl=254

14 0.011427000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
segq=6/1536, ttl=255 (request in 13)

15 0.012728000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=7/1792, ttl=254

16 0.013458000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
seq=7/1792, ttl=255 (request in 15)

17 0.014652000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=8/2048, ttl=254

18 0.015394000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
seq=8/2048, ttl=255 (request in 17)

19 0.016682000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=9/2304, ttl=254

20 0.017439000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
seq=9/2304, ttl=255 (request in 19)

21 0.018655000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=10/2560, ttl=254

22 0.019385000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
seq=10/2560, ttl=255 (request in 21)

23 0.020575000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=11/2816, ttl=254

——-More«

~ = —
{5 . .pcap 7 7 A LD 5 DEFHE HDORTR

WDOEHIZATILT, peap 7 7 A VO TJFEME R R TEET,
Device# show monitor capture file flash:mycap.pcap detailed
Starting the packet display ........ Press Ctrl + Shift + 6 to exit
Frame 1: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0

Interface id: O
Encapsulation type: Ethernet
Arrival Time: Nov 6,

(1)
2015 11:44:48.322497000 UTC

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1446810288.322497000 seconds

[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1

Frame Length: 114 bytes (912 bits)

Capture Length: 114 bytes (912 bits)

[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ip:icmp:data]l
Ethernet II, Src: Cisco £3:63:46 (00:el:6d:£3:63:46),
(00:el:6d:31:£f1:c6)
Destination: Cisco 31:fl:cé6
Address: Cisco 31:fl:cé6

Dst: Cisco 31:fl:c6

(00:el:6d:31:£f1:c6)
(00:el:6d:31:£f1:c6)

| NrybxrIFroiE I



Ky rxv IFvoiE |
B 5 v orranonsyry k2o THnoRR

00 oo oo oo.. .... = LG bit: Globally unique address (factory default)

e .0 Lo ... ... .... = IG bit: Individual address (unicast)
Source: Cisco f3:63:46 (00:el:6d:£3:63:46)
Address: Cisco f3:63:46 (00:el:6d:£3:63:46)
00 e oo ... .... = LG bit: Globally unique address (factory default)

e .0 Lo ... ... .... = IG bit: Individual address (unicast)
Type: IP (0x0800)
Internet Protocol Version 4, Src: 10.10.10.2 (10.10.10.2), Dst: 10.10.10.1 (10.10.10.1)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not
ECN-Capable Transport))
0000 00.. = Differentiated Services Codepoint: Default (0x00)
..00 = Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport)
(0x00)
Total Length: 100
Identification: 0x04ba (1210)
Flags: 0x00

0... .... = Reserved bit: Not set
.0.. = Don't fragment: Not set
.0. .... = More fragments: Not set

Fragment offset: 0
Time to live: 254
Protocol: ICMP (1)
Header checksum: 0x8fc8 [validation disabled]
[Good: False]
[Bad: False]
Source: 10.10.10.2 (10.10.10.2)
Destination: 10.10.10.1 (10.10.10.1)
Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: Oxeddb [correct]
Identifier (BE): 46 (0x002e)
Identifier (LE): 11776 (0x2e00)
Sequence number (BE): 0 (0x0000)
Sequence number (LE): 0 (0x0000)
Data (72 bytes)

0000 00 00 00 00 09 c9 8f 77 ab cd ab cd ab cd ab cd ....... Weeownonn
0010 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i
0020 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo,
0030 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i,
0040 ab cd ab cd abcdab cda Lol
Data: 0000000009c98f77abcdabcdabcdabecdabcecdabedabedabed. . .
[Length: 72]

Frame 2: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0
Interface id: O

Bl :peap Z7 Ay U THADERT
WDOEIICATILT, "oy N F U TOH AR R TEET,

Device# show monitor capture file flash:mycap.pcap dump
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

0000 00 el 6d 31 f1 c6 00 el 6d £3 63 46 08 00 45 00 ..ml....m.cF..E.

0010 00 64 04 ba 00 00 fe 01 8f c8 0Oa 0a 0a 02 0Oa Oa O
0020 Oa 01 08 00 e4 db 00 2e 00 00 00 00 00 00 09 c9 ...,
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Bl KRR 4 NAEMEA LT peap 77 A L5035y kogw [

0030 8f 77 ab cd ab cd ab cd ab cd ab cd ab cd ab cd W e e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo oL
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL
0070 ab cd

0000 00 el 6d 31 f1 80 00 el 6d 31 f£f1 80 08 00 45 00 .oml....oml... . E.
0010 00 64 04 ba 00 00 ff 01 8e c8 0a 0a 0a 01 Oa Oa R
0020 0Oa 02 00 00 ec db 00 2e 00 00 00 00 00 00 09 €9 ... iiiiiinnnnnn
0030 8f 77 ab cd ab cd ab cd ab cd ab cd ab cd ab cd W e e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL
0070 ab cd

0000 00 el 6d 31 f1 c6 00 el 6d £3 63 46 08 00 45 00 ..ml....m.cF..E.
0010 00 64 04 bb 00 00 fe 01 8f c7 0Oa Oa 0a 02 0Oa Oa [ N
0020 0Oa 01 08 00 e4 d7 00 2e 00 01 00 00 00 00 09 c9 ... iiiiiinnnnnn
0030 8f 7a ab cd ab cd ab cd ab cd ab cd ab cd ab cd e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo

Bl RIRT4IEBZEFERAL=.pcap 77 AL D/ Y DR
WDOL AN LT, HI1&7z peap 7 7 A NVD/Rry NERRTEET,

Device# show monitor capture file flash:mycap.pcap display-filter "ip.src == 10.10.10.2"
brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=0/0, ttl=254

3 0.000908000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=1/256, ttl=254

5 0.002961000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=2/512, ttl=254

7 0.004835000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=3/768, ttl=254

9 0.006850000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=4/1024, ttl=254

11 0.008768000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=5/1280, ttl=254

13 0.010695000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=6/1536, ttl=254

15 0.012728000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=7/1792, ttl=254

17 0.014652000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=8/2048, ttl=254

19 0.016682000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=9/2304, ttl=254

21 0.018655000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=10/2560, ttl=254

23 0.020575000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=11/2816, ttl=254

5 : pcap Z 7 A IIZF ¥ TFv Int=/\ry FOEERT
RDOEIIZATILT, peap 7 7 A MTF ¥ TF ¥ SNTT Y FOREERRTEET,
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Device# show monitor capture file flash:mycap.pcap packet-count
File name: /flash/mycap.pcap
Number of packets: 50

B : pecap 77 A ILDSE—/NTy F ZUTDORTE
WOEIIZATNLT, peap 77 ANDOBHE—DONRT sy N XU T RRRTEET,

Device# show monitor capture file flash:mycap.pcap packet-number 10 dump
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

0000 00 el 6d 31 f1 80 00 el 6d 31 f1 80 08 00 45 00 .oml....ml... . E.
0010 00 64 04 be 00 00 ff 01 8e c4 0Oa 0Oa 0a 01 Oa Oa R
0020 0Oa 02 00 00 ec ce 00 2e 00 04 00 00 00 00 09 Cc9 ... iiiiiinnnnnn
0030 8f 80 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ..... .. L.
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo oL
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL
0070 ab cd

Bl : peap 77 A IIZF v TF v Int=/\7ry FOMEHFRERT
DI HIZATILT, peap 7 7 A MZHF ¥ 7 F v ST 7y FOFEHEREERTEET,

Device# show monitor capture file flash:mycap.pcap statistics "h225,counter"
H225 Message and Reason Counter

RAS-Messages:
Call Signalling:

Bl B v TF B LURT

wOFNE, VA V¥3IA =T 2 AXHEY A=V RY N1 TrT T 407
=X =T B HEERLTOVET,

ATV TLROESICANLTCEHEN T 74 v/ THT DX YT T v RA v b &
ERLET,

Device# monitor capture mycap interface GigabitEthernetl/0/3 in

Device# monitor capture mycap match ipv4 any any

Device# monitor capture mycap limit duration 60 packets 50
Device# monitor capture mycap buffer size 100

CPU IR D LR kT D720, HillRE LT IRV » M L ORFRIERE &
NTHETS,

ATYT2: ROEIICANLTHRY T F ¥ KAV FBREMHICERSINLTWDL I A
i N =

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/3 in
monitor capture mycap match ipv4 any any
monitor capture mycap buffer size 100
monitor capture mycap limit packets 50 duration 60

Device# show monitor capture mycap

Status Information for Capture mycap
Target Type:
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Interface: GigabitEthernetl/0/3,
Status Inactive
Filter Details:
IPv4
Source IP: any
Destination IP:
Protocol: any
Buffer Details:
Buffer Type: LINEAR
Buffer Size (in MB):
File Details:
File not associated
Limit Details:
Number of Packets to capture:
Packet Capture duration: 60
Packet Size to capture: 0 (no limit)
Packet sampling rate: 0 (no sampling)

any

(default)
100

50

Direction:

in

Bl mnEe TF v URE

AFY T3 v FFv I AEEBEL. EREAFRLET,

Device# monitor capture mycap start display
Starting the packet display

1 0.000000 10.10.10.2 -> 10.10.10.1
seq=0/0, ttl=254

2 0.003682 10.10.10.2 -> 10.10.10.1
seq=1/256, ttl=254

3 0.006586 10.10.10.2 -> 10.10.10.1
seq=2/512, ttl=254

4 0.008941 10.10.10.2 -> 10.10.10.1
seq=3/768, ttl=254

5 0.011138 10.10.10.2 => 10.10.10.1
seq=4/1024, ttl=254

6 0.014099 10.10.10.2 -> 10.10.10.1
seq=5/1280, ttl=254

7 0.016868 10.10.10.2 -> 10.10.10.1
seq=6/1536, ttl=254

8 0.019210 10.10.10.2 -> 10.10.10.1
seq=7/1792, ttl=254

9 0.024785 10.10.10.2 -=> 10.10.10.1
seq=8/2048, ttl=254

--More--

Press Ctrl

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

+ Shift + 6 to exit

114 Echo (ping) request 1id=0x0030,
114 Echo (ping) request 1id=0x0030,
114 Echo (ping) request 1id=0x0030,
114 Echo (ping) request 1id=0x0030,
114 Echo (ping) request 1id=0x0030,
114 Echo (ping) request 1id=0x0030,
114 Echo (ping) request 1id=0x0030,
114 Echo (ping) request 1id=0x0030,
114 Echo (ping) request 1id=0x0030,

ATYT4: ROEIIICASILT, F¥7TF v R"A L FEHIBRLET,

Device# no monitor capture mycap

N\

G¥)

THI-H stop A~y RIINEH Y 8 A,

ZOREDT —ATE, HlIRERELTEY ., TORIRICET D L v 7 F v iMfzik

peap DfLaTE B9 DML D
EZRLTIIEE N,

FEAMIZ OV T,

(ZDOMDOBELE) v v a
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Bl B v TF vy B L URE

Ry bEr IFe0BE |

WOHNE, 74 NZINTry " edy T TF YT 5 HEERLTCONET,
ATYTL1:ROEIICAALT, B#E T 7 4 v 7 T—ETHFY7F v KA b

EERL. TNET 7 A VICBEMT £,

Device# monitor capture mycap interface GigabitEthernetl/0/3 in
Device# monitor capture mycap match ipv4 any any

Device# monitor capture mycap limit duration 60 packets 50
Device# monitor capture mycap file location flash:mycap.pcap

ATYT2: ROEIICAN L THRY T F ¥ RA U FDREMICERSINLTWDL I A

R L ET

Device# show monitor capture mycap parameter

monitor capture mycap interface GigabitEthernetl/0/3 in

monitor capture mycap match ipv4 any any

monitor capture mycap file location flash:mycap.pcap
monitor capture mycap limit packets 50 duration 60

Device# show monitor capture mycap

Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction:

Status : Inactive
Filter Details:
IPvéd

Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: LINEAR (default)
File Details:
Associated file name: flash:mycap.pcap
Limit Details:
Number of Packets to capture: 50
Packet Capture duration: 60
Packet Size to capture: 0 (no limit)
Packet sampling rate: 0 (no sampling)

ATFYT3:RODEIICASI LTy FEBIRLE,

Device# monitor capture mycap start

ATV TERDEIICANLTEITTOZ I 257 RE % FF ¥ #HEeHEREFR~ L E

D

Device# show monitor capture mycap capture-statistics

Capture statistics collected at software:
Capture duration - 15 seconds
Packets received - 40
Packets dropped - 0
Packets oversized - 0
Packets errored - O
Packets sent - 40
Bytes received - 7280
Bytes dropped - 0
Bytes oversized - 0
Bytes errored - 0

B 7y bR IFrvOBE
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Bl sunrr IFvsLven [

Bytes sent - 4560

AT 9T 5 HREHOREZRIC, KOXIICANLTxFY 7 FrafFlLET,

# monitor capture mycap stop
Capture statistics collected at software (Buffer & Wireshark):
Capture duration - 20 seconds
Packets received - 50
Packets dropped - 0O
Packets oversized - 0

\}

GE) E7/03. BEARB L%, £33y MIUTELZ#. v 7 F v EEN BTN

WEIET L0175 &b TEET,
mycap.pcap 7 7 A MIIE, F¥ T TF ¥ LIcXry RREENET,

ATV TERDEICASTLTEIZEOT 2T Rx v 7F v OREHEREFR L
3

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 20 seconds

Packets received - 50

Packets dropped - 0

Packets oversized - 0

Packets errored - 0

Packets sent - 50

Bytes received - 8190

Bytes dropped - 0

Bytes oversized - 0

Bytes errored - 0

Bytes sent - 5130

ATFYT T ROEICAD LTy bEFRRLET,

Device# show monitor capture file flash:mycap.pcap
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=0/0, ttl=254

2 0.002555000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=1/256, ttl=254

3 0.006199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=2/512, ttl=254

4 0.009199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=3/768, ttl=254

5 0.011647000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=4/1024, ttl=254

6 0.014168000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=5/1280, ttl=254

7 0.016737000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=6/1536, ttl=254

8 0.019403000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=7/1792, ttl=254

9 0.022151000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=8/2048, ttl=254

10 0.024722000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,

"oy rxrIFroiE )
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seq=9/2304, ttl=254

11 0.026890000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=10/2560, ttl=254

12 0.028862000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=11/2816, ttl=254

—--More--

peap OFEHFRIME AT HHELOFHEMOVTIE, [ZOMOBEGER] E7 v ay
ZZRL TS,

ATYT8: MDIITATILT, F¥TFx KAV MEHIBRLET,

Device# no monitor capture mycap

Bl: Ny IT7DXwTFrDER

RIZ, Ny T 7DF T F ¥ 2T 5062 RLET,

ATYTL1:ROEIICANL TNy 77 F¥ T F ¥ A7 a TRy 7 F ¥ by
varEiEihLEI,

Device# monitor capture mycap interface GigabitEthernetl/0/3 in
Device# monitor capture mycap match ipv4 any any

Device# monitor capture mycap buffer circular size 1

Device# monitor capture mycap start

ATVT 2 ROEICANLTHRXY T T XYRT VT4 T ThHLNE I PERELE
D

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in
Status : Active
Filter Details:
Ipv4
Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATV T3 IDOEHITAN LTI U H A LRFIZHEES ¥ 7 F v O EERE T L
\iﬁqo

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 88 seconds

Packets received - 1000

Packets dropped - 0
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Packets oversized - 0
Packets errored - 0
Packets sent - 1000
Bytes received - 182000
Bytes dropped - 0

Bytes oversized - 0
Bytes errored - 0

Bytes sent - 114000

ATFYT4: ROEHIICASILTHFy I F v 2B LET,

Device# monitor capture mycap stop
Capture statistics collected at software (Buffer):
Capture duration - 2185 seconds
Packets received - 51500
Packets dropped - 0O
Packets oversized - 0

RAT9T5: RO X IICAT UTHEILZOIEESR ¥ 7' F v OFGHERE £ R L E T

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 156 seconds

Packets received - 2000

Packets dropped - 0

Packets oversized - 0

Packets errored - O

Packets sent - 2000

Bytes received - 364000

Bytes dropped - 0

Bytes oversized - 0

Bytes errored - 0

Bytes sent - 228000

ATYT6: RDODEIICAN L TR Y T FXYNRT 7T 4 7 THLHMNE I MERELE
ﬂ—o

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in

Status : Inactive
Filter Details:
IPv4

Source IP: any
Destination IP: any

Protocol: any

Buffer Details:

Buffer Type: CIRCULAR

Buffer Size (in MB): 1

File Details:

File not associated

Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATFYVT T MOEICAN L TNy T 7Oy bERRFLET,

"oy rxrIFroiE )
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Device# show monitor capture mycap buffer brief
Press Ctrl + Shift +

Starting the packet display

1

0.000000

seq=40057/31132,

2

0.000030

seq=40058/31388,

3

0.000052

seq=40059/31644,

4

0.000073

segq=40060/31900,

5

0.000094

seq=40061/32156,

6

0.000115

seq=40062/32412,

7

0.000137

seq=40063/32668,

8

0.000158

seq=40064/32924,

9

0.000179

seq=40065/33180,

10

0.000200

seq=40066/33436,

11

0.000221

seq=40067/33692,

12

0.000243

seq=40068/33948,
—--More—--—

Ty FISNRNy T 7 V7 ERNTVWSD Z EIZER LT IZEY

10.10.10
ttl=254

10.10.10.

ttl=254

10.10.10.

ttl=254

10.10.10.

ttl=254

10.10.10.

ttl=254

10.10.10.

ttl=254

10.10.10.

ttl=254

10.10.10.

ttl=254

10.10.10.

ttl=254

10.10.10.

ttl=254

10.10.10.

ttl=254

10.10.10.

ttl=254

.2

-> 10.

-> 10.

-> 10.

-> 10.

-> 10.

-> 10.

-> 10.

-> 10.

-> 10.

-> 10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

.10.

.10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

1

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

114 Echo

114 Echo

114 Echo

114 Echo

114 Echo

114 Echo

114 Echo

114 Echo

114 Echo

114 Echo

114 Echo

114 Echo

ATy T8 DFERE— Ty hERRLET,

Device# show monitor capture mycap buffer detailed
Press Ctrl + Shift +

Starting the packet display

Frame 1:

Ethernet II,
(00:

Interface id:

Encapsulation type:
Arrival Time:

[Time shift
Epoch Time:
[Time delta
[Time delta
[Time since

0

Nov 6,

114 bytes on wire

Ethernet

(1)

(912 bits),

114 bytes captured

2015 18:10:06.297972000 UTC

for this packet:
1446833406.297972000 seconds

from previous captured frame:
from previous displayed frame:

reference or first frame:

Frame Number:
Frame Length:

Capture Length:
[Frame is marked: False]

1

114 bytes

114 bytes

(912 bits)

[Frame is ignored: False]
[Protocols in frame:

el:6d:31:f1

Address: Cisco_f3:63:46

:C6)
Destination:
Address:

.0.

.0

.0.

B 7y bR IFrvOBE

Cisco_31:fl:c6
Cisco_31:fl:c6

eth:ip:icmp:data]
Src: Cisco_ f£3:63:46

(912 bits)

0.000000000 seconds]

-

Ry bEr IFe0BE |

6 to exit

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

(ping)

o

request 1d=0x0038,
request 1d=0x0038,
request 1d=0x0038,
request 1d=0x0038,
request 1d=0x0038,
request 1d=0x0038,
request 1d=0x0038,
request 1d=0x0038,
request 1d=0x0038,
request 1d=0x0038,
request 1d=0x0038,

request 1d=0x0038,

6 to exit

(912 bits) on interface 0

0.000000000 seconds]

(00:el:6d:f3:63:46), Dst:

(00:el:6d:31:fl:co6)
(00:el:6d:31:fl:co6)

0.000000000 seconds]
0.000000000 seconds]

Cisco_31:fl:c6

. = LG bit: Globally unique address (factory default)

e . e e e IG bit:
Source: Cisco f3:63:46 (00:el:6d:£3:63:46)

Individual address (unicast)

(00:el:06d:f3:63:406)

. = LG bit: Globally unique address (factory default)

IG bit:

Individual address (unicast)
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#l:nyrroxrIFronm [

Type: IP (0x0800)
Internet Protocol Version 4, Src: 10.10.10.2 (10.10.10.2), Dst: 10.10.10.1 (10.10.10.1)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not
ECN-Capable Transport))
0000 00.. = Differentiated Services Codepoint: Default (0x00)
..00 = Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport)
(0x00)
Total Length: 100
Identification: Oxabdd (43997)
Flags: 0x00
0... .... = Reserved bit: Not set
.0.. .... = Don't fragment: Not set
.0. .... = More fragments: Not set

Fragment offset: 0
Time to live: 254
Protocol: ICMP (1)
Header checksum: Oxe8a4

[Good: False]

[Bad: False]
Source: 10.10.10.2 (10.10.10.2)
Destination: 10.10.10.1 (10.10.10.1)

Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum:
Identifier (BE):
Identifier (LE):
Sequence number
Sequence number
Data (72 bytes)

0xa620 [correct]

56 (0x0038)

14336 (0x3800)
(BE) : 40057 (0x9c79)

(LE) : 31132 (0x799c)

0000
0010
0020
0030
0040

00
ab
ab
ab
ab

00
cd
cd
cd ab
cd ab
Data:
[Length:

00
ab
ab

00
cd
cd
cd
cd

0b
ab
ab
ab
ab

15
cd
cd
cd
cd

30
ab
ab
ab
ab

63
cd
cd
cd
cd

ab
ab
ab
ab

cd
cd
cd
cd

ab
ab
ab
ab

cd
cd
cd
cd

ab
ab
ab
ab

cd
cd
cd
cd

72]

Frame 2: 114 bytes on wire (912 bits),

Device# show monitor capture mycap buffer dump
Starting the packet display

0000 00 el 6d 31 f1 c6 00 el o6d £3 63 46 08 00
0010 00 64 ab dd 00 00 fe 01 e8 a4 0a 0a 0a 02
0020 0a 01 08 00 a6 20 00 38 9c 79 00 00 00 00
0030 30 63 ab cd ab cd ab cd ab cd ab cd ab cd
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd
0070 ab cd

0000 00 el 6d 31 f1 c6 00 el o6d £3 63 46 08 00
0010 00 64 ab de 00 00 fe 01 e8 a3 0a 0a 0a 02
0020 0a 01 08 00 a6 1d 00 38 9c 7a 00 00 00 00
0030 30 65 ab cd ab cd ab cd ab cd ab cd ab cd
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd

[validation disabled]

ab
ab
ab
ab

45
O0a
0b
ab
ab
ab
ab

45
O0a
0b
ab
ab
ab
ab

cd
cd
cd
cd

114 bytes captured

00
Oa
15
cd
cd
cd
cd

00
O0a
15
cd
cd
cd
cd

000000000b153063abcdabcdabecdabecdabedabedabedabed. ..

(912 bits) on interface 0

Press Ctrl + Shift + 6 to exit

..ml .m.cF..E
JS e
..... 8. Veeuennn
0C. e i iii
..ml .m.cF..E.
JS e
....... 8.Z......
Oe.veeneniinn.,

"oy rxrIFroiE )
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0070 ab cd

ATFYT I KDODEIICASIL TNy 7727 YT LET,

Device# monitor capture mycap clear

\}

GE E: ANy T77%70 7358, TONKLE LBy 77 PHIBRISNET,

\)

GE) RNy T77IlEORBEZFRRTHLERND HHAIL. show 2~ DI clear 2~ 2
KEFEITLET,

AT T10: "I 747 EFHBL, 10> THBRODEIITAH LTy 77
arvF Y ERRLET,

)

CE) XY TFYBT 7T 47X, Ny T 7 b show DFEITETHI LITTEEHE
Ao show from buffer # /T T ARNIF ¥ 7 F ¥ Z2{EIELET, LL, 774 VB X
Ny 77 = ROMHIZBW XY T F ¥R T 7T 4772 X Zpeap 7 7 A /LT
show DEITNTEET, 77 A NVE—RTHE, ¥ 7T TF¥yR37 27747 eE &z, 8l
EOXFXY 7Tty rarDpeap 7 7 A NVHNO/r y BHERTEET,

Device# monitor capture mycap start
Device# show monitor capture mycap

Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in
Status : Active
Filter Details:
IPv4
Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

AT T ROEHIITAALT, Xy b Fx 7 FrE2ELEL, Ny 77 ONEE
ForLET,

B 7y bR IFrvOBE
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=110
X3

filt

Device# monitor capture mycap stop
Capture statistics collected at software

Capture duration - 111 seconds
Packets received - 5000
Packets dropped - 0

Packets oversized - 0

(Buffer) :

#l:nyrroxrIFronm [

ATVT1R2: ROEICANLTCHF T FART 7T 4T THHNE I PERELE

B

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3,
Status Inactive
Filter Details:
IPv4
Source IP: any
Destination IP:
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second:
Packet sampling rate: 0 (no sampling)

Direction: in

any

1000

ATYT B ROEICAN LTy T 7Oy FeRRLET,

Device# show monitor capture mycap buffer brief
Starting the packet display

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP
seq=0/0, ttl=254

2 0.000030000 10.10.10.2 -> 10.10.10.1 ICMP
seq=1/256, ttl=254

3 0.000051000 10.10.10.2 -> 10.10.10.1 ICMP
seq=2/512, ttl=254

4 0.000072000 10.10.10.2 -> 10.10.10.1 ICMP
seq=3/768, ttl=254

5 0.000093000 10.10.10.2 -> 10.10.10.1 ICMP
seq=4/1024, ttl=254

6 0.000114000 10.10.10.2 -> 10.10.10.1 ICMP
seq=5/1280, ttl=254

7 0.000136000 10.10.10.2 -> 10.10.10.1 ICMP
seq=6/1536, ttl=254

8 0.000157000 10.10.10.2 -> 10.10.10.1 ICMP
seq=7/1792, ttl=254

9 0.000178000 10.10.10.2 -> 10.10.10.1 ICMP
seq=8/2048, ttl=254

10 0.000199000 10.10.10.2 -> 10.10.10.1 ICMP
seq=9/2304, ttl=254

11 0.000220000 10.10.10.2 -> 10.10.10.1 ICMP
seq=10/2560, ttl=254

12 0.000241000 10.10.10.2 -> 10.10.10.1 ICMP
seq=11/2816, ttl=254

—--More«

114

114

114

114

114

114

114

114

114

114

114

114

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

IRy R TFvDHRE

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

(ping)

Press Ctrl + Shift + 6 to exit

request

request

request

request

request

request

request

request

request

request

request

request

id=0x0039,
id=0x0039,
id=0x0039,
id=0x0039,
id=0x0039,
id=0x0039,
id=0x0039,
id=0x0039,
id=0x0039,
id=0x0039,
id=0x0039,

id=0x0039,

"



B 5 ersmossry romsEssy IF e B LUER

Nry bXxvTFvD

RT9T 1 ROLHIZATI LT, W flash: storage 7 731 AN mycapl.pcap 7 7
ARy Ty avT oI BREFELET,

Device# monitor capture mycap export flash:mycap.pcap
Exported Successfully

\}

#x |

G¥)

BUED T ZAR— FORIETIE, a~ 2 FeFETT L7 ZR— 2 TBsR] S

FTH, T ERFRINTZEZITETRERTLTOVERA, 22T, 77 AT
r NORREFEITTHRENT, Wireshartk /6 2 Y — /LI A v —UNRERINDHD
AT HOMNEND Y T,

AT T ROLIICAN LT T 7 AADEF Yy TF v Xy hEERLET,

Device#

1 0.000000000

seq=0/0, ttl=254

2 0.000030000 10.
seq=1/256, ttl=254

3 0.000051000 10.
seq=2/512, ttl=254

4 0.000072000 10.
seq=3/768, ttl=254

5 0.000093000 10.
seq=4/1024, ttl=254

6 0.000114000 10.
seq=5/1280, ttl=254

7 0.000136000 10.
seq=6/1536, ttl=254

8 0.000157000 10.
seq=7/1792, ttl=254

9 0.000178000 10.
seq=8/2048, ttl=254

10 0.000199000 10.
seq=9/2304, ttl=254

11 0.000220000 10.
seq=10/2560, ttl=254

12 0.000241000 10.
seq=11/2816, ttl=254

—--More--—

10.10.10.2 ->

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

show monitor capture file flash:mycap.pcap
Starting the packet display

114

114

114

114

114

114

114

114

114

114

114

114

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

(ping)

Press Ctrl + Shift + 6 to exit

request 1d=0x0039,
request 1d=0x0039,
request 1d=0x0039,
request 1d=0x0039,
request 1d=0x0039,
request 1d=0x0039,
request 1d=0x0039,
request 1d=0x0039,
request 1d=0x0039,
request 1d=0x0039,
request 1d=0x0039,
request 1d=0x0039,

ATYT16: ROLIICASN LT, F¥7F v FA U FEHIBRLET,

Device# no monitor capture mycap

Bl HABEMD/NT Y FOFERGEF v TF v BELURE

D/t@/fﬁl”j:\ 7/1’/1/&@?_/\"/79/ ]\%3’\,,\77°91,\7»a—6ﬁ¥£%%b‘(b\i?0
ATFYTLROEICANLT, BE T 7 4 v/ T—HTDF ¥ 7F ¥ A1 b

EEFRL, Tha 7 7 A /WZBEEMNIT £,

B 7y bR IFrvOBE
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Device# monitor capture mycap interface Gigabit 1/0/1 out match ipv4 any any
Device# monitor capture mycap limit duration 60 packets 100
Device# monitor capture mycap file location flash:mycap.pcap buffer-size 90

ATYT2: ROEIICANLTHR Yy T F ¥ AA v PRERICERINTNDZ L&
s L £9

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 out
monitor capture mycap match ipv4 any any
monitor capture mycap file location flash:mycap.pcap buffer-size 90
monitor capture mycap limit packets 100 duration 60

Device# show monitor capture mycap
Status Information for Capture mycap

Target Type:
Interface: GigabitEthernetl/0/1, Direction: out

Status : Inactive
Filter Details:
IPv4

Source IP: any
Destination IP: any

Protocol: any

Buffer Details:

Buffer Type: LINEAR (default)

File Details:

Associated file name: flash:mycap.pcap
Size of buffer (in MB): 90

Limit Details:

Number of Packets to capture: 100
Packet Capture duration: 60

Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)

ATFYT3:KDODEHIICASI LTy FEBARL £,

Device# monitor capture mycap start
A file by the same capture file name already exists, overwrite?[confirm]
Turning on lock-step mode

Device#
*Oct 14 09:35:32.661: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

\}

=) FFE 239 20y, X7y b MIELER., v 7 F v iEENBEIELE T
HILEHIFHFALET, HIZKDO A v —IRNEREINTEHEEIT. v 7 F v ENRN
EIELTWAZ L aERLET,

*Oct 14 09:36:34.632: %$BUFCAP-6-DISABLE ASYNC: Capture Point mycap disabled. Rea
son : Wireshark Session Ended

mycap.pcap 7 7 A MIIE, F¥ T TF ¥ Lo Ty G ENET,

ATYT A4 ROLDIICAN LTy hERRLET,

Device# show monitor capture file flash:mycap.pcap
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

0.000000 10.1.1.30 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002

| "oy rxrIFroiE )
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1.000000 10.1.1.31 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
2.000000 10.1.1.32 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
3.000000 10.1.1.33 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
4.000000 10.1.1.34 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
5.000000 10.1.1.35 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
6.000000 10.1.1.36 => 20.1.1.2 UDP Source port: 20001 Destination port: 20002
7.000000 10.1.1.37 => 20.1.1.2 UDP Source port: 20001 Destination port: 20002
8.000000 10.1.1.38 => 20.1.1.2 UDP Source port: 20001 Destination port: 20002
9.000000 10.1.1.39 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002

ATFYTE5: RDEIICASTLTHE Y 7F v "1 bEHIBRLET,

Device# no monitor capture mycap

HARFINT Y T TF v DEREH

WwDE 7 a3 N EPC OREF 2R LET,

Bl: /8y b T—2 XX TFrDEE
WOBITIE, oy b F—% %5 FF v 2 BT 5 HEE2 R UET,

Device> enable

Device# monitor capture mycap access-list védacl

Device# monitor capture mycap limit duration 1000

Device# monitor capture mycap interface GigabitEthernet 0/0/1 both
Device# monitor capture mycap buffer circular size 10

Device# monitor capture mycap start

Device# monitor capture mycap stop

Device# monitor capture mycap export tftp://10.1.88.9/mycap.pcap
Device# end

Bl : X TFEN=T—E3DEZR)TEADTFUR
WOHIE, ASCHEXT R ry haFd o725 HEEZRLTHVET,

Device# show monitor capture mycap buffer dump

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
0

0000: 01005E00 00020000 OCO7AC1D 080045CO .."....vvuen.n. E.
0010: 00300000 00000111 CFDCO91D 0002E000 .0....uvuvnennn.
0020: 000207C1 07C1001C 802A0000 10030AFA ......... Koo
0030: 1D006369 73636F00 0000091D 0001 ..example.......

1

0000: 01005E00 0002001B 2BF69280 080046CO .."..... +oo... F.
0010: 00200000 00000102 44170000 0000EO0O0 . ...... D.vvunn
0020: 00019404 00001700 E8FFO000 0000 .......ocuovunn.

2

0000: 01005E00 0002001B 2BF68680 080045CO .."..... +oo... E.
0010: 00300000 00000111 CFDBO91D 0003EO000 .0.....ovuvvuvnnn.
0020: 000207C1 07C1001C 88B50000 08030A6E .....vuevuvunnen. n
0030: 1D006369 73636F00 0000091D 0001 ..example.......

3

0000: 01005E00 OOOAOO0LC OF2EDCO0 080045CO .."........... E.
0010: 003C0000 00000258 CE7F091D 0004E000 .<..... Xevewennon

0020: 000A0205 F3000000 00000000 00000000 ....veneenen.n.
0030: 00000000 00D10001 000COL00 01000000 ....uvnvnenn...
0040: 000F0004 00080501 0300

B 7y bR IFrvOBE
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Bl ¥vIFrshkF—a0r=ayrrervr+oz |

WOBNE, mycap & WD ARTOF ¥ 7' F ¥ O EIMHEHT L2~ KoY R NeRRT HHIE

R L TWET,

Device#
monitor
monitor
monitor
monitor

Device# monitor

*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
21

*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
epc _class capl

*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.

Device# monitor
:31.
31.
:31.
31.
:31.
31.
:31.

*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun

4

I N L

4

show monitor capture mycap parameter

capture
capture
capture
capture

ROBNE, F¥TF ¥ RA L FaT Ny 75 5EEZRLTOVET,

Device# debug epc capture-point
EPC capture point operations debugging is on

14:17

14:17:

14:17

14:17:

14:17

14:17:

14:17

epc_class_capl

*Jun
*Jun
*Jun
*Jun

4

4
4
4

14:17:
14:17:
14:17:
14:17:

31.
31.
31.
31.

mycap interface GigabitEthernet 1/0/1 both
mycap match any

mycap buffer size 10

mycap limit pps 1000

capture mycap start

463:
463:
463:
463:
463:
463:
464:
464:
464:
464:

464:
464:
464:
464:
464:
464:
464:
464:
464:
464:
464:
464:
464:

464:
464:
464:
464:
464:
465:
465:
465:
465:
465:

EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC

EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC

EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC

CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:

CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:

CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:

Starting the capture capl

(brief=3, detailed=4, dump=5) = 0

final check before activation

setting up c3pl infra

Setup c3pl acl-class-policy

Creating a class

Creating a class : Successful

class—-map Created

creating policy-name epc policy capl

Creating Policy epc policy capl of type 49 and client type

Storing a Policy

calling ppm store policy with epc policy
Creating Policy : Successful

policy-map created

creating filter for ANY

Adding acl to class : Successful

Setup c3pl class to policy

Attaching Class to Policy

Attaching epc class capl to epc policy capl
Attaching Class to Policy : Successful
setting up c3pl gos

DBG> Set packet rate limit to 1000

creating action for policy map epc policy capl class map

DBG> Set packet rate limit to 1000

Activating Interface GigabitEthernetl/0/1 direction both
Id attached 0

inserting into active lists

Id attached 0

inserting into active lists

Activating Vlan

Deleting all temp interfaces

SBUFCAP-6-ENABLE: Capture Point capl enabled.
EPC CP: Active Capture 1

capture mycapl stop

963:
963:
963:
963:
964:
964:
964:

964:
964:
964:
964:

EPC
EPC
EPC
EPC
EPC
EPC
EPC

EPC
EPC
EPC
EPC

CP:
CP:
CP:
CP:
CP:
CP:
CP:

CP:
CP:
CP:
CP:

Stopping the capture capl

Warning: unable to unbind capture capl

Deactivating policy-map

Policy epc_policy capl

Deactivating policy-map Successful

removing povision feature

Found action for policy-map epc_policy capl class-map

cleanning up c3pl infra

Removing Class epc class_capl from Policy
Removing Class from epc policy capl
Successfully removed

"oy rxrIFroiE )
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*Jun 4 14:17:
*Jun 4 14:17:
*Jun 4 14:17:
*Jun 4 14:17
*Jun 4 14:17:
*Jun 4 14:17:
*Jun 4 14:17:
*Jun 4 14:17:
*Jun 4 14:17:
OB,
LTWET,

31.
31.
31.
:31.
31.
31.
31.
31.
31.

964 :
964 :
964 :
964 :
964 :
964 :
965:
965:
965:

Ry bEr IFe0BE |

Successful

EPC CP: Removing acl mac from class

EPC CP: Removing acl from class

EPC CP: Removing all policies

EPC CP: Removing Policy epc policy capl
EPC CP: Removing Policy Successful
EPC CP: Removing class epc_class_capl
EPC CP: Removing class Successful

$SBUFCAP-6-DISABLE:
EPC CP: Active Capture 0

Device# debug epc provision
EPC provisionioning debugging is on

Device# monitor
54.

*Jun 4 14:17:

epc_class capl

*Jun 4 14:17
*Jun 4 14:17
*Jun 4 14:17
*Jun 4 14:17
*Jun 4 14:17
*Jun 4 14:17
*Jun 4 14:17
*Jun 4 14:17

Device# monitor

*Jun 4 14:18:
*Jun 4 14:18:
*Jun 4 14:18:
*Jun 4 14:18:

:54.
:54.
:54.
:54.
:54.
:54.
:54.
:54.

02
02
02
02

epc_class_capl

*Jun 4 14:18:
*Jun 4 14:18:

class epc_class_

02
02

capture mycap start

capl

*Jun 4 14:18:02.504:

T DDSE &R

ESPEACEE

)m\xl
>
4=

991: EPC PROV: No action found for policy-
991: EPC PROV:

991: Attempting to install service policy
992: EPC PROV: Attached service policy to
992: EPC PROV: Successful. Create feature
992: EPC PROV:

992: Attempting to install service policy
992: EPC PROV: Successful. Create feature
992: %BUFCAP-6-ENABLE: Capture Point capl
capture mycap stop

.503: EPC PROV: Successful. Remove feature
.504: EPC PROV: Successful. Remove feature
.504: EPC PROV: Destroyed epc idb subblock
.504: EPC PROV:

.504: EPC PROV: Deleting EPC action

.504: EPC PROV:

SBUFCAP-6-DISABLE:

Capture Point capl disabled.

MIIAINT %X TF ¥ (EPC) DTt ya=r T Ty 745 5kER

map epc_policy capl class-map

epc_policy capl
epc idb subblock
object

epc_policy capl
object
enabled.

object
object

Found action for policy-map epc_policy capl class-map

Successful. CLASS REMOVE, policy-map epc_policy capl,

Capture Point capl disabled.
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[Display Filter Reference.]

FRT A NHFORENZHOWTIL, UTFEZZBBLTFEW,

peap 7 7 A /VEEHE

[Tshark Command Reference.]

peap 7 7 A WHERHE RO FRITE AT BT OWTIE, LT I-
z] A7 a rOiFEMESR L TLIEEN,

B 7y bR IFrvOBE


http://www.wireshark.org/docs/dfref/
www.wireshark.org/docs/man-pages/tshark.html
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