X7 aE—

ZORF2A BT, BEFaT7 a3 — (SCP) ¥r— —BREMIC S R 3T A REHRET
B FNEC OV THA L E T,

s ¥ T I E—ORHREME (1 2—)

» Secure Copy (2B 2 1F#H (1 2—)

cEF 2T AaU—ORELE Q)

cEF 2T AU—OREH (5 2—)

e EX T A E—ICBT EMER (62—)

cEF 2T TE—OHBRER/RR (72—)

X217 JE—DRHREH

e TNRAALETEX2T =/ (SSH) | FFE. BX O 2RELET,

« Secure Copy Protocol (SCP) 1% SSH ZffiH L Tt = 7 REREL EITT D72, T3 A
(21X Rivest, Shamir, Adelman (RSA) F—D X7 BHMETT,

Secure Copy IZB83 %15k

Secure Copy HEHEIX. AA v TFOHRESCA A=V 7 7 A NDabt — |l F o7 72l i & i
it L ¥ 9, Secure Copy Protocol (SCP) 1%, ¥ =7 =/l (SSH) . 77U Fr—var,. B
KO Berkeley r V' — VDt F 2 7 e RBEFEA T 570 F a2 VIR L £ 7,

SCP 1X—3#? Berkeley @ r Y —/L (Berkeley KFMEHD Xy NU—F 7 77V r—a
Ty ) ITESWTEEFSN TS 2D, ZDOEIEN%IE Remote Copy Protocol (RCP) & %8
PILCWET, 72720, SCPIZSSH O F =2 V7 41T L TV D RIERE £3, M T,
SCPTlE, = —HF—NIELVMERL NV ZRS>TNWDHZ L 2T NS A ETHITE 5 X912,
RRE, FFR, BLOT AU T 47 (AAA) ZRETHLERH Y 7,

SCP {92 &, copy =~ RaMH LT CiscolOS 7 7 A /L A7 I (Cisco IFS) WNOAE
BOTZ77ANDa—%T A ZALDOMTETTELDIE, FFHEL AR 15 D—HF—D R

I tXa7ar— .



£¥a27aE— |
B t«x272c-0101r—~>zmt

WV ET, FASNEEREIV I AT =2 a b ZOBRELZFITTLHILHTEE
j—o

\}

GE) spscp.exe 77 A NVEMH L TWDLEAEIT, SCPA T v a v EAMILET,

* SSH ZHERE S E 511X, RSA BFAF— L EF— DT &7 /A A TRET 2 LE DB H
V)‘ij‘o

X1 7aE—DINTA—T 2 AMAL

SSH —#&7 —Z ikt — REHT 5L, 7747 MEZIT——DOFETEIET 5 SCP
DAN—T"> "R T =< AN EIRDZENTEET, ZOF—RNEIT 74V N TILE
B2 > TWETA, ipsshbulk-mode 7 m— 3L i 7 4 X ab—vay awy R L
THMZTHZENTEET,

\}

GE) Zoa<wr L, KERT77ANVEBERETDIHEEICOBREMIL, 77 A VEREDE THICE

BT D2 LaBd LET,

4?:L77:3 E— 0) ﬁgjiﬁ&

ZITIE, xR AT A —0OREEEICOVWTHALET,

X1 7aE—DETE

VAT INA AT SCP = N"—UERE DR E LT DI1TIF, ROFMEEZFTLET,

F&E
ARV EERET7TIVa Y B#
AT w71 |enable HHE EXEC £— FZ AW L £,
i - T T IRRREINCHNRAT— R
AN LET,
Device> enable
AT w 72 | configureterminal Jua—)LarZ 4 Xal—gy
Bl - T REBALET
Device# configure terminal
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| €%27 23—
ssHo—n—cotx27at—nsx—Iut [

aAvYRFERET7IOIY BRI
Z 5w 7 3 | aaa new-model nJAUVEED AAAGRGEEZRTE L ET,
I

Device (config) # aaa new-model

R w 7 4 | aaa authentication login {default | AAAT VA ha—L VAT LS
list-name} methodl [ method?2... ] S =TT LET,
1 -

Device (config)# aaa authentication
login default group tacacs+

R T 75| usernamename [privilegelevel] password | - —+4F4 2 X — R & LIZR8REV AT L%
encryption-type encrypted-password HesE L4,

i GE) TACACS+ <> RADIUS 72 &
DFy FT— 27 _X—=ZDF

Device (config) # username superuser

privilege 2 password 0 superpassword Al A 77 = X.Aﬁlaﬁ“ﬁféﬂf
wéﬁA . ZoOFIEEE
AT 76 |ipscp server enable SCP #— MilkRE = AT L £ 7,
i) :

Device (config)# ip scp server enable

ATy 7T |exit Ja—syar74Xalb—vay
B - E— R T L, FrbE EXEC E— RiZ
B E7,
Device (config) # exit
AT 78 |debugip scp (fI-&) SCP iBFERIEA iR L £,
B

Device# debug ip scp

SSHH—/\—THEXxa17aE—DA4 xr—TI)LiE
WDH AT TlE, SCPOYV—N—ASREDRETEEZ TR LET, ZOX AL, T/ ATY
F—bFDU—T AT =2 a o7 7 A NEZRIIA—TE 5 RINRREELRLTWNE
7,

tXa7ar—
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B ssio——cotxaraE—osx—Tui

FIE

t¥a7ae— |

AU RFEEETIa Y

E[:)

ATy T

enable
B -

Device> enable

¥iME EXEC T— F&EAIC L £,

T T INEITRSNTICHNAT — R
AN LET,

ATvT2

configure terminal

1 -

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FERBLET,

ATvT3

aaa new-model

1 -

Device (config) # aaa new-model

SEE, FFel, THUT 4T
(AAA) T27ERA ay ba—/)L EF
WA X—T M LET,

ATvT4

aaa authentication login default local

&1

Device (config)# aaa authentication
login default local

D7/]) /Hjﬂ‘:@m_‘n a—hvda—
=27 — &m—x%ﬁmﬁéiou
AAA FREERELET,

ATvT5

aaa authorization exec default local

1 -

Device (config) # aaa authorization exec|
default local

22— =T 7B RAEHIRT S /87 A —
Bty NT—ZIZRELET, &
3T L, —H— ID THHE EXEC
VD FTEFAIT HINE D DEE
#LET, 2OH%, VAT LTI
0= NT = N_X— AT DN
DHdHZEEBELET,

ATvT6

username name privilege privilege-level
password password

51

Device (config) # username samplename
privilege 15 password passwordl

=L R—= 2 DFBFE AT LB ST
L, 2—H4, HRL~L, BLOE
B b AU — R&EELET,

G¥) privilege-level 51z M H 72
Be/MEIEL 15 T, MRV
UL NS RGO A . B
e EIRr SV E T,

ATy T17

ip ssh time-out seconds

51

Device (config)# ip ssh time-out 120

TNA ANSSHY AT v bDIRE %
FEOWFfEIffRZ . FPEAL TR E L £
TO
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%27 at—oiEsn [

ARV RFERETI Y S

AT 78 |ipsshauthentication-retries &% A B—=T A AD Yty ME, R
1 - AT A RELET,

Device (config)# ip ssh
authentication-retries 3

AFwF9 |ipscpserver enable FNRL AT, YT h Tl 2T
Bl - VaAVINDRRPIT A NEaE—T
ELEOICLET,

Device (config) # ip scp server enable

A7 710 |ip ssh bulk-mode ({EE) SSH &7 — Xkt — K&
- A X—=T LT, SCP DAL=y
FRT p—< A B L ET,
Device (config) # ip ssh bulk-mode
27w 11 |exit Ja—nR_) a7 4 F¥al— g
Bl - T— FEHT L, FiHE EXEC T— RIC
R ET,
Device (config) # exit
A7 w712 |debugip scp ({T:E) SCP AL RIEIZBET 2 2l
B - R L £

Device# debug ip scp

X227 aE—DHRFEH

wIZ, ExX 2T a—0REMERLET,

Bl O—AIIBEEZFRALE-EX27 aE—DETE

KOFNL, EXFaT7 a =0 —N"—fEDOREFHIEEZRLTWET, ZOFITIE, v—2F
NMIERINTFZ—VFL AT — REFHLET,

! AAA authentication and authorization must be configured properly in order for SCP to
work.

Device> enable

Device# configure terminal

Device (config) # aaa new-model

Device (config)# aaa authentication login default local

Device (config) # aaa authorization exec default local

Device (config) # username userl privilege 15 password 0 lab

! SSH must be configured and functioning properly.

Device (config) # ip scp server enable

t¥Xa7atE— II



B v xR xBEEEALEEF 27 E—DY— " —BHORE

Bl Rxy kD
DELTE

X173

Device (config) # end

t¥a7ae— |

— 5 R—ZABEHEA Lz ¥ 273 E—DY—/—f

WOHNL, Xy NI =T R—=ZADFIEA NN = AL EFH LIt x 27 2 ©—0W— S—lKEE

DREIEERLTOET,

! AAA authentication and authorization must be configured properly for SCP to work.

Device> enable
Device# configure terminal
Device (config) # aaa new-model

Device (config) # aaa authentication login default group tacacs+
Device (config) # aaa authorization exec default group tacacs+
! SSH must be configured and functioning properly.

Device (config)# ip ssh time-out 120

)

Device (config)# ip ssh authentication-retries 3
)
)

(
Device (config) # ip scp server enable
Device (config) # end

E—ICR9 %EMEHR

EEEH

ESPERE]S

I=-aTF7ILEZA I

TXaT v N—=Ta 1 E2DFR—F

X2l Vo LORTE

SRADTHYZ AL YER—+

Bl

>y

FEDOURLIZT ZVEALT, YAIaDT 7 =%
Y R—=FERERBIIEH LTS EEN, 2
nNonyYI—2%, V7 =T A VA R—
LMLTHRELEY, P28 r 7 /u
BT A EREME E R L= 357
DIHEHL T ZEV, 2D WebH A k ED
V=T 7B AT HERIE. Ciscocom D/
A4 IDBLORAT — RRLBECT,

http://www.cisco.com/cisco/web/support/index.html
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| t%a72€E-

X a7 aE—DEBETERR

ROFIZ, ZOEY 22— /L THHTDHED Y V —2B LOMEEFERZ =~ L ET,

TS OEEIT. BHCHAR I TWARWIRY

#2127 at—omiEs

BAINTZY Y —RUBOTXTHOY Y —RAT

HHTXET,

)1)y—= HERE LA LE

Cisco IOS XE Everest X7 ar— Secure Copy H§iEIL, 7 /31 AREE 21T T
16.5.1a

IAAA A=V T 7 AN E A =T 572D
DR TSN a2t L7, SCP
X, SSH, 77V r—var, BID
Berkeleyr Y — /L D& F = 7 72V FE A 42
4257 o ba VK EFELET,

WD a~y RPEAFIIELEINE L,
debugip scp ¥ £ OV ip scp server enanle

Cisco I0S XE Amsterdam |+ o 7 2 B°— D/
17.2.1 74— AR

SSH —f&EE— F&EH T2 &, FEED fiE
IZk Y, REOT—FHREL LS Tr—
X DANV—T s NRT F— A%k
TEET, ZOFE— KX, ip ssh bulk-mode
Jua—")aryZ7 4 Fal—grravy

REMHLTENNCT LN TEET,

Cisco Feature Navigator # /425 &, 77 v b 74— BNV 7 U =T A4 A=V DY R—
MEH % 1% TX 9, Cisco Feature Navigator |21, http://www.cisco.com/go/cfn [JZFE] 226 T

7 A LET,
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