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match protocol protocol name |cl ass-map match-any NBAR- VO CE AHEHhD
mat ch protocol ms-lync-audio
W7
AL b T X cl ass-map nmat ch-any NBAR- VO CE AT EH D
mat ch protocol ms-Iync-audio
mat ch dscp ef i 7

YR—rENJACKR) O—DT+—< v b

RYS—DI7+—< v b QoS A28
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Ry s By b policy-map MARKI NG I N Bl
7 7 cl ass NBAR- MM_CONFERENCI NG M) i
set dscp af4l

R— w7 R S — policy-map POLI CI NG I N sEx
y7 WY cl ass NBAR- MV CONFERENCI NG ADB LU

police cir 600000
set dscp af4l

N— v 7 ey RB LU |Policy-mp webex-policy ANF LM
R cl ass webex-cl ass
v set dscp ef

pol i ce 5000000
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AVCRYS—DT+—< v k |AVC R >—DHpl Al

F 7 3L N EESDHEEOYE pol i cy- map webex- policy ATTBIOEAH
. NP cl ass webex-cl ass

FRBEORY v— set dscp af31

pol i ce 4000000

cl ass cl ass-webex- cat egory
set dscp ef

pol i ce 6000000

class cl ass-defaul t

set dscp <>

BRI ) 3 — pol i cy-map webex- policy ANBIOHA

cl ass webex-cl ass
pol i ce 5000000
service-policy client-in-police-only

policy-map client-in-police-only
cl ass webex-cl ass
pol i ce 100000
cl ass cl ass-webex- cat egory
set dscp ef
pol i ce 200000

Rty hEBLOFEY — pol i cy-map webex- policy
class class-default

pol i ce 1500000

service policy client-up-child
policy-map client-up-child
cl ass webex-cl ass

pol i ce 100000

set dscp ef

cl ass cl ass-webex- cat egory
pol i ce 200000

set dscp af31
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e AV HE—T AR TA— F=o X —5EELET,

Za harEt, TV =g R—=2D QoSEB LT Y r—3 g _N— 2D FNF I,
FTARTMNE L7RETT, HMCTRET S22 b, FER A v ¥ —7 = A A TRIFICHE

THZELTEET,

DAL

A B =T 2A A LTT 7V r—va V@Bl A X —7 M 5121E, ROFIEAZFATLE

TO

FIE

ARV RFERERTI VI Y

E:)

AT w 71 |configureterminal

1

Devi ce# configure term na

Ja—)L a7 4 FXal—g
T— REBHBELET,

X 7 2 |interfaceinterface-id

1

Devi ce(config)# interface
gi gabi tethernet 1/0/1

7a hatiEA R—7 T A v
B —T A AEREL, A F—TxA
A a7 4F¥al— gy E—FE2H
BLET,

X 7 3 |ip nbar protocol-discovery

1

Devi ce(config-if)# ip nbar
pr ot ocol - di scovery

NBAR2 =% T 75 4 74b4 52
LT A VE—T 2 A ATT I r—
Va Ui EARMNILET,

AT 74 |end
{5l

Devi ce(config-if)# end

HekE EXEC £— RIZR Y £,

AVC QoS K1) & —DERL

AVC QoS R Y ¥ —Z AR HI12i, RO AR FIEZFATL £
1. matchprotocol 7 4 VX T T A~ 7T HERLET,

2. RV v—~=v7&ERLET,

3. AVH—TxARIRY v—<v 7@ LET,
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DS5RA Ty TDER

RYS— <2y TOER

match protocol 7 1 /v & ZFEET D HIC,

1522y 7otk [

TRy TERERTLIVNERHY T, v—F

TRRY TR ED QST VvarvEk T T 4 v ZIEMTE £9, AVC ® match protocol
TANEIE, AT 7 EAR— MCEASNET, PAR—hEShTWb 7 e kL OFElico
WX, http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/prot_lib/config_library/

nbar-prot-pack-library.ntml &M L T 7230,

FIE
ARV FFERERTIVa Y B#J

25w 71 |terminal Jua—nN\)aryZ 4 Xal— g
Bl T— FEBHLET,
Devi ce# configure term nal

AT 72 | classmap class-map-name 7T A~y FERERLET,
1 -
Devi ce(config)# cl ass-map webex-cl ass

AT 7 3 | match protocol application-name TIVr—varhbo—KEEELE
1 - Kl
Devi ce(config)# cl ass-nmap webex-cl ass
Devi ce(confi g-cnmap)# match protocol
webex- medi a

A7y 74 |end FrHE EXEC E— RIZRE D 9, F7-,
B - Crl+Z =&ML ThH, Zu—rUb =
Devi ce(config)# end Y74 Xab—vary B FERTT

TETS

FIE
AR NFEERTIVa Y BeY

A w 71 |configureterminal Ja—)L a7 4 FXal—g
Bl T— FEBHLET,
Devi ce# configure term nal

R T 72| policy-map policy-map-name N o=~y TREANNTTHZLITE -

1

Devi ce(config)# policy-map webex- policy

TR =<7 HmER L, RY—
~v S a7 4F¥ 2l —T a3y F—FR
ZBMR L £,
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avYRFERET7IOI Y BRI
FI7 T, R v— <o FIIE
HINTWERA,

RV o=~y T OT 7V FOFET
X Ty R IPAT Y R OYETE
DSCP23 01T, /37y "RNZ JfF&E DY
BlECoSH0ITHESNET, NV
YIEFTEINEE A,

(B BHFORY —~ v T aHlkR
-5 IZI1%. no policy-map
policy-map-name 7" 2 — /)L =1
V74 Fal—vgy avy

R LES,
A5y 73 |dass[dassmap-name| dassdefault] | 157 ¢ s KR ERL, KU —
U <~ S ITA AT 4 Kol — g

T—FzfmL 7,

Devi ce(confi g- pmap) # cl ass webex-cl ass FT AL Tl B — ~ ey TB L
W I A=y TIIERINTOERA,

JClZ classmap /12— VL 37
Xal—varyavr REFEHLTEH
TI4 0T TANERSNTNDGE
X, Z?=<> KT classmap-name |l %
DA ZFREL T,

classdefault k7 7 ¢ v 7 7 7 AILEFR
HEHT, EORY r—IchBMTEE
T ZONTIT T4 v 7T RIE EIZ
RN o=~y T OREZICEEINET,
152> match any 73 class-default 7 & A
CEENTWDHE, DT 747
I TAE=F LTy NIRRT
class-default & —£ L £,

GE)  BEFor 7 A~y 7 EHIERT
51Z1%. noclass
classmap-name ;R U 31—
Tar7 4 ¥al—ara
~ REERLET,

AT 7 4 | police rate-bps burst-byte LN T 7 4 v 7 IR ) B —2ER
15'] : ]\/ \i ‘a—o
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24 v F ti—b~n s Ky o—niEm [

AU RFERETOVa Y

B8

Devi ce(confi g- pmap-c)# police 100000
80000

T 74 F T RV —TERSNT
WEHE A,

srate-bpsiZiE, EH T T 4 v
L—h&Ey M (bps) THEEL
F9, FEE T 2 HiPHIX 8000 ~
10000000000 T4~

o burst-byte |2 1%, FEHENS—Z | A
Rae A MECHELET, A2
PHi%. 1000 ~ 512000000 T3,

ATvTh

set { dscp new-dscp | cos cos-value}

1

Devi ce(confi g- pmap-c)# set dscp 45

NIy MZHTLWMEEZRET HZ &I
KXoTUIPrNT 74w 7 &5 LET,

s dscp new-dscp (21E, Sz b
FZ7 4w 7IZHVETHH LY
DSCPEixZ AL Ed, fRETE D
#iPHIZ 0~ 63 T,

ATvT6

end

1

Devi ce(config)# end

FikE EXEC E— RIZEY £9, F7=,
Ctrl+Z ¥—%2#MLCHb, Fu—rL o
V74X a2l —vary®—REKTT
TET,

ALY F R—b~AD QS KR —DiEA

FIE

ARV RFERERTIVa Y

=)

&M

configureterminal

1

Devi ce# configure term nal

Ja—)L a7 4 Falb—g v

T—FzfnL£7,

ATvT2

interface interface-id

1

Devi ce(config)# interface
G gabitethernet 1/0/1

A HB—TxAAAAL T 4 FXal—3
v E—FREHBLET,

ATvT3

service-policy input policymapname
fil

Devi ce(config-if)# service-policy input
MARKI NG_I N

A B =Tz A2 —H)NKRY —
ZEM L ET,
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B ssacE-5—0—HBLTRET L FOYHK— Mgk

ARV KRFERIETI Va3 B
ATy 74|end F#HE EXEC E— FICRY £7, 7z,
I Cri+Z F—%LTH, Zu—sL =
Devi ce(config)# end Y74 X alb—vary T RERTT
TET,

FRAVCEZZ—D—HELVRET 1 —IL kDY KR— b1k

Cisco IOSXE Amsterdam 17.3.1 UV U — LIk, AR AVC E=F —CHEHATE 52— F 7213
H£T ¢ —)L RIZET 2HIRFHEIIEBR SN E Lz, AR AVCE=F — T, RITRT—2
74—V REZFNET 4 —/V FOEBEOHAEDEEEATEET,

YR— b ENEZ—HFLEIRET+—IL K
« application name
* ipv4/6 version
* ipv4/6 protocol
« transport tcp flags
« flow direction
* connection initiator
« connection client ipv4 address
* connection server ipv4 address
* ipv4 source address
* ipv4 destination address
* connection client ipv6 address
* connection server ipv6 address
* ipv6 source address
* ipv6 destination address
* connection client transport port
* connection server transport port
* transport source-port
* transport destination-port
« flow observation point
« interface input
« interface output

« datalink mac source address input
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H#3 AVC Flexible Netflow D% E .

« datalink mac destination address input
« datalink mac source address output

« datalink mac destination address output
« datalink dotl1q vlan input

« datalink dot1q vlan output

HR—FSNBIREERA T4 —IL K

* connection client counter packets long

« connection client counter bytes network long
* connection server counter packets long

* connection server counter bytes network long
* counter bytes long

« counter packets long

* timestamp absolute first

* timestamp absolute last

* connection new-connections

HHFEAT 4 —IL

« application dns domain-name
* application http host

* application ssl common-name

HAVCE=%—TlL, LEDO7 4 — N R EICHLEDE THRETETET,

7 4 —/L K Tinterfaceinput] 35 & linterfaceoutput] 13, b a2— FRNO—K 7 «—/b
NeLTHEHATEET, 2L, iFOo7 44—V FERLCLVa—RO—F7 4 —/L e LTE
M2 &3TEEtA, MLTDT7 4=V FZRET7 =V FLELTHAT LS, 1o%
WEZ7 4= FELT, 12ZFALCLa—RRNO—H 7 — LV FELTHEHAT2Z2 L TEE
R

E#3 AVC Flexible Netflow D% FE

70— La— FOER

¥ AVCENF 1T, koM A 7a—La—REFmaE7a—Lra—kK (ABEHD) o2
FEHOERFE A 70— a—RKehR—FLET, Ait4ODRRDEFRHF A7 —La—K
Qoo Am7r—La—RE2o0FAME7e—1ra—FR) ZREL, 7r—F=4—|C
BLERHT D 2 EMTEET, WEROWUF ML a—RZZ TA4 Ty MP—=N"—=TF V) r— 3
VEEHERL 2 — RThY, LW HmMEL 2 — RIZAMIOT U r—3 g UEEHERT
7T

Hig+ v k7 —% TO Application Visibility and Control D% [}



. WAEET7A—La—F

HEm 7 —La—K

Hig+ v k7 —% TO Application Visibility and Control D&% |

Zu—La—R1: WHm7e—Lra—RK

FIE

ARV REREFT7TIVa Y

E:)

&

configureterminal

51

Devi ce# configure term nal

Ja—nR_) a7 4 F¥al— g
£ F\;’&E:ﬁﬁé\biﬁ_o

ATy T2

flow record flow_record name

51

Devi ce(config)# flowrecord fr-wdavc-1

Jo—la—RKarys74F¥al—3
vE—RNERGLET,

ATvT3

description description

51

Devi ce(config-fl owrecord)#
description fr-wdave-1

(EE) 77— L a— RO Z1Ek
LET,

ATvT4

match ipv4 version

51

Devi ce(config-fl owrecord)# match i pv4
version

IPV4~ =MD IP/N—T 3 & D
—HEEELET,

ATy Th

match ipv4 protocol

51

DEvi ce(config-fl owrecord)# match i pv4
pr ot ocol

IPvA 7o kot D—HEEELE
TO

ATvT6

match application name

51

Devi ce(config-fl owrecord)# match
appl i cati on nane

TV r—varbto—HEREEL
iﬁ—o

G Zo#EAEEX. AVCHHR— b
TIEMATT, 7r—N0n7 7
Vhr—vart—H+s2L
MPRREIC /2 D728 TT,

ATy T17

match connection client ipv4 address

1 :

Devi ce(config-flowrecord)# match
connection client ipv4 address

2547 (Zu—A=x—XH)
DIV T RL A ED—FEIEELE
TO

ATvT8

match connection server ipv4 address

1 :

Devi ce(config-flowrecord)# match
connection server ipv4 address

P—R— (Zra— L ARE) OIPV4
7 RLAED—HEHFELET,
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ARV RERETI3 Y EL:Y
R w79 |match connection server transport port | 4— R—D ~ 5 L AR—FFK—F ED
Bl - —EEE LET,

Devi ce(config-fl owrecord)# match
connection server transport port

ZX 7w 710 |match flow observation point Ta—B R R Y w2 OBRIFEA L R
i - ID & D—HEfEELET,

Devi ce(config-fl owrecord)# match fl ow
observation point

Z5 v 711 |collect flow direction Y DFNET collect connection initiator
- a2 RO initiator & — 7 — R THEE
INBR M7 a—OBEET A (A

Devi ce(config-flowrecord)# coll ect

flow direction =Y —HFEII VAR H) DIFIAE
(ANTEFTH ) Z2ETH LI
e E L ¥, initiator ¥—Y— KT
E SN DEICE T, flow direction
F—U— NIk OEE &V £,

e OX0l= Ay 7ma—
Ox02=H 17 a—

initiator F—U— B = —FI|Z
BRIESNTWDGAE, 7e—0hnik
7m%@4%/1%&%w%%ﬁém
9, initigor ¥ — U — KL AR
ICRRESNTWDEE, 7r—0Dkn
X7 —D L ARCZAIPNBIRE SN
F9, A#AVC Tl initiator X —
U— RIIEIZA == — X I TRESH

TWET,
AT w 712 |collect connection initiator collect flow direction =@~ KT X
1 - Nizza—oFmicEET57e—0

Devi ce(config-flowrecord)# coll ect B (f === 2B LR )
connection initiator EIET D X 2 IZfRE L £, initiator
F—U— NI, 7a—0FnicET5
WO RZREE L £,

OX0l=A = —X% : Tu—Dik
B O A = v — 4 TF

A AVC T, initiator ¥—7 — K%
WA == —H|ITRESNTWNE
7,

Hig+ v k7 —% TO Application Visibility and Control D% [}



. ZO0—La—F1: ®WAEZ7A—La—F

B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV RFEREFT7TIVa Y

S

ATy 713

collect connection new-connections

51

Devi ce(config-flowrecord)# coll ect
connecti on new connecti ons

B S TR PR DR INEE T 5 K
ITHELET,

ATy 714

collect connection client counter packets
long

51

Devi ce(config-flowrecord)# coll ect
connection client counter packets | ong

IIAT U MREE LNy NE
INET L LI ELET,

ATy T15

collect connection client counter bytes
network long

&1

Devi ce(config-flowrecord)# coll ect
connection client counter bytes
network | ong

7 74T RIEE LTS MG
R ET D Lo ITREELET,

ATv 716

collect connection server counter packets
long

51

Devi ce(config-flowrecord)# coll ect
connection server counter packets | ong

P R—=NE[E LT M EIUE
THEIICHEELET,

ATv I

collect connection server counter bytes
network long

&1

Devi ce(config-flowrecord)# coll ect
connection server counter bytes
network | ong

P N—=PE(F LT A DR E
INET 2 X ) IcELET,

ATy 718

collect timestamp absolute fir st
i

Devi ce(config-flowrecord)# coll ect
ti mestanp absolute first

WDy T v — TR I
L EORHZ I U BEALTIET 5 &
INTHE LET,

ATy 719

collect timestamp absolute last
{1

Devi ce(config-flowrecord)# coll ect
ti mestanp absol ute | ast

BHTDO/RT y T v — TR I
L& ORHZ U BB TR T 2 &
INTHRE LET,

ATy T2

end

&1

Devi ce(config)# end

¥t EXEC E— RIZEEY £9, F7=.
Ctrl+Z ¥ —%HLTH, Fu—r3 L =2
Y74 FXal—rarE—RERKTT
xFET,

[l A%% Y k7—% TO Application Visibility and Control D% %



| &+ k7—% TO Application Visibility and Control D&%

JAo—La—Fk2: WAFEM7A—La—F .

ARV FFEREETIVa Yy

E:)

ATFvIT2n

show flow record

51

Devi ce# show fl ow record

TRTO7u— L a— RiZET 2 ER
#FRLET,

Jn—La—R2: Whm7r—Lra—F

FIE

ARV RFERRETO Y

S

ATy T

configureterminal

51

Devi ce# configure term nal

Ja—nR_) a7 4 F¥al— g
T— F&EHBLET,

ATvT2

flow record flow_record name

51

Devi ce(config)# flowrecord fr-wdavc-1

Jo—la—Rary7 4 F¥al—3
YE—FEHBLET,

ATvT3

description description

51

Devi ce(config-fl owrecord)#
description fr-wdave-1

(&) 7r— L a— FORH 2 /ER
LET,

ATv74

match ipv4 version

51

Devi ce(config-fl owrecord)# match i pv4
version

IPV4~ >y =MD IP/R—T g & D
—HERELET,

ATy Th

match ipv4 protocol

51

Devi ce(config-fl owrecord)# match i pv4
pr ot ocol

IPvA 7o haL b D—HEEELE
j—o

ATvT6

match application name

51

Devi ce(config-fl owrecord)# match
appl i cation nane

TV r—varbto—BEREL
\ij_o

GE) Z OEAEIL, AVC AR — b
TEMATT, 7u—n77
A I B R
ARRIC R D72 T,

ATy T17

match connection client ipv4 address

51 -

Devi ce(config-flowrecord)# natch
connection client ipv4 address

74T (Tr—A=vm—H)
DIPVAT RL R D—FKEfFEELE
j—o
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B4 v k7 —7%2 TO Application Visibility and Control D% TE I
. JOo—La—F2: WAEZ7AO—La—F

AV RFERETIa Y EL:Y
A5 w78 |match connection client transport port | ((£&) 7o —L a— FD¥F—7 4 —
i - WRELT, 7747 2 b OEfR—

FED—EEfRELET,

Devi ce(config-fl owrecord)# match
connection client transport port

ZFw 79 |match connection server ipv4address |4— \— (77— L AR HX) DIPv4
Bl - 7 RLA LD BEIELET,

Devi ce(config-fl owrecord)# match
connection server ipv4 address

2w 710 |match connection server transport port | 4— R—D K5 L AR—FFK—FED
- —HEEELET,

Devi ce(config-fl owrecord)# match
connection server transport port

X v 711 | match flow observation point Ta—B R R Y OBRIEA L R
L ID & D—HEFELET,

Devi ce(config-fl owrecord)# match fl ow
observation point

AT 712 |collect flow direction D FIET collect connection initiator
- o< RO initiator % —7 — R CHEE
Devi ce(config-flowrecord)# coll ect éﬂéﬂjﬁﬁﬂ7m%@%@féﬁu f
flow direction =V A FEF VAR HE) OIH

(ANEEFHS) Z2ETH LI
feE L£9, initiator ¥—7U— KT
EENDEIC T T, flow direction
F—U— NIROEE LD £97,

e OX0l=AJy7ma—
Ox02=H 17 a—

initiator F—Y — N3 A = =—X(Z
RESNTWDHEEG, 7e—0 ik
Ta—0A =v=—4 N BIREIR
£, initigor ¥ —U— RN L AR HZ
ICRRESNTWDIEE, 7r—0DJn
X7 —D L AR AN BIES N
£, A#AVC TiX. initiator %—
T — RIEHIZA == —HIZEES

TWET,
AT 713 |collect connection initiator collect flow direction =~ > K CHE S
il - Nl 7 v —OHEIZHEES 57 a1 —0

fll (f === FETNI VAR )
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JAo—La—Fk2: WAFEM7A—La—F .

ARV FFEREETIVa Yy

E:)

Devi ce(config-flowrecord)# coll ect
connection initiator

ZINVES 5 X o I2kEE L £, initiator
F—U— NI, 7u—oFEIcET 5
WO R ERME L £,

eOX0l= A =T —% : 7—Dik
BICIEEER O A = v — 4 TF

A AVC T, initiator ¥—7 — K%
WA =2V = HTHRESNTWE
‘a‘o

ATy 714

collect connection new-connections

&1

Devi ce(config-flowrecord)# coll ect
connecti on new connecti ons

B S TR PR DR 2 INEE T 5 K
INTHELET,

ATvT15

collect connection client counter packets
long

51

Devi ce(config-flowrecord)# coll ect
connection client counter packets | ong

TIAT U MREE LNy N
IWAET L L I ELET,

ATv 716

collect connection client counter bytes
network long

51

Devi ce(config-flowrecord)# coll ect
connection client counter bytes
network | ong

7 TAT 2 RDERE LTS MG
RIEIET D KO ICHREL X,

ATv I

collect connection server counter packets
long

51

Devi ce(config-flowrecord)# coll ect
connection server counter packets | ong

P R—=NE[E LI MR IEE
THEIICHEELET,

ATv 718

collect connection server counter bytes
network long

&1

Devi ce(config-flowrecord)# coll ect
connection server counter bytes
network | ong

PN RRE LT MO AEH
WET D KO IiEELE T,

ATy 719

collect timestamp absolute fir st
i :

Devi ce(config-flowrecord)# coll ect
ti mestanp absolute first

BRIy R T e —THER SN
L E O E I U MHEALTINET S &
ITHRELET,
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Hig+ v k7 —% TO Application Visibility and Control D&% |
. HEKIA—La—F

AU RFERIETIVa Y B#)
R w720 |collecttimestamp absolute last BHoORry "R T —CHER SN
Bl - L& O X ) BHA TIET B &

-y e
Devi ce(config-flowrecord)# coll ect DITHRE L E T
ti mestanp absol ute | ast

AFy72n |end FrtE EXECE— RICRY £9, Fiz,
Bl - Ctr+Z ¥ —%Zf L TH, /r—rYL =2
Devi ce(config)# end ST A Fab—ra s F‘%%@TT“

TET,

25w 722 |show flow record FTRTHO7a— L a— N+ 51EH
15'] : ;82%7?\‘ L/jzﬁ—o
Devi ce# show fl ow record

FraEr o —ra—R
Zu—La—RK3: FutEve—ra—K: A7

FIE
ARV REEFTIVa Y EL:Y

ZFw 71 |configureterminal sa—s b aryZ 4 ¥al—iar
Bl T REMALET,
Devi ce# configure term nal

25w 72 |flowrecord flow_record name Ja—lLa—Rary74FX¥=l—3
15'] . :/:E~ ]\\‘%Eﬁﬁé\l/i‘g‘o
Devi ce(config)# fl owrecord fr-wdavc-3

25w 73 |description description (7)) 7u— L a— FOHI %k
- L%,
Devi ce(config-fl owrecord)#
description flowrecord-1

A7y 74 |matchipv4version IPVA~ > Z—nDDIPAR—Y g & D
Bl - —HEIRE LET
Devi ce(config-flowrecord)# match i pv4
ver si on

Z 5w 75 |matchipv4 protocol IPv4 7o bbb D—EEFRELE
1 - EE
Devi ce(config-flowrecord)# match i pv4
pr ot ocol
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| &+ k7—% TO Application Visibility and Control D&%
ZA—La—Fk3: AAKIBE—LI—F: AH .

ATV RFERFTI YAy E]:d)
25w 76 |matchipv4 sourceaddress IPv4 EEZE7 RL AL DO—E%EF—
B 74— FELUTHELET,

Devi ce(config-fl owrecord)# match i pv4
sour ce address

R w 77 |matchipv4destination address IPVA555CT RL AL D—F % F—
1 T 4= RELTHRELET,

Devi ce(config-fl owrecord)# match i pv4
desti nation address

5w 78 |matchtransport source-port k7 AR— FEETLR— b ED—E
Bl - EX—T7 44—V RLELTHRELET,

Devi ce(config-fl owrecord)# match
transport source-port

Z w9 |matchtransport destination-port k7 U AR—= MR — & DO—Hx
Bl - F—T 44— L FELTHELET,

Devi ce(config-fl owrecord)# match
transport destination-port

5w 710 |match interfaceinput ANA B =T = AL D—F % F—
B - 74— RELTHRELET,

Devi ce(config-fl owrecord)# match
interface input

A7 711 | match application name THYr—varklo—KERTEL
15'] . iﬁ—o
Devi ce(config-fl owrecord)# match GE) Z OEAEIX. AVC Y AR— b
appl i cati on nane CRMAETT. Tu—nT S

Vor—varvt—%I52L
MNHAREIZ 72 D T2 T,

Z 5w 712 |collect interface output SN A Y —T = A A EAL
i BT DI ELET,

Devi ce(config-flowrecord)# coll ect
interface output

X 7w 713 |collect counter byteslong Ta—DAA MEEINET S X ) I
15“ : /\':.E_‘L/i‘j—o

Devi ce(config-flowrecord)# coll ect
counter bytes |ong

AT 714 |collect counter packetslong Ta—Ory MIENET L XKD
15“ : *Eﬁi—‘bi‘a—o

Hig+ v k7 —% TO Application Visibility and Control D% [}



. ZO0—La— k4 AAKIA—La—F:

ARy kJ—

A

% T Application Visibility and Control D3 |

ARV FFEREETIVa Yy

S

Devi ce(config-flowrecord)# coll ect
count er packets |ong

ATv 715

collect timestamp absolute fir st

51

Devi ce(config-flowrecord)# coll ect
ti mestanp absolute first

WDy N7 v — TR I
L EORHZ Y BB TIET S &
INTHELET,

AT 716

collect timestamp absolute last
1 -

Devi ce(config-flowrecord)# coll ect
ti mestanp absol ute | ast

BT D/ FIRT7 n—THER ST
& EORHZ Y BB TIET 2 &
INTHE L ET,

ATy 11

end

51

Devi ce(config)# end

¥ifE EXECE— RIZREY 7, F/z.
Ctrl+Z F—%4LTH, Zu—rL =
Y74 X2l —varET—RFEKTT
xFET,

ATy 718

show flow record

&1

Devi ce# show fl ow record

TRTOT7u— L a— RiZETER
#FRLET,

Zua—la—R4: FEtErve—ra—RF: Hh

FIE

ARV RFERETIa Y

=)

ATy T

configureterminal

1 -

Devi ce# configure term nal

Ja—nR) a7 4 F¥al— g
E— FERBLET,

ATvT2

flow record flow_record name

1

Devi ce(config)# flowrecord fr-wdavc-4

Jo—la—RFRarys7 4 F¥al—3
YE—FEHBLET,

ATvT3

description description

51

Devi ce(config-fl owrecord)#
description flowrecord-1

(&) 7r— L a— FORH 2 /ER
LET,

ATv74

match ipv4 version

51

Devi ce(config-fl owrecord)# match i pv4
version

IPV4~ >y X —MNEDIPR—T g & D
—HERELET,
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| &+ k7—% TO Application Visibility and Control D&%
Jo—La—rk4: magza—La—r:whn

ARV FFEREETIVa Yy E]:g]
ZFw 75 |matchipva protocol IPv4 71 h=aL o FadEE LE
i kK
Devi ce(config-fl owrecord)# match i pv4
pr ot ocol
X w6 |matchipv4 sourceaddress IPVAEETLT RLRAED—H %% —
1 74—V RELTHEELET,

Devi ce(config-fl owrecord)# match i pv4
sour ce address

R w77 |matchipv4destination address IPVA555CT RL AL D—Fh F—
1 T4 RELTHRELET,

Devi ce(config-fl owrecord)# match i pv4
destination address

5w 78 |match transport source-port 7 AR— FEETR—FED—E
Bl - EX—T7 44—V RLELTHRELET,

Devi ce(config-fl owrecord)# match
transport source-port

Z w9 |matchtransport destination-port kT U AR—= MR — & D—Hx
Bl - F—T 44— L FELTHELET,

Devi ce(config-fl owrecord)# match
transport destination-port

25w 710 |match interface output HMhA s =Tz AL D—HEF—
B - 74— RELTHRELET,

Devi ce(config-fl owrecord)# match
interface out put

A7 711 | match application name TV —va B O—BEREL
{1 ER
Devi ce(config-flowrecord)# match GE) Z OEAEIX. AVC Y 7AR— b
appl i cation nane CIWETT, Ta—nT S

Vor—yvarvt—%+52L
AR A2 B 1D T,

R 5w 712 |collect interfaceinput TP A o —T = A R
i - LT LHEITHEELET,

Devi ce(config-flowrecord)# coll ect
interface input

X 7w 713 |collect counter byteslong Ta—DOA MEENET S X ) I
15“ : /\':.E_‘L/iﬁ—o
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B onson—La—k

ARV FFEREETIVa Yy E]:g]
Devi ce(config-flowrecord)# coll ect
counter bytes |ong

R w714 |collect counter packetslong Tua—ory NEERINET B L DI
{;'] : ?E‘ﬁiﬂbjﬁﬁ—o

Devi ce(config-flowrecord)# coll ect
count er packets |ong

R w715 |collect timestamp absolute first EHIDO/ Ay MINT7 v — TR I N
Bl - L& O X ) BHA TIET B &

I R > —L==d
Devi ce(config-flowrecord)# coll ect DITHRE L ET
ti mestanp absolute first

2w 716 |collect timestamp absolute last oDy "7 u— TR Sh-
- LEORAZ I U BB TIET D &

R ===
Devi ce(config-flowrecord)# coll ect DITHRE L £
ti mestanp absol ute | ast

AT F17 |end FrtE EXECE— RICRY £9, Fiz,
Bl - Ctr+Z ¥ —%Zf L TH, /r—rYL =2
Devi ce(config)# end ST A Fab—va s F‘%%@TT“
TET,
25w 718 |show flow record T_RCOT7a— L a— N A HH
1;'] . ;’&%ZT—\‘ L\iﬁ—o
Devi ce# show fl ow record
DNS 7u—La— R
77—l a—K5:DNS7e—La—F
FIE
ARV FFEREETIVa Yy EL:Y
ZFw 71 |configureterminal sa—sb ary 7 4¥al—var
15'] : £ — F‘%Bﬁﬁébi‘a—o
Devi ce# configure term nal
R5w 72 |flowrecord flow_record name Jao—lLa—Rary7 4 FXal—3
i - v E— FERHLET,
Devi ce(config)# flowrecord fr-wdavc-5
25w 73 |description description (1) 78— L a— FORB %k
15'] : Li‘a‘o
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| &#+v k7—% TO Application Visibility and Control ® %
so—La—ks5:oNs 7o—La—F

ARV FFEREETIVa Yy E]:g]
Devi ce(config-fl owrecord)#
description flowrecord-5

AT 74 |matchipv4version IPvA~y B —=NHDIP/A—=T g kD
Bl - —EEE LET,
Devi ce(config-fl owrecord)# match i pv4
version
Z5w 75 |matchipv4 protocol IPv4 71 han koS teE LE
i kK
Devi ce(config-fl owrecord)# match i pv4
pr ot ocol
A7 76 |match application name TAVr—varklo-HEREL
{;'] . iﬁ—o
Devi ce(config-fl owrecord)# match GE) Z OEEIX. AVC VAR — b
appl i cation nane CHEWETT, Ta—nT

Vir—vare—H+sz &
NE[BEIC R D72 T,

R w7 |match connection client ipv4 address 54T (Zur—Ag=x—X)
i - DIPVAT FLRLD—HaIRELE
—gqo

Devi ce(config-flowrecord)# natch
connection client ipv4 address

RXFw 78 |matchconnection client transportport | 7m—1L a—RFoF—7 s —L K& L
B - T, 2747 v bOEwEA— L O—
HERELET,

Devi ce(config-flowrecord)# natch
connection client transport port

Z 5w 79 |match connection server ipvd address |4 — R — (7o — L 2R ) OIPv4
&1 T RLRAREDOD—HERBELET,

Devi ce(config-flowrecord)# natch
connection server ipv4 address

R 710 |match connection server transport port | 4— X—pD NS5 U ZAR— R R— K& D
1 —HEELET,

Devi ce(config-flowrecord)# natch
connection server transport port

7w 711 |collect flow direction W DFIET collect connection initiator
5l - o= RO initiator ¥ —7V— R TIREE
SN MT7 e —oREES LM (o

Devi ce(config-flowrecord)# coll ect 3 ;
flow direction SV — A FERIFIVARSH) OFH

(ATTEFTIH ) 2NET DI
5 E LE4, initiator ¥—V— F T

Hig+ v k7 —% TO Application Visibility and Control D% [}
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H#+ v kT —% TO Application Visibility and Control 5%

ARV FFEREETIVa Yy

S

EINAEIZS T T, flow direction
F—U— NIRDEE &V FT,

ANh7m—
Hh7m—

* Ox01 =
» 0x02 =

initiator ¥ —Y — R34 = =—X(Z
REINTWDHEA, 7r—0hniX
Ja—DA =vx—HHNLIEEIN
F9, initigtor ¥ —U — KN L AR A
WICRESNTWDIGE, 71— K
L7 a—D L AR ARNBIEESIN
9, A AVC TlX, initiator &—
U— RIZHIZA = ==X TRES N
TWET,

ATvT12

collect timestamp absolute fir st
i

Devi ce(config-flowrecord)# coll ect
ti mestanp absolute first

BRIy N T a—THER SN
L X O E I U AL TINET S &
INTHRELET,

ATy 713

collect timestamp absolute last
£

Devi ce(config-flowrecord)# coll ect
ti mestanp absol ute | ast

BAHTDO/RT y T v — TR I
& E DR Z I Y BB TIET S &
IIWHRELET,

ATy 714

collect connection initiator

51

Devi ce(config-flowrecord)# coll ect
connection initiator

collect flow direction =~ > R CHE S
niz7a—oFIcEET S 7 e —0
fl (f=vm—HFRIVARH)
ZINET H L OITHRE L 7, initiator
X —U— R I, 7o—0FHIcET 5
ROTERERBEL F T,

eOX0l=A =V —H : 7u—Dik
BRI O A =z —% TF

A AVC Ti. initiator ¥ —7— NiZ
WA =V —H IR EINTWE
j—o

ATvT15

collect connection new-connections

1 -

Devi ce(config-flowrecord)# coll ect
connecti on new connections

B S N T- BBl D% & INET 5 &
IZFRELET,
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so— o 2t—a0km |

AR RFEREFT7TIVa Y

E:)

ATv 716

collect connection server counter packets
long

51

Devi ce(config-flowrecord)# coll ect
connection server counter packets | ong

P N—NEE LTy M ERINE
THEITHEELET,

ATv 11

collect connection client counter packets
long

&1

Devi ce(config-flowrecord)# coll ect
connection client counter packets | ong

IIAT U MREE LNy NE
IWAET L LI ELET,

ATy 718

collect connection server counter bytes
network long

&1

Devi ce(config-flowrecord)# coll ect
connection server counter bytes
network | ong

PN NRE LT MO AER
T2 K5 icHE LE T,

ATv 719

collect connection client counter bytes
network long

&1

Devi ce(config-flowrecord)# coll ect
connection client counter bytes
network | ong

7747 v MRER LA MR
AENET D L ICHELET,.

ATy T2

collect application dns domain-name

&1

Devi ce(config-flowrecord)# coll ect
appl i cation dns domai n-nane

DNS FAA 4% DNS7 o —L a—
FOWNET7 4 —L FELTHFERTS X
INZRELFET,

ATvIT2

end

&1

Devi ce(config)# end

it EXEC E— RIZEY £4, 7=,
Ctrl+Z F—%4LTh, Zu—r3L =
Y74 X al—varyE—REKTT
xE7,

J0— IH9 RAKR—2DERK

Ta— T AR—ZEERTDHE, 7TO—DT T AFR— K RFTA—XEERTXET,

Hig+ v k7—2% T Application Visibility and Control ) 5% E .
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FIE

Hig+ v k7 —% TO Application Visibility and Control D&% |

ARV RFEEETIVa Y

=)

ATy T

configureterminal

1 -

Devi ce# configure term nal

Ja—)L a7 4 F¥Falb—g v
E— NERBLET,

ATy T2

flow exporter flow_exporter_name

1

Devi ce(config)# flow exporter
fl ow exporter-1

TR — T JARN—H a7 4 X2l —
vary E—REBLET,

ATvT3

description description

1

Devi ce(confi g-fl ow exporter)#
description flow exporter-1

EE) 7a— =7 AR—Z DA%
ERE L £,

ATv74

destination { hostname |
| ipv6-address }
fi

Devi ce(config-fl ow exporter)#
destination 10.10.1.1

ipv4-address

T AR—HTCT— X eiEET D5k
AT LDRA N, IPvAE721X IPv6 T
RUAZRELET,

ATy TH

option application-table [ timeout
seconds ]
1 -

Devi ce(config-fl ow exporter)# option
application-table timeout 500

EE) 7u— =7 AR—=FDT 7
r—gay T—ONDF T g s hH
FELET, timeout &7 = v &4
e, 7ua—xJ AR—FOHEFRH
ERPBALCTRETE 7, AReHAIT
1~ 86400 B9,

ATvT6

end

1

Devi ce(config)# end

¥i#E EXEC £— RIZEY 9, Fi=.
Ctrl+Z ¥—%#MLCTH, Fm—rUL o
V74 F2lb—varyET—RKEKTT
xFET,

ATy T17

show flow exporter

1

Devi ce# show fl ow exporter

FTRTO7r— 7 AKR—XIZHT S
HHRER T LET,

ATvT8

show flow exporter statistics

1

Devi ce# show fl ow exporter statistics

70— U AR—H OWEFIEREER
Li‘a—‘o

JO0— E=4—DERK

Ju— E=HF—E{ERK LT, 7a— ba— NZEEfTH 2 ENRTEET,
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FIE

70— E=4—0OER .

AT REREETIVa Y

E[:)

ATy T

configureterminal

&1

Devi ce# configure term nal

Juaua—)L a7 4 Xal—g v
TNzl £7,

ATy T2

flow monitor monitor-name

1 -

Devi ce(config)# fl ow nonitor
flow nonitor-1

7un—EF=F—%{EKL, 7u—F=
R—ar 7 4 Fal—rgrET— %
Bt L ET,

ATvT3

description description

1 -

Devi ce(confi g-fl ow nonitor)#
description flownmonitor-1

(EE) 7o—T=4—0OHZ ek
LET,

ATv74

recor d record-name

1

Devi ce(config-flow nonitor)# record
flowrecord-1

FANAER SN/ L a— FOL4HT &S
/\':.E_‘I_/i‘a_o

ATy Th

exporter exporter-name

1 :

Devi ce(confi g-fl ow nonitor)# exporter
flow exporter-1

FHANAER SN 7 AR —F DA |
ZHELET,

ATvT6

cache { entries number-of-entries |
timeout {active | inactive} | type
normal }

51

Devi ce(config-flow nonitor)# cache
timeout active 1800

1 -

Devi ce(config-fl ow nonitor)# cache
tinmeout inactive 200

&1

Devi ce(config-flow nonitor)# cache
type nor mal

(fEE) 7a—F v v a/"TA—H
ERETDHLOITHEELET,
 entries number-of-entries: 7 17—
FyrvvaWNOT7a—x MO
x KEx% 16 ~ 65536 DfiFH THE
LET,

RO Y v o XA T DR
NP R—FINFET,

GE)

ATy T17

end

&1

Devi ce(config)# end

¥iME EXECE— RIZRERY £7, £z,
Ctr+Z ¥ —%fLTH, Fu—rL =
Y74 X2l —varE—RFEKTT
xET,
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. AVB—T 14 RA~ADT7O0— E= 2 —DBEER T

ARV RFEREFT7TIVa Y

S

ATvT8

show flow monitor

51

Devi ce# show fl ow nonitor

FTRCH7a—F=H— 2T 5 HH
BERRALET,

ATvT9

show flow monitor flow-monitor-name

&1

Devi ce# show fl ow nonitor
flownonitor-1

BELEFAEHAIC 70— E=H —|Z
BT oEmaefnrLE7,

ATv 710

show flow monitor flow-monitor-name
statistics

&1

Devi ce# show fl ow nonitor
flownonitor-1 statistics

B AVC 7 01— & =X — DO EHEH
ZFRLET,

ATvIN

clear flow monitor flow-monitor-name
statistics

51

Devi ce# clear flow nonitor
flownonitor-1 statistics

BELE 70— F=X—DMEHEHR%
27 U7 L%E7, clear flow monitor
flow-monitor-1 statistics % /7 L 7-1%
{Z show flow monitor flow-monitor-1
statistics =< > REFEH LT, 7T
DOFFHERN Y By b= & &k
ABLET,

ATvT12

show flow monitor flow-monitor-name
cache format table

&1

Devi ce# show fl ow nonitor
flownonitor-1 cache format table

EEATT7r—F ¥ v a2 ONFEE
RLET,

ATy 713

show flow monitor flow-monitor-name
cache format record

51

Devi ce# show fl ow nonitor
flownmonitor-1 cache format record

7r—La—REEKOERNTT7 e —
¥x v a2 DNFERRLET,

ATy 714

show flow monitor flow-monitor-name
cache format csv

51

Devi ce# show fl ow nonitor
flownonitor-1 cache format csv

CSVIERCTCr7ue—Fr v a2 ONFE
FrRLET,

AVBE—TIARAADTA—FZ4—

DBESR F

B RFERFAHAL I~ FEFFO200BRGIA4BACET=L —% A X —T = A AT
FRCEEGE CTE £ 7,
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NBARz H 252 L7 TUr—vay |

FIE
ARV KRFERRETI a3 Y B

AT 71 |configureterminal rua—s\ L ary 7 4 F¥al—iig
15“ : Tt — F‘%B"ﬂﬁé\biﬁ‘o
Devi ce# configure term nal

R w 72 |interfaceinterface-id AR —T A AAL T 4 Fal— 3

il - v E—RERMBLET,

Devi ce(config)# interface
G gabitethernet 1/0/1

R Fw 73 |ip flow monitor monitor-name{ input | | A3 %4y R EHSI Y OB E T
output } FNFROPRDA L F—T = AT
il - n— F=F—zHEEMITET,

Devi ce(config-if) # ip flow nonitor
flow nmonitor-1 input

RA7v 74| end Rt EXEC E— FIZRY £9°, Fiz,
il - Ctrl+Z ¥ —%#L T, Fm—rL =
Devi ce(config)# end Y74 Xalb—Yary B FERTT
X7,

NBAR2 h R AL TF7T)r— 3>

NBAR2 Cid, W AZ LT halLZERH L CHIAZ LT IV r— g U 2@l cE x4, b
2257 bhat, abar 7 AV =g A AR—MLETH, BIEDLE A,
NBAR2 (ZH R —F L TWEH A,

FTRTORRICBNT, v Aap iy 2 NBAR2 7' 1 k2L Ry 7 OXGHNTHDHr—H v
TV = arBROREDT ) r—raryBbVET, n—hA TSV r—va sidE
RO XIS NET,

MK~ DOFREDT TV r—a v

s HlkFE T 0T 7Y r—va v
NBAR2 CTik, D L5hu—nN TV —aa2FETHARAY~vA AT HHEZRMEL
TWET, Ze—UL a7 4 X a2 b— 32 F— K Tipnbar custom myappname =2~ > K
ZEMLT, FRVTTY U r—2a b WA AXTEET, WAZ LT TV r—v a3y

1T, MlAAALT e ha L EDELRINET, ENEFNOIAZ L e haL Tk, 2—%F—
X, LAR—FEBICHEH T 5L 7% IDZERTXE7,

SEEEREATOT TV r—ay BDAZ<A ANHY £97,
— A 7O ra)LDOARETA R
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B vmrorzs<ax

« HTTP
* SSL
* DNS
AVKRDy b EEOEARN T 0 F a VRS AL v A X server-name
LAXYILAYADHAREIIARX
«IPv47T RL A

» DSCP fi
« TCPIUDP F— k
o 7 —FE 0 E I2ITSE S D ST 1)

NASFTEY b A 0= FORFED A MEICESS I AZ <A X

HTTPO AR 2T A4 X
HTTP DA A # <~ A RXiZ, RO HTTP 7 o —/L ROMAEDEIZHESNTIEITTE LT,
e cookie : HTTP 7 » ¥ —
chogt : VY —REELILOY—/"—DEKA M
e method : HTTP A Y v K
ereferrer @ VY —RA U7 AMOEGILOT RLA
e url : Uniform Resource Locator /<A
euser-agent : ERZEETHT -V ML THHENTWAY 7 b7 =T
everson : HTTP/N— g &
evia : HTTP#H 7 4 —/L K
HTTPOHh X2 <A X
L7 % 1D 10 7z HTTP AR A~ I*mydomain.com) ZfEfH 9% MYHTTP & FE/E
NDHAZ LT T Y r—3a
Devi ce# configure term nal
Devi ce(config)# i p nbar custom MYHTTP http host *nydonain.comid 10
SSLOARATARX

SSL — "—ZFEE (SNI) F7=iFdm4 (CN) o L7=ER4A2#H L ¢, SSLKEE1k »
FT 4T TCHAR~A RELTHI T EMTEET,
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DNSDARZTAX

BEHREITA4 X

BLADHRETAX

onsonzzz4X [

SSLOARETA R
L7 & 1D 11 237z SSL A4 T'mydomain.com) %425 MYSSL & IEEH 5
HAB LT TV Ir—a s,

Devi ce# configure termn nal
Devi ce(config)#i p nbar custom MYSSL ssl uni que-name *nydonai n.comid 11

NBAR2 /%, DNSERBIWINE N T 7 4 v 7 Zfgg8 L., 77U r—3 2 »~® DNSIHEIZ
BIEAHT D 2 &N TEET, DNSIGEDLORINTCIPT RV A XF ¥ v a3, ZORE
DT TV r—a VEEMSTONTWDZDBRON Ty b 7a—EHEShET,

ip nbar custom application-name dns domain-name id application-id =~ > R{Z, DNSO I X &~
ARMEHENET, BEOT 7V r—ya U EJEET 5I21E, ipnbar custom application-name
dns domain-name domain-name extends existing-application =~ > R & [ L £,

DNS _— R DN AKX <A ROFEHNZ DV TIE,  http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/
gos_nbar/configurati on/xe-3s/asr1000/gos-nbar-xe-3s-asr-1000-book/nbar-custapp-dns-xe.html % 2 i
LTL7EENY,

DNSDAHREZTA X

L7 % ID 12 3 72 DNS R A A >4 [mydomain.com] %9 % MYDNS & M-
ENDHIAZ LTIV r—a s,

Devi ce# configure terninal
Devi ce(config)# ip nbar custom MYDNS dns domai n- name *mnydonai n.comid 12

NBAR2 Ti, HTTP, SSL £72iLDNSIZHND FA A Y HUHEASNTT TV r—va v i&h
AS <A XD IER RSN TS,

BEHREITA X

L7 ZID 13 M7= HTTP, SSL 721X DNS K A A1 >4 [mydomain.com] % {#
9% MYDOMAIN EFREND A AL LT 7 r—a v

Devi ce# configure term nal
Devi ce(config)# i p nbar custom MYDOVAI N conposite server-nane *nydonain.comid 13

LAYV TYAD D AE <A XX, X7y 8 X TINZFESNWNTEY, 70 —0RgD /7
]\ ‘@ﬁ@:#ﬁ L/\i‘é—o
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B 5 rzx50770—cav0r=8—yoy

BLADHRETAX

IP7 FL- % 1056.1.10 33 L 10 10.56.1.11, &L 7 % ID 14 23 7= TCP 35 & O DSCP ef
\Z—E3 % LAYERACUSTOM L FHIN DA AR L T 7Y r—3ira v,

Devi ce# configure term nal

Devi ce(config)# ip nbar custom LAYERACUSTOM transport tcp id 14
Devi ce(config-custom# ip address 10.56.1.10 10.56.1.11

Devi ce(confi g-custom# dscp ef

Bl: hRELT7FT)5r—2avDEZA—1Y

NWRBLT7TVr—30DEZZ—) 2T D=HD show a7 K

show ip nbar protocol-id | inc Custom

Devi ce# show ip nbar protocol-id | inc Custom

LAYER4ACUSTOM 14 Cust om
MYDNS 12 Cust om
MYDOVAI N 13 Cust om
MYHTTP 10 Cust om
MYSSL 11 Cust om

show ip nbar protocol-discovery protocol CUSTOM_APP

Devi ce# show i p nbar protocol-id MYSSL
Pr ot ocol Nane id type

NBAR2 54+ 3w Ev LR ZORANNRYHIDT Y THL—FK
Tabranr RNyt TAALADYARAA VT N 2T EBEEBZDH LR, TAALAD
NBAR2 7’ ha /L 4 R—hEHHTLHY 7 b7 Ny r—T9, 7r ha Ry 7|z
1Z. NBAR2{IZ X » TERIZHR—FINTWDE, U XA NVELTRy TEFEHROT Y r—
Ta VT AIERNEENTWET, T 7V A —2 3 ZHOWT, Fa hajil Ny 7T
X, TV —a L BRLT Y r— g VEMEDERREENTVET, £V 7 vy =T
VU —220F, lMAIABD T b3l Xy 7R RLERTHET,
7 ha)l Ry ZIIIROBERH Y £,
o 01— NAREG T,
cEHWAR=Yg DT har X JIZT7 T —RLZ), IRnWR—=Y g o7 e ko
IRy ZICR LT T500RK55,

« AA vFOY u— FELEL LA,
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NBAR2 70 koL /<y o ooriiestt ]

@)

Warning

AL o FAB y IHEREHERT 25613, EAA v FIZRLTm hav Xy 7 77 A P —
RENTWHZ EZMERLET, AZ v ITNDT T A~ Y AA »FTipnbar protocol-pack
flash protocol-pack-file =~ > K& EITTH L, 77 A AN — RENTWRNVAZ v 7 NDA
Ay FiE, BREOA—HNFRATY v — FINET,

NBAR2 7'm k=)L /Xy 7%, R? URL %5 Cisco Software Center TH# 7 v m— RCTX E9 ¢
https://software.cisco.com/download/home

NBAR2 70O kL /8wy DEHREHE

FLnro han Ny 7zo— RELH0IS, §RXTORAL vF A N—ETTr hai Ry
JHT Ty allat = L0ERH T,

Zu ko Ry e — R4 5121%, NBAR2 7 haL Ny 7o —R

BLTLZEN,

NBAR2 O koL /8AvHDA—F

FIE

B—=V) &%

ARV RFERFTIVaY

B8

ATy T

enable
1 -

Devi ce> enabl e

it EXECE— Fa Az LE T,
e NMAT—REANLET FRkEhn

=55

o

ATvT2

configure terminal

1

Devi ce# configure tern nal

Ju— VR EE— REBBLET,

ATv73

ip nbar protocol-pack protocol-pack
[force]

1 -

Devi ce(config)# ip nbar protocol - pack
fl ash: def Pr ot oPack

1

Devi ce(config)# default ip nbar
pr ot ocol - pack

Ja hanr Ny rsikn—RLET,

cHADTE han Ny s R—T g
- VAN R M AVANC IV 7))
7a haRy 7 EEEL, v— K
I 5%, force F—U— R &fdi
LET, ZHUTED, AA v F DB
EOFa kan Xy 7 THHR—k
SNTWRNREDHIBRSIET,

FAIAH DT 1 hZ L 28y TR DI
L, RoOa~w ReHLET,
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B 5 nearz 7ok svson—§

avYRFERET7IOI Y BRI
Ty 74 |exit et EXEC E— RICREY £,
B -

Devi ce(config)# exit

X 75 | showip nbar protocol-pack {protocol-pack | 7= ~ =L Ry 7R A2 R R LET,

| active} [detail]
Zoavy REHHALT, r—R&
i - nrEra han Ny ro—g
> ST w3 2L
Devi ce# show i p nbar protocol - pack /;}J/ adas oMo
active am\bi‘aﬂo

BEIh-7n han Ry 7 olE
% 29 5121, protocol-pack 5|
HAEERLET,

TIT 47T a hansy o
WAEFRT DL, activeF—U —
KFEFEHLET,

ST IRy 7 DIER AR
RT AL, detail F— T — R&ff
ALET,

5] : NBAR2 7u Fa) Ry 7 oa— R
WOHNZ, FrLnwra har Ry eEn— RT3 5E2RLET,

Devi ce> enabl e

Devi ce# configure term nal

Devi ce(config)# ip nbar protocol -pack flash: newDef Prot oPack
Devi ce(config)# exit

WOBNZ, force ¥ —U— F2HEH L THMiN—Yar07u hai Ny 7 zn— N4 5050k
R LET,

Devi ce> enabl e

Devi ce# configure term nal

Devi ce(config)# ip nbar protocol -pack flash: O dDef Prot oPack force
Devi ce(config)# exit

ROFNZ, MAHABOT 7 ka3 Ny JICERT HiEERLET,

Devi ce> enabl e

Devi ce# configure term nal

Devi ce(config)# default ip nbar protocol -pack
Devi ce(config)# exit

[l A%% Y k7—% TO Application Visibility and Control D% %
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Application Visibility and Control DE=%4—1) >4 .

Application Visibility and Control D E=42—1) >4

ok varyTiE, TV =y a rORMEICET A LW RIZoWTHBA L E
ﬁ‘o

WDa<wy R, AAAvFBLIOT 7 AR— DT F ) r—yaroafittze=%—73%
7O TE £,

R1LRAY9FOF7 TV r—2avaRtEE=42—)v5avok

avw vk B8

show ip nbar protocol-discovery NBAR Protocol Discovery B46E(Z & - TINLEE S Av7-#t
[ interfaceinterface-typeinterface-number] MERAF T LET,

[ stats{ byte-count | bit-rate |
packet-count | max-bit-rate} ] o (EE) FrINditatifma b9 2121,
[ protocol protocol-name | top-n number] F—U—FBIOGIEEANLET, F—U—
FOENZROFERZ OV TIE,  [Cisco 10S
Quiality of Service Solutions Command Reference]
MDshow ip nbar protocol-discovery 2~ K& %
LTS IZEN,

show policy-map interface interface-type | 4 > % —7 = A4 ZZEH L7E=RY —~< v 12O
Interface-number TONHE R LET,

show platform softwarefed switch A1 v |{§E LIZAA v FOTXTO 7 1 —|ZBT 5HE
¥ 1D wdavc flows WERTILET,

{5 : Application Visibility and Control M%7

WIZ. match protocol T7 7V 7r—a A4 DT7 A NEEEHA LTI T A ~ v T E1ERT 56
R LET,

Devi ce# configure term nal

Devi ce(config)# cl ass-map nmat ch-any NBAR- VO CE
Devi ce(confi g-cmap)# match protocol ns-1ync-audio
Devi ce(confi g- cmap) #end

wIZ, RV =<y 7 2fElk L, ) QoS DEFD Y T A ~ v T & E#/T Dl L ET,

Devi ce # configure term nal

Devi ce(config)# policy-map test-avc-up
Devi ce(confi g-pmap) # cl ass cat-browsi ng
Devi ce(confi g-pmap-c)# police 150000
Devi ce(confi g-pmap-c)# set dscp 12

Devi ce(confi g- pmap- c) #end

Wiz, RV — <=7 E2ER L, AT QOSOMAFD 7 T A ~ v T HEFRT HHERLET,
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Devi ce# configure termn nal

Devi ce(config)# policy-map test-avc-down
Devi ce(confi g-pmap) # cl ass cat - browsi ng
Devi ce(confi g-pmap-c)# police 200000
Devi ce(confi g-pmap-c)# set dscp 10

Devi ce(confi g- pmap- c) #end

W, RV —~y T AA v F R— MIEAT 262 RLET,

Devi ce# configure term nal

Devi ce(config)# interface G gabitEthernet 1/0/1

Devi ce(config-if)# switchport node access

Devi ce(config-if)# switchport access vlan 20

Devi ce(config-if)# service-policy input POLICI NG IN
Devi ce(config-if)#end

&IZ. NBAR BMEICEASNWT Y T2~y P52 ERKRT AHERLET,

Devi ce# configure term nal
Devi ce(config)# class-map match-all rel-rel evant
Devi ce(confi g-cmap)# match protocol attribute business-rel evance business-rel evant

Devi ce(config)# class-map match-all rel-irrel evant
Devi ce(config-cmap)# match protocol attribute business-rel evance business-irrel evant

Devi ce(config)# class-map match-all rel-default
Devi ce(config-cmap)# match protocol attribute business-rel evance default

Devi ce(config)# class-map match-all cl ass--ops-adm n-and-rel
Devi ce(config-cmap)# match protocol attribute traffic-class ops-adm n-ngnt
Devi ce(confi g-cmap)# match protocol attribute business-rel evance business-rel evant

Wiz, NBARBIMEICHK S 7 T A~ v FCHESWTRY v—< v 7 Z2/ER T 502~ L E7,

Devi ce# configure term nal

Devi ce(config)# policy-map attrib--rel-types
Devi ce(confi g-pmap) # cl ass rel -rel evant

Devi ce(confi g-pmap-c)# set dscp ef

Devi ce(confi g-pmap-c)# class rel-irrel evant
Devi ce(confi g-pmap-c)# set dscp af 11

Devi ce(confi g-pmap-c)# class rel -defaul t

Devi ce(confi g-pmap-c)# set dscp defaul t

Devi ce(config)# policy-map attri b--ops-adm n-and-rel

Devi ce(confi g-pmap) # cl ass cl ass--ops-adm n-and-rel
Devi ce(confi g-pmap-c)# set dscp csb

WIZ, NBAR BMEIZHEASS ARY v—~ v TE2HHA— MEHT 2612~ L ET,
Devi ce# configure term nal

Devi ce(config)# interface G gabitEthernet1/0/2

Devi ce(config-if)# service-policy input attrib--rel-types

show O7 Y FIZKBBFDORT

show ip nbar protocol-discovery

A B =T 2AAZTEDOT 1 FA)URHFHEHERO LAR— 2R R LET,

I, A v B —T oA AT L OFEHEROE I AT LET,

Devi ce# show i p nbar protocol -di scovery int G gabitEthernet1/0/1
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{51 : Application Visibility and Control () £% 7€ .

G gabi tEt hernet 1/ 0/ 1
Last clearing of "show ip nbar protocol-discovery" counters 00:03:16

I nput
CQut put
Pr ot ocol Packet Count
Packet Count

Byt e Count

Byt e Count

30sec Bit Rate (bps)
30sec Bit Rate (bps)

30sec Max Bit Rate (bps)
30sec Max Bit Rate (bps)

nms-1ync 60580
55911

31174777
28774864

3613000
93000

3613000
3437000
Tot al 60580
55911

31174777
28774864

3613000
93000

3613000
3437000

show policy-map interface
FTRTOA o F =T =4 A LD QoSHFEHE#F LOREHFADKRY > —~ v TH2FRLET,
RIZ, TRTOA =T oA AIRESNTZRY v— vy TOHZRLET,

Devi ce# show policy-map int

G gabi t Et hernet 1/ 0/ 1
Service-policy input: MARKING IN

G ass-map: NBAR- VO CE (mat ch-any)
718 packets
Mat ch: protocol ms-1ync-audio
0 packets, 0 bytes
30 second rate 0 bps
QS Set
dscp ef

Hig+ v k7 —% TO Application Visibility and Control D% [}



Hig+ v k7 —% TO Application Visibility and Control D&% |
. {5 . Application Visibility and Control D %5

Cl ass- map: NBAR- MM_CONFERENCI NG ( mat ch- any)
6451 packets
Mat ch: protocol ns-1ync
0 packets, 0 bytes
30 second rate O bps
Mat ch: protocol ms-1ync-video
0 packets, 0 bytes
30 second rate O bps
QS Set
dscp af41

Cl ass-map: class-default (nmatch-any)
34 packets
Mat ch: any

show 27> FIZK BEHEA—ZD QoS FHEDEKT
show policy-map interface

TRTDA L F =T = A A LDOBMHER—ZAD QoS HEMERIL LUOREFHORY v—~ v 7
EFRRLET,

RIZ, TRTDOA U F =T 2 A ATRESNTEAR ) =~y TOHNBIERLET,

Devi ce# show policy-map interface gigabitEthernet 1/0/2
G gabi t Et hernet 1/ 0/ 2

Service-policy input: attrib--rel-types

Class-map: rel-relevant (match-all)
20 packets

Mat ch: protocol attribute business-rel evance busi ness-rel evant
QS Set
dscp ef

Class-map: rel-irrelevant (match-all)
0 packets

Mat ch: protocol attribute business-rel evance busi ness-irrel evant

QS Set
dscp af 11

Cl ass-map: rel-default (match-all)
14 packets

Mat ch: protocol attribute business-rel evance default
QS Set
dscp default

Cl ass-map: cl ass-default (nmatch-any)
0 packets
Mat ch: any

show ip nbar protocol-attribute
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{51l : Application Visibility and Control (%5 .

NBAR T &N 5T _RTHO7u haLghisFr LET,
W, —EoEtEoH iz R UES,

Devi ce# show i p nbar protocol-attribute cisco-jabber-im

Pr ot ocol Name

t unnel

e
encrypted :

category :
sub- cat egory

application-group :

p2p-technol ogy :

traffic-cl ass

busi ness-rel evance :

application-set

i sco-j abber-im

encrypt ed-yes

tunnel - no

voi ce-and-vi deo

ent er pri se- medi a- conf erenci ng
ci sco-j abber - group
p2p-tech-no
transacti onal - dat a

busi ness-rel evant

col | abor ati on- apps

Devi ce# show i p nbar protocol -attribute googl e-services

Pr ot ocol

Name :

encrypted :

t unnel

category :
sub- cat egory

application-group :

p2p-technol ogy :

traffic-cl ass

busi ness-rel evance :

application-set

googl e-servi ces
encrypt ed-yes
tunnel - no

ot her

ot her

googl e- group
p2p-tech-yes
transacti onal - dat a
def aul t
gener al - br owsi ng

Devi ce# show i p nbar protocol-attribute dns

Pr ot ocol

Name :

encrypted :

t unnel

category :
sub- cat egory

application-group :

p2p-technol ogy :

traffic-cl ass

busi ness-rel evance :

application-set

googl e-servi ces
encrypt ed-yes
tunnel - no

ot her

ot her

googl e- group
p2p-tech-yes
transacti onal - dat a
def aul t
gener al - br owsi ng

Devi ce# show i p nbar protocol-attribute unknown

Pr ot ocol

Name :

encrypted :

t unnel

category :
sub- cat egory

application-group :

p2p-technol ogy :

traffic-cl ass

busi ness-rel evance :

application-set

Hig+ v k7 —% TO Application Visibility and Control D% [}

unknown
encrypt ed- no
tunnel - no

ot her

ot her

ot her
p2p-tech-no
bul k- dat a
def aul t
general - m sc
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show I<v > RIzkd 70— E=4—BFDERT

show flow monitor wdavc

BELIZAMAVC 7r— =4 —|ZHT L EHREERLET,

Device # show fl ow nonitor wdavc

FI ow Moni t or wdavc:

Descri ption: User defined
Fl ow Record: wdavc
Fl ow Exporter: wdavc-exp (inactive)
Cache:
Type: nornmal (Pl atform cache)
St at us: not all ocated
Si ze: 12000 entries
I nactive Timeout: 15 secs
Active Timeout: 1800 secs

show flow monitor wdavc statistics

HRRAVC 70— =X —OGEHERZZ R LET,
Devi ce# show fl ow nonitor wdavc statistics
Cache type:
Cache si ze:
Current entries:

Fl ows added:

Fl ows aged:
- Active timeout ( 1800 secs)
- Inactive timeout ( 15 secs)

clear flow monitor wdavc statistics

HBELE7o— =2 —0##HE®RE 7 V) 7 LE 4, clear flow monitor wdavc statistics % fiff
L7212 show flow monitor wdavcstatistics 2~ > RAEH L T, T _XTOMEHEHEN Y & v

Nor nal
12000
13

26
13

1
12

(Pl at form cache)

FNENEZEAHERLET, LTFIC, 7u—F=X—3HE584 27 U 7 L7=% 0 show flow
monitor wdavc statistics 2~ > RoH% > A hE R LET,

Devi ce# show fl ow nonitor wdavc statistics
Cache type:
Cache si ze:
Current entries:

Fl ows added:
Fl ows aged:

show T RIZLBF v v L2 DOHREDERT
show flow monitor wdavc cache format table
FEATT7Ee—F Y v V2 ONEEFRRLET,

Devi ce# show fl ow nonitor wdavc cache format table
Cache type:
Cache si ze:

[l A%% Y k7—% TO Application Visibility and Control D% %

Nor nal

12000
0

0
0

Nor nal

12000

(Pl at form cache)

(Pl atform cache)
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Current entries:

Fl ows added:
Fl ows aged:
- Active tineout

- I nactive tineout

{51l : Application Visibility and Control (%5 .

13
26
13
( 1800 secs) 1
( 15 secs) 12

CONN | PV4 | NI TI ATOR ADDR CONN | PV4 RESPONDER ADDR CONN RESPONDER PORT

FLOW OBSPO NT | D
flow dirn

64. 103. 125. 147
53 4294967305
I nput
64.103. 121. 103
67 4294967305
I nput
64.103. 125. 3
68 4294967305
I nput
10.0.2.6
4294967305
I nput
64.103. 126. 28
4294967305
I nput .
64.103. 125. 2
68 4294967305
I nput
64.103. 125. 97
67 4294967305
I nput
192. 168. 100. 6
4294967305

I nput ....contd..

64.103. 125. 3

68 4294967305
I nput

10. 80. 101. 18

4294967305

I nput

10.1.11.4

80 4294967305
I nput

64.103. 125. 2

68 4294967305
I nput

64. 103. 125. 29

| P VERSI ON

| P PROT APP NAME

144.254.71. 184

4 17 port dns
10.1.1.2
4 17 layer7 dhcp
64.103. 125. 97
4 17 layer7 dhcp
....i57.55.40.149 443
4 6 layer7 ms-lync
o 66. 163. 36. 139 443
4 6 layer7 cisco-jabber-im
64.103. 125. 29
4 17 layer7 dhcp
. 64.103. 101. 181
4 17 layer7 dhcp
10.10.20.1 5060
4 17 layer7 cisco-jabber-contro
64.103. 125. 29
4 17 layer7 dhcp
10.80.101.6 5060
4 6 layer7 cisco-collab-contro
66.102. 11. 99
4 6 layer7 googl e-services

64. 103. 125. 97

4 17 layer7 dhcp

64.103. 101. 181

Hig+ v k7 —% TO Application Visibility and Control D% [}
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67 4294967305

I nput

B+ v kT —% TO Application Visibility and Control

4 17 layer7 dhcp

show flow monitor wdavc cache format record

7no— La— RLEOERNT7n— v v Va2 ONEEERLET,

Devi ce# show fl ow noni tor wdavc cache format record

Cache type

B

ax ;&

Nor mal (Pl at f orm cache)

Cache si ze: 12000

Current entries: 13

Fl ows added: 26

Fl ows aged: 13

- Active tinmeout ( 1800 secs) 1
- Inactive tinmeout ( 15 secs) 12

CONNECTI ON | PV4 | NI TI ATOR ADDRESS: 64.103. 125. 147
CONNECTI ON | PV4 RESPONDER ADDRESS: 144.254.71. 184
CONNECTI ON RESPONDER PORT: 53
FLOW OBSPO NT | D 4294967305
| P VERSI ON: 4
| P PROTOCOL: 17
APPL| CATI ON NAME: port dns
flow direction: | nput
timestanp abs first: 08: 55: 46. 917
ti mestanp abs | ast: 08: 55: 46. 917
connection initiator: Initiator
connection count new 2
connection server packets counter: 1
connection client packets counter: 1

connecti on
connecti on

CONNECTI ON
CONNECTI ON
CONNECTI ON
FLOW OBSPO
| P VERSI ON

server network
client network

| PV4 | NI TI ATOR
| PV4 RESPONDER
RESPONDER PORT:
NT | D:

| P PROTOCOL:

APPLI CATI ON NANMVE
flow direction:
timestanp abs first:
ti mestanp abs | ast:

connection
connection
connection
connection
connection
connection

CONNECTI ON
CONNECTI ON

initiator:
count new.
server packets
client packets
server network
client network

| PV4 | NI TI ATOR
| PV4 RESPONDER

bytes counter: 190
bytes counter: 106

ADDRESS: 64. 103. 121. 103

ADDRESS: 10.1.1.2
67
4294967305
4
17
| ayer7 dhcp
I nput
08: 55:47.917
08: 55:47.917
Initiator
1

counter: 0

counter: 1

bytes counter: 0
bytes counter: 350

ADDRESS: 64.103. 125. 3
ADDRESS: 64. 103. 125. 97

. Hi#g® v k7—% T Application Visibility and Control )% E
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CONNECTI ON
FLOW OBSPO
| P VERSI ON

RESPONDER PORT:
NT | D:

| P PROTOCOL:

APPLI CATI ON NAME
flow direction:

ti mestanp abs first:
ti mestanp abs | ast:

connection
connection
connection
connection
connection
connection

CONNECTI ON
CONNECTI ON
CONNECTI ON
FLOW OBSPO
| P VERSI ON

initiator:
count new.
server packets counter:
client packets counter

server network bytes counter:
client network bytes counter

| PV4 | NI TI ATOR ADDRESS:
| PV4 RESPONDER ADDRESS:
RESPONDER PORT:

NT | D:

| P PROTOCOL:

APPLI CATI ON NAME
flow direction:

ti mestanp abs first:
ti mestanp abs | ast:

connection
connection
connection
connection
connection
connection

CONNECTI ON
CONNECTI ON
CONNECTI ON
FLOW OBSPO
| P VERSI ON

initiator:
count new.
server packets counter:
client packets counter

server network bytes counter:
client network bytes counter

| PV4 | NI TI ATOR ADDRESS:
| PV4 RESPONDER ADDRESS:
RESPONDER PORT:

NT | D:

| P PROTOCOL:
APPLI CATI ON NAME

flow direct

i on:

ti mestanp abs first:
ti mestanp abs | ast:

connection
connection
connection
connection
connection
connection

CONNECTI ON
CONNECTI ON

initiator:
count new.
server packets counter:
client packets counter

server network bytes counter:
client network bytes counter

| PV4 | NI TI ATOR ADDRESS:
| PV4 RESPONDER ADDRESS:

Hig+ v k7 —% TO Application Visibility and Control D% [}

{51l : Application Visibility and Control (%5 .

68
4294967305

4

17

 ayer7 dhcp
I nput

08: 55:47.917
08: 55: 53. 917
Initiator

1

0

4

0

1412
10.0.2.6
157. 55. 40. 149
443
4294967305

4

6

[ ayer7 ns-1ync
I nput

08: 55: 46. 917
08: 55: 46. 917
Initiator

2

10

14

6490

1639

64. 103. 126. 28
66. 163. 36. 139

443
4294967305

4

6

| ayer7 cisco-jabber-im
I nput

08: 55: 46. 917
08: 55: 46. 917
Initiator

2

12

10

5871

2088

64.103. 125. 2

64. 103. 125. 29
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. {5 . Application Visibility and Control D %5

CONNECTI ON RESPONDER PORT

FLOW OBSPO NT | Dt

| P VERSI ON

| P PROTOCOL:

APPLI CATI ON NAME

flow direction:

ti mestanp abs first:

ti mestanp abs | ast:

connection initiator

connection count new.

connection server packets counter
connection client packets counter

connection server network bytes counter
connection client network bytes counter

CONNECTI ON |1 PV4 | NI TI ATOR ADDRESS:
CONNECTI ON | PV4 RESPONDER ADDRESS:
CONNECTI ON RESPONDER PORT

FLOW OBSPO NT | Dt

| P VERSI ON

| P PROTOCOL:

APPLI CATI ON NAME

flow direction:

ti mestanp abs first:

ti mestanmp abs | ast:

connection initiator

connection count new.

connection server packets counter
connection client packets counter

connection server network bytes counter
connection client network bytes counter

CONNECTI ON |1 PV4 | NI TI ATOR ADDRESS:
CONNECTI ON | PV4 RESPONDER ADDRESS:
CONNECTI ON RESPONDER PORT

FLOW OBSPO NT | D:

| P VERSI ON

| P PROTOCOL:

APPLI CATI ON NAME

flow direction:

ti mestanp abs first:

ti mestanp abs | ast:

connection initiator

connection count new.

connection server packets counter
connection client packets counter

connection server network bytes counter
connection client network bytes counter

CONNECTI ON | PV4 | NI TI ATOR ADDRESS:
CONNECTI ON | PV4 RESPONDER ADDRESS:

. Hi#g® v k7—% T Application Visibility and Control )% E

68
4294967305

4

17

I ayer7 dhcp
I nput

08: 55:47. 917
08: 55:47. 917
Initiator

1

0

2

0

712

64. 103. 125. 97
64.103. 101. 181

67
4294967305

4

17

 ayer7 dhcp
I nput

08: 55:47. 917
08: 55:47. 917
Initiator

1

0

1

0

350

192. 168. 100. 6
10.10.20.1
5060
4294967305

4

17

| ayer 7 ci sco-j abber-control
I nput

08: 55: 46. 917
08: 55: 46. 917
Initiator

1

0

2

0

2046

64.103. 125. 3

64. 103. 125. 29
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CONNECTI ON RESPONDER PORT
FLOW OBSPO NT | Dt

| P VERSI ON

| P PROTOCOL:

APPL| CATI ON NAME

flow direction:

ti mestanp abs first:

ti mestanp abs | ast:
connection initiator
connecti on count new.
connection server packets
connection client packets
connection server network
connection client network
CONNECTION | PV4 | NI TI ATOR
CONNECTI ON | PV4 RESPONDER
CONNECTI ON RESPONDER PORT
FLOW OBSPO NT | Dt

| P VERSI ON

| P PROTOCOL:

APPL| CATI ON NAME

flow direction:

ti mestanp abs first:

ti mestanp abs | ast:
connection initiator
connection count new.
connection server packets
connection client packets
connection server network
connection client network
CONNECTION | PV4 | NI TI ATOR
CONNECTI ON | PV4 RESPONDER
CONNECTI ON RESPONDER PORT
FLOW OBSPO NT | Dt

| P VERSI ON

| P PROTOCOL:

APPL| CATI ON NAME

flow direction:

ti mestanp abs first:

ti mestanp abs | ast:
connection initiator
connecti on count new.
connection server packets
connection client packets
connection server network
connection client network

CONNECTI ON
CONNECTI ON

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

| PV4 | NI TI ATOR ADDRESS:
| PV4 RESPONDER ADDRESS:

{51l : Application Visibility and Control (%5 .

68
4294967305

4

17

 ayer7 dhcp
I nput

08: 55:47. 917
08: 55:47. 917
Initiator

1

0

2

0

712

10. 80. 101. 18
10. 80. 101. 6
5060
4294967305

4

6

| ayer 7 ci sco-col | ab-control

I nput

08: 55: 46. 917
08: 55:47.917
Initiator

2

23

27

12752

8773

10.1.11. 4
66. 102. 11. 99
80
4294967305

4

6

| ayer 7 googl e-services

I nput
08:55:46.917
08:55:46.917
Initiator

2

3

5

1733

663

64.103. 125. 2
64. 103. 125. 97
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CONNECTI ON RESPONDER PORT

FLOW OBSPO NT | Dt

| P VERSI ON

| P PROTOCOL:

APPLI CATI ON NAME

flow direction:

ti mestanp abs first:

ti mestanp abs | ast:

connection initiator

connection count new.

connection server packets counter
connection client packets counter

connection server network bytes counter
connection client network bytes counter

CONNECTI ON |1 PV4 | NI TI ATOR ADDRESS:
CONNECTI ON | PV4 RESPONDER ADDRESS:
CONNECTI ON RESPONDER PORT

FLOW OBSPO NT | Dt

| P VERSI ON

| P PROTOCOL:

APPLI CATI ON NAME

flow direction:

ti mestanp abs first:

ti mestanmp abs | ast:

connection initiator

connection count new.

connection server packets counter
connection client packets counter

connection server network bytes counter
connection client network bytes counter

show flow monitor wdavc cache format csv

Devi ce# show fl ow nonitor wdavc cache fornat csv
Cache type
Cache si ze:
Current entries:

Fl ows added:

Fl ows aged:
- Active tinmeout (
- Inactive tinmeout (

1800 secs)
15 secs)

68
4294967305

4

17

I ayer7 dhcp
I nput

08: 55:47.917
08: 55: 53. 917
Initiator

1

0

4

0

1412

64. 103. 125. 29
64. 103. 101. 181
67

4294967305

4

17

 ayer7 dhcp

I nput

08: 55:47. 917
08: 55:47. 917
Initiator

Nor nal
12000
13

(Pl at form cache)

26
13

1
12

CONN | PV4 | NI TI ATOR ADDR, CONN | PV4 RESPONDER ADDR, CONN RESPONDER

PORT, FLOW CBSPO NT I D, I P VERSI ON, | P

PROT, APP NAME, flow dirn,tine abs first,time abs |last,conn initiator,conn

count new, conn server packets

cnt, conn client packets cnt,conn server network bytes cnt,conn client

networ k bytes cnt

64. 103. 125. 147, 144. 254. 71. 184, 53, 4294967305, 4, 17, port

. Hi#g® v k7—% T Application Visibility and Control )% E
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ERXHG b+

ERMG RS TN -T2 mEeEs [

dns, I nput, 08: 55: 46. 917, 08: 55: 46. 917, Initiator, 2,1, 1, 190, 106
64.103. 121. 103, 10. 1. 1. 2, 67, 4294967305, 4, 17, | ayer 7

dhcp, I nput, 08: 55: 47.917, 08: 55: 47.917, I nitiator, 1,0, 1, 0, 350

64.103. 125. 3, 64. 103. 125. 97, 68, 4294967305, 4, 17, | ayer7

dhcp, I nput, 08: 55: 47. 917, 08: 55: 53. 917, Initiator, 1,0, 4,0, 1412

10. 0. 2. 6, 157. 55. 40. 149, 443, 4294967305, 4, 6, | ayer 7 ns-

lync, I nput, 08: 55: 46. 917, 08: 55: 46. 917, I niti ator, 2, 10, 14, 6490, 1639
64. 103. 126. 28, 66. 163. 36. 139, 443, 4294967305, 4, 6, | ayer 7 ci sco-j abber -
i m | nput, 08: 55: 46. 917, 08: 55: 46. 917, I niti ator, 2,12, 10, 5871, 2088
64.103. 125. 2, 64. 103. 125. 29, 68, 4294967305, 4, 17, | ayer7

dhcp, | nput, 08: 55: 47. 917, 08: 55: 47. 917, Initiator, 1,0,2,0, 712

64.103. 125. 97, 64. 103. 101. 181, 67, 4294967305, 4, 17, | ayer7

dhcp, I nput, 08: 55: 47.917, 08: 55: 47.917, I nitiator, 1,0, 1, 0, 350

192. 168. 100. 6, 10. 10. 20. 1, 5060, 4294967305, 4, 17, | ayer 7 ci sco-j abber -
control, | nput, 08: 55: 46. 917, 08: 55: 46. 917, Initiator, 1,0, 2, 0, 2046
64.103. 125. 3, 64. 103. 125. 29, 68, 4294967305, 4, 17, | ayer7

dhcp, | nput, 08: 55: 47. 917, 08: 55: 47. 917, Initiator, 1,0, 2,0, 712

10. 80. 101. 18, 10. 80. 101. 6, 5060, 4294967305, 4, 6, | ayer 7 ci sco-col | ab-
control, I nput, 08: 55: 46. 917, 08: 55: 47. 917, Initi ator, 2, 23,27, 12752, 8773
10.1.11. 4, 66.102.11. 99, 80, 4294967305, 4, 6, | ayer 7 googl e-

servi ces, | nput, 08: 55: 46. 917, 08: 55: 46. 917, Initiator, 2, 3,5, 1733, 663
64.103. 125. 2, 64. 103. 125. 97, 68, 4294967305, 4, 17, | ayer7

dhcp, I nput, 08: 55: 47. 917, 08: 55: 53. 917, Initiator, 1,0, 4,0, 1412
64.103. 125. 29, 64. 103. 101. 181, 67, 4294967305, 4, 17, | ayer7

dhcp, I nput, 08: 55: 47.917, 08: 55: 47.917, I nitiator, 1,0, 1, 0, 350

ZINa—T427 BEELEE
LITFIZ, A# Application Visibility and Control @ k7 7Ly 2 —7 ot v 72T 2 SR 72 B
LEEARLET,
1 BE:IPV6 F T 7 4 v 7 BEASNTOER A,
B% : BUEXIPVA N7 7 4 v 7 OBRPFR— S TOET,
2. BE: ~AVFF¥ AN 8T 740 v 7B EASNTOER A,
BZ : BEIa=%xY AN NI 74 v 7 DHEPYFR—FSNTVET,
3. EBR:pingxiEtELLLELIIC, BEINTVINEHERTE EE A,
E% : TCPIUDP 7’12 h 2 /LD BB Y R — h I THET,
4. HER : SVIITNBAR Z#fii T W\ OIX 72 ETE D,
E% : NBAR [IWEEA v H—T = A ATOHRPAR— F SN TWET,

5. B IEEAEDRT T 4 N CAPWAP T 7 4 o 7T TWADTTR, Iy
T‘g—ﬁ)()
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10.

B : UAYL AT IR R—PMIEEHRINLTWRNWT 71X R— FTNBARDBER)
IR TNDZEEHR LTS, APIOLERETIZTXTHO T 7 4 v 7 X capwap
ELTHEEINET, oS, EBRONMEIZ AP £7-1XWLC TifibivE 1,

BR : 7o Fa b T, T 70 v I BRAMITLMER TE SR A, 61T, <D
KD T T 4w I7BHET,

EZ : ZAUTEE. NBARDIERHR N T 7 4 v 7 2HERLTWAZ a2 LET, Al
DRT T4 97T LIDDAAL v TF AU NRN—=ZHEIN, b O —FHITHID A R — 25058
INET, NI T4 v OMBIPHERIND T 7 ZAR— MIOANBARZ KT 5 Z
EEHRLES, BEOT v TV IR DLGEE. ZORMEDZDZENSICNBAR &
Bt s tiiTcEEtA, R—hFXxRLDO—ETHDHA X —7 =1 AZNBAR%
RE LG EIC b RIBEORIBENR A L ET,

B : 7o ba BT, TR TOT7 AV A= g v OERE 2 —RNERENET, B
RIRGEIZED T 7 40 v 7 iR T B3 E D LI HW0DIN T,

E% : WebUl 2 LT, % 48 IFH ORI N T 7 4 v 7 #RRTEET,

B : match protocol protocol-name =~ > REZFHL THF 2 —X—2AD A —F L AKY
V—ERETETERA,

E% : NBAR2 XR—ZDNHE1-NE TN DAY 2 —Tl, shape s L O set DSCP D A8
PR—PFINTWET, R JTELE LTiE, AJJTDSCP %3 E L. DSCPIZH-S
WTHATY == 72T LET,

B . A7 —T x4 RCHEFE L TWANBAR2IIH D FHADN, NBARZ SWEZIZT
7T 4 T o> TWET,

[E1% : match protocol protocol-name % & &2 2 7 A~ v 7 indh 5 L, NBARIZA K » 7 T
I —rNIT 7T 4 7D ET08, T 7 4 v ZIENBARGHEOXRITIT R 4
o ZHUTTHISNTZENETHD, VY —XZHELEEA,

BR: 7740 O QOSFa—DFIChF 74 v /R EF, £HLTTTM,

BAZE: FLVWE 77—, 7e—208BL =R =TITHEREA VA M—LT5
722N D007 RAMEbIVET, TR, I TR &0, I 74w
JIF 74N Fa—IZ A ET,

Application Visibility and Control (ZES 9 % E/N1ER

EE R

EERR X=aT7ILEA L
ZOETHHATHa~ 2 ROERHETE L UME | Command Reference (Catalyst 9300+ YV —
M EOFEM, A AL v F)

[l A%% Y k7—% TO Application Visibility and Control D% %



| &+ k7—% TO Application Visibility and Control D&%

B+ v k7 —%2 T Application Visibility and Control 0 # 5 FE .
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HEEERE

ROFIZ, ZOFEY 2—/LTHHTLEEDY U —AB I OMEEFHRZ R LET,
TN DOEREIE, FFICHRR SN TWARWVIRY | BAShY V=R LUEOTXTDY U =T

fEHCcEx £,
)1)—= BERE EETEHR
Cisco 10S XE Everest Hry NU—27 T |AVCIX, 77U r— a o ~Oiihis 187

Visibility and Control

FeDNWT, BTy FBIOEREND
T3 U0FBLOXy A ) 2 —2 g v
ERBIELHEDO A IO HHOE
VA5 G

Cisco |0S XE Fuji 16.8.1a

BT 7V r—va
VORFBLO=
he— (R
AVC) JEME~N—2
QoS (EasyQoS)

BEDO 71 b TiE7e <. Network-Based
Application Recognition (NBAR) J&MEIZHS
WTQoS7 FALRY V—%ERTEDH X
TN FLED, W OnDOHIRAH Y
£9, YAR— D NBAR BT,
business-relevance 35 . O} traffic-class O 4 T
7

Cisco 10S XE Gibraltar
16.12.1

DNS7mr—L a— R

DNS 7o —Ll a— ROV R— FREA SR
FL7/7, DNS7u—lLa—Rjx, 7ue—L
a— RE2EFTH-OD collect 7 4 —/L K
ELTDNS RAA & EMALET,

Cisco 10S XE Amsterdam
17.3.1

TV r—va o
"R L= b
n—)L LS T
74 7 T O A
A

FULAR—=FTOT 7T r—a OFRREB
IO =g =Ry Py = Y (AP
MrOMAERMEOYR— MR EASNEL
77

CiscoFeatureNavigator 2 i35 &, 7T v b 74 —LBIXOY 7 T =T A A=V DO R—
NME#H A2 SR T& £9, Cisco Feature Navigator (213, http://www.cisco.com/go/cin 725 7 7 & A

LET,
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