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DX AT T, AA v FORBIBFIERINZF 2y 7V s a— RERET 5 HECTOD
T LET, M EXECE— FTCkDa~<wr FEASHLET,

GE)

WDa<y REFITLIEZHE T, A vE— % Please Try After Few Seconds 73 CLI [IZFR &1
BILBHYET, THILCLIORELRTHOTIRH ) WA, LERMAZRET 57
WCEREIE L RDA VT TFARNT I FYORERZRLET, HOMMAERL T, a~v %
BERTZ 2B LET,

A w&— % Error retrieving SUDI certificate 33 X T8 % Error retrieving integrity data (%, 5%
BRoD CLI fEHE 2R L £,

Fg
ARV RFERETY Va3 B#Y
Z 5w 71 | show platform sudi certificate [ sign FeED SUDI DF = » 7 b La— R
[ nonce nonce] ] BEAELET
Bl e (FFvav) dgn: BLAERLE
Deyi ce# show platformsudi certificate 7
sign nonce 123 « (X7 a) nonce: S AMEE
AN LET
Z 5w 72 |show platformintegrity [sign [nonce |7 — R EDF « v 7 ¥ L La— K%
nonce] ] FRLET,
U o (ATFvay) dgn: BAERLE
Devi ce# show platformintegrity sign 7
nonce 123 « (A7 a) nonce: F Al
AN LEF

TS5 b I24A—LIDEY T b T7EESHDIESR

TZv b7+ —LID DFER

WIZ, PEMIERTE X 2 7 REAHT A 25+ (SUDI) F=—r %R nR-T 5012 RLET,
SUDIZ=ra— RENDDIE, @b@TA4X@% IDETIUTAESTHY, MITHOT
NAAINBIRDFR Yy NT—7 ETTF A, 22 —BICHITE £9, &yDZEHZEIL Cisco Root
CA 2048 T, 2FRBIZT A2dD FiL CA (ACT2SUDICA) TY, EbLLDFEHAEDL,
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# B X SUDI GE#E T,

Devi ce# show pl atform sudi certificate sign nonce 123
————— BEG N CERTI FI CATE- - - - -
M | DQz CCAi ugAw BAgl QX/ h7KCt U3l 1CoxWLaMnt / zANBgkghki GOWOBAQUFADAL
MRYWFAYDVQQKEWLDa XN by BTe XNOZWLz MRs wGQYDVQQDEXJ DaXN by BSh2901 ENB
| DI wNDgwHhc NVDQMNTEOM AxNz EyWhcNM KWNTEOM Ay NTQy W ALMRYWFAYDVQRK
EwlDaXN by BTe XNOZWLz MRs wGQYDVQQDEXJ DaXN by BSh2901 ENBI DI wNDgwggEg
MAOGCSqGSI b3DQEBAQUAA4I BDQAWGGEI Aol BAQOWNT nT p68Kd6f i cha0ZnKUel hH
xmJVhEAyv8Cr LqUccda8bnuogr puOhW SEWiovy DOMy 5] QAmaHBKeN8hF570YQXJ
Fcj PFt 01YYnJQBi EqDGYeJu5TnBsUxJszR2t KyS7MeQr / 4NEb7Y9JHcJ6r 8qqB9q
WYgDxFU 4F1py XONMCZe+36uf i j XW.bvLdT6ZeYpz PEApkOESt zi vMN VgpSdH
j Whof 84bc N5wGy DWbs 2mAag8Et KpP6Br Xr udl | t 6keOLa06g58QBdKhTCyt Kng9l
Eg6CTY5j / e/ r nxr bUBYTYK/ Cf df HbBcl 1HP7R2RQgYCUTOG r ksc35Lt LgXf AQED
01EwWTz ALBgNVHQBEBAMCAY YWDWYDVROTAQH BAUWAWEB/ z AdBgNVHQAEFgQUI/ PI
FR5ungl JFqOr ol | gX9p7L60owEAYJ KwYBBAGCNX UBBAMCAQAWDQYJKoZI hvc NAQEF
BQADggEBAJ2dhl Sj Qal 8dwy3USpORFBi 71R803UXHG gxkhLt v5MohnBVr BWhmw
Yqpao2TB9k5UMBZ3/ sUcuuVdJcr 18] Cagx EuSsv4dEX+5wMg+f f yOvhN4TauYuX
cB7w4ovXsNgOnbFpli gRe6l JT37nj pXYgyc81WhJDt Sd9i 7r p77r MKSsHOT8I asz
Bvt 9YAr et | pj sJyp8qS5UWGHOG kJ3+r/ +n6yUA4i Ge0CcaEb1f JUu6j u7AQrL4
CYNu/ 2bPPu8Xs1gYJQk0XuPL1hS27PKSh3TkL4Eq1ZKRAOCXPDIoBYVLOf dX41 | d
kx pUnwWMwnEpx YB5DC2Ae/ gPOgRnhCz U=
————— END CERTI FI CATE- - - - -
————— BEG N CERTI FI CATE- - - - -
M | EPDCCAy SgAW BAgl KYQ uf QAAAAAADDANBgk ghki GOwOBAQUFADALMRYWFAYD
VQOKEWLDaXN by BTeXN0ZW .z MRs wGQYDVQQDEXJ DaXNj byBSb2901 ENBI DI wNDgw
Hhc NMTEWN) MMVITC1Nj UBWACNM KWNTEOM Ay NTQy W AnMAWDAYDVQRKEWDaXN
bz EVVBMGALUEAX MMQUNUM BTVURJI ENBM | Bl j ANBgkghki GOWOBAQEFAACCABA
M | BCQKCAQEAONEI 3THI xA9t N hS5qR/ 6UZRpdd+9aE2JbFkN ht 6gf HKd477AkS
5XAt Us50xDYVt / zEbs| Zg3+LR6qr gKKQVu6J YvHO5UYLBgC 38s76NLk53905W p
9pRenRCPuX+abt HF/ qRuO J44ndeDYZo3gPCpxzpr W DPcl MAi YKHUmvVQWngng+
xghHl 00W580BCcdi ynEbeP5r Z7qRuewKMol 1Ti | 3WIBN Zj npfj g66F+P4SaDk Gb
BXdG 130VeF+EyFW.r Fj j 97f L2+80auV43Q vnf 3d/ & qXj 7ew+z/ sXI Xt EG SXJ
URsyMEj 53Rdd9t JwHky8neapsz S+r +kdVQ DAQABo4| BW CCAVYwOWYDVROPBAQD
AgHGVBOGAL UdDg QABBRI 2PHXxWnDVWI't 8cwiil't 7i 4MAP4f z Af BgNVHSMVEGDAW Bn
88gVHm6aAgkW Sugi WBf 2nsvgj BDBgNVHRSEPDAG6MDI gNgAOhj JodHRwWG 8vd3d3
LmNpc2NvLm\vbS9zZWN1lcm 0eS9wa2kvY3JsL2Ny Y2Ey MDQ4L Ny bDBQBggr BgEF
BQc BAQREMEI wQAYI KwYBBQUHVAKGNGNOdHAGLY93d3cuY2l zY28uY29t L3N Y3Vy
aXR5L3Br aS9j ZXJ0cy9j cnm\hM A0CCS5j ZXI wXAYDVROgBFUWUz BRBgor BgEEACKV
AQNANVEMMQQY! KwYBBQUHAgEWANWOdHAGLY93d3cuY2l zY28uY29t L3N Y3VyaXR5
L3Br aS9wb2xpY2!l | cy9pbnR eC50dGls MBI GATUJEWEB/ wQ MAYBAF 8 CAQAWDQYJ
KoZl hvcNAQEFBQADggEBAGh1qcl r 9t x4hzW)DERnNB71yeuEnygcl f i 9b9+CGMSJIbi
ZHc/ CcC 01 Ju0a9z TXA9WA7HI/ t 61 eduCxb4WeLxcwCi UgvFt Ca511 ki t 8nNbcKY
/ 4dwlex+7amATUQO4Qggl E67wVI Pu6bgAE3Ja/ nRS3xKYSnj 8H5Tehi mBSv6TEC
i 5] UhOW yAK4dVo8h( kj Ekzu3uf BTJapnv89g90E+H3VKMAL+/ Kdk UO+52dj FKn
hyl 47d7cZRADY4LI uFM2P1As8Yyj zoNpK/ ur SRI 14WiI | p| RLnH7KNDI 5618yf VP
0l F3ZBG 00CRBj Oswiv8cpWCbmAMPaCQr2nwi j Tf Y8c=
————— END CERTI FI CATE- - - - -
————— BEG N CERTI FI CATE- - - - -
M | Dez CCAmMOgAW BAgl EAc+Ji TANBgkghki GOw0BAQs FADANMAWDAYDVQKEWD
aXNj bz EVMBMGALUEAX MMQUNUM BTVURIJ I ENBVB4XDTE3MDgx OT EWNDIVE OVoXDTI 3
MDg x OT EWNDIVE OVowZz EmVCQGAL UEBRVH UEI EOk VB Mz AWL T 0VVggUO46RKNXM Ez
NEWMVEMK Dj AMBgNVBAO TBUNpc 2Nv MRgw-g YDVQQLEWOBQLQX M BVaXRI | FNVREK X
Ez ARBgNVBAMICKk M6 Mz AWLTI 0VWgwggEi MAOGCSqGSI b3 DQEBAQUAA4 | BDWAWYQEK
Aol BAQDav 5t xv4THs gXWWC7 Axz HiEMZ28Feqk 8FA3t XAv0t VBRXt Y4Z9I 9XgRzwz
Yw8chknh8LuDMCnGrk8DP+ct ++vAF4nkVel eBeOHnx2RuC9r cR8t uKj Ci manDkOM
JHk12w 9+ThdKdNBEy6Sueh1RPVbuSk10QLQc OYW Cs YC5t | 1GkJkf k1nGEK3ni 3
zt | psi 7QHyp6k59yccnbzXSdwoBr t bpl | YEK/ i HWFRQAI MJunnf | shl 7yPneo7V0
NnPc 08wk +CA+8XeXk/ f nDeGAswKRK1t Vj DP/ sY1YubBINJ4TogqQGE6W hbNvu3Y
Ny S240sSvnn5Bp70n3Rf 7eHg9hN AgMBAAG bz Bt MAAGALUdDWEB/ WQEAW F4DAM
Bg NVHRVBAf 8EAj AAVEOGAL Ud EQRGVESY Qg YJ KWYBBAEJFQ DoDUTMINoaXBJ RD1V
WUpPVK VZNEZRTOx Sbk pwSUUx aG\Np QXhNQOF4Tnpvd05Eb3hNeUFi Y1Fj PTANBgkq
hki GOWOBAQs FAAOCAQEASXX+i ZLM/HQ R1/ s1PobnDkP/ bYeHs gDTRQPRHbCMLHH
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HEOFRME

IS5y r7r—Lm eV ko 7EEMOEE [

RO j j DaJMHACspB17Xt cLKNNFOwy UEKj oepyH pxxhekd qgD6Xt 4r Wov/ 058Haw6
QAhJIFGZr i VxFoBvW20VQdezyaGogA+0l 2GZgDl ZggUy 6zsVwKmiVe6i noEgXc Yap
5CGqF4weEot y9u+OKgr 3ppWJ4751 xnNm h+WHb Nt unL6r 7wZf e5dFQ X R5QP5gwRa
svpSsCoKnBPi W Uhw25Cvt Z9NTgOt u5t 5D7aVexLeR8XbAlpj f gxw/ Rt Ssj Nse3+
ZkQgJUESq! xwzxcGUl Y+vDI NYRQ sP6y7cT+ni TOOA==

----- END CERTI FI CATE- - - - -

Signature version: 1
Si ghat ur e:
P A L

F 7 a D RSA2048 B4 1. 3ODFEAE, BLONR—Va UBL O —Y—|Z
DIt s F o RIIHTH DO TT,

RSA PKCS#1v1.5 Sign {<Nonce (U NT64)> || <Signature Version (U NT32)> || <C sco Root CA
2048 cert (DER)> ||

<Ci sco subordinate CA (DER)> || <SUDI certificate (DER)> }

VAADEEY Y 2—va E, ERRoOB RIS DN EFE ST E T,

L2L., OpenSSL =~ > R&EEH LR A 7 V7 2L TT 7y b7+ —A
DIDZRRLTEAEHRTDHILHTE, TRICE STV RIAD—EDT /A A

ID ZfEfRT& £

[1i nux-host: ~] openssl x509 -in sudicert.pem -subject -noout
subj ect = / seri al Nunber =PI D: C9300- 24P SN FDO1946BQ05/ O=Ci sco/ QU=ACT- 2 Li te SUDI / CN=C9300- 24P

VILOIT7TEEHDRER

Wiz, 77— EEDOF = v 7 AL a— ReFRTH62RLET, Ny v iEEE, Hik
LTCT—= SNV 7 M7 =T D I3IDDEEENENCONWTERINET, TNLHD Yy
Vak v AaniEhT 5 REME L R TCE ET, HAICELAT AT v a VEEHT S L.
ﬁiEﬁT%@&éhéﬂfwﬁw & AT ARSRE SRR Y — VI B EnE S, UL
A BBENOIRGET B2, AR TEET,

G¥)

— MEAME Ny T 2 IMDE /Ny a2 TiEH Y £/ A, N RV T 7 A LTkt LT verify/mds
catok_iosxe.16.10.01.SPA.bin =~ RZFATT 5 &, ~y v aiF—HLEEA,

Wiz, A > A h—/LE— KTO show platformintegrity sign nonce 123 =~ > KD H 1l &7~ L
FI, ZOENTIE, A VA=A ENTNDEEN =TT 7 A LVOREENEGENET,

Devi ce# show platformintegrity sign nonce 123

Pl atform C9300- 24P

Boot 0 Version: MAOO81R06. 1307262016

Boot 0 Hash: A99EF9F31CE3F3F8533055407F1C88C62176E667E4E1DAO649EAA7AL282F205E0A
Boot Loader Version: System Bootstrap, Version 16.8.0.3, RELEASE SOFTWARE ( P)
Boot Loader Hash:

CS Version: 16.10.01
CS Hashes:
cat 9k-cc_srdriver. 16. 10. 01. SPA. pkg :

cat 9k- guest shel | . 16. 10. 01. SPA. pkg :

J—rxatoaEE )



J—tEatoTEE |
B 75oror—snwevorvzreatorz

BOB4067 A06A06 73211 4FAVCIOMAHIDAEORS(BE B
cat 9k-r pbase. 16. 10. 01 SPA pkg :

PCRO: 97458571866D79F0936F4D29285672850F50FDlE56E74248D48A33582E992574
PCR8: 1CC295C233DA41BD3530A6F09C21991E8406BFFC88249D7778CA4BBOBOE71EB7
Signature version: 1

Si ghat ur e:

WIZ, /N2 RLE— R TO show platform integrity sign nonce 123 =~ > RO H il Z 7~ L E
T ZOWINTIE, NNV T 7 ANEAL AL ENTNDE Ny =V ORIEMENR & F
nEJ,

Devi ce# show platformintegrity sign nonce 123

Pl atform C€9300- 24P

Boot O Version: MAOO81R06.1307262016

Boot 0 Hash: A99EF9F31CE3F3F8533055407F1C88C62176E667E4E1DA0649EAA7AL282F205E0A
Boot Loader Version: System Bootstrap, Version 16.8.0.3, RELEASE SOFTWARE ( P)
Boot Loader Hash:

CS Version: 16.10.01
OS Hashes:
cat 9k_i osxe. 16. 10. 01. SPA bin :

cat 9k- guest shel | . 16. 10. 01. SPA pkg :

PCRO 97458571866D79F0936F4D29285672BSOFSOFDlE56E74248D48A33582E992574
PCR8: 1CC295C233DA41BD3530A6F09C21991E8406BFFC88249D7778CA4BBOBOE71EB7
Si gnature version: 1

Sl gnat ure

B 7 rxattoRE%
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A A —DFZ DKL

WIZ, SHABR2 Ny Va2 A L, 77— T v 7HOA A= T DX 2T a— KB4
Fxv 7 OFlERLET,

swi t ch: boot fl ash: packages. conf

boot: attenpting to boot from[flash: packages. conf]
boot: reading file packages. conf

#

Performing Integrity Check ...

boot: parsed i mage fromconf file: cat9k-rpboot.17.02.01. SSA. pkg

Loadi ng i mage i n Verbose node: 1

| mage Base is: 0x100099000

I mage Size is: 0x2C83487

Package header rev 3 structure detected
Package type: 30001, flags: 0x0

IsoSize = 0

Par si ng package TLV info

000: 000000090000001D4B45595F544C565F - KEY_TLV_
010: 5041434B4147455F434F4D5041544942 - PACKAGE_COWVPATI B
020: 494C495459000000000000090000000B - ILITY

030: 4652555F52505F545950450000000009 - FRU RP_TYPE

040: 000000184B45595F544C565F5041434B - KEY_TLV_PACK

050: 4147455F424F4F544152434800000009
060: 0000000E415243485F693638365F5459

AGE_BOOTARCH
ARCH_i 686_TY

070: 5045000000000009000000144B45595F - PE KEY_
080: 544C565F424F4152445F434F4D504154 - TLV_BOARD _COVPAT
090: 0000000900000010424F4152445F6361 - BOARD_ca
0AO: 74396B5F545950450000000900000018 - t9k_TYPE
0BO: 4B45595F544C565F43525950544F5F4B - KEY_TLV_CRYPTO K
0C0: 4559535452494E470000000900000004 - EYSTRI NG

TLV: T=9, L=29, V=KEY_TLV_PACKAGE_COWPATI BI LI TY

TLV: T=9, L=11, V=FRU RP_TYPE

TLV: T=9, L=24, V=KEY_TLV_PACKAGE_BOOTARCH

TLV: T=9, L=14, V=ARCH. i 686_TYPE

TLV: T=9, L=20, V=KEY_TLV_BQARD COWPAT

TLV: T=9, L=16, V=BOARD cat9k_TYPE

TLV: T=9, L=24, V=KEY_TLV_CRYPTO KEYSTRI NG

TLV: T=9, L=4, V=none

TLV: T=9, L=11, V=CW BEG N=%$%

TLV: T=9, L=17, V=CW FAM LY=$cat 9k$

TLV: T=9, L=74, V=CW.I| MAGE=$cat 9k-rpboot.17.02.01. SSA. pkg$

TLV: T=9, L=20, V=CW VERSI ON=$17.2.01%

1CS version is 17.2.1

TLV: T=9, L=53, V=CW FULL_VERSI ON=$17.2.01. 0. 869. 1580816579. . Arst er dant
TLV: T=9, L=52, V=CW DESCRI PTI ON=$Ci sco | CS Software, | QS XE Sof t war e$
TLV: T=9, L=9, V=CW END=%%

Found G SIGN TLV type 12 length = 392
RSA Sel f Test Passed

Expect ed hash

DDAF35A193617ABACCA17349AE204131
12E6FAAE89A97EA20A9EEEEG4B55D39A
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2192992A274FC1A836BA3C23A3FEEBBD
454D4423643CESB0E2A9ACI4FAS4CA4A9F

bt ai ned hash:
DDAF35A193617ABACCA17349AE204131
12E6FA4E89A97EA20A9EEEE64B55D39A
2192992A274FC1A836BA3C23A3FEEBBD
454D4423643CES0E2A9ACI4FAS4ACA49F
Sha512 Sel f Test Passed

Found package arch type ARCH i 686_TYPE
Found package FRU type FRU RP_TYPE
Performing Integrity Check ...

RSA Si gned DEVELOPMENT | nage Signature Verification Successful.

J— FESMORREICEAY 5 EMNFHR

EEEH

BhEEE T=aT7ILRA L

ZOETHERT 52~ ROSEAZ2H3CH | Command Reference (Catalyst9300 ¢ — X A A
K OMETTIE DT, F)

AN [ [ A
J— FESMHDO AR D EEE FE
WOEIZ, ZOFY 22— /L THATIEED Y U —2B X OE#EEREZ R~ LET,
I OBEREIX. FRCHREESNTWARWRY | MAINZ Y U —RALBFEOTXTOY Y —RT

HHTE £,
Uy—32 pee BB
Cisco IS XE Fuji 168.1a | 7/— MEAHEO WL |7 — MEAHO T LT, v =0

M TTy N7 —AIDE YT N =T OESE
PEFFMRA b S 4, EAFTREIC /20 £9,
7Z v 74 —AIDIX, 7T v b7 — A
DOEGETLTA VA F—/LENI-ID AL L
=

CiscoFeatureNavigator Zfifi 42 &, 77 v 74 —LBXOY 7 U2 T A A=V OV HR—
NMESH &5 T& £, Cisco Feature Navigator (213, http://www.cisco.com/go/cfn 72 & 7 7 & A
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