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ATwvF1 |enable FitE EXEC E— FZ AN L £ T,
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Device> enable

ZFwF2 |configureterminal sua—sy ar7 4 FXal—vay
M: :H*F%%%Li?}
Device# configure terminal
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Device (config) # coap proxy

(G¥)  coap proxy #{£1E LT, coap
proxy D FlZ&dH % FT X TDeR
E & HIBRT % 121%, no coap
proxy 2~ K& L E

TO

ATvT4

security [none[[ ipv4 | ipv6 ] {ip-address
ip-mask/prefix} | list {ipv4-list name |
ipv6-list-name}] | dtls[id-trustpoint
{identity-trustpoint label } ]
[verification-trustpoint
{verification-trustpoint} | [ ipv4 | ipv6
{ip-addressip-maski/prefix} ] | list {ipv4-list
name | ipve-list-name} ]|

51

Device (config-coap-proxy) # security
none ipv4 1.1.0.0 255.255.0.0

Wb ¥ A 72515 R LET,
A= FENBH2o0F=2UTF 1 F—
K% none & dtls T,

enone : TDR—MIZEXF2UT 4
BN L ERLET,

security none ZfEH % &, &K
5959MIPvA T RL ALK S5 DD
IPv6 7 R L A& B#ffIT 5 2 &3
TEET,

edtls : DTLS ¥ =2 V7 41%, A7

alr THDRSA KT A RKRA
NERFERT A RARA v FEHEL
F9, BIERT A NRA U MR
W e TR DA XN T
WET,

security dtls 4% &, &KS
ODIPVET RL ALK SHOD
IPv6 7 R L A& BT 2 2 &2
TEET,
(GE)  coapproxy DT X TDOEF =
U7 4 BELHIRT DI,
nosecurity =~ > K& L
ESc AN

ATv 75

max-endpoints {number}

1 -

Device (config-coap-proxy) #max-endpoints|
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(EE) AA v FTEETEDH R
RA LV NORKREEEELET, 7
7 4V MEIX 10 TY, FEETZ 2%
%1~ 500 T,

(GE)  coap proxy I[ZEXE S NT=T X
TORRKTY RiRA > M ZH|
B9 5I2i%, no

max-endpoints =~ > K& f#f
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AT w76 |port-unsecure {port-num} (EE) 77 4V b 5683 LISk DR — K
Bl - ERELET, HETE SEBIE 1 ~
65000 T,
D:\é'zge (config-coap-proxy) #port-unsecure (X) coap proxy O)_a«/\.(@ﬂ:o__‘ IS
EZHIFRT 2121, no
port-unsecure =1~ > K % fifi i
LET,
RT w71 |port-dtls {port-num} EE) 774V b 5684 LISk DAR— b
15'] . %%&fﬁ_’ L/i—a—o
(X)) coap proxy @7 <XT DTLS @
g:zice(config—coap—proxy)#port—dtls F— ha&ﬁi%ﬁ%u&%7f75¢:{i\
noport-dtls =~ > K& L
i‘a‘o
A7y 78 |resourcedirectory [ipv4|[ipvo ] AL v FINCOAP 7 7 AT b LT
{ip-address} ] FECX D= AN T v AR
1 - V=L U Y—=ZADF 4 L7 FY H—n
ERELET,
Di?jj(iogrf ?i;cg’ ?I;__plroxy) fresource-directory resource-directory Z i [l 2% &, &K
S5O0 IPvA T RLARLEKS DD IPv6
7T RUVAZRETETET,
(GE)  coapproxy DT XTDY V—
AT 4 V7 NUBREEHIFRT
%121, noresource-directory
av R LET,
RT7w 79 |list[ipv4|ipv6] {list-name} EE) A4 bV Y —RZEHTX

1 -

Device (config-coap-proxy) #list ipv4
trial list

LIP7 FLUAHEMZHIRL 4, L
@ security [ none|dtls] =~ > K47
varyTHEMATL IPT LR/ A
DA4RIFTE D A NEER L ET,

list 2 L C. IPv4 £ 721X IPv6 |2
f&7e<, RKSODIP YA RERET
EFET, IPYRMIOEHEKRKSHODOIP
T RUVAZRETEET,

G¥)  COAP 7 ¥ H— 0 IP
U A MEHIBRT 521X, no
list[ipv4|ipv6] {list-name} =
~ U REMEHLUET,
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coap = k84 vtz [

ARV FFEREETIVa Yy
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ATy 710

start
1 -

Device (config-coap-proxy) #start

ZDAA v F T COAP 7 1 X Z Btk
L/\i‘?—‘o

ATvINn

stop
&1

Device (config-coap-proxy) #stop

ZDAA v FTCOAP 712 F 3 24|k
Liﬁ—o

AT T12

exit
1 -

Device (config-coap-proxy) # exit

COAP Vux> V77— RE#&TLE
KR

ATy 713

end
51

Device (config) # end

¥ibE EXEC &=— RIZREY £,

COAP T > KR4 > FDETE

BIED IPVA/IPV6 A X T 4 7 T RIRA » b &2HR— 45X HITCOAP ' F T 2% iEd
L2, WOFNEEZFEITLET,

FIE

ARV RFERETIVa Y

E]:)

&

enable
1 -

Device> enable

HibE EXEC E— RE A% LE,
e NMRAT—RKEANLET Fkshn

=58

ATvT2

configureterminal

1

Device# configure terminal
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COAP 7O % #—n\0#HE |

ARV RFERETIVa Y

B8

ATvT3

coap endpoint [ ipv4 | ipv6 ] {ip-address}
1 -

Device (config) #coap endpoint ipv4
1.1.1.1
Device (config) #coap endpoint ipvé
2001::1

AA v F ETRET 4 v 7 =2 RiRA
Y hERELET,
sipvd IPv4 AZT 4 v T KR
AV NERELET,

«ipv6 : IPv6 AX T 4 v 7 T RiR
A MERELET,
G¥) =2 FAA > kT coap proxy
Z1g1E4 % 121%. nocoap
endpoint [ ipv4 |ipv6 ]
{ip-address} =~ > RZfHH L
£

ATvT4

exit
e

Device (config-coap-endpoint) # exit

COAP = RARA b 7 F— FEH
TLET,

ATy Th

end

1 -

Device (config) # end

H#E EXEC E— RIZREY £,

COAP 7 AXx I H—/\DHTEH

15'] - COAP 70|:|#-:/ ﬂ-_/{0)gﬁxﬁé

WOBNZ, K10 DT RiRA > bz Y AR— b9 5 &5 IZHR— hE5 5683 2k iEd 5 k%

RLET,

#coap proxy security none ipv4 2.2.2.2 255.255.255.0 port 5683 max-endpoints 10

WOBNZ, BHF 2T 4 BRED ST ipvd 1.1.0.0 255.255.0.0 (2 COAP 7' 1 & ¥ % 3% i
THHEERLET,

Device (config-coap-proxy) # security ?

dtls
none

dtls
no security

Device (config-coap-proxy) #security none ?

ipv4

. COAP O+ H—/DERE

IP address range on which to learn lights



| coap Fo*s H—noHE
 : coap 7oxs —noiE [

ipvé6 IPv6 address range on which to learn lights
list IP address range on which to learn lights

Device (config-coap-proxy) #security none ipv4 ?
A.B.C.D {/nn || A.B.C.D} IP address range on which to learn lights

Device (config-coap-proxy) #security none ipv4 1.1.0.0 255.255.0.0

OB, dtlsid trustpoint £ = U 7 ¢ B EN 4TV 5 ipvd 1.1.0.0 255.255.0.0 |2 COAP 7
R VERET O EERLET,
Device (config-coap-proxy) #security dtls ?

id-trustpoint DTLS RSA and X.509 Trustpoint Labels

ipv4 IP address range on which to learn lights

ipv6 IPv6 address range on which to learn lights

list IP address range on which to learn lights

Device (config-coap-proxy) #security dtls id-trustpoint ?
WORD Identity TrustPoint Label

Device (config-coap-proxy) #security dtls id-trustpoint RSA-TRUSTPOINT ?
verification-trustpoint Certificate Verification Label
<cr>

Device (config-coap-proxy) #security dtls id-trustpoint RSA-TRUSTPOINT

Device (config-coap-proxy) #security dtls ?
id-trustpoint DTLS RSA and X.509 Trustpoint Labels
ipv4 IP address range on which to learn lights
ipv6 IPv6 address range on which to learn lights
list IP address range on which to learn lights

Device (config-coap-proxy)# security dtls ipv4 1.1.0.0 255.255.0.0

\}

GE)  ipv4/ipv6/list R ET S I2i. id-trustpoint & (fE#&) verification-trustpoint & HEHTIZERE L
TBLMERHD FI, RELTWARWEAITT T —NERENET,

ROBFNZ, FTAIKRA  bEeRET D HEEZRLET, 2, idtrustpoint 5 & D COAP
security dtls DOETHESEMETT,

ip domain-name myDomain

crypto key generate rsa general-keys exportable label MyLabel modulus 2048
Device (config) #crypto pki trustpoint MY TRUSTPOINT
ca-trustpoint) #rsakeypair MyLabel 2048
ca-trustpoint) #enrollment selfsigned
ca-trustpoint) fexit

Device
Device
Device

Device (config) #crypto pki enroll MY TRUSTPOINT
% Include the router serial number in the subject name? [yes/no]: no
% Include an IP address in the subject name? [no]: no
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Generate Self Signed Router Certificate? [yes/no]: yes

WOFNZ, dtlsverification trustpoint 12 & - T ipv4 1.1.0.0 255.255.0.0 |~ COAP 7' 11 % 2 & 3% &
T5HEERLET GEREEITIMEE R T X FARA > MZ &5 DTLS) o

Device (config-coap-proxy) #security dtls ?
id-trustpoint DTLS RSA and X.509 Trustpoint Labels
ipv4 IP address range on which to learn lights
ipv6 IPv6 address range on which to learn lights
list IP address range on which to learn lights

Device (config-coap-proxy) #security dtls id-trustpoint ?
WORD Identity TrustPoint Label

Device (config-coap-proxy) #security dtls id-trustpoint RSA-TRUSTPOINT ?
verification-trustpoint Certificate Verification Label
<cr>

Device (config-coap-proxy) #security dtls id-trustpoint RSA-TRUSTPOINT
verification-trustpoint ?
WORD Identity TrustPoint Label

Device (config-coap-proxy) #security dtls id-trustpoint RSA-TRUSTPOINT
verification-trustpoint CA-TRUSTPOINT °?
<cr>

WROBNZ, BFE T A MARA » NARET D2 HEEZRLET, iUk, verification trustpoint
R IE D COAP security dtls DREIHESMETT,

Device (config) #crypto pki import CA-TRUSTPOINT pkcsl2 flash:hostA.pl2 password ciscol23
% Importing pkcsl2...

Source filename [hostA.pl2]?
Reading file from flash:hostA.pl2

CRYPTO PKI: Imported PKCS12 file successfully.

WOBENZ, X =V 7 4 [none|dtls] 2~ F A7 a  THEHAT D, thal-list &9 £ETO
UABNEERS 2 HEERLET,

Device (config-coap-proxy) #list ipv4 trial list

Device (config-coap-proxy-iplist)#1.1.0.0 255.255.255.0
Device (config-coap-proxy-iplist)#2.2.0.0 255.255.255.0
Device (config-coap-proxy-iplist)#3.3.0.0 255.255.255.0
Device (config-coap-proxy-iplist) ffexit

Device (config-coap-proxy) #security none list trial list

WORFNZ, coap 7 XL 7 E— R THEHATELTRTOESRa~ Y RERLET,
Device (config-coap-proxy) #no ?

ip-list Configure IP-List
max-endpoints maximum number of endpoints supported
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E
%l : COAP T O xS H—/\DEE .
port-unsecure Specify a port number to use
port-dtls Specify a dtls-port number to use
resource-discovery Resource Discovery Server
security CoAP Security features

WOBNZ, coap 7' 1 2 THED IPVA/IPV6 A X T 4 v 7 = RiRA v NEFEET D HiEER
L/ji‘a—o

Device (config) # coap endpoint ipv4 1.1.1.1
Device (config) # coap endpoint ipv4 2.1.1.1
Device (config) # coap endpoint ipv6é 2001::1

OB, COAP 71 kA /LDl F£ord 5 hEERLET,

Device#show coap version
CoAP version 1.0.0
RFC 7252

Device#show coap resources
Link format data =

</>
</1.
</1.
</1.
</1.
</1.

.6/cisco/context>
.6/cisco/actuator>
.6/cisco/sensor>
.6/cisco/1ldp>
.5/cisco/context>
</1. .5/cisco/actuator>
</1. .5/cisco/sensor>
</1.1.1.5/cisco/11ldp>
</cisco/flood>
</cisco/context>
</cisco/showtech>
</cisco/1lldp>

R e e
R T e

Device#show coap globals
Coap System Timer Values

Discovery : 120 sec
Cache Exp : 5 sec
Keep Alive : 120 sec
Client DB : 60 sec
Query Queue: 500 ms
Ack delay : 500 ms
Timeout : 5 sec
Max Endpoints : 10

Resource Disc Mode : POST

Device#show coap stats
Coap Stats

Endpoints : 2

Requests : 20

Ext Queries : O
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Device#show coap endpoints
List of all endpoints :

Code : D - Discovered , N - New

# Status Age(s) LastWKC(s) 1IP

1 D 10 94 1.1.1.6
2 D 6 34 1.1.1.5

Endpoints - Total : 2 Discovered : 2 New : 0

Device#show coap dtls-endpoints

# Index State String State Value Port IP

1 3 SSLOK 3 48969 20.1.1.30
2 2 SSLOK 3 53430 20.1.1.31
3 4 SSLOK 3 54133 20.1.1.32
4 7 SSLOK 3 48236 20.1.1.33

WDOFENZ, COAP 7' haDT NNy JIERATE 2T _XCoA7Tvarazrn LT,

Device#debug coap ?

all Debug CoAP all
database Debug CoAP Database
errors Debug CoAP errors
events Debug CoAP events
packet Debug CoAP packet
trace Debug CoAP Trace

warnings Debug CoAP warnings

COAP JOXS H—/\ODE=R) Y
COAP 7' b a )V OFEMI A2 TR T 521X, ROEOa~> REHHLET,

K 1:COAPEEDT—R%ERRTHATUE

show coap version 10S COAP /S—3 = > & RFC 1§ #a #7 L &
T,
show coap resources AL v FDY =R ALy FIER LI

VY —=A%RKRLET,

show coap endpoints MRS, FEINToy RABRA » M EFR
l/\ijqo

show coap globals AA~—fliL = RARA Y MEEZERRLET,

show coap stats T RARA M, R, BN =V D
Ay —UHAERTLET,

show coap dtls-endpoints dtls =2 RARA V FDOAT—H ZA%F R LE
R
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R2:C0AP2T U F&EVYTSHATUF

clear coap database| z 1 v F T8 & 7= COAP, BLUT L RRA v MEBRONETF —
N—=2%7 VT LET,

COAP 71 F a7 /Ny 7451213, ROEOa~ R LET,

F3:CAPTOLaNETNYTTEHIAIUE

debug coap database COAP 7 — 4 N—2AMN T Ny 7 LET,
debug coap errors COAP =7 —Hh&ET Ny 7 LET,
debug coap events COAP A X N ET Ny 7 LET,
debug coap packets COAP N7y NI ET /Ny 7 LET,
debug coap trace COAP ML —AM N ET Ny 7 LET,
debug coap warnings COAP BEH N & T Ny 7 LET,

debug coap all TRTDCOAP N ET Ny 7 LET,

\}

GE) Ty T ZENCT H5E1F. 2~ RORNT Tno) ¥—U— RZBMLET,

COAP D HERETH R

WOFNZ, ZOFY2— VT LI-BEEICBET 2 ) U —RERE R LET, ZORIE, V7
=27 VU —RX FA VU TCEEEOTR— IR EASINZEEOY 7 T VY —RXE
FERRLTWET, ZOMEEIZ, BTk RR2WRY . ZAUEO—#EOY 7 vy =7 U Y —
ATHYR—FENET,

7Ty b7 A= LOPFR—FBLOVRAAY T N 2T A A=V OV R— MIBET 2 1HHRZ MK
&9 % IZ1%, Cisco Feature Navigator Z /] L 7", Cisco Feature Navigator |27 7 & 29 2|2
%, www.cisco.com/go/cfn (B #E) L £4°, Cisco.com DT H ¥ MIMLEH D £ A,

5 4: COAP DHLEETE$R

HERES 1)1)—=R PERETEHR
COAP Cisco I0S XE Everest |COAP 7'u h =L3, #HIREESNETF /A AT
16.6.1 ATE 5 X9 ICit&ahCuvE3, HTTP

NERIZT 7B AT DB — N ETEET
LD LRI CHFET, COAP ITHIRSN-F A
A A ETEELET,

COAP O F 3 H4—/\DEKE .
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