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VERH Y £4, SF V. authentication mac-movepermit =~ K%z L W —F— R CTRET
% 7>, no access-session mac-movedeny =~ 2 K% IBNS 2.0 TXET HLENRH Y £3, MAC
BN 7 m— LTSI &ofwé%ﬁ~wmc%%i%7énif 7A4xi@mp
A=V AR — PR BRRREY R — Vv EY R — b~ MAC BEIZ BT 51T
authentication mac-move deny-uncontrolled =~ > F&2fH L £9°,

MAC E#EEREIEL, A A FPBORZ FBRF TICRARF A TH LR — MR L L > & T5 L
FAET DTS 5 L O ICRETE £,
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G¥) E}i X~ VFRRGEE— R CIERA LW, v LFRGETE— ROKR— MMZ Z Ofhe iLﬂq é
NEHA, vVFRA N E— FTRAEDLERDITHAI DR A FIZT 7RO T, Z DOFEERE
F— FOFR— MITEA SN EF A,

replace ¥ — 7V — R %45 L C authenticationviolation f > % —7 = Af A a7 4 X2l —/3
vavwy REHRETDHE, VT RAL = ROFR— FTORFET R E AL, RO LA
D ET,

« FEDOFFEFEAMACT RL A ZFEHAT AR —FTHLWVWMACT RLUARZEINET,

FEEY R —V v L, R— M LEOHAEDT —HX RAFDODMACT KL A%, #H LW MAC T
RUATCEZXBIET,

WA R — ¥, HILWMAC 7 RLARICKT ARAF T a A ARG L E9,

TREET RV X ICE o THI LWARR RREFEA N THD MBS GE., TOEFFR
XFiM%éni#o

R— bR A =T VFET— NIZR > TWAEE., MACT RLAIZ-TEHIZMACT RL A T —
TEMENET,

821X 7 hoVTa42Y

B0 IXAZMETIX, = —F OB LI N2—HF DRy NT—2 77 v Rk 2570l iz B
LTWET, 2720, Fy b=V OFERECZOWTEI N7 v 7 LERA, 802.1xT BV
YT AT, TIANBITT A =TT, 8RIXTH I T 4 T oA F—TNITT D
L RO 802.1x KEDR— N L TE=FZ TEXE T,

« EFIC2—PZIEL £77,
ca—YRu s F7LET,
VI HTUNRELET,
« FRRRED IEF e 84

o FFRRRIED IR

AA v FIE8RIAXT AV T 4 T ERETGEKLERY AL, TORDY, AL v FIXZDIEHRE
RADIUS —IZIEE L E9, RADIUSY— NE, ThHU VT 407 A v —T%5EHET S &
INIRET DHHLERNH Y F9,

821X T HO VT4 VI BHIERT

RADIUS ¥ — N2 245 Sz tEdix. BIEE (AV) X7 oA TERRSNET, b0 AV
RTOT =1L, KT TV r—vallioTEAsNET (KL xFReT 7V r—v =
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s21x 7 h o7« v EHERT |

> DA RADIUS 737 v b @ Acct-Input-Octets ¥ 72 1% Acct-Output-Octets J& % DIF S E T
j—) o

AV RXTNE, 8RIXTH I T 4 VI MRHEEINTWNDEAAL v FICL>THERICEESINRE
T, WOREED RADIUS T H 7T 4 7 2y RIRAAL v FICL > TEREENET,

¢ START : ¥l —WF v v a v OBBRICEEINET
«INTERIM : BEfFO® v a LIz T v 7FF— hOEDIZEEINET
*STOP : By v a VB TTLHEREINET
IWKDFEIZ, AVRXTBIRAAL v FICL o TEEIND AV RT OEEEZRLUET,

R2Z:THAIVTA VT AVRT

BiES AV R7 % START INTERIM STOP
B 1] User-Name A Y %l
JEPE [4] NAS-IP-Address | 3%(g S BAE
JEAE 5] NAS-Port %IE =S %15
AL (8] Framed-IP-Address | 3317 ifm_r CTE | MR U TRk
J&ME [30] Called-Station-ID | (2 S BEAE
JRME [31] Calling-Station-ID | (2 = S
J&E [40] Acct-Status-Type | /2 S %AE
JEME [41] Acct-Delay-Time | %(2 = .,
JEME [42] Acct-Input-Octets | JE(E %15 (3
JEPE [43] Acct-Output-Octets | FE%(Z I B
JE N [47] Acct-Input-Packets | JE 3%/ ESE BSE
JEME [48] Acct-Output-Packets | Jf:254(5 = (2
JEME [44] Acct-Session-ID | (2 S %AE
JE M [45] Acct-Authentic 2 A= (2
JEPE [46] Acct-Session-Time | 3f:3%(5 =S E =15
JE M [49] Acct-Terminate-Cause | 31412 JEfE S
JE M [61] NAS-Port-Type | %13 ESE %15
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PEMRBHIP T FLABRRESHTWDD, KA M5 Dynamic Host Control Protocol
(DHCP) A>T 4 7MW DHCP AX—Y > 7 NA VT 47 T—TVIAFEL T
Y5612, Framed-IP-Address O AV X7 3265 S E 7,

802.1x EfFIKEF T v

802.1x #EfEIRIET = v 71X, T RXTCOARAA v TF R—b D 8NRIxT I/ T4 T 4 2E=HF I
7L, 802.1xZ VAR — T HR— MR INTNDET A ADEREFRLET, Z OHRE
EHALT, A4 v T A= MIERINTWVDT A AN 021X IZXIGTE 5008 5w H
BICTE FET, 802 1x HEAEZ VAR — F L TWRWT A A TiL, MAC JFEA XA F 7213 Web
FRE7R EORBFFEE LA L E T,

ZOBENERZ2DOF, 77947 OV 7Y B b TNOTIFY EAP @i/ N7y hTHJ =
V=N PR—=FENTWBEETT T, 72747 ME, 802.1x XA LT U MERIZGE L
R0 8 A,

A4 v F & RADIUS H—/\[ED&EIF

RADIUS ¥ = U T ¢ B—oN[F, RA MG ETILIP T R A, ARA M EFEED UDP AR— b
Heh. FTLIPT RUALERED UDP A — FEFIZ X > TRl L £, IP 7 KL A & UDP
R— FFESOMAEDLEIZL T, —EOIDBMERSN, [F—IPT7 RLADY—REIZH D
#%0® UDP " — M Z RADIUS ERAZEFETE 5 L 512720 £9°, [F U RADIUS ¥— 3 Eo> B
725 2ODKRA R FUICRICH—ER (72 & 2R 2R ELTEHEA. 2 BFOITHES
NIZHRA R ML, RICHRESNTZHRA R NI DT 2= VA —R—= Ry 7T w7k
LCEMELET, RADIUS AR A ~ = h UL, &E LTEFICHE > TRATSILE T,

IEEE 802.1x R

Z Z T, IEEE 802.1x FARIZ DWW TCHMA L £,

802.1X E:F
802.1x FBFEEZ R ET ALADIEREFHIT, KO EEV TT,

¢ 802 IX AR AT D1T1E, SISFR—ZADTNRA AT X T BT IHHENDD
9., T 74N FTliE, SISEFXR—AZADT A A T oFR U TIAAL v F THEBZ/-T
WET,

¢ 802X LR A R —TNIZTDHE, DL A Y2 FEZIT LA VIEEENA R—T N5
B, AN— FERAEESNE T,

-mzmﬂmf F3EID Y THENTWD VLAN NEE SINZ5E6. ZOEEILHEN T

AA v FINIHELET A, T2& 203, mumﬁ%~n#ﬂ@éTKWAN IZEID YT
ﬂfwéf%bﬂ FRREZ IR O VLAN IZE 0 Y CoHNGEIL. ZOEENRREEL
7,
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K- kr—z2@iEv2—Srcuavo k]

802.1x R— FREV B THNTWS VLAN R v v hE T T o —T b, £7-1THI
BrENDGE. A— MIEFAIIRV ET, 22X, A= FHv 4 TonizT7 7k A
VLAN BNy v T o FEHIBRESNZ%, A— MR 9,

«802.1x 71 k= LiE, v4}mx§7-7w v I TV EAR—F, HFF VLANAK—F, BX
R AF¥3IN—Ty RA—=FTHR—=FEINETNH, ROF—F A FTEYER—F &
NFEF A

cHAFIvIR—b: XA FIvIE—FDR—NMI, FTF I HR— b ~DEF%,
FAN—L XA = TIHEANRHY T, XA TFTIv 7 K— ]\T‘8021xwunﬁ7%
ARX=TNMCLEIETDHE, =T — A vE—UNRERRII., 802 IxFBAEILA R —
U220 8 A, 802.1x kAR — kDT — F%&%ﬂ‘\/ﬁp”ﬁﬁbiokbf%\
TT— Ayb—URFRIN, F—F ET—FNIELEINEHA,

. EtherChannel“I‘o kT IT 4 TERILT VT 4 7 T2\ EtherChannel A 3% 802.1x

— FE L TRELZRWTL 72 &V, EtherChannel 78— b T 802.1x FRGE A A 1 — 7/

z_Lct IETHE TT— Ay E—UNRFIRII, S0AXFEREIFA R—T MR F
B,

e A v F RAR—~T7F 4% (SPAN) 5LV E— F SPAN (RSPAN) %G5 — b :
SPAN % 721X RSPAN 46— h THHHR— D 802 1x iBik = A T&x £9, 7277
L. R— % SPAN F 721X RSPAN 355 — k& L CHIBRT % £ CTi. 802.1x iZFEIT
F 4 =T W27V £9, SPAN % 721Z RSPAN 157048 — b TIE 802 1x 78iE % A F*—
TNCT D EMTEET,

« A1 v J ET, dotlx system-auth-control 72—/ N)L 27 4 ¥l —v g avy R
)\77 L C802.IxBFEE 7 0 — L2 A R —T IZT DRI, 802.1x #3E & EtherChannel 73
RESNTWDEA v H—T = A A0 5, EtherChannel DR EZHIKRL T Z &0,

e 802.1x FRIFICEET AV AT LA v = T 4 NH Y T TEET,

N

CE) 802X ICHEL L 7= R COCLI AR U A v Z—T =2 A AFEIIR T L — N TRETH
LEHERELET,

R— hAR—RFEBEEYR—T ¥ CLIOAT U

EAhEJtE?Z\ /'\7/1):/& 714} :[:/7/(%311/"—?‘/5:/:['?:/}‘\‘31 8021X‘ MACuAuniE/\
ANRAB L Web #BAER E, T XRTCORBIEFELHE L ET, BiE~vr—Y v a2~ FiX
B AR A MR SN AR TFTIED T TA 4V T 4 LIEFZRTELE T,

PREY X —V Y av NiE, RA N E— R, EE— FBIORGES A ~—7 &, — KRR
FORIEEERE A I L £ 97, —RM7RR8GE =~ > RIZi. authentication host-mode, authentication
violation, ¥ J TN authenticationtimer f > % —7 A A a7 4 Falb— a3 avy R
BENET,
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B senmsororn rie

802.1x Bl =~ FiE, JEHHIC dotlx ¥ — U — RMvff& £9°, 72 & 21, authentication
port-controlautof > ¥ —7 = A a7 4 Fal—raravwrRNE, {2 F—T = AT
nqu%—_’/l);r‘ 7“/1/@7—1/&#0

A A »FTO dotlx Z RN 5121, no dotlx system-auth-control Z{Ef L C, BT % 7/ 11—
SVTHIBRL, BRESRTNDTNTOL v F =T = A A bHIRL £,

GE)

802.1X§PD§E75§7\‘D*‘/§/1/&:?‘/]’ "Z**7/1/ﬂ:?§2}/b“€%\ Web & uEfAf kﬂﬁ@mu nﬁﬁ{ﬁ I3FOFR—k
TAR—TNDOEETT,

authentication manager =~ > RiX, LLRIOD 802.1x =2~ > K & [A UMSREZ $RMk L 9,

RE 2=V A DAERT ADNERI AT A A =BT 4 NV2 ) 7358 BFEIL. 74
B T ENTENBDRFRIEDO RN D& £9, 802.1x FRFER L O MAB #iED TUE R

Avb—VhBTANEZY) L TTHIELETEET, AT LI R a~ 2 FAAEESN
TWET,

« noauthentication loggingverbose 7’ it —/\L a7 ¢t Fa L—3 g v a~xy RNiE, @Gk~
=T A MNODFEMA =V ET 4 NE ) T LET,

s nodotlx loggingverbose 7 o — )L a7 X2 b— 3 <2 N, 802.1x #BiED
FEIA =BT 4N B Y T LET,

s nomab loggingverbose 7 e —/ )L 27 f F o b— 3 a< Fid, MAC i@BFE A
NZ (MAB) OFffiA v b= %742 ) 7 LET,

802.1x SREEDT 7 4+ )L FERTE

K 3:802.1x BEED T 7 # )L MERTE

HEHE FIHI FEEE

AA T D 802.1x A F—T /v AT — b F T

AR— MEALD 802.1x A 2 —T /L AT — b 7 4 —7 ) (force-authorized)

N bi&?%?y%kmmzm& ATSRE
HATHOTIN, @EDONT T4 v BEZREL
£,

AAA FTA4E—T
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802.1x BBSED T 7+ )L MERTE .

ae FIAIFRE
RADIUS #—/3 CHEERL
sIP7 RLX . 1645
« UDP #&REAR— b * 1646
cFIFNEDTHT T 4 7 B b < fEERL

uﬂ?*—-

RARE—F VTNV IEARN E—FR
HIAE 5 1 BT ey il

TEIHE 73 PR FA—=TN
FRBAEOHME (7)) 3600 F»

FRRRGEREE 2\ (AR— PSRRI AT — NMIBATT DRl
2. AA v FRIET 2 A& HRT 5 [A
) .

PR RF ] 60 F> (AA v FNT F7A47T 2 kL OFRAEEH
DM IR L T, FBRIRIE 26T 27050

FFIEAE IRFH] 308 (AA v F )3 EAP-Request/Identity 7 L —

DZKT DI AT b DISEERED,
TR A FHEET DL ETORE)

o OGRS EIEIE

alll

200 (AA v F BRI vt A% HET 50
\Z. EAP-Request/Identity 7 L — A& %[FT 5
[m1%0)

74T b ZALT T M

0% GREF— A" ODEREZ T4 T b
WV L—F5L&, A v T NREEEFED,
7 TAT v MCEREFHRET 5 F TORH)

WY — N H A LT R

30 (7 74T 2 R B DOIRE & RFET—
WU Lb—F58LE AL v TFRINEERD,
W2 e P — N ICHIEE T 5 F TOREH])

dotlx timeout server-timeout { > % — 7 = A A

a7 4Xal—gravy REHEHALT,
ZDOHA LT T MR EERETEET,

MEIREN X A LT 7 b

F4—7L

7 A~ VLAN

fRE7e L
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HaE T4 FERE
T U ARRERFE A /XA T 4=
HilFRf & VLAN fRERL
=t T4 =% (AL vF) TR BE L
MAC FBFE/ A 73 A F =7
i x VT o F o=

-I_ fAR— menﬂff‘:x'f“}?" RAREAYY

AA TN, AA vF AX v TIZBMENDI N, AL vTF AX v I MHHIBRISND5A.
RADIUS #—/ "L 2% w7 L OO IP BN ER 7256, 802.1x iBiEiX B2 21 £ A,
THIE. RE VT DT IT 4 TAAL T WAL v FAE o 795 H| f‘%éﬂé%ﬁ%\ A S
T, TIVT 4T AL v FICEENBE LGS, AZ v ITHADAUNAL v FiE, B2
T REBEHAT LA EICEoTHLWT VT 4 7T AL v FIZ72 0, 802.1xBIF7 v A L@k &
BOFITINET,

W= NICHHR SN T2 AL v T REIBR SN2, ZDOAAL v FIEENBAE LD,
RADIUS $— "~D IP A SN2 6., oA Xy M RHAELET,

o TCICRRREE A T, BN HBGEN A 2 — 7 VTl WA — MI, SBiEAT— D EF
T9, RADIUS — L 0i@fEl,. SETIIH Y FHA,

« TCICRFFE AT, (dotlx re-authentication 7 m—/ 3L 2> 7 4 Fal— gy avwy
FaMH L) EMRERIENANC /> T DR — ML, HiBiEORAERC, FRiEY
ot AR LET, A— ML, BREES ek 2Hic, ERIAFAT— MR 3,
RADIUS #— 3 & Oi#{E B E T,

HEATFOFRFEZ OV TIL, =R ThIL TV RN, FRERI 7 HIC R L E
9,

BEENRAE LT AL v FRFEITRIEIZRD, AL v F AZ v ZICHMA LS SE, 77— Ty
7@ﬁﬂ . PREEOFRITHE £ TIZ RADIUS — S ~OHER N FRENL SN E ) T k- Tl
FRREIF ST 55 k %ﬂ&bfib\%/\ﬁl%@i*ﬂ

RADIUS h—/ "~k & 2k 9 2 L &b 5121, MEERERET HLENRHV 7, =L
R TIT AT A v TF~DNEBRE . AVNAAAL v F~DOROEGRERETXET, 7
TT 4T AL v FICEENBELZHETH, A vF AHX v 7%, RADIUS ¥— Tz S
N7-EE T,

VLAN Z U 5T Z{#FH L 1= 802.1x 25
AA v Fit, VLANEID Y CAEHA L7z 802.1x BiFx AR — L TWET, A— FdD 802.1x

=A==

SREEMAREIT D &, RADIUS —/ NZ VLAN E D U CTEEEL, A v F R— 2R ELE
9, RADIUS Y — T —H RXR—R)F, 22—V HLEVLANDOS v VT EHEFFL, A1 v F R—

. IEEE 802.1x R— F R—X DRI DR E



| IEEE8021x R— F R—Z DRI DHTE
vian 2y TR L1 s2ix 23 I}

MBS T D27 T4 T v FO2—PLZIZHSNT VLAN ZE 0 Y TES, ZOfREa A L
T, BEDa2—VFORy NU—27 T/ AERHIBRTX ET,

BTN ARTFAI STV D & X2, RADIUS $— 3005 §F ] &7z VLAN 28K S iz
/E.\ ZOAR—FDOEFRF VLAN (F, FV Y THNER VLAN T3y hEEZETLHE I

BEINTOET, F7 VLAN 0 Y Cix. v F RAA UEE (MDA) sHsOFR— K To
T —4 VLAN D ¥CTLREUC &5 ITHRE L 9,

AA wF & RADIUS H— R ECEREINTZHA. VLAN B D B CTE2FEH L7 802.1x FEREICIX
WOREN B Y 97,

RADIUS = 3725 VLAN BRSNS £721E 802 1x FRGEN T 4 B —7 /LD

B, AR T B LR —MIT 7B A VLAN ICREENE T, 727 A VLAN &I
Twzx A= HMIFHV Y THN/T VLAN TT, ZOR— bk ETEZEFEINDL Ty I\
T _T, 2O VLANIZFTE L £,

802 1X FHIEMN A R — T /LT, RADIUS — 305 D VLANEWMN AR TR WIS, PiFlC
KL T, BEHEAD VLAN BNl EINET, kb, BEZI7—I2k-
TARMEEZ: VLAN IS PR — 0B Z 2 E £ 1,

RETT—ITIL, /1/%-?/ R 7R— @ VLAN, [f&->7- VLANID., T#(EL7Z2\WE 713N

o Ob—7 v R AR—F) ®VLANID, RSPAN VLAN, ¥+ v h& 7 L TW5 VLAN,
HBHUN *EéﬂﬁJtL“Cb\éVLANID@? TERERBVET, VT RAAL L FRA N F—
FOBE., RETT —I2E, RTEHFAEZITEID Y CTHFA VLANID & —Hd 55 —%

VLAN OEI D Y CRIT (FE3F0H) ODIIRETHIHLOLHD 7,

802. 1xmﬂn4’z 7V, RADIUS V' — 305 DT _RCOFRBARIDOHE . FFa] S
T2 T A A TEAE%. fEE L72 VLAN ICEE S N E T,

802.1x IR— h TV F KRR~ T— RN A RX—T LVDOEE. T/\“T@TX INES 2
EN/=AA R ERLT VLAN (RADIUS — X 0HEE) ICiESNE T,

ik

Tul

R—hrEX=2UT %21 %= 4L L TH, RADIUS Y— 33|04 T 5472 VLAN O
BIEICITR AL A,

802.1x FRFEMNM AR — N TT 4 =T NVDOHE, REEFEHADT 7 A VLAN LR EBFHLDE
7 VLAN ICE Y $£1,

802.1x AN — FDAFRFE X 41, RADIUS Y — N2 K-> THEID ¥ THAL- VLAN [ZEE S LD
N %@T% kD7 7 & A VLAN & E~DLE T IXHEIT 2 D itlf/u ~IVF RAAL R

A FOBE, A= FRBRICINSDESCTHRENTND B ZERNEFET AL
AN S ET,
e DT NA ATVLANRKRTEZZEFE L2 LI, OT /8, RZHREHF»E 72135

Déf(ﬁ%o)VLANk ﬁbfk—ﬁnx A= ]\J:@ 7/\/(X0>utuu£E7j)EP[-ﬁl/f T‘_
AR LIOEET N RTEHEFHLDOVLANDE —F L2 25 X 5 AR ENMET
INDHET, S VFRAASL L FKRANE— KRBT 4 B—T M0 F£9,

cBFEETF AL ANFATENT, 7 rn— RENTEEHFEVLANZEH L TWAEE, &
7 VLAN R E & HIFR L72 0 8% EE % dotlp £ 7213 untagged (IZIEIE L= 5 L, &
TONA ANRKFFANZIR Y, vV F RAAL VR A NE— KBTI £7,
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. 2 —4 B ACL Z{FH L 7= 802.1x 525

AN— b3, SRHIFFA] (force-authorized) A7 — b, FRHIMEFFA] (force-unauthorized) A7 — b,
WA AT — b, £EV v v hE T AT — FOBFA, R— MIREFHDT 7 & AVLAN
ICHE SV ET,

VLAN #I0 ¥ TERET DITIE,. ROEELZFETTHLERDY £,

s network ¥ —7 — R&fEH LT AAA #BFEA A r—7 /L2 L, RADIUS —"InH DA
H—T A AREEZABRIZLET,

¢ 802 1XFREE A R—TMZLFET, (FIZEBAR— FT802.1x3iAH/ET S L. VLAN
B YCHEBEIZ BB A R —T 72 0 F9)

* RADIUS Hr— /M H— A D ko xVgtE 2% 0 4 TE . RADIUS Y — MR D&
Pz 2 v FITRTBEND Y £,
¢ [64] Tunnel-Type = VLAN
* [65] Tunnel-Medium-Type = 802
+ [81] Tunnel-Private-Group-ID = VLAN 4 & 7= (% VLAN ID

* [83] Tunnel-Preference

JEME [64] 1%, E VLAN (¥ A 7°13) TR0 8 AiA, B [65] 1%, 802 (¥ A 7
6) ThdhiEZe v ¥ A, BEM[81]1%. IEEE 802.1x BiF2—WIZHE Y 24T H 7= VLAN
£ F 721X VLANID Z457E L £7°,

O —EA ACL Z A L 1= 802.1x 23

2—HPHLT 7R 3 her—L VAL (ACL) 24 X—7 LT, BRHLULDORy
NI —2 77 ABLOY—E R % 802.1x il —WFITHft T & £ 9, RADIUS H— \|%

802.1x " — MIHEt SN D 22—V EREET D56, =—H ID 23S\ T ACL B4 5 1T HL
D\:h%%z4/%_%mbi¢o24/%1\1~$%/yay@%ﬁ¢ ZDEME
802.Ix R — MIMEHLET, BEyvarvdkTT5L, GENKRIR LSS, £V o4
U ARBEDRARZ, 2 —VHEAMNACLRENHIRENE T, A1 v F i, &umm%ﬁ@mx
HEFEITaA T4 X2 —3a SUIMRELEEA, A= FDNEFATOLE, AL v FITZED
R—h5 ACL ZHIR L £,

2—PEFFR DAL v F ET, V—H ACLBLXOANKR—FACLEZHTEET, 27201
AN—hD ACL [Z/—% ACL KV #BesivEd, AJJAR—KACL % VLAN (BT 51 ¥ —
T oA AT A5G, R—FACLIZVLAN A % —7 = A A3 5 AJ1v—4% ACL
o uELEsnEd, A—bMFACL @A SR — N ETZIELEBERE v NI, A—b
ACLIZE>TT74NB Y 7 E&8NET, ZOMDOF— MIERFLILV—T v K37y ME
N—H ACLIZE TN EZ ) U TENET, BETDHILV—T v K7y M, /1/~5'
ACLD 7 4 VEZBEHAINET, :/74#1v~y3/@zﬁ%@ﬁ¢é 1Z. RADIUS
Y= NI ETH—Y a7 7 AV AEEICEHE LR TNIER Y 8 A,

RADIUS i%, XU ¥ —EHEMER EOa—F A EEEZ R — N LET, XX —EHGREME
(VSA) 1, #2777 v b ARV U I7AT, SGEEn B AP AAL v FIZESINET, =—F
iﬁi ACL IZfEH &5 VSA 13, AJJ7 1A TrX inacl#<n> . Hjjjjil'l’ﬂ'(!j: outacl#<n> T,
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S n— REBEACLBE U #4 LY kURL 26 A L1 s2ax 23 ]

MACACLZ, ANFAENZRY AR — b & FET, VSAIZATIFRIZED R — S ET,
LAY 2R — MO FATIIAR— M ACL VR — K LEHA,

P8R ACL # SO 7210 246 L ¢, RADIUS — MR GFETH2—VHEA a7 4 F a2 L—
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n—RENDHE, BEFRAAL U TIERST—F RAL TRy
va UMERSNET,

°7XFWANkiUﬁ@H%WAN% L. MDA XIGDR— b DT —H T34 R720F
%)EH éﬂjﬁ—g«o EtFj‘ “—%E&Lﬁ_ F'T/\/I)X i\ T 57 T/\’l’x ): Lfﬁbhij«o

%/E%Z@T/\/fxfﬂ‘ FNOBEFRENIT —H RAAL L OFFR[#{TH 9 &35 & errordisable
W20 E£9,
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Network Edge Access Topology Z & L 1= 8021x T WY b ELUA—t VT4 4—2 ALY F .

s TNAARHFAEINDET, F—NMNIZEDO T 7 4 v 7% Fuy 7 LET, i IPPhone

FREHEFT A AET —Z B IO H VLAN Ol FIZFF T EnEd, 5—4% VLAN T
L. BAET /34 A% DHCP H—3| %ﬁLTETva%iwﬁ%WANhﬁ%ﬁﬁﬁ
HIENTEET, TFET/NA AN FH VLAN TEEZBETS L, 5—4% VLAN ~D
TIRAIT ey SNET,

e T —HVLAN E XAV RLTWAEETANAAMACT RL X, R—h X2V T4
MAC 7 RV RHIRIZT T FENER A,

* MDA T, IEEE802. IxFBFEZ VR — Kk L TWRNWT/NA A~DAA v F R— h OREE
%‘FET@'%>72‘*—/I//<‘)7 fﬁ:x-b\& LT\ MAC IJLDLE/\/I)/\X f&'fﬁﬁﬁf%iﬁ—

c T HELFERT AL ANR— M THRIEShD & BRI THETEDO MAC T F
LART s SET, ISR LIESA, MAC T KLAR s 37 vy 7 Shis
FEICRYET

« R— FBRFRFEFIC 6 LU EDT S ZA08F — 4% VLAN THiH S =560, #50F
TN ANERF VLAN THRHE SN 728546, A — M errdisable 1272 0 £97,

e AR—FDKRA KN T—REVVINVERAR T—REZIEIVALFEHRARL T— KL /LF R
AA Y FT—RIIEET DL E, A= FTRHHFISINTZT —F T34 AR &z E i
70 FEF, 7272, A— hDOEFR VLAN TFF A STV 5 Cisco IP Phone (3 H B HIBR
SINHDT, ZOHR— N TIHHRGEEZITILERH Y £,

o 72 N VLAN RRHlfRfH & VLAN 72 E DT 7T 47 T — NN 7 AH=A L, A—F
BTN T— RERIEIALTFHRARN T— DLV TF RAL L E—RIIEBT LS &
THRESNIZEFITARY £,

e IR—FDKAN EF—FREZILFRAL L FT— KDL F— REFIZIALTFHRA B
T RNIIEET DL, HFAINTWETRTOT A ZANHR— FLHIBRENET,

cFPTTF—H RAALUEFHFFLTH A N VLAN IS IS ¥ 584 . IEEE 802.1x FEX S D%
FT A AL, EEVLANO N w &2 X 7T LT, BiEE BT 2 0 ERH D £,

* MDA %A — Tk, = —WHAL ACL Z##E5E L E¥ A, = —HHLL ACL R Y ¥ — %1
zt R ENTZT /8 R, A—FDFEF VLAN &5 —HF VLAN D@ T D T 7 ¢ >

TIWCHBER G252 RV ET, 20X T A AEFEHTIHAIX. A— K Tx—
PHAL ACL ZHH T 57 3 A1 BEFICL TS EEN,

Network Edge Access Topology I L 7= 802Ix B T ho b B LK UF—t2 T a5 —4
AAYF
Network Edge Access Topology (NEAT) 4‘%% X, VARV T ra—Ey b (BEERLY) 4

OFERE T ZEELET, 2L, FBEDOXZA TDT A A R— s THRIETE £
ﬁ—o

¢ 802X AA v FHF U I b 801Ix YU h MEREFEHTLZ LT, BIOAAL vTF
DY TV PE L THEET DL AL v T ERETEET, ZOXRTEIF., 7=& 213,
AATFNUAY YT ra—Ey MHMZHY, P T IER—=1+ENLTT v T AR —
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. Network Edge Access Topology £ L= 8021x B T U h Y b EXUF—t T A T—2 XAV F

L ALy FICER SN DG AL 7, wmxx4/%ﬁ7)ﬁ/h% E& M
LT&E%MtX%;%i\%%:7@Eﬁ@t W27 v TARN)—A AL T TRIEL
9, V7V DN AL v TFRREECEITHE, A—8 T 4 —% A v FTH—
NE—FRBTI7EANL NT U IIWCERSNET, PV D N AL v F T, CISP %
BINZTDHEXIWCTFINTI I I ERTETHMLENDY 7,

e TV EAVLANIZ, A—t T4 r—F AL v F THRESNTWAEES., AL
7RI R— b DRAT 47 VLANIZ2 D £9°,

T 74/ FTlX, BPDUA— FRENSNToA—| T 4 r—2 AL o FIH TV I b D
AL v FEHET DG, AT 4 =X OFR— NIV TV DN AL v FHRRGET DR
WCAR= YY) —Fa han (STP) o7V vy Fr halry—4 2=y (BPDU) %
ZAE L7e 5. errdisable IREEICZR D ATREMERN & 0 37, FEREHICH T U v hOFR— RMpb ik
BEENDNT 7 4 v 7 ZHlfEITX E9, dotlx supplicant controlled transient 7' = —/ 3L =2
74¥1v~yay:va%Aﬁﬁé&\MﬁﬂmTﬁéw A=k T4 =8 F— b
NN O F&W/ﬁ‘é EMRNE DT, IR RIS T Y B b OR— b ET R Y Y
L9, IR T DL, 7 U B> hOKR— 2B £4, nodotlx supplicant controlled
transent 7 u— )L a7 (X2 b— gy avy REANT 5L, FardERicy 70 4
Y FAR—=FIBREEET, ZIUIT 74V FOEHETT,

BPDU % — K23 spanning-treebpduguard enable f > % —7 = 2 2> 7 ¥ a2l — 3
YURICEOV AT AT DAL v TF K= FTHMI 2> TV DG, Y7 b
A A v FC dotdx supplicant controlled transient =~ > K&+ 25 Z & < #LE L £,

G¥)

spanning-tree portfast bpduguard default 7’2 — 3L 207 4 X2 L—3 g v a~< 2 RafiH
LT, Zr—rVUiA—k T4 r—4% A4 v FTBPDU J— FEHMI L7=HE . dotlx
supplicant controlled transient =~ > K4 AJ)9 % &, BPDU DEN D BET HiZe< 720 £,

1O LY TV I b ALy FITHERT DA =T A = AL v F A F—T A A
TMDA F 7z T multiauth®— F & A X =7 /M TE LT, vAVFHRANE—FIA—LrT 4
=B ALy F A B =T 2 ATIHHR— FERTOEEA,

4y&—7i4xTﬁ@Kﬁofwéyy7wmx%%—Ffﬁ v T A= AL T
BV T — R TDHE, A F—T A AL err-disabled IREEIZBATT 256503 H 0 £,
err-disabled JREEL B EIET AT, A—® o T4 r—FZ R— 1277 L TA LV FX—T =
AAET/ET 7T 47120, Raba BB L ET,

FTRTOARA FE— FTHEET 5 L 9 1T dotlx supplicant force-multicast 7’2 — 3L =27 ¢
Fa L — 3 a3+ R% Network Edge Access Topology (NEAT) OH% U A hAA v F T
FEHLES,

« RALFFA] FFAPE S (FTV B B TR o FIERT D) RA PO NT T 4 w7
EIRFy NU—7 THFAINET, ZADHDAA v F (X, Client Information Signalling
Protocol (CISP) ZfEA LT, V7 U B> ks AL v FITHRHTH MACT KL A& 4 —t
YTAT—F AL v TFITHEELET,
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cHEBHDME AT 4 X ALy FTORT 7 av T 4 Fal—va i HE
BINCHEMELET. ZUCk . B 7V B b AL o FNHERT 5D VLAN D= —
YT 70y 7R SET, ISET cisco- av-pair % device-traffic-class=switch & L Ti%
ELET (ZORET group F/iFuser RETITH) ZEnTEET)

5:CISPEERLE=A—t2oTFa5—2F=EYTVAUFRA9F
ﬁ AE'/
_

_ 7

Im-—o

-

_ b3
1 J— 25— g |2 7V BN AL v F
(7747 R) (DAXY VT 7a—
v L)
3 =T 4 r—F A |4 Cisco ISE
S a
5 rF o7 R—1

() switchport nonegotiate =~ > Ri%, NEAT #fEH L= 7V h o MBI OA—8 T 4 r—4
AL F T R— FENFEHA, _0):!<7/l\i rARa oW 7Y B MATTERE L7gn
TLEESW, A=t T4 =2 P —MUITTRE LIZGAIX, W~ 27 2l XoTHR— b
Zoa~y RRHBRICHIFRS N ET,

802Ix 21— T4 A MJEaA—I 3 Y
821X 2—W T A ANV Ea—a a2 ETHE, BEORRD VLAN TRIL 7 A —T74
DaA—FDO— RN RF U THEITHZENTEET,
VLAN |Z, RADIUS %— NIZ XVt Bdh, VLAN 7V —T 4 TAA »F CLI &4 L T%
Eb\ij—o

* RADIUS #— %% E LT, =—VDOHEHMD VLANL 2415 LE T, #5D VLAN AT

Z—PFADIEED—EE L TEETEET, 8R2.Ix2—VFFT 4 AR Ea—t a3 0E, #
EDOVLAN DF_TOa—HZBH L, 7 Shica—P & a—3PHiR b 720 VLAN
WCBEIT A Tr— R AR v T E{T0WET,
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B ooy 5 2ruEr—vaoREBROIESE

¢« RADIUS V" — &R E L T2 —% D VLAN 7 v —7 £ % &g LE9, VLAN /L —74%
X, 2= ~DIREDO—HE L TERFTEES, A4 v F CLIZMAH L TE L7z VLAN
TN—T%/ T, BRI VLAN V7V —T 4 2R C& £9, VLAN 7 /— 72403
INd &, ZOVLAN Z—T7 4 THInT 5 VLAN 25K LT, 2 —FER R b D0

VLAN Mt & Ed, o— R RT3 070, et 28 EA 22—V %220 VLAN
WICRBEIT A2 & TIbIVET,

N

(G¥)  RADIUS Y— %%, VLAN-ID. VLAN# £7-1ZVLAN 7' /L —7 %
FEICHAEHE T VLAN A &E T £,

821X 1—H T4 AMYEa2— a3 VDEEHDIEEIE
eI LB I DODVLANNVLAN VL —FIZ<w v B T ENDZ L 2R LTI EN,
« BH D VLAN % VLAN Z L —F 12w v B TExF4,

* VLAN ZBIEITHIBRTAHZ LT, VLAN I V—T 2 EBHCTEET,

« BETFD VLAN & VLAN 7 v —7" 2367 ) 79 5354, VLAN ORGEFAR— MIZ Y
TENFEFAN, BEFED VLAN Zv— b= v BV ZRHIRES L E T,

« %D VLAN Z VLAN Z L—7 40367 V745 &, VLANZL—7 087 U7 EnEd,

T T 47 VLAN W NV—T 12~ v B 7 ENTH VLAN ZJVv—T7 %7 V7 T&E £9,
VLAN JV—T% 7 V7§56 &, ZL—7NTILEED VLAN OFIEAT — N ThHHHR—
FEAIZZ—FIFZ VT ENEEAN, VLAN O VLAN Z/L—F~D~ v B 7157 Y
T ENET,

Network Admission Control L 1 7 2 IEEE 802.1x R

AL v FIE, TAAADFR Yy NI —7 T 7R AZFATIHRNCT Y RIRA Vb VAT AR
TATV FDOTAINAKEROIREE 7213 7HR AF v #7115 Network Admission Control (NAC)

LA ¥ 2 IEEE 802.1x MFEA ¥ A — F LTV EJ, NAC LA ¥ 2 IEEE 802.1x MFEA 9%
&L DT OIERZFITTE £,

» Session-Timeout RADIUS B (JEIE[27]) & Termination-Action RADIUS &t (&4 [29])
ERFE— b Xy a— R LET,

« Session-Timeout RADIUS @& (@M [27]) OfE L L CHZRGERITOMME (7)) Z&E L.
RADIUS =67 FA T MIHTAHT 7 A R o—2 &AL ET,

o A4 v F 75 Termination-Action RADIUS J&It: (BM:[29]) A LT 747 b EHR
FEL & D ETBBICFEITENDT 7 v a v EFRELET, (EN DEFAULT TH B>, {EHD
RESNTWARWES, By a3k T LET, ZOfES RADIUS-Request T D84
X, AT o ARG IS NET,
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EEZRHIX XY T4 .

« VLAN OF Z24 /1. £721% VLAN Z /L —74 ? Y A k % Tunnel Group Private ID (J&#:
[81]) DfEE L TEEL, VLAN OFE S04 HT, £72IXVLAN 2 V—T 4 D7) 77 L
A % Tunnel Preference (J&1E [83]) Dfifi & L Ta%E L £, Tunnel Preference % 5% & L 721>
Y&, HA)0 Tunnel Group Private ID (JBYE [81]) BEIEAY XA b GRS ET,

*NAC RAF ¥ b—7 v HZFRLET, ZiL, show authentication &+ EXEC =2~ K
RHALT, 7947 hORRAF ¥ ERLET,

¢ “AFMVLAN £ LTCEH LV ZY T4 _X—F VLAN R ELET,

NAC LA ¥ 2 I[EEE 802.1x #iE D& E1L. RADIUS V— NIZRAF ¥ h—27 U 2B/ ET HME
NdAHZ L AERWT, IEEE 802.1x R — h_X— ZFHIE & LI TV E T,

=3

ar \Eﬁﬁ 802.1x t‘:h\"':l. U T 14
A\

GE)  FHER%k IEEE 802.1x #BiF 2 4 5 121%. A A v F 2 LANBase f A —Y &2 EITL T\ 5H 4
ERNH Y £,

xr ==
=W

Pk 802.Ix X 2 VT A HEREA A L C, X2 U T (EXNRELEGAICT — &it
a B VLAN IZBfR72 < VLAN 20 %7 4 BE—T7 WIZT D L OICAAL v T &k Ebiﬁ
BIO YV — AT, )zﬂ’r;)TM%}i@FfIT%éT 5'974’7/%%m.ﬁbot9kﬁ“5
. AR—=FRIENR Yy hE DL, EaAEeIcdl s nE T,

Z OEREIX. PC 25 IP Phone IZ#H55t STV 5 IP Phone SRR Gl & £, 5 —4#% VLAN T
X2 U T @K BHEINS L, T—ZVLANZE TR Yy vy hEF U Eh$E9, &7 VLAN
DETT7 47 IHHT5Z LR AL v FTEZEINET,

m RV AV VA |))

FREE~ R —T ¥ it HHEINRAEFRRN M THIL, 7 IA4 T FoBE—D® Yy a3 ID (3t
Wty ariD) EALET, ZOIDIE, Fra<wy ROMIBZREDTXTHOLR— KT
FRHENET, By arIDiE, By v a VEAOTRTO Syslog A vE—JICFREINE
7,

Ty iarIDITiE, ROFRPEENET,
Xy NU—2 TIEAT/NAA (NAD) OIPT RLA
c —EO32 By MER rIcsmL £9)
kv va VS AL AZ T (32 By MES)

RIZ. show authentication 2~ > FOHNICE REINTEy v a  IDOBHERLET, ZDH)
TlX. B>y =3 > ID X 160000050000000B288508E5 T,

Device# show authentication sessions
Interface MAC Address Method Domain Status Session ID
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B < tarvorrxosxy

Fa4/0/4 0000.0000.0203 mab DATA Authz Success 160000050000000B288508E5

WRIZ, SyslogHiNIZE vy v a vy IDRFERSNLBIERLET, ZOFITH, By arIDIF
160000050000000B288508E5 T,

1w0d: $AUTHMGR-5-START: Starting 'mab' for client (0000.0000.0203) on Interface Fa4/0/4
AuditSessionID 160000050000000B288508E5

1lwOd: $MAB-5-SUCCESS: Authentication successful for client (0000.0000.0203) on Interface
Fa4/0/4 AuditSessionID 160000050000000B288508E5

1lwOd: $AUTHMGR-7-RESULT: Authentication result 'success' from 'mab' for client
(0000.0000.0203) on Interface Fad4/0/4 AuditSessionID 160000050000000B288508E5

v 3 IDIE. NAD. AAAY— X, ZOMDLR— ST 7Y r— 3T I3A4 T
F BT B 7D EHEINE T, IDIZEIRICEREINET, RTEITLEDHY FTHA,

R—+rHYDT/INA ADRKRE

802.1x XI DA — MIEEH TE 5T /N1 2RO KETT,

eIV IRA N E— ROBEA. TV AVLAN TR TEX 574, 213 1 BFET T,
N— RDAEF VLAN THRE STV DIGE. B VLAN 247 L CiES{E T& % Cisco IP
Phone OEUZIIHIRITH Y FH A,

e wILTF RAA VERGE (MDA) E— FDgA. 7272 AVLAN Tl BEDTNA A, BF
VLAN T 1 B® IP Phone ’FF A &SN E 7,

e YIVFHRARE—=RTIEL, 120802.1x V7 U I MNETFHNAR— M CHASNETN, IE
802.1x A" 2 MIFITHIMR/2< . 77 & & VLAN THFRIENET, %7 VLAN THA &4
BT ZOFATITHIRIZH 0 EH A,

802.1x h— FR—REBEFDERTE A E

=E S
802.1X FREEMDEETE
Z—WEN ACL £7/21X VLAN B D Y CTEA[REICT BITIE. AAAFF 2 A X —T7 /WL TRy
N —ZBEOTXTOY—ERAERIZXF L TAS v T EZHETHILENRH Y 97,
KIZ, 802.1x D AAA 7t A& R LET,

1R8O BRI

802.1x RN — b N—AFBREABET DI2IT, JBEE. §Fl, TH VT 47 (AAA) A X—7
MU TRERES Y X FEARET 28 E DY £3, FNU X ME, 2—FREED DI =
U—XE5 2179 FIE LRI Azt L7 b D TY,
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ATv T
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6

ATy 17
ATvT8

s021x K— kx—z@iE0Ez ]

FIE

Z—PRAAL T DOR— ML ET,

PAREMNFATSIVE T,

RADIUS H— 33 EIZHASWT, VLAN B0 Y THRBEEA r—7 /W) £7,

AA o FWHIGA v = FT O T 4 T = NZEE LET,

MENTIE U T, HREm FEITSNE T,

AA TN, HRGEDRERICIESS NI T WO T4 v T Ty T T = NeT I T 407
PF—NITEEFELET,

Z—FNR— LYK LET,

AL FWMMEILA =T ET IO T 4 7 = NICEFELET,

802.1)( 7'_:_ I\ ’{—Z n:L.\nIEODEQEE

802.1x I— P _R—ZRDWIEZ K ET DL, /)’tﬂ)illlﬁ%iﬁbiﬁ“

FIE
ARV RFERETI Y B &

AFw 71 |enable FitE EXEC E— FZ AN L £ T,
i - e NAT—RaE AN LET (RS

nesma) .

Device> enable

R w72 |configureterminal Ja—sN)L arys7 4 X al—vay
1;“ : £ — F\%Eﬁt‘ébjﬁ—a_o
Device# configure terminal

A7y 73 |aaanew-model AAA A X—T ML ET,

1

Device (config) # aaa new-model

25w 74 |aaaauthentication dotlx{ default } 802.1x FAESAY A M AAFR L £7,
method1 )
authentication =~ > RiZ U A R 3EE

2K ENTWRWEARIHRAT T 741
DU R NEEKT HIZIE, default
X —U— RDOBAIZT 7 4/ MR T

Device (config) # aaa authentication
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ARV FFEREETIVa Yy

S

dotlx default group radius

RSN FRERELET, T 74
N hOFARY R ME, BEIICTRT
DOFR— NMTEHINET,

method1 (21, groupradius¥—"7— K
ZANSLT, REEHOTXTD
RADIUS #— Y X h &l TX % &
IITLET,

G¥) a~r IO~V T AL
Vo ZZiiox—U—Fb
FRINETH, PAR—FX
U5 DI group radius ¥ —

J—RDIHTY,

ATy Th

dot1x system-auth-control

51

Device (config) # dotlx
system-auth-control

AA w FTIAXFRFEE 7 1 — LT
AN LET,

ATvT6

aaa authorization network {default}
group radius

51

Device (config) # aaa authorization
network default group radius

(f£E) =—VHNL ACL X° VLAN E|
DETRE, *y NT—Z7EE#HDOT X
TOH—ERERIZHKFT 52—
RADIUS #F A% A4 v FITHE L E
7T

ATy T17

radius server server name

&1

Device (config) # radius server rsim
address ipv4 124.2.2.12

(f£&) RADIUS Y —DIPT KL R
FHRELET,

ATvT8

address {ipv4 | ipv6} ip address
1

Device (config-radius-server) # address
ipv4 10.0.1.12

RADIUS #—_DIPT7 RL AZFHEL
iﬁ—o

ATvT9

key string
i -

Device (config-radius-server) # key
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zgunaRiaoss |

ARV FFEREETIVa Yy

E:)

radl23

AT w710 |exit
5 -

Device (config-radius-server) # exit

RADIUS #— "E— K& T LT, 7
a— a7 4 Xz lb— g E—
NEBsm L E7,

2w 711 |interfaceinterface-id

1 -

Device (config) # interface
gigabitethernet 1/0/2

IEEE 802 Ix LA AN T 227 74T
MIEEEL CWDR— MEfREL

AV B —T 2 AALT 4 Fal—

varE®—REBMBLET,

R w712 |switchport mode access

1 -

Device (config-if) # switchport mode
access

EE) AT v 7 6BIUT T
RADIUS Y — % E LI2GE D&,
R—F 2772 T— RICRELE
KR

Z 5w 713 |authentication port-control auto

1 -

Device (config-if)# authentication
port-control auto

R— F TP 802.1x FREE X HENI
KR

AT w 714 |dotlx pae authenticator
i

Device (config-if) # dotlx pae
authenticator

A H =T 2 ADKR—F T 7R
YTAT 4R A=k T4 —HL
LCOHRENEL, YU NHOD

Ay —VITERT D X ICREL E
7T

AT v 715 |end
B -

Device (config-if)# end

AV B —T A AALT 4 Fal—
vay E®—REKT L, FiHE EXEC
— RIZRY £79°,

IHEnHE/]EﬁmmnEO)EQEE

TEMH72802.1x 7 T A4 7 v FERGEEZANI LT, FiiFOMHE L E T F I, HEIELTT
IR ZRRE L WIEA. 3600 0B & \CHEREEDNRALILET,
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74T NOEMOLEREE AL
T, WOFNEEFEITLET,

FIE

ZOFIHIEETT,

BRAEMTON L ETOME (B) #RET DI

IEEE 802.1x /R— F AN— X DRI DX

—

ARV RFERFTIaY

=)

ATy T

enable
51 -

Device> enable

¥itE EXEC E— RE A LET,

e NMAU—REANLET (EREHh
=58 .

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—g
T— F&ERHEBLET,

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernet 2/0/1

RETDHR—FEEEL, A7 —T =
A A2 a7 4 F¥al—rgry ET— %
BAtE L £,

ATvT4

authentication periodic

1

Device (config-if)# authentication
periodic

74T v NOEMNFRRGEE A R —
TWUILET, T7FNNTIET 4 —
TVICRESNTHNET,

GE) 7 7a/v MEIX3600F T,
FRRGEY A ~— DA+
L0 AA v FIT
RADIUS-provided & > >3
BZALT T NEEHIEDIC
¥, authentication timer
reauthenticate =~ > K% A1)
LET,

ATvT5

authentication timer {{[inactivity |
reauthenticate | restart | unauthorized]}
{value}}

1

Device (config-if) # authentication timer]
reauthenticate 180
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sinactivity : 7 7 A4 7 FInbDT
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FTORIRE ()

« reauthenticate : H B EEGERITH
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8021x BRE— FDEE .

AU RFERETOVa Y

B8

e restart value : #EZFR[ R — ks DRE
OFRITI TN D £ TOMM )

« unauthorized value : ~1IE& v =3
UHIEREN A ETOME ()

ZDawy RInAAL v T OENEITEES
5.2 5001%, EMETREENA r—T v
ICRESNTWAEAEITTT,

ATvT6

end

1

Device (config-if)# end

AU HF =T AaT 4 Fal—3
v E— REKT L, B EXEC E— K
WZRD £,

8021x ERE— FDETE

WITRTIRI T, v hF DY Syslogm T —%AE, EIFH LT AL ADRLONRT

MERERET DL

® j‘ F'(ﬁmuﬂk§il§37‘/\/fJKODHijZQ

T802.1x R— hEARETE £,
o TA AN 802.1x xFIG DA — MIHEE L 7=

AL v F EICEFX2 VT 4 ENT 7V arERET HICIE. FFHEEXECE— R TROFEE E

TLET,

FIE

ARV KRFERERETY VY

=)

ATy T

enable
1 -

Device> enable

¥HE EXEC E— FEARNC L £,

e NAU—REANLET FERIN
=568)

ATy T2

configureterminal

1

Device# configure terminal

Ja—)L a7 4 Falb—g
£ — F%%ﬁﬁébi—g«o

ATvT3

aaa new-mode

1

AAA A =T NIZLET,

IEEE 802.1x /R— F R—X DRI DR E .
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IEEE 802.1x /R— F AN— X DRI DX

ARV RFERETIVa Y

B8

Device (config) # aaa new-model

AT v 7 4 |aaa authentication dot1x{ default }
method1

1 -

Device (config)# aaa authentication
dotlx default group radius

802.1x RFEH AU A M EERL L £97,

authentication =~ {2 U A FMRE
INTWARWEEIZHERAT BT 744 b
DY A NEAERT HI21E, default F—
U — ROHBAIZT 7 /v MR CHER &
NEHFREHRELET, T 74V DY
XU R NI, BEIWIZTRXTOR— I
WHINET,

methodl (Z1%. groupradius ¥—7— R
AL T, RIAEH DT~ TDRADIUS
PN XA TEDLLIICLE
j—o

R v 75 |interface interface-type interface-number

1 -

Device (config) # interface
gigabitethernet 1/0/4

IEEE 802.1x iBilk & A X — 7 /WIZT 57
FTAT v MTEHE L T DR— M EFRE
L. AV Z—TxAf AT £ Fal—
varE'—REBMBLET,

R T 76 | switchport mode access

1

Device (config-if) # switchport mode
access

R—=h 2T 7 EAE—RIZRELET,

X 77 |authentication violation {shutdown |
restrict | protect | replace}

1 -

Device (config-if)# authentication
violation restrict

ENXET—REZHRELET, F—TU—FD
BRIk LB T,

s shutdown : =7 —{Z L > TH—F
P72 0 £97,

e restrict : Syslog =7 — &4k L
‘j‘o

eprotect : N7 7 v 7 & AR— MTE
BT _RTOEFLNT A AN
NRry heRey P LET,

s replace : BIfED T v a v & HIk
L., #HTLWEAR NTRRAEL 7,
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wuesmozs [

ARV RFEREET7TOVa Y B4
ATFv 78 |end Ao B —T o f AT K2l — 7
i v E— REKT L, FiHE EXEC E— R
IR £,

Device (config-if)# end

RN E R

ALy FIXT TAT v FEBRECTE o 2512, FHEDRMIE T 7 A4 RVIREEZFET. £
DHFORRREZ A F 97, authentication timer reﬁar'm’ VHE—T A A AT fFal— 3
va<wy N, 74%”% @@W%ﬁﬁbifomﬁﬁ%ﬁﬁéﬁmkbfi 74T
NEZ) IR XA — RERR LB ERENEBZONET, T 740 K0 /S VMEE AT
THIELILL ST, 22— ~DIFERMZEfHCTE £,

PSS A2 A4 512018, BHEXECE— FTROFIELZFEITLET, ZOFIEIIEETT,

Fig
ARV REEET7IVa Y B
AT 71 |enable FiME EXEC E— REAIC L ET,
f5 e NRAT—REANLET (FERSh
725 8) o
Device> enable
R w 72 | configureterminal Ja—N)ary7 4 XFal—g v
% - ET— RZRHBLET,
Device# configure terminal
AT 73 |interfaceinterface-id RETOR—hEEEL, /¥ —T =
il - A A a7 4 Fal—aryET—FRK%E
BAtA L £,
Device (config) # interface
gigabitethernet 2/0/1
R 7 4 | authentication timer restart seconds 75 AT v N DORIEDORRY BV (S
Bl - L7281, A v FRHERIEDOE £
Twé@@% XELET,
Device (config-if) # authentication timer| JETEN S ~ o —
eceart 30 fRETE p®HIL 1 ~65535Cd, 7
7 F IV ME 60 BT,

IEEE 802.1x ;R— FR— X DT DEE .



IEEE 802.1x K— FR—RDBIENHE |

B = 7nso5170 rroEREBRROLEE

ARV RFEREET7TOVa Y B4
AFw 75 end Ao B —T o f AT K2l — 7
i v E— REKT L, FiHE EXEC E— R
IR £,

Device (config-if)# end

R T w 76 | show authentication sessionsinterface AN EERLET,
interface-id

1

Device# show authentication sessions
interface gigabitethernet2/0/1

R w 77| copy running-config startup-config FEE) av74Fal—yar 77y
15 - AR EZRTF LET,

Device# copy running-config
startup-config

AAYFNOI ATV FADBEEFREROER

\}

7 TAT 2 MIAA v F 5D EAP-Request/Identity 7 L — A 2%t L, EAP-Response/Identity ~7
V—ATIRELET, 2 v FNZDISEEXZETERDPoI25E. FTEDOKRH (FxER
M) ZUFREL, 0% 7 L—LxHEELET,

GE)

ZDa<wy ROT 74V MEE, V7 OEFEENMET LZGEER, FBEDI IFA4 T B X
m£%~A®@¢ NS DGR BEIRIRICKTT 2 EITHOLERSH D & X

AA O FNT TAT VN L OB T HREM 2 AT 3512013, FHEEXECE— R TKRD
FEZFEITLET, ZOFIEIIEETT,

FE
avY RFERET7IOI Y BRI
AT w71 |enable HiHE EXEC £ — RZ AN L £,
1 e NXRAT—KREANLET FEREN
=58
Device> enable

. IEEE 802.1x R— F R—X DRI DR E
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2L 9Fh59547 Y kan7 L—sEzEEs0RE ]

AU RFERETOVa Y

B8

ATv T2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
£ — F%Fﬁlﬁﬁébijﬂo

ATvT3

interface interface-id

1 -

Device (config)# interface
gigabitethernet2/0/1

RETDHR—MEREEL, AV ¥—T=x
A AaAry74FXal—T gy F— K%
BtE L 7,

ATv74

authentication timer reauthenticate
seconds

1 -

Device (config-if) # authentication timer]
reauthenticate 60

AA v FH EAP-Request/Identity 7 L—
DTS D7 AT 2 MDA EfF
b, BEREZFEET D COMEERE
LET,

FEETX DI ~65535T9, 5
7 x )V MEI5SBTT,

ATy Th

end

1 -

Device (config-if) # end

Ao HF—T A AT 4 Fal—3
VE— REKT L, FHEEXEC E— K
WZRY £97,

ATvT6

show authentication sessionsinterface
interface-id

1

Device# show authentication sessions
interface gigabitethernet 2/0/1

AN EMERBLET,

ATy T17

copy running-config startup-config

1

Device# copy running-config
startup-config

L) av 74 Fal—tay 77
A NWICTREZRAF L E TS

AAYFNSIDSAT U FADIT LU—LEEERMDETE

AL FINDT TAT v M ~OFRERR & LEHTE 52T TR,
WL BB AL v FHRRIET 1 A % FEHT 25 HC,

(7 AT v bBIRE
7747 MZ

EAP-Request/Identity 7 L' — A& FMET DR EAZEHE TE £,

IEEE 802.1x /R— F R—X DRI DR E .



B xo7ressq47 rrooL—LERERMOEE

\}

IEEE 802.1x K— FR—RDBIENHE |

G¥)

ZOa<r ROFT 7 3V MEE, Vo7 OE@EEMET Lzme
OFRGE— SOFEICRIER S 2HE 70 & BE 7Rl

fRoTEELTIZEN,

R HEDITAT U MB X
T OMBEEITOMERDHD L XTI

AL FINST FTAT v h~DT7 L — AEEEREE

FIRZFETLET, ZOFIRITMEETT,

FIE

FETHITIEL, BHEEXECE— RTHKRD

ARV RFERFTIaY

B8

ATy T

enable
51 -

Device># enable

¥itE EXEC E— FE Az LET,

e NAU—KREANLET (EREHh
=568)

ATv T2

configureterminal

1 -

Device# configure terminal

Jua—N) a7 4 FXal— g
T— F&EBHEBLET,

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernet2/0/1

RETDHHR—FEEEL, A7 —T =
A A2 a7 4F¥al—rgy T— %
BAtG L £,

ATvT4

dot1x max-reauth-req count

1

Device (config-if) # dotlx max-reauth-req
5

AL FGRREEE % B3 % £ Tl
IFA4T v Mh~EAPER/T AT T 4
T4 T LEERETHEAELTE T
TET, HETEHHMIT1I~10T
T, T 7L I 2 T,

ATvTh

end

1

Device (config-if)# end

AV HE—T o2 AT 4 Fal—3
v E— REKRT L, i EXEC E— K
IR £,
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Az rx—rozz i

RA M E— FDEE

authentication port-control f > ¥ —7 A A a7 4 Fab— g 2= K auto IZFETE
I TCW5 IEEE 802.1x #FAlAR— bk ET, HEDOKRA N (7747 b)) ZFATHI20E, #
¥ EXEC E— RCIROFNEEZEITLET, ~F KA A UBEE (MDA) 2B ELTA X—7
JZT DI, multi-domain ¥—U— R&FEHLET, ZHickbh, mRA T AL A BLO
IP Phone (/A Ml F 72| 3ftitt ) 72 UEFT ASA ZADWHFBE L AL v FAR— M THFAI S

£9., ZOFIHFEETT,

FIE

ARV RFERETIVa Y

E:5)

&

enable
1 -

Device> enable

ke EXEC E— N2 B L ET,
e NMAU—KREANLET @FERkEh

7-%E

o

ATvT2

configureterminal

1 -

Device# configure terminal

Ja—_ ) a7 4 Xal—T g
E— NLBABLES,

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernet 2/0/1

BHOR A P BHENICER S ATW D
W—FEEEL, A =T 2
Y7 4Xalb—ar®— RERMBL
e

ATvT4

authentication host-mode[multi-auth
|[multi-domain |multi-host |single-host]

1

Device (config-if)# authentication
host-mode multi-host

H—0 802.1x FFA] AR — k THEE DR A
N (74T ZFHFATHILENT
xFJ,

F—U— FOEKIZRDOLEY T,

» multi-auth : 7 VLAN &5 —%
VLAN O 5 THEELDFRIEY 7 A T
YV RNEHFRTLET,

GE) multi-auth % —7 — i,
authentication host-mode
o RTCORFHTE

i‘d_o

e multi-host : > 7 LR A D3
%12 802.1x R[N — ks THE DK

IEEE 802.1x /R— F R—X DRI DR E .
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MAC #2801 R —

IEEE 802.1x K— FR—RDBIENHE |

ARV RFERETIVa Y

B8

AN (I FAT ) O AT
L/iﬁ—()

« multi-domain : 8 2 N5 /34 & & [P
Phone (/A =#ld 7= | Ifthetiy) 7¢
FET A ADW T, 1EEE
802 IXFFAI AR — N CERREEND K D

ILET,

GE) RARE—FR
multi-domain [Z5%E X
TUW5 4. IP Phone @
B VLAN 2 ET 54
ERHY ET,

FREDA A —T oA AIZH L
authentication port-control f > % — 7 =
AfAayT74F¥alb—vagryavr R
2auto IZRESINTND Z & 2R L
TLEEW,

ATy TH

end

1

Device (config-if)# end

A B —T oA T 4 Fal—37
v E— REKT L, ¥ EXEC E— K
IR £9,

JILE

MAC BENZ 95 &, RAES MR A M 2T /3 A ZADR— M TBEITE 7,

TNA ZATMACBENZ 7 v — 7 VUIZAENCT DI, F5HE EXEC E— R TIRDOFIEZ FATL
F£9, ZOFIRIEETT,

Flig
ARV FEREET7IV3 Y B
RT w71 |enable ¥iME EXEC E— F&2 AT LET,
1 e NAU—RZANLET FERSh
=58 .
Device> enable
R w 72 | configureterminal Ja—_" ary7 4 ¥al— gy
51 T REMBLET,
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mac soEmnit [

ARV RFERFTIVaY =)

Device# configure terminal

A v 7 3 |authentication mac-move per mit FNRA ATMACKEIZ AN LET,

fi 7 7 4V ~iX deny T,

. ‘ o Tyva VAR Yy N =7 ==K

D:zi;iisonflg)# authentication mac-move| 7?0j§ 5f:77f/L’F CLI % access-session
mac-movedeny T9, & v 3 A

Xy NU—27 TMACEEIZ A X —7 )V

\Z 9 A 1Z1%. noaccess-session mac-move

Ja—) a7 4 FXal— g a

~ U REEHLUES,

mac-move D7 7 # /b MEiX, LA —

E— R (IBNS 1.0) &1 deny T,
C3PL =— K (IBNS2.0) OF&1

permit ¢,
25w 74 |end Ja—nR)L a7 4 ¥ a2l — g
i - T— RZf T L, FE EXEC £— FIZ
RO ET,

Device (config) # end

MAC 28D FERN1E

TR A EOFRGE~ 12—V ¥ kAR — R BRGE~Y 32—V ¥ BRR— s~ MAC %8 % #5)
235121, B9 EXEC E— FTIROFINEEZFEITLE T, ZOFIEIIEETT,

FE
AU REEETIV 3 Y B8
AT 71 |enable F5HE EXEC E— REAC L E T,
fi a7 NRFIRENTHNRAT— R
ATTLET,
Device# enable
R 72 |configureterminal Ja—r\ )L a7 4 FX¥alb—a
15'] : t— }\%{_}Eﬁﬁébi‘a—o
Device# configure terminal
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IEEE 802.1x K— F R—2ORFENFEE |

ARV RFERETIVa Y

B8

ATvT3

authentication mac-move
deny-uncontrolled

1

Device (config) # authentication mac-move
deny-uncontrolled

TN A EORBFEY R — T ¥ AR — bk
~O MAC B8 & #1- LE T,

Ty va VR Ry U —2 T MAC
BiEhZ Mah2 4 5 1iE, access-session
mac-move deny-uncontrolled 7" =2 — 3L
a7 4 FKal—ay avy REff
HALET,

ATv74

end
1 -

Device (config) # end

HebE EXEC B— RNICEY 7,

MAC ED A r— T )L

MAC BE#ZEM T 5 &, ARA MIAR— h EOFFERA 2B TE T,

A B =T x4 AL TMAC B A X —7 T DI21%, 5 EXEC £— R TIROFEA 3
TLEY, ZOFIEIEETT,

FIE

ARV RFERERTIVa Y

=)

ATy T

enable
1 -

Device> enable

it EXEC =— RZHIC L ET,
e RAT—REANLET (ERENh

%A

o

ATvT2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal—g
T—FzfnL£7,

ATvT3

interface interface-id

1 -

Devic (config) # interface
gigabitethernet2/0/2

RETLHR—FEHEL, A F—T =
A Aary7 4 F¥al—yaryE—R%
FA4E L £
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802IXTHOUT 4T DEE .

ARV RFEREET7TOVa Y Be
R 7 4 |authentication violation {protect |replace| { > % — 7 = 4 2 | C MAC @E#i% A

| restrict | shutdown} F—T AT DHITIE, replace F— U —

i REFEHLET, A— FBBEOE Y
varmilRL, BLWARRA FAEHL

Device (config-if)# authentication CREEABHME L £ 9,

violation replace
LOF—T — L, RO L D 72 HERED &
v ET,

e protect : AR— NI, AT L Ay

TV ERAERETIC. TH LAWY
MAC #4537y ha Fa vy
7LET,

s restrict : X /37 w hd CPU I
FoThkRry &N, VAT A Ay
U S E T,

« shutdown : A"— ~ik, FHIL 22\

MAC 7 RV A %&%{59 % & error
disabled (2700 F 9,

RTw 75 end A B —T e A AT 4 Fal—g
i - v E®— F&#T L, Fi# EXEC £— I
WCRY £,

Device (config-if) # end

802IX 7 HIOUT 4 VT DETE

N

SRIAXT HI T 4 T EFEH LT, AAAVAT AT IO T 4 v T A RX—TIT A L,
OXL DDV AT AV E— R AR NETHTT 4227 RADIUS — N CEETX
F9, V=N, T/ T4 T7728NRIxEyva T _NTHRETLELO LML ET,

GE)

Cisco I0S XE Everest 16.6.x CTlX, EHRAAA T WO T 4 T DT v 7T — MMIVHR—h
SNTWERA, AL vFiE, EPORHRT IO T o7 va—ReT7 o7 47—
NIZEFELERA, EMNRAAAT BT T 4 7 DT » 77— ME, CiscolOS XE Fuji 16.9.x
PBeD )V —ATHIHTE £,

RADIUS IZEHEMEDIKNUDP 7 v AR — bk 7o harzEf+57-0, xv U —27 Rk
NRIFTRWE, THATT 4T A=V RNEkbhbZ ERNDY £, RELZEEOT
BT 4 TEROFEESR, A1 v TF N RADIUS v —"\NET BT T 4 U TIREA
TV EZELRWEAE, ROA v E—UNERENET,

IEEE 802.1x /R— F R—X DRI DR E .



IEEE 802.1x K— F R—2ORFENFEE |
. 802X THI VT4 T DEE

Accounting message %s for session %$s failed to receive Accounting Response.

ZDAMy T AyE—URERISEESNRWEGE, ROA vt —VBRFERSNET,

00:09:55: SRADIUS-4-RADIUS DEAD: RADIUS server 172.20.246.201:1645,1646 is not responding.

\}

GE) vXr7oRth, Zik BOT v 7T —h Avk—U XA LARAZ U TREDTHTUT 4
/7 A2 HFITTDHEIIT, RADIUSH—ARERETHLENRH Y T, ZhOOMEL A
\Z9 5 121X,. RADIUS #—/3® [Network Configuration] % 7 @ [Update/Watchdog packets from
thlsAAAcllent] DrFX T A F—T M LET, KIZ, RADIUS #—/30 [System Configuration]
% 7 ® [CVS RADIUS Accounting] %4 ®r—7 /WIZ LET,

AAA N AL o FTA R =T NI o2, 8RIX T H T T 4 T HRET DL, Ktk
EXEC E— RCROFNEZFEITLET, ZOFIEIIMEETT,

FIE
AU RFEREERTIVa Y E]:3]

AT w7 1|enable FiME EXEC E— RZAMIC L E T,
i  NAU—=REANLET (ERSH

=5E) .

Device> enable

AT w 72 | configureterminal Ja—_ary7 4 ¥al— gy
15“ : :E‘b— ]\\‘%Eﬂﬁé\]\/iﬁ—o
Device# configure terminal

ATy 73 |interfaceinterface-id RETHR— b EREL, A7 —7 =
i - ARAary74F¥alb—varyE— %

Bt L £,

Device (config) # interface
gigabitethernet 1/0/3

2w 7 4 |aaaaccounting dot1x default start-stop | 4-=<C® RADIUS #— 3D U & k& ff
group radius AL T8RIXT AT o T A F—
- T LET,

Device (config-if) # aaa accounting dotlx
default start-stop group radius

. IEEE 802.1x R— F R—X DRI DR E



| IEEE8021x R— F R—Z DRI DHTE
s £miEF v o 0zz ]

ARV RFERIETY Va3 B#)
X 75 |aaa accounting system default start-stop | (1) Y AF A THI LT 4 T %
group radius A X =7 ML (T TDRADIUS H—
Bl - NOYARNEH) . A v FnYa—
REBEXIZVAT LT AT LT v
Device (config-if)# aaa accounting 7 )a— R ARV N Ave—T% 4R

system default start-stop group radius Liﬁ“
o

AFw 76 |end A H—T oA AL T (X2l — 7
1 - v E—REET L, ¥HE EXEC E— K
IZRY £,

Device (config-if)# end

802.1x FEFIRREF = v U DERTE

802.1x ¥EHIRFET = v 71X, TRTDAAL v F R —FD8NRIXT I/ T A ET 4 HE=F Y
7 L. S0IxEH R — R TR — MR INTWBT AL ZADOFEREFRLET, = O
EHEAL T, AL vF R— MIERINTND T /31 AM 802.1x ITXGTE 200 E 9 0EH
BITEET,

802.1x HEIREET = » 71, 802.1x THRETE LT RTHOR— M THATE 9, %EfkRE
F = v 71, dotlx force-unauthorized & L CRRE SN DA — FTIIEHATE EHA,

802.1x YEfHIRTETF = v /2 A A v F TA X — 7 NMICT HHEAITIT. ROFIEIZHE- TLEE
A

1R BHHEIIZ
WHIREETF = v 7 B2 AL v F TA F—T T DBE, ROTEBFEHEIIHE > T IEEW,
o HERIRBET = » 7138, 802.1X N AA v T TA X—T /M ENBENFEH S NET,

e X —T A AEFRTHETIT dotlx test eapol-capable ###E EXEC =~ R&EHT 5
L AA T AF v I DT RTOR— IR T A FEINFET,

- dot1x test eapol-capable =~ > K% 802.1x kDR — FTREL, U I NT v Il b
&L A= MEL B02IXIZKIET DM E I, Bl FA T F T/ 2 —2FATLET,
I IA T v MDAy MUK T D &L 802Ax %N TT, 7 FA TV ERZA LT D
MRFINIZISE T 5 & Syslog A v BE—UNAERRSNET, 7 74T bR 7 =) —ITRE
L7eWGA. 7747 2 ME802IXxKETIEH Y £H A, Syslog A vE— VI3 AEREIE
A,

s WEIREET = » 713, BEDFR A b (72 & 21E, P Phone |28t S5 PC) =4 H AR—
MIIFETEE T, Syslog A v E—I1F, A ~v—RENICHEIKET = » 7 128K T 5
KA T MTAERSNET,

IEEE 802.1x ;R— FR— X DT DEE .
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B =17 raous y—moEEORE

FIE
ARV RFEEETIVa Y B#J
AT w71 |enable it EXEC E— RZAMIC L ET,
fi e NAT—REANLET (ERSh
=5mE) .
Device> enable
A5 7 2| dotlx test eapol-capable[ interface AA o F -G 802.1x HElARAET = v &
interface-id] BAX—T M LET,
i - (IT:%) interface-id T, IEEE 802.1x
Device# dotlx test eapol-capable @@ﬁ%ﬁ?%{—l % y—g—‘éyj—f_ k %:PEIQE
interface gigabitethernetl/0/13
DOTlX_PORT_EAPOL_CAPABLE :DOT1X: MAC L’ i j‘o
00-01-02-4b-fl-a3 on . o - N .
gigabitethernetl1/0/13 is EAPOL GE) A7 a o interface ¥ —
capable U— f\ff%\% Lf:%/ﬁ\\ A
AYTFOTXTOA L H—
Tz AANT A MINET,
R w 7 3| configureterminal Jua—N)ary7 4 Xal—gy
Bl T— FEMBLET,
Device# configure terminal
AT 7 4 | dotlx test timeout timeout (fE) EAPOL )& DRI %
Bl HA DT Y NERELET, R~
65535FCY, T 7 A MEL10MTY,
Device (config) # dotlx test timeout 54
AT w75 |end Ja—LarZ 4 X¥al— gy
i - F— FEHT L, Kb EXEC £— R
E V) \i—g_()
Device (config) # end

AA v F & RADIUS H—/\EDBIEDEHTE

RADIUS = 3D/ F A —H BB ET DHIIE, ROTFIEEZEITLET,
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FIE

24 v 7 & RaDUS 4 — R EE0EE [

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T=— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58 .

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATvT3

ip radius source-interface vian vian
interface number

1

Device (config) # ip radius
source-interface vlan 80

RADIUS /7w b2, FRESHTZA v~
H—=T 2 A ADIPT RLAZET LD
WCHRELET,

ATv74

radiusserver server name

1

Device (config) # radius server rsim
address ipv4 172.16.0.1

(&) RADIUS — D IP 7 KL &
FHEELET,

ATv 75

address {ipv4 | ipv6} ip address
fi

Device (config-radius-server) # address
ipv4 10.0.1.2 auth-port 1550 acct-port|
1560

RADIUS — "D IP 7 L A& HTEL
F7,

ATvT6

key string
fA

Device (config-radius-server) # key
radl23

({£&) RADIUS ¥— " FCENMET S
RADIUS 7 —F > & A A F DR T H
T AR LU S —2HBELET,

ATy T1

exit
1

Device (config-radius-server) # exit

RADIUS —_E— REH&KTLT, 7
g—/Nb a7 4 FXalb— gy E—
N&BtE L ET,

IEEE 802.1x /R— F R—X DRI DR E .



B szamsoz:

IEEE 802.1x K— FR—RDBIENHE |

ARV RFERETIVa Y

B8

radius-server dead-criteriatriesnum-tries

1

Device (config) # radius-server
dead-criteria tries 30

RADIUS #—/3{ C‘%Eé?ﬂf:)‘ v—y
ANDIBEDN TN DY —303FF
TIT 4T ThDHERRTETORER
BafiE LET, & TE 5 numtries
OFFAIL 1 ~ 100 TY,

a/lc, 2

end

1

Device (config) # end

Jua—n) a7 4 Xab—g v
ET— R&HT L. FHE EXEC E— RIC
RO ET,

ATv78
ATv79
BERIR#MDERTE

N— DGR A T — B

D DR,

EbTEET,

\}

TNA ZAPRAET 0 A HHT 2R ELELT 5 2

GE)

ZDawy ROF 7V Ml Vo7 OEEENMET LS
OGREEY — _OEEICHEN D DB A2 L. BE 7RI

fRoTERELTIEEN,

B BEDITAT B L
XTI EIT O MLENH DHERIC

FEREE A AR ET HITIE. HiHE EXEC E— R TROFIEEZ FEIT L £,

B

FIE

ZOFIRIFEET

ARV RFERETIVa Y

E:)

&M

enable
1 -

Device> enable

ke EXEC E— N2 BT L ET,

e NMRAT—REAHLET (FEksh
=58

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—rg
— &P L ET,

. IEEE 802.1x R— F R—X DRI DR E



| IEEE8021x R— F R—Z DRI DHTE
w2 rvuaoiz [

AT RFEEE7IVa Y B
R v 7 3 |interfaceinterface-id WETDHR—bMEEEL, AV ¥—T=x
151 - A AayT4Fa2l—varyE—R%
BB L £9,

Device# interface gigabitethernet2/0/1

R T 7 4 | switchport mode access RADIUS $— & FHIZERE L5 A
% - Ry, N—F &7 7EAXE— FIHRE
LET,
Device (config-if) # switchport mode
access
R T w 75 | dotlx max-req count R R NMETFR] R T — NMIED BT,
%l - TN ANFEIET 1 A BB A EH

ERELET, IBETE ST~
Device (config-if)# dotlx max-req 4 10 T3, F 7L L2 <9,

A7v 76 |end Ao B =Tz A2T 4 Fal—3
{5 v E—RE/&T L, ¥7HE EXEC E— 1
2R Y £,

Device (config-if)# end

5 X VLAN D& E

H—/37% EAP Request/Identity 7 L — Ak DISE %5 LaWE ., 7 A N VLAN 2 E
T5HE, 802.1x KL T72WT T4 7 > MIF A b VLAN IZHLE SV E T, 802.1x Xt/ Th -
TH, BRECRR L2 AT ME, Ry U= ~DOT 7B ARHFRI SNERA, A1 v
Fix, YT NVHERANE—REFEIYALFHRA N E— R THFAFVLAN Z VR — K LFET,

2~ VLAN Z 3R ET HI21%. B EXEC E— R TCROFIEZ ET L ET, ZOFIHIXMEE

VC“?‘O
Fg
AU RFERET7TIV3 Y B#J
AT w1 |enable Kb EXEC T— RE2ADMC L ET,
f1 e NAT—REANLET (FERSh
7=5%8) .
Device> enable

IEEE 802.1x ;R— FR— X DT DEE .



B seesvanozs

IEEE 802.1x K— F R—2ORFENFEE |

IV N3 i F A7 B8
R 72 |configureterminal Ja—r)ar7 4 ¥al—i gy
51 T REMBLET,

Device# configure terminal

R T w 7 3 |interfaceinterface-id WETAR—MEEEL, A X —T =
i - A A Ay 7 4Fal—aryET—FK%
BAtR L E 9,

Device (config) # interface
gigabitethernet 2/0/2

A v 7 4 |dotlx port-control auto AR— kTD 802.1x FREEZ A X — T /LT
15“ : L/\iﬁ—o

Device (config-if)# dotlx port-control
auto

R 77§ |authentication event no-response action |7 7 5 ¢ 7 VLAN % 802.1x & A h
authorize vian vian-id VLAN & LCHE L ET, HiETE 5
f PHIX 1 ~ 4094 T,

WH# VLAN (V—T7T v RaAR— ) |
RSPAN VLAN, #7 VLAN Z[R< & b
WAHT 7T 47 VLAN % 802.1x 7" A bk
VLAN & L TRRETE £,

Device (config-if) # authentication event]
no-response action authorize vlan 2

ATy 76 |end Ao B —T A AT 4 Fal— 3
1 VE— REKT L, FHEEXEC E—F
IR £,

Device (config-if)# end

HllBR 1+ = VLAN D E%TE

T NA ZHIBRAT & VLAN 3% €9 5 &, it — "0 EF e —4 L XA U — R&%Z(E
LR o 72854, 1EEE 802.1x ¥EHLD 7 Z 4 7 > R MR & VLAN ICBEI L £, T /34 &
X, VU NVERA FE— R TOARFIRFFE VLAN Z#4%R—F LET,

HIBRAT & VLAN Z 3% E T 5121, FitE EXEC E— R CROFIAZETLE T, ZOFIRILT
ETT,

. IEEE 802.1x R— F R—X DRI DR E



| IEEE8021x R— F R—Z DRI DHTE
#IRA = viaN oz TEsngE [

Flig
ARV RFEEETIVa Y Br
AT w71 |enable e EXEC E— RE AT L £,
1 - e NATU—KREASNLET FERkEh
%) .
Device> enable
R T 72 | configureterminal Jsa—\ )L a7 4 ¥z lb—3a
15“ : £— F‘%B—'ﬁﬁé\biﬁ‘o
Device# configure terminal
R T 7 3 |interface interface-id METAR— NEEEL, A X —T =
151 - A AT 4Fa2lb—varyE—R%
BItE L £,
Device (config) # interface
gigabitethernet 2/0/2
R 7 4 |authentication port-control auto R— N TO 802.1x IEE A F—T T

1 LET.

Device (config-if)# authentication
port-control auto

2 Fw 7§ |authentication event fail action authorize| 7 7 5 ¢ 7" VLAN % 802.1x | [E4) =
vlan vian-id VLAN & LCTHRELE T, BETE H#
f5l BHIX 1 ~ 4094 T,

NZ VLAN (b—F v R R— ) |
RSPAN VLAN F 7213 & * VLAN %R

. EEDOT 77 47 VLAN % 802.1x
?EIJBE VLAN & L CRRETE T,

Device (config-if) # authentication event]
fail action authorize vlan 2

AT v 76 |end Ao B —T e ALy T 4 Fal— g
1 vV E— RERKT L, K EXEC E— K
7)%@35‘@‘0

Device (config-if) # end

HIBR T = VLAN D EERER TR D EXE

2 —HFIZHIBRAT & VLAN 2% 0 4T 5Hi1IZ, authentication event fail retry retry count f > % —
TrxARAAr7 4 F¥alb—varavy R LT, BaEfTEEZ & RICRETEET,
FRETELRITEEIZ 1 ~3 T, 774/ ME3ENCRES N TVET,
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IEEE 802.1x K— F R—2ORFENFEE |
B e van ozEsrERORE
FRRERA TR A e KICER E T H12iE,. FiMEEXECE— R TROFIEZFEITLET, ZOFIEIX
fEE T,
FlE

ARV RFERFTIaY

=)

ATy T

enable
51 -

Device> enable

¥itE EXEC E— RE A LET,

e NMAT—KREZAHLET ERXN
=548 .

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—g
T— F&ERHEBLET,

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernet 2/0/3

RETDHR—FEEEL, A7 —T =
A A2 a7 4 F¥al—rgry ET— %
BAtE L £,

ATvT4

authentication port-control auto

1

Device (config-if)# authentication
port-control auto

A— hTO 802.1x #ilEZ A F— 7 /LIT

LET,

ATvTh

authentication event fail action authorize
vlan vian-id

1

Device (config-if) # authentication event]
fail action authorize vlan 8

7 7 47 VLAN % 802.1x ffil[Rf] =
VLAN G LTHELET, HHETX 54
BHIZ 1 ~ 4094 T,

N VLAN (L—F v R AR— 1) |
RSPAN VLAN % 72137 VLAN % (R
X, fEEDOT 77 47 VLAN % 802.1x
MR VLAN & L CiRETE £,

ATvT6

authentication event fail retry retry count

1

Device (config-if) # authentication event]
fail retry 2

T R SEREF L VLAN IZB4T T 5 F
DGR T 2T L £,

. IEEE 802.1x R— F R—X DRI DR E



| IEEE8021x R— F R—Z DRI DHTE
5T 4 HILVEE VIAN £EF L 1= 802.0x 7 7 £ 2 FaeBiE 1 205z [

ARV RFERERTI VA Y B8
AFwF7|end Ao B —T o f AT K2l — 7
i v E— REKT L, FiHE EXEC E— R
IR £,

Device (config-if)# end

)T 4HILBFEVLAN Z{FHL1-8021x 7 U L AAFEEFRSE/ N1 /V R
DEF

A= NP7 VT 4 IV ER VLAN 23R E L. 77t ARRERIENA R RAEREE A 32— T LT
T A%, HHE EXEC £— R TROFIEEZFEITLE T,

FIg
AV RFEREETO3 Y B

RTwvF1 |enable M EXEC E— R&2ANCLE T,
i - e NMAT—REANLET (HRX

NIZEE) .

Device> enable

RFwJ2 |configureterminal JTa— ) ary7 4 Xal—3a
Bl T NEMBLET,
Device# configure terminal

RFw 73 |aaanew-model AAA A F—T M LET,

1 -

Device (config) # aaa new-model

R w74 |radiusserver dead-criteria{timeseconds| RADIUS H— 23 AR A F 72134
} [tries number] v (k) ERARENDLSEEEREL
i - =7,

etime: 1~ 1208, AA v FIE,
7 /L D secondsfii & 10 ~ 60
O CTEIMICIRE L ET,

« number : 1 ~ 100 ORITEEL, =
AyFIE, T7HNV D
triesnumber % 10 ~ 100 OE THY
ICIRE L E T,

Device (config) # radius-server
dead-criteria time 20 tries 10

IEEE 802.1x ;R— FR— X DT DEE .



IEEE 802.1x K— F R—2ORFENFEE |
B 7 u7hLEs VAN £ L1 8021x 7 2 £ A REERIE A1 SR ORE
ARV RERETI3 Y EL:Y
AFw 75 |radius-serverdeadtimesy (f£7&) RADIUS — NZER N
bl SHARWIHERELET, HETE
' Y il ONJMO\(M&W% T,
Device (config) # radius-server deadtime| 5fj7;*/L'Ff Tfjfo
60
A7y 76 |radiusserver server name (f-&) RADIUS ¥ —/"DIPT KL A
15“ : %?Ei L/i‘a_o
Device (config) # radius server rsim
address ipv4 124.2.2.12
RFw 77 |address{ipv4|ipv6} ipaddressauth-port | RADIUS #— "D IP7 RL A& W/E L
port_number acct-port port_number F
1 -
Device (config-radius-server) # address
ipv4 10.0.1.2 auth-port 1550
acct-port 1560
ATy T8 |keystring ({£#) RADIUS #— EC#EifEd 5%
i - RADIUS 7—% > & A A v F O] T
MT2RFERB L O S —2fHE L E
Device (config-radius-server) # key 7ro
radl23
ATy 9 |exit RADIUS #—/_"E— RZKRT LT, 7
B - o— )L ary 7 4 Fal—T g E—
R%BHtE L £,
Device (config-radius-server) # exit
X w710 |dotlx critical {eapol | recovery delay UEE) 77 B ARBEFIENA X2 D

milliseconds}

1 -

Device (config)# dotlx critical eapol

Device (config) # dotlx critical
recovery delay 2000

. IEEE 802.1x R— F R—X DRI DR E

INTGA—BEBELET,

ceapol : AA vFBI VT 4TV
RN— M EFICRAET 2 &, X
A > F I EAPOL ilKEh A v & —
BEETHLOICHEELET,

« recovery delaymilliseconds : i i C
E 72UV RADIUS — "Ml i T &
LEITRoTe LTI, AL T
WT VT 4 VR — N & FEIEE
I 5 7o OIS 2 118 3 SE 11 R



| 1EEE802.1x H— F R— X DREF DK
5 1) F 4 HILER VLAN £ER LT 8021x 7 2 £ 2 FaeRil 1 Sz o%E ]

ARV RFERETI Y S

i E LET, FEETE D%
1 ~10000 X VFTH, 774V
ME1000 2 VBT (R— Mdf
BEMecEET)

Z2TFw 711 |interfaceinterface-id METAR— REEEL, £ X —
i - Tz AT 4 FXal—grF—
NZBia L ET,

Device (config) # interface
gigabitethernet 1/0/1

R Fw 712 |authentication event server dead action | — 6 DF—T— KA L T,
{authorize | reinitialize} vlan vian-id] RADIUS H— S8 BB AR RE /048417
11 - R—FTHRANEBEILET,

fcomfio ity s authenticat s authorize : FBFEL L H &3 25H L
Device (config-i authentication NSO _
event server dead action WIRA B %:L%‘H‘?E/tﬁﬁ)ﬁ Ui A
reinitialicze vlan 20 1)V VLAN IZEE) L £ 9,

« renitialize : "— F DT TOFFFA]

BHHRA NE2—TREDT )
F 4 F)V VLAN IZB#E L E7,

Z 5w 713 |switchport voicevlan vian-id RN—hOBEFVLAN ZHEE L £3, &
Bl - 7 VLAN [ZAT » 7 6 TRIESNIZ7

V7 4 B —H%VLAN & [E CIZIET

Device (config-if)# switchport voice %fjfff/uo
vlan

Z 5w 714 |authentication event server dead action | RADIUS H— N E|EEREE/ R B A

authorize voice K= DOF—X N5 T 4 v T BEH
Bl - VLAN IZBE T D702, 7 VT 40

JLE VLAN R E L E T,
Device (config-if)# authentication

event server dead action
authorize voice

AT v 715 |end A B —TxA A AT 4 X2l —
51 Talr '— REKT L. R EXEC
T— RIZRED £7,

Device (config-if)# end

T w716 |show authentication interfaceinterface-id| (1) XEEMER LT,
i :
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B Wake-on-LAN %8R L 1= 802.1x BEEDBE

IEEE 802.1x /R— F AN— X DRI DX

ARV FFEREETIVa Yy

S

interface gigabitethernet 1/0/1

Device (config-if) # show authentication|

1

RADIUS #— 3D 5 7 # /L bR EIZETI21%. noradius-server dead-criteria. no
radius-server deadtime, B L U noradiussarver 72— )L a7 4 X2 b— g

avy Rz LES, 77 AR

mqu/\/])/\X%T/I"{Z 7l ‘?‘6 I£. no

authentication event server dead action f > #—7 = A A a7 4 Falb— g a~<
YREFEHLET, 7V T4 WNAVERVLANEZT 4B —7/MZ3 51203, authentication
event server dead action authorizevoice f > % —7 A XA a7 4 Fa2l— a2
~U REEHLET,

Wake-on-LAN Z{&H L 7= 802.1x F2EL D& TE

wake-on-LAN (WoL) % L 7= 802.1x 38:E & A 402+ 5 12iE. KiME EXEC & — KTk TIE
FETFLET. COFREEETT,

FIE

ARV KRFERERETYVa Y

=)

ATy T

enable
51 -

Device> enable

¥ EXEC E— FEARINC L £,

e NMATU—REANLET FRSN
=568) .

ATy T2

configureterminal

1

Device# configure terminal

Ja— ) a4 Fal— gy
£ — F%%ﬁﬁébi—g«o

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernet2/0/3

RETDHR—MEFEEL, AV ¥—Tx
AR AL T4 Fal—T gy F— K%
Bt L 7,

ATvT4

authentication control-direction {both |
in}

1 -

. IEEE 802.1x R— F R—X DRI DR E
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MAC F25E/ 31 /SR DELTE .

AU RFERETOVa Y

B8

Device (config-if)# authentication
control-direction both

im
Ciax kB

L TR — b &5 E 7T BT
LET,

« both : —F%?Xﬁl“] IRELE
To A—=HMI, SAMINT Y b
EZETEEEAL, 774NV T
X, A— MIBI7HTT,

cin: R— FEBEGMICRELET,

A= ME, mA My b EEE
TEETH, ZEEXTEEEA,

ATvTh

end

1 -

Device (config-if)# end

AR =T AT 4 Fal—7
v E— REKT L, FHE EXEC E— F
IR £,

ATvT6

show authentication sessionsinterface
interface-id

1

Device# show authentication sessions
interface gigabitethernet2/0/3

A H—T 2 A ADOBAEDFEFE~ 1 —
TrxlyvaAlEITAEREE R LE
ﬂ—o

MAC :2:E/ N1 /XA D

=L

axX A&

MAC FRRENA N A% A X —T )IZT HITIE, FjbE EXEC E— RTIROFIAZFEITLES, =
O FNEIFAEE T,

FIE

ARV KRFERRETY VY

=)

ATy T

enable
1 -

Device> enable

it EXEC E— FE Az LET,

« RAT—REANLET (FREh
=58) .

ATv T2

configureterminal

1

Device# configure terminal

Jua—N)L a7 4 FXalb— g
E— FERBLET,

IEEE 802.1x /R— F R—X DRI DR E .



IEEE 802.1x K— F R—2ORFENFEE |
B ooy 5izruEa—vavome

AT REEE7IVa Y B
R v 7 3 |interfaceinterface-id WETDHR—PMEEEL, AV ¥—T=x
151 - A AayT4Fa2l—varyE—R%
BB L E9,

Device (config) # interface
gigabitethernet 2/0/1

R 7 4 |authentication port-control auto A— FTO 802.1x FiTF % A F— T LT
1 - LEd,

Device (config-if)# authentication
port-control auto

AT 75 |mab [eap] MAC FBRENA NRA %A X —T I L E
1 ke
. o (ER) eap¥—VU—FR&EEHALT, #F
Device (config-if) # mab A FHIZ EAP %f’ffﬁﬁ’(?—_’f %I 5 &:5_\\/{/])
AERELET,
ATw 76 |end A B —T o f AT X2l — 7
Bl - v EB— FE/R&T L, FHE EXEC E— K
2R 9,

Device (config-if)# end

802Ix 1—H T4 RAMYEA— 3 VDERTE

VLAN 7V —7 % EL T, VLANZZD IV —T 12~ v B 74 51201%, BHEEXECE— K
TIROFNEEFITLET,

Flig
ARV FERET7IVa Y B
AT 71 |enable FiHE EXEC £ — REHMNC L E T,
fAi e MAU—REZ AN LET (FERkSh
%8 .
Device> enable
R 72 |configureterminal Ja—r L ary 7 4 Xal—g
51 T AL ET,
Device# configure terminal

. IEEE 802.1x R— F R—X DRI DR E



| IEEE8021x R— F R—Z DRI DHTE
NAC L+ v 2821x giE0EE [}

AU RFERETOVa Y =)

R 7y 7 3 | vlan group vian-group-name vian-list VLAN 7 L—7 %3 E L, H—DVLAN
vian-list %7213 VLAN O % 2 0 7 L — 7|2
1 - ~y BT LET,

Device (config) # vlan group eng-dept
vlan-list 10

R v 7 4 |novlan group vian-group-namevlan-liss |VLAN 7L —7 a7 ¥ a2l —3 3
vian-list V(71X VLAN Z—F a7 4 X
Lk L—Ya v OEFRE7 VT LET,

Device (config)# no vlan group eng-dept]
vlan-list 10

ATy 75| end Ja—sYLar7 4 Xal—ay
i - T— RZf T L, FE EXEC £— FIZ
RO £,

Device (config) # end

NAC L - 7 2802.1x #2EE DX E

NAC LA ¥ 2802.1x MFEEZ & E TE £9. Ziud, RADIUS J— S &l L 72 802.1x REilk &
LI ETS

NAC LA ¥ 2802.1x MFEZFXET HITiX. Kb EXEC E— N CIROFIEZFETLET, ZD
FIEXMEE T,

FE
AU REEETIV 3 Y B
AT 71 |enable HHE EXEC £— RZ AW L £,
{5 « MAU—REZ AN LET (FERkSh
758 o
Device> enable
R 72 |configureterminal ra—N)ary7 4 Xalb— gy
%l - T— REHBELET,
Device# configure terminal

IEEE 802.1x ;R— FR— X DT DEE .
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_;L-l-|

IEEE 802.1x 'R— FRN— X DR D HXTE

ARV RFERETIVa Y

B8

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernet2/0/3

BETHR—FNEREL, /¥ —T =
A A ary 7 4 F¥al—aryFT—FR%
BE L £,

ATvT4

switchport mode access

1

Device (config-if) # switchport mode
access

RADIUS Y — &R E LIZHAICRY |
N—hrET 7 ERAET— b:&ﬁbi#

ATy TH

authentication event no-response action
authorize vlan vian-id

1

Device (config-if) # authentication event]
no-response action authorize vlan 8

7 7 47 VLAN % 802.1x 7" A k
VLAN & LTHELET, HETX 524
BHIZ 1 ~ 4094 T,

NI VLAN (L—F v R R A—R) |
RSPAN VLAN, &7 VLAN #[&< H 5
W5BHT 7T 47 VLAN % 802.1x 7 A k
VLAN & L CRETEET,

ATvT6

authentication periodic

1

Device (config-if)# authentication
periodic

7747 I\O)nzﬁ;ﬁﬁﬁiﬁﬁnuuﬁ%/l'ﬁ\
TN LET, T 74N NTIET 4 B—
TIVZETEENTWET,

ZAxX RE

ATy T17

authentication timer reauthenticate

1

Device (config-if) # authentication timer
reauthenticate

7 74T MY 5 HREREOAIT 2 &
ELEY (1 FEfL

ZDa<wy RINAAL v FOEHEIC RS
H.25001%, EMOETEGERA r—T v
ICERE S IVTCWAEETT T,

Bt~

\—FIX/E) o

ATvT8

end

1

Device (config-if) # end

AR —T A ARAAL T 4 Fal— 3
VE— RERKT L, K EXEC E— K

ATvT9

show authentication sessionsinter face
interface-id

1 -

Device# show authentication sessions

. IEEE 802.1x R— F R—X DRI DR E
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NEAT £ L1=A—t o T 1 5—4 24 vF0EE ||

AU RFERETOVa Y

B8

interface gigabitethernet2/0/3

NEAT % {& Lf:#—t T AT—3 AL YTFDETE

\}

BRETHITIE, VAV T 7u—Ey MO1IOOARL vy TFREFU B b L
a&ﬁéézh A=t T 4= AL vy FITER SN TODLERH Y 7,

¢:3) -GW&tiN&ﬂtyVaVﬁ???%fﬁk%ﬁ?%yﬁ—F%ﬁ@%bf?%*y
AT 5B, A=t T A =8 A v TF A =T =2 AORELIIRIIIC T

Ty ITTAILICZE ST, T/ EBEAE—

* Ccisco-av-pairs

RIZE LT HHLERDH Y 7,
1Z. ISE T devicetraffic-classsswitch & L TERES N TWALERH Y £,

ZHICEY BT U B PR EFICERESNTZBE TR I 7 LT, U F =T = A ZRER
ESINET,

AA v Frd— T 4 —HITRETD

FIE

21X, $BHEEXECE— FTKRDOFIEEZEITLET,

ARV KRFERERETY VY

B8

ATy T1

enable
51 -

Device> enable

it EXEC E— FE Az LET,

e NRAT—FREANLET FEREh
=%68)

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Falb—g v
£ — ]\‘%Eﬁﬁébi—g—o

ATvT3

cisp enable
fi

Device (config) # cisp enable

CISP %# A %—7 NI LET,

ATvT4

interface interface-id

1

Device (config) # interface

RETDHHR—FZHEL, A F—T =
A A a7 4Fal—var ®T—Fa
Bt L £

IEEE 802.1x /R— F R—X DRI DR E .



IEEE 802.1x K— FR—RDBIENHE |
B v zgmLEyTUn g v FORE

ARV RFERFTIVaY =)

gigabitethernet 2/0/1

Z 5w 75 | switchport mode access R— hE— % access [T E L E T,
fi

Device (config-if) # switchport mode
access

A w 7 6 | authentication port-control auto A— FEREEE— RAxauto IZHE L E T,
1 -

Device (config-if)# authentication
port-control auto

2w 77 |dotlx pae authenticator A BF—=T A RA%R—KT 7R
i - Y7474 (PAE) A=k T 47 —4
ELTRELET,

Device (config-if)# dotlx pae

authenticator
R T 7 8| spanning-tree portfast H—U—r 25—y g vERiE—n
i - ICHEE S NT= T 7 A R— b LT Port

Fast # 14 X —7 VI LET,

Device (config-if) # spanning-tree
portfast trunk

AFw 79 |end A B —T o f AT X2l — 7
11 v E—REET L, $7HE EXEC E— R
2R £,

Device (config-if)# end

NEAT ZFERA L= TV A b RA4 Yy FDEFE

AA T YU I MIRET HITIE. B EXEC E— FTROFINEEZFEIT L E T,

FIig
ATV RFEREETIVa Y B
RTwvF1 |enable it EXEC E— RZ AL ET,
i e MATU—R&Z AN LET (EkS
neHa)

. IEEE 802.1x R— F R—X DRI DR E
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NEAT £ LS TU Ak 21 vF0EE [

ARV RFERETI Y S

Device> enable

R w 2 |configureterminal rTa—)ary7 4 Xal—3a
15'] : £— F%Fﬂ‘ﬁﬁﬁbiﬁ—o

Device# configure terminal

AT w73 |cispenable CISP # A % —7 WMIZ LET,
1 -

Device (config) # cisp enable

A5 w74 |dotlx credentials profile 802.Ix 7/ LT iy Ta T s AN
Bl - B LET. ZAud, ¥ 70 b
L TREIND AN— MIHEERT 502

Device (config) # dotlx credentials test ﬁ§35 D 357ro

5w F5 |username suppswitch Z—PHEIER L ET,
K

Device (config) # username suppswitch

ATy 76 password password HL W —H LD AT — REER L
51 E R

Device (config) # password myswitch

ATFvT1T dot1x supplicant force-multicast I=F v A MEITVLTF X A RN
R Ty FOWTNNEZE LIZEAICA
A FITHREINZ~ L FF ¥ A K
Device (config) # dotlx supplicant EAPOL 7217 %%’f%éﬁiﬁ—o

force-multicast

ZIUZ LY, NEAT N T _TDOHEA K
F—RTOYTY A F AL T TH
HBTELE21Cb0 £,

2T w758 |interfaceinterface-id WETHR—FEEEL, A ¥ —
4 - TxAf AT 4FXa2lb— g FT—
FaBRs L £,

Device (config)# interface
gigabitethernetl/0/1

IEEE 802.1x ;R— FR— X DT DEE .



B 5o o—FafEACLEETY £ 4 LY b URL £6R LT 8021x BEEDBE

IEEE 802.1x K— FR—RDBIENHE |

ARV RFEREFT7TIVa Y

S

ATvT9

switchport trunk encapsulation dotlq

1 :

Device (config-if)# switchport trunk
encapsulation dotlg

W b N T2y B RICRE
¥

L%

ATv 710

switchport modetrunk

1 -

Device (config-if) # switchport mode
trunk

A2 —T A A% VLAN hF 7
AR—hrELTHRELET,

ATvIN

dot1x pae supplicant

1 -

Device (config-if) # dotlx pae
supplicant

ABE—T A A R—"NTI7EAT
7474 (PAE) 7V hEL
TRELET,

ATvT12

dot1x credentials profile-name

51

Device (config-if)# dotlx credentials
test

802.Ix /LTy u Tl r A%
A B =T = A AT ET,

ATy 713

end

51

Device (config-if)# end

A B —T A AALT 4 Fal—
Taly '— REKT L. R EXEC
— RIZED £,

A)oO0—KRA[EACLB LU S A4 LY b URL #{EF L - 802.1x

"

ax ;&
A\

m»nIE

G¥)
B

Ay FICF T a— T 571, ¥V rra— RAfgZ ACL 2 ACS C

WET DMENDH Y *

A— K TOFRE, showip accesslist ### EXEC =2~ K&l LT,

L7z ACL #FE R C& 7,

. IEEE 802.1x R— F R—X DRI DR E
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| 1EEE802.1x K—

FR—ZDFZEEDEHE

\}

gvon—ragenacloze I

GE)

show ip access-listsinterface =~ > RO /J1Zi%, dACL 7 4 /L% ID X° ACL 7 4 /L Z 1D |d#
TRENETA, ZHUE, WEA VX —T oA ATIE R, FRiEL v a v DO~ ILF RAL
FRFEIZ K o TYERR S LT ARARAR — MZ ACL 23 #fe S5 72T, dACL 7 /L% ID X ACL
7 4 VX ID%EFRT 521, show ip accesslists access-list-name ==~ > K& H L 97,

Ay 00— KFA[EE%: ACL DERTE

INHORY =X, 7IA T RIS, 7 TIA T FIPT RLARIP TN A |
FoX T T =T GEBMENTZRTEDNCR Y T, TO®RAL v T NRNF T a— Ra[Rg7s
ACL ZAR— MZ#EH L ET,

¥#E EXEC £— R CIRDOFIEEZFEITLET,

4R8O HREIIC

SISER—ZADTNA AT vFo 7L, 802 IxFBIEERTET DO DRSS T, T/31 A
FNooX 7% 70T LERITTFEHTHANICIL TS Z EEMRLET, FEIC OV T,
[AF R—ZAD T v X TOERE] ODEEZSRLTIEIN,

FIE
ARV RFERETIVa Y =[]
AT w7 1|enable FeHE EXEC £— REHIC LET,
il -  NAU—=REANLET (BERSH
=5 .
Device> enable
R w 72 | configureterminal Jua—\) a7 4X¥al—3gy
5l - T REBHLET
Device# configure terminal
R T 7 3| aaanew-model AAA A X —T I LET,

1

Device (config) # aaa new-model

X 7 4 |aaaauthorization network default local | #Fa]d HiEdEn — A VIR ELET, &
group radius Al 5 & HIBRT 5121, noaaa

# - authorization network default local group
radius 2~ > RZ&Z[EH L £,

Device (config) # aaa authorization

IEEE 802.1x /R— F R—X DRI DR E .



IEEE 802.1x K— F R—2ORFENFEE |
B 7o o—rgRUs—ozE

ARV RFERFTIVaY =)

network default local group radius

AT 75 |radius-server vsa send authentication RADIUS VSA #ERGEZ R E L £ 7,

1 -
Device (config) # radius-server vsa send
authentication
AT v 7 6 |interfaceinterface-id RETHR—FEHEL, A7 —T =
i - A A a7 4Fa2l—ary F—R%E
BAtG L £,
Device (config) # interface
gigabitethernet2/0/4
25 v 71 |ip access-group ack-idin K KOAN DT 7 4 | ACL %
15“ : %LH/:E—’ Liﬁ‘o
GE)  ad-idiZ7 7R URX D4
Device (config-if)# ip access-group RN . [
default_acl in HUESSIES i S-ey I
RTwv 78 |end A H—T 2 f AT 4 Fal— g
i - v B RERT L, f5H EXEC £— K
WZRY £,

Device (config-if)# end

Aooa— KR SO—DERTE

1R8O DRI

SISFR—ZDF /A A T v 7%, 802IxBAELRIET 212D ORHREMTT, 731 X
N oX TR u T AEIITFEITANICL TWD Z EEMRLET,

FIE
AU RFEREETIVaY B#Y

AFw 71 |enable FrHE EXEC E— FEA L E T
i - e NAT—RaE AN LET (BRS

N8558 .

Device> enable

I 'EEE802.1x R— FR—ZX DRIEDHE
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govn—rkys—onze 1

ARV RFEEIETIa Y B
RFw 72 |configureterminal ra— ) ar7Z 4 ¥al—ar
- T FEMBLET,

Device# configure terminal

A5 w73 |accesslist accesslist-number { deny | F 74k AR—RMACLEZEFEL £,

permit } { hostname | any | host } log
access-list-number (21X, 1~ 99 F7=i%

K 1300 ~ 1999 0 10 %k & 4518 L 7,
Device (config) # access-list 1 deny R o
any log FHENR—H LB EICT VB AZER

T OGO ITdeny ZHEE L., #9258
Al permit ZFEEL 7,

source I, DL H 307w hEXEE
5%y bU—7 F7213FR R FOEE
LT R AT,

« hogtname : K> hMF& 10#EE£FIC
X532ty FEDIHE,

* any : source 33 X U source-wildcard
D 0.0.0.0 255.255.255.255 DAEE
EaEWwT 5% —Y— K any,
source-wildcard i &z A )4~ % WL
TH EHE A,

* host : source ¥ & (N source-wildcard
DA source 0.0.0.0 DEWEIE & &bk
4% % —TU — K host,

(fF-7) source-wildcard ¥ k Z2{E
7 KU AIZHEA LET,

(fEE) mZ7& LT, = bV &
BT Ly MCHET SRl E ¥
TAye—VEkary—VIEELE
—640

25w 74 |interfaceinterface-id oW T R AT g Fa —
51 vary E'—REHRBLET,

Device (config) # interface
gigabitethernet 2/0/2

25w 75 |ipaccessgroup acl-idin W= MDA FHMDT 7 /v ~ ACL %
1;“ . %&‘ﬁi—’bi—g—o

IEEE 802.1x ;R— FR— X DT DEE .
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_;L-l-|

IEEE 802.1x 'R— FRN— X DR D HXTE

ARV FFEREETIVa Yy

S

Device (config-if) # ip access-group
default acl in

GE)  ad-idiZ7 7 EAVU X 04

B E I EETT,

ATvT6

exit
51

Device (config-if)# exit

AV B —T A AALT 4 Fa2l—
YareE—FREKTL, Ju—s3La
Y7 4F2ab—va B RIIRED
j—O

ATy T17

aaa new-model

1

Device (config) # aaa new-model

AAA A R—T VI LET,

ATvT8

aaaauthorization network default group
radius

1 :

Device (config) # aaa authorization
network default group radius

TR FEER— I NVICRELET,
muATjigt%fﬁU&?jﬁE) i Nno aaa
authorization network default group
radius =~ > RZEH L E7,

ATvT9

radius-server vsa send authentication

1 -

Device (config) # radius-server vsa send
authentication

N —[EABEERER LERT 572

WIZ, Xy hI—T T IR =%

RELET,

GE) # v m— RAfgE7Ze ACL 2%
HEET D XBENH Y £,

ATy 710

end

1 -

Device (config) # end

Ja—nR_) a7 4 F¥al— g
E— FEH&T L, FH EXEC £— RIZ
ED i‘a‘o

VLANID ~X—X MAC

EREIOF

=L ==

ax ;&

H¥i#E EXEC £— R CTIROFIEEZFEITLET,

. IEEE 802.1x R— F R—X DRI DR E
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FIE

REGRALIER

ozz W

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T=— F&EADIZ L £,

e RRAT—REANLET (Eksh
58 .

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATvT3

mab request format attribute 32 vlan
access-vlan

1

Device (config) # mab request format
attribute 32 vlan access-vlan

VLAN ID N— R MAC Ao uE%f/]) Z 7
MZLET,

ATv74

end

1

Device (config) # end

Jua—\)L a7 4 Xal—gy
E— FEHKT L, FHE EXEC £— NiZ
B0 x9,

= A 1520

=L ==

nX;E

?@ﬂlﬁfﬁﬁﬁ SN AE0E. MAB 7° IEEE 802.1x 32:F (dotlx) DEMNIRAITEIN D X 512k

REREEDNEFF

¥ EXEC E— R CTIROFNEEFITLET,

FIE

REDNETFAEE LET, MAB IIEHIOZREEHFR & L TH Eéhfwét
MAB (3D _TOFEFE ST L Y b ERE S E T,

ARV RFERETIVa Y

=)

&

enable
1 -

Device> enable

¥ ME EXEC E— R&ANZ L £,

e NMAU—KREANLET (EREHh
258)

IEEE 802.1x /R— F R—X DRI DR E .



IEEE 802.1x K— FR—RDBIENHE |
. Openix DERTE

IV N3 i F A7 B8
R 72 |configureterminal Ja—r)ar7 4 ¥al—i gy
51 T REMBLET,

Device# configure terminal

R T w 7 3 |interfaceinterface-id WETAR—MEEEL, A X —T =
i - A A Ay 7 4Fal—aryET—FK%
BAtR L E 9,

Device (config) # interface
gigabitethernet 1/0/1

AT w 74 | switchport mode access RADIUS V" — R ZHANIHE LT-HEIZ

1l - By, A"—F &7 7ERX ET—F| E&
LET,

Device (config-if) # switchport mode
access

R T 75 |authentication order [ dotlx |mab ] | (FE) A— b LTSN R
{webauth} DNEFF 23 E LET
i) :

Device (config-if) # authentication order]
mab dotlx

R T 7 6 |authentication priority [ dot1x | mab ] | (EE) WS XKER— 7T7A4 4V
{webauth} T4 UANMIBMLET,

1

Device (config-if)# authentication
priority mab dotlx

ATvJ17|end Ao B —T e f AL T (X2l —g
1 - VE— RERKT L, K EXEC E— K
WZERD £,

Device (config-if)# end

Openix D& E

R— FOFFAIAT — s OFEHIHZ A R —T T 2I21E, FFHEEXEC £ — FTIROFIEA 52
ITLET,

. IEEE 802.1x R— F R—X DRI DR E
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Openix D& TE .

FE
ARV FERET7IV3 Y By
AFwv 71 |enable ¥iME EXEC E— REHC L1,
i - e MAT—REANLET (FERE
NE%E) .
Device> enable
5w 2 |configureterminal rTa— )L ary7 4 Xal—a
Bl T NEMBLET,
Device# configure terminal
AT w73 |interfaceinterface-id METAR—FEREEL, A ¥ —
41 - TaA AL T 4 Fal—Tg L F—
NZ2Bm L ET,
Device (config) # interface
gigabitethernet 1/0/1
2w 74 |switchport mode access RADIUS ¥+ — %R E LTI HEIZR
i - R T%F%Tﬁ’k%%%m REL
£

Device (config-if) # switchport mode
access

ZFw 5 |authentication control-direction {both | | (f£i%) H— NElfH% B — FimE— R
In; FIEFRTT T — FICRE L E T,
I

Device (config-if)# authentication
control-direction both

RFw 76 |authentication fallback name () 802.1x FRIEA YR — F L72W
1l - II7A T NHDT =Ny 7 ik
E LT WebiBiEEEHTAH L 5K — b

Device (config-if)# authentication %E%Qiﬁl/§E7fo

fallback profilel

XFw 77 |authentication host-mode[multi-auth 1E) A— b LRI~ —TV %
Imulti-domain |multi-host |single-host] | = — pz2pd L £,
£l

Device (config-if)# authentication

IEEE 802.1x ;R— FR— X DT DEE .
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IEEE 802.1x /R— F AN— X DRI DX

ARV FFEREETIVa Yy

S

host-mode multi-auth

ATvT8

authentication open

B -

Device (config-if) # authentication open|

(ER) K—
A F—TNERITT 4 =TT
i‘a‘o

N ETA=T T X
L

ATvT9

authentication order [ dot1x | mab ] |
{webauth}

1 :

Device (config-if)# authentication
order dotlx webauth

(fEE) RA— h LETHEM SN SRRES
KON 2R E L ET,

ATy 710

authentication periodic

1 :

Device (config-if)# authentication
periodic

(FE) A— b L CHEHEY A $—
NEITT 4 B—T M LET,

ATvIN

authentication port-control {auto |
force-authorized | force-un authorized}

1

Device (config-if)# authentication
port-control auto

UER) A— FOFF AT — FOTHE)
HEAE A R —T NI LET,

AT T12

end

1 :

Device (config-if)# end

A B =T xf A AT 4 X2l —
va v E— REMKT L, R EXEC
E—RNICRD £7,

R— + ETO 802.1x ;

802.1x

aits I:IIEO) 7 X )J 1t

BALZ R — N TT 4 B—7ICT 5HI2IE, nodotlxpae f > X —T = A A AT 4 Fa

L—yayavwy REFERLET,

R— N T802.IxFRIEE T 4 B—T /T DI

ZOFNEIEETT,

. IEEE 802.1x R— F R—X DRI DR E

. FFHEEXECE— FCIRDOFIAEFZITLET,



| IEEE8021x R— F R—Z DRI DHTE

FIE

g2 1x BAREDT 7+ L rE~D Uy + ]

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T=— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58 .

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernet 2/0/1

RET DR —FEEEL, 1 —T =
A A AT 4 FXal—YarE—NE
BAG L £,

ATvT4

switchport mode access

1

Device (config-if) # switchport mode
access

(&) RADIUS —_ZHE LI5S
WZBRYD . R—brE2T 7 BR £— NI
ELET,

ATy Th

no dot1x pae authenticator

1 -

Device (config-if) # no dotlx pae
authenticator

A= TOYRIXFRIEET 4 Z—T /b
WZLET,

ATvT6

end
1

Device (config-if) # end

AR —TxAfARAAL T 4 Fal— 3
VE— RERKT L, B EXEC E— K
IR £9,

802.1x FREEEXRTEDN T 74 JIL ME~AD ) Y F

802 IxFRAERR EH T 7 4 /v MEICRETIZIE, FFHMEXECE— FTCROFIEEZFEITLET, 2D
FIEXEE T,

IEEE 802.1x /R— F R—X DRI DR E .
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FIE

IEEE 802.1x K— F R—2ORFENFEE |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58

ATy T2

configureterminal

1

Device# configure terminal

Ja—nR)L a7 4 F¥al— g
ET— FEBBLET,

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernet 1/0/2

A2 B —T o fAAL T 4 Fal—37
E—RERBL, RETDHFR— %
BELET,

ATvT4

dot1x default
1 -

Device (config-if) # dotlx default

HEATHEZR 802.1X DINT A —H T 7
JV ME~NELET,

ATvT5

end

1

Device (config-if)# end

Ao B —T a2 AaT 4 Fal—3
v E— REKT L, ¥ EXEC E— KN
RV £,

EERHe021Ix X1 T4 DHETFE

ARk 802.1x X 2 U T 4 HEEEZ T A ATHEHAL T, ¥ 2V T 0 EXNEAELEBAI

T — X F =135 F VLAN ISR VLAN 2025 4 B—7 W LET, ZOfEEIL. PC 2
IP Phone {285t S AU TCU5 IP Phone BREE T CT& 9, 5 —4% VLAN Tk Fx =2 U T 4 EN
" Ens &, T4 VLANETNR Yy vy MO ERET, SFVLANDO T 7 (v 7
X5 2 L TS ATEZEESNE T,
TNRAATEFRRSRIXx BEFREYX2 U T 4 2R ETIHHE., ROFEBEFHICHE-> TLES
v,

« FERIR802.1x X 2 U T 4 A F—T LT BHICIE, errdisable detect cause
security-violation shutdownvlan 72—/ V)L 27 X b— g avr FE AN LE
T, HERE802.1x X2 U T 4 AT 4 —T T HITIE, ZDa= 2 RO no/N—

. IEEE 802.1x R— F R—X DRI DR E
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srzssnxtrau 7 0%z [

Varz AN LET, Zoavry RiE T ADB02IxHER— FOT N TIZHEM S

£
A\

GE¥)  shutdownvlan ¥—U— F&FEE L7254, error-disabled 2 7 —
MZZp o 2B — KRR Yy v hE T ENE T,

« errdisablerecovery cause security-violation 7 e —/ V)L 2> 7 4 ¥ b —T a3 a<w 2 R
ZHEH LT, error-disabled Y 7N Z5%ET H &, A— MIAHIZHORA X—7 /M2 E
AWET, error-disabled U 773U 37K — F TEE S TWRWEEE . shutdown 35X W no
shutdown f > 4 —7 A X a7 4 FXal—iaravy Rl L TR— FZ2HF0A
2=V LET,

o ffl 2 D VLAN Z#FH O, X —T7 /23 5121%. clear errdisableinterface interface-id vian
[Man-list] £7# EXEC 2~ R L7, #AZEELRVWEE. K—FOTXToD
VLAN A F—T7 SN FET,

Hr ek 802.1x X = U T 4 EHNCT HIZIE, ROFIEEFEITLET,

Flig
aAv Y RFEEET7TI 3 Y B8
AT 71 |enable KibE EXEC E— RE2 AN L £,
1 e NATU—KREASHLET FEREh
2568) .
Device> enable
R 72 |configureterminal Ja—r ) ar7 4 ¥al—i gy

Bl T FEBBLET,

Device# configure terminal

R 5w 73 |errdisable detect cause security-violation | &3 = U 5 ¢ &K = T — N4 Li=3
shutdown vian TOVLAN ¥y v b U LET,

Bl (G¥)  shutdownvlan ¥—7U — R4 5
ELRWGAE, T XTOR—
k73 errdisable 27— M7
D, Yryy hE U ENRE

Device (config) # errdisable detect cause
security-violation shutdown vlan

—a‘o
Z 7w 74 |errdisablerecovery cause 802.1X &F = U 7 1 ERIZ & 0 I
security-violation 7o 2R — b BBEE 2 AR LE

1 D
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B e s21x K— b R— R OBEEOBES

IEEE 802.1x /R— F AN— X DRI DX

ARV KRFERIETI Va3 BHY
Device (config) # errdisable recovery
cause security-violation
AT TS| READLET, (fE&) errordisable ® VLAN % (N1
« shutdown 7‘\“:7/1/511 LT, TXTO errordisable
« no shutdown WBras7 07 LET,
fl
Device (config) # no shutdown
2Ty 76 |exit Ju—s AT 4 Xalb—a
i - F— F&HT L, Kt EXEC E£— R
E V) \gz—g—(_)
Device (config) # exit
R Fw 77 |clear errdisableinterfaceinterface-id vlan | ({£3) errdisable (272> TV A{# % D
[vian-list] VLAN % H U F—7 Mz LET,
il - - interface-id 51 #0545, fHx O
. _ _ VLAN Z# B OEINCT 58— M &4
Device# clear errdisable interface e
gigabitethernet 0/1/1 vlan vlan_list ﬂiL’jEjAO
o (ER) vianlist 51 D%E, B
AT D VLAN O U A h ZHRE
L&, vian-list Zf57E L7245
X, TTD VLAN BEHOA F—
TR T,
R T 7 8 |show errdisable detect error-disabled i A 7 — % 2 & Fom L&
f5l o
Device# show errdisable detect

IEEE 802.1x R— k N—

/4l

VSOESHITOF

T OB ARBERIE/NA INADEKTE

?k(:\ 77?XT§EE}S.:E/\/1'/\XH%

1 -

gm
IJX

. IEEE 802.1x R— F R—X DRI DR E
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Device> enable

Device# configure terminal

Device (config) # radius-server dead-criteria time 30 tries 20
Device (config) # radius-server deadtime 60

Device (config) # radius server serverl

Device (config-radius-server)# address ipv4 172.29.36.49 acct-port 1618 auth-port 1612
Device (config-radius-server) # key abcl234

Device (config-radius-server) # exit

Device (config) # dotlx critical eapol

Device (config)# dotlx critical recovery delay 2000

Device (config) # interface gigabitethernet 1/0/1

Device (config-if)# dotlx critical

Device (config-if)# dotlx critical recovery action reinitialize
Device (config-if)# dotlx critical wvlan 20

Device (config-if)# end

5] : VLAN ' IL— T D& E

WIZ, VLAN Z NV —7%FHEL, DI N—TIZVLANZ~ v 7 L, VLAN /' /)L—7 o
Y74 X2 b=y a VBXIUEE VLAN & O~ » U TR ERT D0 2R LET,

Device> enable

Device (config) # vlan group eng-dept vlan-list 10

Device (config) # exit
Device# show vlan group group-name eng-dept

Group Name Vlans Mapped

Device# show dotlx vlan-group all

Group Name Vlans Mapped
eng-dept 10
hr-dept 20

wIZ, VLAN ZBEFD VLAN 7 /v— 12BN L, VLAN 28BN E N7z 2 & 2R+ 562 R
L/iﬁ‘o

Device> enable

Device (config) # vlan group eng-dept vlan-list 30
Device (config) # exit

Device (config) # show vlan group eng-dept

Group Name Vlans Mapped

&IZ. VLAN % VLAN Z L — 706 HlBT 562~ LET,

Device> enable
Device# no vlan group eng-dept vlan-list 10

WIZ, T_XTH VLAN 28 VLAN Zv—7 67 V7 &z & &2, #O VLAN Zv—74 7
V7 EnbHE R LET,

IEEE 802.1x /R— F R—X DRI DR E .
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Device> enable

Device (config) # no vlan group eng-dept vlan-list 30

Vlan 30 is successfully cleared from vlan group eng-dept.
Device (config) # exit

Device# show vlan group group-name eng-dept

WOFTIE, T_XTHOVLAN FV—T% 7 )7+ 5 5EEZRLET,

Device> enable

Device (config) # no vlan group end-dept vlan-list all
Device (config) # exit

Device# show vlan-group all

IEEE 802.1x ;h— FAR— X DFEEEHAETIFHRER T —2 A D
E=RYDG

Z ZCiX. IEEE 802.1x A" — MR—RAFRFEDHFHER E AT —F A E=FTHa~v ReR
LE7,

R4FEXECKRRIT UK

avw Uk Br

show dot1x all statistics TRTOR— D 802.1x HEHEHRAEF R LET,

show dotx inter face interface-id statistics | 7 & 1172 H— k0 802.1x KEFHE®A 7 L £,

show dot1x all[count |details [statistics | 2 1 » F D 802.1x EELA T — & 2} L OBIWEAR T —

lsummary] H A RRLET,
show dot1x interface interface-id FBESNT-HR— D 802.1x FH AT — & 21 L UF)
VE2XRT— 2 25 FK R LET,

x£5:/0—/\)LarTJ4¥al—>3>aIUF

avy R BH#)
no dot1x logging PE 72 SO AXFRAEA v —VU B T A NE Y T LET,
verbose

. IEEE 802.1x R— F R—X DRI DR E




| IEEE8021x R— F R—Z DRI DHTE
IEEE 802.1x 7R— b X — X DEREI D HERERE FE .

IEEE 802.1x /R— F AN— X DERETI D EEE FE

)1)y—2=2 HEHE BERETEER
Cisco 10S XE Everest | [EEE 802.1x &~— k IEEE 802.1x #¥FEIL. RIEZRT NA A (7 T4
16.6.1 N 2 DIFHE TUR) ICEDRy U= TR &I
Liﬁ—o
Cisco I0S XE Amsterdam | MAC # 8 TN A EOHFE~Y R —T ¥ /R — F 5
17.2.1 I~ F— ¥ W R — b ~DMACKENIL,
T 74V N THBZ /> TWET,
Cisco IOS XE Amsterdam | ¥ o g IR : access-session limit profile = <> Ki%, A—h
17.2.1 MAC 7 FL 275 v [I[ZHET 2 EFB LT — 2R 2 b O A
T 47 DOS W% |[RT D720 EASINE LT,
Bh&E$£4

Cisco Feature Navigator 135 &, 77 v F 74 —ABLNY 7 bV =T A A= DHHR—
MME# A ¥R TE £ 9, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [F3E] 725 7
JEALET,
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