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Device# show access-lists preauth_ipvé6_acl

IPv6 access
permit
permit
permit icmp
icmp
icmp
icmp
icmp

permit
permit
permit
permit
permit
permit

list preauth ipvé6_acl (per-user)

udp any any eq domain sequence 10
tcp any any eq domain sequence 20

any any nd-ns sequence 30
any any nd-na sequence 40
any any
any any

any any redirect sequence 70

udp any eq 547 any eq 546 sequence 80
udp any eq 546 any eq 547 sequence 90

deny ipv6 any any sequence 100

IPv6 ACL D% TE

ipvacL o774 ke |

router-solicitation sequence 50
router-advertisement sequence 60

IPV6 NT7 7 4w 7 &7 4 NF ) 7T BIE, ROFIEEZFEITLET,

FIE

AU RFEEETIVa Y

=)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T=— F&EADIC L £,

Tar T MRFIRENTZHNAY— K&
ABLET,

AT T2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
T—FzfmL£7,

ATvT3

ipv6 access-list {list-name | log-update
threshold | role-based list-name}
f1

Device (config) # ipv6é access-list
example acl_list

IPVOACL4 % EFR L, IPV6 77 A U
Ahar74¥al—varyE—R%
BAtE L £,

ATvT4

{deny | permit} protocol
{source-ipv6-prefix/ |prefix-length |any
threshold| host source-ipv6-address} [
operator [ port-number ]] {
destination-ipv6-prefix/ prefix-length | any |
host destination-ipv6-address} [operator
[port-number]][ dscp value] [fragments]
[log] [log-input][ sequence value] [
time-range name]

1 -

IPv6 ACL OFF Al Seff & 7213 A &1 %
BELET,

s protocol {Z1E, IP DA ETE 7213EE
AL %7, ahp, esp. icmp,
ipv6é, pcp. step. tep. udp £72i%
IPv6 7' 10 | AV F 52 490~ 255
DEEH A TE £,
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Device (config-ipv6-acl) # permit tcp
2001:DB8:0300:0201::/32 eq telnet any

« source-ipv6-prefix/prefix-length = 72
I destination-ipv6-prefix/ prefix-length
%, FESRE I IR AR E
T D G0 FE T IFSESE IPv6 1 b
V=0 ®HoWIxy NI—2 75
AT, an KXo le By Ma
R LIz 16 N THRELET

(RFC2373 &) .

IPv6 7L 7 4 w7 A /0 DFEHEE &
LT, anyx AN LET,

host source-ipv6-address & 7 1<
destination-ipv6-address (2 1%, 575
FMEETTFFI R AR ET DEE
JFLEITFEIHIPV6 RA T L&
ZANLET, TRLVARFae X
givoler Yy MEzMEM L7161
BATHELET,

({T:&) operator [Z1%, fHED T 1
kAN OEE TR — b F 13565k

A— M BT H4LT > FEfRE
L9, AT Riaix, It (&V
IEV) gt (KD KkEW) | e

(ZEL\W) | neg (ZELL 22D

BLUrange (WEHIH) 2dH Y *
R

source-ipve-prefix/prefix-length 5 4%
D& & O operator (%, EfFIEA— b
=T HMERHD T,
destination-ipv6- prefix/prefix-length
515D & & O operator X, %855 —
MZ—ET H0ENHY 7,

(f£&) port-number X, 0~ 65535

D10 E T2 1L TCP & 5 T UDP
R— FDAHITT, TCP ~"— h4
EHEHTEZ50X. TCP D7 4V
&) I TY, UDP "— k
£ HEATEHDIE, UDP D7 4
LB TR T,

+ ({EE) dscpvalue # AJJL T, 4%
IPv6 7377 > ko~ Z—D Traffic
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Class 7 A —/VFKHND ~TF 7 4 w7
7 AE L DiffServ 2 — R A > k
EZRELET, fE TS HHMHIE
0~ 63 CT,

(f£&) fragments # A/ LT, %t
FHCIXRWT T 7 A MR LE
T, ZOF—U—RKRRRINDHD
%, 7' b3 ipve OGETET
<7,

(fEE) logZ$EET D&, = b
Ve—&+25 7y MIET e
Ayb—UnRar ) —)VIEEEN
F9, log-input Z{5ETH &, 1
T MIICANA =T A A
BEMSET, mX o TL—%
ACL T HAR—hSivET,

(f£#) sequence value Z A L

T, 7278A VAN ZAF— KAV
DY —lr U AFFERELET,
BECTX HHHIL 1 ~4,294,967,295
<7,

(fE&) time-rangename = AJJ L

T, HEEELITFFIAT— A B
VZaEH S DR OFIPH A2 R E L E
R

ATvTh

{deny | permit} tcp
{source-ipve-prefix/prefix-length | any | host
source-ipv6-address} [oper ator
[port-number]] {destination-ipv6-
prefix/prefix-length | any | host
destination-ipv6-address} [operator
[port-number]] [ack] [ dscp value]
[established] [fin] [log] [log-input] [neg
{port | protocol}] [psh] [range {port |
protocol}] [rst] [ sequence value] [syn] [
time-range name] [urg]

1 -

Device (config-ipvé-acl) # deny tcp host
2001:DB8:1::1 any log-input

IPv6 ACL OFF IS E I3 & &4 %
BELET,

TCP O&&EIFtep AT LET, X7
A—HIIAT v 7 3a THENL TS
NTA=HERULTTHR, RIRTAS
varORT A=A BIINTWE
7
s ack : MERIGE (ACK) Bv bt
[
- established : #EST S V7=, TCP
F—% 75 MZ ACK £721% RST
By MAREINTWEEA, BE
BITbiET,
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fin: & TEY by b, HEED
LOT—HIFNLEH Y £ A,

* neq { port|protocol} : FTEDHR— b
Hg Bl NETERE L
£75

epsh: 7y oty by b

s range { port|protocol} : A" — &=
DFRIFAND > NETERE L E
j—O

erg: Uy brEY MEY B
csyn: ey b b

curg: BAFRA Xy Y b

ATvT6

end
51 -

Device (config-ipv6-acl) # end

IPv6 T 7 A VAR 74Xl —
TalryE—REKT L, FFHEEXECE—
NIZREY £79°,

ATy T17

show ipv6 access-list

1

Device# show ipv6é access-list

IPV6 ACL P ELSREINTWAZ &
PR L ET,

A2B—2 x4 A~D IPv6 ACL D10

LAY 3IA U H—T = A ATHRIFEZITER

K774 v 7IZACL %, HBAWNILATFT2 A4

H—T 2 A ATERBINTI 7472 ZEHTEET, LA V3IA X —T A ATERENT
T4y 7 ACL A TE £,

AV B =T 2 A ADT 7 AT 51203, ROFIEEZFATLET,

FIE

ARV RFEEETIVa Y

=)

&M

enable
B

Device> enable

¥ M EXEC T— F&ADIZ L £,

Tar T MRFRENTZHNAY— R E
ABLET,

ATvT2

configure terminal

1

Device# configure terminal

Jua—)L a7 4 Xal— gy
T—FzfnL£7,
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vian v v Foiz ||

AU RFERETOVa Y
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ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernet 1/0/1

TI7BAVAMNEEHTHLA V24
H—TxAA (AR— b ACL ) F7=ix
LAY3A v H—T A A (JL—H ACL
M) #FELT, A v ¥—T7xA R 2
V74Xl —varET—FERBL
7

ATv74

no switchport

1

Device (config-if)# no switchport

AE=T 2 A ABN—T v FA U H—
Tz A ADRREICE LT, LA Y205
MIEE 2~ THIBR L £

ATy Th

ipv6 address ipv6-address

1 -

Device (config-if)# ipv6é address
2001:DB8::1

LAY3Af L Z—T =A% (JL—H ACL
) TIpv6 7 KL AZEREL £,

ATvT6

ipv6 traffic-filter access-list-name {in | out}

1 -

Device (config-if) # ipv6é traffic-filter
acll in

A EBE—T A ADERE N T T4 v I F
FPIIRENT 7407 T 78X U X
MewALFET,

ATy T1

end

1 -

Device (config-ipv6-acl) # end

A B —T A AT 4 Fal—3
v E— REKT L, B EXEC E—F
RV £9,

=L

VLAN 7 v T D&E

VLAN ~ v 7 Z2AEK LC, 1 DF 1385 VLAN IZEA T 512, ROAT v 7 E2ETLE

ﬁ‘o

1R BHHIIZ

VLAN (2 A9 5% IPv6 ACL 2 {FRk L £,

FIE

AV RFEERETIa Y

S

&M

enable
1 -

Device> enable

HibE EXEC E— REZ A% LE 1,

Tar T MRFIRENTZHNAY — R E
ABLET,

ATvT2

configureterminal

1

Jua—\)L a7 4 Xal— gy
T—FzfmL£7,
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Device# configure terminal

ATvT3

vlan access-map name [number ]

1

Device (config) # vlan access-map map_1l
20

VLAN~ v 7% {Ef% L C, VLANT 7 &
Avwy S avws N E— K2t LE
j‘o

VLAN v v FZiE, 4EiEix (37
Tar7T) FEEEECEET, K
X, ~ v 7HNO > M) DO —r A%
BHTT,

A L4 HIO VLAN~ » 5Bk T 5 & |
10 TN 5 F S ANEIZEFN D {4 TH
NET, v~ v 7EEFEEITHIRT D &
X, YT E~v S N OF S
EANNTEET,

VLAN ¥ v 7" Cld, FFED permit £ 72
i deny ¥—U— RZMHLEHFA,
VLAN~ > 72 LT/ > R &ES
TLHIZE Ny FERAET S ACL &
B LT, 727 arZz ey FICRE
LE9, ACLN® permit |X, —T 5
LWV HERTY, ACLIND deny 1%, —
LW E W) BRTT,

ATvT4

match {ip | ipv6 | mac} address {name |
number } [name | number]

1 -

Device (config-access-map) # match ipvé
address ip_net

Ry el oFRITEEOT 7R
A RNEWRELES, N7y FOBREIL,
$Hind 57 ha)l 24707 V&
UA Mt L TR F ThILET, IP Y
oy MILCIPTIZEA U A RMIXLT
BEInET, FEIP YTy M, 4RI
fFEMACT 78R U R MIXFLTET
WEIhET,

(6=3)) Nry b ZAT (P E12iX
MAC) Zx9 % match AJ23
VLAN ~ v FIZHES N TN
LHET, FO~y T T Y
TarN ey POEEE.
ZTDHATIT—ETDHTRT
YAV NN N =A< ¥ (V=<
9", match A% VLAN < v 7
W<, RESNTWHT 7
varnRey 7O,
TRTOIPBINLA 27
Ty kM RayrInET,
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vian ~p vian < v 70iEd i

AU RFERETOVa Y

B8

ATy TH

IP Ny METIFIEIP Xy & (BE
DO 1MAC T RLADHEHEST) 5
EL, 12U EDACL 2D 87w b
ERAETHIZIE. RO~ ROWTHI
MEANNLET,

« action { forward}

Device (config-access-map) # action
forward

« action { drop}

Device (config-access-map) # action
drop

vy T = NIHT BT Ve vk
BELET.

ATvT6

vlan filter mapname vlan-list list

1

Device (config)# vlan filter map 1
vlan-list 20-22

VLAN~ v 7% 1 2F 7213858 VLAN
WZHEA L ET,

list IZIZH.—D VLANID (22) . L
7dupH (10 ~22) | £721X VLANID
DAY 7 (12, 22, 30) Z4RETE
T3, Hr~eong 7 UDORHEIZAANL—
ABBMATHZEHTEET,

ATy T17

end

1

Device (config) # end

Jr—sYL av T 4 ¥al—va s
E— FEKT L, FHE EXEC £— NI
R E7,

VLAN ~® VLAN < v 7 D&

VLAN = v 7% 1 O£ 77138 O VLAN ICEHT 51213, ROFIEICENET,

FIE

ARV RFERFTIVaY

=)

ATy T1

enable
51 -

Device> enable

¥itE EXEC E— RE A LET,

Ty RREFRINTZHRATY— K%
AN LET,

ATvT2

configureterminal

1

Device# configure terminal

Juau—n)ary7 4 xXal—gy
F—FzfmL 7,

ATvT3

vlan filter mapname vlan-list list

1

VLAN < v 7% 1 D F 721382 D VLAN
W L FET,
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ARV EFREETI VY E]:3)

bevice (config) 4 vian £ilt . |listiCIZHE—OVLANID (22) | 3 L
evice (conri vlian 1 er maj

vlan-list 20-22 ¥ 7o (10 ~22) | F72i3 VLANID

DA NY»F (12, 22, 30) ZfRETE
F, BN T U DRHEIC AN—

AEREATHZ LB TEET,
A7 74 |end Ja—nN)ar7 4 Xal—gy
i - T— RZT L, F# EXEC £— FIZ
B FT,

Device (config) # end

IPV6GACLDE=421) 4

WORICRENT N OF R IFEROEMEEXEC 2 v REHEH LT, REFLDOTXTOT 7
TAVAR, TRTOIPV6T Z7E®A VAL, FRIFFEDT 7R U R MIETLIEHREFR
IRTEET,

= 1:showACLa <> K

avwUk B

show accesslists A Y FICRESNIZTRTOT 722 Y 2
FEFRRLET,

show ipv6 access-list [access-list-name] REEHFDTXTOIPV6T 7 A VA MNER
IARTTHRESNIZT 78X VA RERTL
£

show vlan access-map [map-name] VLAN 7 7t 2 < v FiiErFon LET,

show vlan filter [access-map accessmap | vlan |VACL & VLANRIO~ v E o 73R R<LET,

vian-id]

IPv6 ACL 0D =% E /51

Z 2T, IPv6 ACL OB ER AR LET,

{51 - IPv6 ACL D1ERK

ZOBITIE, IPV6-ACL EWIHIARTOIPV6 77 BAV A REHELET, VA NNOKRYIOIE
A2 P UL, 850 TCP AR — FEF23 5000 LW REWSRTFy hETRTHESLET, 2&D
DB R UL, E(ETC UDP AR — R & 578 5000 KD/ 7 v b EIEGLET, £/, 20D
2E/EDOERT L R IX, T RTO—FHE2a Y —ICERLET, VA NNORYOF A
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\}

g e acL oz [l

YU, TRTOICMP X7y A LET, VA MND2EFOOFH T NI, D
MOFTRTORNT 74 v 7 5FAILET, BEROLSBEDSLENSIPV6 T 7 A U A DK
BIZHDTO, 2FOOFHF N ITHETT,

G¥)

DX NF, LAY IALE—T oA ATOLYR—FINFET,

Device> enable

Device (config) # ipvé access-list IPv6_ACL

Device (config-ipvé6-acl) # deny tcp any any gt 5000
Device (config-ipvé6-acl)# deny ::/0 1t 5000 ::/0 log
Device (config-ipvé-acl) # permit icmp any any

Device (config-ipvé6-acl) # permit any any

Device (config-ipvé6-acl) # end

{51 : 1Pv6 ACL D F& 7~

Iz, show access-lists 44 EXEC =2~ RO EZRLET, AL v FICEREINTND
TRTOTI7®ARA VR MRERINET,

Device# show access-lists

Extended IP access list hello
10 permit ip any any

IPv6 access list ipvé6

permit ipv6 any any sequence 10

WUz, showipv6 access-lists fi#E EXEC =2~ RO OB Z /R LE T, AA v FITRESN T
LIPV6 77 A UANETREREINET,

Device# show ipv6é access-list

IPv6 access list inbound

permit tcp any any eq bgp (8 matches) sequence 10
permit tcp any any eq telnet (15 matches) sequence 20
permit udp any any sequence 30

IPv6 access list outbound

deny udp any any sequence 10

deny tcp any any eq telnet sequence 20

5 : VLAN 7 U £ R T v TREDRTR
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Device# show vlan access-map

Vlan access-map "ml" 10
Match clauses:
ipv6e address: ip2
Action: drop
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Device# show ipv6é access-list

IPv6 access list inbound

permit tcp any any eq bgp (8 matches) sequence 10
permit tcp any any eq telnet (15 matches) sequence 20
permit udp any any sequence 30

IPv6 access list outbound

deny udp any any sequence 10

deny tcp any any eq telnet sequence 20
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