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IPV6 34 2 — T NN 5T B SDM 7o FL— RBRRESN TS Z &,

IPv6 77—XA bRy T X2 T4 DFHIHNEIR

o KOHIFRIZ, FHS AR U o —% EtherChannel f > % —7 = A AZ@HAT 2L AICHEHU LET
(R—=F Fxrx1) ,

e FHS R U v —MNT ¥ v F 7= AR — b X EtherChannel 7 /L — 12T 5 Z &3
TxEHA,

« FHS R U 2 —1%. EtherChannel 7 /L — 7D A L NX—TH HLESITHER— NIT X >
FFTAHZLENTETERA,

T 7N ETIE, AX—VEU T R =i x=2UT 4 LXAVDOHT—KFKRHY £,
FDEIRARXR—E VIR —INT VB RAAL v FICREEND L. THAA AET-IT
DHCP %— 3/ L—IZxnd DT v 7V 7 R— hMEHECTE DR —hE LTRESINT
WTh, IPv6 (DHCPv6) H— 330 MR 25850 IPv6 L—H T K82 A4 XA |k
(RA) % 721% Dynamic Host Configuration Protocol {X~7 2 v 27 i EF, IPv6 RA 721X
DHCPv6 H—/3 X w2 — U %FFa[ T 5121%, RO FIEEZFATLET,
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¢ [IPV6RA ' — FAR U 2— (RADEE) F721XIPv6 DHCP ' — KR U > — (DHCP ¥ —
NRAyT—VD8E) 27 v 7V v R—MIBEHLUET,

N EF YT 4 LUV TAX—E U R =R ELET (2L 21E, glean X
inspect 72 &) , 7272 L., FHSHEEDOFIEN AL TRV, ZOLIBRAX—E T
RY =T, B EFa VT 4 LRV ERETDHZ EITBEID LERTA,

IPv6 77—AXA bRy T XY F4IZBHT B1EH

IPv6 77— bRy T Fa) T4 OBHE

IPv6 D7 7—A KRy X274 (FHSIPvG) X, RU —%WHA L X —T =1 X,
EtherChannel f > % —7 = A A, £/2IX VLAN |[ZHEH CTEX 2 —#HOD IPv6 £ ¥ = U 7 4 HEEET
T, IPV6 V7 hU =T R v —FT—H X=X P —E 2 F, ZNLOR) o —ZRFELT 7k
ALET, RV —2REFTIIEETLHE, RV —BHEEXY 7 =7 R o—F—X
NR—AZATIRFEFELFIFET SN, TORBELEBYICEAINET, RO IPv6 R U 2 —n
BUEYHA— S T0ET,

¢IPV6 AX—E L HRY — IPv6 AX—E 7 R —i%, IPv6 NO FHS T TX 3%
FEALEOMEEZA X—TNICTEDL T RY —E LTHEREL £,

N

GE)  IPv6 AX—E 7R Y > —HEREITFE L S 4L, Switch Integrated
Security Features (SISF) X—ZXDT /34 A KT v ¥ 7@ X
DY, FUHEREARESNET, IPv6 AX—E 7 KU v—a
~ U RIXCLI CHl & T, BEFOREITF| &k R —
FRERFETN, a~r RiEA#%OY V—ZATCLIM LIRS E
T, b OBEEOFEIZ OV TIE, ZOHA RO TAFR—2R
DT NAARNT X TORE] 2B TITEEN,

¢ IPV6FHS NA VT 4 7 T =T a7 0 T ATHERE S LTz IPV6 R A 73— D
F =B R—= AT =T IR A N—EFHE (ND) 70 ha L AX—Y 777 EOREH Y — A
MOIERESNET, ZOT—F_X—RELRBJAS T4 TT—TNF, Vo r7BT7 KL
Z (LLA) | IPv4 £721ZIPVv6 7 RL A, BEORRAT—T7 4 700 # A L7 NI ZE;
T ATEDIZRANR—DT VLT 4T ANAL T 4 TERITHEOIC, SESFE
IPv6 7 — FEERE (IPV6ND A A7 g v/ d) Ik TS E T,

A

G¥)  IPVOFHS A VT 4 7 T—T ) a7 2/ fRelx, SISF ~X—
ADTFNRA AT vF U I Lo THR—FENET, FHMICo
WX, ZOHA KD [SFR—=ADT A AT v F L T DR
El ZZRLTEEN,
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e 77 —2 bty T eEay 7 0fE [

«IPV6 RA N—EFA VAT g (IPVOND A VAT g E, LAY 2 1A —
F—TIVHNDOAT— L AHBERET RLADOASAL UF 4 o TR L, RELET,
IPv6 ND ML, BHETEDINAL T 4 T T—T ) F—=F R_R—= 25 REES 572010 F
AN—EREA =% LET, ERL TRV TPV R A N—ERA =TT K
Oy 7ENFET, NDAvE—1F, ZDOIPVE D AT AT TR ay ha—jLb
(MAC) ~D~ v E'r 7N RGEF A eI B TE D L R s E T,

ZOMREIZ XL 5T, DAD., 7 RLU AR, L—H F 4 AHNY  RAN— F ¥ v 2|l
Xt AHKE/ED, ND A B =X LIZEA DOKETIED W DB\ SN E T,

N

() CiscolOS XE Amsterdam 17.1.1 AR, IPVOND A > A7 o = L H%
REIZBE L S 4L, SISFR—ADT A A KT v & JHEREICE X #i
Z b, [ CHRENREL SN E T, IPVOND A VAT g
<~ RIZCLI CHl & Tx, BEFOBREIS EHix AR —
FENETH, avr NIE5#%DY U —XATCLINGHIBRSVE
T, DY OEEDFEMICHOWTIE, ZDOHA R [IF—=
DT NRAARNT XU TORE] 2B L TN,

¢ IPV6)L—HZ T RANE AL XA b H— K IPv6)L—Z T RNRXZ A XX~ (RA) H— i
RREEHTLIE, Xy NT—IEHEIL, Xy NT—2 TRAL A TT o F 7+ —LITE
HLEAREELIIARERRATN— KA v —V%2 7 0y 7 3G TEX £, RA IF.
Vo7 TCHEET T T RATEHEOICT A AL > Tl S ET, RAT— FEEREIL,
INHEDRAZSHT LT, REKBOTF AL AL > TEEENTZADODRAZ T 4L E )
TLTEHALET, FANE—RTIE, F—FTIENAV—F T RRF AL XA N —4
VEA VY b AyB—Ui3T_XTHFITEINEEAL, RAV— FEREIXZ, LA V2T 312
DORENEHRE, ZELIZRAZL—LATHRIESNEREKLET, LA Y2734 X
1. RAZL—L L N—FR UE AL N T L—LONKERELWL LADLETHIELT-
BT, RAZZ=F Y A NERLIFIALT XY A NOEEICEELET, RATZL—ALDH
BPRGES N2 WAL, RAIZ Ry 7INRET,

[Pv6 DHCP 7%/ — I : IPv6 DHCP 7% — RH§REIZ, 7&G8 Z 472V DHCPv6 — "B LTV L—
TV B DEEBLIORT SR A XA N Av—V% T 0y 7 LET, IPV6
DHCP % — R, AESNTA v =V RS T 4 T T =TV ADDELE
DHCPv6 H—/NFE 72 XDHCP U L —n b7 — X 25T 5 2 E MIPRIICERE SV TUVVR
WAR— h TZIE SN2 DHCPV6 — N X v —U %k T my 7 TEXET, ZOMKIEZ
TAHITIE, RV —FBRELTA L Z—T 2 ZAFILVLANIZT Z v F L ¥, DHCP
H— Ry N&aT 8Ny 73 5I121%, debug ipve snooping dhcp-guard ¢4 EXEC =2~ >
REMERALET,

IPv6 YV — A H— K : IPv4 YV — A JI— R &gk, IPv6 Y — A T — RIZEFL7 KL A R
F—=T 4 T BT, RETXT RLRAEREIT V7 4 v 7 2Bt LET,

V— A H— RClE, EETELITSEET RLRICHESWT NT 7 ¢ v 7 2R E 72136 R
THEIEN—FY=T %7 BV FLLET, ZITH, T4y bO LT T 4 v
DI EAFEL T,
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B reor—zrhvTerinrions

IPv6 Y — A H— REEREIL, N— RU =7 TCAM 7—7 /Wy F U ML, AR R3S
72 IPV6 RE(ETET RL ATy hERFELARVWE S ICLET,

V—AH— Ry hET Ny 79 5HI21E, debug ipve snooping source-guard Fi#E EXEC
av s REMEHLET,

N

GCE) IPv6 Y —AH—FHEERB IO TV 7 ¢ v 7 20— FiielZ. ASH
FHHTORYR—rEINTWET, 2F0, HAHFHTEYFR—
FENTWERA,

ROFIFKIFEL B S ET,

« FHS R U 2 —{F. EtherChannel Z /L — 7D A L N Th AEEITHIRR— M@ T
FH A

¢IPv6 VY — A H— RKNAAL vF IR— FTA X —T NIl > TODHEEIX, TDAAL v
F R —=bIBRETHA L H—T A ATNDP £7/2/ZDHCP AX—E 7% A Fx—T /)L
ICTAHAMERHYET, THoL20WE, ZOR—=FIDLDTRTOT—H N T7 4w
IRTay 7 ENET,

e IPv6 Y —A H— KRR —% VLANICHEH T2 LIdTEFERA, /10 F—T A
A LYLDBTHR— X TWET,

e AU H =T 2 A ZATIPVABLIIPV6 DY — A H— R& ISR ET AT, ip
verify source D14 ¥ (2 ip verify source mac-check Offi &2 HELE L 3, 2 DD 7p
L7 4NEY) T —)v (IPvd (IP7 4 v%) FEIPv6 (IP-MAC 7 4 V%) H) 23
BRESNTNDTD, BEDR— O IPva B3I S B ATREMEDR & 0 £9,

IPv6 V—A H—KETFVLT 4w 7 A T — RIFRFICEATEEEA, R v—%A
VE—=T A RAINT BB, T RV AZMER] 50 [TV 7 0 v 7 A%
R TAHOMLEIHY ETH, MR TLILEITHY FHA,

* PVLAN LRG0/ V7 4 v 7 AH— RIXFRIFFICHEE T 8 A,
cIPV6 EETe N — K& L7 ¢ v 7 A 7 — R EtherChannel TH AR — h &L TWET,

cIPV6 T LT 4 v 7 AH—F 1 IPv6 SV 7 4 v 7 AT — RiL, IPv6 ¥V — A H — FEEBRENT
FEL., T4 AN MR DICRIERT RLANLREENTZ N T 74 v 7 2L TED
O LET, IPV6 LT 4 v 7 A T—FRiE, IPv6 7L 7 4 v 7 AR DHCP 7'V 7 1 v
IAFTEFEHALCT NAA R (R—L T — N0z A L) RSN GAICEIEHS
NTWET, ZOHEX. Vo278 Y TonzT FLAOHEPEZBRE L, Z O#FPHIC
A TWRWT RLREREILETDH NI 74w &7 ay 7 LET,

« IPV6 5G5EH — F 1 IPv6 505 77— RHEREIL. IPv6 RA N—ERTEMEL, Vv ETT7 72
T4 T THDLERBENTNDET RLARIZOWTDOR, T/ ART KL AZfRR L E
To T RVAT V==V THEREICIKIF LT, Vo2 BECTT 7T 4 T _RTO5kE %A
YT U T TF=TNMHEA LTS, ST T TN THER RO S o
e XIZEfTENAMRE Ty 7 LET,
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P67 7—2 khy T w¥a T oBErE [

N

GE)  IPv6 ZEic i — Rid, SR XN SVID LA ¥2 VLANIZEH 2
:&%%@J&bbifh}

IPv6 7 7—X bRy T XY T2 DHEEFE

IPv6 AX—E VT R —DERTFE
Y

GE) IPV6AX—E 7R Y —MEITEIEENE L, 2~ FIECLIICEREN, RETEET
N, fROVICAL vFHEEX2 YT #HE (SISF) R—ADFT A A +T v JHEREA
452 L2t £,

IPv6 AX—E 7 KR —%RETHIZIE, F#E EXEC T— RTROFIEEZFITLET,

Flig
OV FERET7IV3 Y Br
AT 71 |enable FEHE EXEC E— RE2HC LT,
fi NRAT—RE AN LET (FERENE
)
Device> enable
AT 72 | configureterminal Ja— )L a7 4 ¥z l—3a
Bl T REMALET,
Device# configure terminal
25 3 |ipv6 snooping policy policy-name AR—E T RY —ZAER L. IPv6

Bl - AX—=E TR — a7 44X
L—y g vy B— RZ2BEBLET,

Device (config) # ipv6é snooping policy
example policy

ZF v 7 4| {[default ]| [devicerole {node| switch}] || 7—% 7 FL 2 /') == V%A F—
[ limit address-count value] | [no] | TN L. SESEREMIHFLTA v
[protocol {dhcp | ndp} ]| [security-level B UERIEL. A vt— S0t Ea
{glean | guard | inspect} ]| [tracking _ . o

disable [stale-lifetime [seconds | infinite] | 7 1 ¥V ERELET

| enable [reachable-lifetime [seconds | . (LR default s TRTEF T 40

infinite] } 1| [trusted-port ] } kT g ELET,
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ARV RFERETIVa Y
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1

Device (config-ipv6-snooping) #
security-level inspect

1

Device (config-ipv6-snooping) #
trusted-port

B P67 bRy T X2 T OHEE

« ({EE) devicerole{node] |
switch} @ 7R — MI#HER S L7277 /N
A ZDEENZRELE T, T 74V
k% node T3,

o (f£E) limit address-count value :
H—lFy N LI ESNDT R
A IR L ET,

o (EE) no: <y REEHZTH
M. FRIIFOTFT T 4L MIEREL
\iﬁ—o

+ ({£E) protocol {dhcp|ndp} : Z3#T
DD, AX—E L THEREIC E D
Ta hark ALY N LR
fRELEd, 774/ M, dhep
BELW®ndp TF, 774 FEE
9 5IZi%, noprotocol 2~ K
EEALET,

(EE)

security-level {glean|guardjinspect} :
ZoMREIC Lo TEH SN EFX 2
VT4 DUNVERELET, 7
7 /v M guard TT,

gean : A v =BT RLA
ZIVE L, b iERETIT N A
VT4 T T NMIASILE
7

guard : 7 RLAZINEL, A
t—UERAELET, 561,
RA B X OVDHCP #r—/% A v
t—VEESLET, ZhnT
TANKNOF T3 o TT,
inspect : 7 RLAZINEL
Ay —TO—BM L ERLE IR
REL T, 7 R L ADPTAMHEZ
MALES,

(&) tracking {disable| enable} :

TIxN DT X TEMEE L
BEXL, MTyX T AT var
EHRELET,
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AUVE—T A RADIP6 RX—E VTR > —DEH .

AU RFERETOVa Y

B8

« (f£&) trusted-port : [FRECTX 5

A—hERELET, Zhicky,
HUTHH—F >y MIHTHHT— K
DT 4 —T W72 £9, [FET
X DHR— FEREH LT SN
AT 4 7E, o EDOR— &
ELTEEEINTEAS T T
Lo bELEShET, 77
T MU ZEERRL T D & & ICTE%E
MEELTGE, BETELAR—b
DEREENET,

ATvT5

end

1

Device (config-ipv6-snooping) # end

IPv6 AX—E T R — a7 g
Fal—varE®—FRe&TL, FE
EXEC £— RIZEREY £7,

ATvT6

show ipv6 snooping policy policy-name

1

Device#show ipv6é snooping policy
example policy

AX—=E T R —REEFRRLE
7,

RDEZRY

IPv6 AX—E L T RYU—% A B —T A AFETITVLANIZT Z v F LET,

ARA—TTARADIP6 RX—FEVHRY S —NEA

A VB =T 24 AETULVLANIZIPV6 AX— V7 R —%& T X v FF 5I21E, FiHE EXEC
T— FTROFIAZFATL TS IZEN,

FIE

AV RFERIEFTIIY

=)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— FEADIZ L £,
NRAT—REANLET (FERIN=H

/E[\) o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥alb— g
E— FEBRBLET,
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ATvT3

interface interface_type stack/module/port

1

Device (config)# interface
gigabitethernet 1/1/4

AVHE—=T oA ADHEATE IO
TEEEL, A H—Txf AT 4
Fal—agrEB— FE2HBLET,

ATvT4

switchport

1

Device (config-if)# switchport

switchport E— R & Bt L £,

(6=3)) A E—T A AN AT 3
F— ROHFAHIT, LA T 23
TA—FEHRET HITIE, N
T A—=Z ERETTIC
switchport f > 4% —7 = A X
a7 4 FXal—gyavw
VREANL, A VE—T x
A A% VL AT¥2E—FRIZTA
VENRHY ET, ZiUT X
N, A —T A AR>S
ATy RET L LTHG
HEA RX—T VIR0, A
H—T A AN L TN D
THRA AT HA v =Y
DERINDZERDHY E
T, AV H—T A A% LA
Y3IE—RFR0H LAV 2E—
NIZEBE L7256, BE0b
HA B —T = A RS
2 LART DR ETFHRAHET D
RN DY S F—T =
A AXT 7 4V BERIEIZREY
F 9, switchport 27 4 ¥ =
L—3igy E—RClEavyr
K 7'm 7 M (config-if) #
EFRIRINET,

ATvTh

ipv6 snooping [ attach-policy policy_name
[ vlan {vlan_id| add vian_ids| except
vlan_ids| none| remove vlan_ids}] | vlan
{vlan_id| add vlan_ids| except vlan _ids|
none | remove vian_ids|all} |

i -
Device (config-if)# ipv6é snooping

Device (config-if)# ipv6é snooping
attach-policy example policy

B P67 bRy T X2 T OHEE

A B =T A AEITEDA L F—
7z A A LEORFED VLAN (2 A Z A
IPv6 AX—E > 7R —%iH L E
T, TIANIRY) —" A H—T =
A AT H v F 45T, attach-policy
F— U — K& & 71Z ipv6 snooping
avy REFEHLEST, 7740 8 R
Vo —% A% —7xA4AFDVLAN
W27 & v F§HITIL, ipv6snoopingvian
avy REFHLEST, 7740 8K
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L A % 2 EtherChannel 1 > 2 —2J 24 A~AD IPv6 AX—E L FK ) o —Di#EA .

AU RFERETOVa Y

B8

Device (config-if)# ipvé snooping vlan
111,112

Device (config-if)# ipv6é snooping
attach-policy example policy vlan
111,112

Ui—ix, B¥=VU7 ¢ L~lguard,
F N4 A m—/Lnode, 71 =/l ndp
B X WNdhep TT,

ATvT6

end

1

Device (config-if)# end

A B —T oA T 4 Fal—37
v E— REKT L, ¥ EXEC E— K
IR £9,

ATy T17

show running-config

1 -

Device# show running-config

A H—TxfAALT 4 Fal— 7
Y E—REEKTLRZNT, KU —n
BEEDA X —T A AT X v T S
TWAHZ L zMRLET,

L /€ ‘7 2EtherChannel f > % —2J 24 AADIPGRAX—E VTR o —

o3& A

EtherChannel f % —7 = A4 AFE 721X VLANIZ IPv6 AX—VE L F R > —%T X v F4 5T
I%. FiHE EXEC E— R CTIROFIEZFETL T E S0,

FIE

ARV RFERETIVa Y

=)

&

enable
I

Device> enable

¥i#E EXEC E— &A% LE T,
NAT—READLEST ERESn-8

) o

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXalb—g
E— N&ZBABLES,

ATvT3

interface rangeinterface name

1

Device (confiqg) #
Port-channel 11

interface range

EtherChannel DAERIFIZEI D T HMI T
R—FF¥XN A B —T A ZAD4
AIZEELET, A% —7 =1 A&
Ay 7 4 Xalb—var E— N
LT,
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B vwnw~orerx—EC oKy L —0sn—LiER

ARV RFEREET7TOVa Y BHY

Evh AU H—T A ADLRTE X
A TERMHEIZSZRT 51203
show interfaces summary ==~
Y REANLET,

RTFw T4 |ipvb snooping [ attach—poliqy policy name|[pve 2 X —t° L 7 B —% A o 2 —
[ vlan {vlan_ids| add vlan ids| except Ta A REITFDA B —T = A A |-
vlan_ids| none| remove vian ids|all} ]| DEED VLAN 127 % v F L £+

vlan [ {vlan_ids | add vian ids| . o N
exceptvlan_ids| none| remove vian_ids| attacrl:pohcyzL7 / 7 /%ﬁfﬁﬁ L7y
al} ] BTNV R —RNTH T
NEJ,

fi

Device (config-if-range) # ipv6é snooping
attach-policy example policy

Device (config-if-range) # ipv6 snooping
attach-policy example policy vlan
222,223,224

Device (config-if-range) # ipv6 snooping
vlan 222, 223,224

ATw 75 |end AV B —T oA AL 7 4 X2 L —
il - va vy E— REMKT L, FHEEXECE—
Device (config-if-range) # end FIZRY £

Z F w7 6 | show running-config AU —DDBEDA v H—T = A AT
interfaceportchannel_interface name SN TWAZ L AR LET,

1

Device# show running-config interface
portchannel 11

VLAN A®D IPv6 A X—E VR —D U A—/3\LiEHA

DA 2 —T A A LD VLANIZIPV6 AX—E L 7 KU —%2T ¥ v FFA01%, FitE
EXEC E— RTCTWROFNEZFITL T TEE N,

FIE
AU bRERETIVa Y B#Y

AT w1 |enable F#HE EXEC £ — REAHMZ L £ T
i - NAT—REANLET ERINE
Device> enable é§) °
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AU RFERETOVa Y
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ATv T2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
£ — F%Fﬁlﬁﬁébijﬂo

ATvT3

vlan configuration vian list

1 -

Device (config) # vlan configuration 333

IPv6 AX—V 7R —%wAd 5
VLAN Z45%E L, VLANA VX —7 = A
A a7 4F¥al—aryE—FE2H
WBLET,

ATv74

ipv6 snooping [ attach-policy policy _name]
fi

Device (config-vlan-config) #ipvé
snooping attach-policy example policy

TRCDOFTNA AL B —T A AT,
F5E L72 VLAN [Z IPv6 A X —E > 77K
Ui —%mM L ET, attach-policy 4~
varEERLURWEAE, 7740 b
R —NT Xy TFINET, T 74V
MRV =T, BX2UT 4 LL
guard, 7/3A A2 m—/L node, 7’1 h
=L ndp B X W dhep T,

ATvTh

end

1

Device (config-vlan-config)# end

VLAN A V' H—T A R AT 4F =
L—va vy E— REKT L, ¥FEEXEC
E—FIZREY ET,

IPV6 N1 T 429 T—TILORBD

=L

ax AE

IPV6 XA LT 4 7 T—T ) aryT oY EFRET DI, FifE EXEC ©— R TRO FEE E

TLET,

FIE

ARV KRFERERETYVa Y

B8

ATy T

enable
R

Device> enable

e EXEC E— FE AR L £,
INRAT—RE AN LET EREIN-%

) o

ATv T2

configureterminal

1

Device# configure terminal

Ja—)L a7 4 Falb—g v
£ F%Fﬁlﬁﬁé\bij«o

ATvT3

[no] ipv6 neighbor binding [ vlan vian-id
{ipv6-addressinterface interface type
stack/module/port hw_address

AT AT T—=TN T —=F X=X
WZAZT 47 = MY ZBIMLET,
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[reachable-lifetimevalue [seconds| default
| infinite] | [tracking{ [default | disable] [
reachable-lifetimevalue [seconds | default
|infinite] | [enable[reachable-lifetimevalue
[seconds| default | infinite] | [retry-interval
{seconds| default [reachable-lifetimevalue
[seconds | default | infinite] } ]

1

Device (config)# ipv6é neighbor binding]

ATvT4

[no] ipv6 neighbor binding max-entries
number [ mac-limit number | port-limit
number [ mac-limit number] | vlan-limit
number [ [ mac-limit number] | [ port-limit
number [mac-limitnumber] ] ]

1

Device (config)# ipv6é neighbor binding]
max-entries 30000

NAT 4T T—=TN Fxyvall
FATELZ U N OERRBERELE
R

ATy TH

ipv6 neighbor binding logging
1 -

Device (config)# ipvé neighbor binding
logging

NA VT AT T—=TN AL ARy
Mo X T F—T VI LET,

ATvT6

exit
B

Device (config) # exit

Jua—sLar 7 4 ¥al—vay
F— F&f& T L. M EXEC E— FIZ
Ev)\i—g—o

ATy T1

show ipv6 neighbor binding
f

Device# show ipv6é neighbor binding

NA T 4 T T =T NONEEF R
L/iﬁ‘o

IPv6 A N—EFTA ARG IRy —D

=JL ==

ax AE

Cisco I0S XE Amsterdam 17.1.1 LAF§., IPv6 ND A > A7 3 g EEREIZBEIE & 41, SISF ~N— 2R
DT NAANT vFX U THRRICE XX D, R UEREA LS ET, b oE X2 ¥

ZTIZHONWTIE, ZORF2 A D [SF R—ZADTFNNA AN T X TD

[ 2 & I
éb\o

K54 EXEC
TLEED

=L

AxX JE

T— Kb,

o
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| P6T7—2R bRy TE£F1UT 1 DEE

FIE

IPv6 A N—BFA v ARy v avky v—oBE [

AU RFEEETIa Y

E[:)

ATy T

enable
B -

Device> enable

¥iME EXEC T— F&EAIC L £,
NRAT—RZANLET FEREniz

58)

o

ATvT2

configure terminal

1 :

Device# configure terminal

Ja—nR) a7 4 F¥al— g
E— FERBLET,

ATvT3

ipv6 nd inspection policy policy-name
11 -

Device (config) # ipvé nd inspection
policy example policy

ND A VAT gy R —4 %1
EL, NDA VAT gy R v—
a7 4 X alb— g E— REBlth
LET,

ATvT4

device-role {host | switch}

51

Device (config-nd-inspection) #
device-role switch

A= MR SN WD T A A0
EBlEEELET, T 744 Mihost T
KR

ATvT5

limit address-count value

1 -

Device (config-nd-inspection) # limit
address-count 1000

RN—FTHEHTESIPv6 T KL ADEK
ZHIR L E9,

ATvT6

tracking {enable [reachable-lifetime
{value| infinite}] | disable [stale-lifetime
{value| infinite}]}

1

Device (config-nd-inspection) # tracking]
disable stale-lifetime infinite

RN—=RTTT7HN DTy F TR
Vo—% bEILET,

ATy T17

trusted-port
1 -

Device (config-nd-inspection) #
trusted-port

FBEHTELR—MITLHR— FERE
LEY,

ATvT8

validate source-mac

1 :

Device (config-nd-inspection) # validate|
source-mac

P58 7T Media Access Control (MAC) 7
KLAZY v 7@7 RLALRAELE
‘a‘o

ATvT9

no {device-role| limit address-count |
tracking | trusted-port | validate
source-mac}

Zha<y RonoXEFHHAL TR
A—HDOBEDOHREEHIRLET,

P6 77— bRy T X2 )T 0%EE |
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IPv6 77—k Ry T X171 DEE |

ARV FFEREETIVa Yy

S

1 :

Device (config-nd-inspection) # no
validate source-mac

ATy 710

default {device-role|limit address-count
| tracking | trusted-port | validate
source-mac}

51

limit address-count

Device (config-nd-inspection) # default]

REEXT 7+ MEICRELET,

ATvIN

end

&1

Device (config-nd-inspection) # end

ND A VAR vayR)r—ay
TA4Xal—varE—REKTL,
ke EXEC B— FIZR D £7°,

AT 712

show ipv6 nd inspection policy
policy_name

&1

example policy

Device# show ipv6 nd inspection policy]|

A ==3

ND A VAR ¥ a »DEIE

£

e L

A3 —=—T A4 AANDIP6 R A IN—IFEFRA VAR 3 VR O—DER

Cisco I0S XE Amsterdam 17.1.1 LA, IPv6 ND A o A7 > 3 EEREITEEIE &4, SISF X— 2
DT NAANT wX L VHERRICE XX i, R UEESERIL SN E T, MIcToE S

ZTIZHONWTIE, ZORF2 A FD SF R—ZADTFNNA AT X TD

1 ==3

WE] DED

[FNRAR N T oF T R —DA L H—T 24 A~DHEH] 2R LTLTEEN,

AR =T 2 A AEFITFDA L EZ—T A A LD VLAN IZ IPVO ND &R Y > —%2 T X >
F45I20%. FiME EXEC E— FTROFEEZETL T EEW,

FIE

ARV RFERFTIaY

B8

ATy T

enable
51 -

Device> enable

it EXEC E— FE Az LET,
RAT—REANLET FEREIN7-8

) .

ATy T2

configureterminal

1 -

Device# configure terminal

Jua—N) a7 4 FXal— g
ET— F&ERHEBLET,

B P67 bRy T X2 T OHEE



| P6T7—Rbiky T EF2UTAOHE

L A % 2 EtherChannel f > 2 —2J = 4 ZA®D IPv6 R A N—1RFRA Y ARY L3 VK1) O —D@ER .

AU RFERETOVa Y

B8

ATvT3

inter face interface-type interface-number

1

Device (config)# interface
gigabitethernet 1/1/4

AV EB—T 2 A ADEATEBIONID %
BEL. AV F—ToAf AT 4 Fa
L—y gy B—REHBLEST,

ATvT4

ipv6 nd inspection [ attach-policy
policy_name[ vlan {vlan_ids| add vian_ids
| except vian_ids| none| remove vian_ids
|all} ]]vlan[ {vlan_ids | add vian_ids|
exceptvlan_ids| none| remove vian_ids|
all} |

fil

Device (config-if)# ipvé nd inspection
attach-policy example policy

Device (config-if)# ipvé nd inspection

attach-policy example policy vlan
222,223,2

Device (config-if)# ipvé nd inspection
vlan 222, 223,224

FAN—RBRERY o —% A L H—
T2 A RAERIFEDA X —T =4 AL
DEED VLANIZT Z v F LET,

attach-policy 47"+ a &2 L7255
BT ITANVE R =BT X F &

NET,

ATy TH

end

1

Device (config-if)# end

B =T AT 4 Fal—37
VE— RERKT L., K EXEC E— K
IZRY £,

L 4 472EtherChannel f 2 — 27 4 AADIPV6 R A4 N—IFRA VARSI g3 Ry o —

s A

Cisco IOS XE Amsterdam 17.1.1 L&, IPv6 ND A > A7 o g UHEREITFELE & 41, SISF ~X— 2%
DT NRAARNT X 7THRRICE X b, R UERENMEESNET, fHbhT o E &z ¥

AZWZONWTIE, ZORFa2 A bD [AFRX—=ZADTNAARNT XL T D

BIE] DED

[(FTNRAA N T X T R =D F—T oA A~OiEH] 2SR L TIEE0,

EtherChannel 1 > % —7 = A 2 F7-1% VLAN IZ IPv6 %A N—IEBMRERY > —%2 T % v FF
BHI2IE. ¥i#E EXEC E— R CTIROTFIEZ FEIT L T &V,

FIE

ARV RFFERERTI VA Y

=)

ATy T

enable
1 -

Device> enable

HrtE EXEC =— RZHFI L ET,
NAT—REANLET EREN-5

/E[\) o

IPv6 7 7 —

ZbkwvTexayTs0HE ]



B AN~ 1P R = BFRA RRY 3 UKy L —D T D— S LiER

IPv6 77—k Ry T X171 DEE |

ARV RFERETIVa Y

B8

ATv T2

configureterminal

1

Device# configure terminal

Jua—\)LaryZ7 4 Xal— g
£ — F%Fﬁlﬁﬁébijﬂo

ATvT3

interface rangeinterface name

1 -

Device (config) # interface range
Port-channel 11

EtherChannel DERSIFICEI Y ¥ CTHN T
R—=RFTF¥RNV A F—T A ADL
AEfRELET, A ¥ —7 =4 AFiH
Ay 7 4 Xal—vary ET— Nl
LET,
Evbh A H—T A ADLHIE X
A TR BHBRICSRT 5121

show interfacessummary =~

Y REANLET,

ATvT4

ipv6 nd inspection [ attach-policy
policy_name[ vlan {Man_ids| add vlan _ids
| except vian_ids| none| remove vian_ids
[all} ]]vlan[ {vlan_ids| add vlan_ids]|
exceptvlan_ids| none| remove vian_ids|
all} ]

1

Device (config-if-range) # ipvé nd
inspection attach-policy example policy

Device (config-if-range) #ipv6é nd
inspection vlan 222, 223,224

Device (config-if-range)# ipv6é nd
inspection attach-policy example policy
vlan 222,223,224

ND A LV ARZ gy R)—% A
B —T 2 A RAERIFTEDA L FZ—T =A
A EORFEDOVLANIZT # v F LET,
attach-policy 47" o » Z i ] L 722\ 8
By TI7HNVE R —RNTH v F X
ET,

ATy Th

end

1 -

Device (config-if-range) # end

AR —T oA AFWHa L 7 Fal—
varE—REHKT L, FHEEXECE—
RIZEY £77,

VLAN A IPv6 R A NN—FFRA VAR 3 VR o—D 7 a—/\)LiEH

Cisco I0S XE Amsterdam 17.1.1 LAF§, IPv6 ND A > A7 3 g EEREITBEIE &4, SISF ~_— 2R
DT NAANT vF U 7HRICESZ D, R UEREMREEET, b T o EXHx ¥
AZIZONTE, ZORF2 AL D [SFRN—ZADT AL AT v X TORE] O [FA
A Z FTFToX TR —DOVLAN ~DOTEH | 2R LT EEW,

W DAL B —T 24 A O VLANIZIPVONDIERERY o —%2 7 &% v FF5121%. ¥ EXEC
F— FCTROFNEEFZIT LTI,

B P67 bRy T X2 T OHEE



| P6T7—2R bRy TE£F1UT 1 DEE
PG L—5 7 KR f X4k Ai— Ry v—oiz [

FE
AU RFEREET7TIV3 Y By
RT w71 |enable FiME EXEC E— R&EADNIC L E T,
f NRAT—RE AN LET FERENnG
/E[\) o
Device> enable
R T 72 | configureterminal Jsa—\ )L a7 4 ¥z lb—3a
15“ : Tt F‘%Eﬁﬁé\biﬁ‘o
Device# configure terminal
ZFw 73 |vlan configuration vian list IPv6 AX—E 7R r—2id %
i - VLAN Zf8E L, VLANA V% —7 = A
Device (config) # vlan configuration 334 ATLTAFab—va s T R
HBLET,
R T w 74 |ipv6 nd inspection [ attach-policy FTRTCOAAL VFBLIRARAZ Y7 [V
policy_name] H—T A AT, IPv6 XA N—IRHENR
#l - U —%48E LT VLANIZT # v F L
Device (config-vlan-config) #ipv6é nd ij—o attaCh'pO”Cy F 73 :/é”fjii)zﬁ L
inspection attach-policy example policy| WS, TNV RRY—DT Xy
FINET,
F 7 4V kDR —i%, device-role
host, no drop-unsecure, limit address-count
disabled, sec-level minimum is disabled.
tracking is disabled, no trusted-port, no
validate source-mac T,
RFwF5|end VIAN A V' H—T = A 2T 4 X =
B - L—ya s E— RET L, FiHEEXEC
Device (config-vlan-config) # end T FCRYETS

IPV6 IL—B 7 KINZA XA M H—FR)O—DETF

IPv6 L—% T RARH AL XA bR Y —%RET HITIE, 55 EXEC £— N TROFIEEE

FiE
ARV RERETIOaY E]:p]

AFwvF1 |enable ke EXEC E— REZHIC L ET,
1 -

P6 77— bRy T X2 )T 0%EE |
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IPv6 77—k Ry T X171 DEE |

ARV FFEREETIVa Yy

S

Device> enable

T T EREIRSNTICHNAT — R
Z AT LET,

ATy T2

configureterminal

1 :

Device# configure terminal

Jua—\) a7 4 Xal—g v
£ F‘%Eﬁﬁébij‘o

ATvT3

ipv6 nd raguard policy policy-name

&1

Device (config) # ipvé nd raguard policy]|
example policy

RA H— RV o —4%fHEL, RA
H—FRRYV—ar 7 4 Fal—3
v E— RERGLET,

ATV

[no]device-role {host | monitor | router |
switch}

51

Device (config-nd-raguard) # device-role
switch

A— MR I TWBE T A 2D
EEfgELEd, T 74/ Mihost T
j—o

(G¥) ARA MR — b & — X4
A= OWFEH 2Ty b
U— 7 T, &A MAIKR— bk
¥ 721% VLAN T devicerole
host Z# 3% € L7= RA /' — K&K
J—L bz, RAH—F
FERENEENICEMECE D LD
2, —Z DR — KT
devicerolerouter Z#% & L 7=
RA ' — KRRV o —%FET
D5 ENMATT,

ATy Th

hop-limit {maximum | minimum} value

51

Device (config-nd-raguard) # hop-limit
maximum 33

B P67 bRy T X2 T OHEE

By THIREIZ L B v—2 T RoNZ A
XAV RN A= DT 4B T
A F—TMILET, RIERA A v
IR THIRE (IPv4 O
TimetoLive & R U) # & A[REMEN B
L2, AN TRIFANLN
HeE, BFANNPARIERA X vtE—
VxR — X EBLITHEIEIZNT
T4 I EERTDZENTERLI A
DET, BESNTWRWE Y 7HIR
BEEEHSORAAvE—VIF 7y 7 &
nET,

(1~255) HARBLOERNDR v 7Hl
[ D i

REINTWRWEE, ZO7 4 vH
54—y £,



| P6T7—2R bRy TE£F1UT 1 DEE
PG L—5 7Kg 4 X4k Hi—F R o—oBE |

avY RFEEET7YVa Y B

fminimum] ZEE LT, HET HHE
LR > THIBREZ F> RA A v
t—ETuy s LET,

maximum| #5%E LT, fiET HE
L0 @EWA Y FHIBREZF> RA A v
t—TETuy s LET,

25w 76 | managed-config-flag {off | on} BHET RLVARE (M) 777)
i - 74—V RIZESNT—H T R ¥
, , XAV N A=V DT 4 NEY)
Device (config-nd-raguard) # N . .
managed-config-flag on TEAEMZLEST, M| 74—V K

N1DORERA A vE—VORERLE L
TARA hHBARIE DHCPV6 - — "% H
THHEENRHY T, FHEIIN TR
WA, 2O A NVEIET 4 —T 0
2720 £,

on: M] EX1DRA A vE—V%
ZIFANTEEL, 00L0ET v
7 LET,

Off : ™™MJ] fEDNODRA A v E—T%
ZIFANTEZEL, 1ObDET oy

7 LET,
XFwF7 |match {ipv6accesslistlist|raprefix-list| fsE L7717 4 v 7 2 U 2 NE-IT
list} TI7R®AVANERELET,
il -

Device (config-nd-raguard) # match ipvé|
access-list example list

2T w78 |other-config-flag {on | off} ZoMoBE (0] 75 7) 74—
Bl - WRIZESS =T RNE AL XA
Ayt —COT74NE2Y T EA

Device (config-nd-raguard) #

other-config-flag on X—=7MILET, T0) 74—/ F
N1DORERA A vE—VORERLE L
T A MBARIE DHCPV6 Y— 3% H
TLHGENRHY £, RIEIN TN
WA, TOT7 A NVHIXT =T
W27 9,

Oon: IO fERA1TDRA Ay E—V%
ZTANTHEEL, 00D ET 2y
7 LET,

P6 77— bRy T X2 )T 0%EE |
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IPv6 77—k Ry T X171 DEE |

avYREERFT7IYa Y =]
Ooff: TO] [N O0DRA XA vE—T%
ZIFANTEEL, 1ObDET Yy
7 LET,

ATvT9

[no]router-preference maximum {high |
medium | low}

1

Device (config-nd-raguard) #
router-preference maximum high

Router Preference] 7 7 7 #fEH L7=
=B T RNRNEA XA N Ayg—
DIZANEY TN LET, &
ESNTVWRWESE, 207 41
F A —=T MR £1,

* high : [Router Preference| 73
Thigh] . [medium] . F7=2IX
Mow| |ZEXE SATZRA A vt —

VaezFANET,

* medium : TRouter Preference] 7°
Thigh) IZRE SN RA A vE—
CETuv 7 LET,

»low : [Router Preference] 73
Imedium| F72i% Thigh) (ZFXE
ENTZRAAVE—VET VY
LET,

ATy 710

trusted-port
£

Device (config-nd-raguard) #
trusted-port

[FCE 5H— b & LTRIET S &
FRTOBETF AL ZAREES L. L
DM/ A v —UKEFIIFEIT SN E
NV

ATvIN

default {device-role| hop-limit
{maximum | minimum} |
managed-config-flag | match {ipv6
access-list | raprefix-list } |
other-config-flag | router-preference
maximum| trusted-port}

1

Device (config-nd-raguard) # default
hop-limit

a<wy REF 740 MEICKE LET,

ATvT12

end

1

Device (config-nd-raguard) # end

RAF—F RV —ar 7 4Falb—
vay E'— REKT LT, F# EXEC
ET— FIZRED £7,

ATy 713

show ipv6 nd raguard policy policy_name
1 -

B P67 bRy T X2 T OHEE
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ForLET,
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| P6T7—Rbiky T EF2UTAOHE
AUB—TIAAADIPBL—4 7 K84 X4 ok -k Ky v—o@Em ]

ARV KRFERETIVa Y E]:g]
Device# show ipv6é nd raguard policy
example policy

AR—T A RA~NDIP6)L—F 7 ENFAL XAV A—F R O—DER

AV HE—T 2 A AFTNFTFDA L H—T 2 A4 A LD VLANIZIPV6 L—HF T RANX AL XA 2 |
KU —%T EyFT 521, FiE EXEC T— R TROFIEEZEITL T &0,

Fig
AU RFERET7TIVa Y B

RTF w71 |enable HHE EXEC T— RZAMIc L ¥,
1 - Ty NRERINTEHRAT— R
Device> enable AFILET,

AT 72 | configureterminal Ja— ) a7 4 ¥Xalb—3a
15“ : £ — F‘%B"ﬂﬁé\biﬁ‘o
Device# configure terminal

R T 7 3| interface type number AV HE—=T 2 A ADHATEBIOID %
1) - WBEL, A v F—TxAf AT 4K

— N — R Ly

Device (config) # interface b—a v E— Fabin Lijﬁ"
gigabitethernet 1/1/4

R w 74 |ipv6ndraguard [ attach-policy A N—PEBRRRERY —F A A —
policy_name[vlan {Man_ids| addvian_ids| > . ¢t zx F7- 132D (v % —7 =1 2 |-
| except vian_ids | none | remove vlz?.n_|ds DOEFED VLANIZT # v F LET,
[all} ]|vlan [ {vlan_ids | add vian _ids| attach-policy 47> = > & i L 72\ 35
exceptvlan_ids | none| remove vian_ids| | M\p cy . 3‘ . 7
all} | B, T 7NN R =BT H TS

nEJ,

1
Device (config-if)# ipv6é nd raguard
attach-policy example policy
Device (config-if)# ipv6é nd raguard
attach-policy example policy vlan
222,223,224
Device (config-if) # ipv6é nd raguard vlan|
222, 223,224

AFw 75 |end A B —T o f AT K2l — 7
i : v E—REKT L, FHEEXECE— R
Device (config-if)# end (CRY ET

P6 77— bRy T X2 )T 0%EE |
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B v 2therchannel £ 25— A ZAD P L—5 T KRB A XAk H— KK S —OiER

L 1 7 2EtherChannel 1 >3 — 27 A AADIP6)L—3F 7 FNF AL XA~ Fi—FKRY

—miEA

EtherChannel £ > % —7 = A AE721Z VLAN IZIPv6 L — % T RAXH A XA b H— KK
V=% T XTI HICIL, FitE EXEC E— R TROFNEZFATL T Z &0,

FIE

ARV RFERERTI VA Y

=)

&M

enable
1 -

Device> enable

¥i#E EXEC T— &AL £,

Ta T NRFRINZH/RAY— RE
ANJTLET,

ATy T2

configureterminal

1

Device# configure terminal

Ja—)L a7 4 Falb—g
£ F%Eﬁﬁébij«o

ATvT3

interface range type number

1

Device (config) # interface Port-channel]
11

EtherChannel DAERCIFIZE Y 24T H 7=
R—=RhTF ¥RV A F—T A AD4
AIZHELET, A ¥ —7 = A AHiH
a7 4 X2l —ary B— NG
L%,

EVh A H—T oA AG{RHAT
Z RIS T 51213 show
interfacessummary =< > K%
FiME EXEC E— R CHEM L &

S

ATv74

ipv6 nd raguard [ attach-policy
policy_name[ vlan {van_ids| add vlan _ids
| except vian_ids| none| remove vian_ids
[all} ]]vlan[ {vlan_ids| add vian_ids|
exceptvlan ids| none| remove vian_ids|
all} ]

1

Device (config-if-range)# ipvé nd
raguard attach-policy example_policy

Device (config-if-range)# ipvé nd
raguard attach-policy example_policy
vlan 222,223,224

Device (config-if-range) #ipv6é nd raguard
vlan 222, 223,224

RAHZ—FRI v—% A F—T A A
FFTEDA L H—T A A LDOFFED
VLAN |27 % »F L $7, attach-policy
FTa v EERLRWEGS, 7741
FARY =BT Xy FInNET,

B P67 bRy T X2 T OHEE



| P6T7—Rbiky T EF2UTAOHE
VLAN ~Q IPV6 L—5 7 K358 4 XA v b Hi— R Ry o—nsn—sLiEm [

vV RERIFTI YAy BHY

A7 v 75 end =T o AT T 4 Fo L
Bl - varyE—REKT L, FHEEXECE—
Device (config-if-range)# end RIZRY ij‘o

VLAN AD IPV6 JL—3 7 RINFAL XAk A=K AR >—DT7 B—/\ILEH

A B —T A ATEFE S VLANIZIPV6 L —F 7 RARZ AL XA N RY > —%T X v FT
BHI21E, Fi#E EXEC E— RTROFEEFEITL T I,

FIE
ARV RFEEET7TIVa Y B#J

AT w1 |enable it EXEC E— RZAMIC L ET,
E T T IPNFRRENTHNRAT— R
Device> enable J\jj Lijqo

R 72 | configureterminal Ja—\ ) a7 4 FX¥al—a
Bl T— FEMBLET,
Device# configure terminal

Z 5w 73 |vlan configuration vian list IPV6RA J— FARV > —Z @ T 5
i - VLAN Z$5E L, VLANA > #—7 = A
Device (config) # vlan configuration 335 AILTAFalb—va s T }\%F}ﬁ

HLET,

R 7 4 |ipvé dhep guard [ attach-policy TRCDAL v TFBILORAZ v T (>
policy_name] B —7 A AT, IPV6RA H— R K Y
%l - V—HIE LI VLANIZT ¥ v F L&
Device (config-vlan-config) #ipv6é nd ﬁ—" attaCh-pOIiCyj‘7O:/ S :/%4%% L7z
raguard attach-policy example policy l/‘i}%/a\\ FITHIVN R —NT X

FENET,

AT 75| end VLAN A V4 —T = A A 227 4 F =
i - L—ya v — R&#T L, FEEXEC
Device (config-vlan-config) # end T ]\ L:)j:% V) SE—;«O

4

IPv6 DHCP /i — k7R O —DEETE

IPv6 DHCP (DHCPv6) #'— K ARV I —%RET D21, Fi#E EXEC E— FTROTFNEE AT
L/\i‘a_o

P6 77— bRy T X2 )T 0%EE |
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FIE
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ARV RFERRTI Y

E[:)

ATy T

enable
B -

Device> enable

¥iME EXEC T— F&EAIC L £,

T T INEITRSNTICHNAT — R
AN LET,

ATvT2

configureterminal

1 -

Device# configure terminal

Juaua—)ary7 4 Xal—g v
T RFERMBLET,

ATvT3

ipv6 dhcp guard policy policy-name
£

Device (config) # ipvé dhcp guard policy]
example policy

DHCPv6 H— K R Y v —£ &g E L,
DHCPv6 H— KRRV v—a 7 4 X
L—g v T— REBBLET,

ATv74

device-role {client | server}

51

Device (config-dhcp-guard) # device-role
server

(EE) BEOHREIDT /SA AN D
H DO T2V AR — b _E 0 DHCPv6 &
BLODHCPv6 7 RANZ A XA N &
T4 NE LET, T 74 M client
<7,

eclient: T 74/ M, 7T vF &

NIZTNRAANT TAT 2 R TH
HTEEWBELET, =1 Ay
t—JIiEZOFR— TRy
SNET,

sserver ;A SN T NA AR
DHCPv6 —/"Th b = & #HHE
LET, ZOKR—FTIE, =2
A=V RHFRINET,

ATy TH

match server access-list
ipv6-access-list-name

1 :

; ;Assume a preconfigured IPv6 Access
List as follows:

Device (config) # ipv6é access-list

my acls

Device (config-ipvé6-acl)# permit host
2001:BD8:::1 any

;;configure DCHPv6 Guard to match
approved access list.

Device (config-dhcp-guard) # match
server access-list my acls

(EE) . 7 R3Z A XE 417 DHCPv6
P—REFY L—T LU ANTEFES
NEY—ROT7 78R Y A SNEDL
DTHDHZ L OMEREA X —TMIZL
¥4+ (77 BRVRMDSEET KL R
% Tany) T9) . RESNTHRNG
G, ZOF =y 7 iFEBEENET, 22
DT 77X YA NI, permitall & LT
WM I ET,

B P67 bRy T X2 T OHEE
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ipvs DHCP 7i— KRy v—nE [

ARV FFEREETIVa Yy

E:)

ATvT6

match reply prefix-list
ipv6-prefix-list-name

1 :

; ;Assume a preconfigured IPv6 prefix
list as follows:

Device (config) # ipvé prefix-list

my prefix permit 2001:DB8::/64 le 128

;; Configure DCHPv6 Guard to match
prefix

Device (config-dhcp-guard) # match
reply prefix-list my prefix

({E&) DHCPvV6 JGE A v — D
T RS RENET LT 4 7 AR
EINTZHAKB TV T 07 AV Z RS
DHLDOTHDZ L DOREA F—T I
WCLET, RESNTORWVWEA, =
OF =y 7 FEEINET, EOT 1
747 A U AN, permit & L THLPE
SNnET,

ATy T17

preference{ max limit | min limit }

1 -

Device (config-dhcp-guard) # preference|
max 250
Device (config-dhcp-guard) #preference
min 150

device-role 78 server T 5 -A1Z max
FBLO min #5¢E LT, DHCPv6 H—
INT RNE A XA MEE S — MBS
EEIZES W T T2 LET, T
TV FTIETRTOT RAXZ A XA
v IR ERET,

maxlimit :  (0~255) ({E&) 7 kA
AARXRSNZT VT 7 LA
([preference] 47> 2 > N) DHEE S
AT HIBRAN N Cdo 570 E D IDOIRGEE
AR—=TMILET, T 74/ ME255
TT, RESNLTWARWGE, 20
F =y 7 IFEEESNET,

minlimit : (0 ~255) ({£&) 7 KA
BARXREINTT)V 77 LA

([preference] A7+ a v N) BHEE S
NTHIRZ B L TW A E D o
AEEA F—T M LET, T H B
I$0 TY, BRESN TRV, Z
OF = v 7 3EHREINET,

ATvT8

trusted-port
1 -

Device (config-dhcp-guard) #
trusted-port

({£&) trusted-port : 7"— k21548

T— FCBELET, ZOF—T

X, UL EORY o 7I3FEITSh
FHEA,

GE) EHECE AR — bR TLE
P& . device-role 77> 3 v

R TE 8 A,

ATv79

default {device-role|trusted-port}

1 :

(LE) default : =~ REF 741

MIFRELET,

P6 77— bRy T X2 )T 0%EE |



B o5 REREA 2 —T 14 2 LD VLAN ~O IPYE DHCP H— K7 1) & — 5

IPv6 77—k Ry T X171 DEE |

ARV FFEREETIVa Yy

S

Device (config-dhcp-guard) # default
device-role

ATy 710

end

51

Device (config-dhcp-guard) # end

DHCPv6 F— R ARV — a7 4 F =
L—vay B— REKT LT, Rt
EXEC £— RIZEY £7°,

ATvIN

show ipv6 dhep guard policy policy_name
11

Device# show ipvé dhcp guard policy
example policy

(ff:#&) IPv6 DHCP /— RARY > —bD
BREEFRRLET, policy nameZ %%
BT D L, §XTD DHCPv6 7R Y
BRI INET,

A —T A RFERIFAZ—T 4 X LD VLAN ~®D IPv6 DHCP /i — KR —®D

2 FA

IPV6 A VT 4 T T—T N arT oY ERET HICIE. Kb EXEC T — R TRDFIEEZE

ITLET,

FIE

ARV RFEEETIa Y

=)

&

enable
B

Device> enable

¥ M EXEC T— F&EADIZ L £,

Tar T MRFRIRENTZHNAY— R E
ABLET,

ATvT2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal—gy
T—FzfnL£7,

ATvT3

interface type number

1 -

Device (config)# interface
gigabitethernet 1/1/4

A B =T 2 A ADEATE IO
FHEEL. AV HF—T A AT 4
Xl —rgry ET— 2B LEST,

ATv74

ipv6 dhcp guard [ attach-policy
policy_name[ vlan {Man_ids| add vlan _ids
| except vian_ids| none| remove vian_ids
[all} ]]vlan[ {vlan_ids| add vian_ids|
exceptvlan_ids| none| remove vian_ids|
all} ]

1

Device (config-if)# ipv6é dhcp guard
attach-policy example policy

B P67 bRy T X2 T OHEE

DHCP #— R RV v —% A v HF—T =
ARENIEDA B —T = A A LOKF
EDVLANIZT ¥ v F LET,

attach-policy 47> a > & L 72\
B TI7FNV R —RNTH v F X

ET,
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L A v 2 EtherChannel > % —7 = A 2~ IPv6 DHCP 5i— KKy —niEf [

AU RFERETOVa Y

B8

Device (config-if)# ipvé dhcp guard
attach-policy example policy vlan
222,223,224

Device (config-if) # ipv6é dhcp guard vlan|
222, 223,224

ATy Th

end

1

Device (config-if)# end

A B —T oA T 4 Fal—37
v E— REKT L, ¥ EXEC E— K
IR £9,

L 4 7 2 EtherChannel 1 > 4% — 27 4 A~®D IPV6 DHCP H— KR > — D& R

EtherChannel 1 > % —7 = A A £ 721X VLAN IZ IPv6 DHCP H— K R o —%2 T X v F 3 5IZ
%, $7HE EXEC E— R CTIROFIAEZFEITL T 7EE VY,

FIE

aAvYU RFEREIT7II Y

=)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— FEADIZ L £,

Tar T RFRIRENTZHNAY— R E
AT LET,

ATy T2

configureterminal

1

Device# configure terminal

Juaua—)L a7 4 Xal— g
T—FzfmL£7,

ATvT3

interfacerange Interface name

1 -

Device (config) # interface Port-channel]
11

EtherChannel DERSIFICEI Y ¥ T HN -
R—h Fr ) A F—T A ZAD4
AEfRELET, A ¥ —7 =4 AHiH
a7 4 Xalb—vary T— Naelth
LET,

EVh A H =T AELRXAT
ZHICZ T 5121d show

interfacessummary =< > K%
¥EHE EXEC E— R T L %

S

ATy T4

ipv6 dhcp guard [ attach-policy
policy_name[ vlan {vlan_ids| add vlan _ids
| except vian_ids| none| remove vian_ids
|all} ]]vlan[ {vlan_ids| add vian_ids|
exceptvlan_ids| none| remove vian_ids|

all} |

DHCP #— R RV v —% A v F—T =
ARETNIEDA B —T = A A EOFF
EDVLANIZT X v F LET,

attach-policy 47"+ a &2 H L 72\

P6 77— bRy T X2 )T 0%EE |
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IPv6 77—k Ry T X171 DEE |

ARV RFERETIVa Y

B8

1

Device (config-if-range)# ipvé dhcp
guard attach-policy example policy

Device (config-if-range)# ipv6é dhcp
guard attach-policy example policy vlan
222,223,224

Device (config-if-range) #ipvé dhcp guard
vlan 222, 223,224

BT IHNLERY—RTEZyFE

NET,

ATy TH

end

1

Device (config-if-range) # end

A B—T oA APz 7 fFal—
varE—REKT L., FHEEXECE—
KIZEY £97,

VLAN ~O IPv6 DHCP i— KR —D - B—/\)LiEH

BEDOA L HE—T A4 A FEDVLANIZIPvV6 DHCP D H— R R Y o —%2 T Z v FF+5I1201%, 4§
HE EXEC E— R CTIKROFIEAZFITL TS0,

FIE

AV RFEERETIa Y

=)

&M

enable
1 -

Device> enable

HibE EXEC E— REZ A% LE 1,

Tar T MRFIRENTZHNAY— R E
ADLET,

ATvT2

configureterminal

1

Device# configure terminal

Jua—)L a7 4 Xal— gy
T—FzfnL£7,

ATvT3

vlan configuration vian list

1 -

Device (config) # vlan configuration 334

IPv6 AX—V 7R —%HAd 5
VLAN Z45%E L, VLANA VX —7 = A
A a7 4FXal— gy E—NEH
WHBLET,

ATv74

ipv6 dhcp guard [ attach-policy
policy name]
f1

Device (config-vlan-config) #ipv6é dhcp
guard attach-policy example policy

TRTCOAAL v TFBLOARZ v T A~
B—T A AT, IPV6 FA /N—HEHRR
Uy —%#E LI VLAN ICT ¥ v F L
9, attach-policy 47> a &R L
BWGE, T 74NV RRY =BT Xy
FanET, T7AND R —iT,
device-role client, no trusted-port TI,

B P67 bRy T X2 T OHEE
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e v—2 - rosz [

AU RFERETOVa Y

B8

ATy TH

end

1

Device (config-vlan-config) # end

VIANA v HF—T A A a7 ¥
L—3 3 E— RE#&T L, ¥HEEXEC
T—FIZRED £,

=)

¥HE EXEC E— FEARINC L £,

T RRFIRENTEHNNARAT— R
AN L%,

Ja—)L a7 4 Fal—g
ET— RZHBLET,

IPv6 V) —A H— KRR o —% & E
L. IPv6 Y—A H—FKRY— a3
T4 Xal—var - FERBLE
7,

> N A —
IPv6 V—X T— FDERTE
=3[
AU RFEREETIVa Y
25w 71 |enable
1 -
Device> enable
R w 72 | configureterminal
fi
Device# configure terminal
R 7 3 |ipv6 source-guard policy policy_name
1 -
Device (config)# ipv6é source-guard
policy example policy
X w 7 4 | [deny global-autoconf] [per mit link-local |

[default{. .. }] [exit] [no{. .. }]
1 -

Device (config-sisf-sourceguard) # deny]|
global-autoconf

() IPv6 VY —RA H— R RY v—%
ERLET,

« deny global-autoconf : H BjF%E S
7= T RUANLDT —
4 N7 4w EEAGLET,
wix, Vo ko XTo s —nN
Jb 7 KL A DHCP 12 k- THIY

-
—

WTHNTWDHEEIC, FEENR, B
CRESNTZT L AZHEDHA b

LD NT 74 v 7 DR EETa
7 LI WEAITENL B £,

e permit link-local : UV > 7 v —7%/1
T RUANLIEESNZTXTO
T—=H NG T4 T EFHFALET,
GE) V=R I — RARY —IzED
<fEHETELAT v a gt
R—hFINEHA,

IPv6 7 7 —

ZbkwvTexayTs0HE ]
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ARV RFERETIVa Y

B8

ATy TH

end

1

Device (config-sisf-sourceguard)# end

IPv6 V—A H— KR — a7 4
Fal—arET—REKTLT, ¥
e EXEC £— RIZEY £,

ATvT6

show ipv6 sour ce-guard policy policy_name

1 -

Device# show ipvé source-guard policy
example policy

RY—REE., TORY —NHEHE
NLEZTRTOA L E—T oA A%FRL
F7,

RDBERY

A B —T A AZIPV6 V—A H— R RIS —%wHELET,

AR—T A RA~DIPv6 V—RT— KR >—0DEH

FIE

ARV RFERETIVa Y

B &

&

enable
I

Device> enable

¥itE EXEC E— FE A LET,

T T RRFRINZHRAT— K%
AFTLFET,

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR) a7 4 F¥al— g
T FEIBLET,

ATvT3

interface type number

1

Device (config) # interface
gigabitethernet 1/1/4

LB —T 2 ADF A T L O T-
ZHEEL, f V2 —T a2 A 2T 4
Xal—ay F— REBEBLEST,

ATvT4

ipv6 source-guard [attach-policy
<policy_name> ]
1 -

Device (config-if)# ipv6é source-guard
attach-policy example policy

A B —T 2 A AZIPV6 Y —A H— K
R o—%TXyFLET,
attach-policy 47"+ a 2 L7255
BT IANVE R =BT X T X
nE7,

ATy TH

end

1

Device (config-if) # end

AR —T A AAL T 4 Fal— 3
VE— RERKT L, K EXEC E— K
IR £9,

B P67 bRy T X2 T OHEE
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L A ' 2EtherChannel £ % —7 = 4 Z~® IPv6 Y —2 H— kKU o—niEA [

AU RFERETOVa Y

B8

ATvT6

show ipv6 source-guard policy policy name

1

Device# (config) # show ipv6é source-guard

policy example policy

RV —REE., TORY U —N@#EH &
AT RXRTCDOA L H—T =2 ABFRL
7,

L 4 7 2 EtherChannel 1 >3 — 2 T4 A~ADIPv6 YV —RAH— KR o—DEH

FIE

ARV KRFERERETYVa Y

=)

ATy T

enable
1 -

Device> enable

it EXEC E— FE Az LET,

Ta s RRFRIREINEHNARAT— R
AN LET,

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—g
T— F&ERHEBLET,

ATvT3

interface port-channel port-channel-number
{5

Device (config) # interface Port-channel|
4

AV B—T 2 ADSIA T LR~ b EE
EHEL, AL v T EFK— K Fx v
a7 4 Fal—arE—RILE
B

ATvT4

ipv6 source-guard [attach-policy
<policy_name> ]
fi

Device (config-if)# ipv6é source-guard
attach-policy example policy

A H =T x A RZIPV6 Y —A H— K
RV —%THXvFLET,

attach-policy 7> a » Z ] L 72\
B TIANVI R —RT X T X

nE7,

ATy Th

end

1 -

Device (config-if) # end

Ao B —T oA AT 4 Fal—3
v E— REKT L, B EXEC E—F
WZRY £97,

ATvT6

show ipv6 sour ce-guard policy policy_name

1

Device# show ipv6é source-guard policy
example policy

RY—REL, ZORY =M S
NHTXTOA U F =T = A%FIRL
=7,

P6 77— bRy T X2 )T 0%EE |
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IPv6 7L 74 v IR HT—FDETE

\}

IPv6 77—k Ry T X171 DEE |

GE) TV 74y 7 AH—FPEHENTHWDIEAICY 7 a—hLT RLUADLEESizL—
F 47 a halliosry S EFATHIE, VA= R R — a7 X ab—
v =g E— KT permitlink-local =~ > FKZA8hc LET,

FIE

ARV KRFERERETY VY

=)

ATy T

enable
51 -

Device> enable

e EXEC E— FEARNC L £,

T NRFRIRENIEHNNRAT— R
AN L%,

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Falb— gy
ET— RZHBELET,

ATvT3

ipv6 source-guard policy
source-guard-policy
1 -

Device (config) # ipv6é source-guard
policy my snooping policy

IPv6 V) —AH— KRR o —ZEEFEL
T, A v TFHEEX2 YT o BERED
J—=AH—=RFR R —a3ar7 ¥z
L—y gy B— REBBLET,

ATv74

validate address

1

Device (config-sisf-sourceguard) # no
validate address

T KU AfiHEREE T B—T Uiz L,
IPv6 L7 ¢ w7 A H— N T
TEBHLHITLET,

ATvTh

validate prefix
f

Device (config-sisf-sourceguard) #
validate prefix

IPv6 Y —A H— K& A x—T T L,
IPv6 7 V7 4 v 7 A A — REEE AT
L/ij‘o

ATvT6

exit

1

Device (config-sisf-sourceguard) # exit

ZA T X2 T 4 KERED Y — 2
H—RRY—ary74¥=1L—3
v E—RNEKT L, F7HE EXEC E— R
2R £,

ATy T1

show ipv6 source-guard policy
[ source-guard-policy]

1

Device# show ipv6 source-guard policy

policyl

IPv6 V) —AH— K R o —RIEHEFR
LET,

B P67 bRy T X2 T OHEE
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AUB—TTAZ~DIPG TLT 1w 2 Hi— KKy o—nEm |

A2B—DT A AANDIPV6 TL T4 VIR H—K R —DER

FIE
AR NFERERTIVa Y BeY

AT w1 |enable FHE EXEC E— RE AR LET,
E T T IPFRENTCHNAT — R
Device> enable Ajﬁl Li?o

R Fw 72 | configureterminal Jua—rL ar7 4 Xal—gy
ﬁu . t— ]\%E:ﬁﬁébi—g«o
Device# configure terminal

AT 7 3 |interface type number AU B =T A ADH A TE X0 T
i) - BEHREL, AV F—T xR AT 4
Device (config)# interface 3'\"1 b—va ' ]\ %Bﬁﬁébiﬁ‘o
gigabitethernet 1/1/4

ATFw T4 ipv§ sour ce-guar d attach-policy Ao H—T A AZIPV6 Y — A H— K
policy name RV —%TH2vFLET,
Bl - attach-policy 7> a » Z i L 72\
Device (config-if)# ipv6é source-guard /E'\‘ 7;‘72—/1/ ]\ ﬂ_\g U ‘\/h—zﬁ??& /%é
attach-policy example policy IVE ﬁ‘o

ATwv 75| end A B—=T 2 AALT 4 X2l —g
i - v E®— R&#T L, i EXEC E— I
Device (config-if)# end ICRD ET

Z 5y 7 6 | showipv6 source-guard policy policy_name| ;K U o —zkiz . 20K U o —7ASf &
i - NATXRTCOA L H—T oA A&FKRL
Device (config-if) # show ipvé ER
source-guard policy example policy

L 4 4 2EtherChannel 1 2 —2J T A AADIPV6 TL 74 v O X H— K HKRYS—DER

Fig
OV RFERETIVa Y B

AT 71 |enable Rt EXEC E— RZ A LET,
i) - TR IRRREINTCHNRAT— R
Device> enable AHLET,

P6 77— bRy T X2 )T 0%EE |
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ARV RFEREET7TOVa Y BHY

R 72 |configureterminal Ja—r)ar7 4 ¥al—i gy
Bl T— FEBHLET,
Device# configure terminal

R F v 7 3 |interfaceport-channe port-channd-number | 41 » % — 7 = f 2D 4 S L R— FBE
Bl - EHEL. AL v F K~k FrHr
DmemMMWiMMﬁmebmmml:y74ﬁlvaa>¢E—FKLi
4 7

R T 7 4|ipv6 source-guard [attach-policy A B —T = A RTIPV6 V— A F— R
<policy_name> ] R —%T 4 v FLET,
Bl - attach-policy 47> a > & L7\
Device (config-if)# ipvé source-guard é§‘ TIANERY =BT E TS
attach-policy example policy fbjiifo

27y 75 |end A H =T 2 A A AT fFal— 3
i ¥ E— F&# T L, ¥ EXEC £— N
Device (config-if)# end (R SE—;AO

R T 7 6 | showipv6 source-guard policy policy_name| ;KU o —gkiE & ZDRY L —NH &
Bl - NHOFTANTOA =T oA AZFRRL
Device (config) # show ipv6 source-guard E
policy example policy

IPv6 727 —X bRy T E2Fa2UT4D

=L

5 : IPv6 DHCP i— KR O —DEHTFE

DHCPv6 77— FEXE DI

Device> enable
Device# configure terminal
Device (config) # ipv6é access-list acll

&% 7 151

Device (config-ipvé6-acl) # permit host 2001:DB8:0000:

0000:0000:0000:0000:0001 any
Device (config-ipvé6-acl)# exit

Device (config) # ipvé prefix-list abc permit 2001:0DB8::/64 le 128

(
Device (config) # ipvé dhcp guard policy poll
Device (config-dhcp-guard) # device-role server
Device (config-dhcp-guard) #
Device (config-dhcp-guard) #
Device (config-dhcp-guard) # preference min 0
( ) # preference max 255
( ) # trusted-port

Device (config-dhcp-guard
Device (config-dhcp-guard

B P67 bRy T X2 T OHEE

match server access-list acll
match reply prefix-list abc
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5] : LA~ 2EtherChannel f > 2 —2J x4 A~DIPv6 V—RXHT— KR

) L —miER

5] : LA~ 2EtherChannel f > 32— 2 x4 A~DIPV6 TL T4 Vv I R
H— KRy

il : LA 2EtherChannel £ % —7 = 4 2~ IPv6 Y —2 Hi— kKU o—niEA [

Device (config-dhcp-guard) # exit

Device (config) # interface GigabitEthernet 0/2/0

Device (config-if)# switchport

Device (config-if)# ipv6é dhcp guard attach-policy poll vlan add 1
Device (config-if)# exit

Device (config)# vlan 1

Device (config-vlan)# ipv6é dhcp guard attach-policy poll

Device (config-vlan)# end

WwoBX, IPv6 Y —A HJ— K RV v—% L A ¥ 2 EtherChannel f > % —7 = A A|ZT X v F

TL5HEERLTHET,

Device> enable

Device# configure terminal

Device (config)# ipvé source-guard policy POL

Device (config-sisf-sourceguard) # wvalidate address
Device (config-sisf-sourceguard) # exit

Device (config) # interface Port-Channel 4

Device (config-if)# ipv6é snooping

Device (config-if)# ipv6é source-guard attach-policy POL
Device (config-if)# end

Device#

—MiE A

WOBL, IPv6 L7 47 A H— KRR —% L A% 2EtherChannel f > % —7 = A AT

T2y FTLHHEERLTNET,

Device> enable

Device# configure terminal

Device (config)# ipv6é source-guard policy POL

Device (config-sisf-sourceguard)# no validate address
Device ((config-sisf-sourceguard) # validate prefix
Device (config-sisf-sourceguard) # exit

Device (config) # interface Po4

Device (config-if)# ipv6é snooping

Device (config-if)# ipv6é source-guard attach-policy POL

Device (config-if)# end

P6 77— bRy T X2 )T 0%EE |
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B oreor—xthyTexay5 B8 2EMER

IPv6 77—RXA bRy T X2 T4IZBT 5EMESR

EpER=

BEEIE |v=aF7IL A4 kI

B

SISF [Ex=2VF s ar74FXalb—yarHAR] O [SISEFRX—=ZADTFNRA AT v
XU T DOBE]

SRAMTYZ AL HR—F

At B 9
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V=T ARV VB Z LD LT ORERA L TA Y =R
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16.6.1 T X2 UT 4 WY — %A o H—T oA A,
EtherChannel f % —7 = A A, F7-1Z VLAN
ICEATE 5 —#HOIPve ¥ 2 U T 4 BERET
T, IPv6 V7 b =T R — T
A= R, ZNHDORY —ERELT
I ALET, R V—2REEIILEES
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