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T34 AN [GCM-AES-128)
B L T[GCM-AES-256] @
W5 OB A R— R L
TWAHAIE, =2 —FERD
MKA RV > —%E&E L THE
AL, $EIZSLUT, 1288
L OR256 £y M H D5 %
EWDHM. 1T 256E > b
DHDOWFEEDDH T L Aok
<BEIHLET,

ATv74

key-server priority

&1

Device (config-mka-policy) # key-server|
priority 200

MKA F—H— %72 g VZREL.
BRINENL 2R E L ET (0 ~255 D
)

G¥) F— =TI FV T4
DAE % 255 IZF% € L7256,
[ e e e A | N s R
IITEEFA, F—H—1D
B SENENL DA X MKA PSK (2
XL TORFETYT, MKA
EAPTLS (Zxf L CIEALZ Tl
HYEHA,
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B

axX ;e

MACsec DEF St |

ARV FFEREETIVa Yy

S

ATy TH

include-icv-indicator

1 -

Device (config-mka-policy) #
include-icv-indicator

MKPDU ® ICV A > ¥ — % BT
LET, ICV A I —H e Whizd
Ai2iX. Zoawr Ronolgafifif
L9,

ATvT6

macsec-cipher-suite {gcm-aes-128 |
gcm-aes-256}

51

Device (config-mka-policy) #
macsec-cipher-suite gcm-aes-128

128 B MEIE 256 By RRFEAKIZ
£V SAK Z ST DO DEFA A —
FMEBRELET,

ATy T17

confidentiality-offset offset-value
1)

Device (config-mka-policy) #
confidentiality-offset 0

BEA B —T = A RTHETENE (B
b)) A7ty FERELET,

() A7ty M#EE 0, 30, ¥
72l 50 ZfEETE LT, 7
Z A4 7 > KT Anyconnect &
FEHLTWAEAIX, A7
ty FOERBEHTLZ AR
BMoLET,

ATvT8

ssci-based-on-sci

1 -

Device (config-mka-policy) #
ssci-based-on-sci

(fE&) Secure Channel Identifier (SCI)
i1 F&-35u T Short Secure Channel
Identifier (SSCI) fEZ &% L E4, SCI
EMEVIE L, SSCIEIHEL 7220 £
7

ATvT9

end

&1

Device (config-mka-policy)# end

MKARY S — a7 4 F21b— 3
VE—REKET L, FHEEXECE— R
IR £9,

ATv710

show mka policy

1 :

Device# show mka policy

MKA R Y > —REEREFRRLET,

2L vFHhBHHRA RAD MACsec DS E1LERTE

TAEHAIZ1I DOMACsec Ty a5 —%FHIZ1 DD MACsec ¥y v a VBN FIET DA v
T MACsec ZRET AT, ROFIEEFEITLET,

H—"T A A

. MACsec DEES 1t
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24 v FhohA f~n MAcsec DEEEEEE [

FIg
OV RFERIETIVa Y B
RTwvF1 |enable M EXEC E— R& A RX—T7 ML &E
11 kK
Device> enable s T T RIMFIREINTZH, XA
U— Rz ATLET,
RFw 72 |configureterminal Ja—r ) ar7 4 ¥al— gy
1§| . T — F%Fﬂlﬁﬁé\biﬁﬂo
Device# configure terminal
2T wF3 |interfaceinterface-id MACsec f > % —7 = A A&IRE L,
4 - A HB =T A AT 4Fal—
N N — RN Ly N —
Device (config) # interface YarE-REMGLES, ¥
GigabitEthernet 1/0/1 T AIWEA X —T = A AT
TR0 FHE A
RFw 74 |switchport accessvlan vian-id ZOR— DT 7 AVLAN Z3E L
15'] : i—g—o
Device (config-if)# switchport access
vlan 1
RFw 75 |switchport mode access A H—T 2 A AT I EAFR— K&
15'] . LT%&E L/jzj—o
Device (config-if) # switchport mode
access
AFw 6 |macsec A H—7 xA AT 802.1ac MACsec
Bl - A FX—TWMILET, macsec 2
Device (config-if) # macsec }\%1%%#6 &, A A /7_75)67‘1:;( h
~D Y > 7 TDOFIH MKA MACsec 13
T2 0 £7,
RXFw J71 |access-session host-mode multi-host RARMNA A =T 2 ANDT 7
Bl AEHALET,
Device (config-if) # access-session
host-mode multi-host
RFw 78 |accesssession closed A B —T 2 A~DERERIAET 7 &
Bl - ABBIE LET,
Device (config-if) # access-session
closed
Z5 w79 |accesssession port-control auto H— R OBARIEERE LET,

1 -

MACsec D551t .
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MACsec DRES1E |

ARV FFEREETIVa Yy

S

Device (config-if) # access-session
port-control auto

ATy 710

authentication periodic

51

Device (config-if)# authentication
periodic

(fE ) ;-ODjA }\ODE@WUJE%E¢§ébjE
71‘\_. iﬁ%)‘j — L/jz—a«o

ATy TN

authentication timer reauthenticate

51

Device (config-if)# authentication
timer reauthenticate

(fEE) 1205 65535 £ TOfE (B)

%]\jj Li?‘ ﬁ%/\ﬁ)%ﬁ:muuﬁ&{

A7ﬁhﬁ%ﬁﬁbiT VA I
FFRERERFRT I 3600 70T,

ATvT12

authentication violation protect

&1

Device (config-if)# authentication
violation protect

BT S AN — MRS v
ﬁu\itiﬁk&@7A4x@/w

MTHERE SN T2RITHT LT /3 298
ZOR— MR SNIGAIC, T
LR WS MAC 7 R L A ZEHET 5
XOFR—FERELET, HEINT
WRWEE T 74V TR — &
X b XU LET,

ATy 713

mka policy policy name

&1

Device (config-if) # mka policy
mka policy

BETFO MKA 71 ha /LR o—%A
VE—T A AZHHAL, £ F—
7z A ALTMKA ZHMNCLET,
MKA R Y o — %% E L0 > 1255
(mkapolicy 7@ — 3L 227 (¥ o
L—yaryavwryReEANLT) ,

ATy 714

dot1x pae authenticator

1 -

Device (config-if) # dotlx pae
authenticator

R— R % 8021x R— h7 /AT
7474 (PAE) A—kr T 47 —4
ELTHELET,

ATvT15

spanning-tree portfast
151 -

Device (config-if) # spanning-tree
portfast

R4 54+ _THOVLANND A > & —
T A AT, AX=>227"V  —PortFast

A F—7 W LE T, Port Fast #fE
DA R—=TNOEE, A F—T A
Xﬁfﬂy%/?XT*%W57f

V=74 Y AT — MIEEBITLE
T, TORRIC ‘#W@Z/\ T

Y AT MDY A

ATv 716

end

51

Device (config) # end

AV B —T A AALT 4 Fa2l—
vary E®—REKT L, FHE EXEC
EF—FIZRED £,
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PSK % L 7= MKA MACsec 03 I}

AT RERETI V3 Y

E:)

ATv 11

show authentication session inter face
interface-id

1 :

Device# show authentication session
interface GigabitEthernet 1/0/1

Fasntztyyarotxa Ty
AT —H AR LET,

ATy 718

show macsec inter face interface-id

1 -

Device# show macsec interface
GigabitEthernet 1/0/1

A B —T A AD MACsec AT —#
A afER LET,

ATv 719

show mka sessions

1 -

Device# show mka sessions

et SNi—mkaty v a U afERLE
KR

PSK #{&FH L /= MKA MACsec )

PSK Z{&F L 7= MACsec MKA M

FIE

A

axX AE

=SL=o

a2 A&

aAvY RFEEIEFT7II Y

B8

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— FEADIZ L £,
e NMAT—REANLET (FERkEh
756

o

ATy T2

configureterminal

1

Device# configure terminal

Ja—)ary 74X b—g v
E—RFZBRBLET,

ATvT3

key chain key-chain-name macsec

1 -

Device (config) # key chain keychainl
macsec

F—Fx—rERELT, ¥— Fxz—
varZ4¥al—iarE—REH
HBLET,

ATv74

key hex-string
i -

Device (config-key-chain) # key 1000

F—F = — U NDOKF—DEAFHRD T %
REL, F—Fz—rOF—ar7 g
Xal—gr ET—REHBLET,

MACsec D551t .



B rskz@EmALE. 4252 —7 11 2TD MACsec MKA DEE

MACsec DRES1E |

ARV RFERETIVa Y

B8

GE) 128 B v MEFEALDOBE AT, 1
~ 32 FD 16 W F— T
A LET, 256 B M
FOLATX, 64 3LT D 16 HEL

F—FHN L E T,

ATy Th

cryptographic-algorithm {gcm-aes-128 |
gcm-aes-256}
1 -

Device (config-key-chain) #
cryptographic-algorithm gcm-aes-128

128y bEZIZ256 By MiEEIZL D
WERALEREE T LT XAEHRELET,

ATvT6

key-string { [0]6]7] pwd-string | pwd-string}
i -

Device (config-key-chain) # key-string
12345678901234567890123456789012

F—WFHNONAT — RERE LET,
16 KDL T DIr % NIJT DB &
Diﬁ—o

ATy T17

lifetimelocal [start timestamp {hh::mm::ss
| day | month | year}] [ duration seconds |
end timestamp {hh::mm::ss| day | month |
year}]

1

Device (config-key-chain)# lifetime
local 12:12:00 July 28 2016 12:19:00
July 28 2016

FHAHLA T —OARIR 2R E L £,

ATvT8

end

1 -

Device (config-key-chain) # end

XF—Frx—r ar7 4 X¥al—g
ET— RFEHKTLT, FFH¥ EXEC E— K
R £9,

PSK =R L. 41 42 —2J 4 ATH MACsec MKA D% F
Flig
AU RFEEETI 3 Y B8
AT 71 |enable HiHE EXEC E— REFNC L E T,
1 - e MNRT—REANLEST (FEREh
Device> enable f:%%é? °
R Fw 72 | configureterminal Ja—\)L a7 4 ¥al— g

1 -

Device# configure terminal

T— FEHBLET,

. MACsec DEES 1t
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SEBAE A — 2 MACsec 551t % L 7- MACsec MKA 035z I}

AU RFERET7TIV3 Y B
AT 73 |interfaceinterface-id A B —TxfAaAr 7 4 Fal—3
51 v E— RERIELET,

Device (config-if) # interface
GigabitEthernet 0/0/0

AT 7 4 | macsec network-link A B —T 2 A A ETMACsec & A F—
1 - T LET,
Device (config-if) # macsec network-1link
AT w 75| mkapolicy policy-name MKA RY o — % ELET,
fi
Device (config-if)# mka policy
mka policy

AT v 76 | mkapre-shared-key key-chain key-chain | MKA F it ¥ —DF —F = — 4 %
name RELET,
1 -

Device (config-if) # mka pre-shared-key
key-chain key-chain-name

Z 5w = 7 | macsec replay-protection window-size VLA {RF#D MACsee 7 1 ' K7
frame number A RERELET,
1

Device (config-if) # macsec
replay-protection window-size 10

AT v 78 |end Ao B —T e fAAL T (X2l —g
1 - VE— RERKT L, K EXEC E— K
WZERD £,

Device (config-if)# end

SEBHEZE AR —X MACsec 551t Z{# A L = MACsec MKA D% %€

RAV RV —RA F U7 TMKAIZEL D MACsee R ET HITIE. WDZ AT HFITLE
j—o

FEAAEREROFR E
o F— T DR
+ SCEP 3¢k DR &

GEAEOFERRE

RALK Y v —ORE

o FEBEANR— 2 MACsec 2172 7 5 A4 /L L IEEE 802.1x 1 7/ A V5RO E

MACsec D551t .
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MACsec DRES1E |

o A U H—T = A ATHEAER—Z MACsec 7 51t % # 9 5 MACsec MKA DOFRE

F— RNTDERK

FIE

AR NFERERTOVa Y

=)

ATy T

enable
B -

Device> enable

it EXEC E— FE Az LET,

« RAT—REANLET (FERENh
=55

o

ATy T2

configureterminal

1 -

Device# configure terminal

Jua—N) a7 4 FXal— g
ET— F&ERHEKBLET,

ATvT3

crypto key generatersalabel label-name
general-keys modulus size

1 -

Device (config) # crypto key generate
rsa label general-keys modulus
2048

BABIORESLHIZ RSA F— X7 %
ERL L9,

label ¥ —V— F&fEHT 5 &, KFF—
NRTNWZT~INNEEVETHZ L TEE
T ZOTUUE, F— XTEFEHT
HRTARKRA Y MZEoTEREINE
T, TNVEEID Y Thhoth,

¥ — T IZIE <Default-RSA-Key> &
DTV HBIRZAHT HILET,

BMOX—U— REER LRWEGEAE, 2
D=y RIZILHRSA F— X7 % 1D
AR L ET, REDMEE STV W
BlE. T 74N FOF—RETH D 1024
MEHSNET, TOMODIREY A X%
FEET HI121%. modulus F—7 — K& fi
FALET,

ATvT4

end

1 -

Device (config) # end

Jua—N_) a4 Xal—g v
E— N&&T L, FrbE EXEC £E— R
U

ATvTh

show authentication session interface
interface-id
1 -

Device# show authentication session
interface gigabitethernet 0/1/1

szt yryarotxa T g
AT —H ALMERLET,
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SCEP [Z &k 2 &R DERTE

scep - £ azR0%E [

Simple Certificate Enrollment Protocol (SCEP) %, HTTP Zffi ] L TRRGER (CA) F =388

(RA)

ZAE M b — R 22 7T

FIE

LEETD, VAaPRFE LIRS e F LT, SCEPIE, ZRIs L UREHF D%

ARV RFEEETI 3y

S

ATy T1

enable
1 -

Device> enable

ke EXEC E— F&ANZ L £,

e NMAT—REANLET (TR
N8558 .

ATvT2

configure terminal

&1

Device# configure terminal

Ja—n)arys7Z 4 Fal—a
£ F‘;&E:ﬁﬁé\]\/iﬁ—o

ATvT3

crypto pki trustpoint server name

1 -

Device (config) # crypto pki trustpoint]
ka

N7 A RKRA Y FBIORESNIZ4
AiZES LT, CARTARKA LR
a7 4 X2 lb—arE— ek
LET,

ATvT4

enrollment url url name pem

1 -

Device (ca-trustpoint) # enrollment url
http://url:80

T A ADGEEER 2 %595 CA
@ URL 5 E L E T,
URL O IPv6 7 R L A IR CHTe

VERH Y £3, 72L& 2L, http://
[2001:DB8:1:1::1]:80 T3,

pem F—7U — NE, FERAFERIZ
Privacy Enhanced Mail (PEM) DHE5t%
BANLET,

ATy TH

rsakeypair label
1 -

Device (ca-trustpoint) # rsakeypair
exampleCAkeys

AEIAEIC BT D F— T 2fRE L
£,

GE)  rsakeypair 4l%, BEEAA
N &=L TWDELERD

D ET,

ATvT6

serial-number none

1 :

Device (ca-trustpoint) # serial-number
none

none¥— 7 — Ki%, FEBAEZRICT Y
TNEFNEENRN EEEELE
TO

MACsec D551t .
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MACsec DRES1E |

ARV FFEREETIVa Yy

S

ATy IT17

ip-address none

1 :

Device (ca-trustpoint) # ip-address none|

none & — v — Ni%, FEAAEZERIZIP
T RUAREGENRNZ EE2FBELE
KR

ATvT8

revocation-check crl

&1

Device (ca-trustpoint) #
revocation-check crl

BT OFEAENRRYE I TWRNE
L EAMERTHHEL LTCRLAFEEL
iTc

ATvT9

auto-enroll percent regenerate

1 -

Device (ca-trustpoint) # auto-enroll 90
regenerate

HEhg ka2 A4 x—7 VL Ed, Zh
Wk, 27947 MEICANLHE
FIZ 2 — A — N—FFAEZ TR T X
E3

HEVREEN A R — T L TRWEES, GF
BAEORMEIC T4 T M &FET
PKI IZHBGTHMLENHY £9°,

T7 ANV ETIE, TR ADRAAL
F—I AT L (DNS) 4720 H3EE
ZIZEDOLNET,

BT OREFFE O AR MG E DS —
T T —VICELR EEIT, HTLWGE
HENERIND L) IHRET DI
I%. percent 5EZEH L £7,

AR E O =T TIFET HHE
ThH, AEAEOH LF—% T 5
(21X, regenerate ¥ — 7 — RZ&{HH L &
R

00— /LA —R_R—DF— TN T R
R— ARG S, HLVF—T%
T AR—FARETT, IRDI AL |
MRITARNKRA L har7 4 FXab—
Va U IERREN, F=XT BRI A
N— NH[REMNE D D RENET,
RSA key pair associated with trustpoint is
exportable. |

LW —_TF, BX=2VT7 0 £
B EIC ST A - DI AR TH 2 b &
HEBE L £,

ATy 710

. MACsec DEES1E
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spozpz

ARV FFEREETIVa Yy

E:)

Device (ca-trustpoint) # exit

V74 F 2l —valryE—RIIEDE
TO

ATy 7N

crypto pki authenticate name

1 :

Device (config) # crypto pki
authenticate myca

CAGEHIEZIFL T, BAELET,

ATvT12

end

51

Device (config) # end

Jaua—)Lary7 4 ¥al—g v
E— R&EH&T L, FpbE EXEC £— RiZ
s

ATy 713

show crypto pki certificatetrustpoint name

1 -

Device# show crypto pki certificate
ka

¥R A > P OFEAEICET 2 1EH %
FrRLET,

EROFHHRE

CAMNSCEP Z#HR—FLARWERES., £-130—% L CARBOX Y U — 7 Bk 3R Al REZ 3R
A, FEICOMEHERGARTT HI21E. ROEEEZFEITLET,

FIE

ARV RFERRTI VA Y

E[:)

ATy T

enable
51

Device> enable

¥ibE EXEC T— F&EAIC L £,

e RAT—FREANLET (FERE
N8548 .

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—\)LaryZ7 4 ¥Xal—g v
£ F‘%‘:Eﬁﬁébij‘o

ATvT3

enable
&1

Device> enable

ke EXEC T— F&EAIZ L £,

e NRATU—REANLET (FERX
Ne%ma) .

ATvT4

configureterminal

51

Device# configure terminal

Ja—)L a7 4 Falb—g v
£— F%‘Eﬁﬁébjﬁ—gﬁo

MACsec D551t .
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ARV FFEREETIVa Yy

S

ATy TH

crypto pki trustpoint server name

1

Device# crypto pki trustpoint ka

N7 A BPRA L FPBIUORE S N4
AiZEZLC, CAMTARKRAL b
ay 74 Fal—arE— K&l
LET,

ATvT6

enrollment url url name pem

1

Device (ca-trustpoint) # enrollment url
http://url:80

T A ANFEHEERAZEET D CA
? URL Zf5E L E7,

URL N IPv6 7 F L A 34HINCHHTe
VEENH Y £9, 7ok 21X, http//
[2001:DB8:1:1::1]:80 T3,

pem ¥ —7U — NE, FEFERIC
Privacy Enhanced Mail (PEM) DiEfit%
BMLET,

ATy T1

rsakeypair label
i)

Device (ca-trustpoint) #
exampleCAkeys

rsakeypair

FERAEICEIE T A —XT 2T L
S

ATvT8

serial-number none

1 -

Device (ca-trustpoint) # serial-number
none

none¥—7 — K%, FEEZEXRICT Y
TNFEENGENRN L E2FEELE
‘a‘o

ATvT9

ip-address none

1 :

Device (ca-trustpoint) # ip-address none|

none ¥ —U — RiL, FEAEERIC P
T RUARGENRNZ EE2FEELE
‘a‘o

ATy 710

revocation-check crl

51

Device (ca-trustpoint) #
revocation-check crl

BT OFEAENRIRDEINTWRNT
L ERMERT AL LTCRLAFREEL
\ij—o

ATvIN

exit
1

Device (ca-trustpoint) # exit

CANTFAMRA L har 7 4 F¥alb—
varE—REELTL, Za—La
V74X al—varyE—RIREYE
KR

ATy 712

crypto pki authenticate name

&1

Device (config) # crypto pki
authenticate myca

CAGIHIEZEE LT, RALET,

. MACsec DEES 1t
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srozoEe [

ARV FFEREETIVa Yy

E:)

ATy 713

crypto pki enroll name

1 :

Device (config)# crypto pki enroll myca

SERAEER 2 AR L, SEBAEY — (T
=B IO —A N BH7ZDIZER
EFRRLET,

Tur T NREREINTE D, BRERE
AN LET, 728z, FEAEER
WZT /A AD FQDN B L WNIP 7 R
AEEDBEMNEIDERELET,
a2 — )V RICKRH U CREFA EE R &
FRTADIZONTHRINTE £97,
WABLIZ ) U C. Base64 74 54LEFAAE %
PEM ~ v Z—%fHF T, F72i3M173
WCFERLET,

ATy 714

crypto pki import name certificate

&1

Device (config) # crypto pki import mycal
certificate

A ENTFERAEARE T L Y —
JVIRER T, TFTPIC L - CEERES 1 o
A= LET,

T RN, ERTAY Treq) 6

lert) ICABEINZZ L&RNT, &
RKOEBIHEHLZR LY 7 A V4%
i LT, #FAI S NIZRER#E A TFTP
WX TG LX) ERAET, Hig
F—REHEOLS . YLiET T-sign.ert]
BEW T-encrert] NMEHINET,

TNA AR, ZIFE LT 7 A VAT
L CREHEZMEEL ., GEHEZ A A >
FOWNEREHET — & N—ATHA L
£7,

GE)  —#BoO CAIL, FEAEZEROD
Rigx —1Eda el L, LA
HHYDOREHZEZ T L ET,
THEFH O CA DFEIEZER O
Mg —ERs Bel+ 255
X, LA BRIOGERERZ T %
AR —FLTLIEEN,
I—FiE, BRI BE2oO0
F—RTONTNHHEHLE
A,

MACsec DIES 1t .
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REDEA

MACsec DRES1E |

ARV FFEREETIVa Yy

S

ATy T15

end

1 -

Device (config) # end

Ja—\)aryZ 4 Fal—gv
E— FEH&T L, RHE EXEC £— NIZ
B0 £,

ATy 716

show crypto pki certificatetrustpoint name

&1

Device# show crypto pki certificate
ka

1EHEARA > b OFEAEICET D EHRZ
FrLET,

A3 —T x4 XTO 802.1x MACsec MKA

X TE DE A

SERH N — 2 MACsec 551k 2 LT MKA MACsec & A v Z—7 = A ZZHMAT 5121,
WDH AT ZFITLET,

FIE

AU RFEEETIa Y

S

ATy T

enable
51

Device> enable

¥i#E EXEC T— F&EAIC L £,

e NRAT—FREANLET (FERE
N8548 .

AT T2

configureterminal

1 -

Device# configure terminal

Juaua—)Lary7 4 Xal—g v
£— F‘%—_}Eﬁﬁé\biﬁ—o

ATvT3

interface interface-id

&1

Device (config) # interface
gigabitethernet 0/2/1

MACsec f ' #—7 = A AZFE L,
A B —T 2 A AT 4Fal—
varE®E—RFEREBLET, 17—
T oA RIYERA U H—T = A AT
TR0 FH A

ATvT4

macsec networ k-link

51

Device (config-if) # macsec network-link|

A B —T A A FETMACsec &1
F—7 Wz LET,

ATvT5

authentication periodic

1 :

Device (config-if)# authentication
periodic

(FEE) ZOR— N OHEBIHEEZHRIC
]\/i‘a‘O

ATvT6

. MACsec DEES 1t
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PSK % {8 L f=K— h F 4 % L0 MKAMACsec D35E ]

AT RERETI V3 Y

E:)

Device (config-if) # authentication
timer reauthenticate interval

ATy T17

access-session host-mode multi-host

51

Device (config-if) # access-session
host-mode multi-domain

RARMIA VB =T 2 A ANDT 7k
AZFFAI LR,

ATvT8

access-session closed

51

Device (config-if) # access-session
closed

A B =T 2 A A~DFERRAET 7 &
A Z&BhIE L ET,

ATvT9

access-session port-control auto

&1

Device (config-if) # access-session
port-control auto

N— F OB LR E LET,

ATy 710

dot1x pae both
11

Device (config-if)# dotlx pae both

AN—hF&Z2802IXHKR—F 77 R =

7474 (PAE) DY 7 U I hBX
A=t T4 =2 L LTHRELE
TO

ATy 7N

dot1x credentials profile
1 :

Device (config-if)# dotlx credentials
profile

82.1x 7 LF iy Fua Ty ALk
AH—T oA RZEID Y TET,

ATvT12

end

51

Device (config-if)# end

A B —T A AT T 4 F 2L —
vay E®—REKT L, FHE EXEC
EF—RNIZRED 7,

ATy 713

show macsec interface

1 -

Device# show macsec interface

A B —T A AZAD MACsec Ditfl%
FRLET,

PSK (A L=/ R— kF ¥ LD MKA/MACsec O

FIE

=L =

ax X

aAvY RFEREIT7IOIY

=)

ATy T

enable
1 -

¥i#E EXEC T=— F&E AL £,

MACsec D551t .
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MACsec DEF St |

ARV RFERETIVa Y

B8

Device> enable

e NAT—REASNLET (ERSh

%a

o

ATy T2

configureterminal

1

Device# configure terminal

Jua—)L a7 4 F¥Falb—g v
£ — }“%‘/Fﬂlﬂﬁébij‘o

ATvT3

interface interface-id

1 -

Device (config-if)# interface
gigabitethernet 1/0/3

Ao HF—T a2 AaT 4 Fal—3
v E—REBHBLET,

ATV

macsec networ k-link

1

Device (config-if) # macsec network-1link]

A B —T A A FETMACsec & A 1 —
TNZLET, LA F2BLIO0LAY3
AR—hrFrx i R—KrLET,

ATy TH

mka policy policy-name

1

Device (config-if)# mka policy
mka_policy

MKA RU > —%2FELET,

ATvT6

mka pre-shared-key key-chain
key-chain-name
fi

Device (config-if) # mka pre-shared-key
key-chain key-chain-name

MKA FHHHEEF—DOF—F = — 4 %

RELET,

GE) MKA Frid4 5 —i%, s
VH—=T 2 A AEITVTA
VH—T 2 A ATHRETEE
T, MGTTRETHZ LI
T&EEH A,

ATy T17

macsec replay-protection window-size
frame number
1 -

Device (config-if) # macsec
replay-protection window-size 0

U7 L A1{%#D MACsec 7 4 > K7 3
ARXEHFRELET,

ATvT8

. MACsec DEES 1t

channel-group channel-group-number mode
{auto| desirable} | {active| passive} | {on}

1

Fx RNV T N—THNIZHR— FERE L.
t— F‘;}i’gﬁﬁiﬂ Li‘j—o
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PSK % {8 L 7= 7K— hF v L0 MKAMACsec D352 ]

AU RFERETOVa Y

B8

Device (config-if)# channel-group 3 mode
auto active on

GE) A B —T A AT MACsec
ERELRWE, Fx s
N—TDR— R ETEE
Hhe ZDAT v TORIT,
AT w734, 5. BXU6D
avy RERTETHLERD
nET,

channel-number O f57E T X 2 #FHIT 1 ~
4096 TJ, R— K F ¥ FARRNGE

L. ZOF ¥ XTI N—TIZEEMAT
NI R— N F v U EEICER S
9, E— NI LFOF—T—Fown
T ERIRLET,

cauto : PAgP 7 A AR S L7
BAICERY . PAgP ZHNC L%
T, R—hE2Ryi7 xIavx—
vary A7T—hMILET, 08
B, R— MIZAET 5 PAgP T
MINE LET 2, PAgP /N7 v b
FAvE—a v ERBTLZ LT
HEXEA,

GE) EtherChannel A > /33, &
AYFAZ T DHHE
RABAAL o FDRALINT
HHEE, auto ¥—U—
RiZHR—hESnEw
Ao

desirable : ES/4IZ PAgP 2B ZNIC
LET, A= 2727747 32
voT—y gy AF—MILET,

Z DA, R— MIPAgP X7 v b
EEETDHZLICE T, HFER—
FeoxrAvm— g U EFBLE
R

(G¥)  EtherChannel A > /373, A
AVTFAE Y 7\ZHDHHE
BRBAA v F DAL INT
D%, desrable & —
U— RV rR—r&hE
T A,

MACsec D551t .
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BB —T A4 ADBEFE

MACsec DRES1E |

ARV RFERETIVa Y

B8

eon : PAgP ¥ 7213 LACP % fli &7
WA= RDFRHIICT ¥ b S
¥ 9, onE— K TiZ. EtherChannel
DAFIET H DL, on E— ROKR—
rZN—T03, onE— ROJIDKR—
k7 N— NS DR T2 T
7T

s active : LACP 7 /34 A3 H S

TS AICRY . LACPEZAZNC L E
T, R—haT7 2747 I T—
vayry A7—hMILET, ZDH
A, R— MILACP X7 v FZE(E
THZ LT, HER—FED
FdvTm— g UEBIBLET,

* passive : 7"— ~ ECLACP # %)

LT, R—= b2y 7 2av
T—3 gy AT7T—RMILFET, Z
O, A— MIZET 5 LACP Y
7y MISZE LETHMN, LACP N
o hRIvm— g UERGTS
ZEIEHY FEREAL

ATvT9

end

1

Device (config-if)# cend

AR =T AT 4 Fal— 37
v E— REKT L, FHE EXEC E— F
IR £97,

L 41 7 2 EtherChannel D7R— kF v RILIREA V23— T =4 RDHE
L A ¥ 2 EtherChannel DR — k F v 2V A Z—7 = A ZAENERT HI121E, ROEEETTW

=7,

FIE

AV RFEERETIVa Y

=)

ATy T

enable
1 -

Device> enable

HibE EXEC E— REZ A% LE 1,
e NMRAT—RKEANLET FkEhn
7-%E

o

ATvT2

configureterminal

1

Device# configure terminal

Jua—)L a7 4 Xal—gy
T—FzfnL£7,

. MACsec DEES1E
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L 1 % 3 EtherChannel D7 — k7 v #x LA v 2 —7 24 20%E [

AU RFERETOVa Y

B8

ATvT3

[no] interface port-channel
channel-group-number

fil
Device (config) # interface port-channel
1

R—F Fr A F—T A A%
%L ET,

GE) F—bFF¥yprArF—7=
A AZHIBRT AT, 2=
< ROno BN EFEHLE
9,

ATvT4

switchport

1

Device (config-if)# switchport

LA ¥ 3F—FRIZRoTWBAL X —
Tz A%, VAY2TEDLA Y2
E— NZOIW B2 ET,

ATy TH

switchport mode {access| trunk}

1

Device (config-if) # switchport mode
access

FTRTCOBR— 2 AET 4 I T IR
A—hFE LTHEL VLANIZE|D 4 TH
P FTRERRN T ELTRERELET,

ATvT6

end

1

Device (config-if)# end

A HZ—T o fAAL T 4 Fal—7
VE— RERKT L, K EXEC E— K
WZRD £,

L 4 " 3 EtherChannel DR — b F v RILIRIEA V8 —T =4 ADEHTE
L A ¥ 3 EtherChannel [HDR— h F ¥ Kb A U F —T7 = A A& 21213, IROMEEZEITHD

i‘ﬂ—o

FIE

AT RFERIEFT7II Y

=)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— &AL £,
e NMRAT—REANLET (FERkEh

758

ATv T2

configureterminal

1

Device# configure terminal

Jua—N)L a7 4 FXalb— g
E— FEBRBLET,

ATvT3

interface interface-id

1 -

Device (config) # interface
gigabitethernet 1/0/2

A B —TxAfAAL T 4 Fal— 3
v E— REBBLET,

MACsec D551t .
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ARV RFERETIVa Y

B8

ATvT4

no switchport

1

Device (config-if) # no switchport

LAY 2E—RIZRoTNAAL U H—
T Ak, LAVIFREHIZLA Y3
ET— RO L ET,

ATy Th

ip address ip-address subnet-mask
fi

Device (config-if) # ip address 10.2.2.3
255.255.255.254

EtherChannel IZIP 7 KL AB IOV
Iy b A7 EEY B TES,

ATvT6

end

1 -

Device (config-if) # end

A EB—T A AAL T 4 Fal— 3
v E— REKT L, ¥ EXEC E— K
RV £,

MACsec 557 T2 A A FDERTE

TXATT7FIOURAEFDOMKARY O—DETFE

FIE

ARV RFERETIVa Y

B &

&

enable
I

Device> enable

¥itE EXEC E— FE A LET,
e NMATU—REZASNLET EREN

=55

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— gy
T FEIBLET,

ATvT3

. MACsec DEES 1t

mka policy policy-name

1

Device (config) # mka policy mka policy

MKA RV > —ZfEE LT, MKARY
—ary 74 Xal—Tary EF—RE
BtELE T, R —HDOEIITHKRKT
16 L7 TT,
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t%277+902 4 roMKAKRY v—n%E [

AU RFERETOVa Y

B8

G¥)  MKARUT—RHNDT 74 /b b
@D MACsec Bf 5 A1 — MMIH
\Z TGCM-AES-128) T4, 7
XA AN TGCM-AES-128] 5
X O TGCM-AES-256] D)5
DOIEF R E YR — LT
LEETE. 22— ERDOMKA
RY—ZER LUTHERAL,
VEZIS U T, 1283 L TR256
vy MO 5E2 5D 5
N F7ZIX256 By FOHD

Weaxahdl Lim B8
HLET,
AT 7 4 |key-server priority MKA ¥ —H =47 v a U EREL,
Bl - BRI 23 E L ET (0~255 D
Device (config-mka-policy) # key-server ﬁE) °
priority 200 GO X—F—ARTITAAUT 4D
% 255 IZRE LIZHE, B
TiEF— =D 2 2
TEFEHA, F—V—1E
JENENL O 1% MKA PSK (Z5%)
LTOHRAHTY, MKA
EAPTLS (Z%f L CIZHEZ T
HHFEXEA,
Z F 7§ | [no] send-secur e-announcements TR T T TR RA L NOFEEEFLR
Bl - CLET, EXaT T T U RA RO
Device (config-mka-policy) # %1§%ﬁ§jﬂ:j—é S ‘: DA~y RO
send-secure-announcements nofEXE=MH LES, 774/ F Tl
EXaT T T U URARA Y MBS
TWET,
ATy 7 6 | macsec-cipher-suite {gcm-aes-128 | 128 By hE721E256 £ R BAIC L
gem-aes-256} D SAK Z BT % 720 O A A — b
1 - ERELET,
Device (config-mka-policy) #
macsec-cipher-suite gcm-aes-128
A7y 77 |end MKARY v —ar7 4 Fal—av
i - F— FZ#& T L, F#HE EXEC £— FIZ

Device (config-mka-policy)# end

R £E9,

MACsec D551t .
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B cr277590240 ks o—nLEBE (FATOMKAKY >—)

ARV KRFERIETI Va3 B#

R T 7 8 | show mka policy MKA KU v—% &R LET,
1 -
Device# show mka policy

EXATTFIVRAY DT A—NLEE (TRTHOMKARY 2 —)

Fg
ARV RFERETI a3 Y BHY

AT 71 |enable FFHE EXEC T— RE AL £,
f5i e MAU—REZANLES (Ekah
Device> enable 73548 .

R 72 | configureterminal Ja—r )L a7 4 FX¥al—3a
Bl T REBIELET,
Device# configure terminal

R v 7 3| mkadefaults policy MKA 7R U ¥ —%4 L7= MKPDU TO%
send-secur e-announcements FaTTFYLAAY FOREEAIC
i - LEd, 774V FTIE BF27T7F
Device (config)# mka defaults policy VSARRXL ] ﬁiﬁé‘j”:ﬁ 2Tl \i‘é‘o
send-secure-announcements

AFw74|end Ta— )L a7 4 F¥al— gy
Bl - T RZM T L, FFHE EXEC £— FIZ
Device (config) # end R ET,

A BA—T A RATHDEAPOL 7T I RA Y FDERTE

FlE
ARV RFERFTIVaY =)

R 7y 71 |enable FiHe EXEC E— FE AT LET,
i « NAT—REANLET (ERSh
Device> enable 73548 .

R 2 | configureterminal rsa— )L a7 4 ¥z lb—3a
5l T REBIELET,
Device# configure terminal

. MACsec DEES 1t
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MACsec B5 5L D& E

w

-

RURFEEEFTIVaY =)

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernet 1/0/1

MACsec A > Z—7 = A ZA&EL, A
VH—T 2 AR AT 4 Fal—3
v E—RERBLES, /X —T =
A AIMFA X —T = A ZATRITUE
2D EHA

ATv74

eapol annoucement

1

Device (config-if)# eapol announcement

EAPOL 7+ 7V A A v hEBAIZ L
9, EAPoL 7 D A A N HBIEGC
T 511, a2~ FOnoERA2 ML
£9, 774/ N TiX, EAPOL 77
VAA Y MIENZ o> TWET,

ATy Th

end

1 -

Device (config-if) # configure terminal

Ao B —T A AT 4 Fal—3
v E— REKT L, B EXEC E— R
WZRY £9,

MACsec &

1

wIZ, MKA 7~

Device> enable

FIEDEETE

MKA & & U MACsec O

1

=L

ax A&
U—% BT 20 %R~ L ET,

Device# configure terminal

Device (configqg)

Device (config-mka-policy) #
Device (config-mka-policy) #
config-mka-policy) #
Device (config-mka-policy) #

(
(
Device (
(
(

# mka policy mka policy

key-server priority 200
macsec-cipher-suite gcm-aes-128
confidentiality-offset 30

ssci-based-on-sci

Device (config-mka-policy) #end

wix, A ¥—

Device> enable

7 = A A2 MACsec iR ET 2 H1T9,

Device# configure terminal

Device (configqg)
Device (config-
config-
config-
config-
config-
config-
config-
config-
config-
config-
config-
config-

Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device

# interface GigabitEthernet 1/0/1

if)# switchport access vlan 1

if)# switchport mode access

if) # macsec

if) #access-session event linksec fail action authorize vlan 1
if)# access-session host-mode multi-domain
if)# access-session linksec policy must-secure
if)# access-session port-control auto

if) #authentication periodic

if)# authentication timer reauthenticate

if)# authentication violation protect

if) #mka policy mka_policy

if)# dotlx pae authenticator

MACsec DRES1E .
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B 5 psk &M L1 MACsec MKA D EE

Device (config-if) # spanning-tree portfast
Device (config-if) #end

5l - PSK Z#{#F L 1= MACsec MKA D% E

wIZ. PSK M LT, MKA MACsec ZRET A2~ LET,

Device> enable

Device# configure terminal

Device (config) # Key chain keychainl macsec

Device (config-key-chain) # key 1000

Device (config-keychain-key) # cryptographic-algorithm gcm-aes-128

Device (config-keychain-key) # key-string 12345678901234567890123456789012

Device (config-keychain-key)# lifetime local 12:12:00 July 28 2016 12:19:00 July 28 2016
Device (config-keychain-key) # end

WIZ, PSK LT, £ & —7 =1 A2 MACsec MKA #HET HHIZ R LET,

Device> enable

Device# configure terminal

Device (config) # interface GigabitEthernet 0/0/0

Device (config-if) # mka policy mka policy

Device (config-if) # mka pre-shared-key key-chain key-chain-name
Device (config-if) # macsec replay-protection window-size 10
Device (config-if)# end

5] : SEBAZEAX—X MACsec % {#FH L 7= MACsec MKA D%

ZOWHITIE, FFBAEA—Z MACsec 2 L 72 MACsec MKA OFREFTIEIZ DWW TR L £97,

Device> enable

Device# configure terminal

Device (config) # interface Gigabitethernet 1/0/1

Device (config-if) # macsec network-link

Device (config-if)# authentication periodic

Device (config-if)# authentication timer reauthenticate interval
Device (config-if) #access-session host-mode multi-domain

Device (config-if) # access-session closed

Device (config-if)# access-session port-control auto

Device (config-if)# dotlx pae both

Device (config-if) #dotlx credentials profile

Device (config-if)# dotlx supplicant eap profile profile eap tls
Device (config-if) #service-policy type control subscriber subl
Device (config-if)# end

5l . PSK Z{E A L1=7R— kF ¥ )LD MACsec MKA D% 7E

Etherchannel E— F - Static/On
RIZ. EtherChannel £ — R34 L DT NA A1 BIRTF AL R 2 OREFEZ R LET,

Device> enable
Device# configure terminal
Device (config) # key chain KC macsec

. MACsec DEES1E
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8 : PSK %4 L f=K— k F % )Lo> MACsec MKA 025z I}

Device (config-key-chain) # key 1000

Device (config-key-chain) # cryptographic-algorithm aes-128-cmac
Device (config-key-chain) # key-string FC8F5B10557C192F03F60198413D7D45
Device (config-key-chain) # exit

Device (config) # mka policy POLICY

Device (config-mka-policy)# key-server priority 0
Device (config-mka-policy)# macsec-cipher-suite gcm-aes-128
Device (config-mka-policy)# confidentiality-offset 0
Device (config-mka-policy) # exit

Device (config) # interface gigabitethernet 1/0/1
Device (config-if) # channel-group 2 mode on

Device (config-if) # macsec network-link

Device (config-if)# mka policy POLICY

Device (config-if)# mka pre-shared-key key-chain KC
Device (config-if)# exit

Device (config) # interface gigabitethernet 1/0/2
Device (config-if)# channel-group 2 mode on

Device (config-if) # macsec network-link
Device (config-if
Device (config-if
Device (config-if

L A ¥ 2 EtherChannel %%

# mka policy POLICY
# mka pre-shared-key key-chain KC
#

)
)
)
)# end

TR A ]

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport

Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown

Device (config-if)# end

TN, A2

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport

Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown
Device (config-if)# end

&IZ, show etherchanne summary =< KO 12~ L £,

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use f - failed to allocate aggregator

M - not in use, minimum links not met
u - unsuitable for bundling

w - waiting to be aggregated

d - default port

A - formed by Auto LAG

MACsec DIES 1t .
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Number of channel-groups in use: 1

MACsec DRES1E |

Number of aggregators: 1
Group Port-channel Protocol Ports
2 Po2 (RU) - Tel/0/1(P) Tel/0/2(P)

L 14+ 3 EtherChannel

TNA A

Device> enable

%3E

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if)# no switchport

Device (config-if)# ip address 10.25.25.3 255.255.255.0
(
(

)
Device (config-if)
Device (config-if)

FIA A2

Device> enable

no shutdown

#
# end

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if) # no switchport

Device (config-if)# ip address 10.25.25.4 255.255.255.0

(
( )
Device (config-if)
Device (config-if)

no shutdown

#
# end

&IZ, show etherchanne summary =~ KOH 1B %2R L5,

Flags:

Number
Number

Group

cwWmH

Q=5 c <

b=

down P - bundled in port-channel
stand-alone s - suspended
Hot-standby (LACP only)
Layer3 S - Layer?2
in use f - failed to allocate aggregator

not in use, minimum links not met
unsuitable for bundling

waiting to be aggregated

default port

formed by Auto LAG

of channel-groups in use: 1
of aggregators: 1

Port-channel Protocol Ports

. MACsec DEES 1t
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8 : PSK %4 L f=K— k F % )Lo> MACsec MKA 025z I}

2 Po2 (RU) - Tel/0/1(P) Tel/0/2(P)

EtherChannel £— K - LACP
&Iz, EtherChannel & — K78 LACP OF XA X 1 BLOTF A X2 OFREFIZRLET,

Device> enable

Device# configure terminal

Device (config) # key chain KC macsec

Device (config-key-chain) # key 1000

Device (config-key-chain) # cryptographic-algorithm aes-128-cmac
Device (config-key-chain) # key-string FC8F5B10557C192F03F60198413D7D45
Device (config-key-chain) # exit

Device (config) # mka policy POLICY

Device (config-mka-policy) # key-server priority 0
Device (config-mka-policy) # macsec-cipher-suite gcm-aes-128
Device (config-mka-policy)# confidentiality-offset 0
Device (config-mka-policy) # exit

Device (config) # interface gigabitethernet 1/0/1
Device (config-if) # channel-group 2 mode active
Device (config-if) # macsec network-link

Device (config-if)# mka policy POLICY

Device (config-if) # mka pre-shared-key key-chain KC
Device (config-if)# exit

Device (config) # interface gigabitethernet 1/0/2
Device (config-if) # channel-group 2 mode active
Device (config-if) # macsec network-link

Device (config-if) # mka policy POLICY

Device (config-if) # mka pre-shared-key key-chain KC
Device (config-if)# end

L 4 * 2 EtherChannel %7

TINA A

)
)
)
)

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport

Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown

Device (config-if)# end

FIRA A2

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport

Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown

Device (config-if)# end

&IZ, show etherchannel summary =~ KOH 1B %2R L £,

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer?2
U - in use f - failed to allocate aggregator

MACsec DIES 1t .
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0 5 o =

b=

not in use, minimum links not met
unsuitable for bundling

waiting to be aggregated

default port

formed by Auto LAG

MACsec DRES1E |

Number of channel-groups in use: 1
Number of aggregators: 1
2 Po2 (SU) LACP Tel/1/1(P) Tel/1/2 (P)

L 4 * 3 EtherChannel %7

FTINA A

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if)# no switchport

Device (config-if)# ip address 10.25.25.3 255.255.255.0
(
(

)
Device (config-if)
Device (config-if)

FIA A2

Device> enable

no shutdown

#
# end

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if) # no switchport

Device (config-if)# ip address 10.25.25.4 255.255.255.0

(
( )
Device (config-if)
Device (config-if)

no shutdown

#
# end

&IZ, show etherchanne summary =~ KO 12~ L £,

Flags:

W mH

Q=5 c <

b=

down P - bundled in port-channel
stand-alone s - suspended
Hot-standby (LACP only)
Layer3 S - Layer?2
in use f - failed to allocate aggregator

not in use, minimum links not met
unsuitable for bundling

waiting to be aggregated

default port

formed by Auto LAG

Number of channel-groups in use: 1
Number of aggregators: 1
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8 : PSK %4 L f=K— k F % )Lo> MACsec MKA 025z I}

Group Port-channel Protocol Ports

—+—= : : -

2 Po2 (RU) LACP Tel/1/1(P) Tel/1/2(P)

EtherChannel £— F - PAgP
IZ, EtherChannel &— K723 PAgP OF A A 1 BLOT A X2 OREFIZRLET,

Device> enable
Device# configure terminal

Device (config) # key chain KC macsec

Device (config-key-chain) # key 1000

Device (config-key-chain) # cryptographic-algorithm aes-128-cmac
Device (config-key-chain) # key-string FC8F5B10557C192F03F60198413D7D45
Device (config-key-chain) # exit

Device (config) # mka policy POLICY

Device (config-mka-policy) # key-server priority 0
Device (config-mka-policy) # macsec-cipher-suite gcm-aes-128
Device (config-mka-policy)# confidentiality-offset 0
Device (config-mka-policy) # exit

Device (config) # interface gigabitethernet 1/0/1
Device (config-if) # channel-group 2 mode desirable
Device (config-if) # macsec network-link

Device (config-if)# mka policy POLICY

Device (config-if) # mka pre-shared-key key-chain KC
Device (config-if)# exit

Device (config) # interface gigabitethernet 1/0/2
Device (config-if) # channel-group 2 mode desirable
Device (config-if) # macsec network-link

Device (config-if
Device (config-if
Device (config-if

L 4 * 2 EtherChannel %7

TINA A

# mka policy POLICY
# mka pre-shared-key key-chain KC
#

)
)
)
)# end

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport

Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown

Device (config-if)# end

FIA A2

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport

Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown

Device (config-if)# end

KIZ. show etherchannel summary =~ > RO I1HIZR L £,
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K
il

Flags: D - down P - bundled in port-channel
- stand-alone s - suspended
- Hot-standby (LACP only)
Layer3 S - Layer?2
f - failed to allocate aggregator

™ mH
|

- 1in use

- not in use, minimum links not met
unsuitable for bundling

- waiting to be aggregated

- default port

Q5 e =
I

b
|

formed by Auto LAG

Number of channel-groups in use: 1

MACsec DEF St |

Number of aggregators: 1

2 Po2 (SU) PAgP Tel/1/1(P) Tel/1/2(P)
L A ¥ 3 EtherChannel %3
TA A1

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if) # no switchport

Device (config-if)# ip address 10.25.25.3 255.255.255.0
Device (config-if)# no shutdown

Device (config-if)# end

FIRA A2

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if) # no switchport

Device (config-if)# ip address 10.25.25.4 255.255.255.0
Device (config-if)# no shutdown

Device (config-if)# end

&IZ. show etherchannel summary =~ > RO I1HIZR L ET,

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer?2
U - in use f - failed to allocate aggregator

- not in use, minimum links not met
- unsuitable for bundling

waiting to be aggregated

- default port

o= e X
I
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A - formed by Auto LAG

Number of channel-groups in use: 1

= W

Number of aggregators: 1
Group Port-channel Protocol Ports
2 Po2 (RU) PAgP Tel/1/1(P) Tel/1/2(P)

FHOT4THEMKAEYS 3 VvDRTE
WIZ, T_XCOT 7T 4T MKA® Yy avrz2FrLET,

Device# show mka sessions interface Tel/0/1

Interface Local-TxSCI Policy-Name Inherited
Key-Server

Port-ID Peer-RxSCI MACsec—-Peers Status
CKN

Tel/0/1 00a3.d144.3364/0025 POLICY NO

NO

37 701f.5390.b0c6/0032 1 Secured
1000

5] : MACsec BE S 7T O U A AL FDEXTE

WKIZ, EXaT 7T AAL RO MKARY —0FEFZ R LET,

Device> enable
Device# configure terminal
Device (config) # mka policy mka_policy
Device (config-mka-policy) # key-server 2
Device (config-mka-policy)# send-secure-announcements
(config-mka-policy) #macsec-cipher-suite gcm-aes-128confidentiality-offset 0
Device (config-mka-policy)# end

WRIZ, EXaT T T AA L NOTa— VR EHEZRLET,

Device> enable

Device# configure terminal

Device (config) # mka defaults policy send-secure-announcements
Device (config) # end

WIZ, A B —T 2 A ZATODEAPOL T T UL ZAA L FOBREFZRLET,

Device> enable

Device# configure terminal

Device (config) # interface GigabitEthernet 1/0/1
Device (config-if) # eapol announcement

Device (config-if)# end

Device

MACsec D551t .
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WIZ. EAPOL 7 7 A A v h BNAENT 72 > T % show running-configinter faceinterface-name
avr ROl ZRLET,

Device# show running-config interface GigabitEthernet 1/0/1

switchport mode access

macsec

access-session host-mode multi-host
access-session closed
access-session port-control auto
dotlx pae authenticator

dotlx timeout quiet-period 10

dotlx timeout tx-period 5

dotlx timeout supp-timeout 10

dotlx supplicant eap profile peap
eapol announcement

spanning-tree portfast
service-policy type control subscriber DotlX

WIZ, BXaT T F T AR SHBEIZ /- TV 5 show mkasessionsinterfaceinterface-name

detail =~ FOH B EZ R~ L ET,

Device# show mka sessions interface GigabitEthernet 1/0/1 detail

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCIl..iviueennn. 204c.9e85.eded/002b
Interface MAC Address.... 204c.9e85.eded

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl1/0/1

Audit Session ID.........
CAK Name (CKN) ...ouoven.on..
0100000000000000000000000000000000000000000000000000000000000000

Member Identifier (MI)... D46CBEC05D5D67594543CEAE

Message Number (MN)...... 89567

EAP Role.....ciiiiiiinnn NA

Key Server............... YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBECO5D5D67594543CEAEQ0000001 (1)
O0ld SAK Status........... FIRST-SAK

Old SAK AN. ... iivinnenn 0

Old SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No 0ld SAK to retire)
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MKA Policy Name.......... p2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... O

Algorithm Agility........ 80C201

Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000001 (GCM-AES-128)
MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded.. 1

Live Peers List:
MT MN Rx-SCI (Peer) KS Priority

38046BA37D7DA7TTEO6DO06AY9 89555 c800.8459.e764/002a 10

Potential Peers List:
MT MN Rx-SCI (Peer) KS Priority

Dormant Peers List:
MT MN Rx-SCI (Peer) KS Priority

WIZ, BXa2T TF T ARX L RPN > T D show mka sessions details =~ > RO H
Tl &R LUET,

Device# show mka sessions details

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCIl...uuuuuenunn. 204c.9%9e85.ede4/002b
Interface MAC Address.... 204c.%9e85.eded

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl1/0/1

Audit Session ID.........
CAK Name (CKN) ..veueeenon.
0100000000000000000000000000000000000000000000000000000000000000

Member Identifier (MI)... D46CBECO5D5D67594543CEAE
Message Number (MN)...... 89572
EAP Role.. ... NA

MACsec DIES 1t .
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Key Server............... YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBECO5D5D67594543CEAEQ0000001 (1)
O0ld SAK Status........... FIRST-SAK

Old SAK AN. ... iivinnnnn 0

Old SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No 0ld SAK to retire)

MKA Policy Name.......... p2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... O

Algorithm Agility........ 80C201

Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000001 (GCM-AES-128)
MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded.. 1

Live Peers List:
MT MN Rx-SCI (Peer) KS Priority

38046BA37D7DA7TTEO06DO06AY9 89560 c800.8459.e764/002a 10

Potential Peers List:
MT MN Rx-SCI (Peer) KS Priority

Dormant Peers List:
MT MN Rx-SCI (Peer) KS Priority

WIZ, BX 2T T7FH U AR MBS 72 > TV 5 show mka policy policy-name detail =<
v RO Z R L ET,

Device# show mka policy p2 detail

MKA Policy Configuration ("p2")
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MKA Policy Name........ p2
Key Server Priority.... 2
Confidentiality Offset. O
Send Secure Announcement..DISABLED
Cipher Suite(s)........ GCM-AES-128

Applied Interfaces...
GigabitEthernetl/0/1

il - MKA [ DR

Iz, show mkasessions =~ > ROl Z R~ L F1,

Device# show mka sessions

Total MKA Sessions....... 1
Secured Sessions... 1
Pending Sessions... 0
Interface Local-TxSCI Policy-Name Inherited
Key-Server
Port-ID Peer-RxSCI MACsec-Peers Status
CKN
Gil/0/1 204c.9e85.ede4/002b p2 NO
YES
43 c800.8459.e764/002a 1 Secured

0100000000000000000000000000000000000000000000000000000000000000

&Iz, show mka sessionsinterfaceinterface-name ==~ > KO F1fl 2~ L £ 4,

Device# show mka sessions interface GigabitEthernet 1/0/1

Summary of All Currently Active MKA Sessions on Interface

GigabitEthernetl1/0/1...

Interface Local-TxSCI Policy-Name Inherited
Key-Server

Port-ID Peer-RxSCI MACsec—-Peers Status
CKN

Gi1/0/1 204c.9e85.eded/002b p2 NO

YES

43 c800.8459.e764/002a 1 Secured

0100000000000000000000000000000000000000000000000000000000000000

Iz, show mka sessionsinterfaceinterface-name detail =~ > FOH 1l 2R L E£9,
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Device# show mka sessions interface GigabitEthernet 1/0/1 detail

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCIl...uuueeenunn. 204c.9%9e85.ede4/002b
Interface MAC Address.... 204c.%9e85.eded

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl/0/1

Audit Session ID.........
CAK Name (CEN) ..veueeennn..
0100000000000000000000000000000000000000000000000000000000000000

Member Identifier (MI)... D46CBECO5D5D67594543CEAE

Message Number (MN)...... 89567

EAP Role. ... NA

Key Server............... YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBECO5D5D67594543CEAE00000001 (1)
O0ld SAK Status........... FIRST-SAK

Old SAK AN. ..t ienennnn 0

O0ld SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... 0Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No 0Old SAK to retire)

MKA Policy Name.......... p2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... O

Algorithm Agility........ 80C201

Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000001 (GCM-AES-128)
MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded.. 1

Live Peers List:
MI MN Rx-SCI (Peer) KS Priority

38046BA37D7DA7TTEO06DO06AY9 89555 c800.8459.e764/002a 10
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#l: mka tEmoER

Potential Peers List:
MT MN Rx-SCI (Peer) KS Priority

Dormant Peers List:
MT MN Rx-SCI (Peer) KS Priority

&Iz, show mka sessionsdetails =~ > KO 1%~ LE 4,

Device# show mka sessions details

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCIl...uiueunununn. 204c.9%9e85.ede4/002b
Interface MAC Address.... 204c.9%9e85.eded

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl1/0/1

Audit Session ID.........
CAK Name (CKN) ..veuweenon.
0100000000000000000000000000000000000000000000000000000000000000

Member Identifier (MI)... D46CBEC05D5D67594543CEAE

Message Number (MN)...... 89572

EAP Role. ... NA

Key Server..........cov... YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBECO5D5D67594543CEAE00000001 (1)
O0ld SAK Status........... FIRST-SAK

Old SAK AN. ..t ii i nnnnn 0

O0ld SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... 0Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No Old SAK to retire)

MKA Policy Name.......... P2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... O

Algorithm Agility........ 80C201

Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000001 (GCM-AES-128)
MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES
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# of MACsec Capable Live Peers............ 1
# of MACsec Capable Live Peers Responded.. 1

Live Peers List:
MI MN Rx-SCI (Peer)

MACsec DRES1E |

38046BA37D7DA7TEO06DO06AY 89560 c800.8459.e764/002a 10

Potential Peers List:
MI MN Rx-SCI (Peer)

Dormant Peers List:
MI MN Rx-SCI (Peer)

iz, show mkapolicy =~ > ROHAFIEZRLET,

Device# show mka policy

MKA Policy Summary...

Policy KS Delay Replay Window Conf Cipher
Interfaces

Name Priority Protect Protect Size Offset Suite (s)
Applied

*DEFAULT POLICY* 0 FALSE TRUE 0 0 GCM-AES-128

rl 1 FALSE TRUE 0 0 GCM-AES-128

P2 2 FALSE TRUE 0 0 GCM-AES-128
Gil/0/1

&Iz, show mka policy policy-name =~ > RO H B 2R LET,

Device# show mka policy p2

MKA Policy Summary...

Policy KS Delay Replay Window Conf Cipher
Interfaces

Name Priority Protect Protect Size Offset Suite(s)
Applied
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#l: mka tEmoER

P2 2 FALSE TRUE 0 0 GCM-AES-128
Gil/0/1

i, show mka policy policy-name detail =~ > KOH FFlA R L £,

Device# show mka policy p2 detail

MKA Policy Configuration ("p2")

MKA Policy Name........ P2
Key Server Priority.... 2
Confidentiality Offset. O
Send Secure Announcement..DISABLED
Cipher Suite(s)........ GCM-AES-128

Applied Interfaces...
GigabitEthernetl1/0/1

RIZ., show mka statisticsinterface interface-name =2~ > FOH 1l a2 R L E£9,

Device# show mka statistics interface GigabitEthernet 1/0/1

MKA Statistics for Session

Reauthentication Attempts.. 0

CA Statistics

Pairwise CAKs Derived... O
Pairwise CAK Rekeys..... 0
Group CAKs Generated.... 0
Group CAKs Received..... 0

SA Statistics

SAKs Generated.......... 1
SAKs Rekeyed............ 0
SAKs Received........... 0
SAK Responses Received.. 1

MKPDU Statistics

MKPDUs Validated & Rx... 89585
"Distributed SAK".. O
"Distributed CAK".. O

MKPDUs Transmitted...... 89596
"Distributed SAK".. 1
"Distributed CAK".. O

iz, show mkasummary =2~ RO HHZR L E9,

Device# show mka summary

Total MKA Sessions....... 1
Secured Sessions... 1
Pending Sessions... 0
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Interface Local-TxSCI Policy-Name Inherited
Key-Server

Port-ID Peer-RxSCI MACsec—-Peers

CKN

Gil/0/1 204c.9e85.ede4/002b p2

YES

43 c800.8459.e764/002a 1 Secured

0100000000000000000000000000000000000000000000000000000000000000

MKA Global Statistics

MKA Session Totals

CA

SA

MKP

Secured. .....oiiiiiia.

Reauthentication Attempts..

Deleted (Secured)........
Keepalive Timeouts.......

Statistics

Pairwise CAKs Derived....
Pairwise CAK Rekeys......
Group CAKs Generated.....
Group CAKs Received......

Statistics

SAKs Generated...........
SAKs Rekeyed.............
SAKs Received............
SAK Responses Received...

DU Statistics

MKPDUs Validated & Rx....
"Distributed SAK".....
"Distributed CAK".....

MKPDUs Transmitted.......
"Distributed SAK".....
"Distributed CAK".....

MKA Error Counter Totals

Ses

sion Failures

Bring-up Failures........
Reauthentication Failures
Duplicate Auth-Mgr Handle

SAK Failures
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SAK Generation........oveeeenennns
Hash Key Generation..............
SAK Encryption/Wrap..............
SAK Decryption/Unwrap............
SAK Cipher Mismatch..............

CA Failures
Group CAK Generation.............
Group CAK Encryption/Wrap........
Group CAK Decryption/Unwrap......
Pairwise CAK Derivation..........
CKN Derivation........eeeeeeee...
ICK Derivation....eee e eeeeeeennns
KEK Derivation........eeeeeeennnn
Invalid Peer MACsec Capability...

MACsec Failures
Rx SC Creation.....oeeeeeeneeennns
Tx SC Creation......oeeeeeeneen..
Rx SA Installation...............
Tx SA Installation...............

MKPDU Failures
MKPDU TX .ttt eeeeeeeeeeoosoossnns
MKPDU Rx Validation..............
MKPDU Rx Bad Peer MN.............
MKPDU Rx Non-recent Peerlist MN..

MACsec B2t (ZBH 9 5B MNEER

ZEESKXURFC

MACsec 5 S1tic 83 5amiEs ]

Z4E/RFC

24 kL

IEEE 802.1AE-2006

Media Access Control (MAC)
2 U7~

IEEE 802.1X-2010

R—h R—=2DF%y NTU—7 T
JEvA v ba—)L

IEEE 802.1AEbw-2013

Media Access Control (MAC) &
¥ = U7 ¢ (IEEE 802.1AE-2006
DIEIE) : Extended Packet
Numbering (XPN)

IEEE 802.1Xbx-2014

R—= P _R—=2DHy NT—T TV
X a2 hu—/v (IEEE
802.1X-2010 DETE)
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