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collect transport tcp flags WDURE TCP 77 7 & INE L £,
«ack : TCP fEs8INE 7 7 7
ccewr : TCPHGEE Y « » NUM/NT 7 7
sece : TCPECN =2— 75/
«fin: TCP&T7 72
epsh: TCP vz 757
erst: TCP Uty N 757
esyn: TCP [F}i7 7 7
curg : TCP B2 75/
GE)  TAAATIE, METDHTCP 7 77
EHRETE EFE A, BETCP 7 77
DIEDOHIRETE £T, TXTO

TCP 7 5 /I ma~<y RTIUE S
NET,

JO0— I RAKR—42

Ta— T AR—ZTIE, 7a—F=F Xrx v aNOT—FEVE—F VAT A (2%
X, OB L OMRE DT DIZNetFlow 2 L 7 ¥ 2 F(T3 5% —N) I/ AKR—FLET, 7
H— T AR—FZ, ar7 4 Xalb—a T T 457 0L LTERENES, 7
0—TJ AR—=H|L, 70— F=H|IT—H% =7 AR— MERRARET 7D 7 —F=
ZIZED L THNET, HEO 7 —x2 7 AR—FE2EHR LT, 10FRI3EED 7 n—F=
ZICEHATHE, WS OPDOZI AR— NeEEETHZENTEET, 1DO7r—T 7 X
R—ZHER L, WO 7a— F=X I ZHlT52 LN TEET,
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NetFlow 7—4% THORXAR— bk T4+—< v FD/N\—2 329

NetFlow DFEAH JiZ 72— L 2— RT3, NetFlow NZE S, 77— L a— KO D0
D7 F—~<v hRMELE L7z, NetFlow =7 AR —k 74—~ v sOFFOEIL, —
Va9 EFEIILET, NetFlow Version9 &7 AR — b 74—~ v NO@BIEREIX, 77
L—"3R_—=2 L4, 77— NME, La— K 7x—~v NORFEHEANRER L O
IZLEJ, NetFlow h—EANERILRENTH, ATV —La—R 73—~y LB L
BT ARENDY EFHEAL, TUT L= TS L ROV ODDOFIERH Y £7,

*NetFlow D3 L7 Z 2k L7z, F—EREZRRLEVTET Y 5 —2 a VBl T
L — RX—=F 4 BV RA N— T —L, FHLO NetFlow #EENBME N DTN T 7
Vir—yarmfa AT 508 EHY FHA, bV, BBHOT T L— K 74—
~y NI TN OT—F Ty ANVEHERTHZENTEET,

CHTHBEREIT. BUEDEABREE #1225 Z £ 72 < NetFlow [ZHURIZIBINTE £,

e NR—TU g 97—y MIFLWTa ha LR FO T F L lHEETE A0,
NetFlow i 2607 v b2zt LT DEERIIZHRS] LET,

N=Tg 9D AR—F Tx—~<v bMI, X7y b~y —LZNiZHEEL 1 2L LT
Y7T—hT7u— %y hEREFT—F¥ Je—ty bTHERINTHET, T L— 7

a—tvy b T, FROT—X 7a—ty MIEREND 7 0 —/L FOFHABN RS ET,

ZokoT—4% 7u— %ty MI, B TRILZZ AKR—F Xy hEREI®HREOT 7 AR —
b Xy FTRAETAHAREERHVET, 707 L—F 7ao—Fy b BIVT—% 7o—

v M, ROKITRTEHIC, B~/ AR— X7y MURESEDLZ N TEET,

R2:1\—232 99 RHK— k87 +

Packet Template Data Data Template Data
Header FlowSet FlowSet | FlowSet FlowSet FlowSet

7757

NetFlow Version 9 Tl., EEE&N D55 —H % NetFlow 2 L7 X RNEfETCE L X H12, T

L— N 7= 2 EHice 7 ZR— M LES, 2, 77— DT =% Tr—t v b
T 7 ZR— F LE T, FlexibleNetFlow D EeF L, 2—FRn7wn— L a— FERET DL,
N—=Ua 97 T b— MIBIERMICER I, a7 ZIZiEksnbd 2 & T, FToRIZ,

~NyH— Tl —hT7ar— %y FBIXOT—% 77—ty FEE®H T, NetFlow Version
9T AR—F TH—~v FOFEMRBIZRLET,
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JO— =4

3:NetFlow /13— 3> 9T AR— k TA—7 v DM

(Template D 256)

Haader <— NetFlow Version 9 Header: 32 bits —»
First Tamplate FlowSat Warsion 9 l Cou_nt_ =4 [Fla'.\!Sd_}s;
Tamplate Racard System Lptima .

First Racord FlowSat UNIX Secands

First Data Record

Package Saquenca

Sacand Data Record

Source ID

Third Data Recard

<—Templata FlowSet: 16 bits—

Sacond Templata FlowSat

FlowSet ID -0

Tamplate Racord

Langth = 28 bytes

Tamplate Racord

Templale |D = 256

Second Record FlowSat
(Template 1D 257)

Figld Count=5

Data Record

IPvé_SRCADDR (0x0008)

Data Record

Langth = 4

Data Racod

IPv4 DSTADDR (0x000C)

Data Record

Langth = 4

|Pvé_NEXT_HDP (0x000E)

Langth = 4

PKTS:_32(0%0002)

— 1]

Langth = 4

BYTES: 32(0x0001)

Langth = 4

-«—Data FlowSet: 32 bits —»

FlowSat Langth =
ID =256 64 bytes

182.1688.1.12

10.5.12.254

192.168.1.1

50049

5344385

182.168.1.27

10.5.12.23

192.168.1.1

T48

388964

182.168.1.56

10.5.12.65

192.1688.1.1

5

aTiTEA

8534

JOo—E=4 .

N=Tq 97 AR—b 7 —<v bOFEMIZHOWTIE, mYA » ~2—,3— [Cisco I0S
NetFlow Version 9 Flow-Record Format] #ZM L T 72 &y, RO URL OB AFTEET,
http://www.cisco.com/en/US/tech/tk648/tk362/technologies_white paper09186a00800a3db9.shtml

71— £ =4 X Flexible NetFlow DX >~ b T —2 +T7 7 4 v 7 OEREFITTHa L R—x
FC, AV =Tz AZHBHAINET,
Tu—F—HFxry NI—7 NT T 4w BIRESN, 7r— L a—KRKDkey 7 4 —/L K
B L Wnonkey 7 4 —/V RIZESWTER Y sEx Iz — =4 v v 2 llBNINE

—;‘O

Flexible NetFlow (X, RIC T 7 4 v 7 DS EIER XA T O FTT DDl TE
9, TOXRTIEHE, ANMA v E—T 2 A A EDOEH#ERNT 7 ¢ 7T OTZDITHEFTFEINT- L
a— K&, WA 2 =T 24 A EDOEXF2 ) T 4 9O DICEF SNy a— RE/fAL
TRy MBS EhET,

Flexible NetFlow D% E .


http://www.cisco.com/en/US/tech/tk648/tk362/technologies_white_paper09186a00800a3db9.shtml
http://www.cisco.com/en/US/tech/tk648/tk362/technologies_white_paper09186a00800a3db9.shtml
http://www.cisco.com/en/US/tech/tk648/tk362/technologies_white_paper09186a00800a3db9.shtml
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. JO— =4

4:22o0 70— E=_ A FFERALERILC 374 v DHHHI

T E |ﬂ| |ﬂ| E Flaw Monitor 1 Flaw Maonitor 2
(Etharnet 0} (Etharnet 1)

Kay Fislds Pachkat 1 Monkey Fields i Key Fields Pachet 1 Monkey Fialds

Sourca IP 10333 Packets i Sounze [P 10333 Pachkets

Destination IP mzz2z Bytes i Destination IP mzzz2 Time Stamps

Source port 3 Time Stamps i Input Interfacs Ethemsat O

Destination port 2078 Mexd-Hop Address i 5YM Flag 0

Layer3 Protocol TCP-& H

TOS Byts o :

Input Inte riace E‘t"harnatﬂ \

Traffic Analysis Cachs Security Analysis Cache
Soumce |P | Dest. IP | Dest. UF |Protocol | TOS | .. |PkE ] Source |P |Dest. IP |Dest I'F |Probcol | TOS | .. | Plis
10333 |10.222 |E1 [ a 11C00| 10333 |[10222 | E1 E1 [u] .o | 11000

TORIZ, HAZL La— REFEHALTEBROZ A 7O 7 a— E=Z 2 M+ 5 X0 B
FHiEow &R LET,

B5:hR2 L LI—FTOEBDEA TOTO— E=Z OEMERBG

& &

Data Ceme%
e

Application Flows

Security Flows

Teleworker

ITITEE

3O0ODXATDT7a—F=H XYy anhbETd, 7o— FT=FOMEREZIL, FOTa—
T THEATOI Yy vV a XA TEERELET, 344 TDT70—F=H v v allo
WL, ROFKTEICHALRH Y £,
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JA— E=4 .

R
TN DX vy a2 XA TE Inormal] TT, ZOEF—RFTHEE, FrvaNOxzr MY

73 timeout active 5% 7€ & timeout inactive iX EICE > THIRUINICZA2 D £4, v vz =k
Uik, HIBROINIZARD EX vy v v aDBHIBREN, RESNTWAMILENOT I AR—HZIZ

KoT=/ AR—bENET,

lmmediate] # A 7DF ¥ v =id, fEkEns 3 <iIcva— RE#HBROINncLEST, 0
MR, Fovo—lb 1 X7y FLMEERETAL, FY vV aNEERRT LI RT
X, Ny FOERERFRENET,

TRENLD 7 o= ATy PR SATHL LR = MR ZAR—FEhb
FCOBIEZ FR/NRIZT D2581E, ZOFE—RBRELTHET,

ZOF—KRTIIREOT 7 AR— M F—E 034 LT, KEDO Y 7 NBEFRRREICRY, =7
AR— MDYV AT MIFE UL BT HAREMENH Y £, LT3 v MEAEIET 5 X
N TV TEBRETDHIEERBEID LET,

GE)

Frvia AALT U MNREX, ZOF—RFTIHOHELH D A,

KR

Z A7 Tpermanent] DX v v = TiX, 7 —2n#REINIC/R S Z &1ddH Y £H A, permanent
¥y vrald, MR TRIND 7 e —0Hn b V=X ITRBMOMEHEREZRFET D
VBN DBEIER T, 7221, 7r— L a— RKADkey 7 4 —/L K288 £ I IP ToS
T A= RIETT, 256 7 u =L 2B RS 0BE”HVET, Ay NY—=2 N T T 4T D
IP ToS 7 « — /v RO R 2 BRI - TEALT 2 121E, permanent ¥ v > o 2 H L
£9, permanent¥ ¥ v ¥ =i, TSV r—var, BLOEBMENEEEY hoTa—
W75, BRICBELS N T 7 47 v NI RIESLBLET, Ty 7T — A vE—U

ltimeoutupdate | FXEICMES THESINIZTXTOT7 R — 7 AKR—Z|Z, EMMIZEE S
£

G¥)

permanent E— R CTHF ¥ v ¥ 2 PN [XWIZRS72GET, FiLn 7 e —2REHRI 2R
FT., £ORoTEHAIE, ¥ v v a2 OREHERIC [Flows notadded] &9 A vt —I)0R
SnET,
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B oo—5o5-

A\

GE)  permanent ¥ ¥ > 2Tk, TNAZ AU EZTIERL T v 7T — NIy 2R EHINET,
ZDID, Ta—RBE I AR—FSNDE, BT ZIIT0—DT A 7 7 A LEEDIRRI
BHPREN, EOT 7 AR — FFERICHRIE SNZBINAT Yy MRS EE A,

JO0—HoJ5—

Ja—HrFS5—F —FDaALr T 4 X2l — g THOa L R—32 M UTERS L
FT, 7a— V7T, ONAIGRIREIND Xy O ETIRT S Z & T, Flexible
NetFlow /T L TWAHTF A 2 FOAMEROTT-OIER SN ET,

Ta— YT YT TE, = FDONRT =< AT D=L TREENS I E
T, oI —ETn— e=XITHEATAHE, Tu— FE=EA BT OIMLEOH H X7 > B
BT D7D, VW—FTT7u— =2 5FT7T 570D ——~y FAMMET LFE
T, TR — F=F TSN Ty MEBREADTLHLE, ZHRITSET, 7r—E=4D
vy Y2 TSN DEROBEMET LET,

ip flow monitor 2~ > REZHH L CA v ¥ —7 =4 RAZHHT 2556, V77—t 7n—=%
=2 A bEET,

HHR— k&N TLVA Flexible NetFlow 7 1 —JL K

WORTIH, SEFIER N T T4 v I XATBIVNNT 7 4 w7 HANZDOWT, FlexibleNetFlow
(FNF) THHR—FEIND 74— ROHEE Y A R &ML TV ET,

N

GE) X7y MTZVLAN 7 4 — /L KRB IEEE. TORESIIBEINEE A,

J4—)L L1 | LA+ 2 |IPvdIn |IPV40ut [IPv6In |IPv6 Out |:¥XZZ (Notes)
N 2In Out

Key F 1=

[ Collect
14—

k
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#R— kSR TLS Flexible NetFlow 7+ —L k]

J4—J)L |LL4¥ |LA*2 |IPvdIn |IPV40ut |IPv6In |IPv6 Out |;¥ZZ (Notes)
K 21In Out

S x— |o _ o — o — T u— =X % NI
7 A A WZEAT 555

AT » match % — U — R & fifi
ML, AA 25—
TxA A% key 7 A —
IMRELTHEHALE
7

s collect ¥ — U — R &fifi
ML, A 52—
7 = A A% collect
74— RE LT
LEd, 207 14—
RiZ=27 2F—+&h
LHla—RigEnE
TA, EIF0IZAR Y F
7T

A H— |— ° — o — o 7u— =% %1150
T A A CEHT 256

i » match &% — 7 — R & fifi
ML, A s—
TxA A% key 7 A —
JRELTHEHLE
7

« collect ¥ — 1 — K& Afifi
ML, Ao 52—
7 = A A% collect
74—V & LUTHEA
LET, 207 14—
Riz— 7 28— &h
Hla—RiIgEnsx
T, EIX0IZ/2 Y
E

J4—J)L |LM4¥2In|LA2 |IPvdin IPV40ut |IPv6In IPv6 Qut | ;¥:E2
S Out (Notes)

Key
14—
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TJ4—JL L4 2In|LA4*2 |IPvdIn IPV40ut |IPv6In IPv6 Out  |3¥:E7

§ Out (Notes)

7H___jj o le) e} (e} o O

[

Ethertype |o o — — - -

VLAN A |© — ° - ° - A AT

5 A— kT
DI
A—h&
nacTnE
D

VLAN i |— o — o — o AA T

5 R— KT
DI
R—h &
AVTUWVE
kD

dotlq o — o — o — AL v T

VLAN A A—hT

7 DI
R—h &
NTWE
7

dotlq — o — o — o 2A v F

VLAN Hi A—hT

7 D I
AR—h &
naTnE
R

dotlq fE5E | o o o o o ° AA v F

JiE A— KT
D FH
A—h&
naTnE
7

MAC ¥%(E | © ° ° ° © °

g7 Kb

AN

[l Flexible NetFlow D35
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#R— kSR TLS Flexible NetFlow 7+ —L k]

J4—J)L |LA4¥2In|L142 |IPvdln IPV4Qut |IPv6In IPv6 Qut A

K Out (Notes)

MAC #15 |— — — — — -

g7 RL

A7

MAC %8%¢ | © — °© - © —

7 RLA

AT

MAC %15 |— ° - © - ©

BT RL

A

IPV4 IN— —_— —_— @) (@] @) (@]

vayv

IPv4 TOS |— — o] o o ©

IPv4 71 |— — o o o ° & o5

=0 e —
. ICMP
a— N/ ¥
A7,
IGMP % A
7. TCP
777D
WU
DME S
ncTnd
Baicl
iR AT
ERHY
£7

IPv4 TTL |— — o o o o

IPv4 515 | — — © © - -

g7 RL

A (IPv4

source

address)
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B - ST % Flexible NetFlow 7« — L K

TJ4—JL |L14¥2In|LA4*2 |IPvdIn IPV40ut |IPv6In IPv6 Out | 3¥32
K Out (Notes)

IPv4 585 | — — ° °© — -
7 KL A

(IPv4
destination

address)

ICMP 1Pv4 | — — o o — —
S2AT

ICMP IPv4 | — — o o — —

a— K

IGMP % A1 |— - © © - —
—

J4—)L |LA4¥2In|LA42 |[IPviIn IPV40ut |IPv6In IPv6 Out SFED
S Out (Notes)

4=
k(i
&)

IPv6 /N— | — — e} o ¢} ¢} P /X —
:‘)5 N N ‘/CE
R LT
j—o
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#R— kSR TLS Flexible NetFlow 7+ —L k]

J4—J)L |LA4¥2In|L142 |IPvdln IPV4Qut |IPv6In IPv6 Qut A

S Out (Notes)

IPv6 7o |— — o o o o IP 7 |k

=% =L & A
C<d,
%{E Ju/5d
SR —
K. ICMP
a— /¥
47,
IGMP % A
7. TCP
777D
WL
DMEH =
ONQAY!
et
M2
ERHY
£7,

IPv6 515 | — — — - © ©

T Rl

Z (IPv6

source

address)

IPv6 565% | — — — - © ©

7 RLA

(IPv6

destination

address)

IPv6 N7 | — — o ° ° ° IP TOS &

T4V FLCT

75 A R

IPv6 Ry | — — o o o o IP TTL &

TV A LT

~ D

ICMP IPv6 | — — — — o o

2AT

ICMP IPv6 | — — — — ] o

a— K
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Flexible NetFlow D%

J4—JL |[L14¥2In|LA+2 |IPvdIn IPV40ut |IPv6In IPv6 Out  |3¥:E7
k Out (Notes)
source-port | — — o o o o
dest-port | — — o o o o
J4—J)L |[LL4¥2In|L12 |IPviIn IPV40ut |IPv6In IPv6 Out FE
k Out (Notes)
Collect
14—
K
Bytes long |o o o o o o 2k
A K=
(FCS %
G A —
P b
7 L=
P X-18
234 R)
i:
ZD
74—
I % [alE
L. Bytes
layer2 long
ZEH L
=7,
Packets o o o) o o o
long
Timestamp | o o o o o o
absolute
first
Timestamp | o o o o o o
absolute
last
TCP = ? o o) (0] (@] le) le) _/9)4/\\\.(@
7 77Tk
INEELE
R
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Fornrze i

Ja4—)L |LA4¥2In| L4142 |[IPviIn IPV4 Out IPv6 In IPv6 Out FE

N Out (Notes)
Bytes o o o o o o
layer2 long

—

T4 FERE

WDOFIL., T /851 A% 5 Flexible NetFlow OF 7 /L R EZ R~ LET,

£ 3:7 7+ )L LD Flexible NetFlow 5% &

RE T4k
Ta—T 7T 47 XA LT Tk 1800 £
Tu— XA LT NDOKT 7T 474k 15 7

Flexible NetFlow D% FE A%

Flexible Netflow Z & E T D I21%. IRO—XA R FNEIZIENE T,
1. 78—Z%— 74—V RBIOIHEX— 74—V REFEELT, 77— La—RE/ERL

£,

2. T bhalFEEL UEEDO 7 —x 7 ZAR—2 2B L, SideR— . 5. BXOV%E
DD IRT A —H ik LET,

3. 77— Lla—FRBI7o— o2 AR—F|ZHESINT, 7e—F=FE2FEHRLET,
4, FEOV 7T —HERLET,
5. LA Y2&KR—bF, LA VY3IR—b, FLITVLANIZ7u— =X 2@ LET,

HRATAAL-78— La— FOERK

NAZZA A LT m— ba— ReRET LT, ROX A7 ZFTLET,

HAB<wA R LT-7va— La— K&, BEOHM TN 7 4 vV T—FE0NT 5=l
ALET, DAZ~A X LIm7a— L a—RZid, key 7 4 —/b K& LT % match JE7E
21 DOLL EVEETY, #H X nonkey 7 4 —/L K& LTHEHT S collect ZEHED 1 DLL EH Y F

‘j—O

HAR<A X LTz7va—Lba— ROIEFIE, ELOARERSHY ET, ZOX A7 Tix, 7
REMDH DIEFN D1 D EERT DO FIEICOWTHA L 4, MBS U TYET AT D
FIEZEEF L, BIZEDYE THAI~A A LT=7a— La— REERLET,
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AU RFEEETIa Y

E[:)

ATy T

enable

51

Device> enable

¥i#E EXEC £ — R& A x—7 /T LF
—§_O
c u T ERFIRINTZH, /RNA
J— RK&EATLET,

ATy T2

configure terminal

1 -

Device# configure terminal

Jaua—)Lary7 4 Xal—g v
— F‘%—fﬁlﬁﬁé‘\ Ljﬁﬁ‘o

ATvT3

flowrecord record-name

1 :

Device (config)# flow record
FLOW-RECORD-1

Z7u— L a— R&/ERL L, Flexible
NetFlow 7 — L a— K a7 4 ¥
L—y gy E— REBLET,
e ZMDawy RTIE, BEDO 71—
La— REEETHILLTEE
Er

ATvT4

description 5]
i -

Device (config-flow-record) #
description Used for basic traffic
analysis

(EE) 7r— L a— FORH 2 1ER
LET,

ATy Th

match {ip | ipv6} {destination | source}
address

1 -

Device (config-flow-record) # match ipv4
destination address

7u— Lba—RNDkey 74—V N&ik
ﬁiﬁb\ijqo

GE)  ZofTiE, IPvasikT R
A&l a—RDkey 7 4 —/V
FELTHRELET,
matchipv4 =~ > R CTHIHT
EDFDMD key 7 14—V
K., 8L Okey 7 4 — L KD
B EHIH T & 210> match
v ROFEMIZOWT,

ATvT6

MENE U TAT v 75 0k L,
La— RO key 7 4 —/V R &R E
LET,
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ARETAXLz78— La— FOER .

AR EERRTIVa Y S]]
A5 w717 |match flow cts {source | destination} X))  ZoOfITIE, CTSOEETLY
group-tag =T BT LG =T
1 - BTl A—FDF—7 4 —
NVRELTHRELET,
Device (config-flow-record) # match flow matchipvd =~ > R CTH|HT
cts source group-tag X é%@ﬂﬁ@ key 74—
Device (config-flow-record) # match flow ]\“\ io) J: (ﬁkey 7 S —JV ]‘@
cts destination group-tag %E&:*[Jﬂqfé& éﬂﬁ@ match
A~ ROFEICONT,
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ARV FFEREETIVa Yy

S

GE) * Ingress:

« H5/Vr v N T
Ny B =3 DY
A, SGT 12T~y
K L[] A AN Bk
SIET, AR
BAE. 029REh
7,

* DGT fEIZ A SR —
@ SGACL #E Tl
EFELEE A,

* Egress:

* SGT £721X CTS @
W DIEFED
NAVEZ—T AR
ETESMEE T
5 &, SGTIX0IZ7
D ET,

B ERA/ A N GR
(SGT. DGT) (Zx%f
Jii 45 SGACL 7% &
DIFET UL, DGT
[Ecd =Y b =
7T

* SGACL R 3R —
/VLAN Gl &
NTWDH0, F2iZ
7' —/3L SGACL
DI & ERME S
TW5 %4, DGT
L0270 E9,

ATvT8

1 -

ANA B =T 2 AL a—R D
nonkey 7 4 —/L K& LTHELET,

GE) ZoflITiE, ANA 52—
7 = A A% L 2— RO nonkey
T4V FELTHRELE
R
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so— o 2t—a0km |

ARV FFEREETIVa Yy

E:)

ATvT9

VEZISE U T RO AT » 7 %40 K
L. b =a— RDiBflnonkey 7 4 —/L N
ERELET,

ATy 710

end

1 -

Device (config-flow-record) # end

Flexible NetFlow 72— L 2 — K ==
T A4 Fal—TaryET—RERKRTL
T. %M EXEC =— FITREY £7°,

ATvIN

showflowrecord record-name

1 -

Device# show flow record FLOW_ RECORD-1

g EBEL-7ua—La— Ko
TEDAT—B ANFRENET,

ATvT12

showrunning-configflowrecord
record-name

&1

Device# show running-config flow
record FLOW RECORD-1

(8 BEL-7r—La—FDO#R
ENFRENET,

JO0— IO RAEKR—F DERL

Ta— TV AFR— FEERLT, 78— AFR— K RTIA—FEERTXET,

N

GE)

THR— T AR—H T LI,

125D HBBYR— FSnET, HROEEIT—Faxr X

A= hT5560F ROV — 27 AR—FEFRELTT7r— FE=F(THID Y TLHHLEN

HYET,

IPvd 7 RLAZFEH L Cmice s AR — T E9,

FIE

AV RFEEETI 3y

El:)

ATy T

configureterminal

&1

Device# configure terminal

Ja—nR) a7 4 FX¥al— g
T— FEIBLET,

Flexible NetFlow D& [}
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ARV FFEREETIVa Yy

S

AT w72 |flow exporter 4 ] Tu— T AR—FE2ERL, Tr—
5 - T AR—=H a7 4 Fal—gv
' EF—FERMBLET,
Device (config) # flow exporter
ExportTest
AT w73 |description string (EE) mK63LFT, ZDOT7r—0D
Bl B EIRE LET,
Device (config-flow-exporter) #
description ExportVv9
R w74 |destination {ipv4-address} DT AR—HF|ZIPv45EET RLA
Bl EIRA M ERIELET
Device (config-flow-exporter) #
destination 192.0.2.1 (IPv4
destination)
RFw 75 |dscp value ({E&) DSCP (DiffServ = — KA >
5l B) g dRE LE T, HRETE 2
1X0~63T¥, 774/ ML0OTT,
Device (config-flow-exporter)# dscp 0
AT 76 |source |} (LE) #%E S 7585 T NetFlow =
Bl - F T ANCBET DI DITENT oA
2 —T7 A AR ELET, HFELE
Device (config-flow-exporter)# source LT/}’(@% =T I/I) A %%&ﬁ(%
gigabitEthernetl/0/1 EEij
\
R w77 |transportudp number (f£E) NetFlow =2 L 7 Z |Z&|ET 5
i - 72T F % UDP R — b & fiE L &
j—o
Device (config-flow-exporter) #
transport udp 200
ATv7T8 |t B (EE) =7 AR—HIZk-oTERS
il - DT —H 7T hO{FH: T RERr

Device (config-flow-exporter)# ttl 210

(TTL) iz ELET, L1 ~
255 Td, T 7 A ME 255 T,

[l Flexible NetFlow D35
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nz2sv4zLi7a—e=204%m ||

ARV FFEREETIVa Yy

E:)

ATvT9

export-protocol netflow-v9

1 -

Device (config-flow-exporter) #
export-protocol netflow-v9

T AR—Z T &5 NetFlow =
JAR—FTa haroR—Tg 0%
FBELET,

ATy 710

end

1

Device (config-flow-record) # end

ke EXEC E— RIZEREY £,

ATy 7N

show flow exporter [name record-name]

1 -

Device# show flow exporter ExportTest]

({£E) NetFlow D 70— 7 AR—
HERERTLET,

ATvT12

copy running-config startup-config

51

Device# copy running-config
startup-config

EE) av74Fal—rar 77y
ANVCEREEZHRIFELET,

RDBRY

Zo— la—RFBLO® 77— 2/ AR—F|ZHESINT, ZJo—F=FEEELET,

WRAREATAAXALF-78— F=2DERK

AL <A A LT n— F=F BT 51213, ZOMHEDI A7 2 FTLET,

H7n— =2 F, FHOFy v v afE L TOENTWEY, 7r—F=F2 T LI,

Fyrvraz NIONEBIRNLVAT U RNEERTHLa— FRLETT, ZNbOLa—
R 74—~y M, FHEHEFADLI—FK T3 —<v bOWTAN, £Ta—PERIC
THrZEnTEET, ERoa—FThiE flowrecord 2~ FEEH LT, I AZ~A XL
77—~y bl T2 b TEET,

1R BHEIIZ

Flexible NetFlow O HRIER KL 23— KOOV ICHAZ~ A A LT a— ReiHT 55
B, ZOXAT BZFATTHHEINC, DAZ~A A LTz a— RE{ERTHOHERSH Y 7,

TR AR—= R THEDIITA— T AR—F 70— T=XLBNT5580F,. 2
DE AT Z5ETTHENCT I AR—F ZVERT HHENH Y £,
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Flexible NetFlow D%

G¥)

7u—E=HTrecord 2~ RDO/NT A —FZIEH T L F1IZ, no ip flow monitor 2~ > R %

HFRALT, 7a— F=ZZWALET_RTCOS v Z—T A A6, 7u— ET=FEHIKRL
TBLMERDHY 9,

FIE

ARV RFERRTI Y

E:)

ATy T

enable

51

Device> enable

¥i#E EXEC T— F& A 32 —7 M LZF
j—O
s u T ERFIRINTEH, XA
U—REASILET,

ATy T2

configure terminal

1 -

Device# configure terminal

Ja—)ary7 4 Xal—g v
£ F‘%Fﬁﬁébij‘o

ATvT3

flow monitor monitor-name

1 -

Device (config)# flow monitor
FLOW-MONITOR-1

7ua— =X %{E L, Flexible
NetFlow 7@ — =4 27 (¥ =
L— gy B— RERBLET,
e ZDawr FTI, MMFEO 7 —
EoAEREETHILEHLTEE
Er

ATv74

description 5]
il

Device (config-flow-monitor) #
description Used for basic ipvi4
traffic analysis

UTE) 7a— =X OB EER L
*7,

ATvTh

record {record-name | netflow-original |
netflow {ipv4 | ipv6} record [peer]}

1 -

Device (config-flow-monitor)# record
FLOW-RECORD-1

Ju— F=ADLa— REEELE
TO

ATvT6

cache {entries number | timeout {active |
inactive | update} seconds | {immediate
| normal | permanent} }

1 -

timeout ¥ — 7V — N|ZBHET 5% —TU —
FOMEIL, Fvva ZA TN
immediate (25X E S LTV DA ITIE
S L EH A,
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sn—4>7yrrogessvant [

ARV FFEREETIVa Yy

E:)

ATy IT17

MBI L TAT v 7 6 201
T, ZO70—F=HFDFy¥ v 2N
TA—EDOERETT LET,

ATvT8

statisticspacket protocol

1 :

Device (config-flow-monitor) #
statistics packet protocol

({£&) FlexibleNetFlow =% D7 1
b VR HE R OINEE A X —T
M LET,

ATvT9

statisticspacket size

1 :

Device (config-flow-monitor) #
statistics packet size

(fF-7) Flexible NetFlow & =% O A
RO ERFHERONE S A R —T /T
LET,

ATy 710

exporter exporter-name

51

Device (config-flow-monitor) # exporter
EXPORTER-1

(EE) FalcfElshic=r 2R —
ZDOA4FTEEE L ET,

ATy IN

end

1 :

Device (config-flow-monitor)# end

Flexible NetFlow 72— =% 227 ¢
Fal—aryrE®T—RE2ERTLT, &
M EXEC E— FITREY £7°,

AT T12

showflowmonitor[[name] monitor-name
[cache [format {csv | record | table}]]
[statistics]]

1 :

Device# show flow monitor
FLOW-MONITOR-2 cache

(f£7) Flexible NetFlow 7 @ — E&=#
DAT—H AR L OeHERZF R L
F7,

ATy 713

showrunning-configflowmonitor
monitor-name

1 -

Device# show running-config flow
monitor FLOW MONITOR-1

LB BEL-7u— =X OHE
NERENFET,

JO0—HY 2T UTDEES L UVCEMEL

Ta— Y7 I—%RELTCHEMTHIZE, ZONEDX AT BZEITLET,

Flexible NetFlow D& [}
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B oo voouvozessvamt

A\

GE) [NetFlow original] / [NetFlow IPv4 original input] / [NetFlow IPv6 original input] =i E &7 &
La—Kz7n— =X |ZfRE LT, LLEID NetFlow # =2 = L— M B51E, 7o— &
=2 %N () bT 74 v ORHIEFIENTE LT,

NetFlow IPv4 original output] / [NetFlow IPv6 original output| HRiERFHL I — K& 71—
T=HITHREL T, W NetFlow 7 WU > 7 4 Y 7HEZ = 2 L— b D581, 7r—%
=2z EIE) NI 74 v 7 OSIETFIENTE £,

FIE
ARV FFEREETIVa Yy B8
ATy 71 |enable FHE EXEC E— & A X —7 VI LE
i) b
| s TR T N BRRENT S, SR
Device> enable 7 — R&AS Lij«o
ATFv T2 configure terminal rTa— )L a7 4 FXal—a
bl T REBILET,
Device# configure terminal
RTw 73 |sampler sampler-name T T —EERKL, YT T—ar
B - T4 X2l —varE—RFEHBLE
ﬂqo
Device (config) # sampler SAMPLER-1 « T Do ]\_,ch:\ E}Eﬁ@‘ﬁ‘f/7o
T—HEHTHZLHTEET,
AT 74 |description ] (ER) 7u—Y% 77 —of a1k
1;“ : Ekl/gz—j‘o
Device (config-sampler) # description
Sample at 50%
Z5F w5 |mode {random} 1 out-of window-size Yo7 —F— BT —H 7
Bl Ty 4V R YA REE L E
EE
]feziifécf:orzlfig—sampler) # mode random o window-size ‘;Iﬁ@%ﬁ@i\ 7~
32768 T,
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1v8-7212~070—0ER |

ARV FFEREETIVa Yy

E:)

ATvT6

exit
1 -

Device (config-sampler) # exit

Yo7 —ar 74 F¥alb—v gy
F—REKTL, ZJa—Lvar7y
Fal—TaryET—FRIEY ET,

ATy 71

interface type number

1 -

Device (config)# interface
GigabitEthernet 0/0/0

A B =T A ABREL, 42X —
Tz AaAr T 4 FXal—TaT—
KZ&2B4E L E9,

ATvT8

{ip | ipv6} flowmonitor monitor-name
[[sampler] sampler-name] {input | output}

1 -

Device (config-if)# ip flow monitor
FLOW-MONITOR-1 sampler SAMPLER-1 input]

R L7-7n—F=2BL07o—+
VT T A —T A AZEID Y
TTC, Yo7V Tm A x—7NICL
£7,

ATvT9

end

&1

Device (config-if)# end

A B =T xf A AT 4 X2l —
va v E— REKT L, R EXEC
E—RNICRD 7,

ATy 710

showsamplersampler-name

51

Device# show sampler SAMPLER-1

BELAL L 7e— Y TFF5—0
AT —HZAB IO IEREFE R LE
TO

A3 —T 4 AN 7 AO—NiEH

Ta— = ZBLIRA T a OV T T =T o ACEATE F1,

FIE

AT RFERIEFT7TII Y

B8

ATy T

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Falb—g v
T— RZHBLET,

ATvT2

interface type

1

Device (config)# interface

Ao H—=T A AT 4 FXal—3
YE—RERBL AT AR
ERELET,
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ARV RFERETIVa Y

B8

GigabitEthernetl1/0/1

Flexible NetFlow (%, L2 "— hF ¥ R/L
AUH—=T oA ATIEHFR— FEhEH
A3, L2AR— R F v L)L A /8 — R —
M CIEHAR—FSvET,

Flexible NetFlow (£, L3 ;"— hF ¥ 3/l
A B —T oA ATEFYFR—FENER
A3, L3AR— R F v F/b A /8 — R —
T AR— NS ET,

A B —T oA RAALT 4 Fal—3
YDAy RARNTGA—=ZFROLEEY
<7,

ATvT3

{ip flow monitor | ipv6 flow monitor } name
[| sampler name] {input}

1 -

Device (config-if)# ip flow monitor
MonitorTest input

ANETIH Ty MCHIET 51
2 —T A AT, IPv4 F7-1X IPv6 7

n— =X, BXOAFvaro
7T — E BT £,

A ERDORTGFRTA o F—T = A A

IO =X ZEAMT S Z E N TE
‘i‘g"‘o

ATvT4

end

1

Device (config-flow-monitor)# end

¥#E EXEC £ — FIZERED £,

ATy TH

show flow interface [interface-type number)

1

Device# show flow interface

L) A v X —7 = A AD NetFlow |5
WREFTRLET,

ATvT6

copy running-config startup-config

1 -

Device# copy running-config
startup-config

(L&) 2v74Fal—var 7y
AICREZRIFLET

VLAN ETDTY)

~

A

%! NetFlow D& E

Tu— B ARBIOA TV a0V ST —% VLAN ICEATE £,
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FIE

L 4 ¥ 2 NetFlow D& .

ARV RFEEETIVa Y

=)

ATy T

configureterminal

1

Device# configure terminal

Jua—N) a7 4 FXal— g

T— FEHBLET,

ATvT2

vlan [configuration] vian-id

1 -

Device (config) # vlan configuration 30
Device (config-vlan-config) #

VLAN $£721Z VLAN 27 ¢ F 2 L—
Var ' RERBLET

ATvT3

ip flow monitor monitor name [sampler
sampler name] {input }

1 -

Device (config-vlan-config) # ip flow
monitor MonitorTest input

AT MIZxIST 5D VLAN 2, 7
o— EFT=2BIOFTFvarohr
Z — AL £,

ATvT4

copy running-config startup-config

1 -

Device# copy running-config
startup-config

EE) =274 Fal—vary 7y
ANVICREERTFELET,

L 4 % 2 NetFlow D& E

Flexible NetFlow L = — KN TL A ¥ 2 F—42 EXRTEFET, ZDOLa—RFEEHALT, LA
Y2A LU A —T A ADT O —%,Fx I F ¥ TXET,

FIE

ARV RFERFTIaY

B8

ATy T

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal—gy
T—FzfmL£7,

ATy T2

flow record 4 Hij

1

Jp— la—Rary74X¥al— g
v E—RERBLET,
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B

Flexible NetFlow D% 7E

ARV RFERETIVa Y

B8

Device (config-flow-record) #

Device (config) # flow record L2_record

ATv7T3
vlan}

1

datalink ethertype

match datalink {dotlq |ethertype | mac |

Device (config-flow-record) # match

LAV2RM AR —L LTRELET,

end

1

ATvT4

Device (config-flow-record)# end

HebE EXEC B— NICEY 77,

show flow record [rname ]

1 -

ATvTh

Device# show flow record

£5) A v % —7 =4 AD NetFlow |5
HERRLET,

copy running-config startup-config

1

ATvT6

Device# copy running-config
startup-config

EE) 274 Xal—vary 7y
A MR EZ AT L E T,

Flexible NetFlow (D E51H

WDOFIZH D a~ F&EMif LT, Flexible NetFlow # =4 U 7/ T& £,

5% 4: Flexible NetFlow DE€=%"') 45 a< > K

a< > K (Command)

S]]

show flow exporter [broker | export-ids | name |
name | statistics | templates]

NetFlow O 7 &2 — T 7 AR—Z [ L e
R LET,

show flow exporter [ name exporter-name]

NetFlow D 7 10— T 7 AR — & [EH L #HEHE
wMERRLET,

show flow interface

NetFlow A > % — 7 = A AT 2 1HRE2FR
]\Ji‘é—o

BRE
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K
it

Flexible NetFlow 0 &% % {51 .

a<v > K (Command)

S

show flow monitor [ name exporter-name]

NetFlow O 7 17— £ = E#R EHEHERT £
~LET,

show flow monitor statistics

7u— =4 OffEHEREZ ZR LET,

show flow monitor cache format {table | record
| csv}

BEshE B Ccr7n— =4 DXy v a
ONEEHRRLET,

show flow record [ name record-name]

NetFlow D 7 o — L a— REHRAF T LET,

show sampler [broker | name | name]

NetFlow %> 7 Z 1T AR E R~ L ET,

Flexible NetFlow @ % 7€ {5

B 20— TE

Tu—%{ER L, FOT7u—% A X —T oA AZEATHHERLET,

Device# configure terminal
Enter configuration commands,

Device (config) # flow export exportl

one per line.

End with CNTL/Z.

Device (config-flow-exporter) # destination 10.0.101.254
Device (config-flow-exporter)# transport udp 2055

Device (config-flow-exporter) # exit
Device (config) # flow record recordl
Device (config-flow-record) # match
Device (config-flow-record) # match
Device (config-flow-record match
Device (config-flow-record match
Device (config-flow-record match
Device (config-flow-record match

Device (config-flow-record
Device (config-flow-record
Device (config-flow-record
Device (config-flow-record
Device (config-flow-record) # exit

Device (config)# flow monitor monitorl

Device (config-flow-monitor)# record recordl

ipv4 source address

ipv4 destination address
ipv4 protocol

transport source-port
transport destination-port
flow cts source group-tag
flow cts destination group-tag
collect counter byte long
collect counter packet long
collect timestamp absolute first
collect timestamp absolute last

Device (config-flow-monitor)# exporter exportl

Device (config-flow-monitor) # exit

Device (config) # interface tenGigabitEthernet 1/0/1
Device (config-if)# ip flow monitor monitorl input

(

(

(

(

(

(

( )

( ) #
( ) #
( ) #
( ) #

Device (config-flow-record) # match

( ) #
( ) #
( ) #
( ) #
(

(

(

(

(

(

(

(

Device (config-if)# end

Flexible NetFlow D& [}
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Flexible NetFlow 0D

Bl:IPVAAD T T4V IDE=ZR) T

ROFNE, IPVAAN N T 7 4 v 7 =2 T 5 EZRLTWET (intgl/0/111%, intgl/0/36

BLWRintg3/011I1Z2 877 1

Device# configure terminal
Enter configuration commands,
Device (config) # flow record

7 aFELET) .

one per line. End with CNTL/Z.
fr-1

Device (config-flow-record) # match ipv4 source address
Device (config-flow-record) # match ipv4 destination address

)
Device (config-flow-record) #
Device (config-flow-record)# c

V# ¢
Device (config-flow-record) # c
Device (config-flow-record)# c

(

(

(

(
Device (config-flow-record

(

(
Device (config-flow-record) # c
Device (config-flow-record) # e
Device (config) # flow exporter
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #

Device (config) # flow exporter
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config) # flow exporter
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #

Device (config-flow-exporter) #
Device (config-flow-exporter) #

Device (config)# flow monitor
Device (config-flow-monitor) #
Device (config-flow-monitor) #
Device (config-flow-monitor) #
Device (config-flow-monitor) #
Device (config-flow-monitor) #
Device (config-flow-monitor) #
Device (config-flow-monitor) #

Device# show running-config i

Device# show running-config i
Device# show running-config i

[l Flexible NetFlow D35

match interface input

ollect counter bytes long
ollect counter packets long
ollect timestamp absolute first
ollect timestamp absolute last
ollect counter bytes layer2 long
xit

fe-ipfix6

destination 2001:0:0:24::10
source Vl1anl06

transport udp 4739
export-protocol ipfix
template data timeout 240
exit

fe-ipfix

description IPFIX format collector 100.0.0.80
destination 100.0.0.80

dscp 30

ttl 210

transport udp 4739

export-protocol ipfix

template data timeout 240

exit

fe-1

destination 10.5.120.16
source Vl1anlO05

dscp 32

ttl 200

transport udp 2055

template data timeout 240
exit

fm-1

exporter fe-ipfix6

exporter fe-ipfix

exporter fe-1

cache timeout inactive 60
cache timeout active 180
record fr-1

end

nterface gl/0/11
nterface gl/0/36
nterface g3/0/11

B

ax ;&



| Flexible NetFlow D35
Bl opatnrsTsvr0r=4y2y |

Device# show flow monitor fm-1 cache format table

B IPVAEA LS T IDEZZY DY

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config)# flow record £r-1 out

Device (config-flow-record) # match ipv4 source address
Device (config-flow-record) # match ipv4 destination address

(

( )
Device (config-flow-record) # match interface output
Device (config-flow-record) # collect counter bytes long
Device (config-flow-record) # collect counter packets long
Device (config-flow-record) # collect timestamp absolute first
Device (config-flow-record) # collect timestamp absolute last
Device (config-flow-record) # exit

Device (config) # flow exporter fe-1

Device (config-flow-exporter)# destination 10.5.120.16
Device (config-flow-exporter)# source V1anlO05

Device (config-flow-exporter) # dscp 32

Device (config-flow-exporter)# ttl 200

Device (config-flow-exporter)# transport udp 2055

Device (config-flow-exporter) # template data timeout 240
Device (config-flow-exporter) # exit

Device (config) # flow exporter fe-ipfix6

Device (config-flow-exporter)# destination 2001:0:0:24::10
Device (config-flow-exporter) # source Vl1anl06

Device (config-flow-exporter
(
(
(

)

) # transport udp 4739
Device (config-flow-exporter)# export-protocol ipfix
Device (config-flow-exporter)# template data timeout 240
Device (config-flow-exporter) # exit

Device (config) # flow exporter fe-ipfix

Device (config-flow-exporter)# description IPFIX format collector 100.0.0.80
Device (config-flow-exporter) # destination 100.0.0.80

Device (config-flow-exporter)# dscp 30

Device (config-flow-exporter)# ttl 210

Device (config-flow-exporter) # transport udp 4739
Device (config-flow-exporter
Device (config-flow-exporter
Device (config-flow-exporter

)
) # export-protocol ipfix

) # template data timeout 240
) # exit

Device (config)# flow monitor fm-l-output

Device (config-flow-monitor) # exporter fe-1

Device (config-flow-monitor)# exporter fe-ipfix6

Device (config-flow-monitor) # exporter fe-ipfix

Device (config-flow-monitor)# cache timeout inactive 50
Device (config-flow-monitor)# cache timeout active 120
Device (config-flow-monitor)# record fr-l-out

Device (config-flow-monitor)# end

Device# show flow monitor fm-l-output cache format table
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NetFlow [ZBH9 % 1EMNE#R

SHRE

BT a~vy RORERE L L OMEH FiEozE | Command Reference (Catalyst
. 9500 Series Switches)

BEES L URFC

= =E (Title)
#£/RFC

RFC ['Cisco Systems NetFlow Services Export Version 9]
3954

MIB MB' YD

http://www.cisco.com/go/mibs

RKYV—ATHR—=FTDHT|ERLTZT T b7+ —2, CiscolOSY V—R, BIOT —
~T o MIB F¥ By MIETAOMIBAZEL TV a— RT5HI1E, K
@ URL {23 % Cisco MIB Locator ZfFH L £,

T AL YR—F

B

>y

TAADHAR— K WebH A FTIE, YRAIORGERLT 7/ m—
BT 2NNy a—T 4 U 7B RIETWERET 5 L )12,
YA T ARV =N EFZ LD ETOEE R T ) Y =A%
B L T ET,

BHEWORGOEX 2 U 7 4 fFERPCENTEHRE AFT 72012,
Product Alert Tool (Field Notice 7*% 7 7 2 &) | Cisco Technical

Services Newsletter, Really Simple Syndication (RSS) 7 4 — K72 &
DFFEY —ERITMATEET,

VAIDYR— T Web VA hDY— T 7 AT BRI,
Cisco.com D2 —H ID B LA T — RNRNECTY,

http://www.cisco.com/support
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Flexible NetFlow D1 EE 15 R

y1y—2x TREER
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