2y D=0 EHOTUR

s cache (5 X—7)

« clear flow exporter (8 ~—73)

« clear flow monitor (9 ~<X—72°)

s clear snmp stats hosts (11 ~X—3)

s collect (12 X—7)

* collect counter (14 ~X—737)

s collect flow sampler (15 ~X—7)

s collect interface (16 ~X—73")

« collect ipv4 destination (17 ~<—13)

s collect ipv4 source (18 ~—73)

s collect timestamp absolute (20 ~<—73”)
» collect transport tcp flags (21 ~—73)

» collect routing next-hop address (22 ~X—37)
» datalink flow monitor (23 ~X—73)

* debug flow exporter (24 ~—737)

+ debug flow monitor (25 ~<—737)

+ debug flow record (26 ~<X—71)

* debug sampler (27 ~X—7)

s description (28 ~X—7)

s description (ERSPAN) (29 ~X—72)

s destination (ERSPAN) (30 ~=X—Y)

s destination (36 ~X—)

edscp (37 =—)

* event manager applet (38 ~X—17)

» export-protocol netflow-v9 (42 ~X—73)
» export-protocol netflow-v5 (43 ~X—7)
s exporter (44 ~X—737)

s fconfigure (45 ~—737)

« filter (ERSPAN) (46 ~<—%)
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* flow exporter (48 ~X—1)

« flow monitor (49 ~<—73")

* flow record (50 ~=—73)

» header-type (51 ~—2)

cipweep (52 —2)

« ip flow monitor (54 ~X—727)

* ipv6 flow monitor (56 ~X—3)

» match datalink ethertype (58 ~X—1)

* match datalink mac (59 ~X—)

* match datalink vlan (60 ~X—13)

+ match flow cts (61 ~X—3)

» match flow direction (62 ~X—73")

* match interface (63 ~—3)

» match ipv4 (64 ~—)

* match ipv4 destination address (65 ~<X—13)
* match ipv4 source address (66 ~X—1)
 match ipv4 ttl (67 ~X—73)

* match ipv6 (68 ~<—3)

» match ipv6 destination address (69 ~—73°)
» match ipv6 hop-limit (70 ~—73”)

* match ipv6 source address (71 ~X—37)
« map platform-type (72 ~<X—3)

* match transport (73 ~X—7)

* match transport icmp ipv4 (74 ~X—3)
« match transport icmp ipv6 (75 ~<—737)
« match platform-type (76 ~<—1)

* mode random 1 out-of (77 ~X—7)

* monitor capture (interface/control plane) (78 ~—73)
* monitor capture buffer (80 ~X—73)

* monitor capture clear (81 ~—73)

* monitor capture export (82 ~X—1)

* monitor capture file (83 ~—73°)

* monitor capture limit (85 ~X—37)

« monitor capture match (86 ~<—3”)

* monitor capture start (87 ~X—737)

* monitor capture stop (88 ~X—73)

* monitor session (89 ~—3)

* monitor session destination (91 ~—13)
* monitor session filter (96 ~X—1)

* monitor session source (98 ~X—73”)

* monitor session type (101 ~X—73")

. Yy hID—YEBOTUF



| #vybro—bEBa<oR

e option (103 ~~—7)

e record (105 ~X—72)

e sampler (106 ~<X—)

» show capability feature monitor (107 ~X—73")

» show class-map type control subscriber (108 ~X—73)

» show ip sla statistics (109 ~X—1)

* show monitor (111 ~—3)

« show monitor capture (114 ~<—73")

« show monitor session (116 ~—=2)

+ show parameter-map type subscriber attribute-to-service (119 ~<X—13)
» show platform software fed switch ip weep (120 ~X—12)

« show platform software swspan (122 ~—2)

« show flow exporter (124 ~X—73)

* show flow interface (126 ~—3")

» show flow monitor (128 ~—<)

+ show flow record (130 ~X—73)

s show sampler (131 ~X—7)

+ show snmp stats (133 ~X—3)

s shutdown (E=%tv i ar) (1353—)

* snmp ifmib ifindex persist (136 ~X—°)

* snmp-server community (137 ~X—137)

« snmp-server enable traps (139 ~X—73)

« snmp-server enable traps bridge (143 ~X—7)

« snmp-server enable traps bulkstat (144 ~<—)

* snmp-server enable traps call-home (145 ~<X—137)

« snmp-server enable traps cef (146 ~X—)

« snmp-server enable traps cpu (147 ~X—37)

« snmp-server enable traps envmon (148 ~X—1)

+ snmp-server enable traps errdisable (150 ~X—73")

« snmp-server enable traps flash (151 ~<—2)

* snmp-server enable traps isis (152 ~X—3)

« snmp-server enable traps license (153 ~<—13”)

* snmp-server enable traps mac-notification (154 ~X—137)
+ snmp-server enable traps ospf (155 ~X—7)

+ snmp-server enable traps pim (157 ~X—1)

» snmp-server enable traps port-security (158 ~—73)
« snmp-server enable traps power-ethernet (159 ~X—1)
« snmp-server enable traps snmp (160 ~<—137)

* snmp-server enable traps storm-control (161 ~X—73")
+ snmp-server enable traps stpx (162 ~X—37)

+ snmp-server enable traps transceiver (163 ~X—1)
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« snmp-server enable traps vrfmib (164 ~<—13")
« snmp-server enable traps vstack (165 ~X—737)
« snmp-server enginelD (166 ~—<°)

« snmp-server group (167 ~<—3)

+ snmp-server host (171 ~X—73)

« snmp-server manager (176 ~X—37)

* snmp-server user (177 ~—737)

* snmp-server view (182 ~X—1”)

e source (184 ~—)

+ source (ERSPAN) (186 ~X—73)

* socket (187 ~X—737)

» switchport mode access (188 ~X—73”)

« switchport voice vlan (189 ~X—)

ettl (190 ~X—2)

e transport (191 ~X—37)

« template data timeout (192 ~<—37)

* udp peek (193 ~—2)
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cache .

cache
TR —F=H DT O—F Y vy aNTA—HERETDHIE, T —F=F arT 4 Falb—
varE—RCcachea~ REELET, 7o—F=4D7n—F v v a"TA—F%
HIBR 51213, 2oz~ Fono Bz ffL£7,
cache {timeout {active|inactive|update} seconds|type normal}
no cache {timeout {active|inactive|update} |type}

X DA timeout Tu—ZALTU NRELET,
active TIT 47 7a— A LT NERELET,
inactive 7T 4T Ta— XA LT NERELET,
update KATZBE—% % v aDBHFLA LT 7 NEEELET,
seconds ZA LT T ME (BHAD) , BEO7r—F v v adi

aAvY R FI4ILk

aAvU kR E—F

A, FHETX 5T 30 ~604800 (7H) TY., KAT
02— ¥ v a2 ORI, FBE T HHPHIL 1 ~ 604800

(7H) <7,
type Tua—F%y v aDF A TEEELET,
normal WHF Y v a2 XA THEBELET, 7u—Fyrvial

O kUL, timeout active seconds ¥ X O timeout
inactive seconds DR EIZHE > THIREINIZ /20 £, =
NWIRT 7NV DXy vaXATTYT,

FI7FN DT — TS Ta— Ky v o XTI A—EZRFEHENET,
T —F=HDUTOT7Ta— Xy v a NI A—EZNA =T >TWET,
e X ¥ v a2H A7 : normal

T IT 4T Ta—HA LT TN 1800 F

Ja— =K a7 4 Fal—a

avy FERE

=2 LENE

CiscoIOS XE Everest 16.5.1a Zpa<y RREA XN E LT,

EREDAARZA4

KTB—F=H L, B A TAHTRTCO7a—ORFEICERT 23y v vanb 9, &
Fyvrallld, 7r—0BX Y v aNIBEDLI I ENTE LRI Y, REEREENH
DET, 70—RNEA LT T TDHEFY v vanbilRsh, ficds7n—t=4 Ik
EINTWAEEDOT Y AR—FITEEINET,

rvro—vgBEa<>F ]



. cache

vy ko—bgBavUF |

cachetimeout active =~ > R TiX, BH XA 7DOX v v 2D — 0 FJEWERHIHE L E9,
Tua—RNERMT 7T 4 7o TV AAE, BFII=—YT U F (207 a—0%ED /R
oy NAOF LW e —%B8) T2 ENEENET, 20— T U N REREITH Z
LT, T AR— M EZETLIE=HX T T r— g NI EFTOERE M Lkl 5 =
ENTEET, T7HNVDBTHEH. ZOXA LT ME1800F (304y) TI N, AT LEf
IR U T CcEx£9, REWEERET S L, FffoRWrre—%28H—-07n—1La—
RIZFEERT DI ENTEET, INSVEEZRTET D &, FHEFOREWEH L7 v —23Bih X
NTHb, TOT7a—DF—FNT T AR—FENDLETORENEHINET, 77747
Tua— ZA LT NEEB LSS, BTLWZA LT Y MEZEEBICEIZRY £,

F 7=, cachetimeout inactive 2~ > RTH, BHE A A 7OF ¥ v aDx—2 0 JEIEEHIH
TEET, HELEZFKHNICZ e —CT 7 74 E7 o B &N WEE, 207 e —Ex=—
T NENET, TIANDITIE, TOXA LT T MIISHTTR, ZoEITIBESIND
N7 497 DFA TS CCTHRHETEET, FREMOBEW T a—NEHFEL, £<D
Xrvazl NUBHEHBEINTWASARIE, T 7T 47X A LT U NEFEfTHZ LT
DA — "=~y REYCEX T4, 2O 7 —»n, FT—¥ 2 INE LKDARICHEE I —
T RLTWAEGAEIE, ZOXA LT Y MELETHZ LT —OMEFREZR ETEE
T T 7T 47 70— HALTURNEEE LGS, FiLWWEA LT U MEZZEBICH
72 9,

cachetimeout update =~ > K ClE, KAZ A TDF ¥ v 2|l X > TEEESNDEHHRT v
TTF—bhEGIELET, ZOMEL TI/T 47X A LT FOBEIEBL TWET, 27
L., ZOEICE-T, Frviarbdyyaxy MIFHIBRENEFA, 774V T
X, 20X A ~—fEIX 1800 B> (3043) T,

cachetypenormal =~ > RCiX, BH Xy v a XA TE2BELET, BT 74D
Xy v a7 TT, ¥y vyia0x MU L, timeoutactive seconds¥s & U timeout inactive
seconds DR EILHEST, ==V T7 U hanET, F¥rvaz N EFEZ—YT U a5
EL XXy vanbillREN, 20X Y v v allRETOE =X HICRESINTNDHT T A
R—HIZEoTCZI AR—FENET,

F¥ o arT 74 FREICETIZIL, dfaultcache 7o — £=X a7 4 X2l —g
vawy ReERLET,

\)

GE) FrviaPBIRdE, FiILnZr—3ET=4INnNE¥A,

WIZ, TR —F=4F X v aDT IT4THZALT U MeRET L0 LET,

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# cache timeout active 4800

WIZ, 70 —F=F XYy v aDET 0T 4 T EA~—%RETDHHEZRLET,

Device (config) # flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# cache timeout inactive 30

WIZ, KAXY v aDT v TT—=hEA LT U FaREST D0 EZRLET,

. Yy hID—YEBOTUF



| #vybro—bEBa<oR

cache .

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# cache timeout update 5000

WIT, WHEF Yy a2 eRET D0 EZRLET,

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# cache type normal
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clear flow exporter

Flexible Netflow 7 7 —=x 7 AR —& OfEEHE®RZ 7 U 73 5121, FtE EXEC £ — R C clear
flow exporter =~ R&fEH L £,

clear flow exporter [[name] exporter-name] statistics

BX DA

name (EE) 7e—x2 7 AR—Z D4R ZHEELET,

exporter-name  (f£E) LARICERE Shic 7 o —x 7 AR —Z D4,

statistics TJn—xTJ AR—FOWNHEMRE 7V T LET,
ARV FE—F FiHE EXEC
avy FERE J1)y—2 EEAR

FEREDAHA RS>

3l

CiscolIOS XE Everest16.5.1a ~pa<w FRNEAINE LT,

clear flow exporter =~ > NiX, 7u—xT 7 AR —=Z DL TR COMFHERZHIRLET, =
NWHORMEHERIZTT 7 AR — FINT, Fr v aNIRFESNL TV T —ZI3RkbihvET,

show flow exporter statistics 4 EXEC 2t~ RZHH LT, 7 u—=x 7 ZAR—F D HEH#
EFIRTEET,

WO TIL, THAAATHEINTWVWDETRTHOTr—T 7 AKR—XOMeHEREZ 7
U7 LET,

Device# clear flow exporter statistics

WOHEITiE, FLOW-EXPORTER-1 & WO ARID 7 R —=x 7 AR—Z O E#RE 7 Y
7 L/i‘é‘o

Device# clear flow exporter FLOW-EXPORTER-1 statistics
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clear flow monitor .

clear flow monitor
Tu—F= XXy a7 e =X EHERE VT L, VTR —F =X Xy v al
DT — X ZIRHINIIZ T 7 AR — M3 BI121%. F#E EXEC € — K T clear flow monitor =< K
PERALET,

clear flow monitor [name] monitor-name [{[cache] force-export | statistics}]

X NN name Tu—E=HXDA4HIEEELET,

monitor-name  DIRICERE Sz 7 1 —F =% D4 i

cache (EE) 7o—F=4Fyvvialffzr7 V7 LET,

force-export (ER) 7un—%(=FF%vvaiHtERazmicoes AR —MLET,

statistics (ER) 7e—k=2OitEmae 7 V7 LEd,
AYURE—R Frie EXEC
vy RERE )1)y—=R EERAR

CiscoIOS XE Everest 16.5.1a = pa<> RREA XN E LT,

FELOHA K54 > dear flowmonitor cache =~ > FZ2H(TF 5L, 7n—F=F Xy v anbd XTHZL b
UNHIBRESNET, v v alNOTy FIEE7 AKR— I, ¥ v raRNIRFEENLT
W T =2 RbiE T,

)

GE) Z7UV7asnlxyyraxzy b OFGHEBRIFREESLET,

clear flow monitor force-export =~ R&3F(T74 5L, 7r—F=FF¥r v anbTITD
TV MUDHIBRE L, ENHOTY R T7e—E=X (B0 S THENTWNDTRTHO T a—
T AR—FEFEHA LTI AR—FENET, ZOT 7 a kb, CPUMFEHRILI K
WZHEMLET, Zoa~vry ROFERICIERESRSLETT,

clear flow monitor statistics 2~ > R&EIT+ 5L, 270 —F=XDHEHIERNZ V7 &N
9,

N

GE)  clear flow monitor statistics @~ > FZ2FE/TLTH., BEOT Y F U ICHETHMEHEHRIZZ U T
SNFERA, RERDL, ZOFERITF v v a2NIRESNTWEZ Y NV P —X
ThHY, Frxviald, 20avr RZLkoTZ U7 ERAW=HTT,
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. clear flow monitor

T u—F =X OKEEREFR T HIT1E. showflow monitor statistics £##E EXEC =~ > K& {#
ALET,

Bl WIZ. FLOW-MONITOR-1 & W H ARIOD 7 0 —F =X OEHE#H L v v a2 b
V&7 )73 A0 RLET,

Device# clear flow monitor name FLOW-MONITOR-1

KIZ. FLOW-MONITOR-1 L WH AFTD 7 o0 —F =X O ERLE v v =2 b
V&7 07 LT, Bl AR— T 50%E R~ LET,

Device# clear flow monitor name FLOW-MONITOR-1 force-export

&IZ. FLOW-MONITOR-1 L WHLAFID 7T e —F=F DX ¥ v a7 U7 LT, M
HlIfC =7 AR— b3 B4 2R~ LET,

Device# clear flow monitor name FLOW-MONITOR-1 cache force-export

12, FLOW-MONITOR-1 & WH AFiD 7 a—F=X OFHESE2 7V 7T 36 % R
L/i‘j‘o

Device# clear flow monitor name FLOW-MONITOR-1 statistics
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clear snmp stats hosts .

clear snmp stats hosts

NMSDIPT7 FLVA, NMSBAT—V =z haR—V 7Ll BLOR—UT7DXA A
AR T )T HITIE, KM EXEC € — R T clear snmp statshosts 2~ > K& L &
D

clear snmp stats hosts

QO Zoavy RIZIFBIERELITF—V— REH Y T8 A,

AT R FTI4IA L SNMPTZ—T =l MIAR—Y U7 SNIZSNMP = 12— ¥ DFFIAN T AT MIRFSNET,

aAvY R E—F HeME EXEC (#)

avy FERE )1)—2R EEAR

CiscoIOS XE Amsterdam 17.1.1 Z o< FREAINE LT,

FELEOHA KS4q > cdear sntmpstatshosts =~ > Fid, SNMP = —Y = MZR—) 7 sy _XToxzr b
ZHIBRT D70 ER L ET,

wIZ. clear snmp statshosts =~ > KO B %R L E T,

Device# clear snmp stats hosts
Request Count Last Timestamp Address
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collect
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Ta—E=FLa—RKOIFEFXF—T7 44— /L REHREL, TOLa— RNZEoTfEkESniz7n—
DT 4 —IV R~DIEDI Y IAHE AT HITE, 7rn—Lba—RKar7 4 Xal—ig
v E—RTcollect =2~ RZMHALET,

collect {counter | interface|timestamp | transport}

BX DA

aAavU R TFI4ILk

counter Jo—La—RDHF—T7 44—V RFELTTa—RNDNSS MEEZIT 7> M
ZRELET, POV TIL, collect counter 25 L TL 72 &0,

interface  ANBIOHNA v E—T 24 A% 70— L a—ROHEF—7 1 —LFE LT
HELET, FEMICOWTIE, colectinterface Z & L TL &0,

timestamp 7 o —NORPIE 72 ITIRE ISR SN2 v bR Z 77— 1L a— RO
HF—7 4= FE LTRELET, FHMIZ OV TIE, collect timestamp absolute
EZLTLEEN,

transport 7o — L a— KRB OERETCP 7 7 7 OIWEE AT LET, sHlic oW TI,
collect transport tep flags # &M L C< 72 &0,

TJua—fF=F Ll a— ROHFEF—T7 4 — L RIIRESNTWERA,

aAvU R E—F

Jau—la—Rary7 4 FXal— gy

avy FERE

)1)y—= EEAR
CiscoIOS XE Everest 16.5.1a = ppa<y RREA XN E LT,

EREDAARZA

FHX—T7 4 — LV ROMEIL, 7u—HNDO 77 4 v 7 ICET HBMEHREZRZIET 57207 e —
WBMENET, X —7 44—V FOMEOETIZ L > TH LW e —BEREND Z & iEdH Y
Fth, FEAEDYE, EXF—T7 4 — NV ROMEIZT7 0 —RNOREH DO/ > Eh b OHEG S
nEd,

colect =~ RiZ, 7r—F=HX L a—RFDIHF—T7 44—V EREL, TDOLa—R|ZL-
THERR SN T 7 —DK 7 4 — /L RITEZRVIALTEDIERLES, EXF—7 71—V FOHE
X, 7u—HNO N7 7 4w 7T A BIMERE RS AT e — BN EhE T, JE
F—T7 4=V ROMEOERICL>TH LW T B —2MEREIND Z EiEH 0 A, FEAED
Ba. X —7 44—V FOMEIZ7 a—HNOKRMND/N 7 b ORBSRINET,

)

GE)

B +v

FENTWERE A,

flowusernamex — U — Rix, 2w RIA4 D~V T A N U AR REINE T, FR—

FO—OEBaOT UK
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collect .

wIZ, 7a—0O/HAS, M EEF—T 4=V FE L TERETHHEZRLET,

Device (config) # flow record FLOW-RECORD-1
Device (config-flow-record) # collect counter bytes long
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. collect counter

collect counter

TJun—La— ROIFEF—T7 4 — /L RELTT7a—NONA MEEIIANr Yy MR RET DI
I, 7o—lLa—Rary7 X2l —3y 3 F— FTcollectcounter =~ K& L £,
Tu— (A E) WONA MEEIFANTy Mz T7n— L a—RoEF—7 1 —)L L L
THEATHIREET 4 E—T7MZTHITE, Z0a~vwr ROnoBERXEHEHRLET,

SRV R T LR TR MEEEAT Y MK, R = R E LTRIESRE A,

aAvY R E—F Jr—la—Rarr74¥al—ar
3% FEE =2 EERNE

CiscolIOS XE Everest16.5.1a — o< RRNEAINE LT,

FEHEDAA KSq4Y O~y Fa2T 74/ MREIZRETIZIE, no collect counter %7213 default collect counter 7
D—la—FRary74F¥al—Yaryavwr ReEHLET,

RIZ, 70 —DEFAA MEEIFEF—T7 41—V L LTRET DA 2R LET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) #collect counter bytes long

RIZ, 7a—=InbDERINNT y MEAEREF—T =V FE LTRET D02 L ET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # collect counter packets long
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collect flow sampler .

collect flow sampler

BX DA

AU RTIAIE

ATV R E—F

Ju—H o7 I—IDELI—RFOFEF—7 4 — L RELTHET DL, 7r—La—FKz
Y7 4F¥al—rarET— RFTcolectflowsampler =~ > F&EHHLET, 7e—La— Ko
FExX—T 44— L7V 7 I7—IDEHERATIREET 4 =TT DHITE, 2
Davr ROnBEREFEHLET,

collect flow sampler
no collect flow sampler

ZOawy RO ELIIF—U— I 8 A,
Ta—HrFT—F, FEF—T 4=V FELTEREINTWNERA,

7a—la—Rary7 4 Xal—v 3 (config-flow-record)

av Y RERE

FREDHA FS14 Y

3l

J1y—2 EERRE

Cisco I0S XE Amsterdam 17.2.1 Toawy RREAINE LT,

colect 2> Rk, 7o—%F=4La— RO F—7 1 — /L REZHREL, ZOLa—Kiko
THER SN 7 —DK 7 4 — /L RITEZRVALTZDIERALET, EXF—7 14—/ FOE
E. 7e—NDO 77 4y 7 BT S BIMERE R T Aol T e = BinEnE T, ¥
=T 4=V ROEOEFIZL>TH LW T e —RNERINDZ LDV EFA, TEAED
e, EX—T7 4=V ROEIZ 7 e —HNOBRYII Oy "B OHZRFE SN ET,

collect flow sampler =2~ > RiZ, #3907V 7 L— s CTEEO 7 e —H 77— %
LTWAGBICHRERELET, HEF—T7 4 — L NIZIE, 7r—DE=ZITHEHIND T
n—Hr 77— IDBEENET,

Wz, EF—T7 44— R L Tr7r—CHVYToR TS 7 r—F 7T —DID%
WET DB ERLET,

Device> enable

Device# confgure terminal

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # collect flow sampler

avw Uk AR

flow exporter | 7o —x 7 2R —% Z/EK L £,

flowrecord | Flexible NetFlow ® 71— L 22— R&{ER% L £ 7,
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collect interface

77—l a— RO EX—T7 4 — L FELTANAVF—T oA AL ZEHET DHITIE, 7a— L
a—Rar74¥Xal—yarE— RTcoolettinterfacea~> N&EMHLET, AJ1A ¥ —
T A7 —Lba—ROIEXF—7 44—V RELTHERTLIREELT 4 E—7 2T DI
X, Zoa<r FonoBEXEHEHALET,

collect interface input
no collect interface input

BX DA

AU R TFI4ILE

AR E—F

input A A v Z—T7 2 A AL EHF—T 4 —/LRELTHREL, 7a—0bAlA v F—
TxA ARWNELET,

ANIA B —T 2 A AT, FEF—T7 4 — L RFELTHRESNTWEY A,

Za—lLa—Rary74F¥al—r 3

avy FERE

FRLEDHA KS1 Y

)1)—2R EENE
CiscoIOS XE Everest 16.5.1a = a~<> FNEAINE LT,

Flexible NetFlowcollect 2~ > Kix, Ve —F=X L a— KO} F—7 1 — /L REREL, £OD
La—RZXo TS 7 e —0%7 4 —/V RIEZ IRV AT OIEHA L ET, FFEX—
74—V ROMEIZ, 70— N7 7 4 v 72T LBNMERA RIS 2720107 7 —IZB N
SNFET, FEF—T7 4=V FDEDOEFICL>THLW 7o —2MERIND Z LEH 0 £
Ao IEENVEDGE, FEXF—T7 4=V FOMEIZ 7 0 —WNOEHI D/ > RN DHREUSG I E
7T

Zpawy RET 740 FREICETIZIX, nocollect interface ¥ 7213 default collect interface
Juo—lLa—RaryZ 4 Xal—yaryavry RefALET,

ROPITIZ, HF—T 4=V FELTANA U F—T oA AERELET,

Device (config) # flow record FLOW-RECORD-1
Device (config-flow-record) # collect interface input
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collect ipv4 destination .

collect ipv4 destination

IPv45ica 7 — L a— ROHFEXF—7 4 — /L RNE L THETDHITIEL, 7e—Lba—RKar 7y
¥ L— 3 EF— KTcollect ipv4 destination =2~ > FEFEHALET, 7a—La— RodE
XF—T 44— RELTIPVASE T 4 — NV REFEHTLIREELT 4 E—7 MZTDHITE, 20
a< RO noEXEHEHLET,

collect ipv4 destination {mask | prefix} [minimum-mask mask]
no collect ipv4 destination {mask | prefix} [minimum-mask mask]

BX DA

aAav>v R FI4IL bk

AUk E—F

mask IPVA 5Ee~ A7 ZIEXF—T7 4 — /L RE LTCREL., IPV4sEE~ A7
DiEE 7 a—nbIETEA LI LET,

prefix IPv4 58D T VT 4 v 7 A%FEF—T 4=V FE L THREL, IPv4
SEdED T VT 4y 7 ADEE T a—nLINETE L LI ICLE T,

minimum-mask mask | (L&) Fh~ A7 D% A Ry ML CHREL £, #iH: 1~
32,

IPv4 5613 EF—T7 4 — L RE L TCERESNTWVERA,

7a—La—Kary7 Xz lb— 3 (config-flow-record)

avy FERE

FEREDHA FS1 Y

3l

1)1)—=x EENE
Cisco IOS XE Amsterdam 17.2.1 ZThavwr RREAINE LA,

cllect =z~ KiZ, 7e—F=X L a— RO EFX— 74—V REZHREL, TDOLa—KiZL»-
TER SN 7 v —0%K 7 4 — /L RITEEZR ATe =R LET, EXF—7 14— /L FOfE
X, 7r—ANO N7 7 4 v 7T BIMERE I A o0ic e —zEmEShE T, 3
XF—T 4=V FOEOERIC L > TH LW e —2MEREINE Z L I1E3H Y EHA, 1FEAED
A, X —T 4 — L FOHEIX T 0 —NORPI D7 v b DOBRESESHET,

WIZ, VT 4w 7 AN16Ey hOT7 =05 IPVASENET VT v 7 A% FEF—
T4 =V RELTRERETDHEZRLET,

Device> enable

Device> configure terminal

Device (config) # flow record FLOW-RECORD-1

Device (config-flow-record) # collect ipv4 destination prefix minimum-mask 16

BEav> R

avw > kR Bz
flow record Flexible NetFlow 7 17— L 21— R & ERk
I_/i ba\AO

rvro—vgBEa<>F ]
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. collect ipv4 source

collect ipv4 source

IPv4 XfEmEd7n—La— RO FEFXF—7 4 — /L FELTHRET DHITIE, 7e—La—Kay
74X al—v 3 ET—RTcollectipvdsource 2~ REEMALET, 7u—La—RodE
F—T 4=V RELTIPVA AR 4 — IV REFHTOIREET 4 E—7 T DHI2IE, 2
Da<wry RFOnNEHHLET,

collect ipv4 source {mask | prefix} [minimum-mask mask]
no collect ipv4 source {mask | prefix} [minimum-mask mask]

XD mask IPv4 E(ETED~ A7 X —7 4 — /L RE L TREL., IPv4 5T
VAT OEETR—BIETE S LI LET,

prefix IPv4 EETEDT VT 4 v 7 AEIH S —T 4 — /L FELTREL, 7
=B IPV R ETL T VT 4 v ADEEIETED L HIZLET,

minimum-mask mask | (i) H/h~ A7 O A X& vy NEALTHRE L E, #F : 1
32,

ATV R TFI4E PVEEELT 4 — A NIEEHEF—T 4 — L FE L TRESNLTVEREA,

AT R E—F 77— L a—Kary7 Xz lb—3 3 (config-flow-record)

avr FERE J1y—2 TEAE

Cisco IOS XE Amsterdam 17.2.1 ZThavwr  RREAINE LA,

FEREDHA KSqy clleta~r NE, 7r—F=FLa—RFOH EF—7 41—V FZREL, TOLa—FIZL-o
THERR SN 7 —D& 7 4 — /L NITEZRVALT-DIHERLET, EX—7 71—/ FOHE
., 7u—HNO N7 7 4 v 7T S BIER AR Al T e -l BinEnE T,
F—T7 4= )L RDEOEFIZ L > TH LW e —MERENDZ EITH Y A, TEALED
e, EX—T 4=V FOEIZT7 e —HNORI Oy FbORFG S NET,

collect ipv4 source prefix minimum-mask

EEILT VT 4 v 7 AT, IPEEETORY NI =T8T, A7V a D/~ AT &ff
AT oE, KXy hT—2ICBT 5% OFHRENETE ET,

collect ipv4 source mask minimum-mask

FEIL~AZIL, EEILOXR Y NI =7y EERT A8y METT, A7 a v Oi/h~ A
7T, BMEERETEET, Z0a<wr R, BEXT VI 4 v I AT 40—V NITGRES
NN AT NHY, TOAINT VT 4 v 7 ATHEHENIEEIELLES, 208
Gy BT ATICRESNTWDAEIR, V74 v I AT 4 — )V RESRAY T 40—/ RTRHL
ThHIZVERHD £7,
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collect ipv4 source .

Fo, AL I HENT VLT 4T AT 4 — )L ROER/NT AT RELZEBM L TCWDIEEIT., /b~
AL TYAT 74—V REFRELT, BEO~AI LT VT v 7 AEFETEET,

& WIZ, TV 74y 7 AR16EY hOT7a—nb IPVAERTET VT 4 v 7 A —
T4V RELTHRET DHZRLET,
Device> enable
Device# conigure terminal
Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # collect ipv4 source prefix minimum-mask 16
EEav2 K avUFR Bl
flow record Flexible NetFlow 7 o — L =1— R Z{Exk
LET,
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Fy kD—sgBEavUR |

collect timestamp absolute

7 —WNORIE I TRBICHR SN v b oOfixtZ 7o — L a— ROEXF—7 1 —
R ELTRETAICE, 7o—Lba—Fary7 ¥z lb—3 g2 %F— FTcollect timestamp
absolute =~ R LET, 7o —NOKRMECITRBRICHERS NNy hE2 71—
aA—ROHF—7 4 — /L FE L THEAT 202N 2101, Zoa~r Fono Bz
ALET,

collect timestamp absolute {first|last}
no collect timestamp absolute {first |last}

B DEREA

AU R TIFIE

AUk E—F

first 7o —NORYNCHR SN/ ORI 2% —7 4 — L RE LTREL.
Ta—NEDE A LAX L TOREFFH T LET,

last 7o —NORZICHER I 7 v O A EF—7 4 — L RELTREL,
Ta—NEDH A LNAR T OWNEEENZ LET,

MHRFE 7 4 — L RIFFEF—T7 = FE L TRESN TV EE A,

Ja—Lba—RNary74Fal—T3gr

avy FERE

FEREDHA K4V

J1)—= EERNE
CiscolIOS XE Everest16.5.1a = pa~<> RN EAINE LT,

collect a2 KL, 7r—F=H L a—KRKDIFEF—T7 41— /L FEHREL, TDOLa—KiZL»-
THERR SN 7 —DK 7 4 — /L NITEZIRVALTDIERALES, EX—7 71—/ FOHE
X, 7r—NDO 77 4 v ZICET 5 BIERE RIS o oDic 7 e —IZBNsnnET, IE
F—T 4=V ROEDOEFICL > THLW T o —2MERESND Z L3 A, 1FEAED
YA, EX—7 4=V ROEIX7 0 —NOEYIO/XT7 > MinbOARTSGSIVET,

WIZ, 7 —NORYNHER STz 37 > FOREHRERNIICE S X A4 L A X T &I
F—T 44— )L RELTRETDHHERLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # collect timestamp absolute first

WIZ, 7 —NORBIZHER INTZ /7 v ORI FE S X A A AKX TR IE
F—T 44— L RELTHRETHHERLET,

Device (config) # flow record FLOW-RECORD-1
Device (config-flow-record) # collect timestamp absolute last
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collect transport tcp flags .

collect transport tcp flags

T a =% TCP 7 7 VT OINEE A F—T MIT 5L, 7r—Lba—Rar7 ¥z
L—3 3 F— RTcollect transport tep flags =~ > R&EFEH L EJ, 7 v —75OHR%E TCP
77T ONEET 4 =TT BT, ZDawr RO no BEXREMH L £,

collect transport tcp flags
no collect transport tcp flags

XD ZOawy RIZEBIEELITF—T— REb Y FHA,

ATV EFI4NAE FTUAR—BNETZ A=A REFEF—T =L FELTREINTVERE A,

AT R E—F Jun—lba—Rary 4 Xalb—var
avy FERE )1)—A EEAR

CiscolOS XE Everest16.5.1a —“pa~<> NN EAINE LT,

GREDHA KS4> FIVAR—RBT 4 =L KOMEZX, 7a8—NOTRTOT Y bhbEGSET, IET
HTCP 77 7 HETHIEIITEETA, ETCP 7 7 VT OWEDHRIBEE T T, T
THOTCP 77713z Da~y FTRESNE T, ROEXETCP 77 7 ZINEL 9,

cack : TCP MEInE~7 7 7

ecwr : TCPERIEY 1+ » R UMa/NT7 F 27
cece: TCPECN ==2— 777/

fin: TCPHT 777

spsh: TCP v o 757

rst: TCP Uy h 757

esyn : TCP [FIfl 7 Z 7

surg: TCP B2 777

ZDawy R&ET 740 FREICETIZIL, nocollect collect transport tep flags = 7213 default
collect collect transporttepflags 7 — La— R a7 4 FXab—v gy avr REFEHLE
—é‘o

WIZ, 7a—Mn5 TCP 77 V& INET L2 R LET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # collect transport tcp flags
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. collect routing next-hop address

collect routing next-hop address

FIANRYTT RURAEEIEF—T 4=V FLELTREL, 7r—0nbX7 X bRy TEH#
ZIETHIZE, 7Vu— Lba— K ar7 ¥ a2 lb—3 3 F— KT collect routing next-hop
address =~ RZfiLEd, 7r—La—ROIEF—7 41— /L FELT1 DU ED L—
T4 REEENTOREET 4 =TT DI, Z0avr RO noBREMHEH L E
D

collect routing next-hop address ipv4
no collect routing next-hop address ipv4

B DEREA

ipv4 I ARKYTT RUAENIPVET RLATHD Z

EEREELET,

ARV ETIAINb

AU R E—F

F T ARKRYy T RUVAERIEF—T7 4 — L FELTRESNNTWVER A,

7n— L a—Kary74¥al— 3 (config-flow-record)

avy RERE

=2 LERE

Cisco I0S XE Amsterdam 17.2.1 Zhavwr RREAINE LS,

FEREDAA RZM4 Y

3l

collect =~ Rk, 7o —F=HX L a—FRDOIF—T7 4 — L REHREL, TOLa—KRizko
THERR SN 7 —DK 7 4 — /L RITEZRVALTEDIERA LET, EXF—7 14—/ FOHE
X, 7r—HNDO N7 7 4 v ZICET 5 EMERARIET o eDic 7 e -l BNsnvET, IE
F—T 4=V ROEDOERICL > THLW T o —2MERESND Z L3 A, 1FEAED
Ya. X —7 4=V ROEIX7 v —NOEYIO/X7 y MinbOHRESGSIVET,

RIZ, R ARy TT RV RZEF—T 4 — L FE L THRET D02 RLET,

Device> enable

Device# configure terminal

Device (config)# flow record FLOW-RECORD-1

Device (config-flow-record) # collect routing next-hop address ipv4

EEav> R

av R Bl

flow record 7na— L a— R&Z{Epk L. Flexible NetFlow 7 & —
La—FRar74FXzl—3aryF— REBEBL
e
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datalink flow monitor .

datalink flow monitor

A X —7 x A A|Z Flexible NetFlow 7 B —FE =X Z@HATHI2IT. A v FX—T oA A 2
7 4 ¥ a2l —3 3 F— KT datalink flow monitor =~ > F&f#H L $£7, Flexible NetFlow
Tu— F=EETF 4= NCT AR, Zoavry FonoBRAHEHLET,

datalink flow monitor monitor-name sampler sampler-name input
no datalink flow monitor monitor-name sampler sampler-name input

BX DA

AR TFI4ILE

AR E—F

monitor-name AUB—=T oA ATHEHAT D70 — F=Z D4R,

sampler sampler-name 7o — E=XHIClEE L7 0 — Vo5 —%k A X —T T LE
TO

input AAVTFNA LB —T oA ATZETHN T 74 v 7 BE=X LE
ﬁ—o

T —F=HIA R =TI TVER A,

AR —T A AT 4Fal— g

avy FERE

FRLEDHA KS1 Y

)1)—2 EENE
CiscoIOS XE Everest 16.5.1a = oo~y FRNEAINE LT,

datalink flow monitor =2~ > R&EH L CTA v ¥ —7 oA A7 0 —F =X 2H 7T HHil,
flowmonitor 7 o — L a7 4 Fal—varavy REERALT7 e —F=% 2R L.
sampler 7o —)L a7 4 FXal—varavwy RefLT7o—% 77 —2ER LT
BIVERDLY £7°,

TJou—F=AHOTu— YT T A X =TT DI, FANCY T T —EERR LT
BLMENHY £,

)

GE)

datalink flow monitor =~ KiZ, FEPVA B L OIEIPV6 VT 7 4 v 7 R R2E=% LET,

IPvd b T 7 4 v 7 ZF=FF5I21%, ipflowmonitor =2~ REMFHLET, IPv6 F 77 1 v

7 =44 2520, ipv6flow monitor =~ > &ML £,

w2, A B2 —T A A TO Flexible NetFlow ¥ — X UV > U F=&F Y L T kh A F—
TNCTHPERLET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# datalink flow monitor FLOW-MONITOR-1 sampler FLOW-SAMPLER-1 input
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. debug flow exporter

debug flow exporter

FlexibleNetFlow 7 10— 7 AR—H DT v TN A 32—TWIZT 521, %%EH@%%
R Cdebugflowexporter =~ FEMEHLET, Ty T NET =7 0MICT5ITF, 2
Davy ROonoREFEHLET,

debug flow exporter [[name] exporter-name] [{error | event | packets number}]
no debug flow exporter [[name] exporter-name] [{error | event | packets number}]

BX DA name (EE) 7e—x2 /7 AR—ZOL4FIZHEELET,

exporter-name (&) HIICERE SN 70— 7 AR —H DA4HI,

error (EE) 7u— T AR—FZDLT—DT Ny T A F—T M LET,

event (FB) 78— I AR—FDARXL NOT Ny T A F—T M LET,

packets EE) 70— 2 AR—FZD/r >y NV DOF Ny T4 F—T iz L
£75

number EE) 7a— =7 AR—FZ D7 LT Ny T TF Ny T3 53

7y MM, FBETE 28X 1 ~ 65535 T,

aAavYRE—FR FMe EXEC

A%y FEE ) 1y—2 RENE
CiscolIOS XE Everest16.5.1a = o~ RN EAINE LT,

I WOBIE, 70— T0 ZAFE—F DSy FRT 1t RO F 2 — S s o
LERLTVET,

Device# debug flow exporter
May 21 21:29:12.603: FLOW EXP: Packet queued for process send
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debug flow monitor .

debug flow monitor

Flexible NetFlow 7 2 —F =X DF v T H % A 32— WIZT BI121%. Hi#E EXEC E— R T
debug flow monitor =~ FEEHLET, Ty T NhET =70 T 51T, ZD=
~ Y RO no XA L ET,

debug flow monitor [{error | [name] monitor-name [{cache [error]|error | packets packets}]}]
no debug flow monitor [{error | [name] monitor-name [{cache [error]|error | packets
packets}|}]

B DEREA

error (EE) # X Co7r— =X FEHiIBEIN7n—F=F D7 a—F=
B LT —DFT NNy T A F—T N LET,

name (EE) 7o— =4 D4Rz EL £,

monitor-name  ({£:3) FRANCRE S N7 72— =X DA,

cache (EE) 7u— E=F Xx v aDTF N Ny T L 32— NI LET,

cacheerror (EE) 7u—F=4 v v aTT7—DT N\ T A F—TMILET,

packets (EE) 7a— E=ZDNry hLrLDTF Ny A 32— VI LET,
N b (TE) 7a— FE=XDO 7y FL-ULDOF Ny S TF Ry I3 5847 k

D, FHETZ 2#iPHIX 1 ~ 65535 T,

ARV FE—F FiHE EXEC
avy FERE )1)—= EEAR
CiscolIOS XE Everest16.5.1a —“pa<w RBNEAINE LT,
Bl WDFNL, FLOW-MONITOR-1 ®F ¥ v ¥ a2 PNHIBRENTZZ EE2RLTVET,

Device# debug flow monitor FLOW-MONITOR-1 cache
May 21 21:53:02.839: FLOW MON: 'FLOW-MONITOR-1' deleted cache
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. debug flow record

debug flow record

Flexible NetFlow 7 B — L 22— RODT /Ny Z ) & A R—T7 /MZT HITIE, Fitk EXEC EF—R
Tdebugflowrecord 2~ > REMFHLET, 7y 7 HNET 4 B—7 M52, 20
a<vr Rono B EHERALET,

debug flow record [{[name] record-name|options {sampler-table} |[{detailed | error}]}]
no debug flow record [{[name] record-name|options {sampler-table} |[{detailed | error}]}]

B DEREA name (EE) 7r— La— ROARTEHRELET,

record-name (EE) Bl ESHIZa2—PERD 7 10— L a— FOLHI,

options (EE) o7 —La— R 37 a AT IERPEENE T,

sampler-table  ({L3&) o 77— 7 —7 VT 2 HERNE TR E T

detailed (L8 FMfEmAEFRRLET,
error UEE) =9 —0Hh%EFRLET,
avTY R E—F ¥ EXEC
av > FERE J1)—x TEAS

CiscoIOS XE Everest 16.5.1a = ppa~<y RREA XN E LT,

Bl I, TH— La— ROF Ay 7R 5 lem LT

Device# debug flow record FLOW-record-1
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debug sampler .

debug sampler

Flexible NetFlow ¥ 7' — D5 v JH % A 2 —T7 2T HI1E, FHE EXEC £— R T
debugsampler =~ REFHLET, Ty T HNIET 4 8—T7MIT 52, Z0avy

RO no B &fEH L E7,

debug sampler [{detailed |error |[name] sampler-name [{detailed |error | sampling samples}]}]

no debug sampler [{detailed | error | [name] sampler-name [{detailed | error | sampling}]}]

BX DA

detailed ER) V7T —SROFEMT Ny V52 A X —T VT LET,
error EE) Yo 77— x2T7—DT Ny T h A X—T M LET,
name EE) Yo 77 —04L4HiZ2HEEL£7,

sampler-name (8 FICEES NV 77— D4,

sampling samples  ({£i) H o 7V T DT Ry T oA X—T NI L, TRy I 597

NOBERELET,
avYRE—FR it EXEC
avy FERE )1)—=x EERNE

3l

CiscoIOS XE Everest16.5.1a — o< FRNEAINE LT,

WIZ, T8y 7 T at AR SAMPLER-1 £ W H ¥ 075 —0 ID #HifF L7246 O
IR LUET,
Device# debug sampler detailed

*May 28 04:14:30.883: Sampler: Sampler (SAMPLER-1: flow monitor FLOW-MONITOR-1 (ip,Etl1/0,0)

get ID succeeded:1
*May 28 04:14:30.971: Sampler: Sampler (SAMPLER-1: flow monitor FLOW-MONITOR-1 (ip,Et0/0,I)

get ID succeeded:1
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description

Fy kD—sgBEavUR |

TH—F=H, Ja— TV AR—F FlFdTua— La— ROHHERET AT, 24T
Har7 4 X alb— g E— KTdescription 2~ > &ML ET, SHZHIBRT 5I21%,
Zoawry FonoBRNEERALET,

description description
no description description

BX DA

ARV K TIAIE

AR E—F

description 7o — =% Jwo—xJAKR—4 FhiE7u— La—Fz@lHT57%F%
eI

Ja—HYrFSI— Ta—F=HF, TJa— T AR—HF, FlET7e—La—KOFTT7 L
FoOFAL 22— EFK] TI,

WDa<y KE— KPP R—FZINTHET,
T — T AR—H AT 4 Fal— g
Ja—F=HK a7 4 Fal—a

Jo—la—RKary74FXal— g

avy FERE

EREDAARZA

J1)—Xx EERNE
CiscoIOS XE Everest 16.5.1a = ppa~<y RREAINE LT,

ZOavy RET 7N MREICETITE, #8752 74 Fab—rar E—RKTno
description ¥ 7=1% default description =~ > N&fEfH L £,

wIZ, 77— 2=ZORAEREST S0 2R LET,

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# description Monitors traffic to 172.16.0.1 255.255.0.0
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description (ERSPAN) ]

description (ERSPAN)

Encapsulated Remote Switched Port Analyzer (ERSPAN) iX{57tt v v a v Z@HT 51213,
ERSPAN E =X %Gtk vy a vy a7 4 X2 b—3 g F— K Tdescription =<2 RZ&ff
HALET, FHZHEIRT 2T, Zoavr Rono ERXE2EHLET,

description description
no description

X DiRHA description —ot v a DS a T L IZOWTHBHLET,

AT R T4 aIERESHTOEREA,

ATV RE—F ERSPAN E=#XfGxkt vy g a7 1 Fab— 3 F— I (config-mon-erspan-src)
vy RERE )1)—= EERNE

Cisco 10S XE Everest Zoawy RBREAINE LT,

16.5.1a

FEEEDHA K54 > description 515 240 SCFLINTHRE L £,

Bl wIZ. ERSPAN &Ect v a v 23T 5027 LE1,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # description sourcel

BEa<w> R av U R Bz

monitor sessiontype | m— 7 /LM ERSPAN (S £ 7 13sidet v v a v ARE L £

rvro—vgBEa<>F ]
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B cestination (ErsPAN)

destination (ERSPAN)

Encapsulated Remote Switched Port Analyzer (ERSPAN) X{Etk v a v DmILERET DI
&, ERSPAN E =X X Gttt vy a v a7 4 Fab—3 a3 F— FTdestination =< F
PHEHALET, ittty a r2HlRT 212X, Z2oavwr Rono BRAFEHLET,

destination
no destination

X DERHA ZOavwy FIZESIEELITF—V—RNEH Y £ A,

ATV RFI4AR FEEILEY VI OBEEITRESNTOVETA,

ATV R E—FR ERSPAN E=4 {5ty ay a7 4 Fa b — 3 F— K (config-mon-erspan-src)
av Yy FERE )1)—2 EEARE

Cisco IOS XE Everest 16.5.1a Z oo~ Np#EAINE L7,

Cisco I0S XE Amsterdam 17.1.1 [pvg ERSPAN OHH — F & LT, EExLtE v g vamikeay
T4 X2l —va B RiZipv6 F—TU— FRBMEhEL
77

FERALEDHA KS4> ERSPAN N7 7 ¢ v 7%, GRE W7 E/MLENTIZSPAN T 7 ¢ » 7 T, ERSPAN 5t v
Vasilko TR S ET,

destination =~ RZANTH L, avr FE—RRE=FEETEyar ary7 ¥
L—y 3 F— I (config-mon-erspan-src) 72HikfEuk Yy asifbar7 4 Falb—g
> %&— I (config-mon-erspan-src-dst) (ZB]V DD 4, ZOEFE—FTHEPATE L3~ Fo
—EHEFORT DL, VAT AT R T NTRIE (D) EANLET,

erspan-id erspan-1D ERSPAN 7 7 (v 7 %A+ 572, silt v v a v
MEn2 ID i@ LEd, ARREORMIEL 1 ~ 1023 T
R

exit F=4 ERSPAN 5t v v a ViHETL T BT 4 B— R %
MTLET,
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destination (ERSPAN) [J|f

ip { addressipv4-address |
dscp dscp-value | ttl ttl-value }

IP 7T A2 BELET, ROFTva rERETEE
R
« addressipv4-address : ERSPAN %6t v a v D IP T K
VAZBRELET, 3CDERSPAN %{E0k v v =
v (K8) DFEHIPT RLUANE—THLHILELH Y
FHA,

ERSPAN B2t vy a v oside IP 7 FL AN (bidke
AA v FEDA B —T 24 ATHRESIIND) . ERSPAN
Siet v a VNSESEAR— MCEET AN T T4 v oD
KETTT, XErttkyvarBlowttyya o
W HIZE—DT RV AZFRELET,

e dscp dscp-value : ERSPAN 5 7 o v 7 D87y FOD

DiffServ =— K7~"A >+ (DSCP) iz ELET, A
1% 0 ~ 63 T,

DSCP fEZHIFRT BI1ZiE, 2D a<> Ro no B &4l
JALET,

o ttl ttl-value : ERSPAN kT 7 v 7 D34 > b D fEHG Al
BERFRE] (TTL) fEAZREL £, A&MEIL2 ~255 T
KR

TTLEZHIBRT 21213, 2D a~ 2 Ko no Bz
LET,
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B cestination (ErsPAN)

3l

Fy kD—sgBEavUR |

ipv6 { addressipv6-address |
dscp dscp-value | flow-label
ttl ttl-value }

IPV6 7 a7 4 AR ELE T, ROAT T3 v ERETEE
B

» addressipv6-address : ERSPAN %6t v ¥ a2 > D IPv6 7
RLAZBZRELET, T XCTHOERSPANEE L v g
v (K8) DFHIPV6 T KL ANE—ThHMLELH
D EH A,

ERSPAN 5{E7tt v ¥ a » D54 IPv6 7 KL A3 (58
AL v F EDA L H—T =2 f ATRESND) .
ERSPAN %E5ct v o a U3 sEeAR— MTEETH M T
T4y DOFEEILTT, FEELkya rBlO%E
Yol arOmGICE D7 FLAZRELET,

e dscp dscp-value : ERSPAN 5 7 ¢ v 7 DNy B
DiffServ =— KA >k (DSCP) fliZ&sELE£T ., A%
X 0 ~ 63 T,

DSCPEZHIFRT BIZiE, 2D a<> RO no B &4l
JALET,

o« flow-label : 7 —F XV ERELET, AR0REIZ0~
1048575 T,

« ttl ttl-value : ERSPAN k5 7 ¢ v 7 O 37 v kN O{FERE Al
RERFME] (TTL) AR ELET, AEMEIL2 ~255 T
j‘o

TTL %2 IR A121Z. Zoa<> RO noER A H
L1,

mtubytes

ERSPAN O8I ) #5CoOHxKZk=L=> F (MTU) ¥4 X%
BELET, 774/ MEIX 9000 /X1 FTT,

origin { ip addressip-address
| ipv6 addressipv6-address}

ERSPAN h T 7 4 v 7 DEEILERELET, IPv47T RL- X
F71XIPv6 7 RL A B ASTX T,

vrfvrf-id

%6558 » & 3 > @ Virtual Routing and Forwarding (VRF) % &%
ELET, VREID ZANLET,

ERSPAN 7 7 ¢ v 71X, GRE 7 72/ b & 7= SPAN T 7 ¢ v 7 T, ERSPAN %ifctz v
Va ko TFITRBEENE T,

Wiz, ERSPAN £tk v =3

LV DEESEEFEE L, ERSPAN =455t v g o

V74X 2l —varyE®—REMBLT, SETe T o 2RETHHERLET,
WOFITIE, 568707 ¢ ip ZfRELET,

Device (config) # monitor session 2 type erspan-source
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destination (ERSPAN)

Device (config-mon-erspan-src) # destination
Device (config-mon-erspan-src-dst) #ip address 10.1.1.1
Device (config-mon-erspan-src-dst) #

Wiz, 5%t v 3D ERSPANID #3RETHHZ < LET,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # destination
Device (config-mon-erspan-src-dst) # erspan-id 3

&IZ, ERSPAN 57 ¢ v 27 ® DSCPIEZRET AHZRLET,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # destination
Device (config-mon-erspan-src-dst)# ip dscp 15

WIZ, ERSPAN 57 4 v 7 O TILEZHET DB 2R LET,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # destination
Device (config-mon-erspan-src-dst) # ip ttl 32

WOFITIE, 5607 087 ¢ ipv6 ZFE L £7,

Device (config) # monitor session 3 type erspan-source
Device (config-mon-erspan-src)# destination

Device (config-mon-erspan-src-dst) #ipv6é address 2001:DB8::1
Device (config-mon-erspan-src-dst) #

&IZ. ERSPAN 57 ¢ v 7 IPv6 ® DSCP A ZEET A AR LET,

Device (config) # monitor session 3 type erspan-source
Device (config-mon-erspan-src)# destination
Device (config-mon-erspan-src-dst)# ipv6é dscp 10

WKIZ, ERSPAN T 7 4 v 7 IPv6 D7 a—F~YLEZHET HH 2R LET,

Device (config) # monitor session 3 type erspan-source
Device (config-mon-erspan-src)# destination
Device (config-mon-erspan-src-dst) # ipv6é flow-label 6

RIZ, ERSPAN 57 (v 7 IPv6 O TTLEZ R ET AP Z <L E T,

Device (config) # monitor session 3 type erspan-source
Device (config-mon-erspan-src)# destination
Device (config-mon-erspan-src-dst) # ipv6é ttl 32

KIZ. 1000 /SA RO MTU Z$5ET 502~ LET,

Device (config) # monitor session 2 type erspan-source

rvro—vgBEa<>F ]
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vy ko—bgBavUF |

Device (config-mon-erspan-src) # destination
Device (config-mon-erspan-src-dst)# mtu 1000

WIZ. ERSPAN 2t v a v D IP T RLARHRET A 2R LET,

Switch (config)# monitor session 2 type erspan-source
Switch (config-mon-erspan-src) # destination
Switch (config-mon-erspan-src-dst) # origin ip address 192.0.2.1

WIZ, ERSPAN EETetE v a v DIPv6 7 RLAZRET AHZRLET,

Switch (config)# monitor session 3 type erspan-source
Switch (config-mon-erspan-src) # destination
Switch (config-mon-erspan-src-dst) # origin ipvé address 2001:DB8:1::1

Wiz, 5ty 3D VRF ZRETHH 2L E1T,

Switch (config)# monitor session 3 type erspan-source
Switch (config-mon-erspan-src) # destination
Switch (config-mon-erspan-src-dst) # vrf vrfexample

& @ show monitor session all Bz IE, BEILE Yy v a oD DOELRDIP T R
VAPNRENLTWVET,

Device# show monitor session all

Session 1

Type
Status
Source VLANs

RX Only
Destination IP Address
Destination ERSPAN ID
Origin IP Address
IP TTL
ERSPAN header-type

Session 3
Type
Status
Source Ports

Both
Destination IP Address
Destination ERSPAN ID
Origin IP Address
ERSPAN header-type

Session 4

. Yy hID—YEBOTUF

ERSPAN Source Session
Admin Disabled

ERSPAN Source Session
Admin Disabled

400
10.1.1.1
220
192.0.2.1
10

3

ERSPAN Source Session
Admin Enabled

Fol/0/2
10.1.1.2
251
192.0.2.2
3

ERSPAN Source Session
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Status
Source VLANs

Both
Destination IP Address
Destination ERSPAN ID
Origin IP Address

Session 5
Type
Status
Source VLANs
Both
Destination IP Address
Destination ERSPAN ID
Origin IP Address

: Admin Disabled

30
10.1.1.3
260
192.0.2.3

ERSPAN Source Session

: Admin Enabled

500
10.1.1.4
100
192.0.2.4

destination (ERSPAN) [J|f

avw vk SR AR

monitorsessiontype| o — 7 /L O ERSPAN E{E e £ 721356kt v v a v AR EL £,
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. destination

destination

Fy kD—sgBEavUR |

TH— T AR—H DT AR— NEEEHETDHICIE, 7uo— T AR—F a7 ¥
L —3 3 v F— NTdestination 2~ F&EHALET, 7e— = AF—F DI AF— |
SRS AEEIRT A0, Zoa<r Rono a2 HHLET,

destination {hostnameip-address}
no destination {hostnameip-address}

BX DA

AU R TIFIE

AR E—F

hostname  NetFlow 5z 5T 5T /34 ADKRA b,

ip-address  NetFlow [ #iz X ET 2T =2/ AT =2 a D IPvAT FL A,

T AR— FEERESNHTOEREA,

Ta— TV AR—H AT 4 Fal— g

avy FERE

FEREDAA RZM4 Y

J1)—= EEAR
CiscoIOS XE Everest16.5.1a = pa~> NQREAINE LT,

fTn— T AR—ZIIE, ST RLRAEFITIHRA M E | DOBREETE £4,

TNAADIPT RLADORDVDIZ, FAMNEHRETDHE, FAMITELIHR S, IPvd
T RUVARFATA L 74 Fab—ra VREFSNET, AL X—LT AT A (DNS) O
B DRI SR A R E P T FLAD~ » B2 778 DNS $—/8 L CEIRYICZE
PLBEIT. TAALATINNBHE IR0, =7 ZAR—FENTET—ZITENDOIP T
R LA Shtlr, T—2i3kbh x4,

Ta<wr RETF 74NV MREICETICNE, Ju—xJAR—F a7 Fal— g F—
R T no destination ¥ 7- 1% default destination =~ > R&ZfEiH L ¥,

OB, 5656 AT LT FlexibleNetFlow ¥ v v == b 27 AR — 45 &
INZHR Y NI TNA REBRETDHHFEEZRLET,

Device (config) # flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# destination 10.0.0.4
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dscp

dscp .

TJna— T AR—H T —H 7 Z LD Differentiated Services Code Point (DSCP; DiffServ = — K
RAVN) OEEZRETHIZE, 7R— I AR—F a7 Falb— 3 FT— KTdscp
avY REFEHLET, 7a— 27 AKR—% 5—% 7 F LO DSCPEEZHIFRT HIZIX, 20
avr RO noBEREZFEHLET,

dscp dscp
nodscp dscp

BX DA

AU R TFI4ILE

AR E—F

dscp =/ AR— N ENTETF—F 25 LADODSCP 7 4 —/L RCHEHAINADSCP, f5ETX 5
HFPHIZ 0~ 63 T4, T 74/ NI 0 TT,

Differentiated Services Code Point (DSCP; DiffServ =— R &R"A > k) X 0 TT,

TJHU— TV AR—F aLr T 4 Xal— g

avy FERE

FRLEDHA KS1 Y

)1)—2 EENE
CiscoIOS XE Everest 16.5.1a = a~<> FRNEAINE LT,

ZOavy RET 740 MREICRETIZIEL, nodsep £721d default dscp 7 20— =7 AR —X
a 74 FXal—aryavry REFEHALET,

WKIZ, ZI AR—FENFEF—2 75 LDDSCP 7 4 —)L ROEAY 22 (R ET A0 %
RLUET,

Device (config) # flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# dscp 22
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. event manager applet

Fyko—sg@Ea<T R |

event manager applet

Embedded Event Manager (EEM) 27 7L v 2B L TT Ly hary 7 4ol —a v
E— RERBTHICIE, Ze— a7 o ¥ a2 b—3 3 E— KT event manager applet =
~U REHMLES, 77V y FEBRRMERT 5123, Zoavr FonoB e LT,

event manager applet applet-name [authorization bypass] [class class-options] [trap]
no event manager applet applet-name [authorization bypass] [class class-options] [trap]

B DEREA

ARV R TIAIE

ATV R E—F

avy RNERE

applet-name | 7L v k 7 7 A L D4R,

authorization | ({£&) 77V v hD AAAFFRI XA THEELE T,

bypass (fEE) EEM O AAAFFA[ X A T ONRA N2 E/ELE T,

class (L&) EEMARY o — 7 5 2 %EELET,

classoptions | ({£&E) EEM KUY — 7 T A, ROWTNNEIFEETE£T !

o Classletter : R Y L —27 T AEHHT D A~ZDOLF, EED dassetter
1O ETEET,

sdefault : 77 A b7 T RCEGEINTEAR) U—EEELET,

trap (EE) RV v—RN I =N xIfigxy hUV—78H 70 han
(SNMP) +7 v 7 &AL ET,

EEM 7 7L v MIBEGFINEE A,

Jua—)L a7 4 ¥ ab—3 3 (config)

avy RERE

FEREDHA FS1 Y

J1)—=x EERNE
CiscoIOS XE Everest16.5.1a = o< RBNEAINE LT,

EEMT7 7Ly ME, A_XV M AT V== FREYEL A R MRARICEITT AT 7 a v s
EFRT DR ITETT,

Ty har 742l —2g TlEE, eventa 7 4 Falb—y gy avy ReE 1270
HTXET, 77y b ar74FX¥al—ary B 7EF—RBKT L., event 2~ RAME
FELZRWGAIE, 77 by MIA XY ERBEMT SN TN & 2R 8E RN EZRENE
Ty AN MBI ESNTWRWEES, 20T 7Ly MIBESZ L SN W=D, 7
Ty MIERENERA, ZOT Ty MIT 7 a U REID L THERRWEA, A2 b
LRV T—=SNETH, T7aiF3FETEINEEAL, 1207 Ty hary7 s Falb—
va ryNTHEED action 7 7Ly b a7 4 Falb—vay avy RBEHTE 9, Bk
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event manager applet .

HEHDOT 7Ly hEFRT HIZIEL, show event manager policy registered =~ > &2 H L £
D

Ty har7sgXalb—rvaryE—REKTLRWEBFOT 7Ly PREEHZ B
22, EEM T 7' Ly REERTLHHNC, Z0a~y RO no R EHH L CTRERE kR L
Ft, 7Ly b ar7 4 ¥al—varE—RTCT7 ALy FEBETTH-TH, BEFED
Ty hEFETTEET, Ty b ar7 4 Xal—var ®—R2RT7TT5L, Hn
Ty RRBEREEISN, BTl A= g URBEREINET,

\}

GE) ORI ETIIITHhRVWTL7ZE&V, EEM X, Tl J%%ézhfb\%ﬂ”) U= DERIH IR I
EAEYR—FLEFA, EEM AU —F, BF CTEHEGEKT DRI, FICEGEAERT 2 MBI
% D iﬁ‘o

actionaI > 7 4 Fal—gravwy NI, labd BIEAFERT L2 L T—EICHTE £1,
1wd%ﬁ’iﬁiwiiﬂfﬁﬁmféiﬁ T vavid, ladgl#E Y — h¥—L LT,
TETOX—DFNEIZY — S, ZOIEFTEITSNET,

EEMIE., AU T —BHEKICEENTNDA X FOFRENFIZESNT, R v—%2RAFrVa—
Vo TBIOETLET, 77by b ar74FXalb—vary B— KR TTHEX, EEM
X, A&z event 2~ K& action 2~ REZBAEL, FEEINTZA XV FDOFRARFIZE
TENBEHTT Ty hEBELET,

EEM 7R U —1%, BEIh7- & &1 classclassletter 238 € S TWABBAIL T T R ITE D Y
THONET, 7T AR LU THREINT EEM &R U v —Id, mmm77x UDéTBMiﬁ

defaultz 7 7 2 &L LTERFFT 2 A Ly RiZ, ALy RBMEEICFIARETHDL L&, T 741
7 Z A —EREZRUELET, FFEDOZ T ALFIZEHV Y TOHNIZAL Y Rk, ALy R
PMEERICHRRECTH D L&, 7V TALTEN—HTHEEORY o—%2Hh—EALET,

EEM 3TA Ly R, EESNTZ T ADKRY U —FATICHHAARETRWEE T, 7 7 AD
AV a—F V= PHEESNTWDIEEIL, AU =TS 7 T ADA Ly RBFEITAIHEIZ
HETRELET, RCANAXRY IS MY A—SNRRY —id, F—DFfTAL >
RIZA T Y a— ST g7z v £8 A, AU v —IX, queue priority & ¥ = —A > ZJAF &
LTHEHL, &7 7ADHADF 2 —lFa—A 7 INET,

RY =N R H—3INnd e, AAARRESINTVDLEAIT, FFAlD72DIZ AAA T — N THE
% L %7, authorization bypass — U—k@ﬁ&Abﬁ%ﬁﬁbﬁfMA#~NA@§ﬁ%
AX T L, R —%EHIZFEITTDHIENTEET, EEMIE, AAANXNA XA KRY v—
L VAPMMBEFELET, 2OV ARMI, RV—nNMN)T—EnEXIImBEIsnEd, —
BN RO 7285, AAA FIIANA N2 SN E T,

EEM R Y =l Lo CTHREINT=a~ 2y ROFZHBET 57212, EEM X AAA 235
AT E ARV AN EFERHLET, ZN604FITEHFAY X ME, <~y T 2720
FIolTRETEET,

WIZ, AAA OB EFZRLET,

rvro—vgBEa<>F ]
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. event manager applet

ZOFEIX., 192.168.10.1 DR — 10000 & TACACS+ H— " ZHE L TV ET, TACACS+
PN A X—T N TRWEES, a7 4 FXalb—raryavwy Rig, 2y Y — L THAIN
¥4, 727 L. EEMRY > —L 77> kN CLI OFEBEITRILET,

enable password lab
aaa new-model
tacacs-server host 128.107.164.152 port 10000
tacacs-server key cisco
aaa authentication login consoleline none
aaa authorization exec consoleline none
aaa authorization commands 1 consoleline none
aaa authorization commands 15 consoleline none

line con O

exec-timeout 0 0O

login authentication consoleline
aaa authentication login default group tacacs+ enable
aaa authorization exec default group tacacs+
aaa authorization commands 1 default group tacacs+
aaa authorization commands 15 default group tacacs+

authorization ¥—7 — K, dass¥—7— K, trap ¥— 7 — RIFMEEOMABEDOE CHEATE
\iﬁqo

B A2, IPSLApingl & W) 4RO EEM 77 L v R VB S, F5E SL7- SNMP 47
Y7 MIDOfEE R TS (IEH 72 IP SLAICMP — a2 —@i{E2£d) HEICE
TENAHIERLET (Zhupingz~y RICHS LET) , = —/ERK LT
GEIL4 0T 7 a N R T—E, ARV N E=F Y 712 BIHOKME E
TTF4—T7nicanxd, 43—~ ICMP = a—8fENKKLTI-Z L Z2RT Ay
T — U0 syslog 12155 S4L. SNMP k7 » 7B S, EEMIZT 7Y 77— 3 L [H
HDANRY "&T7 Y w2 L, IPSLAIF E WO W7 A ME 1 TS SET,

Router (config) # event manager applet IPSLApingl

Router (config-applet) # event snmp oid 1.3.6.1.4.1.9.9.42.1.2.9.1.6.4 get-type exact
entry-op eq entry-val 1 exit-op eq exit-val 2 poll-interval 5

Router (config-applet) # action 1.0 syslog priority critical msg "Server IP echo failed:
OID=$_snmp_oid val"

Router (config-applet)# action 1.1 snmp-trap strdata "EEM detected server reachability
failure to 10.1.88.9"

Router (config-applet) # action 1.2 publish-event sub-system 88000101 type 1 argl 10.1.88.9
arg2 IPSLAEcho arg3 fail

Router (config-applet)# action 1.3 counter name _IPSLAlF value 1 op inc

ﬁl\%%mm JITANTT Ly NERGEL, A~— ARV NT 4TI HN
WO ZTECAR 2 NI =TTy b ar7 4 Xalb—varyt—Fa2H
WM ohlERLET, A XN MY T—SDH L, actionsydog 2~ RIZk b,
syslog IZ A vt — Thelloworld] NEZAENET,

Router (config) # event manager applet one class A

Router (config-applet) # event timer watchdog time 10

Router (config-applet) # action syslog syslog msg "hello world"
Router (config-applet) # exit

WIZ, ZAjone, 7 7 AATT 7Ly NEaBETDHEXIT, AAAFTFRZ A RRT 5
Bz~ L ET,
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event manager applet .

Router (config) # event manager applet one class A authorization bypass
Router (config-applet) #

BEa<w> R avw Uk SR BA

show event manager policy registered | & LTV % EEM AR U o —% %5 L7,
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. export-protocol netflow-v9

export-proto

B DEREA

AR TIHIE

ATV R E—F

Fy kD—sgBEavUR |

col netflow-v9

NetFlow /3X— g > 9 =7 A7 — bk % Flexible NetFlow =27 AR—F DT/ AKR—hr7'n k=
NELTHRETDHIZNE, 77— AR—F a7 4F ol — 3 F— K Texport-protocol
netflow-v9 =2~ > R&EMHHA L £,

export-protocol netflow-v9

Zoawy RZFSIEELEFF—TU—NEH D A,

NetFlow /X—> 5 > 9 34 X — 7 )L T,

Ju— T AR—H a7 4 X2l — g

av Y RERE

FEREDHA KS4 Y

J1)—= EERNE
CiscolOS XE Everest16.5.1a = o< RN EAINE LT,

T3 ZlENetFlowvs =7 AR — 74—~ b &+ R —F L TWEEA, NetFlowvy =7 X
R=hT7 =< FOBBPYR—F SN THET,

OB TIiE, NetFlow/3— 3 9T 7 AR — b % NetFlow =7 AR—H DT T AR—
oo hard: LTERELET,

Device (config)# flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter) # export-protocol netflow-v9
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export-protocol netflow-v5 .

export-protocol netflow-vb

NetFlow /3X—3 3 5 =7 A7"— bk % Flexible NetFlow =7 A R—F DT/ AR— h7m k=
NELTHRETDHIZNE, 77— AR—HF a7 4F ol — g F— K Texport-protocol
netflow-v5 2~ > R&EHH L £,

export-protocol netflow-v5

XD Ioawry RZEBIEELEF—TY—REH D THA,

AT RFI4J)Lk  NetFlow X—2 2 2 5 034 X —T7 LT,

aAavyY R E—FK TJa— T AR—H AT 4 Fal— g

avy FERE )1)—= EEAR
Cisco IOS XE Everest Toavwy RBREAINE L,
16.5.1a

rvro—vgBEa<>F ]
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. exporter

exporter
Ju—F=X D7 a—TJ AR—FEEBMTHIiE, @YRar 7 s X2l —arEF—RT
exporter 2~ REEALET, 7o—t=FHO 70—z 7 AR—F ZHIRT52E, 20
av 2 RO no B EZHEHLE7,
exporter exporter-name
no exporter exporter-name

BX DA exporter-name  HyjZFRE L7 7 B —T 7 AR — X DL4HI

AR TFIAILE

aAvU kR E—F

T AR=ZITRESNTHOEE A,

TJH—F=HF a7 4 Xal—Tgy

avy FERE

FRLEDHA KSA Y

3l

J1)—=x EERNE
CiscoIOS XE Everest16.5.1a ~ o< FRNEAINE LT,

exporter I~ R&EMFA L T7n—F=F |27 0 —x 7 ZAR—4 2T 5121%. flowexporter
a<y REMHLTERNC 70— 7 AR—F 2B L TELSERH Y 1,

IOawy RET 740 FEEICETIZIE, noexporter F 7213 default exporter 7 72— £ =%
a7 4 Fal—aravy ReHLET,

WOHETIL, 7R —F=F DT AR—FEHTELET,

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor) # exporter EXPORTER-1
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fconfigure .

fconfigure

F ¥ XNDOA T a VERETDHICIE, TCL 2> 7 4 ¥ 2 L—3 3 F— KT feonfigure =
~ U REMEHLUET,

fconfigure channel-name remote [ host port] broadcast boolean vrf vrf-table-name

BX DA remote VE—hEy T a b RELET, IPVAT RLRALIPV6 T KL ADE 4 H—
]\ ]\/i-a—o

broadcast “'m— Ry 2 2R ELITERNIC L ET, A7 a9 L OMITEY R 7 — U
THAHIVLERH Y £7,

vrf fBESNTY Ty hou—J )V VRF 7—7 V42K LET, fEESINTY Ty
MZ VRF 7 — 7 VIR ERE STV W4 TCL_ERROR 728K & 41, [No VRF
table configured) A % —7"U Z OFEFITBINES I ET,

ARV R TI4ILE
AYU R E—F TCLaY 7 4 Fal—ay E—R

avy NERE )1y —= LEEHNE

Cisco I0S XE Amsterdam 17.2.1 myyrf &% —U — R2VEA S E L=,

rvro—vgBEa<>F ]
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Fy kD—sgBEavUR |

filter (ERSPAN)

Encapsulated Remote Switched Port Analyzer (ERSPAN) i5{57T28 b7 27 R— h DA,
ERSPAN i£{55C VLAN 7 4 V5 U U 7 %% ET H121E, ERSPAN E=4 {5k vy v a v =
Y7 4FXalb—rvaryE—RNCfiltee a~> FE2EHLET, REZHIRTHICIE, Z0a~
Y Rono BXEHFERALET,

filter {ip access-group {standard-access-list extended-access-list acl-name} | ipv6 access-group
acl-name | mac access-group acl-name | sgt sgt-id [{,}] [{-}1| vlanvan-id[{,}] [{-}]1}
nofilter {ip [{access-group | [{ standard-access-list extended-access-list acl-name}]}] | ipv6
[{access-group}] | mac[{access-group}] | sgtsgt-id[{,}] [{-}]] vianVian-id[{,}] [{-}]}

B DEREA

AR TFI4ILE

aAvU R E—F

ip IP 7 7 &AL — LA EELET,

access-group T AGE S —FEEEELE T,

standard-access-list JEAEP 7 7= XU & |,

extended-access-list JBEIP 7 72U Rk,

acl-name TIEAY A N,

ipv6 IPv6 7 7 & AL — L A HEE L E T,

mac Media Access Control (MAC) /L—/L&#EE L £,

sgt sgt-ID X2 VT 4 I N—TF %27 (SGT) %IEELET., ARMEIL 1 ~ 65535
<7,

vlan vian-1D ERSPAN {570 VLAN Z48E L £ 3, AZ72MEIE 1 ~ 4094 T,

, (T BlD VLAN 2T LET,

- ({EE) VLAN O#iZHEELE7,

FEETTVLAN 74V Z ) U IR ESNTOVER A,

ERSPAN E=#F Xty ay a7 4 F¥ab—T a3 E— R (config-mon-erspan-src)

avy FERE

J1y—= EERNE
Cisco IOS XE Everest 16.5.1a — oo~ RRAEAINFE LT,

Cisco 10S XE Fuji 16.9.1 sgt F—U— RPN EASNELE,

Cisco Catalyst 9500 3 U — X /A NRT f—< 2 A AA v FIE
NSk L7,
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filter (ERSPAN) .

)1)—=x EERNE
Cisco IOS XE Gibraltar 16.11.1 gt & —7U — RN A S L7,
Cisco Catalyst 9500 U — R A4 v F|IZEA SN F LTz,

EELEDOHA KS4Y FHEITLVLAN &7 L% VLAN 2RI Lt v v a VZEH DL 2 LIETE EH A,

Fo X EINT N T A B —T oA A ETiltar a2~y RERE LGRS, FEESH7- VLAN
vty FEDO ST T4 IR INET,

i WIT. PIETEVLAN 7 4 L2 U o Va4 a5 LET,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src)# filter vlan 3

BEEavTR av U R SR BA

monitor session type | m — 7 /L ERSPAN {5t £ 721351 dct v v a VAR E L £

Yy bID—YEBOTUF .



. flow exporter

Fy kD—sgBEavUR |

flow exporter

Flexible NetFlow 7 v —=x 7 A7R— % % AE T 5 M BEFF O Flexible NetFlow 7 17 —T. 7 AR —#
#7858 L, FlexibleNetFlow 72— =7 AR —HF a7 4 Fal— g EF— N2thT5IZ
X, Ze— a7 4 F¥alb—3 g F— RCflowexporter =~ > RZ4EH LEJ, Flexible
NetFlow 7 B —=T 7 AR—X ZHIRT 521X, Z0a~v>r RonoBEXEMHLET,

flow exporter exporter-name
no flow exporter exporter-name

BX DA

AR TFIHILE

AUk E—F

exporter-name  {ERRE 72 IIAHE T 5 7 v —x 7 AR — X D4R,

Flexible NetFlow 7 2 —xT 7 AR —Z|F, 27 4 X2l — a3 U RNITITFELET A,

Ja—_) a4 Xal— g

avy FERE

FRLEDHA KS1 Y

3l

)1)—2x ZHEAR
CiscoIOS XE Everest 16.5.1a = o~y RN A X E L=,

TR—TJ AR—FTIE, 70— F=F ¥y v aNOT—FE2VE— AT A (L2
X, OB L ORE D= DITNetFlow 2 L7 X ZFEITTHY—N) [/ AFR—FLET, 7
0D—T 7 AR—FF, a7 4 F¥al—arTHlozrT T 0 LTERENE T, 7
0—T ) AR—HLX, Ta—F=FIIT—FTT AR— MERERIET S 7-0Ic7r—FE=4
WEY B CToNET, HEO Ve -2 AR—XEER LT, | >ER3EHKEO 70— =X
WEAT 5L, WS OO AR— MNeZiEETHZENTEET, 12071 —x7 AKR—
HEVER L., W ONnD 7o —F=X | ZHEHTA 2 ENnTExET,

W12, FLOW-EXPORTER-1 & W9 & RiiD 70 —=x 7 AR—% %VERk L. Flexible NetFlow
TH— TV AR—F AT 4 X2l —ary T— REMEEBTAFZRLET,

Device (config)# flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter) #

. Yy hID—YEBOTUF
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flow monitor .

flow monitor

Ta—E= X EERT O, ROV —E =X AER LT, JR— =X a7y
Xal—ary T—RZHEBETHIC0F. Ju—L a7 4 Fal—3 3 F— RTflow
monitor 2> FEEH L FET, 7o —F=FX2HIETHI21E. 2Dz~ FOnoEX a2 EH
| =

flow monitor monitor-name
no flow monitor monitor-name

BX DA

ARV K TIAIE

AUk E—F

monitor-name  {Epk £ 72 13E 45 7 u—F =X D4 Hi,

Flexible NetFlow 7 @ —F=H X, a7 4 FX a2l —a VYNIZIEIFEELEY A,

Ja—s\)yaryZ 4 Fal—a v

avy FERE

FRLEDHA KS1 Y

3l

)1)—2x ZEAR
CiscoIOS XE Everest16.5.1a = o~y RN A X E L=,

71— =% X Flexible NetFlow D~ NV —27 877 4 v 7 DEREZFATTHa L R—r>
KNG, AV ¥ —T oA AEBHAINET, 7u—F=X|F, 7o—La—R:Xxy v 2T
BanEd, 7e—F=FXEER LRI, 7e—F=X|iZLba— Re&EMLET, 7e—F
ZADX Y v ald, TR—E= A BRYIOA X —T oA ATHEH D & BEIIZIER S
NET, 7a—7—%F, F=F V7T RAPICRXy NU—27 N T T 4 v I MBIUESL
F4, ZOF—ZINEIT, Te—F=FDLa—RFNOF—7 4 —L FBLOHEF—7 1 —b
RIZHASNWTEITEN, 7R—F=XDX ¥ v 2 MR FEINET,

R OFITIL, FLOW-MONITOR-1 & WIHARIO 7 B —FE=F %{Ek L, 7u— E=%
Oy 7 4 Xal—varyE—REBLET,

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor) #

rvro—vgBEa<>F ]



. flow record

flow record

Fy kD—sgBEavUR |

Flexible NetFlow 7 v — L 21— R ZA{E 95 1 BEAF D Flexible NetFlow 7 27— L 22— K&
L. FlexibleNetFlow 7 — L a— R arv7 4 FXab—ray E— NERKTHICIE, 77—
SV a7 4 Falb— g F— RKTCflowrecord 2~ K&fEH L £9, Flexible NetFlow L
a— REEIRTAI2IE. Zoa<>y FonBRNaHHLET,

flow record record-name
no flow record record-name

BX DA

AR TFIHILE

AUk E—F

record-name {ERk 72 13EE T 5H 7 17— L a— RO,

Flexible NetFlow 7 72— L 22— RIFREINTWEF A,

Ja—_) a4 Xal— g

avy FERE

FRLEDHA KS1 Y

3l

)1)—2x ZHEAR
CiscoIOS XE Everest 16.5.1a = o~y RN A X E L=,

7u—La—RKTix, 7a—HNoX7y kZi#kBIIT % 72912 Flexible NetFlow Tl 3% % —
& & HIT, FlexibleNetFlow 73 7 B —{ZDOWCIUET HMOB#H T + —/V REZEZRLET, F—
CRE T 4 — L REEEOMBAELETHEL T, 7e—La—FEEHTEET, TA A
iE. AW —tEy hEFR—FLET, 7r—La— Tk, 7 —HCIET D 7
EDEATHEERLET, 64 Y FONRTy NERIFANS MU EERETEET,

&IZ, FLOW-RECORD-1 £ \W 9 £ fiD 7 m—1L 22— R&/ER L. Flexible NetFlow 7
p—lLa—Rary7 4 X¥z2l—ary ET— REBEBTAHEZRLUET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) #

. Yy hID—YEBOTUF
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header-type .

header-type

H 72 ALD ERSPAN ~v X —H A T H5%ET 5121%, ERSPAN =4 %Gtk vy ar =2
V74 F¥al— gy E— FTheader-type 2~ REMMALE T, RELXHIRT 210X, =
Da<wr Rono BREHEHLET,

header-type header-type
no header-type header-type

X DERHA header-type ERSPAN ~v &' —4 A 7 Hhip~v F—4 A4 F132HB L3 TT,

AT R FI4)k  ERSPANAN Y Z—H A T2 ITHRESNTNET,

ATV R E—F ERSPAN E=#XfGxkt vy g a7 1 Fab— 3 F— I (config-mon-erspan-src)
av Y RER )1y—2 EEANR

Cisco IOS XE Fuji 16.9.1 Zoawry KpREAINE L,

Cisco Catalyst 9500 3 U — X /A RT p—< 2 A AA v FITE
ANSHE LT,

CiscoIOS XE Gibraltar 16.11.1 Z o< FRAEAINLE LT,
Cisco Catalyst 9500 ' U — XA A v FIZHEASNE LT,

Bl WIZ. ERSPAN ~v X — 4 A T % 3 ICEET L0 &R LET,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # header-type 3

BEEavTR av R Bz

monitor sessiontype | m— 7 /L ERSPANE{E o £ 72 i3sidet v v a v ARE L £

rvro—vgBEa<>F ]
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. ip weep

Ip wecep
Web ¥ ¥ v ah—EREAX—T ML, TV r—va vz VU TERINZL AT
Ty I —ERCHIET DY —E ARG ERET HITIE. T A Tipweep 7 = —/ 3L A
T4Falb—varav s PeffiLEd, Y—E227 1t —T7 0T 21T Zoav s
RO no A& L ET,
ipwcep {web-cache | servicenumber} [group-address groupaddress]  [group-list accesslist]
[redirect-list access-list] [password encryption-number password]
no ipwccp {web-cache | servicenumber} [group-address groupaddress]  [group-list
access-list]  [redirect-list access-list] [password encryption-number password]

XX DEREA web-cache Web¥ ¥ v ab—EAZEELET (WCCPA—Ta

AR TIFILbE

aAvU R E—F

1 &nRXR—=var2),

Service-number ¥AFI v P—ERID, ZOHF—EADERIL Fr v
VallkoTUrRahET, ¥4 T Iy 7 $—EREKFIT0
~ 254 DFHTHE CTE 7, —ERDEREK
(web-cache ¥ — U — R CHEET SH Web ¥ ¥ v ¥ ot —1
AwEie) 13256 TT,

group-address groupaddress EE) —ERITN—TIEMTH7-DIT 1 2B &
T 7V r—va oy Py MERT AL T A NS
N—TF T RLA%EELET,

group-list access-list (fEE) v~ LVFXx AN —FT7 FLAMEA S AW
Be. Y—EATA—TITMALTWABT ) r—ya >
TV NCKIET AERIPT FLADY X v EEELE

7,
redirect-list accesslist (FE) SR RDOBEEDRA FEFIIBEED 47w D
VEAL LY N —EAERELET,
password encryption-number EE) WEEbH T2 ELE T, HETx 58T 0 ~
password 7T, BEEAL LRWEEIT0, B OBSIETAEH L E

T, 0. T UFLUNTARAT— R4 ZEELET, 7
A AZ, /XA T — K& MD5 §8GEHEZMAEHhE T, T3
ARET I r— g ERICEX2 ) T 4
EHERLET, T 74 FTEH, NAT—RIZHESINT
BHF, BAELFETINTWERA,

WCCP ' —EANRT N AT, X—TNMZENTWER A,

Ja—R_) a7 4 F¥al— g

. Yy hID—YEBOTUF
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ip weep .

avy RERE

J1)y—= EERNE
Cisco I0S XE Everest 16.5.1a Zoawry RREAINE LA,

EREDAARZA4

VAA LI AT VAR T AT =T 4 T AA o F U TINAF—T VDL E WCCP D)
Xy T3 Ry V=2 7 RLUAZEH (NAT) 23 %A LET, ZoREIIxHLT %
Wi, BEFMTWCCP ZHF v v v V7 EREL, AT oY m oV A —T xR
T Cisco Express Forwarding A1 v F > 7 Z4)Z L, ip weep web-cacheredirect out =< > N
ZHRELET, Sy vy alCl@T b0 —% A X —7 A A Tipweep redirect excludein =<
YREREL, WA v F—T A ADOEFEEHAIZ WCCP #RELET, ZOREIL. £D
AE=T A ALBEFE LAy OV FA VT v a U &ERELET,

P—ERITN—TERETDHLEZEILLVFA LI N VA MEEOLTEHLTEET, fAESH
7eUHA L7 b UARME NAT GXET) IP7 RLAZET Ty hE2fESEL T, VH AL
7 va ek LET,

Zoawry I, BESNEY—EAFFELITIWeb Fv v ahr—EALDYR— & A
F—=TNELET 4 =T MIT D LI TS AR LET, V—EAF ST 0~ 254 D
PHCHEECE T, V—ERAESERITLFNA X—T MDD e, V—Z TP —E R T —
TORESLIZEINTE 7,

noipweep 2~ RIMANIND &, THAL RAEIP—ER T NV—T~OBMEKET L, 5l &
EH—EARBESNTNDA LV Z—T oA ZANRTIUTTERDOEI ) 4 TEAMER L, thoH—
EARBRIE SN TORITIUTWCCP # A7 2 # T LET,

web-cache |27 < ¥ — U — R & service-number 5120347 a > C, (EEDIEBFCTHRETE E
T2, 1 ELMEETEETA,

151

WIZ, WebF¥yrva, 7TV r—ary o0 Eridh—NIcEEisns- A
=Tz A, BEOXTITAT 2 MIERTHA v F—T =2 AEBRETHHZRL
F7,

Device (config)# ip wccp web-cache
Device (config) # interface gigabitethernetl/0/1
Device (config-if) # no switchport
Device (config-if)# ip address 172.20.10.30 255.255.255.0
Device (config-if)# no shutdown
Device (config-if) # exit

Device (config) # interface gigabitethernetl/0/2

Device (config-if) # no switchport

Device (config-if) #

*Dec 6 13:11:29.507: S$LINK-3-UPDOWN: Interface GigabitEthernetl/0/3, changed state to
down

Device (config-if)# ip address 175.20.20.10 255.255.255.0
Device (config-if)# no shutdown
Device (config-if) # ip wccp web-cache redirect in

( )# ip wccp web-cache group-listen

( ) #

exit

Device (config-if
Device (config-if

rvro—vgBEa<>F ]
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. ip flow monitor

ip flow monitor

TN, ANZIET 25 IPv4 T 7 v 7 O Flexible NetFlow 7 B —F =% % A 31— 7 I T 5T
Z, A v H—T 2 A a7 4 Falb— 3y E— FTipflowmonitor =~ Fafif L%
T, TR—FE=HET =T MITHIIE, Zoavr RonoBXEMHLET,

ip flow monitor monitor-name [sampler sampler-name] input
no ip flow monitor monitor-name [sampler sampler-name] input

BX DA monitor-name A VB =T =2 A AZHWHAT L7 0 — FT=F D4,
sampler sampler-name  ({£&) 7ou—t=XfICRELZ7u—% 7T —D4HTE A F—
T LET,
input TNRAANA B =T 2 A ATZETDHIPVANT 7 4 v I BE=H
L/i‘g—o

ATV RFEIFIL R TE—EEHFA F TR TOER A,

ARV FE—F AR —T A AT 4Fal— g
vy FERE 1y —2 EERE

CiscoIOS XE Everest 16.5.1a = a~<> FNEAINE LT,

FEREDHA K54 > ipflowmonitor 2~ REEH LT, [EEDA V¥ —T = A7 v —FE=F 2T 512
X, FHENC flowmonitor 72— )L a7 4 X2 lb—T gy avy REFEHALT, 7a—F
=X EER L CTBLMERDL Y £7,

TR—E= XY T =BT D L, FOAFIEY ST I o TRIREN= N
TR F Y v 2 IR FEEN, 7u—%2BRLEd, Yo 7T —2EAT 0N, FofE
FZx ST DR EHE RO BIE IR E SN E T,

A EBE—=T 2 A ATTTIIAR—T MR TNWET7a—F=H IV T T —%BMTEHZ L
ICXFERA, T, FOTO—F=F AL F—T A ADPBHIKRLTHS, AL 7e—F
=R EY T T =L HIZENTAMLERD Y £9,

Y

GE) HEINDHEHIRNEZSED I, &7 0 —0KeHERE A7 — VT 50ERHY £, 72L& %
1Z, 100 %7y MZoOE 1 X7y vETF TN 7RV TR LSRR, Ny
N 2ERL T FE100BTHLERHY 9,

WIZ, AN NT T4 I DE=FR) 7DD T —F=X A 32— T 54
wRLET,

. Yy hID—YEBOTUF
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ip flow monitor .

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ip flow monitor FLOW-MONITOR-1 input

WIZ, Yo T T =L TH T T EINDANTANT Yy M EERIRLUZIREET, A
NET T 4w =T HIT7e—F=F oA X—TMIT D0 ERLET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-1 input

KOBITIE, $o T TR LTA U F—T 2 AT FX—T VI R>TNEHT7u—%F
=AY T T =BT 55 A OEEEZ R L E T,

Device (config) # interface gigabitethernetl/0/1

Device (config-if)# ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-2 input

% Flow Monitor: Flow Monitor 'FLOW-MONITOR-1' is already on in full mode and cannot be
enabled with a sampler.

WOHFITIE, 7ao—F=Xr2P T T7—L kA RX—TNIZTEHL512T57=0
2 AV E—T A ADRD NS T-ABIBRT 52 HFEEZ R~ LET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# no ip flow monitor FLOW-MONITOR-1 input
Device (config-if)# ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-2 input

rvro—vgBEa<>F ]
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. ipv6 flow monitor

ipv6 flow monitor

FNRAANRZETDHIPV6 hT T 4 v/ DT a—F=L oA F—T T HITIE, A4 —T =
AA A7 4 X2 lb—rar E— RTipveflowmonitor 2~ FZEALET, 7r—F=
BhTF 42— NIT 5100, Z0oa<vr FonoBERXAFEH L £,

ipv6 flow monitor monitor-name [sampler sampler-name] input
no ipv6 flow monitor monitor-name [sampler sampler-name] input

BX DA monitor-name A VB =T =2 A AZHWHAT L7 0 — FT=F D4,
sampler sampler-name  ({£&) 7ou—t=XfICRELZ7u—% 7T —D4HTE A F—
T LET,
input TNWNAANA B =T 2 A ATZETDHIPVONT T 4 v I HE=H
L/i‘g—o

ATV R FI4NE TRTESFEFAX—T IR TOEE A,

ARV FE—F AR —T A AT 4Fal— g
vy FERE 1y —2 EERE

CiscoIOS XE Everest 16.5.1a = a~<> FNEAINE LT,

FEEEDHA K54 > ipvbflowmonitor 2~ REEA LT, [EEDA v ¥ —T = A7 v —E=F Z@ T 212
X, FHENC flowmonitor 72— )L a7 4 X2 lb—T gy avy REFEHALT, 7a—F
=X E L TR RERH Y £,

TR—E=ZIY T T BT S L FOARMTEY T Tl Lo TRIRS NN Ty
FEZTRF vy v V2 llRFESh, 7e—%2ERLET, Yo7 T —E2ERAT -0, ZOME
FNZHRIET DR aHE RS BIME IR S E T,

AVH =T 2 ATTTIZA F—T Mo TNDH 78— = IV T T7—%BINT5Z ¢
XTEFERA, T, FOT0—F=Zhb A L Z—T oA ADLHIBRLTHL, AL 7e—F
=R EY LTI =L L HIGEBMTAMNERH D F9,

\}

GE) HEINDHEHIRNEZSED I, &7 0 —0KeHERE A7 — VT 50ERHY £, 72L& %
1Z, 100 %7y MZoOE 1 X7y vETF TN 7RV TR LSRR, Ny
N 2ERL T FE100BTHLERHY 9,

W, AN T T4V DE=ZZ) 7DD Ta—F=Z A 32— T 50
wRLET,

. Yy hID—YEBOTUF
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ipv6 flow monitor .

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ipv6é flow monitor FLOW-MONITOR-1 input

WIZ, Yo T T =L TH T T EINDANTANT Yy M EERIRLUZIREET, A
NET T 4w =T HIT7e—F=F oA X—TMIT D0 ERLET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ipv6é flow monitor FLOW-MONITOR-1 sampler SAMPLER-1 input

KOBITIE, $o T TR LTA U F—T 2 AT FX—T VI R>TNEHT7u—%F
=AY T T =BT 55 A OEEEZ R L E T,

Device (config) # interface gigabitethernetl/0/1

Device (config-if)# ipvé flow monitor FLOW-MONITOR-1 sampler SAMPLER-2 input

% Flow Monitor: Flow Monitor 'FLOW-MONITOR-1' is already on in full mode and cannot be
enabled with a sampler.

WOHFITIE, 7ao—F=Xr2P T T7—L kA RX—TNIZTEHL512T57=0
2 AV E—T A ADRD NS T-ABIBRT 52 HFEEZ R~ LET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# no ipvé flow monitor FLOW-MONITOR-1 input
Device (config-if)# ipvé flow monitor FLOW-MONITOR-1 sampler SAMPLER-2 input

rvro—vgBEa<>F ]
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. match datalink ethertype

match datalink ethertype

/N RO EtherType # 70— L a— RKOF—7 1 — /)L & LTRET DI, 7r— Lba—
K2y 7 %o b—3 g F— KT matchdatalink ethertype 2~ > R&EHLET, 7>
k@ EtherType # 7 —L a2 — RKOF—7 4 — )L R L CTHERTOREEZT 1 E—TMICT 5
WX, Zoavwr FonoBEXEFHALET,

match datalink ethertype
no match datalink ethertype

X DEREA ZOavwy RIESIEELITF—V—RNEH Y £ A,

AT R TFI4)E N7y RO EtherType (3% — 7 4 —/L FE L TRESNE A,

ATV R E—F Ja—la—RKaryJ7 4 Xal—arv
av > FERE J1)—x FTEAR

CiscolIOS XE Everest16.5.1a = pa~> RQREAINE LT,

FRLOHA KSqy 77— Lba—Fz7o—=FTHATLH2E 1 DLEDOF— 74— /L RBLEIZR Y £
T, F— 74—V RFEF7e—%2RXBT5bDTY, K7 —0F%— 74—V R, —HED
—BOENPFEESNTWET, ¥— 74—/ RiZ, matcha~> REFEHLTERSNET,

match datalink ethertype =~ > R&fEH LT, /X7 v h® EtherType # 72— L 2 — RD X —
TA4—NRELTRETDE, NF T4y 7 7n—F, A Z—T A AZHV Y THNZT
H— E=H DX A TIESOTHERE N E T,

. datalink flow monitor f v #—7 A A a7 4 FXalb— gy avr REFEHLT,
TN T =N, A =T o AZEIDETCEND L, BeblL A Y270
Famz L C—Bo 7 e —MER SN E T,

sipflowmonitor f > # —7 = Af A a7 4 Fal—varavy REFEHLT, IP7a—
FEZEPA L F—T A AZHID Y TOEND L, B DHIPvd 7'r Fa/uiZx L T—ED
Tu—MER S ET,

«ipv6 flow monitor f > X —7 = Af A a7 4 X2l — g avr RaEH LT, IPv6
Ta—F=INA =T oA AZHD Y ToND L, BApDIPve 7'a Fa Uikt LT
—BO7u—MERShET,

Zoawy RET 740 MEREICETIZIL, nomatch datalink ethertype % 72 1% default match
datalink ethertype 7e— L a—R a7 Xab—var avr ReFEHLET,

WOFEITIE, 737 v k@ EtherType % Flexible NetFlow 7 = — L 2 — RDF—7 ¢ —/L
RELTHRELTWET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match datalink ethertype

. Yy hID—YEBOTUF
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match datalink mac .

match datalink mac

Jo—La—RKDF—7 4—/LRELTMACT RLAZHHTH L IICHRET DITIE, 7
n—la—RKarv74¥z2l—3 g F— KT matchdatalink mac =2~ > F&EH L £,
77—l a—RFDOFXF—7 4— )L RFELTMACT RLAZBHT LB EET 4 B—7 12T 5
Wi, Zoa<vr Fono BRXEHEH L £,

match datalink mac {destination address input | source address input}
no match datalink mac {destination address input | source address input}

BX DA

aAvU R TFI4ILE

O R E—F

destination address F— 74— R LTHSEMACT RL 2T 5 &5 10
Eb\ij—o

input NSy ROMAC T RLAZREL 7,

source address X— T 4 — L RELTEELMACT RLAZHHTAH LI
HELET,

MACT7 FL AL, F— 74—V RFELLTHRESNTWEYA,

Jau—la—Rary7 4 F¥al— g

avwy FERE

EREDAARZA

Jy—2 EENE

CiscoIOS XE Everest 16.5.1a = a~<> FRNEAINE LT,

Jo— lba— REx7uo— F=F MEHATHICE, 1 U EOF— 7 40—V RBRMEIZARD £
T, F— 74—V FEF7e—%2KMTHrL0TYT, HF7a—0F— 7 4 —/L FiZid, —HE#HD
—EBOENREINTWVWET, ¥— 74—/ FNiE. matcha~ > REfERA L CEEZESINET,

input &% — 17— K& fH L, matchdatalinkmac =~ > KT 28R A > S E2FEE L,
Ry NT—=2 F 537 4 v 7 D—EDMAC 7 FLZAIZESWT 7 a—%2EK L £7,

\)

=)

Ba, FEIPve £72133EIPv4 b T 7 4 v 7 O 7 u—2 0B ERENE T,

T—=H VY Tu—F=EINBAf U F—T 2 AETIT VLAN La— RiZED EToHLTWnD

ZOa<wr RET 740 FREIZETIZIX. nomatch datalink mac F 7213 default match datalink
mac 72— La—Rary74Xalb—Tayavy ReEFEHALET,

KOFITIZ, 7e—La—KOF—7 —)LRELT, TXAMRZL->TRIEIND
Nry O MAC T RUVAZFHTHLHICEELET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match datalink mac destination address input

rvro—vgBEa<>F ]



. match datalink vlan
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match datalink vlan

VLANID # 72—l a—ROF—7 1 — /LKL LTCERET DL, 7e—La—RKary7 g
¥ ol —3 3 F— FCTmatchdatalinkvlan =z~ > RZ#FEH L £+, VLANIDZ 72 —1L 21—
ROF—7 44—V RELTHEHAT LI EE2INTHITINE. Zoa~vr FonoBENEFEHL
F9,

match datalink vlan input
no match datalink vlan input

BX DA

AU R TFI4ILE

AR E—F

input  FARAZNRZELTWVWERT 74 v 7O VLANID % —7 4 — /L RELTHRELE
—g—o

VLANID [3F%F— 7 4 — /L RE LTRESNTWERTA,

Za—lLa—Rary74F¥al—r 3

avy FERE

FRLEDHA KS1 Y

)1)—2R EENE
CiscoIOS XE Everest 16.5.1a = a~<> FNEAINE LT,

Ju— la—REzr7ao— =X THREATAIZEE, 1 2L EOX— 7 0 —)L KRBT F
T, F— 74— N FE7e—%2XBTH5HDTT, {70 —0DF— 7 4 —/)L NiZiE, —#HD
—EBOEPREENTVET, F— 74—/ R, matcha~> REFEH L TERZSNET,

input ¥ — 7 — KX match datalink vian 2~ > K233y hU—27 b T 7 ¢ v 7 IZEA D VLAN
ID IZHEANWT T —2 BT 27O OBHR AR ET 27D s nET,

I, TRAANZELTWA NI 7 4 v Z7DOVLANIDZ 70 —L a— RKOF—7 [ —
VRELTERETDHZRLET,

Device (config) # flow record FLOW-RECORD-1
Device (config-flow-record) # match datalink vlan input

. Yy hID—YEBOTUF
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match flow cts .

match flow cts

7u—La— RO CTIS EETXIN—T X TBIOREIN—T % T 2FETDHITIE, 7a—
La—Rary74¥al—varE— RKCTmatchflowctsa~> REHLET, 7 1—7%
Jh7u—La—ROX—7 44— )L RELTHERTLZ 2T 2L, Zoavr RO
no B ZEH L E7,

match flow cts {source | destination} group-tag
no match flow cts {source| destination} group-tag

B DEREA

ARV R TIFILE

AU RFE—F

ctsdestination group-tag CTS%8h7 4 — VKR I N—T%F%— 74— )L RELTHEEL
S5

cts source group-tag CTS EEL 74— VK I N—"T%F%F— 7 4—)LNELTHE
LET,

CTS%BFEITREIL T A — NV R I N—T, Ju—Fhuakitrve—H 77 —IDIE, F—
T 4=V RELTRHREIINLTWEREA,

Flexible NetFlow 72— L' a— R 227 ¢ ¥ =2 L—3 3  (config-flow-record)

RV —A T4 ar7 4Xalb— 3 (config-if-policy-inline)

av Y RERE

FREDHA KS14 Y

)1)—=x EERNE
Cisco IOS XE Everest 16.5.1a ooy RABEMEnEL
77

Jo— La—RET7o— 5= CHERATAICE. 1 2B Eox— 7 0 — /L RBMLEZR D F
T, F— 74— FE7e—%2XBTH5HDTT, {70 —0DF— 70—/ N2, —#HD
—BOENPREREINTWET, ¥— 74—V FiE. matcha~ > REERA L CEEZSINET,

RIZ, KEIXIN—T Z T aF— T 4=V FELTHRETDHHEZRLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match flow cts source group-tag

rvro—vgBEa<>F ]



. match flow direction

Fy kD—sgBEavUR |

match flow direction

B DEREA

aAavU R TFI4ILE

aAvYU R E—F

TJa—fuE 70—l a—RKO%—7 4 —)LRELTRETDICIE, 7uo—La—Far7 g
X ol —3 32 F— T match flowdirection =2~ R&EHLET, 7u—Fmx 7o—1L
O—ROF—T7 4 — )L RELTHERATAZ 2T HITE. Z0a~vy RO no B EE
HALET,

match flow direction
no match flow direction

ZOawy RIZEBIEELITF—U—RiZb ) £ A,
Jua—HuiEF— 74— RELTERESINTWVEREA,

Ju—laoa—Rary74FXal—3gv

avy FERE

EREDAARZA4 Y

J1)—= EEAR
CiscolIOS XE Everest16.5.1a = pa~> RQREAINE LT,

Ju— lLa—REx7a— F=FX CHEHATHICE. 1 2L EDOF— 7 40—V RBMEICR D F
T, F— 74—V REFT7e—%KXHT+5b0TH, £F70—0F— 7 4 —)L RiZiE, —#HO
—BOENREENTVET, F— 74—/ R, matcha~ > REHH L CTEZSNET,

matchflowdirection =~ Kk, 7r—0OFmEX—7 4 — /L RELTHFy 7T LET, T
OHEEIX. A7 —tH 7o —IZH L THE—-O7e—F = RNRESINTHIEAICKD
BB ET, Flo, ANEHATIET D, 2FEFE=FINTWEL7r—% R 2F, BRI D
OIS 22N TEET, Z0a~vr NI, 2 207 v —BRIHFRAIZHRN TV D56
I, T AR— R ENTET—ZHNO 70 —D_T 2 —HIEH-DICEISOBELH Y £,

WIZ, Zu—NRNE=Z SN MEx— 74— L RELTHRETLHHEZ R LET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match flow direction
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match interface .

match interface

ANA VB =T 2 A RAEMNA B —T oA A% T — La—RKOFx— 7 4 —/L K& LT
ETAICE, 7r—La—Rary74¥al—3 a3y E— FTmatchinterface 2~ N&ff
HALEST, ANMA v F—Ta2A RALHNAV H—T =2 A A% 70— La—RFDF— 74—/
NELTHERATLZEEEHICTHICIE, Zoa~vr FonBEXEZHEHLET,

match interface {input | output}
no match interface {input |output}

BX DA

AU RTIHIE

ATV R E—FR

input  Afjf v X2 —T A A %X —T 4 — L RELTHRELET,

output H A v #—T7 = A 2%k F— 7 41— L FELTRELET,

ANA L E—=T 2 A REMNA L E—T A AT, F— 74—V RELTHREINTVEY
Ao

Ju—la—Rary74F¥al— 3

av Y RERE

FEREDHA K4V

J1)—= EERNE
CiscoIOS XE Everest16.5.1a = pa~< RREAINE LT,

Jo— la—Rx7a— FT=X CHEHATHICE. 1 28 EDOF— 7 0 —L RN F
T, F— 74—V FRFI7e—%2XBT5HDTT, £7a—DF%— 7 4 —)L FiZiE, —E#HD
—BOENPRESNTVET, F— 74—/ FiE, matcha~y REH L CERSNE T,

WIiZ, ANWA v B2 —T 2 A A%hF— 74— )L RELTRETHHERLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match interface input

WL, A H—T a2 AA R EX— T 40— )L RELTRETDIHERLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match interface output

rvro—vgBEa<>F ]



. match ipvd

match ipv4

Fy kD—sgBEavUR |

77— La—RO¥x— 74— /L RE LTI EDIPVE 7 4 — )V RERET DI, 77—
La—RKar74Xalb—r gy F—RKTmachipvd a~> REFHALEST, 77— L a—
RDOF— 74— RKELT1IDOLLEDIPVE 7 4 — )V REFEHATIREELT 4 —T NMIT D
Wik, Zoa<vr FonBXREHHALET,

match ipv4 {destination address|protocol | source address|tos|version}
no match ipv4 {destination address| protocol | source address|tos|version}

BX DA

AR TIHIE

AR E—F

dedtination address *— 7 ¢ — /L & LTIPVA%EET FLAZRELE T, MO T
I%. match ipv4 destination address # & L T< 72X,

protocol ¥F— 74— RELTIPVA 7 haLaRELET,

source address F— 74—/ RELTIPVASEET RLAZFRELET, sHlIZONT
I%. matchipv4 source address # & L C< 72X\,

tos ¥— 74— /L RELTIPV4ToS X ELET,

version F— T 4=V RELTIPVE Y HE—DIPN—T 3 VERELET,

a—PEFEO T — L a—KDOF— 74— /LKL LTI DL EDIPVE 7 4 — /L REHEHTS
JEIL., A RX—T N> TVER A,

Jua—lLba—Rary7 4 FXFal—g

avy FERE

EREDHA FS1 Y

1)1)—= EEAR
CiscolIOS XE Everest16.5.1a Z o< RN EAINE LT,

Jo— lLa—RKE7a— =X THEMATHIZE. 1 2B EOX— 7 40— RBNEEIZ/2 D F
T, ¥F— 74—V REF7r—%2KHTH5LOTT, £7a—0DF— 7 4 —/L F|ZiX, —EHD
—EBOENPRESNTOVET, F— 74—V FiE, matcha~y RE L CERZSNE T,

OB TIE, F— 74—V FRELTIPVE 72 haLERELET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match ipv4 protocol
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match ipv4 destination address .

match ipv4 destination address

B DEREA

aAavU R TFI4ILE

aAvYU R E—F

IPv4 %6857 KL A% 7 — La—RFOx— 74— /L FELTHETDHITIE, 7a—La—F
a7 4 F 2 L—3 3 E— R T matchipv4 destination address =~ > Kz L 9, IPv4
597 KL A&7 — La—RKOox— 74— L RELUTHEHATLIREELT 4 BE—7MZT 5
Wik, Zoa<vr FonBXRE2HHALET,

match ipv4 destination address
no match ipv4 destination address

ZOawy RIZIEBIEELITF—U—RiZb ) £ A,
IPv4 585CT RLARE X — 74— L RELTHREINTWHERA,

Ju—laoa—Rary7 4 FXal—I3gv

avy FERE

EREDAARZA4 Y

J1)—= EEAR
CiscolOS XE Everest16.5.1a = pa~> RQREAINE LT,

Ju— lLa—REx7a— F=F CHEHATHICE. 1 2L EDOF— 7 40— )L RBMEICR D F
T, F— 74—V REF7e—%KT+5L0TH, £F70—0F— 7 4 —)L RiZiE, —#HO
—BOENREENTVET, F— 7 41—/ R, matcha~ > REHH L CTEHZSNET,

ZDawy R&ET 74V FREIZETIZIEL, nomatch ipv4 destination address ¥ 7213 default
match ipv4 destination address 7 e — La— R a7 4 Fab—rv gy avr R LE
R

WOFITIL, IPV4SEET RL A% 70— L a— ROF— 74— L RELTHRELE
KR

Device (config) # flow record FLOW-RECORD-1
Device (config-flow-record) # match ipv4 destination address

rvro—vgBEa<>F ]



. match ipv4 source address

Fy kD—sgBEavUR |

match ipv4 source address

B DEREA

aAavU R TFI4ILE

aAvYU R E—F

IPv4 XE87 FL A& 7n— La—RFOx— 74— /L FE LTRETDITE, 7r— La—
Karv74¥al—v a3y E— KTmatchipvdsourceaddress2~ > RafHLEd, 7r—
La—RKOFx— 74— /L RELTIPVAEEILT RLRAEFERTOIREELT 4+ E—7 T 5D
WX, Zoavwr FonoBEXEFHALET,

match ipv4 source address
no match ipv4 source address

ZOa=y FIZFBIEELETZF— TV —FEH D TH A,
IPv4 BE8T7 RLARFT— 74— L RELTHRESINERA,

Ju—laoa—Rary74FXal—3gv

avy FERE

EREDAARZA4 Y

J1)—= EEAR
CiscolIOS XE Everest16.5.1a = pa~> RQREAINE LT,

7u—Lba—RE7e— =X THEHTHICE, 1 2 EOF— 7 4 — /L RBXLEIZ/RD F
To F— 74—V FE7e—2XHT56DTT, H7r—0OF— 7 4 —/L FIZIE, —H#HD
—EBOMEMPRESNTWET, ¥— 74—/ RiX, macha~> REEHLTERSINET,
DA<y R&ET 74V MR EIZETIZIE. nomatchipv4 sourceaddress ¥ 7213 default match
ipv4sourceaddress 7 e — L a— R a7 4 Falb—ra avy RefHALET,

WIZ, ¥— 74—/ RELTIPVIEETLT FLAZRET DR ERLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match ipv4 source address
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match ipv4 ttl .

match ipv4 ttl

B DEREA

aAavU R TFI4ILE

aAvYU R E—F

7ua— Lba—ROFx— 74—/ R& LTIPv4 {7 fTRERE (TTL) 7 4 —/V RZRET HIT
X, 7ae—la—RKar74¥al— gy E— K Tmatchipvattl 2~ REHHALET,
Ju— La—RD¥x— 74— /)L RELTIPUTIL 2T 2R EELZT 4 B—7LICT 51T
X, Zoa<r Rono BERXZ2HEHL £,

match ipv4 ttl
no match ipv4 ttl

Zoawy RIEEIEELITF—TI—NEb 0 A,
IPv4 17#t P REIFRE] (TTL) 74—V R, ¥ — 74—V RELTHRESN TV ER A,

Ja—lba—Rary7 4 FXal— g

avy FERE

EREDAARZA4 Y

J1)—= EEAR
CiscolOS XE Everest16.5.1a = pa~> RQREAINE LT,

Juo— Lba—RET7n— 5= A THERATAICE. 1 2 EOF— 7 4 — L RBMLEZRD F
T, F— 74—V REF7e—%KT+5L0TH, £F70—0F— 7 4 —)L RiZiE, —#HO
—EBOENRESNTWVET, F— 7 4 —/L &, matchipvdttl =<2 RZ2EH L TEHRS
nEJ,

wIZ, ¥— 74— )L RELTIPVATIL 2R ETHHZRLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match ipv4 ttl

rvro—vgBEa<>F ]



. match ipv6

match ipv6

Fy kD—sgBEavUR |

7a—La—RO¥x— 74— /L FELTIDOLLEDIPV6 7 4 — /L RERET HITIE, 7u—
La—RKar74Xalb—r gy F—RKTmachipve 2~ REFHALET, 7rn— L a—
ROF¥F— 74—V RELTI1IDLUEDIPV6 7 4 —/V REFEHATOIXEEZT 4+ E—TNMZT D
Wik, Zoa<vr FonBXREHHALET,

match ipv6 {destination address|protocol | source address|traffic-class| version}
no match ipvé {destination address| protocol | source address|traffic-class|version}

BX DA

AR R TFIAILE

ATV R E—F

degtination address F— T 4=/ FLLTIPVASISET FLAZRELET, FEHl
[Z WX, matchipve destination address # & L C< 72 &
AN

protocol ¥— 74— /L RELTIPV6 7 ha L EFHELET,

source address F— T4/ FLLTIPVASISET FLAZRELET, M

{22 CiE, matchipv6 source address 22 L TL 72 &0,

IPv6 D7 4 — /L RiE, F— 74— L RELTHRESNLTWERA,

Jua—lLba—Rary7 4 FXFal—g

2v Y FRE

FEREDHA FS14 Y

1)1)—= TEAR
CiscolOS XE Everest16.5.1a “ o< RRNEAINE LT,

Jno— La—RKE7a— =X THEMATHIZE. 1 2B EOX— 7 40— RBMEEIZ/2 D F
T, ¥F— 74—V 7 —%2KHTHLOTT, £7a—0DF— 7 4 —/L FiZiX, —EHD
—BOENPRESNTOVET, F— 74—V FiE, matcha~y REf L CERSNE T,

wOFITIE, ¥— 74— /L RELTIPV6 72 hajb 7 4 —/L REHRELET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match ipvé protocol
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match ipv6 destination address .

match ipv6 destination address

BX DA

AU RTIAIE

ATV R E—F

IPV6 5657 KL A% 7n— La—RO¥x— 74— )L RELTHRETDHITIE, 7r— La—FR
a2 7 4 ¥ 2 b—3 3 v F— KT matchipvé degtination address =~ > RZ{HH L £9, IPv6
SAET N A% T7n— La—RKox— 74—V N LTHERTOREET 4 BE—7 02T 5
ZiX, Zoa~y RonoBREHEHLET,

match ipv6 destination address
no match ipv6 destination address

Zoa=wry RIS ELIIF—TU—FIEH D T8 A,
IPv6 58557 RL AT F— 74—V RELTERESNTWVERA,

Jou—la—Rary74¥al— gy

av Y RERE

FEREDHA K34V

Jiy—=x EERNE
CiscoIOS XE Everest 16.5.1a = =a~ > RNEA S E L,

Jn— La—RNET7n— =X THERATAICE. 1 2 EOF— 7 4 — L RBMLEZR D F
T, F— 74—V REF7e—2XHTEHLOTT, £70—0DF— 7 4 —/L FiZiE, —#HD
—EBOEPRESNTWVWET, F— 74—/ FiE, matcha~> REFEHLTERSINET,

ZDawy R&ET 740 FREICETIZIL, nomatch ipv6 destination address % 7- 1% default
match ipv6 destination address 7 e — L' a— R a7 4 Fal—r g avy e LE
j—o

WO TIE, F— 74—/ FELTIPV65EET FLAZHRELET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match ipvé destination address

rvro—vgBEa<>F ]



. match ipv6 hop-limit

Fy kD—sgBEavUR |

match ipv6 hop-limit

B DEREA

aAavU R TFI4ILE

aAvU R E—F

Z7u—1a—RKOFx—7 4—/LRELTIPV6FR Y7 VI vy bERETHIZIE, 77— L a—
Karv7 4 Xalb— g E— FTmatchipve hop-limit =~ R&EFEHLES, 7a— L
A—RDOF— T 4— L RELTIPV6 Ty hDEI v a b BT OREEZT 4 E—7 LI
THIZE, Zoavr FonBXEEHLET,

match ipv6 hop-limit
no match ipv6 hop-limit

ZOavwy RIESIEELITF—V—RNEH Y £ A,

a—PEHEDP 7o — L a—FDF— T4 — )L FELTIPv6 Ay 7 Uy FEEHTIRE
. T 7NV FTAX—=T TR THERA,

Ju—laoa—Rary74FXal—gv

avy FERE

EREDAARZA Y

J1)—= EEAR
CiscolOS XE Everest16.5.1a = pa~<> FQREAINE LT,

Ju— La— RNy 77— B=X THEHATAHICE. 1 2L EDOF— 7 40— L RN F
T, F— 74— N RFEI7e—%XT5HDTT, £70—0DF— 74—/ RiZiE, —#HD
—EBOENPBREISNTVET, ¥— 74— /L R, matcha~ > REERA L TERSINET,

WIZ, F— 74—/ RELTT7r— by bRy Uy hERETHHEZRL
i—a‘o

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match ipvé hop-limit
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match ipv6 source address .

match ipv6 source address

IPv6 EEILT RL A& 7n— L a—RO¥x— 74— /L NE L TRET DHITIE, 7r— La—
Karv74¥al—3v a2 E— KTmatchipvesourceaddress2~ > RafHLEd, 7r—
La—FRDOx— 74— /L FELTIPVOXELT FLRAZEHTOIRELT 4 E—7MIZT D
WX, Zoavwr FonoBEXEFALET,

match ipv6 source address
no match ipv6 source address

X DEREA ZOawy RIZESIEELITF—V—RNEH Y £ A,

ATV R TFI4LE IPVOEELT FLAEF— 74— FELTRESNLTVEEA,

ATV R E—F Ja—la—RKaryJ7 4 Xalb—arv
av > FERE J1)—x TEAR

CiscolOS XE Everest16.5.1a = pa~> RQREAINE LT,

FRLOHA KSqy 77— Lba—Fz7o—=FTHATLH2E 1 2L EDOF— 7 4 —/L RBLEIZR Y £
T, ¥— 74—V REF7r—%2KXHTH5LOTT, £7a—0DF— 7 4 —/L F|ZiF, —HEHD
—BOENREENTVET, F— 7 41—/ R, matcha~ > REHH L CTEHZSNET,

DA<y R&ET 74V MR EIZETIZIE. nomatchipve sourceaddress ¥ 7213 default match
ipv6sourceaddress 7o — L a— R a7 4 Xalb—vay avr ReEHLET,

WIZ, IPV6IEETET L A2 ¥ — 74— L RELTHRETHHEZRLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match ipv6é source address
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. map platform-type

Fy kD—sgBEavUR |

map platform-type

WRIA=E=2y TRET A NG EELE T Ty N T — LG A TITHRET HITIE, NTA—F
~ v 7 4V F— KT map platform-type =~ > R&2HHL 9, ZOREEEZHIFRT HIC
X, Zoavr FonBEXEHEHLET,

map-number map platform-type {{eq | not-eq | regex} platform-type}
no map-number map platform-type {{eq | not-eq | regex} platform-type}

BX DA

AU R TFI4ILE

AR E—F

map-number <5 A — 5~ o FE R,

eq TANEEAL TN T T N T —BEATELERLTHAI LA EELE
b@‘o

not-eq TUANBEEALTEZNT T 8T —LHATLHERUTRNWIEEZRELE
j—o

regex TANEEA THENEREHTHDL L E2RELET,

platformtype T X —F < o TRMET 4 VA IEED T T v N T F— LB AT,

77 4 FOBEREIZH Y EE A,

INTG A —=H <77 4)LH (config-parameter-map-filter)

avy FERE

3l

)1)—=R EENE
Cisco 10S XE Gibraltar 16.12.1 Zawy RBEAINEL
776

WIZ, WIA—H<y TRMETANEENEE T T N T —LH A TICRET D6 %
RLUFET,

Device> enable

Device# configure terminal

Device (config) # parameter-map type subscriber attribute-to-service Aironet-Policy-para
Device (config-parameter-map-filter)# 10 map platform-type eq C9xxx

BEaT YR

avU kR Bl

parameter-map type subscriber T AT TANNGA—=H <y TEHREL, /NT A—

attribute-to-service By P T4 NE AT 4R 2 L— g v F— REE
BLUET,
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match transport .

match transport

77— La—RDOFxF— 74— L RELTIDOUED NV AR—F 74— /L RERET DHIC
X, 7e—La—RFK ar74¥a2lb—3 3 F— FTmatchtransport =~ > RZ&H L%
T, 7a— La—RKOF— 74— L RFELTIDUED NIV AR—F 7 40—V REFHEHT
HREET 4 2—TMZT DL, Zoa~vr Fono BRXNE2fHLET,

BX DA

AR R TFI4ILE

ATV R E—F

degtination-port %— 7 ¢t —/L KL LT T v AR— MR- b2 ELET,

source-port F—T 4=V KRELTHF TV AR—FEETR—FERTELET,

NIV AR—=F 74—V RiE, F— 74—V RLELTHREISNTWERE A,

Ju— La—Rar74¥al— gy

avy RERE

FEREDHA FS1 Y

J1)—=x EERNE
CiscoIOS XE Everest16.5.1a —Zpa<w> RRNEAINE LT,

Ju— la— R RE7o— F=F HEATIICE. 12U EOX— 7 40—/ RBMLE|ZRY F
T, F— 74— FI7e—%2KXBT5HLDTT, £7a—DF— 7 ¢ —/)L FZiE, —EHD
—BOENPRESNTVET, F— 74—V FiZ, matcha~ > REH L CERZSNE T,
OB TIX, s8R — 2% — 74— FELTHRELET,

T /3A A (config) # £low record FLOW-RECORD-1
/34 A (config-flow-record) # match transport destination-port

wOFITIE, FETR—FE2F— 74— /L RFELTRELET,

/34 A (config) # f£low record FLOW-RECORD-1
7 /54 A (config-flow-record) # match transport source-port
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. match transport icmp ipvd

Fy kD—sgBEavUR |

match transport icmp ipv4

ICMPIPVA DX A 74—V KEa— K 74—V R&E70— La—FDX— 7 4—/LKEL
THETDHITIE, 7e—Lba—Rar7 X aL—3 3 F— K Tmatchtransporticmpipv4
a<w REHFEHALET, ICMPIPVE DX AT 74— REa—RK 74— )L RE7r— L a—
ROF— 74—V RELTHERATLIORZT 4 E—7MCT5HI2F. Z0a<wy RO noBRAE
EALET,

match transport icmp ipv4 {code| type}
no match transport icmp ipv4 {code| type}

BXDEREA

AU R TIAIE

ATV R E—F

code [CMPIPv4 =— R&F¥F— 74—/ RELTHRELET,

type ICMPIPv4 ¥ A %% — 74—V RE L TCRELET,

ICMPIPV4 DX A 74—V KL a— R 74— )L REF— 74— /L FELTREINTNE
A,

Ju— lLa—Rar74¥al— gy

avY RERE

FEREDHA K54

J1)—=x EERNE
CiscoIOS XE Everest16.5.1a = pa< RREAINE LT,

Jua— Lba—RE7a— =X THEHTHICE, 1 2B EOF— 7 0 —)L RBMEZ/2 D F
T, F— 74—V REF7e—2XTHHLOTT, £7a—0F— 7 4 —/L FiZiE, —H#HD
—EBOENPRESNTWVET, ¥— 74—/ FiE, matcha~> REFERHLTERSINET,

RIZ, ICMPIPV4 2 — R 7 4 — )L R&F— T 41— /L RE LTRET DB Z R LET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match transport icmp ipv4 code

wIZ, ICMPIPVA Z A7 74— )L R&EX— T 4 — )L RE LTRETHHERLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match transport icmp ipv4 type

. Yy hID—YEBOTUF
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match transport icmp ipvé .

match transport icmp ipv6

ICMPIPV6 DX A7 74—V KEa—RK 74—V R&E70— La—FDOFX— 7 4—/LKEL
THETDHITIE, 7e—La—Rar7 X aL—3 3 F— K Tmatchtransporticmpipvé
a<w REHFEHALET, ICMPIPV6 DX AT 74—V REa—RK 74— )L RE7m— L a—
ROF— 74—V RELTHERATLIORZT 4 E—7MCT5I2F. Z0a<wy RO noERAE
EALET,

match transport icmp ipv6 {code| type}
no match transport icmp ipv6 {code| type}

¥EX DA code IPv6ICMP =— RZ¥— 7 4 —/L FE LTRELET,

type IPv6ICMP ¥ A %% — 7 4 —/L RE L CRELFET,

AT RTFI4)E ICMPIPV6 A7 74—V FBXVPa— R 74— /L FiEF— 74— /L FE LTRES AT

ER VR
ATV RE—FK Zu—lLa—Rarz7F¥alb—ray
avy FERE )= ZENE

CiscoIOS XE Everest16.5.1a = pa~< RREAINE LT,

FEHEDAA KSq4y 7r— La—FRz7o— E=FTHHAT LT, 1 DU LEOF— 70—V FRRLETRD E
T, F— 74—V NE7n—%XBTH5HDTT, K70 —0F— 74—V Rz, —HED
—EBOENPRESNTWVET, ¥— 74—/ FiE, matcha~> REFEHLTERSINET,

WOFHTIE, IPVOICMP 22— K 74— /L R&EF— 74— /L RELTHELET,
Device (config)# flow record FLOW-RECORD-1

Device (config-flow-record) # match transport icmp ipv6 code

WOHFITIE, IPV6ICMP ¥ A 7 74—V R&EF%F— 74— L RELTHRELET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match transport icmp ipvé type

rvro—vgBEa<>F ]
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. match platform-type

match platform-type

7Ty N7 k=L EATIZESWTHIE Y 7 AZ5HMIT 212X, 2 hr— L 7 I 2A<y
7 4 VX F&— KT match platform-type =~ > F&HHA L £, ZOFKEEZHIBRT LI, 2
Da<r ROonBEREHEHALET,

match platform-type platform-name
no match platform-type platform-name

BXDERH platformname 75 k74— AD4
E-ILJ.O

ATV R TFI4NN T ANV NOBEBERMEITH Y A,

AT R E—F ayvbha—) I T A<y 7 4% (config-filter-control-classmap)
avy FERE )1)—=x EEAR
Cisco 10S XE Gibraltar 16.12.1 Zoawy RPREAINEL
77
Bl WIZ, VIAR YT T ANETT Ty v T3 —bX A TERETDHEHIZERTT HH
R LET,

Device> enable

Device# configure terminal

Device (config) # class-map type control subscriber match-all DOT1X_NO_AGENT
Device (config-filter-control-classmap) # match platform-type C9xxx

BEa<w> R avw U R SRBA

class-map type control subscriber | #4127 5 2 &2 {ERR L. &7 S A~y 7 4 V¥ T— K%
BAtE L £ 97,
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mode random 1 out-of .

mode random 1 out-of

TR DY T T EBHT L, Flexible NetFlow V> 77 — D3 v EEZFRET 51
X, oI —ar 74X a2l —3 3 F— KT moderandom lout-of =<~ F&EFEHL*
7, Flexible NetFlow %> 77—/ o MERRIERZHIFRT 212X, Z0a~2 Fo no B
ERERALET,

mode random 1 out-of window-size
no mode

BX DA window-size /%y NEJRIRT DT 0 R A R24EELET, HBETE 540132~ 1024
‘(“\—gﬂo

ATV R FIFLL YT TOF—REATy NHRBIEHE SN TOER A,

av>Y KRE—FK VoS T—ar T 4Kl — g
avy FER )1)—=x EENE

CiscoIOS XE Everest 16.5.1a = a~<> FRNEAINE LT,

FEEEDHA KSq4y TAATE, fH4ODEAEOY 7T =P R—brSnTHES, Ay MI, F 774>
P RB =2 DA T Az, =2 Y 7 RS D120 DA —WIZ K DT & Hhis
LTRSS NET,

\}

G¥)  determinisicx¥—UV— Rix, a2~ FIA4 D~V T AR VIR RENETH, HAR—F
S TWEFA,

i WOBITIL. 742 R4 21000 T v X LYo TV v 7 A ST LET

Device (config) # sampler SAMPLER-1
Device (config-sampler) # mode random 1 out-of 1000

rvro—vgBEa<>F ]
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. monitor capture (interface/control plane)

monitor capture (interface/control plane)

B4 FBLUON Yy e —HMEREL TCE=A Xy 7T vy RSV bERETDH, £
TXF X 7T ¥ ARA U MR A M &BEINT 5I12i%, FHE EXEC & — K C monitor capture
avy REFRHLET, BELEERAA L PRIy b7 —HHTE=X XY /T ¥
BT D, EEF v 7Ty RA 2 N EOEBOERAA v hOWT AR BT DI
X, Zoa<wr FonoBERE2FEHL T,

monitor capture {capture-name} {interface interface-type interface-id | control-plane} {in |
out | both}

no monitor capture {capture-name} {interface interface-type interface-id | control-plane} {in
| out | both}

B DEREA

AR R TFIAILE

capture-name ERTDF ¥ 7T v D4R,
inter face interface-type interface-type 35 & Ninterface-id & DA > % —7 = A A &4 RA
interface-id YRELTHELET, sIBOEKITKRD LB TT,

+ GigabitEthernet interface-id : ¥4 &~ k 4 —¥% %~ bk IEEE
8023z A X —T7 A A,

e vlan vian-id : VLAN, vian-idO#apHiL 1 ~ 4095 T4,

control-plane ayho— FL—r iR, o e LTHRELET,
in | out | both XY TTFv I8 774y OHMEREELET,

Wireshark & v 7 F ¥ TR E SN TV ER A,

aYY K E—F FrHE EXEC
av Y REE ) 1y—2 RENE
Cisco IOS XE Everest 16.5.1a Zoavwy RNEAINE L,

EREDAARZA

AR A IR ZDa<wy REFEHL TR Y 7F vy RA v MCEEMN TN L, FIaZE®E
THME—DFEIL, Zoa~xr RO noBERNEHH L TR A > FEHIBRL, B LW AR
AR A > e T A LT, kA v oM EEXTEEEA,

BHERA o M % TF v BA v R OHIRSHL, 1 SOHEERA 2 N ORBBEA T BT
WBEA. T TF v BA L MEREICEIER S U E T

ZDawy REJOBERRA L N THEITTDHZ LT, BEOERARA ey 7F ¥ A
v hEBEMT A EMTEET, RICHIERLET,
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monitor capture (interface/control plane) .

A H =T 2 ADOHITHHNTF ¥ T F ¥ N7y ME, AA v FOEESHZITI > TT
bh7-ZEHF (TTL. VLANZ 7' CoS. F=v 7% A, BLOMACT KL A, DSCP. 7L 5
Y, UP 72 L) BRIV ELHD FT,

FREDIAFIZF ¥ 7 F v BA > M ERT 2HAICITEH SN EEA, EEDIEF T v 7
F ¥ RA L N RNT A=K HEFTEE T, Wireshark CLI T, BH—FTDO /3T XA —ZEIZHIFR
XHY FER-A, ZNEFY T v FA U MEEERTDHEDICHERa~ Yy ROBEHIR L E
7,

VRF, F#A— b, 774 _X— FNVLANZWT N O A > e LTHERHTAHZLIXTEE
A,

Wireshark (%85G SPAN iR— R T v b Xy I ¥ TExEH A,

VLAN 73 Wireshark D8R A > b & LTHEHA SN TWAEE, X7y ME, AJTFRITO A
Xy IFrYENET,

451
WA VB —T 2 A AR A L FE LTHEAL TRy 7 F ¥ R"A v b2 EETD
IR EFEITLET,

Device# monitor capture mycap interface GigabitEthernetl/0/1 in
Device# monitor capture mycap match ipv4 any any

\}

GE) 2oBHOa<w s RE, ¥ F7Fy¥ BA L MDa7 74 A2 5ERLET, UL,

X ¥ 7 TF ¥ BRA L NBEEET AT DITMETT,

BEOERARA » MR oX ¥y 7 F ¥ RA U P EERTDHITFKREETLET,

Device# monitor capture mycap interface GigabitEthernetl/0/1 in
Device# monitor capture mycap match ipv4 any any
Device# monitor capture mycap control-plane in
Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 in
monitor capture mycap control-plane in

EHOBEGRA P TEBINTZF v 7 F v AV ISR A v FRHIBRT 51
IR EFATLET,

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 in
monitor capture mycap control-plane in

Device# no monitor capture mycap control-plane

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 in

rvro—vgBEa<>F ]
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. monitor capture buffer

monitor capture buffer

T Xy 7F ¥ (WireShark) DNy 7 7 ZRET HI21%. FibE EXEC & — KT monitor
capturebuffer <> REMHALET, TE=F X 7Ty NN 77 2 WHT 5, F2id Ay
T 7 BRI T BT 74V SOy 7 7 IRTICIE, Zoa<wr RO no R E
HLET,

monitor capture {capture-name} buffer {circular [size buffer-size ] | size buffer-size}
no monitor capture {capture-name} buffer [circular ]

XX DEREA capture-name Ry 7 7 BRREINDF ¥ 7T ¥ DL HI,
circular Ry T 7 MERIA T THLHZEEIRELET, BREZA 7Oy 7 713,

Ny 77 BNEESNEB LNy 7Ty ENT— 22 LEXTDHZ L
TT—ZDX v 7F ¥ ki LEd,

sizebuffer-size  ((£3&) v 7 7OV A XEFELET, &HEIT 1~ 100 MB T,

ARV RTFI4LE BBy T BRBRESHLET,

aYURE—F FiHE EXEC
avy FER Jiy—=x EERNE
Cisco 10S XE Everest 16.5.1a Toawy RNEAINE LT,

FEREDHA K54 I WireShatk D v 7' F ¥ ZRET D &, INUEDTER N 7 7 BIRE SN ET,
1

IMB DY A ZOYEERN Y 7 7 R ET 2 HEITREFATLET,

Device# monitor capture mycap buffer circular size 1
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monitor capture clear .

monitor capture clear

E=H Xy 7T v (WireShark) N> 77 %27 U7 352X, FrHE EXEC &— K C monitor
captureclear =~ > R&EHEHA L £,

monitor capture {capture-name} clear

XDt capture-name N 7 7RI U T ENDHF ¥ T F ¥ DLHE,

ATV RTFI4NE DN TrOarTreVEr7 VT IRERY A,

ATV R E—F FiHE EXEC
avy RER Jy—= EEAR
Cisco I0S XE Everest 16.5.1a Zoawy RREAINE L,

FEREDHA RSy FTY7F v, £33 1 DL EORMEMDNTZ S 477> monitor capturestop =2~ > K& A
H U722 % 7 F v MEIE S22, monitor captureclear =~ > RZEH L ET, Fv
7F ¥ MEIE L7212 monitor captureclear =~ > FE AN LA, Ny 77 1% vy 7 F ¥
ENT Ty RRBRNTZD, T 7 AN~DF ¥ TF ¥ Iy hOa v T 2 ORTFICE
F 417 monitor captureexport =~ > NIZITHETIH D TH A,

Ny ey 7 7 NIRET DB OX Yy 7 F ¥ 0384, AEFY a RAEZBT A0,
LW X 7Ty BT 2RIy 7727 VT LTL7EE,

il

mycap X ¥ S F ¥ T ROy Ty arT oY E 7 VT HITITREFETLE
D

Device# monitor capture mycap clear

rvro—vgBEa<>F ]
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. monitor capture export

monitor capture export

77 AMIE=LEF ¥ T F v (WireShark) &7 AR— T 5I121%, % EXEC E— R T
monitor captureexport =2~ R&fH L £,

monitor capture {capture-name} export file-location : file-name

BX DA capture-name T AR— T HF ¥ 7T v DL,

filelocation: filename  ({£i%) %+ 7F % A hL—3 77 A LOBFHE LT 7 A L4 %
f8E LE4, filelocation (2 H Al RE/REITR D &£ BV T,

eflash: o AR—F 75 v a2 A hL—

« :USB K747

ATVRFEI4IR XX TTFXENLEART Y MIRESNEE A,

ATy R E—FR H#E EXEC

2% FRE Jy—2 EENE

Zoavwry RRBASE LK,

FRLOHA KSq4y APL—VD5ENFY T F v /Ny 77 ThHhDHEHEIZOI monitor captureexport 2~ > N &
HHLET, 77 AMIYE— MZbr—UCHRFETEET, F¥ 7 F vy ELII Ty
Y I FrBEERICCOavy REFEALET, 7y by 7 Fvid, 12 EOKT S
AN 72 ST=35A . £ 721% monitor capturestop =~ K& AN+ 5 &I L £,
WireShark 73 2 % > 7 IND A A > FTEMINDY%E. N7 > b % ¥ 7 F ¥ LR O file-location
THREINTZT 77 4 T AL v FICHERENDET A A LICOBRAFEISNET, # : flashl |X
TIT 4 TIRAAL » FITHHF SN TOET, flash2iZ B X U 2L v FICEHRINTOET,
LA Ty b FX TTF ¥ ORIFITHEMN TE 2013 flashl 7203 TY,

)

CE) I R—PFPENTWARWTRAL ZREFNIT 7T 4 TR AA v FITHERE SN TOARNT /S 2%
T MFYTFYERELLD ETH LT —NRATHHREERD Y 7,

£l
Xy 7 TF ¥ Ny 77 ONEZ% flash K7 A 7@ mycap.pcap |27 AR — b T HITILK
EFEITLET,
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monitor capture file .

monitor capture file

EFE=HFX v 7T ¥ (WireShark) A bL—T7 7 A VEBHEEZRET DT, %%EME%%F
T monitor capturefilez~ > FEEHLET, A L=V 7 7 A VEMEZHIRT 512X, 20
a<vr ROnoBERAEHRLET,

monitor capture {capture-name} file{ [ buffer-size temp-buffer-size ] [ location file-location

: filename ][ ring number-of-ring-files ] [ size total-size ]}

no monitor capture {capture-name} file{ [ buffer-size 1[ location ][ ring 1[ sSize 1}
BX05H capture-name BEF %% v 7 F v DL,

buffer-sizetemp-buffer-size (L&) —Kf Ny 7 7 O A XEfEELE T, temp-buffer-sized
FiPHIZ 1 ~100MB CT9, Zid 7 v FMEEEZHIET 57201

BESNnET,
I_ocation file-location : EE) ¥ F ¥ AP L—Y 77 A VOBRFABIRT 741
file-name % HRE LET, filelocation |26 FTRE /I3 D & 50 T,

eflash: o AR—R 7532 A FL—

« :USB K747

ring number-of-ring-files (EE) ¥ T TF A DER T 7 AN F = — AR EIND &
B4V VU THRHOT7 7 A NVEERELET,
sizetotal-size (EE) ¥x 7T ¥ 77 A NVORTA REBELET,
ARVEFIALL BL
aAavYRE—FK FHe EXEC
avr FERE J1y—2 TERNE
Cisco I0S XE Everest 16.5.1a Zoavy RPREHEAINE LT,

FRLEDHA KS1 Y

A ML= DRI T 7 A VT h DHYEIZ 0O A monitor capturefile 2~ REEH L £,

T AMIYE—MIb =DV HRIFTEET, Nﬁ/%*%ﬁ?k@ﬁtﬁll®37
VREMHLET, Ty Ry T rld 1 DU EOKRT RN SN £00T
monitor capturestop =~ K& AJJT 5 E1EIEL £9,

WireShark 3 A % v 7 WD AA v FTHEASNDGAE, X7 v %+ 7 F x iZai1R O filelocation
THESNTET 7T 4 7T AL v FICER SN DT A A EICORRAFEIET, f : flashl 1X
TIT A TIRAAL v TR SN TOET, flash2id v Z U A1 v F IR I N TOET,

ZO%E. NIy b F v TTF o ORI T E DO flashl 7217 T,

rvro—vgBEa<>F ]
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. monitor capture file

\)

GE)  FJR—=PFPENTWARWTRAL REFNIT I T 4 TR AL v FITERE I TOVARNT S Z T8
oM FYTTFXYERFLIYDETA LT —BRET D AREMELRH Y 97,

il

77 v¥a RIATIREINTWD 7 7 A V4 mycap.pcap T H Z & ZIEET D
WZIIREFITLET,

Device# monitor capture mycap file location flash:mycap.pcap
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monitor capture limit .

monitor capture limit

X 7T v HIRERET DI, FiHE EXEC “E— K C monitor capturelimit =~ > K& L
F1, Fr 7 FYHIREZERTHIE,. 2oa~vr FonoBRAHEHA LT,

monitor capture {capture-name} limit { [duration seconds] [packet-length size] [packets
numj }
no monitor capture {capture-name} limit [duration] [packet-length] [packets]

B DEREA

AR TFI4IE

capture-name Xy 7 FrHlREF D LG TOEND F ¥ 7T ¥ DAHI,

durationseconds  ({£&) v 7 F v Hil () Z#EELET, #®PHIZ 1~ 1000000 T3,

packet-lengthsize  ({13) <7 v MR (N1 b) ZEELET, EEO ATy MIREED R
SEVRWGE. BHBAA FEIBIC K > TORSND|ADE v DA B
DHPRIFENET,

packets num (EE) ¥ 7 F YT L TR EIND Ty MEERELET,

F v I F Y HIBITRTESNEE A,

AT R E—F FEHE EXEC

avy FEE 1)1y —= EEHNE
Cisco IOS XE Everest 16.5.1a ZThawr RREAINE LA,
£

60Dt YT a VEIRB L4004 "Dy BT AV NEEZRTETHICITIRE
FITLE T,

Device# monitor capture mycap limit duration 60 packet-len 400

rvro—vgBEa<>F ]
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Fy kD—sgBEavUR |

monitor capture match

E=4% (Wireshark) ¥ ¥ 7 F ¥ IZx L THIRICA T4 a7 7 4V EZ EZEFRT HITIE, FF
¥E EXEC & — FC monitor capturematch =~ > F&2FEH LT, 207 4 ¥ Z2HIRT 51
X, Zoavr FonBEXEHEHLET,

monitor capture {capture-name} match {any | mac mac-match-string | ipv4 {any | host
| protocol} {any | host} | ipv6 {any | host | protocol} {any | host}}
no monitor capture {capture-name} match

B DEREA

AR FI4ILE

capture-name a7 T4 NEEEDYTHND XY 7T ¥ D4,

any TRTONT y FEEELET,

mac mac-match-string L1 ¥ 2 %4 v M AT LET,

ipv4 IPv4 7y NEFRELET,
host RA P EEELET,
protocol 7m haLEfRELET,
ipv6 IPv6 /7 R EFREL 7,

a7 T4 NZTRESNTWVER A,

avURE—FK FiHE EXEC

2wy REE yy—2 RENE
Cisco IOS XE Everest 16.5.1a Zoa~wy RRNEAINE LT,
451

V= AFE TSR EOEEDIP A=V 5 4y No—HT 5%y 7F v RA 2 b
I L TEY T F Yy RA L MBI RaT 74 VB EEHRTHITIL. WEFEITLET,

Device# monitor capture mycap interface GigabitEthernetl/0/1 in
Device# monitor capture mycap match ipv4 any any
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monitor capture start .

monitor capture start

FF7Z7 497 FL—=RARAL L FTRT Y b T —=Z DNy 77 ~DX ¥ 7FF v ZET 51203,
¥#HE EXEC &— K C monitor capturestart =~ > R&fiH L £,

monitor capture {capture-name} start

BXDEREA capture-name  fihqd % % v 7 F ¥ D4R,

ATV RFIAE DN TrOarTEZ I VT ENER A,

avU R E—F e EXEC
avy FERE Jy—=x EEAR
Cisco IOS XE Everest 16.5.1a Zhavwr RREAINE LA,

BERALEDHA RSAY TYTTFYRA L PPRERSNIRICNT v T =2 %% 7 F v 263 5I2iE, monitor
captureclear =~ FEEHLET, N7y hTF—20OF ¥ 7F v Z4F1L3 511X, monitor
capturestop =~ RZEHA L £,

CPUBIXUOAEY R EDUVAT A Y I —ANF Y 7 F v OBMBANEHATRETH D 2 L &1
BLET,

1

Ny Ty arvrTryYOxy 7F ¥ ElET DI REEITLET,

Device# monitor capture mycap start

rvro—vgBEa<>F ]
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. monitor capture stop

monitor capture stop

NT7T7497 RL—RARA L NTATy T —=ZDF % 7T v 2513 DI1TIE. FikE EXEC
& — K C monitor capturestop =~ > RZHH L F9°,

monitor capture {capture-name} stop

BXDEREA capture-name (= (k4% % ¥ 7 F ¥ DA R,

ATV RTFI4LE T N T T T F e NEITHTT,

avU R E—F F#HE EXEC
avy FERE Jy—=x EEAR
Cisco IOS XE Everest 16.5.1a Zhawr RREAINE LA,

FEHEEDHA KS4 > monitor capturestop =~ > FZffifl L T, monitor capturestart =~ > N2 & - THAM L72/8
Ty bTF=2OX YT Ty 2EIL LET, BB LOBERO 2 SO XA T DX ¥ T F ¥ Ny
T ERETEXET, BNy 77 BN TN RS T A, F—% X v FF v A B
ELET, EBEAY 77 RN FWIIRE E . T—X S v 7 F VIR LEG L. T—X %
EEESNET,

1

Ny Ty av7eIOxFxTF v 2B T DITFREIATLET,

Device# monitor capture mycap stop

Yy hID—YEBOTUF
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monitor session .

monitor session

R—= DT 74 v 73O DIT, A=V XKy b A vF RAR—KFT7FFA4% (SPAN)
tyvar, VE—MAAL v F RKFR— K7 FZ74H% (RSPAN) & v 3>, F7-i%Encapsulated
Remote Switched Port Analyzer (ERSPAN) &> g dDar 7 X o b— a »EFRIERT
L, BEEOE vy ar a7 4 X o b—y g BT 5I21E. monitor session 7 i —
NarZ4Xalb—varavy REEHLES, By arz22)73523F, Zoav
Y RO no BAZLEH L ET,

monitor session session-number {destination | filter | source | type {erspan-destination |
erspan-source} }

nomonitor session {session-number [destination | filter | source | type {erspan-destination
| erspan-source}] | all | local | range session-range | remote}

BX DA

session-number tyvarcislanstyrarFes, B
ETE HHPHIL 1 ~ 66 TT,

all TRCOEFE=HF Byarzr7 )7 LET,

local T_RTCoOu—INVE=FEyrarws V7T
l./\jzj—()

range session-range fESINTHEOE=4 vy arxz s V7T
]\/\ij—‘o

remote TRCOYE— b E=HF Ly rarv2r 7T
Li—j—o

avv R FI4ILk

AR E—F

EF=H By a VTERESNTWERA,

Jua—njarZ 4 FXal—rar

avy FERE

=R EENE

Cisco 10S XE Everest 16.5.1a Toawy RREAINEL
7o

Cisco IOS XE Fuji 16.9.1 type {erspan-destination |

erspan-source} ¥—7U— R
BAINE LT
Cisco Catalyst 9500 3/ U — &
ANRT =< AAL v TFIT
BASINE L,

rvro—vgBEa<>F ]



. monitor session

Fy kD—sgBEavUR |

JI=A EENE

Cisco IOS XE Gibraltar 16.11.1

type {erspan-destination |
erspan-source} ¥ — 7 — K78
BAINE LT,

Cisco Catalyst 9500 > U — X X
Ay FITHEASNE LT,

EELEOHA KS4> 220 —H/LSPAN v a3 VB X' RSPAN IME it v o a U AHAE O T i K fE 2 3%

ETHIENTEET, AL T FERIEFAAL v TFAZ v 7 BT, A7t 66 D SPAN, RSPAN,
BELOERSPAN b v g VAR ETE £,

RE R A%, show monitor £ EXEC =2~ K% AJ1 L £9, show running-config
¥ EXEC o~ K& AS19T5 & AA v F D SPAN, RSPAN. FSPAN, FRSPAN, B X
ERSPAN DR EZF T H I ENTEET, SPANERITH N OREMITICEREINET,

1

Wiz, a—H )V SPAN v 3 1 /B L T Pol3 (EtherChannel "— k) @ <
T4 EE=H L, By a DSPAN N7 7 ¢ v 7 % VLAN 1281 OARIZRET 5
BlarLET, MAANT 7 4 v ZITRETLEER L 9, ATEREILA F—T A
D FEHA

Device (config) # monitor session 1 source interface Pol3

Device (config) # monitor session 1 filter vlan 1281

Device (config) # monitor session 1 destination interface GigabitEthernet2/0/36 encapsulation
replicate

Device (config) # monitor session 1 destination interface GigabitEthernet3/0/36 encapsulation
replicate

Wi, ooty N7y 7FIEE5E T L721% @ show monitor sessionall =~ > KD
HhERLET,

Device# show monitor session all

Session 1

Type : Local Session
Source Ports H
Both : Pol3
Destination Ports : Gi2/0/36,G1i3/0/36
Encapsulation : Replicate
Ingress : Disabled
Filter VLANs : 1281
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monitor session destination .

monitor session destination

HHUCAAL v F RAR— b T7F 7449 (SPAN) & v 3 F£7/13 U E— F SPAN (RSPAN) %@
ey valmBL, Xy FU—2 X =2UT 4 T34 A (CiscoIDS Sensor 777 A T
270 E) OFEFER—F EOANNT ST T 4 v 7 A F—T ML, BEfF® SPAN %7213 RSPAN
vy alrTA X —T A AZBIMEZIFHIERT 5121%. monitor session destination 7' 7 —
SNV a7 4 FXalb—vary avwy REEHLET, SPAN £721X RSPAN & v ¥ = » ZHIbR
L7V, SPAN £721X RSPAN & v 3 UM bsidfef v ¥ —7 = A AZHIBRT HI21E, ZD=
< FOnoXEFEHLET,

monitor session session-number destination {interface interface-id [, | -1 [encapsulation
{replicate | dotlq} 1 {ingress [dotlg | untagged] } | {remote} vlan vian-id
no monitor session session-number destination {interface interface-id [, | -] [encapsulation
{replicate | dotlq} 1 {ingress [dotlg | untagged] } | {remote} vlan vian-id
BX DA session-number SPAN 721X RSPAN & v ¥ 2 > Tkl & %
by iarF S, FHETE2HMIT1I~66T
TO
interface interface-id SPAN % 721X RSPAN & v 3 = > Dside £ 72 1%

EETA A —T oA AEEBELET, B
A v H—T = AIYER— N (XA
AB T AN BV a—)b R— I NEFE
&tr) TT, BETXA L E—T A ZADGEE
X, A=K Fr XNV EENRA L H—T = A
ABATTHY, FFETE HHPHITZ 1 ~ 128
<d,

’ EE) B DA 2 —T7 = A ZFET-I1ZVLAN
ERELET, 0L, AioFEENS A X —
7 x A AFETIE VLAN O % 08 L F 9,
7= DRHLIZ A=A ANVET,

HEE) A ¥ —7 A AF71% VLAN O
FHAEELET, " 7 OFIEIZAR—Z
ANET,
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encapsulation replicate

(&) sdeA v X —7 = A ANEETA v
B —T 2 A ADH TR EE RS 5 Z
EERBELET, BRLARWEEDT 7 41
ME, *A T4 7 (X772 L) TO/ Ny
N DFEETT,
WOF—T— R, g—H/L SPAN IZF- 1A
% T3, RSPAN, RSPAN VLAN ID |Z5c™D
VLANID # FEX T 25720, 7y MIFIZ
& 775 L CiEE &ivE T, encapsulation 4~
Ta i, no B TIEEHE I E T,

encapsulation dot1q

(L) 5051 v % —7 =A A IEEE802.1Q

BT MEDEEITEA v H—T = A ADEE
Nry N AND L OICHEELET,
WOF—T— R, a—H /L SPAN 1272 HHE
%9, RSPAN. RSPAN VLAN ID [Z7t®D
VLANID # EEX 3570, 7y MIFIZ
Z 77 LCiEE EvET, encapsulation 4~
va i, no BERXTITER I ET,

ingress

AN T 7 4w IREEA F—T I LET,

dot1q

(f=E) $EESNT- VLAN 25 7 4 /L b
VLAN & LT, IEEE802.1Q # 7/t Ehi-
EEANT Y PEZITANVET,

untagged

(&) 8 E &N/ VLAN 275 7 + /L |k
VLAN & LT, Z7 LA 7 MbEan-5
g %7y Mzt AIvET,

ISLH 7 Mba2FERLCAN NI T4 v o &
BRIRT DX O ELET,

remote

RSPANEE e E 7o idsiet v a o U E—
N VLAN Z48E L ¥ 9, FBETE 26T 2
~ 1001 E£721% 1006 ~ 4094 T,

RSPAN VLAN | VLAN 1 (57 4/L F®D
VLAN) . $£721Z VLANID 1002 ~ 1005 (h—
27U v 7% X OVFDDI VLAN IZ PRI IS
A ElFTEEREA,

vlan vian-id

ingress ¥ —U— R EOREHINZHE, A
KT 74w 7IZxT %7 74/ ~®D VLAN
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:7)[37—‘-’77]-}[/|~ EFE=HF kEyva V&i%&ﬁéﬂfb‘iﬁho

1 — 7 /L SPAN D% %:AR— kT encapsulation replicate 23MEE /e > 286, 237 v MI
AT RMEDZ 7T LDORA T 4 TR TEE S E T,

ANEREITS R — P TET 4 =T Ml >TnE T,

all, local, rangesession-range. remote % nomonitor session =~ RZRETHZ & T, T
T® SPAN 5 L TONRSPAN, ™ _TPDu—B/L SPAN, #ill, T XTHORSPAN kv a %7

V7 &£,
avY kK E—FK Jra—r)ary 7 4 ¥al— g
avy FER 1) —2 —.
Cisco IOS XE Everest 16.5.1a S howy FAEASHE L

776

FEREDHA KS4> 82D —H/LSPAN £ v ¥ a VB L UNRSPAN XETtt v & a VA A G DR o R KA R
ETHZENTEET, AA v T ERLEFAA vTF AZ v 7 BT, A766 D SPAN I L TU'RSPAN
EyvarERAETEET,

SPAN F 721% RSPAN DFi IR — N THAILENH Y £,
AA o F EEFIZAALA vF AXZ v 7 BT, K64 DR — N 2fGTE £,

Koy a NFEBRO AN ELIIHEIIOEETEAR— P ERIXIVLAN 2505 2 LT E
TN, 120y a NTEETLR— b EXETVLAN ZHAEDED Z LIXTEEHA,
Kt va AIEBORSER— N ERAETEET,

VLAN-based SPAN (VSPAN) % fif L C. VLAN £7213—#?D VLANHNDOFR v hU—7 +F
T4 U BT BE . BHE5C VLAN OFT_RTDT 7T 7 "— b SPAN % 721 RSPAN
oy arOEETR— MRV ET, T R— MIVSPAN OXEILAR— b E LTEE
., E=H Y 7Sl VLANID O/ v METB5E0EHR— MIEE S ET,

1 2OAR =k, 150 VLAN, —#OAR—h, —#D VLAN, A— M, VLAN @i T k7
T4 I hE=FTEET, [|NATvar2HLT, #ERIT-EREOA ¥ —T =
A AE 71T VLAN 25E L £,

—#D VLAN £/203A v X —T =2 A AEBETH X, o~ () ORIZRICAN—ZDB P,
BCY, VLAN £723 A v ¥ — T = AOHHAEZEET H L XX, N1 7> (1) DORIRIZA
NR— AR PEETT,

EtherChannel R — k % SPAN F 7213 RSPAN Z8%5 R — b & L CERE CTX £ 9, EtherChannel 7
N—T DAL NRTHLWEAR— ME, 2R — e L THEHATEET, 7272 L. SPAN D%t
& U CHERET 581X, EtherChannel 7 /L — 7 IZ& T £/ A,

SEEAR— P E L THERA L TWAAR— ME, SPAN £ 7-1Z RSPAN EETLAR— MTT 52 21X T
XFHA, /0. FARFICEROE Y > 3 o O5EER— M TAHZ LT TEERA,

SPAN F 721X RSPAN 5i R — s Toh HA— b T IEEE 802.1X RiF& A F— 7 W45 &
1L CEET25, FA— FASSPAN%BSC E L CHIBR S 415 % TIEEE 802.1X #GEIET 4 E—7 T
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9, IEEE 802X FBFENAR— F ETCHATERWEA, A v TFIE=TI— A vb—VZ2IKLE
4, SPAN F7-1% RSPAN =204 — N TIZ IEEE 802 1X #R3FZ A X2 — 7 ST H 2 LN T
F7,

AT T4 o VBERRY NT—7 X2 T 4 T/ ATA R —TNVOEE, si5EHR—
MIVAFY2TRI 74 v 7 IR LET,

FESEAN— MIRD L5 REMEEARETE £7°,

» monitor session session_number destination interfaceinterface-id Zfhd ¥ —U— R72 L TA
NTnE, MHOHTvMUITZE T L LR | ATERETA X —T7 TR £H A,

+ monitor session session_number destination interfaceinterface-idingress # A7) L7236 13,
HI1 7 e fbld # 77 LT, AN T vMAGIZZEDH & I1Hki< F—U— K23 dotlq &
untagged DWW TH LN L > TRED £7,

» monitor session session_number destination interface interface-id encapsulation replicate % i

DX —T—FRRLTANTLE, MO TvMUITY AL U E—T oA 2D TRV
fEEBERL, ADEEEITA F—T7 M0 8 A (Zhudu—2 /L SPAN I ICHEA L £
. RSPAN (T4 7 /LD Z R —F L THEEA)

» monitor session session_number destination interfaceinterface-id encapsulation replicateingress
E AN LTSS, MOA 7B MU E A v =T = A AT T UbEER L, AT
BT 'BMEITEDH E1TH K F—T— K¥ dotlg & untagged DWT I TH BT L - T
REDET (ZHIFEr—L/0 SPAN 722 M L E9, RSPAN (I 7 /A LD EEE W
AR—=HFLTWEEA) .

RE & R A I2iE, show monitor 54 EXEC =2~ > K% AJJ L %9, show running-config
%@EnﬁzV/%%ﬂﬁ#ék\X4/%@$mMISMN\mmm\k;0ﬂ$MN®
REERTTDHIENTEET, SPAN FHILH N OREMTICRRTEINET,

451

wOFITIE, a— wASMNk/yay1%¢&L AB 7 AN DEETLR—
RMIDBRE T AN 2O5ER—F2ICEZETDEN T 74 v 7 T2 50
EERLET,

Device (config) # monitor session 1 source interface gigabitethernetl/0/1 both
Device (config) # monitor session 1 destination interface gigabitethernetl/0/2

WOFE T, 38R — FEEAFEO e —H /L SPAN Y v a U BEIRT 5 HFEERL
F7,

Device (config) # no monitor session 2 destination interface gigabitethernetl/0/2

WOEITIX, HHEETA X —T 2 A A%F=F Y 7+ HRSPANEETE Y 3
V1 EFHEL., S 5HIT55E RSPAN VLAN 900 2% ET 5 HEAZRLET,

Device (config) # monitor session 1 source interface gigabitethernetl/0/1

. Yy hID—YEBOTUF



| #vybro—bEBa<oR
monitor session destination .

Device (config) # monitor session 1 destination remote vlan 900
Device (config) # end

WORFITIX, FT=ZV T EINTNT T 4 v 7 &#ZETHAA »FIZ, RSPAN 56%¢
Tty ar 10 5RETDHHFEERLET,

Device (config) # monitor session 10 source remote vlan 900
Device (config) # monitor session 10 destination interface gigabitethernetl/0/2

WOFITIE, IEEE 802.1Q 71 7/ E/MbE YR — T o tFx= V7T ¢ 2E@EEFEH L T,
VLANS DA 8T 7 4 v 7SS T D50 — e ET 2 hiEZ R rLET, 1)
N7 7 4y ZITEETRO I Tk EER L ET, AJ) T 7 4 v ZIX IEEE 802.1Q
7T MMEEERLET,

Device (config) # monitor session 2 destination interface gigabitethernetl/0/2 encapsulation
dotlqg ingress dotlg vlan 5

WOFITIE. Bt RE— LWk x 2T 4 T, X EFH LT, VLAN
SEDOATINT 7 4 v 7 DR — NeRHETHHEERLET, HWOINT 7497
BIOAN ST 74w 7135 T2 1L T,

Device (config) # monitor session 2 destination interface gigabitethernetl/0/2 ingress
untagged vlan 5
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. monitor session filter

monitor session filter

7 1 —~_—2Z SPAN (FSPAN) t v 3 X7 @ —~—2Z RSPAN (FRSPAN) %{E7CF 721356
ety varEH LBBT D, £ ED VLAN ICK L CTSPANEEIL b T 7 4 v 7 &
HIFR (7 4 V2 ALEE) 9 5121%. monitor session filter 7 o2 — )L 27 4 Falb—v g o
~» REMHALET, SPAN /21X RSPAN © v v a Vb 7 4 VX EHIBRT 5121, o=
~ RO no B ZMHEHA L E9,

monitor session session-number filter {vlan vlan-id [, | -] }
no monitor session session-number filter {vlan vian-id [, | -] }

X DERHA session-number SPAN ¥ 7-1Z RSPAN & v > = » Tkl a5
tyvaBEE, BECTESHEMAIZ1L~66T

TO
vlan vian-id SPAN HETE N 7 7 4 v 7 ZHEED VLAN (2

BIRT A7, NI 7 DEETLR—FED
74N ELTVLAND Y X NEHELET,
vian-id THE T 2 6L 1 ~ 4094 T,

f£5) %0 VLAN 23 5E Lx4, £7-i1T
VLAN #PH 2 Fi o b XE Y £9, ho
< DEHLIZAR— 2 E ANLE T,

- ({EE) VLAN O&iHz2fRE T LET, N1 7
VOREICAR—RE ANE T,

:7)[;‘7—“-’771-}[/|~ E=HF kEyva V&i%ﬁéﬂfb‘iﬁ/vo

avY kK E—FK Jra—r)ary 7 4 ¥al— g
avy FER )1y —2 P —
Cisco IOS XE Everest 16.5.1a Ty RBREASHE L,

FEREDHA KS4> 220 —H/LSPAN £ v ¥ a VB L UNRSPAN #E7tt v & a VA MAG DR o B KA R

ETHIENTEET, AA vTFFHITAAL vF A X v 7 BT, A5 66 D SPAN I L. (*RSPAN
tyvalrERATEET,
120 VLAN, F7213EE 0 AR — F° VLAN, FrE#HOR— NS VLAN TR 7 4 v 7 %
=X TEET, BEEELITERHEAOVLAN Z248ET 5121%, [|-1A 7 v a v aEHLET,
DO VLAN Z2f8ET D & X3, B~ () ORIBRICAR—ZANKETT, VLAN Q&%
BETDHEEF, N7 () DREHEICAR—ANNVETT,
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VLAN D7 4 VB2V o 70%, b7 7 OFEIA— b ET@ERSL7z—#H D VLAN O3 > |k
U—2 I T7 4y VN ESRLET, 7740 FTIE, $XTD VLAN 3 b7 7 OEE
JEAR— FTE=X VU 7 E4E T, monitor session session_number filter vianvian-id =< > R %
T HE. FTU I EETLAR— RO SPAN T 7 ¢ v 7 Z4R7E SiL7z VLAN 72 1HZRE T
xET,

VLAN OF =X U > 7B IR VLAN O 7 4 L& U o 73 B 72 % T3, VLAN 2
FEITLDOEGE, VLANOZ 4 V2 o T3 F—T M TEFEHA, VLANOTZ 4 V2 ) T
BEREISNTVWAEES. VLAN ITEETTIIRA I ENTEEH A,

RE R A%, show monitor £ EXEC =~ K% AJ1 L %9, show running-config
¥i#E EXEC 2~ R&EAJSIT5 & AA v F D SPAN, RSPAN. FSPAN. 1 X' FRSPAN @
REEFRTTHILENTEET, SPANERITH NI OREMITICERINET,

1

WOHITIE, BEfFO® Y a D SPAN N T 7 ¢ v 7 ZFRED VLAN 72 ICHIR T 5
FHEERLET,

Switch (config)# monitor session 1 filter vlan 100 - 110

WIZ, B—H/VSPAN v a1 ZERLTAX v 7 AN ORETAR—F1 &
AB T AU NLDFEER— NOEZEREDO T 7 v 7 HF=4 L, FSPANt& >~
TalrTT IR VA NESIREHEHALTCIPVE N T 7 4 v 7 %7 4 VE2T 565K
L/i‘é—o

Device (config) # monitor session 1 source interface gigabitethernetl/0/1 both
Device (config) # monitor session 1 destination interface gigabitethernetl/0/2
Device (config) # monitor session 1 filter ip access-group 122
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monitor session source

AA v F RIR—FrT7FF7A4Y (SPAN) v 3 F7201% Y F— F SPAN (RSPAN) #%ETt v
varEBGT D, FIEEEFO SPAN £721E RSPAN v 2 a U TA V¥ —7 = A A% B
* 721 3HI 4 2121, monitor sessionsource 7/ e — %)L 27 4 X al—v gy avw s Ky
fEFILEJ, SPAN £/2/ZRSPAN v g U ZHIBR L7V, SPAN £7/2/ZRSPAN & v 3
MHEETLA VX —T = A ZEHIBRT I, Zoa~vr FonoBEXEFHLET,

monitor session session_number source {interface interface-id [, | -1 [both | rx | tx] |

[remote] vlan vian-id [, | -1 [both | rx | tx]}

Nno monitor session session_number source {interface interface-id [, | -1 [both | rx | tx]

| [remote] vlan vian-id [, | -1 [both | rx | tx]}

BX DA session_number SPAN E72/X RSPAN & v ¥ 3 > Tkl & 5

tyvarFE S, FEETEDHMIT1~66T
j—o

interface interface-id SPAN £ 721X RSPAN & v ¥ a3 v DX[E LA v

B —T oA AGfRELET, AL H—
T A AIWEER— K (XA AZ T A
VR 'Y =)L, R— " ESEET) T,
WEETA v Z—T oA ZADEARIT, R—FF ¥
FINEFNI2A VB =T 2 A AXATTHY
fRETE 2%PHIZ 1 ~ 48 TY,

, (B DA % —7 = A AE721ZVLAN
HEELET, £2iE, AiO#HHNS A 7 —
7 = A AE 721 VLAN O#iPHZ 58E L £,
W< DHHZLIZANN— A% AIVET,

- (&) A% —7 =4 AFE7-1X VLAN O#i
HAERELET, A 7 UDORIEICALN—2
ANET,

both | rx | tx EB) E=2 VL ITB T 7497 DF
MEZRELET, FT 74 v 7 DO MERE
LRWEA., BETA v ¥ —7 = A ATk
BONT 747 BEELET,
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avU R TFI4ILk

ATV R E—F

monitor session source .

remote (fEE) RSPANREE L E-Is6kkt v a v
DYVE—KVLAN ZHELET, HETZ2S
HPHIX 2 ~ 1001 F£721F 1006 ~ 4094 T,

RSPAN VLAN | VLAN 1 (57 4 /L h®D
VLAN) . $£721Z VLANID 1002 ~ 1005 (h—
27 ) 7% L OFDDI VLAN (2 7RI%) 12
WMAHIEIXTEERA,

vlan vian-id ingress ¥ — U — RIZFCEH S =5E6, A
HEFT 4 v 7I2F 74/ h®D VLAN 2R iE
Liﬂ‘o

EFE=F By g VIERESNTOERE A,

BETAVE—T oA ADT 7 F/V TR, ZEN I T4 v 7 ERENT T4 v IO T &2
=2V 7 LET,

FEETR—MELTHERAEND NI I A2 —T 24 2 ETE, §COD VLAN BNE=H
Vo7 EnET,

Ja— ) ary7 4 Xab—ag

avy RERE

FREDHA FS14 Y

Jjy—= EERNR
Cisco 10S XE Zoawr RREAIRE L,

Everest 16.5.1a

EETTAR— M ERITEEIT VLAN ZHBA Y T35 87 7 ¢ » 271, SPAN £ 7213 RSPAN % {#
LCE=HFTEET, BEEILA— MELITEE L VLANIZLV—T 4 7 SND T 7 4 v 7
ITE=FTXEHEA,

2501 —H /)L SPAN £ v g VB IONRSPAN EE T v ¥ g VAL Y- K E A 7%
ETHIENTEET, AA VT ELFAA vF AZ v 7 BT, AF66 D SPAN 35 L UNRSPAN
Ty va v ERETEET,

WER— K, R—F F¥ /b, VLAN DIEETICRLEZENTEET,
Ky va NUTBEEO AN ELITHIORE TR — N ERITVLAN 25905 Z LR TEE

TN, 120ty a NTEEILER— N EREILVLAN ZHAEDLEDL Z EIETEEHA,
K va NIEEORBER— N ERAETEET,

VLAN-based SPAN (VSPAN) %f#H L T, VLAN £721Z—#D VLANINO X v T —27 7
T4y BT 556, BEIC VLAN OFTXTOT 77 47 R— F 5 SPAN F721% RSPAN
oy arORETR— MRV ES, FT 7 R— MIVSPAN DXELAR— & LTEE
N, £=#1Y 7 &7z VLANID O3 v TR dR— MO ESnE T,
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1 DOAR— K, 120 VLAN, —#HOAR— b, —i#@ VLAN, 77— MifH, VLAN &iH T K7
T4y I TS TEET, LA T varz2EHLT, #EETERHOA X —T =
A4 AFE7-IX VLAN 2 E LET,

D VLAN £7203 A v X —T =2 A AEEETH L&, o~ () ORIZIC A=A
FWCTY, VLAN £33 A v X —T7 = A ZADOFPAZFEET D & X, A 72 (o) DORiEIZA
/\O*‘X 75%%%“("’9,«0

il %2 DR — MIZEIN S5 2 EtherChannel [IZZ ML CTWAB b E=X ) 7 3T5Z R TExET,
F 72, RSPANE(GEA ¥ —7 = A AL LT port-channel &5 % 5 €3 5 Z & T EtherChannel
Ny RVERE®T=2) o IT5 2N TEET,

SEdeR— R & LT LTV AR — NI, SPAN F7-1% RSPAN EE LR — MZT A2 LI1ELT
XFEHA, T2, FRHCEROE Y > a v O5EER— MITHZ LT TEXERA,

SPAN F 721X RSPAN E{Z 50— N CTIXZ IEEE 802 1X ZRGFAE A R — T I T H LN TEE 9,

FRE & HERRT DI, show monitor #5# EXEC =2~ > K& AJJ L £, show running-config
e EXEC o~ REANJ19T5H &, A4 »F D SPAN, RSPAN, FSPAN. i3 J OYFRSPAN ®
WEERRTHIENTEET, SPANHFHITHE N OREEMTICERENET,

1

WOFITIE, a— BV SPAN Y g 1 ZERK L, AF w7 A1 OEETAR—
MIMWHRAZ YT AR DEHER— N 2ICEZETDEIN T T4 v 7 BT X5
HEERLET,

Switch (config) # monitor session 1 source interface gigabitethernetl/0/1 both
Switch (config) # monitor session 1 destination interface gigabitethernetl/0/2

OB TIE, BEOEETLA LV F—T oA A%F=FY 735 RSPAN EfE Ttk »
Tarl BFEL. SHIT5E5 RSPAN VLAN 900 # R ET 5 HiEA R~ LET,

Switch (config) # monitor session 1 source interface gigabitethernetl/0/1
Switch (config)# monitor session 1 source interface port-channel 2 tx

Switch (config)# monitor session 1 destination remote vlan 900
Switch (config) # end
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monitor session type

2 — 77 /L@ Encapsulated Remote Switched Port Analyzer (ERSPAN) & > ¥ = U ZFET HITIE,
Jua—/)L ary7 ¥ ab—3 32 F— KT monitor sessiontype =~ > R&2HH L £9,
ERSPAN & E & BT 5I12iE, o=~ Fono Bz LET,

monitor session span-session-number type {erspan-destination | erspan-source}
Nno monitor session span-session-number type {erspan-destination | erspan-source}

X DERHA span-session-number | 7 —# /L ERSPAN £ v ¥ 3 > OFK =, AZMEIL 1 ~ 66 T,

ATV RTFI4)0k  ERSPANRE L E/iFsifet vy va VidRES LTV E A,

ATy R E—FR Ju—s)b ary7 4 Falb—a s (config)
avr FERE J1)—x EERE

Cisco IOS XE Everest 16.5.1a | = a~> RWNEAINE LT,

Cisco IOS XE Fuji 16.9.1 erspan-destination ¥ — VU — RV E A S L7z,

Cisco Catalyst 9500 > U — R /NA RT p—< L A AA v F|TE
ASINE L,

Cisco IOS XE Gibraltar 16.11.1 erspan-destination & — 7 — RBREAINE LT,
Cisco Catalyst 9500 > U — X A A v F|THA SN E LT,

FERLEDHA KS4 > span-sesson-number BE L v a ¥ A 7E, RERITELTEEHA, By ia UV EHIBR
T35, Zoa<wrFonBEXEHEAL, ittty rarIDEZEFFLWLVEY g v
AT TRy a rEREERLET,

ERSPAN EEtt v a VDSEHRIP 7 RV AN GBHEAA v F EDA X —T =2 A4 ATRE
SNBHMENHD) . ERSPANSIEE v a A5kl — MIEETAH NTF 7 4 v 7 OFEET
T9, ERSPAN E=4%itt v ar a7 4 F¥alb—r g E—RTipaddressz~ > K
PEMALT, HETEyvaresttty s a v OmGICRUT RLAZHRETEET,
FLLSEESNTZERSPANE v > 3 >k, 7 7 4/L b CTshutdown OIRAEIZ 72 W £9°, ERSPAN
Yty a ik, BELA X —7 A A, ERSPANID, ERSPANIP 7 K L A7 X Dfthd 478
REE EBIZnoshutdown 2~ RBRESINDETHET /T4 7 DEETT,

ERSPANID (2 &V, RUFGIP 7 KL RIZEFET 5 ERSPAN N7 7 v 7 L $72 % ERSPAN
EETE Yy arENRBIENET,
7 —# /L ERSPAN 25E2 5 v a v O REIZ S ICHIBRES N TWET,

#l YT, ERSPAN (2550 v o o v & B a8+ 5 6l %5 L £,
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Device (config) # monitor session 55 type erspan-source

Device (config-mon-erspan-src) #

BEav R avUR

FiEA

monitor session type

ERSPAN £{Ett v a B 5E-I3sket vy a V& s
PERRT D0, By g I LTERSPAN By g 2 =
V74X 2l —Tary B— REBGLLET,

show capability feature monitor

TR T O RAER TR LET,

show monitor session

ERSPAN, SPAN, RSPAN ®t v i g VIZT 5 EHRAFR
[/\jz—a’_‘o
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option .

option
Flexible NetFlow D7 0 —T7 AR—HZ DA T2 a v DT —H T A —F ERETHITIE, 7
O— T/ AR—H a7 4FXal—arET—RKToptiona~> FEEfALEY, 7o—=
JAR=BDOF T a DT =4 "I A=2&HRT 25123, Z0a<x Fono BRE -
LET,
option {exporter-stats|interface-table| sampler-table} [{timeout seconds}]
no option {exporter-stats| interface-table| sampler-table}

B DEREA exporter-stats Tu— g AR—ZOREHERA TV a VERELET,
interface-table TOa—T I AR—EDA E—T 2 A AT —T VAT g

CEHRELET,

sampler-table TJu— T AR—=EDTI AR— kYT T— T —T )L

AR R FIAILE

AU FE—F

T arERELET,

timeout seconds EE) 7a— == AR—FZDOF S 3 OFEREZH
BALCHRELET, IHETE H#MIT 1 ~ 86400 T, T
7 4V MiZ 600 T,

ZA LT T ME600 TS, MOTXTOFTvary F—F RIA—FFHRESNTNEY
Ao

TJH— TV AR—HF AT 4 Xal— 3

avy RERE

FRLEDHA KSA Y

J1)—=x EERNE
CiscoIOS XE Everest16.5.1a ~ o< FRNEAINE LT,

optionexporter-stats =~ > R&ZF{79 5 &, La— N A ML #ESR ATy Mg
E. 7 AR—Z OFFHERPEHICEFE SN ET, Zoa~vr FEEALT, a7 ik
ZETHTI AR—F ba—Rory MAKRZRMLY 9, A7 a DX A L7 7 R T
IE. LAR— ERREEINIHEEZERT T ET,

option interface-table =~ > K& FE4T795 &, A7V ar T—7ANEMHICHEINET,
IOFTvar T NEFEHLT, a7 E7a— La— RIS T2 SNMP A
VH—T 2 AARAA VT I AEEZEA L H—T 2 AL~ T LET, AT varoxA
LT RTHE, VAR IMREESNLOBHEEZERTEET,

option sampler-table =~ > R&3FEfTT 5 &, A7V ay T—7UNEMMICEEFEINET,

COF T arT—7M%, HEY U T T —OREOHMPEENTEY ., ZhE2EHAL T,
AL AIMEEOT7n— La— RCEESNTWDE 77 —1ID &, 7 a—0O#KEHERD A
T Ty PR EILY Yy BT LET, A7 arOF A LT YU MTHE, LAR—
FREESNDOBELEETEET,

rvro—vgBEa<>F ]
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. option

Zoa<y RET 740 MREICETIZIL, nooption £ 7213 default option 7 17— T 7 AR —
ZarZ 4 Fal—varavr RefHALET,

KOFITIE, Yo o7—F 7> ar T—TNDOEMREEEA F—T NI LT, =
VIR TYH T T—IDEY T T7—DH AT L — NI~ B I TBHEEZRLE
—éqo

Device (config) # flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# option sampler-table

WOBITIE, Va— R, a1 M HESINEZAATy MR E, =7 AR—FOF
FHHEROEMM B E 2 A X —T N T D5 HFEEZRLET,

Device (config)# flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# option exporter-stats

WOFITIE, A7 ary T—TLOEMNREEEA X—T NI L, FO4 T 9
F—TNEaL I X TERALT, 7u—La— RIZEEEIN TS SNMP A o & —
T2AAA LT I A A H—T 2 AZII~ BT 55 ER2RLET,

Device (config) # flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# option interface-table
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record

record .

Flexible NetFlow 70 —F =X D7 —L a— KZBMTHIZE, 7o—F=HF a7 4F=a
L—vay E— KTrecord 2~ R&fiH L £9, Flexible NetFlow 72 —F=X D7 a— L
a— REHIBRT A1, 2oa~<vry RonkEXs2ERALET,

record record-name
no record

B DEREA

AR TFIAILE

aAvU kR E—F

record-name EFIERE L2 —VPERO T o — L a— FOLRT,

7u— La— REIREINTHEREA,

TJH—F=HF a7 4 Xal—Tgy

avy FERE

FRLEDHA KSA Y

J1)—=x EERNE
CiscoIOS XE Everest16.5.1a “ o~ FRNEAINE LT,

Ta— =T, v vz NVORNEBLORLA T YU FEERTHLa— K34
ECTT, 70— BRI EIERFRERFALI—FR 7x—~> "D 1 22#EHTHZ
LY, Bk —YRMEDOLa—F 73—~y FEERTHZ L TEET,

\)

(F) 7wo—%F=%Treord 2~ RO/NT A —HZEET 5HH1Z, noip flow monitor =~ > K%

il

LT, $_XTOA L E—T =2 A ADLHEAFELDO 70— =4 ZHIRT 50BN H Y £
—g—o

WOHITiL, FLOW-RECORD-1 ZfFEHTA L5 Ic7rn— E=FE2RELET,

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# record FLOW-RECORD-1

Yy bID—YEBOTUF .
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. sampler

sampler
Flexible NetFlow 7 = —% 7 J — & {ER{ 3 % HBEAF D Flexible NetFlow 7 17— 75 — %78
¥ L. FlexibleNetFlow 70— H% 7T — a7 4 X2l — g T— REBT 2120 7
0= L a7 4 Xalb— g E— RRCsampler 2~ REFHLEST, 77 —%H|
B si2id, Zoa<wr FonoJBRAEMH L £7,
sampler sampler-name
no sampler sampler-name

BX DA sampler-name  {Epg 72 1IEE 57 v — P 7T — D4R,

AR TFIHILE

AUk E—F

Flexible NetFlow 7 2 —H 7 Z — IR E SN EH A,

Ja—_) a4 Xal— g

avy FERE

FRLEDHA KS1 Y

3l

)1)—2x ZHEAR
CiscoIOS XE Everest 16.5.1a = o~y RN A X E L=,

Ta—Y T T3 INLTy MERIRTLZE T, "I T4 v 0 BE=2T 5700
|Z Flexible NetFlow (2 X > CTHx v b T —2 T, A THELL2AMEEBT H7-OICHH SN E
T, Ny FOFMNS 1Ny FOEIETY T S L— R ERELET, Tu—F
7T =k, b7V 7 &h7z Flexible NetFlow & E¥E4 A7-lc7n—F=2 L L Hi2A
B —T oA AZHEHENET,

Ta— BTN T A R—=T T DI, NI Ty 7 aiIE LT, Tre— =4
WEV S TAHLa—FERELET, AV F—T oA R T T— %G 7T u— =X %
A42e, YoFV o7&y NIV 7 I—iIc ko THRESNIZL— F THIF &,
TR —E=HIIHINT A7 e — ba— RReiahET, ot shds sy v e— L a—
RIZ Lo THRESINLEFEELTTETHE, 7r— =% Xy v alliBMESnEd,

Wiz, 7ua— B 7T —D4h SAMPLER-1 Z1Ed 5612~ L £9,

Device (config) # sampler SAMPLER-1
Device (config-sampler) #
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show capability feature monitor .

show capability feature monitor

T X REICBIT DI A R 512X, FiE EXEC £ — KT show capability feature monitor
avy REMHEHLET,

show capability feature monitor {erspan-destination | er span-source}

BX DA erspan-destination 3% 7 @ Encapsulated Remote Switched Port Analyzer (ERSPAN) 3%{5
Tty va NCETLERER I LET,
€rspan-source TRTCOBEFLD T O — VAL T T L— N eFERLET,
avy R E—FK i EXEC ()
av Yy FERE 1)) —2 TEAR
Cisco 10S XE Everest Toawy RREAINE LT,
16.5.1a
Bl iz, show capability feature monitor erspan-source =2~ > RO HHZ R L £,
Switch# show capability feature monitor erspan-source
ERSPAN Source Session Supported: true
No of Rx ERSPAN source session: 8
No of Tx ERSPAN source session: 8
ERSPAN Header Type supported: II
ACL filter Supported: true
Fragmentation Supported: true
Truncation Supported: false
Sequence number Supported: false
QO0S Supported: true
KIZ, show capability featuremonitor erspan-destination =~ > RO H il 2 /R L £ 9,
Switch# show capability feature monitor erspan-destination
ERSPAN Destination Session Supported: false
EEav>F avw vk B
monitor session type ERSPAN {5tk v v a VEBEZERT 20, Byia v
érspan-source ICXLTERSPANE v gy ary 7 4 Xal— gy &—
NZBa L ET,

rvro—vgBEa<>F ]
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. show class-map type control subscriber

show class-map type control subscriber

RESILTWDLHIHARY =D 7 7 2~ v i & £ T 51203, %l EXEC E— R T
show class-map type control subscriber ==~ > F&H L £9°,

show class-map type control subscriber {all | name control-class-name}

WX OHRH all TRTOHERY S —Ds T 2
~ v FEHEREE R LET,

name control-class-name BELEZHERY o—nr T 2
~ v IHEHEHRAEFRRLET,

Qv VR E—F e EXEC (#)
2%y REE yy—2 EENF
Cisco IOS XE Everest 16.6.1 ZThavwry RPREAINEL
7
i RIZ. show class-map typecontrol subscriber name control-class-name =~ > K ® H 734
o LET,

Device# show class-map type control subscriber name platform

Class-map Action Exec Hit Miss Comp
match-all platform match platform-type C9xxx 0 0 0 0
Key:

"Exec" - The number of times this line was executed

"Hit" - The number of times this line evaluated to TRUE

"Miss" - The number of times this line evaluated to FALSE

"Comp" - The number of times this line completed the execution of its

condition without a need to continue on to the end
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show ip sla statistics .

show ip sla statistics

Cisco IOS IP —E X L~ULHK] (SLA) OT X COEMEE /I E SN T-8EOHREE-1X
ERESNTZEEAT — 2 2B L OEHERZ FR T 5121%. =—9 EXEC &— RN £ 721358
EXEC “£— KT show ip dastatistics =~ > R&fEH L £,

show ip dla statistics [ operation-number [details] | aggregated [ operation-number |
details] | details)
EXDERH operation-number (EE) BIEAT — X 2B LOWGHEW A KT 2EIfED
Fiz, ZIT AL DIEOHIHIL 1 ~ 2147483647 T,
details (EE) sFMHDEREL 7,
aggregated (fEE) 1P SLA MR &2 faE L £,

aAavv R TFI4ILk

B L TWAT_XTOIPSLA B0 hE R R LET,

sESTE = =~ EXEC
¥#HE EXEC
avy FRER J1)y—=x EERNE
Cisco I0S XE Everest 16.5.1a Zoawy RREAINE L,

FEREDHA K4V

BEDE D ORKGERER . BERT 77 4 7 E 5 0, 58 TRZIZ: & TP SLA BiEDBIEDIR
RBZ KT 5I21E, showip dadtatistics /] L9, HAZIE, &EO (RFET L)

BEICH L TRSNTZE=Z Y 7 T—2 b B ENET, ZOERSNTEBFEID X, X~
T F v A MREICR LT, EBEREROERFFO—HE L Tshowipda= 7 4 ¥ =
L—Yayavy REHT L ERREINET,

HDVARS K LT Z R T 51213, ZOREOBRIEIDIZshow =z~ RE AT LE
j—O

Ll
Iz, showip dastatistics =~ > ROl Z R~ L £T,

Device# show ip sla statistics

Current Operational State

Entry Number: 3

Modification Time: *22:15:43.000 UTC Sun Feb 11 2001
Diagnostics Text:

Last Time this Entry was Reset: Never

Number of Octets in use by this Entry: 1332

Number of Operations Attempted: 2

Current Seconds Left in Life: 3511
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. show ip sla statistics

Operational State of Entry: active

Latest Completion Time (milliseconds): 544

Latest Operation Start Time: *22:16:43.000 UTC Sun Feb 11 2001
Latest Oper Sense: ok

Latest Sense Description: 200 OK

Total RTT: 544

DNS RTT: 12

TCP Connection RTT: 28

HTTP Transaction RTT: 504

HTTP Message Size: 9707
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show monitor .

show monitor

T_RTDOAA vF RR—FT7F 5 A% (SPAN) BLWY E— F SPAN (RSPAN) v 3
BT AR A FRT DI, EXEC E— KT show monitor =~ > RaAEH L £,

show monitor [session {session humber | all | local | range list | remote} [detail]]
X DR session (fE&) $5ESH7= SPAN & v ¥ 3 v DI

EREALET,

session_number SPAN ¥ 7-1Z RSPAN & v 3 Tkl & 5
tyva G, IBETEHHEMILI~66T
7

all (EEE) T _TOSPAN v g v #FRL
*9,

local () m—H/SPANE v g v P45k
~LET,

rangelist (EE) —E#iHD SPAN & v g v 2R

LET, listidAet v v a O T,
range [ZH—Dv v a v FF2 08T
EINSWETF IO ANA T TRty v a
YOFPTY, I~ XU DRT A—HZ ]
F I A T AREDOFHPIZ A= TS
LEHA,

GE) ZDOF—U— KL, ¥ EXEC £—
ROBETZ T ATHE T,

remote (£ VE—RSPAN v a Pt a#
RLFET,
detail (B BEShEt vy a v OFMIERE
FRLET,
avYRKE—FK . —4% EXEC
M EXEC
AV FEE Y1—2 ZENS

Cisco IOS XE Everest 16.5.1a Z o~ R EAINE LT,

FRLOHA K54 > showmonitor =< > N & show monitor session all =~ > RO J)IEFE LT,
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. show monitor

SPAN g7t vy v a VO : 2 (KfExBltn—ar &y v g M)

451
Iz, show monitor == —# EXEC =2~ > ROl Z R LET,

Device# show monitor

Session 1

Type : Local Session

Source Ports

RX Only : Gi4/0/1

Both : Gi4/0/2-3,Gi4/0/5-6
Destination Ports : Gi4/0/20
Encapsulation : Replicate
Ingress : Disabled

Session 2

Type : Remote Source Session
Source VLANs

TX Only : 10

Both : 1-9

Dest RSPAN VLAN : 105

WOFITIE, v—hv SPAN EETLE v ¥ a > 112%d % show monitor ==—% EXEC
a<wy KO ERLET,

Device# show monitor session 1
Session 1

Type : Local Session

Source Ports

RX Only : Gi4/0/1

Both : Gi4/0/2-3,Gi4/0/5-6
Destination Ports : Gi4/0/20
Encapsulation : Replicate
Ingress : Disabled

WOFEITIE, AN NT T 4 v ZEREE A R — T I LT84 @ showmonitor session all
a—HWEXEC o~ FOHNZEZRLET,

Device# show monitor session all
Session 1

Type : Local Session

Source Ports

Both : Gi4/0/2

Destination Ports : Gi4/0/3
Encapsulation : Native

Ingress : Enabled, default VLAN = 5
Ingress encap : DOTI1Q

Session 2

Type : Local Session

Source Ports

Both : Gi4/0/8

Destination Ports : Gi4/012
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show monitor .

Encapsulation : Replicate
Ingress : Enabled, default VLAN = 4
Ingress encap : Untagged

rvro—vgBEa<>F ]
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Fy kD—sgBEavUR |

show monitor capture

F=H Xy 7T (WireShark) ONE % FX/RT HIT1E. $#E EXEC £— KT show monitor
capture 2~ > R&EEHA L £,

show monitor capture [capture-name [ buffer ] | file file-location : filename ][ brief |
detailed | display-filter display-filter-string ]

B DEREA

aAavv R FI4ILk

capture-name (EE) RrRT2F v 7 F Yy O4uIEHEELET,

buffer ULE) ESNEF Y 7 F v Tl 53y 7 7 BRRRES
norZEEfEELET,

filefile-location : file-name EE) ETRTHFYTFY AL =T 7A0DT7 7 AV
e AR fRE LET,

brief (EE) RrNEOMELFRELET,

detailed (EE) MR TAARERELET,

display-filter display-filter-string display-filter-string |29t > TFRRNAEZ 7 4 L ZEL L 9,

FTRTCOF Y 7T F Yy ORNBEEFRLET,

avY R E—F FiHE EXEC
avy FERE 1)1)—=x EEAR
Cisco IOS XE Everest 16.5.1a Toavwry RPREAINEL

FEREDAHA RS2

77

show monitor capturenamebuffer =~ RO 7JI%, CiscoDNA 7 AL T A B ABRA A
F=LENTVDEINEIMITETERRVET, A A=A ENTWDHE, HAIZIEA Y
77 ONEDWHIRE 2 —NEREN, A VA M= A SNTWRWES, ANy 770
MELDHDBERRENET,

¢l
&Iz, show monitor capture =~ > RO FIZR L ET,

Device# show monitor capture mycap

Status Information for Capture mycap
Target Type:
Interface: CAPWAP,
Ingress:
0
Egress:
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show monitor capture .

Status : Active

Filter Details:
Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

File Details:

Associated file name: flash:mycap.pcap
Size of buffer(in MB): 1

Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)

KIZ, CiscoDNA 7 KAV T A B ANRA A b—/LZ TV 5 & XD show monitor
capture name buffer =< > RO HFIZR L ET,

Device# show monitor capture cl buffer
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 10.1.1.1 -> 10.1.1.2 ICMP 114 Echo (ping) request id=0x0001, seg=0/0, ttl=255
2 0.000115 10.1.1.2 -> 10.1.1.1 ICMP 114 Echo (ping) reply id=0x0001, seqg=0/0, ttl=64
(request in 1)

WIZ, CiscoDNAT KA T A B ANA A B —/LZFL TRV & & D showmonitor
capture name buffer =~ > KO AFIEZ R L £,

Device# show monitor capture cl buffer

buffer size (KB) : 10240
buffer used (KB) : 128
packets in buf : 2
packets dropped : 0
packets per sec : O

rvro—vgBEa<>F ]



Fy kD—sgBEavUR |
. show monitor session

show monitor session

AA v F RAR—K T FF A% (SPAN) . UE— b SPAN (RSPAN) . I X Encapsulated
Remote Switched Port Analyzer (ERSPAN) Ot v ¥ 3 VIZBET A1 &R T 5121E,. EXEC
& — K C show monitor session =~ > K& L £,

show monitor session {session_number | all | erspan-destination | erspan-source | local
| range list | remote} [detail]

¥ESTOEEA session_number SPAN £ 721X RSPAN & v 3 TRl &N %

tvia e, FETEHHPMIL1I~66T
‘g‘o

all T_RTOSPAN Y a v 2ERRFELET,

er span-source EIEICERSPAN v ¥ a V72T 2R L&
ﬁ‘o

erspan-destination 5645 ERSPAN © v o g V2T 2R R LET,

local o—H)VSPANtE vy a VT EFERLET,

rangelist —EH#PMHD SPAN By g 2 FRRLET,

list 1IXF#h 7 v o a o O#FPA T, range I %
B—ntyvary, FE2208FTE/NS
W BANA 7 TRy a rd
FPATY, o ~XOYONRTA—2H, F
Ti3nA 7 AAREDOFPIZ AS—ZITAT L
FHA,

GE) Z DX —U— RNiL, ¥ EXEC E—
ROBA T2 LR AT RE T

remote UE— KSPANE Y > 3 Pt aF < LET,
detail L) HBEINEYE Y Y a v OEER %
FRLET,
avY R E—FR = —% EXEC (>)

HebE EXEC (#)

avy FERE J1)—2x EENE
Cisco IOS XE Everest 16.5.1a Zoavwry RREAINE LA,
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show monitor session .

)1)y—= EEAR
Cisco 10S XE Fuji 16.9.1 erspan-destination ¥ — 7 — RV A Z U E L7z,

Cisco Catalyst 9500 'V — X )\f NRT7 —< 2 A A
Ay FIEAISNE LT,

Cisco IOS XE Gibraltar 16.11.1 erspan-destination ¥ — U — REA XN E L7z,

Cisco Catalyst 9500 3 U — X A A » FITEAINF
L7z,

FERALEDHA KS4> B—H/LOERSPAN #ETt v v a v O KEIL 8 T,

151
Wiz, a—h)L SPAN EZ0t v 3 > 1 I2%1 % show monitor session =2~ > KD H
Tl &R LUET,

Device# show monitor session 1
Session 1

Type : Local Session

Source Ports :

RX Only : Gi4/0/1

Both : Gi4/0/2-3,Gi4/0/5-6
Destination Ports : Gi4/0/20
Encapsulation : Replicate
Ingress : Disabled

WIZ. NI NT T 4w 7 OEEENFNT 25 T B E4 0 show monitor session all =
< RO ERLET,

Device# show monitor session all
Session 1

Type : Local Session

Source Ports :

Both : Gi4/0/2

Destination Ports : Gi4/0/3
Encapsulation : Native

Ingress : Enabled, default VLAN = 5
Ingress encap : DOTI1Q

Session 2

Type : Local Session

Source Ports :

Both : Gi4/0/8

Destination Ports : Gi4/012
Encapsulation : Replicate

Ingress : Enabled, default VLAN =
Ingress encap : Untagged

|
I

KIZ, show monitor session erspan-source =~ > RO )l Z R~ L E T,
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. show monitor session

Device# show monitor session erspan-source

Type : ERSPAN Source Session

Status : Admin Enabled

Source Ports

RX Only : Gil/4/33

Destination IP Address : 20.20.163.20
Destination ERSPAN ID : 110

Origin IP Address : 10.10.10.216

IPv6 Flow Label : None

KIZ, show monitor session erspan-destination =~ > KO /2R L E 5,

Device# show monitor session erspan-destination

Type : ERSPAN Destination Session
Status : Admin Enabled

Source IP Address : 10.10.10.210

Source ERSPAN ID : 40
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show parameter-map type subscriber attribute-to-service .

show parameter-map type subscriber attribute-to-service

IRTA—=F <y T ORFEHEFRAT DI, FiiE EXEC “E— KT show parameter-map type
subscriber attribute-to-service =< > K& L £,

show parameter-map type subscriber attribute-to-service {all | name parameter-map-name}

BX DA all FTRTDONTG A=< T O
AFEFRLET,
name parameter-map-name BB LI RT A=A~ T DR
RFEFRIRLET,
avY RE—FR ¥#HE EXEC (#)
2<% FEE =2 EENE
Cisco 10S XE Everest 16.6.1 Zoawy RPREAINEL
72
Bl RIZ., show parameter-map typesubscriber attribute-to-service name parameter-map-name

avr ROWNFIZRLET,

Device# show parameter-map type subscriber attribute-to-service name platform

Parameter-map name: platform
Map: 10 platform-type regex "CO9xxx"
Action(s) :
10 interface-template critical
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. show platform software fed switch ip weep

show platform software fed switch ip weep

7F v~ 7 #— LKAE Web Cache Communication Protocol (WCCP) &% #£/Rr9 5121%. show
platform software fed switch ip weep ##4# EXEC =2~ > RZ2fEH L £,

show platform software fed switch{switch-number |active|standby}ip

wccp{cache-engines |interfaces |service-groups}

B DEREA

switch {switch_num| active| standby} %4 % £753 5531 X,

s switch num: A4 v FIDEZASHLET, FEEINZ
Ay FIZET DI RERRS L ET,

sactive: 777 4 T AL v FDIEFREF R LET,
e standby : FAET D56 AZ A AL v FOE#R

ERALET,
cache-engines WCCP ¥ vy o oYU aFRLET,
interfaces WCCP A > X —7 = A A%FRLET,
service-groups WCCP —tE R J—T%2F R LET,
ATV RE—FK ke EXEC
av Y FERE 1)1y —= EEAR
Cisco IOS XE Everest 16.5.1a ZOawr  RPREAINE LA,

FRLEDHA KSA Y

Zoavy RiE, T =AY R— MEYE L LG IR ZT O AT LT
SV, 77 =R — MIYERZOa v ROEHZHESE LSS LSNTIIEHA LT

<TZ&EW,
ZDavw R, TRAANRIP P —ERT 4 —F ¥y NEETLTWDLGETE TR
‘(“j‘o

WIZ, WCCP A v Z—T7 =2 A A% F T 502~ LET,

Device# show platform software fed switch 1 ip wccp interfaces

WCCP Interface Info

*x**x% WCCP Interface: Port-channell3 iif id: 000000000000007c (#SG:3), VRF: O Ingress

WCCP ***x*
port handle:0x20000£f9

List of Service Groups on this interface:
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show platform software fed switch ip weep .

* Service group 1d:90 vrf id:0 (ref count:24)

type: Dynamic Open service prot: PROT_TCP 14 type: Dest ports priority:
35

Promiscuous mode (no ports).

* Service group id:70 vrf id:0 (ref count:24)

type: Dynamic Open service prot: PROT_TCP 14 type: Dest ports priority:
35

Promiscuous mode (no ports).

* Service group i1d:60 vrf id:0 (ref count:24)

type: Dynamic Open service prot: PROT_TCP 14 type: Dest ports priority:
35

Promiscuous mode (no ports).

***x% WCCP Interface: Port-channell4 iif id: 000000000000007e (#SG:3), VRF: O Ingress
WCCP * % % %
port handle:0x880000fa

List of Service Groups on this interface:

* Service group 1d:90 vrf id:0 (ref count:24)

type: Dynamic Open service prot: PROT_TCP 14 type: Dest ports priority:
35

Promiscuous mode (no ports).

* Service group i1d:70 vrf id:0 (ref count:24)

type: Dynamic Open service prot: PROT_TCP 14 type: Dest ports priority:
35

Promiscuous mode (no ports).

<output truncated>
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show platform software swspan

Fy kD—sgBEavUR |

show platform software swspan

AA v F RR— KT FZ A% (SPAN) fE#a R T H121%, FHE EXEC £ — KT showplatform
softwareswspan =2~ > &AL £,

show platform software swspan {switch} {{{FO | FP active} counters}|RO | RP active}
{destination sess-id session-ID | source sess-id session-ID}

X DEREA switch Ay FIHT HIEREFRRLET,

FO Embedded Service Processor (ESP) A1z~ b 0 ZBT 2 1F#H A&
~LUET,

FP ESP IZRAT DM az T L £,

active ESP £7-id/— K ZYak vyt RP) OT 77 4T A VAKX A
BT D mAER R LET,

counters SWSPAN # vt —Y B v H R R LET,

RO RP 2wy | 0ICPHT DR EFRLET,

RP RP (BT DM TR L ET,

destination sess-id sesson-ID

EESN 5ty a VT AIEREF R LET,

sour ce sess-id session-1D

RESNIE Gty v a VT EREF TR LET,

v RKRE—FK FrtE EXEC (#)

avy RER Jiy—=x EERNRE
Cisco 10S XE Everest ZPDa~< Rk, CiscolOSRelease 16.1.1 £V HEiD Y ) — 2Tl
16.5.1a

ASnFE L,

FEREDAHA RS2

3l

ol g VERNEELVD, SPANE v a RN E— Mty a v 0BRSS, av

v FH77121E 1% Error: No Information Available] @O X v — U NFRENE T,

iz, show platform software swspan FP active source =~ > KO H /16l &~k L £,

Switch# show platform software swspan FP active source sess-id 0

Showing SPAN source detail info

Session ID : 0

Intf Type : PORT
Port dpidx : 30

PD Sess ID : 1
Session Type : Local
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Direction : Ingress
Filter Enabled : No
ACL Configured : No
AOM Object id : 579
AOM Object Status
Parent AOM object Id
Parent AOM object St

Session ID : 9

Intf Type : PORT
Port dpidx : 8

PD Sess ID : 0
Session Type : Local
Direction : Ingress
Filter Enabled : No
ACL Configured : No
AOM Object id : 578
AOM Object Status
Parent AOM object Id
Parent AOM object St

Done

118

atus

Done

70

atus

show platform software swspan .

&IZ, show platform software swspan RP active destination =~ > KO H %z~ L%

‘/Jﬂo

Switch# show platform software swspan RP active destination

Showing SPAN destination table summary info

Sess-id IF-type IF-id Sess-type

1 PORT 19 Remote
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. show flow exporter

show flow exporter

TJa— T AR—HD

Fy kD—sgBEavUR |

AT —F AL HEHERAFRT 511, $#HE EXEC &= — K T show flow

exporter 2~ REFEHALET,

show flow exporter [{export-ids netflow-v9|[name] exporter-name [{statistics|templates}] |

statistics | templates} |

B DEREA

export-ids netflow-v9

(f=E) =7 AR— FAlGEZR NetFlow N—2 3 9= 7 AR— | 7 —
JIREZDID ZERLET,

name

(EE) 7u—x 7 AR—ZO4HIERELET,

exporter-name

(EE) LENCRESNZ 7 a—x 7 AR —Z D4 Hi,

statistics (ER) ¥ _XCo7n— 2 AR—FEIHESNZ7r—27 R
R—F OREHERET R LET,
templates fEE) I XTo7n—xJ AR—FZFEIIHEEShz7a—x2 7 X
RN—=2 DT T L— MEREFTRLET,
aATURFI+LE RL
avy R E—FK it EXEC
av Yy FER Jy—2= EERE

CiscoIOS XE Everest 16.5.1a = o~y RAEA SN E LI,

WIZ, T/ ATRE
WAEFTTHEERL

SNTVWATRTDTI O —T 7 ZAR—FDAT—H A L §EHE
7,

Device# show flow exporter
Flow Exporter FLOW-EXPORTER-1:

Description:
Export protocol:

Exports to the datacenter
NetFlow Version 9

Transport Configuration:
Destination IP address: 192.168.0.1

Source IP address: 192.168.0.2
Transport Protocol: UDP
Destination Port: 9995

Source Port: 55864

DSCP: 0x0

TTL: 255

Output Features: Used

ROFET, ZOHAIZ
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% 1:show flow exporter ® 7 1 — )L K DE5BA

show flow exporter .

T4—ILF A
Flow Exporter BRELIE 78— 7 AKR—F D4,
Description T AR—ZIIERE LA, £ —W

EFRDT 7 4V~ DR,

Transport Configuration

DT AR—=ED T AR— FRET 4 —
LR,

Destination IP address

SEAER A RDIP T KL A,

Source IP address

T AR—bEN Ny FTHERA SN D%
{5 IP 7 R L A,

Transport Protocol

T AR—MENE Ty hTERASRS B
FUAR— N NET v kA,

Destination Port

T AR—FENT Ny REEEIND5E
S5 UDP AR— |k,

Source Port T AR—NENTZ Ny DREREEINDE
{570 UDP /R— b,

DSCP Differentiated Services Code Point (DSCP;
DiffServ = — K 7"A1 > k) fH,

TTL {75t AT BEIRFIFIAIF,

Output Features output-features =~ > RBMEMA Sz EH

NEEELET, Zoa<vr RAERHEIND
L. FlexibleNetFlow =27 AR — k /47> b |
THIERENFIT SN E T,

WIZ, THRALATHREINTNDBTRTOT T —T 7 AR—FDAT—H A LEFEHE

WEFoRT ol R LET,

Device# show flow exporter name FLOW-EXPORTER-1 statistics

Flow Exporter FLOW-EXPORTER-1:
Packet send statistics

Successfully sent:

(last cleared 2w6d ago):

(0 bytes)
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. show flow interface

show flow interface

A X —7T = A AD Flexible NetFlow iR EB L OAT—F A2 FR_T5HI121%. ¥4 EXEC £ —
R show flow interface =~ > R&{#FEH L £ 7,

show flow interface [type number]

BX DA type (fI-7&) FlexibleNetFlow 7 H W7 o F 4 v VR EERERFTHA L Z—T = AD
B2 AT,
number  ({1-3) FlexibleNetFlow 7 5 7 > F ¢ v VA ERBBEFRTHA L X —T =24 AD
&5,
2RV FE—F FEHE EXEC
av Y FRERE Jj1)y—= EERNE

CiscoIOS XE Everest16.5.1a — o< RN EAINE LT,

Bl I, £ =Ry h A F—TxAZ0/0 & 0/1 D Flexible NetFlow 7 H 7 > 5 4 > 7
REEFRTTHHETRLET,

Device# show flow interface gigabitethernetl/0/1

Interface Ethernetl/0

monitor: FLOW-MONITOR-1
direction: Output
traffic(ip): on

Device# show flow interface gigabitethernetl/0/2
Interface Ethernet0/0

monitor: FLOW-MONITOR-1
direction: Input
traffic(ip): sampler SAMPLER-2#

ROEXT, ZOWNIFERENLEERT 4 —/V FEBRH L E7,

% 2: show flow interface M 7 « —)L KDE:BA

T4—IL K |5

Interface | fFHAWEH SND A v F—T = A A,

monitor A =Tz A ALRICREZIINLTWD 70— =X DL4Hi,
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show flow interface .

J4—IL K |5HA
direction: | 7o —F =X |ZLoTE=HXEINTWD MT 7 4 v 7 DI,
ROERATRET T,
elnput : £ X =T =2 A ABRZEFELTWDL T T4 w7,
*Output : A Y F—T = A ANEFLTWDL T T 47,
traffic(ip) | 7o — E=FPN@EEE—REH LT TI—FE—FRODELLTHLINERLET,

WOENAIHETT,
eon : WET— K,

esampler : ¥ 77— F— K (7T —DL4FTbERINET) .
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. show flow monitor

vy ko—bgBavUF |

show flow monitor

Flexible NetFlow 7 0 —F =% D AT —Z A L #FHEMZ TR+ 5121, KM EXEC £E— KT
show flow monitor =~ > R&HEHA L £9,

BX DA

name (EE) 7o— =4 D4HizfHEL £,

monitor-name  ({£:3) FANCRE S N7 17— =X DA,

cache L) 7u— F=FDF v v 2aDNEEZFRLET,
format UEE) TAAFLAWADT +—~ > b AT a v OWPRrEHEATS
ZLEEEELEY,
o (ILE) 7r— E=40X ¥ v aONEEN L~ KV (CSV) BT
FRLET,
record (TE) 7a—E=4DOF v v raONEFEELa— X TERLET,
table (fEE) 7R—F=2 0% ¥ v a2 ONEFEREATERRLET,
statistics (E8) 70— =4 oz R LET
AR E—F e EXEC
avy FERE 1)1y —2 LTEHRNE

FEREDHA RS2

3l

CiscolIOS XE Everest16.5.1a ~pa<w FRNEAINE LT,

cache ¥—7U— RFTlE, F7 4/ Tl a— FNEKXMEFH SN E T,

show flowmonitor monitor-namecache =< > KOF 4 A7 LA HINZEEN D RILFDT —

v R&IE, 7 a—0Oi#BIIZ Flexible NetFlow 23MEH 325 F—7 4 —/L K ¢7, show flow monitor
monitor-namecache 2~ > RDF 4 A7 LA T EENAH/INLFD 7 4 —/) R4 1%, Flexible
NetFlow 3% ¥ v > 2 DBNT—4% & L CTHEEZIET HIEF—7 41— K TT,

ROFITIZ, 70— F=FDAT—HA%ERELET,

Device# show flow monitor FLOW-MONITOR-1

Flow Monitor FLOW-MONITOR-1:

Description: Used for basic traffic analysis
Flow Record: flow-record-1
Flow Exporter: flow-exporter-1
flow-exporter-2
Cache:
Type: normal
Status: allocated
Size: 4096 entries / 311316 bytes
Inactive Timeout: 15 secs
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show flow monitor .

Active Timeout: 1800 secs

WDFET, ZOHNIERINDIEERT 4 —V REHALET,

3 3:show flow monitor monitor-name 2 1« —)L K D788

TJ4—ILFK

e

Flow Monitor

JELTZ T — F=F DL4HI,

Description FoHITHRE LI, £ida—EROT 7 4L FO#H,
Flow Record Ju— =X ZEDYToONETR— La— R,
Flow Exporter | 7o — £=X |28V 4 CTHh/cmy AKR—4,
Cache Tu— =X DOF ¥ v lZBT D,
Type Tu— = HOF Y v a XA T, TOMEIXFEIZ normal £V FF, i
DHg—PR—FINTWDLX Y vz XA 7 TT,
Status TH—=F=HDXY vV aDAT—H A,
ROMEDFATRE T,
sallocated : ¥ v ¥ 2 NFD B THNTNET,
« being deleted : ¥ ¥ v > 2 BHIREN TWET,
s notallocated : ¥ ¥ v aNF VY THNTWVERA,
Size BIEDOF ¥ v o A X,
Inactive Timeout | 3£ 7 7 7 7 X A4 LT U N OBIEDME (RPEAL)

Active Timeout

TIT 4T ZADLT YU NOBIEOHE (BHAL) .

W OF| T, FLOW-MONITOR-1 & WHAFID T 01— FT=HDAT—H A, it
., BLOT—¥E2FRrLET,

ROEXT, ZOWNIFERENLEERT — /L FEHHLET,

WOFHITIL, FLOW-MONITOR-1 & WIHLRID 7 — FE=ZDAT—F X #Hitlh
W, BT —#2REATERLET,

WOHTiE, FLOW-MONITOR-IPV6 £ W) ZRTD 7 v — F=F (Fx v 2|l IPv6
TR B DAT—H A, FEHIER, BXOTFT—%%2 1L a— NEXTERLET,

ROBITIE, 7r— E=FDAT—F A LFEHEREER R LET,
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. show flow record

show flow record

Flexible NetFlow 7 22— L 22— KD AT — X A LEEHE# &2 FoRn T 512015, $54 EXEC £— K
T show flowrecord =~ > R&EFEH L £,

show flow record [{[name] record-name}]

BX DA name (EE) 7e— La— Ro4ARIzEELET,

record-name  ({LE) RANCERE SNz —PFERO 7 7 — L a— ROLAR,

aAvYRFIALE AL

SeUFT_F lEEXEC

av Yy FER )1)—X EEAR
Cisco 10S XE Everest ZOawy RREAINE L,
16.5.1a

&2, FLOW-RECORD-1 D 25 —# 2B L OH B A ZRT A0 2R LET,

Device# show flow record FLOW-RECORD-1
flow record FLOW-RECORD-1:

Description: User defined
No. of users: 0

Total field space: 24 bytes
Fields:

match ipv6 destination address
match transport source-port
collect interface input
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show sampler .

show sampler

Flexible NetFlow > 77 — D AT — & X L ifEHEHR &2 Fn T H12I1%, FiHE EXEC & — R C show
sampler 2~ REFEHALET,

show sampler [{[name] sampler-name}]

XDt name UEE) Y75 —D4L4RIEEELET,

sampler-name  ({f:3) AlCERE 7= > 77 — D4,

aATYRFIHLE AL

aAXURE—R FiHE EXEC

avy FRERE J1)—= EERNAE
Cisco I0S XE Everest Zoawy RREAINE LT,
16.5.1a

I, RESNT 70 —H T T —F _XTORAT—Z X LEHEwRE £rT 2015 =
L/i‘é—o

Device# show sampler
Sampler SAMPLER-1:

ID: 2083940135

export ID: 0

Description: User defined

Type: Invalid (not in use)
Rate: 1 out of 32

Samples: 0

Requests: 0

Users (0):

Sampler SAMPLER-2:

ID: 3800923489
export ID: 1
Description: User defined
Type: random

Rate: 1 out of 100
Samples: 1

Requests: 124

Users (1):

flow monitor FLOW-MONITOR-1 (datalink,vlanl) 0 out of 0

WDFET, ZOHNIERINDIEERT 4 —/V REHALET,

%= 4: show sampler D 7 1 — )L K DA

Ta4—IL K B

ID Tao— %75 —0IDES,
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. show sampler

vy ko—bgBavUF |

J4—ILFK

A

Export ID

Ja— Yo ST —nx 7 AR— D ID,

Description

Ta—H 7T —ICRE LR, i —
PEFDT 7 4/ F D,

Type

Ju— BT IR ELEY T T
;E-b— F\O

Rate

Ta—HYr T —ICRELZY 4 FU YA
X (X y PO , fEETE 2HIHAI
2 ~ 32768 T,

Samples

Ta—H T I —ERELTHL, £EFT
NAAEFHEB L O 7Y 7 Eniz
N?V&@ﬁol®ﬁﬁ\%§74y0®%
VTV T INRENE ) NERET D20

ﬁyfi—ﬁ@@ﬁéhkk%’m*mﬁ%
ZAE LTz & R U T9, Z DFRD Requests
74—V ROFHESRL T EI0,

Requests

K747 D% 7 TRBENE S )
BRETAHLEDICY TR S
[m%%,

Users

Ju— P T IT-RNREINDA L H—T =
/I)XO
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show snmp stats .

show snmp stats

SNMP Dffiat % F/rT 5 I121%, FHE EXEC E— K Cshowsnmp stats =~ > R&H L £,

show snmp stats { hosts | oid}

B DEREA

AU R TIAIE

ATV R E—F

hosts SNMP = — = o MMZR— U 7 &N 7= SNMP Y — R DFEM A FoRx L7,

od JrERkEnA7 V=7 M#BlT (0ID) ZFRLET,

SNMP = — = MIAR—=Y 7 EN/ZSNMP v~ % —Y vy ) 2R R LET,

HikE EXEC (#)

avY RERE

FEREDHA K542

1) —= EEAR
CiscoIOS XE Amsterdam 17.1.1 Z—pa~<> R2QNEAINE LT,

show snmp statshosts =~ > RiZ, NMSDIP 7 RL A, NMS 3= — x> h&EHR—U T L
T, BEOR=V T DI LAE T —ERARTDHIZOIMEHLET, SNMP =—
Yz MIFR—Y It MY ZHIBRT DI, clear snmp statshosts =~ > K% fif [
Li‘g—o

show snmp statsoid =~ > K& EITT HHIC, T3 A% NMS IZHLET, a~r R
IZ1E. NMS /BRI ER EN7-0IDD Y X FAFRENET, 72, A7V =2 FIDANMS
MOLEREINZEE G R LET, ZOFHRIZ. NMS RS LTW5 MIB IZB T A2 1F#HMNIE L
AERWEEIL, AEV Y —IRXy NU—JBEED NI TNy a—T 4 U ZICRLBLET,
show snmp statsoid =~ > R&EH T 5 & NMS 225 2R S 7z OID & WD T Hh iR T
TET

iz, show snmp statshosts 2~ > RO HH 2R L £,

Device# show snmp stats hosts

Request Count Last Timestamp Address
2 00:00:01 ago 3.3.3.3
1 lw2d ago 2.2.2.2

WDFET, ZOHNIERENDIEERT —/V REHRALET,

% 5: show snmp stats hosts © 7 « — )L K DEREA

J4—ILF |t

Request Count |SNMP ¥R — ¥ 75 SNMP = — 3 = o MCERDIEE SN FR S
nET,
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. show snmp stats

E AN -i: EEAN

J4—J)LFK |EREA

Last SNMP = % — % 235 SNMP T — 3 = > MIBERAEE SN 7-RZINFET X
Timestamp %szifo

Address FORZE[FE LIZSNMP v 2 —Y XY D IP 7 RUARFERSINET,

WIZ. show snmp statsoid =2~ > RO I1#IZ R L 7,

Device# show snmp stats oid

time-stamp

15:30:01 UTC
15:30:01 UTC
15:30:01 UTC
09:39:39 UTC
09:39:39 UTC
09:39:39 UTC
09:39:39 UTC
09:39:39 UTC
09:39:39 UTC
09:39:39 UTC
09:39:39 UTC
09:39:39 UTC
09:39:39 UTC
09:39:39 UTC

Dec
Dec
Dec
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov

#of times requested OID
2 2019 6 ifPhysAddress
2 2019 10 system.2
2 2019 9 system.1
26 2019 3 system.5
26 2019 3 stem.4
26 2019 3 system.7
26 2019 2 system. 6
26 2019 10 ceemEventMapEntry.2
26 2019 6 ipAddrEntry.4
26 2019 3 ipAddrEntry.5
26 2019 10 ipAddrEntry.3
26 2019 7 ipAddrEntry.2
26 2019 4 ipAddrEntry.1
26 2019 1 lsystem.3

ROEXT, ZOWNIFERENDEERT 4 —/V FEBRHAL £,

% 6: show snmp stats oid ) 7 1« — )L K DEHEA

J4—ILF

A

time-stamp

NMS /b AT Y =7 MBlFRER SN ARERFR RSN ET,

#of times

requested

F7V=7 FIDBERSWEFEERRLET,

OID

NMS PO EsRINT=A TV =7 MFRRRINET,
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shudown (E=4tvsa>) |

shutdown (E=42 vl 3>)

B DEREA

aAavv R TFI4ILk

aAvU kR E—F

BESNTZERSPAN By v a v 2T 4 E—7MICT AI121%. ERSPAN E=% % ETLE v =3
varZ4¥al— gy F— RTshutdown 2~ > RZEH L £, 3%E N7 ERSPAN
tovalrEA RF—TNITHIZE, Zoavr FOono X EEHLET,

shutdown
no shutdown

ZOawy RIIBIEELIIF—U— REH Y £ A,
HLSREENTZERSPAN By v g id, v v ME T ORRBICAR Y £97,

ERSPAN E=4 &5tk vy ay a7 4 Fab—3 3 F— K (config-mon-erspan-src)

avy FERE

J1)—X ZERNAE
Cisco 10S XE Everest ZOawy RREAINE L,
16.5.1a

FEREDHA KS4 Y

1

ERSPAN ¥ v ¥ = %, noshutdown 2~ RRRESNDIETHT /T4 7 DEETT,

&Iz, noshutdown =< > RZHFEH L TCTERSPAN ¥ v a %27 7T 4 72T 50%
RLET,

Device> enable

Device# configure terminal

Device (config) # monitor session 1 type erspan-source

Device (config-mon-erspan-src) # description sourcel

Device (config-mon-erspan-src) # source interface GigabitEthernetl/0/1 rx
Device (config-mon-erspan-src)# destination

Device (config-mon-erspan-src-dst) # erspan-id 100

Device (config-mon-erspan-src-dst) # origin ip address 10.10.0.1
Device (config-mon-erspan-src-dst)# ip address 10.1.0.2

Device (config-mon-erspan-src-dst)# ip dscp 10

Device (config-mon-erspan-src-dst) # ip ttl 32

Device (config-mon-erspan-src-dst) # mtu 512

Device (config-mon-erspan-src-dst) # vrf monitoring

Device (config-mon-erspan-src-dst) # exit

Device (config-mon-erspan-src)# no shutdown

Device (config-mon-erspan-src)# end

BEEavTY R

avw > kR EL:l

monitor session type |ERSPAN ({E it v a v &R Lot v a v BB 1ERT 50,
o a X LTERSPAN Yy gy a7 X2l —v gy T—
FEBRIEL £ 7,

rvro—vgBEa<>F ]



. snmp ifmib ifindex persist

Fy kD—sgBEavUR |

snmp ifmib ifindex persist

BXDERA

AR FIAILE

AU R E—F

FREDHA FSA4 Y

3l

HEFFSH % iflndex fEZ 72— U ZA 2—T WL, U7 — MMeEbHEFFSnD L HIc LT,
Simple Network Management Protocol (SNMP) TEHTX 5 X 9129512l Fu— L 3
74X al—v 3y E— R Tsimp ifmib ifindex persist =~ > K&/ L %9, iflndex /{—
VAT U R E T A= ULT =T T HIE, Zoavr RO no B EEHLET,

snmp ifmib ifindex persist
no snmp ifmib ifindex persist

Zoawy RIOIBIEEAITIZF—T—REIH Y A,
F XA AD iflndex /83— AT VART 4 B—T 20 £,
Jua—)Lar7 ¥ al—v a3 (config)

snmp ifmib ifindex persist =2~ Rif, 4 V¥ —7 = A AEHAFOREELA— 1 —TF7 4 FLZF
Fh, iflndex S—V AT UADAL UH—T 2 A AFFGOREIF, A1V F—T A A AT 4
Fal— g EF— RKTomp ifindex persist =~ > K& snmp ifindex clear =~ > K% {
LTREINET,

snmp ifmib ifindex persiss =~ RiZ, 4 % —7 = A AMIB (IF-MIB) @ iflndex 7—7 /L
WO ifDeser =2 b Y & iflndex =2 MU AL T, Vv—T 4 7T A A LDFTXTDA
H—T A AD iflndex /S—V AT VAL A F—T M LET,

iflndex /S—3 AF L A L1x. V7 — %S IF-MIB N O ifIndex fli & {767 S H. SNMP % ffi 4
HEEEDA v HE—T oA ZADID BRSNS L 512 LET,

ifindex /X—3 27 > 2 no snmp ifindex persist =2~ FZMHL T, HEDA ¥ —7 =
A R LTURNZT 4 B—=T7 v ENTWIHEA. iflndex S—Y ATV AFZEDA L H—T =
AATIEF 4= NADEF LR T,

WIZ, TRTCDOA v Z—T =24 ZADiflndex X—L AT A% A X—T WM T 56 % 7~
LET,

Device (config)# snmp ifmib ifindex persist

BEEavTY R

avU R ERBA

snmp ifindex clear  |DIFfICHEEED A v X —T oA AT L TA v B —T oA A AT 4 Fa
L—3 g — FORAT SR EW # snmp ifindex =~ &2 U
TI/i-ﬂAO

samp ifindex persist |[F-MIB TV 7' — & b#FF45  (ifindex persistence) ifIndex il % 1 % —
T LET,
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snmp-server community .

snmp-server community

Simple Network Management Protocol (SNMP) ~D7 7 ¥ A& FFa]45a3a=7 44 77k A
AR T EFRETDHICIE, Fa—rUL a7 4 X2 b—3 g F— KT snmp-server
community 2~ > RZ2EHALET, BELZaI2=T7 4 A M) U7 &2HIBRT DI, o=
~ PO noBEAEMEH L LT,

snmp-server community [ clear | encrypted ] community-string [ view
view-name] [RO | RW ] [ SDROwner | SystemOwner ] [access-list-name]
Nno snmp-server community community-string

BX DA clear (£E) A&7z community-string 2327 U 77 % 2 k"G, show running =
Y RTEREND EEITHE LS ND KO ITHREL £,

encrypted (EE) AJ1E 7= community-string 2385 57 % Ak C, show running =
< ROFATRHIRE AL SN TERSIND LI ITHEEL ET,

community-string X2 7 — R X H ICEMEL . SNMP a2 ha b ~OT7 7 v AZFHF T LET,
community-string 58O fc KF 14 32 CFOHEFETT,

clear ¥—U— R2MEH 72354, community-string 12 U 77 % 2 k& B
7R INFET, encrypted ¥ — U — FAMEH & 72356 community-string 1K
FT XA ERRInNET, EEbbHINRoT25GE
community-string (%27 U 77 &% 2 b E RS nuE 7,

viewview-name  ({T.15) HiIER LI E 2 —OANIEIE LET, Ea—lolE, 332z
74 THTE 547 V=7 FAERSATHET,

RO (EE) #ABMY AT 7 ¥ AEEELET, FAShZFlAT—v s
YiE, MIBAT7 V=7 NORGIETEFITTEET,

RwW (EE) AR /EBEIALRT 7B AEEZETLET, SN EHRAT—
vavii, MIBA7 Y=/ NOREGEEEDOH T #FTTEET,

SDROwner ({£#) 4 —7— Service DomainRouter (SDR) ~D 7T 7 ¥ A ZH|E L £,

SystemOwner  ({£E) A —F—LISNDOTXTOSDR~DT 7 ¥ A% GTey AT AEK~D
T AR L T,

accesslig-name (&) SNMP = — = hAT 7B AT 50l a3a=FT 4 AN 7
DFERZHFAEINZIP T RLADT Z7E®R R R,

ATV RTFI4LE SNMPa=a=F4 XMV TR TTHNET, TR_XTOMB ATV =7 F~OF MY
HER7 7 RAEFALTCWET, a3a2=74 AV 7E 774/ FT, SDRA—F—
IZED Y THNRET,

rvro—vgBEa<>F ]
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vy ko—bgBavUF |

avy FNERE

)1)—=x EZHERNR
Cisco IOS XE Everest 16.5.1a ooy RpNEMENnE L,

FEREDAA RS>

o=y REFEAT LI, @URZ A7 IDEZELF AT JA—FICBEEMT LN TN D
=Y I —FIB L TWAMERLY £, 22—V I —70E ) B CRFERTav K
A TE VS, AAA BFLEIERK L T EEW,

j \

Ra=T 4 TI7BAARN) T HBELTSNMP ~DT 7 AZFFAIT 5121, snmp-server
community =< R&fiH L E7,

FELEaIa=7 A A M) U7 2HIBRT2I21E, Zoa~r Fono BXNEEHLET,

JVTTXARNCANLIEaIa=T A Y ‘/7‘75: show running =~ > KD 7 THF B4
L CERT DI, clearﬂE T—FREEHLET, BElkahieA M) 7% A3 5121
encrypted ¥ — U — R&EHLET, 7 IUT TFAICala=744 AN TEANL, &
IRV AT LS THEFILINBRNE DT DT, E66D0F—U—RbEHLARNVED

WZLET,

SDROwner & — U — K& 5 L C snmp-server community =~ > K2 ANT5 &, 4 —F—
SDRINDO MIB 47V =7 b A LV AHX L AIZK LTDIHSNMP 77 ¥ ANRFFA S ET,
SystemOwner & — U — R & 57 L T snmp-server community 2~ > K& AT5 L, VAT A
WNOF_TD SDR IZ SNMP 7 7 ANHFA S E T,

\)

GE)  A—F—LUIrDOSDR TiE, a3a=7441F, ZOaia=71AICHVETONEZT 7
AMEFRIZBIFR72 <. ZD SDRICI/ET H 4TV =/ %4/x5f/x7tﬂ T ERAEFALE
T, A—F—=SDR~DT 7 B ABL R AT LABKDOT 7 & AT, A—F—SDR N5
FEEHTE £,
& KIC. comaccess A I U 22 % SNMP (2] ) 4T CHAY HAT 7€ A% AT 5
FiE, BEXORIPT7 278X VA MARNaIa=T 4 AN U7 E2EHTES X510
ET B~ LET,
RP/0/RP0/CPUO:router (config) # snmp-server community comaccess ro 4
WIZ, mgr A RV 7% SNMP (ZE|V 4 TT, HlIfRE 2—DA4 7 V=2 h~DOFiAHL
D EFBZRABLT 7B AT 56 2RLET,
RP/0/RPO/CPUO:router (config) # snmp-server community mgr view restricted rw
KIZ, comaccess I X = =7 4 #HIBRT B2 /R L ET,
RP/0/RP0/CPUO:router (config) # no snmp-server community comaccess
BEa< R av Uk 5B

snmp-server SNMPOE =2—x 2 b Y ZERE 2 IFERH L ET,

view

. Yy hID—YEBOTUF
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snmp-server enable traps .

snmp-server enable traps

TNAATH Yy U= EHIZT L (NMS) 124 74— LBERRLSEISER T v TO
Simple Network Management Protocol (SNMP) 1% £ FIREIC T HI2I%, /7 r— VL a7 ¢
Fal— 3 EF— FTamp-server enabletraps 2~ RZEH L E9, 77 4/L FEEIC
RIIE, Zoavr Rono BREEHLET,

snmp-server enable traps [ auth-framework [ sec-violation] | bridge | call-home
| config | config-copy | config-ctid | copy-config | cpu | dotlx | energywise
| entity | envmon | errdisable | event-manager | flash | fru-ctrl | license |
mac-notification | port-security | power-ethernet | rep | snmp | stackwise |
storm-control | stpx | syslog | transceiver | tty | vlan-membership | vlancreate
| vlandelete | vstack | vitp ]

no snmp-server enable traps [ auth-framework [ sec-violation] | bridge | call-home
| config | config-copy | config-ctid | copy-config | cpu | dotlx | energywise
| entity | envmon | errdisable | event-manager | flash | fru-ctrl | license |
mac-notification | port-security | power-ethernet | rep | snmp | stackwise |
storm-control | stpx | sydog | transceiver | tty | vlan-membership | vlancreate

| vlandelete | vstack | vtp ]

BX DA

auth-framework ({£&) SNMP CISCO-AUTH-FRAMEWORK-MIB 7 v~
A X —T NI LET,

sec-violation (f£&) SNMP camSecurityViolationNotif %1% A *—7 /L
L%,

bridge (fI:7) SNMPSTP 7V v ¥ MIB F 5 v 75 A X—7LIC
l./ \i j—O *

call-home (ff:7) SNMP CISCO-CALLHOME-MIB k J v 7% A 3—
T LET, *

config (fEE) SNMPRE T v Fa A X —7 I LET,

config-copy (&) SNMPREaEY— T v T2 A F—7 M L%
S

config-ctid (f£&) SNMPRECTID b7 v 7% A F—7/WIZLET,

copy-config (EE) SNMPa B —RE T v T4 F—7 M LET,

cpu (&) CPUBM N T v T2 A F—T M LET, *

dot1x (&) SNMPdotlx F 7 v 7 & A Rx—T M LET, *

energywise (fE) SNMPenergywise b 7 v 7% A X —7 /W LET,

rvro—vgBEa<>F ]
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Fyko—sg@Ea<T R |

entity (f£E) SNMP=> T 4T 4 b T v 7oA X—T M LZE
T

envmon (fEE) SNMPEREEE =% F T v 7 H2 A X—7 NI LE
ﬁqo *

errdisable (fEE) SNMP=F5—F 4 —T7 1V FTF v T Eh A F—T )L

ZLET, *

event-manager

(fEE) SNMPHHAIAIZRA N b v 32—V % N T v T & A
R—=T M LET,

flash

({EE) SNMP 7 7wy 2@ b7 v 74 x—7 T L
9, *

fru-ctrl

EE) =7 47« BGscfnlie=~= > b (FRU) il
NIy TEARLET, TAAL AL I TIE, ZO T
TNEAZ v TIZRBIT DT AL ADTEANEY /L2 ER L F
7,

license

(EE) 948 A FT T BAAR—T NI LET, *

mac-notification

({EE) SNMPMACHEH N7 v 7% A x—7 NI LET,

*

port-security

(fEE) SNMPR—FEx2 VT4 T v T oA F—T )b
CLES, *

power-ether net

(fEE) SNMP/SU—A —H XKy b Ty TaAR—=T
CLET, *

rep (fEE) SNMP LY U=y b f —HF v k Fr b=l b
T T EAF—=TMILET,

snmp (fEE) SNMP +5 v 7% A F—7 M LET, *

stackwise (IT%) SNMPStackWise k7 v 7% A % —7 L LET,

*

storm-control

(fEE) SNMP A h—Affilfll T v P INT A —F & f 22—
TN LET,

stpx (f£&) SNMPSTPXMIB b7 v 7 %A 3 —T7 MIZLET,
%

syslog (fLE) SNMPsyslog h 7 v 7 & A X —7WMIZLET,

transceiver (L&) SNMP FhF oo —N vF o FE AL 2—7 VI LE

‘ﬂ—o *

. Yy hID—YEBOTUF
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aAavy R FI4ILk

AR E—F

snmp-server enable traps .

tty (=) TCPH: L7 v 7 ARELET, ZORERTT 7+
VR TA X =T N2> TVET,

vlan-member ship (F:8&) SNMPVLAN A > N—2 T N5 Tl 3—7
MZLET,

viancreate (FE75) SNMPVLANERL k5 v 7% 1 F—F i LEF

viandelete (f£7) SNMPVLANHIR F 5 v 7% A %—7 Mz LET,

vstack (EE) SNMPA~Y—h A Y A b=/ b T v T hA %—F
T LET, *

vip (f£%) VLAN b5 %227 7r hal (VIP) b5 v~

A x—T W LET,

SNMP b7 v 7 DEEET 4 B—T M LET,

Jua—n)ar7Z 4 Xal—rar

avy FERE

FEREDAHARFS1Y

1)1)—=x EENE
Cisco IOS XE Everest 16.5.1a Thavwry RPREAINEL
77

FROEOTAEZY) AT NN TWbavwy RAF g0l 7 a~r b4, =
NHEOHT a<wr ROFEMZOWTIE, B~y ROEEZZBL T30,

snmp-serverhost 72— 3L a7 4 XFalb—rvarav s REEALT, NIy E22ET
HARAR (NMS) ZHELET, M7 v 7 ZATERBELRVESRIE. TXTO NIy T ¥
A TINEESNET,

N7y TERITERP IR —F SN TOLHEIZ, ZTRODREZA X—T /I DI,
snmp-server enabletraps =~ K& L £3,

N

GE)  fru-ctrl, insertion B X RremovalF— T — KiL, a2~ KT D~V TA MY U TICERE

NETHR, T RATHR—PFEINTHERA, snmp-server enableinforms 7 o — 3L 22
T4 FXal—Yaravy NI, FR—FSTOEEA, SNMPIERIBAIOFEEEZ A X —7
ST T AHITIEL, snmp-server enabletraps 72—/ )L 2> 7 4 Falb—ay avr e
snmp-server host host-addr informs 72— )L 27 4 Fa b—a v avy ReflAhbbd
THEHLET,

)

GX)  SNMPvl TiE, HHIIVR—F S TWEEA,

Yy bID—YEBOTUF .
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. snmp-server enable traps

DT v TEA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBINC AT HHERH Y £,

i W, D SNMP T v T B4 F oA F—F T Bl 5T LET,

Device (config) # snmp-server enable traps config
Device (config) # snmp-server enable traps vtp

. Yy hID—YEBOTUF
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snmp-server

snmp-server enable traps bridge .

enable traps bridge

STP 7V vy ¥ MIB 7 v 7 Z2AERT HIIE, ZFr— b ar74F¥al— 3 F—RT
snmp-server enabletrapsbridge =~ > FZEH L E7, 774/ FREICETIZIE, 0=~
Y RO noEREHEALET,

snmp-server enable traps bridge [newroot] [topologychange]
no snmp-server enable traps bridge [newroot] [topologychange]

BX DA

AU R TIAIE

ATV R E—FR

newr oot f£E) SNMPSTP 7 U v U MIBHiBi/L— K N7 v 72 AA 3x—T7 I LE

(
R

topologychange  ({1:7) SNMPSTP 7V v MIB "R VLT T v P54 F—T I L E
7,

7 U wYSNMP T v T OEEIET 4 B—T NI 9,

Ja—)L a7 4 F¥Falb—g v

av Y RERE

FRLEDHA KS1 Y

)1)—x EZERNE
Cisco I0S XE Everest 16.5.1a Zoavwry RPREAINE L,

symp-serverhost 7 = —/ 3L a2y 7 4 Fal—varyavy REERLT, N7y 7 E2%ET
HARARN (NMS) #8ELET, M7 v T XA TEBELRVWEGEIEL, TXTONT v T ¥
A TREESNET,

\)

() SNMPvl Tix, BEHIZVR— I TWEHA,

3l

BEDNT T2 T oA X—TNVIZT DT, NT v T Z AT T LT snmp-server enable
traps 2~ REMEBNZ AT HHERSH D £9°,

WOHFITIE, NMSIZT7 Y v UL — b NI v 7R ETLHHEERLET,

Device (config) # snmp-server enable traps bridge newroot

rvro—vgBEa<>F ]



Fy kD—sgBEavUR |
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snmp-server enable traps bulkstat

T—HIEMIB N7 v T oA X =TT HIZIE, Fe— b a7 4 Falb—T gy E—
R -G snmp-server enabletrapsbulkstat =~ > K& L E9, 77 4/V FREICRETITIE, =
Da<r ROonBEREHEHALET,

snmp-server enable traps bulkstat [collection | transfer]
no snmp-server enable traps bulkstat [collection | transfer]

B DEREA oletion  ({f:7%) 7 —XIEMIBIE b7 v 7 & A 2 —T /ML ET,

transfer  ({£8) F—FUWEMIBEE N T v FE A X —TMIZLE T,

ATV RFEI4NLR THAWEMIB N7y TOREETT 4 =T TR ET,

ATV R E—FR Ja—nR_) a7 4 F¥al—T g
2%y REE yy—2 EENE
Cisco IOS XE Everest 16.5.1a Zoawy RREAINE L,

FEHEDAA KS4 > simp-serverhost 7 m— Vb ary 7 4 Falb—varyavy RaifiLT, N7y 7 a2%ET
DAL (NMS) ZIEELET, M T v T AT EELRVERIE, T XTO LT v T X
A TREFESNET,

N

GE)  SNMPvl TiE, HHIIV AR — SN TWERFA,

DO NT TR T oA FX—TMZT DHITE, T v T XA T T LI snmp-server enable
traps =~ RN AT LHLERH Y £,

Bl WIC. F—AIUE MIBIUE b5 v 7R AT A% 5= L £+,

Device (config) # snmp-server enable traps bulkstat collection
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snmp-server enable traps call-home .

snmp-server enable traps call-home

SNMP CISCO-CALLHOME-MIB + 7 v 7% A4 X—T WZTHITiE, ZFrn— L a7 4 Xz
L— 3 F— FTsanmp-server enabletrapscall-home 2~ > R&EEHLET, 774/ bk
FICETIZE., 2oa<ry FonEREZFEHLET,

snmp-server enable traps call-home [message-send-fail | server-fail]
no snmp-server enable traps call-home [message-send-fail | server-fail]

X DA message-send-fail (1) SNMP 2 v E—VEERK N T v T E5 A F—T M LET,

server-fail (EE) SNMP H—[EE T v F oA 2—T I LET,

AT K FI4J)k  SNMPCISCO-CALLHOME-MIB k7 v 7 OX(EIXT 4 B—7 W20 £,

ATV R E—FR Ja—R_) a7 4 F¥alb— g
2%y REE yy—2 EENE
Cisco IOS XE Everest 16.5.1a ZThOavwr s RREAINE LA,

FEHEDAA KS4> simp-serverhost 7 m— b ary 7 Falb—varyavy RaifiLT, N7y 7 a2%ET
DAL (NMS) ZIEELET, M T v T AT EIELRVERIE, T XTO LT v T X
A TREFESNET,

N

GE)  SNMPvl TiE, HHIIV AR — SN TWERFA,

DO NT v TR T oA FX—TMZT DHITE. T v T XA T T LI snmp-server enable
traps =~ FZEBNC AT LMLERH Y £,

I W, SNMP R vt — USRI R T v T a4 5 H 57 LET,

Device (config) # snmp-server enable traps call-home message-send-fail

rvro—vgBEa<>F ]
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. snmp-server enable traps cef

snmp-server enable traps cef

SNMP Cisco Express Forwarding (CEF) K7 v 7% A x—7 /2T HI2iF, Fm— L ar 7y
Fa b —3 3 F— FTomp-server enabletrapscef 2~ > RE2EHALET, 77 4/L Fa%iE
WRTIZE, Zoavy Rono EREHEHLET,

snmp-server enable traps cef [inconsistency | peer-fib-state-change | peer-state-change |
resour ce-failure]

no snmp-server enable traps cef [inconsistency | peer-fib-state-change | peer-state-change
| resource-failure]

X DA inconsistency (f£&) SNMPCEF ¥/ b7 v 7 & A X —7 ML E T,

peer-fib-state-change  ({1:%) SNMPCEF E°7 FIB 27— "NEH 5 v P52 A4 X—7LIC L E
—a_o

peer-state-change (f£&) SNMPCEFET 27— NEH NI v T oA X —TMILET,

resource-failure (E&) SNMP U Y —R[EE T v T oA F—T M LET,

A<V RFI4)k SNMPCEF 7 v 7OREETT 4 =T MR £7,

avy FERE 1y —= —
Cisco IOS XE Everest 16.5.1a S o~y FAREASHE LI

FEREDHA K54 simp-serverhogt 70— 3L a7 g Falb—Yaravy NefALT, N7y 7 2%ET
HEAR NMS) #f8ELET, "I v 7 XA TERELRZWESIZ, IT_XTO M T ¥
A THREEEINET,

)

GE)  SNMPvl TiE, FHHIIVAR—F SN TWEFA,

BEDONT v TEAT oA X—TMITHITE, VT v T XA 7T LI snmp-server enable
traps 2~ > REERNC AT HHERH Y £,

#l WIZ, SNMP CEF ¥J& b7 v 7% AK$T 50 %R~ LET,

Device (config) # snmp-server enable traps cef inconsistency

. Yy hID—YEBOTUF
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snmp-server enable traps cpu .

snmp-server enable traps cpu

CPUBMZ A F— T T AL, Y u—rb a7 4 X2 b—3 g F— K Tsnmp-server
enabletrapscpu 2~ FZFEMALET, 774V FREICRTIZIE, Z0a~r RO no B
EREHLET,

snmp-server enable traps cpu [threshold]
no snmp-server enable traps cpu [threshold]

BX DA threshod ({£#%) CPU L &\ M@ Z A 2 —7 /W LET,

ATV RFI4)k  CPUBHIORGIELT 4 B—T M) £7,

avY Y RE—FK sa—s\)aryz 4 Fal—ra v
av Yy FER Jiy—=x EEAR
Cisco IOS XE Everest 16.5.1a Zoawry RREAINE LA,

EELEOHA KSq4> simp-serverhost /e — L ar 7 4 Falb—vayavy REEALT, N7y 7 E2%ET
HARAL (NMS) 2HELET, M7 v 7 A TERELRWERIT, TXTO T v T ¥
A TBREESNET,

\}

GEX)  SNMPvl TiE, HHIIVAR—Fr SN TWEEA,

DT v THA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBNC AT HHERH Y £,

i Wi, CPU L & Ml & 4 s 5 4 7 L £,

Device (config)# snmp-server enable traps cpu threshold

rvro—vgBEa<>F ]
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. snmp-server enable traps envmon

snmp-server enable traps envmon

SNMPBIE NS v 2 A4 X —T7NZT 323, Fe— L a7 4 Xal— g3 F—RT
B4

snmp-server enabletrapsenvmon =~ > & LET, 774/ FRECETIZIL, Z0=
~ U RO noBEXEHEHLET,

snmp-server enable traps envmon [fan] [ shutdown] [ status] [ supply] [temperature
]

no snmp-server enable traps envmon [fan] [ shutdown ] [ status] [ supply ] [
temperature ]
X DEEA fan TR 77v N7 T2 A =TI LET,

shutdown  ({£&) BREES Y v MUV E=F v T v TP 2 —T M LET,

status (fEE) SNMPEREBEAT —HAEENT v T oA 3 —T MILET,

supply (B8 BEBHRE=% 7 v 7oA x—7 M LET,

temperature  ({£:&) BREREE=Y 7 v T2 A RX—T7 VI LET,

ATV RTFI4IR  BESNMP T v T OREIEIT BT TR0 £,

avY R E—FK Jyua—s\ ) arz 4 ¥al—iars
2wy FEE yy—2 EENE
Cisco IOS XE Everest 16.5.1a Zoavwry RPREAINEL

77

FEREEDHA KS4 > stmp-serverhost /7 m— L a7 4 Falb—aryavys RefILT, M7y 7 E2%ET
HAEAL (NMS) HELET, b7y T A TEBELRVWEGRIE, $XTONTF v T ¥
A TREESNET,

\)

GEX)  SNMPvl TiE, HHIIVAR—F S TWEEA,

BEONT v THA T oA F—TNMIT DI, bT v T HA 7T LI snmp-server enable
traps 2~ REEBNC AN T HLERH Y £,

i Wic, 77 FT T RART AEETLET,

Device (config) # snmp-server enable traps envmon fan

. Yy hID—YEBOTUF
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Bl WIC. AT — B REW LT v TR ART 5% L ET,

Device (config) # snmp-server enable traps envmon status

rvro—vgBEa<>F ]
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. snmp-server enable traps errdisable

snmp-server enable traps errdisable

TT7—7 4 B—T/VDSNMPEIZ A X —T7 /I THITE, Frm— v ar7Z o ¥al—va
> E&— FCsnmp-server enabletrapserrdisable 2~ > R&HHALET, 77 40 bREIZRET
Wik, Zoa~vr FonoBEXEHEHLET,

snmp-server enable traps errdisable [notification-rate number-of-notifications]
no snmp-server enable traps errdisable [notification-rate number-of-notifications]

X D3 notification-rate (FEED) ML — b2 LT 1 9%72 ) OMmOKERE L
number-of-notifications F9, ZIT AL DHEOFPHIL 0 ~ 10000 T,

ATV R FI4ILE TT— T 4E—T /D SNMP BHEEIET 4 =T MR £,

AUk E—F Jra—r)ary7 4 ¥al— g
avy FER 1) —2 F—.
Cisco IOS XE Everest 16.5.1a Ty RBREASHE L.

FEHEDHA KS4> simp-sarverhost 7 m— VL ary 7 4 Falb—varavy ReLT, N7y 7 a2%ET
HARAR (NMS) ZfELET, FT7 v T A TEZBELRVWERE, TXTORNT v T 2
A TBREESNET,

\}

GE)  SNMPvl TiE, HHITVAR—F SN TWEEA,

BEDONT v TEAT oA F—TMITHITE, VT v T XA 7T LI snmp-server enable
traps 2~ > REEBNC AT HHERH Y £,

il KIT, TF5— F 4 —7 L0 SNMP @A E 2 ICRET A%k LET,

Device (config)# snmp-server enable traps errdisable notification-rate 2

. Yy hID—YEBOTUF
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snmp-server enable traps flash

SNMP 7 7 v ¥ = ilifl e A F—T MIT 52, Fa— )b ar7 4 Xalb—var E—FK
T snmp-server enabletrapsflash =~ FEZEH LET, 774/ FRECETIZIL, Z0=
< RO noXEHHLET,

snmp-server enable traps flash [insertion] [removal]
no snmp-server enable traps flash [insertion] [removal]

X DERHA insartion  ({L&) SNMP 7 v ¥ affi A% A F2— 7 M LET,

remova  ({£E) SNMP 7 T v ¥ =B H Lils&E A r—7 LI LET,

ATV RFI4) Rk SNMP 77 vy a@HMOEEILT 4 E—7 AT,

ATV R E—FR Ja—R_) a7 4 F¥alb— g
av Y REE y1y—2 RENE
Cisco IOS XE Everest 16.5.1a Thavwr  RREAINE LA,

FEHEDAA KS4> simp-serverhost 7 m— b ary 7 Falb—varyavy RaifiLT, N7y 7 a2%ET
DAL (NMS) ZIEELET, M T v T AT EIELRVERIE, T XTO LT v T X
A TREFESNET,

N

GE)  SNMPvl TiE, HHIIV AR — SN TWERFA,

DO NT v TR T oA FX—TMZT DHITE. T v T XA T T LI snmp-server enable
traps =~ FZEBNC AT LMLERH Y £,

Bl Wiz, SNMP 7 5 v & = A& LRk 5 il %7 L £

Device (config) # snmp-server enable traps flash insertion

rvro—vgBEa<>F ]
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. snmp-server enable traps isis

snmp-server enable traps isis

Intermediate System-to-Intermediate System (IS-IS) U Y27 AF—hk b—F 4 7 Fua ha) k
T T A F—TMITHIZE, Fa— L a7 X b— g F— KT snmp-server
enabletrapsisis =~ > F&EHLET, 7 74/ MREICETIZIE, 202~ KO no B
AL ET,

snmp-server enable traps isis [errors | state-change]
no snmp-server enable traps isis [errors | state-change]

X DERA errors EE) IS-IS=F— "I v 7B A X—T NI LET,

datechange ((£&) IS-ISAT— MEBE T v 7% A4 F—7 M LET,

ARV R FI4IAL ISISDO T v TREET =TT £,

AT R E—F sa—) a7 4 F¥al—Tg v
2wy REE yy—2 RENE
Cisco 10S XE Everest 16.5.1a Zoavwy RREAINE LT,

FEALEDHA KSq L smp-serverhost 7 m—/ b ar 7 4 Falb—varyavwy RefiLT, M7y 7 &e%ZEFT
HARAL (NMS) ZEELET, NIy T IATEEELLRVERIE, T XTORT v T X
A TRERENET,

\)

() SNMPvl Ti, IR — RS TWEHEA,

D NT T HA T oA =TT DHITE, T v T H AT T LI snmp-server enable
traps 2~ REMEBNZ AT THHERSH D £97,

#l KT, SIS T — kT v FRART B HI% R LET

Device (config) # snmp-server enable traps isis errors

. Yy hID—YEBOTUF
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snmp-server enable traps license .

snmp-server enable traps license

FTAVLANT v T A F—TNMZT BT, Zar— b ar 7 4 Fal—v gy F—KT
=g

snmp-server enabletrapslicense =~ > FZEH L E7, 774/ FREICETIZIE, Z0a~
Y RO noBERAEEHLET,

snmp-server enable traps license [deploy] [error] [usage]
no snmp-server enable traps license [deploy] [error] [usage]

BX DA

AR TFIAILE

aAvU kR E—F

dploy ((£E) A B REBALT v T A X—T M LET,

error - (f£g) 948 AT — N7 v T EA =TI LET,

usage (f£E) FA B AEM T v T2 A RX—T NI LET,

FAB VA NI T DOREEITT 4 =T NITHRY ET,

Ja—)L a7 4 Falb—g

avy FERE

FEREDAA RZM4 Y

Jjy—= EEAR
Cisco IOS XE Everest 16.5.1a Zoavwry RREAINE LA,

snmp-server host 70—/ 3L a7 4 X ab—varya<wr REHLT, Ty 7E2%ET
HAEAN (NMS) ZHEELET, M7 v T XA TEBELRVWEEE, TXTORNT v T 4
A TINEESNET,

\}

GE)  SNMPvl TiE, HHIIVAR—F SN THEEA,

il

DT v THA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ REEBINC AT HHERH Y £,

WRIZ, TA B RAEANT v T2 ERT D02 L ET,

Device (config) # snmp-server enable traps license deploy

rvro—vgBEa<>F ]
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. snmp-server enable traps mac-notification

snmp-server enable traps mac-notification

SNMPMAC#H k7 v &2 A R—=TWIZT DL, Zr— a7 4F¥alb— gy E—
K¢ snmp-server enabletraps mac-notification =~ > F&MiH L £d, 774/ hREITRET
Wik, Zoa<wr FonoBEXEfHALET,

snmp-server enable traps mac-notification [change] [move] [threshold]
no snmp-server enable traps mac-notification [change] [move] [threshold]

X DA change ({E&E) SNMPMACZEW + T v F &2 A x—7 M LET,

move ({EE) SNMPMACEBE#I T v oA X—7 W LET,

threshdd  ({£7%) SNMPMAC LEVME T v~ 7% A %—7 M LET,

AT RFI4)k  SNMPMACHEE kT » T OREIET 4 B—T W20 £7,

avY RE—FK sa—s\)aryz 4 Fal—ra v
av Yy FER Jiy—=x EEAR
Cisco IOS XE Everest 16.5.1a Zoavwry RREAINE LA,

EELEOHA KSq4> simp-serverhost /e —/ VL a v 7 4 Falb—varyavy REEALT, N7y 7 E2%ET
HARAL (NMS) 2HELET, M7 v 7 A TERELRWEAIT, TXTO T v T ¥
A TBREESNET,

\}

GEX)  SNMPvl TiE, HHITVAR—Fr S TWHEEA,

DT v THA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBINC AT HLERH Y £,

i Wiz, SNMP MAC M 5 o 7% ARk 2 47 L ET,

Device (config) # snmp-server enable traps mac-notification change
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snmp-server enable traps ospf .

snmp-server enable traps ospf

SNMP @ Open Shortest Path First (OSPF) ~ 7 v 7% A 32— /W2 T HIZiL, Za—r3L 3
74 ¥ 2 b— a3y T— KT snmp-server enabletrapsospf =~ > R&HLET, 7741
FEEICETICIE, 20oa~<w2r FOno R EHERLET,

snmp-server enable traps ospf [cisco-specific | errors | Isa | ratelimit ratelimit-time
max-number-of-traps | retransmit | state-change]

no snmp-server enable traps ospf [cisco-specific | errors | Isa | ratelimit rate-limit-time
max-number-of-traps | retransmit | state-change]

BX DA cisco-specific (ER) YAa@HDO N T v T oA X —T M LET,
errors ER) =9— "I T mBAFX—TNMIZLET,
Isa ER) Vo7 AT—RFT KREZAL XA~ (LSA) b7 v 7 %A F—
T LET,
rate-limit ({EE) V—hHIR N7 v 724 3—T M LET,
rate-limit-time UEE) L— IR N T v 7OREOE S 2R TIHELET, IHETE

HAEIL 2 ~ 60 TI,

mex-number-of-traps  (fF) #XE L7-RFHIPNICEET 2 L— MR b 7 » 7 DR EFEE L

iﬁ‘o
retransmit (EE) "7y MEFEFT vy TE2A R—T VI LET,
state-change (EE) REEE T v T2 X =TT LET,

ATV RFI4)k OSPFSNMP k7 v 7OREITT 4 =T IR £7,

ATV R E—F Ja—nR_) a7 4 F¥al— g
2<% FEE Y y—2 EERE
Cisco 10S XE Everest 16.5.1a Zoawy RREAINEL

77

FEHEDAA KS4> simp-serverhost 7 m— b ary 7 Falb—varyavy RafifiLT, N7y 7 ax%ET
HAAN (NMS) ZIFELET, N7 v 7 A TEFEELRVERIE, ITXTO T v T X
A TREESNET,

\

(GE)  SNMPvl Ti, IR — RSN TWEEA,

rvro—vgBEa<>F ]
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. snmp-server enable traps ospf

DT v TEA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBINC AT HHERH Y £,

i Wic. LSA T v T E A F—T Mt BllAE R LET,

Device (config) # snmp-server enable traps ospf lsa
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snmp-server enable traps pim .

snmp-server enable traps pim

SNMP 71 k a)Visi Bl F % ¥ A b (PIM) bT v 7 %A 32— M BI2iE, Za—nN
Va7 4 ¥ ab— gy E— K Tsnmp-server enabletrapspim 2~ > RafHLET, 7
TN RBREICETICE. 2oa<wry RonERXEHEHLET,

snmp-server enable traps pim [invalid-pim-message] [ neighbor-change] [rp-mapping-change]
no snmp-server enable traps pim
[invalid-pim-message] [nheighbor-change] [rp-mapping-change]

X DERHA invalid-pim-message  ({1-&) ##7/2 PIM A vt — v I v oA X —7 I LET,

neighbor-change (&) PIM XA N—EF T v T A F—T ML E T,

rp-mapping-change ({£&) 757 —HRA > b (RP) v~ v BV I ERENT v T hA F—T
M LET,

ATYRFI4I R, PIMSNMP 7 v FOREIFT 4 E—7 M0 7,

avY Y RE—FK sa—s\)aryz 4 Fal—a v
avy RER Jiy—=x EENE
Cisco IOS XE Everest 16.5.1a Zoawry RPNEAINE L,

FEREEDHA KS4 > simp-serverhost 7 m— L a7 4 Falb—aryavy RaifILT, M7y 72%ET
HERAR NMS) #IEELET, N7 v T XA THRIBELRVERIZ. T_XTCO T T X
A TREEENET,

\}

GEX)  SNMPvl TiE, HHIIVAR— S THEEA,

DT v THA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBINC AT HLERH Y £,

i WiT, BN PIM A vbE— h Ty T hA F—T M DR R LET,

Device (config) # snmp-server enable traps pim invalid-pim-message

rvro—vgBEa<>F ]
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. snmp-server enable traps port-security

snmp-server enable traps port-security

SNMP R— h X a7 4 T v T a2 A X =TI THIIE, Z7a—b ar 7 1 Fal—
v 3 v F— R T snmp-server enabletrapsport-security =~ > RZ2FEHALET, 77 4/ Fi%
EWCRTICIE, Zoa~<r Rono ERZ2HH L £,

snmp-server enable traps port-security [trap-rate value]
no snmp-server enable traps port-security [trap-rate value]

X DR trap-rate EE) 1 BMIICEETIR— X274 Ty 7OEREEZHRTELE
value +, FEETEBEPHIL 0 ~ 1000 T, F7 44 MI0 T GHIRIZARL . k
S FIIRETHENCEEEINET) |

ATV RFEI4NLRE A= EFXF2UT 4 SNMP FT v TOREIXT 4 =TT FT,

ATV R E—F Ja—nR)L a7 4 F¥al— g
avy FERE )y—x TEAR
Cisco IOS XE Everest 16.5.1a ZThavwr RPREAINELE,

FEEHEDAA KS4> simp-sarverhost 7 m— Vb ary 7 4 Falb—varyavy RelLT, N7y 7 a2%ET
HARA L (NMS) ZELET, M T v A TEBELRVERIE, $XTOLF v 7 ¥
A TREESNET,

)

GE)  SNMPvl TiE, HHIIVAR—F SN TWEEA,

BEDONT v TEAT oA FX—TMITHITE, VT v T XA 7T LI snmp-server enable
traps 2~ > REEBNCANTHUERH Y £7,

#l Wiz, 1FM7 1 200 DHJETH— F X o VT 4 FF v P oA F—T AT D0
FLET

Device (config) # snmp-server enable traps port-security trap-rate 200
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snmp-server enable traps power-ethernet .

snmp-server enable traps power-ethernet

SNMP @ Power over Ethernet (PoE) ~7 v 7% A X —T MIZTBHIZE, Fr— b a7 4
X2 L—3 g F— KT snmp-server enabletraps power-ethernet =~ > R&EHLET, 7
74 MERBICETICE, 20avy RO noBRE#HEHLET,

snmp-server enable traps power-ethernet {group number | police}
no snmp-server enable traps power-ethernet {group number | police}

BXDEREA group BELIEIN—THBECTTHEA L TA L NI — TN —TF X=X NT v T HA
number F—T M LET, ZIFANSLNAEOHPIL 1 ~9 T,

police A TA RT—=R)V T v Iy TPl X—T I LET,

AT K FI4J)L+  Powerover Ethernet ® SNMP 7 v T ORFEIET 4 B—7 M7 £,

:Ivylg‘:E_F‘ 7\\\3‘—/\‘/1/:!:/74’\—’?11/‘—:/9:/
2wy REE yy—2 RENE
Cisco 10S XE Everest 16.5.1a Zoavwy RREAINE LT,

FEALEDHA KSq >y smp-serverhost 7 m—/bar 7 4 Falb—varyawy RefLT, M7y 7 &e%ZEFT
HARAL (NMS) ZEELET, NIy T IATEEELLRVERIE, T XTORT v T ¥
A TRERENET,

\)

(GE)  SNMPvl Ti, I AR — RSN TWEHEA,

BEDNT TR T oA =TT HITE, T v T H AT T L1 snmp-server enable
traps 2~ REMEBNZ AT THHERH D £97,

il Iz, 7 v—7"1 @ Power over Ethernet (PoE) b7 v 7% A 2 —T7WIZT BHZ R L
ij‘o

Device (config) # snmp-server enable traps poower-over-ethernet group 1

rvro—vgBEa<>F ]
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. snmp-server enable traps snmp

snmp-server enable traps snmp

SNMP b7 v 7 %A F—TMITHIF, Fa— )b a7 4Xalb—v gy E— KT
snmp-server enabletrapssnmp =2~ > K& LET, 774V PRECRETIZIE, Z0a~
Y RO noERXAEHEALET,

snmp-server enable traps snmp [authentication ] [coldstart ] [linkdown ] [linkup

] [warmstart]
no snmp-server enable traps snmp [authentication ] [coldstart ] [linkdown ] [linkup
] [warmstart]
BX DA authentication  ({L&) F8FE N7 v 7% A X —7 M LET,
coldstart (fEE) 2—VRKAZ—K T T A F—TWIZLET,

linkdown HEE) Voo Zvy by T2 X—7 VI LET,

linkup EE) Voo 77 b7 F—T NI LET,

war mstart EE) VA—LAX—F T v T oA F—TNMIZLET,

ATV RFI4IR SNMP T v TOREEET -7 M LET,

avY R E—FK Jyua—s\ ) arz 4 ¥al—iars
av Y REE ) 1y—2 KENE
Cisco IOS XE Everest 16.5.1a Tawy RRAEAINE LR,

FEREDHA KS4> stmp-serverhost /e — L a7 4 Falb—varyavy ReHLT, M7y 722 ET
HARAL (NMS) ZHEELET, M T v 7 A TEBELRVEGRIT, T XTDO LT v X
A TREFEISNET,

\}

GX)  SNMPvl TiE, HHIIVR—Fr S TWEEA,

BEONT v THA T oA F—TNMIT DI, b T v T HA 7T LI snmp-server enable
traps =2~ > REMEBNZ AT HHERH Y £97,

I WRIZ, U —Db AF—FDSNMP T v %A X—TNCTHH0ERLET,

Device (config) # snmp-server enable traps snmp warmstart
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snmp-server

snmp-server enable traps storm-control .

enable traps storm-control

SNMP 2 h—AMlfll 8T » T RTA—=F oA X—=TNVICT DL, Fr—rb a7 4Fa
L —3 3 » F— KT snmp-server enabletrapsstorm-control =~ > R&MHL £, 77 +/1
FREIWCERTICE, Zoa<wr Fono XA HH L ET,

snmp-server enable traps storm-control { trap-rate number-of-minutes }
no snmp-server enable traps storm-control { trap-rate}

BX DA

AR R FIHILbE

AR E—F

trap-rate (fEE) SNMP 2 b—Aflifl 87 v 7 L— &AL THREL £, %
number-of-minutes 3 A, & 1 2 O EFHIE 0 ~ 1000 TT. 7 7 4 /b ME 0 T,
fE 0%, FIRPEHINT, BET LRI vy IR FEEENDH T &
ZRLET, RETDHE, showrunall 2~ R JJIZ no snmp-server
enable traps storm-control NE/RINET,

SNMP A b —&Afllfl T v 7 RTA—=ZDERBIET 4 B—T N0 £9,

Jua—N_) a4 Xal— g

avy FERE

FEREDHA K34V

)1)—= EERNE
Cisco IOS XE Everest 16.5.1a Zhawr RREAINE LA,

snmp-serverhost 70— 3L a7 4 Fal—var avy REEHLT, Ty 7 2%ET
HARARN (NMS) #8ELET, M T v T ZATEBELRVGERIE, TXTORNT v T ¥
A TREESNET,

\}

GE)  SNMPvl TiE, HHITVAR—F SN TWHEEA,

3l

BEDONT v TEAT oA FX—TMITHITE, VT v T ¥ A7 T LI snmp-server enable
traps =<2 REEBNZATTELENRH Y 97,

WIZ, SNMP A F—2AflH F 7 v 7L — b2 145H720 10 b7 v AR ET D62 R
LET,

Device (config) # snmp-server enable traps storm-control trap-rate 10

rvro—vgBEa<>F ]
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. snmp-server enable traps stpx

snmp-server enable traps stpx

SNMPSTPXMIB k7 v 7% A R—7 /W ZT DI, Ze—bar7 4 Xal—va s E—
R C snmp-server enabletrapsstpx =~ > REMHEHLET, 774/ MREICETITIE, 20
a<vr Rono B EHERALET,

snmp-server enable traps stpx [inconsistency] [loop-inconsistency] [root-inconsistency]
no snmp-server enable traps stpx [inconsistency] [loop-inconsistency] [root-inconsistency]

X DiRHA inconsistency (f£&) SNMP STPXMIB FEHH N7 v T a2 A X —T M LET,

loop-inconsstency  ({1:&) SNMPSTPXMIB/L— 7 FJEEH T v T A F—7 VI LET,

root-inconsistency  ({1:&%) SNMPSTPXMIB/L— F FJEFH R T v T %A F—T M LET,

AT RFTI4)k  SNMPSTPXMIB 7 v 7 OFEIET 4 =707 0 £,

avY RE—FK sa—s\)aryz 4 Fal—ra v
av Yy FER Jiy—=x EEAR
Cisco IOS XE Everest 16.5.1a Zoavwr RREAINE LA,

EELEOHA KSq4> simp-serverhost /e —/ VL a v 7 4 Falb—varyavy REEALT, N7y 7 E2%ET
HARAL (NMS) 2HELET, M7 v 7 A TERELRWEAIT, TXTO T v T ¥
A TBREESNET,

\}

GEX)  SNMPvl TiE, HHITVAR—Fr S TWHEEA,

DT v THA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBINC AT HLERH Y £,

i KIZ. SNMP STPX MIB FJEHH kT v F & A p+ H61% 5 LET,

Device (config) # snmp-server enable traps stpx inconsistency
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snmp-server enable traps transceiver .

snmp-server enable traps transceiver

SNMP b T > v —NETF T oA F—TMITHITIE, Fa— a7 4 Xal— gy
£ — KT snmp-server enabletrapstransceiver 2~ > RZHHALET, 77 4/L bR EIZRET
Wik, Zoa~vr FonoBERXEHEHLET,

snmp-server enable traps transceiver {all}
no snmp-server enable traps transceiver {all}

BX DA d (EZ) TR_RCTOSNMP F T2y —R T v T h A F—T M LET,

ATVRTI4IR SNMP T v—N Ty TOREIXT 4 =T TR T,

avY Y RE—FK sa—s\)aryz 4 Fal—ra v
av Yy FER Jiy—=x EEAR
Cisco IOS XE Everest 16.5.1a Zhavwr RREAINE LA,

EELEOHA KSq4> simp-serverhost /e — L ar 7 4 Falb—vayavy REEALT, N7y 7 E2%ET
HARAL (NMS) 2HELET, M7 v 7 A TERELRWERIT, TXTO T v T ¥
A TBREESNET,

\}

GEX)  SNMPvl TiE, HHIIVAR—Fr SN TWEEA,

DT v THA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBNC AT HHERH Y £,

A WIZ, T_XTDOSNMP b7 v —N NI v 2R ETHH2R-LET,

Device (config) # snmp-server enable traps transceiver all

rvro—vgBEa<>F ]
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. snmp-server enable traps vrimib

snmp-server enable traps vrfmib

SNMP vifmib 7 v 7 &3 AI21%, Fe—"L a7 4 Xa2lb— 3 F—RT
snmp-server enabletrapsvrfmib =~ > NEEHLET, 774V MREICETICIE, Z0=
<~ ROnoEREHEALET,

snmp-server enable traps vrfmib [vnet-trunk-down | vnet-trunk-up | vrf-down | vrf-up]
no snmp-server enable traps vrfmib [vnet-trunk-down | vnet-trunk-up | vrf-down |
vrf-up]

X DERHA vnet-trunk-down  ({£:&) vrfmibtrunk # 7> F 5 v FE2 A F—T I LET,

vnet-trunk-up  ({£&) vrfmibtrunk 7 v 7 N T v FEA F—T I LET,

vrf-down (E=E) vifmibvif ¥ 7> R v TR A R2—T VI LET,
vrf-up (fEE) vifmibvef 7 v 7 b7 v T E A 2= VI LET,

ATV RFI4)k  SNMPvrfmib 7 v T OREITT 4 E—T IR0 £7,

avY K E—F jﬂ‘—/\‘/l/:lf/j/(i’\i;]/_:\/a:/
avy FERE 1y —= —
Cisco IOS XE Everest 16.5.1a Sha~wy RFAEASHE LI

FERAEDHA KS4> smp-serverhost 7 u—/3 b3y 7 4 Falb—varavy ReALT N7y 7 a%ET
HEARN NMS) #fF8ELET, "I v 7T XA TERELRZWVWESIZ, I _XTO M T T ¥
A TREFESNET,

)

GE)  SNMPvl TiE, FHHIIVAR— PSR TWEFA,

BEONT v TEAT oA X—TMIT DT, VT v T XA 7T LI snmp-server enable
traps 2~ > REERNC AT HHERH Y £,

1l = OFliE, vefmib trunk #7 k T v FEAERKT D HEE R LTOET,

Device (config) # snmp-server enable traps vrfmib vnet-trunk-down
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snmp-server

snmp-server enable traps vstack .

enable traps vstack

SNMP A~ —h A VA M=) b T v T oA X—T/NZTDHITIE, Zr— a7 4 Fal—
v 3 v F— KT snmp-server enabletrapsvstack =2~ > R&EFEHA LE T, 77 4/0 bk EICE
FIZiE, Zoa<vr RonoBERXE#HLET,

snmp-server enable traps vstack [addition] [failure] [lost] [operation]
no snmp-server enable traps vstack [addition] [failure] [lost] [operation]

BX DA

AU RTIHIE

AR E—F

addition (%) 7547 v Mo LkoTBMENE Ty TE2 A Z—T M LET,

failure ((£E) 7741 D7 v TFa—REF T —REERNT v P2 A F—7 ML E
‘a‘o

lost EE) 79A T FOBRK N T v T E2A Z—T M LET,

operation  ({£%) #EE— RELE T v 7 E A F—7 M LE T,

SNMP A<—h £ VA b—/v b T v T OREITT 4 B—T W20 £,

Ja—) a7 4 F¥alb—T g

avy FER

FRLEDHA KS1 Y

Jiy—=x ZERNA
Cisco IOS XE Everest 16.5.1a Zoawy RRNEAINE L,

snmp-serverhot 7 — 3L a7 4 Falb—rvarav s REEHLT, NIy E2=ET
HAHRA L (NMS) ZIEELET, M T v T A T2BELRVERIE, T XTO LT v T X
A TBRERESNET,

\)

(GE)  SNMPvl Ti, BE#IIYAR— RS TWEEA,

3l

BEDNT TR T oA =TT DHITE, T v T H AT T LI snmp-server enable
traps 2~ REMEBNZ AT THHERSH D £97,

wIZ, SNMPA~—h A VA=V I TFAT MEBMMT v 724K T 202/ L%
—é‘o

Device (config) # snmp-server enable traps vstack addition

rvro—vgBEa<>F ]
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snmp-server enginelD

SNMP D r—Z ) at —f 73— b a B —IZARERET DITIE, Za— b a7 4
Fal— 3 EF— KT snmp-server enginelD =2~> R&fiHLET,

snmp-server enginelD {local engineid-string | remote ip-address [udp-port port-number]
engineid-string}

BXDEREA

aAav>v R FI4IL bk

aAvU R E—F

local engineid-string  SNMP =t E'"— DA RiIC 24 CFD ID CFEHZHEE L £1, HFt o i
GENDIEEIT. 24 LFOZ LV ID TRTEEETALEITH Y
FHA, IBETHDIZ. =2 1D DD b ¥ uOLpEL BT E R
W ERAS T T,

remote ip-address UE—FSNMP a2t —ZfELET, SNMPO U E— F at'—& 5
T34 AD ip-address # f5E L £7°,

udp-port port-number  ({£7%) UE— h F A A=Y F—% 75 57 a b= (UDP)
AR—rEHEELET, T 740 I 162 TT,

SNMP Ox=> v IDIZHEIMICAR SN E TN, EfTar 7 Fab—ra NJEErRER
BRESNETAL, 774V MEREIRESNTZT V2 ID ZRRT DITIE, show snmp
enginelD 2~ > R&fEH L ET,

— AR U A TiE, SNMP ORER. ZOHBARISKW - D EERALET, 7~
72 L. AA v F M StackWise Virtual CTEITEN TWAEEIIT 7T 4 7 AA v FDMAC T K
VRCHESEET,

2By 7P a—REN, AZ Y7 DRDAA v FRPIEEREIRHZ A Z o3 f L LTRSS
L. BIOSNMPV3 = P IDEID Y THNE T, THIE SNMP BREE CIEEDOFIA & 72
F 973, snmp-server enginelD local engineid-string % EF T 5 Z & THEEETX 77,

Ja—)L a7 4 Fal—g

avy FNERE

FEREDAA RZA4 Y

Jjy—= EEAR

Cisco IOS XE Everest 16.5.1a Zhavwr RREAINE LA,
L
151

EOFITIE, u—HL =222 1D 123400000000000000000000 2 3% E L E 3,

Device (config) # snmp-server engineID local 1234
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snmp-server group

#1 L\ Simple Network Management Protocol (SNMP) 27 /L— 7 %% ET HI2I%, 7/ r—s 3L 2
Y7 4 F¥al— gy E— R Tsnmp-server group 2~ > RZHH L E9, $E L7 SNMP 7

N—THHIBRT DI

snmp-server group .

X, Zoa~<r FonBEREFHHLET,

snmp-server group group-name {vl1|v2c|v3 {auth|noauth|priv}} [context context-name]
[match {exact | prefix}] [read read-view] [write write-view] [notify notify-view] [access [ipv6
named-access-list] [{acl-numberacl-name}]]

no snmp-server group group-name {v1|v2c|v3 {auth|noauth |priv}} [context context-name]

B DEREA

group-name T N—"T D4,

vl TNN—TNWSNMPvl X2 UF 4 EFAEZMEHLTWAZ EEEELE
4, SNMPvl 1T, & HEEMEDOEWSNMP tX = U T 4 EF AL TT,

v2c TN—TMNSNMPV2c EX =2 VT 4 ETAEMEHALTNWDIZLE2EELE
KR
SNMPv2c X = U T 4 ETNATIE, A 74— LEIXETE, 64 LFD
LFEHNNYR—FENTWET,

v3 TN —TNWSNMPV3 EX 2 UF 4 EFAEZHEHLTWAZ EEZIEELTE
kR
SMNPV3 Z, ¥ R—FrENTWHEF 2V T 4 EFLOFTRLLELET
T, SMNPv3 Ti, FBiEFMEZIRMICRETEET,

auth Wb 2 TRV Ay FORGEEZfREE L7,

noauth iy PRI EITORWZ L EIRELE T,

priV %15%1T9/\b‘/ ]\ODHALAHJ]E;%:F H/:Ebi—d_o

context (fEE) ZDOSNMP /L —7 L ZDE o — & BEA T 5 SNMP =2 27 &% X
rERELET,

context-name (LB a>FTX% X N,

match (HEE) EMRaLTxX AN~y FE2fEET I, £FarTF R b
FLT 4 I ADBERE LET,

exact (EE) EMhary T A MERAELET,

prefix (EE) avTFFAN VLT 4 v 7 ADHRERAELET,

read (F-3) SNMP 2/ /L —FD#HHETY Ea—%fEELET, 2O 2—T
X, ==V b T Y DHREFRRTEET,

rvro—vgBEa<>F ]



. snmp-server group

vy ko—bgBavUF |

read-view

() Ea2—0D4HITHDEK 64 XLFDLFH,

TNV ENTIE, read A7 a U EFEHAL CIORERZ FEX LARWVE
D, FHHEY Ea—i3A v X —Fy bAT7 V=7 Figbl+ (OID) D A~—
2 (13.6.1) IZBTHT_RCOF T2 N ThHHERRENET,

write

(fE&E) SNMP /' L —F DEZ AL 2—%EELET, ZOE2—T
X, T4 EAN L=V hOa T UV ERETEET,

write-view

(EE) Ba—0ARTTH 2K 64 LFDLF4I,

T 74NV F T, EXIAHRE2— (DFD, X/LOID) IZIH]HERE S
TWERHA, EXIAALT VB RAEZRETHALEND Y £7,

notify

(L&) SNMP Z L —7F D@ 2 — %2 ELET, 2O 2—7TlF, &
H, AT+ —b, Ty 7E2RETEET,

notify-view

({EE) Ea—0ARITH 2 HRK 64 LFDILFH,

T 7 4/ b TliE, snmp-server host =~ > RAGREINDH LT, AL 2 —
(DFED, XL0ID) IZIFMTHERINLTVER A, B2 —% snmp-server
group 2=~ RTIRE LSS, ERESNDZDOE 2 —DFT X TOMAIL,
ITN—TICEEMT BN TV TR COa—PFIZEEFEINET (FD2—
FIZxF LT SNMP $— R 2 R ORRENRFET H5E) .

VAATE, VT MU= T IR 2~ HEAERES TS 2 L 2 HEEL T
WET, ZORFaAL O HEME2—0ORE] OEEZBBL TS
Uy,

access

(FEE) ZNV—7ICEAT A% 72 a2 fa—L ) A b (ACL)
ZREELET,

ipv6

UEE) IPV6 L4RIfTZXT 782 URAREIELET, IPv6 & IPv4 Ol )7
DT 7E7AVARIPRENTWDLEAIL, IPv6 ARIfTET 782 UX K
NYU A NORINCERSNTWDLERNH D £,

named-access-list

L) IPv6 77t Z2 U 2 N D4,

acl-number

({ER) acl-number 51#%i%, LARTICERE SNTAEHRET 72 2 U X N &5
T 51~ 99 DEHTT,

acl-name

() acl-names| %L, LIRNICRE SNZERET 7 2 U A SDOLRIT
B D EK 64 SLFOLFHTT,

ATV RTI4I R SNMP H—R A —TFRESNTHEE A,

9TV RE—F Jua—s)rary7 4 Xalb— 3 (config)
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snmp-server group .

avy RERE

EREDAARZA

J1)—=x EEAR

Cisco I0S XE Fuji Zhavwy RREAINE LT,

16.8.1a

a3 2=F 4 AN T BNEICRESN TV . public L WO ARTD2O>D I N—T

75@%%5}65%?# 1oEvitEx=2V T 0 %TJI/H?J HI 1D EV2eEFxF2 VT 4 TV
BT, AR, 23a2=7 4 ANV 7 %HIBRT D L. public EWIARID v ZL—TF &
public &5 %ﬁﬁ@ v2¢ V=T INHIBRSILE T,

snmp-server group v RERET HEE, BIAEXT T A N —T AT Y ZLIIET 7 40 B
EIXHY EHA, £lo, T 74V bO/RAT— REFELEH A, MessageDigest5 (MD5) /3
2T — ROFEEIZHOWTIE, snmp-server user 2~ FO RF 2 A2 FZ2BRL TSN,

BHEL—DHRTE
notify view 47> 3 U id, 2 OO HMIZHEHATE 7,

e JIL—TIZSNMP I L CRESNTZBME 22—V, TOBA 2 —%2LEH T D0
=D,

2L

» snmp-server host =< > Kif, snmp-server group =< > ROFHIIEHE STV 5 "[REMEN
HVET, ZOHA, snmp-sarverhost 2~ > REFHET D0, FoiTm@b e dmmme = —
ZHRETLOLERH Y £,

WOBHENG, SNMP 7 L —T7 %% ET HBRICEHE 2 — 2 ET D Z LidfEIn T\ ER
Ao

e snmp-server host =~ o RIZ K o> T —FITH L CTHBVAER SN2 @M E 2 —%, ZD2—
PICBEAH T STV 5D 7 L—FICBInd 5,

c IN—TDWMME 2 —EEHTDHE, FOIN—TIZHGHT bR T R TOZ—WRE
BEZITET,
snmp-server group 2> RO—#8E LT/ — 7 OilME 2 — &2 fRET 2R b0, FES
NIZNE/FTkD o< REfHLET,
1. snmp-server user : SNMP = —H &R E L £,
2. snmp-server group : EFEIE = —Z B0 L 72T SNMP 7 /b — 7 2% E L £ 7,
3. snmp-server host : ~ 7 v THEEOZEFELARE L C, @MY 2 —Z HEERL T,

SNMPaOY7TFX k

SNMP =1 T F A MZ ko> T, MIBT—XIZ7 27 ® AT 5475150 VPN o — P TR X
NET, VPNR2TX A MIBEMIT NS &, VPNEBDOMIB T — X BED T F A
MIFELET, VPN Za 7 XA MIBEMNT D &, h—E 2 T a g Z =3 E#5 VPN
THxy NI—7%FHTEET, a7 A MEER L CVPNICBEMIT D Z Lk, H—
R Tang X—ix, 5 VPN OZ—FRE LRy hT—F 27 731 A ETHlLod VPN O
2—PICET HIERICT 7 EATDH0ES I ENTEET,

Yy bID—YEBOTUF .
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LY . EXGAL, F7ILEE SNMP B 2 —% SNMP =2 > 7 % 2 NMZBEfT T A2,
context context-name ¥ — U — KRB L G|#E Ebiczoa~vr REEHLET,

SNMP 5" )L— T DERK

ROFNL, SNMP H— 37 L—7 Tpublic)] Z{EKL T, 3 XTOFT V=7 MIxfL
THEMELFITE T 722 Y Ak lmnop) D A L _R~DFHIRY HHT 7 ¥ A Z a4

LR L TVET,

Device (config) # snmp-server group public v2c access lmnop

SNMP H—/\5 )L— T DHIkR

WOBNZ, BEMND SNMP H— 37— [public] ZHIBRT S HikERrLET,

Device (config) # no snmp-server group public v2c

SNMP H/\ J)L—TLiEESNT-E 12— & OBEER T
WDENZ, SNMPy2c 7 /v—7 TGROUPL| @t = —|ZBS#iftF Hi7= SNMP = > 5 %

A2 TA] ZRLET,

Device (config) # snmp-server context A
Device (config) # snmp mib community commA
Device (config)# snmp mib community-map commA context A target-list commAVpn
Device (config) # snmp-server group GROUPl v2c context A read viewA write viewA notify
viewB
EEa<T YR Command Description

show snmp group

TNRA A LD T N—T DL, EX2 VT 4ET /), FFEE 2—
DAT—E A, BIOEZEITN—TDA N —I XA FE2FRLE
7,

snmp mib community-map

SNMP 23 2=F (%SNMPa2 75X A, = IID, EX=
V7 44, £72IT VPN Z—4 v b U 2 MIE#EM T £,

snmp-server host

SNMP @ HEEDOZEE B EL £,

snmp-server user

SNMP 7' )LV —F Iz LW —HZ23RE L E£7,
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snmp-server

snmp-server host .

host

Simple Network Management Protocol (SNMP) @HIEEDZ(EE (KA N) ZfHET HITIE.
FNA AT snmp-server host 70— )L a7 4 X al—v gy avy ReALET, §F
ELIZARA MEHIRT 2121E, Zoa~vy RonoBREHEHLET,

snmp-server host {host-addr } [vrf wrf-instance] [informs | traps] [version {1 | 2c |
3 {auth | noauth | priv} } 1 {community-string [notification-type] }
no snmp-server host {host-addr } [vrf wrf-instance] [informs | traps] [version {1 | 2c

| 3 {auth | noauth | priv} } 1 {community-string [notification-type] }

B DEREA

host-addr RARN (=7 bERDZEM) OARTEIZA 2 —Fy T RLAT
ER

vrf wrf-instance  ({£3%) (REB7F A _X—F %> hU—2 (VPN) L—F 4T A4 VAL R
EZDRANDLRIERELET,

informs|traps  ({£&) ZDARA MZSNMP b7 v FE 7234 515 LET

versonl|2c|  ({£E) FT v T ORFITHEHT D SNMP O A—V 3 VEEELE T,
3

1: SNMPvl, EHROBEIL., ZOAF v a v 2EHTEERA,

2c : SNMPv2C,

3:SNMPv3, FBILF—T— RD 1> (ROFOITESR) B, N—T 323
F—U— RIS TWAMERH Y £9,

auth _ | noauth auth (f£&) : Message Digest5 (MD5) BLOtF a7 Nya 7T
| priv AL (SHA) 7w RgBiEE A F—7 Mz LE T,
noauth (57 #/L k) :noAuthNoPriv £ = U7 4 L3l auth|noauth |
priv ¥ —U — ROBIRMNEESNHTWRWES, ThRT 740 hEn %
ﬁ—o
priv. ((£&) : 7 —¥WEH8K (DES) 2k b/ %7y MFE L (7T 4R
=] b)) BEAR—TNICLET,

ComMuNity-Sring S@AILIRIZ & b7 o TEFEEN D, NATV—REFEELZala=T 1 A b
V73, snmp-server host =~ > REFEHLTCZDA MY VT EHRET
TETH, ZOR NI T EERT HITIL, snmp-server community 72—
SV a7 4 Xal—vary avy RE[HHALTHE, snmp-server host =
~V REHERTHZ EEHRLET,
GE) arrXAMERZRUD @il BEHLEST, oavy
ROBERFIZSNMP 2 2 =7 4 A M) 7 O—fE LT @ils
EHALRNTSZEN,

rvro—vgBEa<>F ]
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notification-type ({L&) KA MIEEENDBHOZ A T TT, XA THEES ATV ARN
A, TXTOBEBMBEEINET, BHY A 72T, ROF—TU—RD 1
OELITERERETEET,

« auth-framework : SNMP CISCO-AUTH-FRAMEWORK-MIB k 7 v 7 % 1%
fEL ¥,

* bridge : SNMP A/X=>7 > ) — 7 ua k=L (STP) 7' U v ¥ MIB
Ty T REELET,

* bulkstat : 7 —ZII4E MIB U8 b T v 72k E L E T,

» call-home : SNMP CISCO-CALLHOME-MIB 7 v 7% {5 L £,
ecef : SNMPCEF 7 v 7 &% ELET,

s« config : SNMP & F 7 v 7 &2 EEFELET,

» config-copy : SNMP config-copy k7 v 7 Z%&(5 L7,

« config-ctid : SNMP config-ctid 7 v 7 & &{F L £,

» copy-config : SNMP 2 B"—3%¢7E N 7 v VX F L £,

ecpu: CPUMHEI N7 v S &k ELET,

« cpu threshold : CPU L & WM ~ 7 v 728 E LET,

eigrp : SNMP EIGRP k7 v 7% E L £ 7,

sentity : SNMP =~ hU T v 7S EZEEFELET,
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cenvmon : BREE=4% N7 v T EEELET,

« errdisable : SNMP errdisable 1#%1 7 v 72 E L E7,

« event-manager : SNMP Embedded Event Manager k7 » 7 255 L 9,
« flash : SNMP FLASH #1445 L £ 7,

« flowmon : SNMP flowmon i#%1 7 v 7% %5 L £ T,

«ipmulticast : SNMPIP ¥V F X ¥ XA b v—TF (7 7 v 7 x5 LE
_é—o

cipsa: SNMPIPSLA h7 v 7 & EEFELET,

«isis: SNMPIS-IS h 7 v 7 &%k E L 7,

elicense: 74 A b T v T EEEFLET,

« local-auth : SNMP i —# VE8GE b7 v 72 %E L £,

« mac-notification : SNMP MAC i1 k7 v 7 & 55 L £ 7,

+ ospf : Open Shortest Path First (OSPF) k7 v 7 %#%#E L E T,

e pim : SNMP 7' 1 b LNl L FF v A & (PIM) b7 v 7 &#EL
i‘a‘o

* port-security : SNMP AR— b X =2V 7 4 F T v 7EEEFELET,

* power-ethernet : SNMP /XU — A —H% v b h T v 7 ERELET,
sestmp : SNMP ¥ A 7 v v 7 #XELET,

« storm-control : SNMP A b — Al b T v F&2EELET,

e stpx : SNMP STP #Z5E MIB K7 v 7% iXF L £ 7,

*sysdog : SNMP syslog 7 v 7% iX(E L £7,

s transceiver : SNMP b7 > — R T v 7 EEELET,

stty : TCP Bt b 7 > 7% E LET,

« vlan-membership : SNMPVLAN A >3 —3 w7 b T v 7 REEFELET,
« vlancreate : SNMP VLAN {ERD T v 7% 5 L £,

« vlandelete : SNMP VLAN Al 7 v 7 Z3i5E L £ 7,

« vrfmib : SNMP vrfmib b7 v 7 & H#FE L £,

e vstackSNMP A~ —h 4 VA M=V 8T v T HFEFLET,

* vtp : SNMP VLAN Trunking Protocol (VTP) ~ 7 v 7 Z%E(E L ET,

swirdess: VA YL A NI o T EEELET,

rvro—vgBEa<>F ]
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AR R TFIHILE

ZOavwr NI FTIAN I TTF 4 =T NIRRTV ET, BHITEESNET A,

F—U—REBELZWVWTIOavr REANLESEIZ. 774V T, XTO T v
HATHRRAMIERFBEINET, HFRIZTZOFRA M ﬂuéﬂiﬁ/uo

version ¥ — U — R WES, T 740 MIR—a 0 11220 £,

N—=T g V3 EBIRL, RiFx—U— R2 AT Lo T=35481%, 7 7 +/L kT noauth
(noAuthNoPriv) &F =2 U7 4 L~ULZ7e V) £77,

\)

GE)  fructrl F—U—RiZ, <2 R34 D~ F AR U AR REINETN, PR—F &

NTWEEA,

AR E—F

Ja—) a7 4 F¥al—T g

avy FERE

Jiy—=x PSS
Cisco IOS XE Everest 16.5.1a Zoawy RRNEAINE L,

FEREDHA KSq> SNMPEANE, b7 v 7EIHRIRE LTEETEET, M7 v 7E2ZELTHREMT

MERINEZ R EFE LAWY, b T v FIIEETE A, HEMTIE. b Ty TR ZESNT-
MEIMEHRNITEEFA, 722U, HREREZE LIZSNMP =7 ¢ 7 11X, SNMPILE
PDUEMEH L TR v = ICHERISE LET, EEMUNEEZZELRWGEE, 174+ —4
FEREZBFBEEFELC, A1 74 —2NBEHOEICRIET D etz m LT £4,

72770, BERIZF=—V 2 FRBEOR Yy F U= D) V=R B LD EZHEHELET, BIELFH
FRCIESESND N T v 7 e R | AU 74— A BERITINEEZZIETDHE T, FITERE Y
ALT T MIRDET, AEIVNIRFTOHERHY 7, /2, M7 v 7OEEIX1EIR
0T, ERITEENC DTz > THRITHARETT, HEEORENPEZ L E T 7 4 v 70
WL, Xy NT—=7 DA — "=~y RRFEL RDERIZH 20 £3,

snmp-server host =~ K& AS Lo =88 BHINEE S ER A, SNMP @A % 1%
FTDEINTT A AERET DI, snmp server host avwr RaEbeltb 1 2ANTS
VERHY ET, F—U—RE2EELRVWTIOa~<r RE AN LSS, ZTORZ b TIET
RXRTDO LT T ZALTRAX=T VIR T, FBEOBA NEA X—TWITT DL, FA
kT &2 snmp-server host =~ > REEBNCATITH20LERH Y 5, 2~ NITEKO®
HMAA THBFANZEIRETE £,

a—Aba—HR Y E— hARR b ERET T RWEA, 731 AiFauth (authNoPriv)
BEL O priv (authPriv) OFRFEL L DIEHRZLE L EHA,

FCAA B XOFE L@*EO) BE1 (N7 7EIEEH) 13 L THEE D snmp-server host =
~ YV RERELESGAIZ, BRICATENTzav RIZXosTRHIOa~y RR EEXESNET,
Bcf% O snmp-server host g~y REFHRER T, =& 21, B A R snmp-server hostinform
a~2 REANLTHEL, [AUEA MO snmp-server hostinform =2~ > K& A L7546
E. 2FBOa~v U RIZEoTRAMOa~y RBEESEHZ GET,
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snmp-server host .

snmp-server host =~ > N{X, snmp-server enabletraps 7 u—/ )L a7 4 F a2 b—/ 3 2
vV REMAEDLETHERALET, Z7a— VLG S5 SNMP @A HET 21203,
snmp-server enabletraps =2~ > RZEHLET, 1 DOFRA FTIEEALOWBAEZET 55
BlE. ZOFRRMIXFLT, D72< & 120 snmp-server enabletraps 2~ > K & snmp-server
host =~ R&A R—TWMZTHMERHY £, —HOEMZ A 7 1%, snmp-server enable
traps 2~ RCHIECE EH A, o 2, HLEAMY A TILHEITA X —T /LTI, o
WA A T IXENENR D a~ 2 FIZk > TA F—7 Mz £,

F¥—U— RZ&E LAV Tnosnmp-server host =~ > K&+ 5L, mA F~D hT v 71X
T4 E—T MR ETH ERITT TR ER A, ERET BT T HIC
I%. nosnmp-server host informs =~ > R&EMFH LT 72X,

WOFITIE, FT7 v I L T—EDSNMP 22 =2 =5 ¢ A~V % comaccess %%
EL, TOANI LD, T/7EAVARNI0ZNLIESNMP R—Y > 7 77+
AhELET,

Device (config) # snmp-server community comaccess ro 10
Device (config) # snmp-server host 172.20.2.160 comaccess
Device (config) # access-list 10 deny any

R OFITIL, 4 Hil myhost.cisco.com THE SL7ZAA MIZSNMP 7 v 752X 5T 5
FEERLET, 232=7 44 A MU 71X, comaccess & L TCEZINTWNET,

Device (config) # snmp-server enable traps
Device (config) # snmp-server host myhost.cisco.com comaccess snmp

ROFITIE, 232a=FT 4 ALY 7 public 2FEHALT, +_XCTHOLT v T EKA B
myhost.cisco.com \ZFEFT D L IIT A A& A X —TWIZT D HEEZRLET,

Device (config) # snmp-server enable traps
Device (config) # snmp-server host myhost.cisco.com public

R A ERT 5 I121E, show running-config £ EXEC =2~ > R&E AN L £,

rvro—vgBEa<>F ]
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snmp-server manager

AR TIHIbE

aAvU R E—F

Simple Network Management Protocol (SNMP) ~ X — ¥ 7'mE A& EE§512iL, 7/ a—nN
AT 4 Xab—3 g E— FTamp-server manager 2~ RZEH L E3, SNMP ~
F =Ty T RERAEEIETSHICE, Zoavr Rono BERXEHHLET,

snmp-server manager
no snmp-server manager

Jua—s )b ar7 4 X¥al—3 3 (config)

avy FERE

EREDAARZA

1) —=x EENE
CiscoIOS XE Everest 16.5.1a Z o< REMEINE LT,

SNMP ¥ % — ¥ 7BEALSNMP ERkA2T—Txr MIEEL, =—Y = F2> 5 SNMP
INE LA ZITHY £9, SNMPY R —V ¥ T REANA R—T IR > TN 5DH & XTI,
J—ZILEDOMO SNMP =— 2 = > MInEhE T, FESNTELZSNMP R 7 v 7 &AL
MTXxFET,

FEAEDR Y NT—7 X2 VT 4 R —TlX, /L—& 23 SNMP B3R %25 1) fFiF, SNMP
B wIEE L, SNMP BAIZEETH2HOLEBESINTNET, SNMP ¥ 32—V v HEEEN A
F—T N2> TWDIRRETIE, /L—Z X, SNMP ZERDE(F, SNMP IGEDO%ZE, BLW
SNMP EHIDZZ(E HITWET, JHAICL > UL, ZOMEEEZ A X —T7 M T DRENCEF 2V
TARY —DFELEHTHLERGLILELH D F,

. SNMP ZRIX UDP AA— b 161 [ZEE & Ed, % . SNMP &1L UDP 7R — k 161 2
HREE SN ET, @, SNMP BT UDP R— bk 162 IZHE &N ET,

KIZ, SNMP v % — % a2 % A4 2—7 2T 5652~ LET,

Router (config)# snmp-server manager

EEav> R

Command Description

show running-config | HIfEETHD a7 4 Fal—ay 77 A NEIFEDA v & —
T2 ADAY T 4 Xalb—ra X ONR, £id~vy 7 77 A1
WMERRLET,

show snmp user TN~ 2—WH T —T D% SNMP = —FZIZBT 5 HH 2 FoR
Lij‘o

snmp-server enginelD | 5 N4 Z CREINTE—H/ILSNMPZ L P BILONTRTHOY £—
oD #FERLET,
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snmp-server user

Simple Network Management Protocol (SNMP) 7 /L—FIZH LW —H 2R ET HIZIE, 7/ e—
SNV a7 4 F¥ 2 b— 3 E— R Tonmp-server user 2~ > K& LEJ, SNMP 7 /L—
TInHa—YEHIRT S, Zoavr FonoBEXEHEHALET,

snmp-server user username group-name [remote host [udp-port port] [vrf vrf-name]] {v1]|

v2c|v3 [encrypted] [auth {md5|sha} auth-password]} [access [ipv6 nacl] [priv {des|3des|
aes {128]192|256}} privpassword] {acl-numberacl-name}]

Nno snmp-server user username group-name [remote host [udp-port port] [vrf vrf-name]] {v1
|v2c|v3 [encrypted] [auth {md5|sha} auth-password]} [access [ipv6 nacl] [priv {des|3des
|aes {128|192|256}} privpassword] {acl-numberacl-name}]

X DA username Ty MIERHT D, AN LEO—FD4HI,

group-name T RNINETAACL (T77E8RAaba—L AR 4

remote fEE) 22—V NETH5VE—FSNMP =T 4T 4, BIOZDOZ T ¢
TADKRARLEILIPV6 7 RV AEZITIPVAIP 7 RLAZFEELET,
IPv6 7 RLABLOIPVAIP 7 RL ZADM 248 T 5 & IPv6 A8 A R A3
MIZRRSINET,

host (fE75) UE—k SNMP KX FOLRTEFILIP 7 FL 2,

udp-port (EE) VE—FARRbO2—Y F—%7F 5 7 ha) (UDP) A—h
FrriEE LET,

port (E&) UDP AN— k&4 288086, 77 +/v ME 162 TT,

vrf L) V=T 4 v T T—TNDA v AR AERELET,

vrf-name (EE) T—F DT 2 —=F ¥y L FIF7A4X—F Xy NU—7
(VPN) /V—F 4 7B X QEk (VRF) 7 —7 L D4,

vl SNMPvl 292 Z L2 ELET,

vZe SNMPv2c i 95 Z L A$EEL 7,

v3 SNMPV3 X2 U7 ¢ £FVEMEHT 52 & 2EELET, encrypted F—
U—KREiFauth ¥ —TU— R, H25WIIZ O G OEREFFT LET,

encrypted (EE) NAU— RS SN TRREND N E I DERELET,

auth EB) AT 2L~ EELET,

md5 ({£#&) HMAC-MDS5-96 #87E L~V & 5 E L 77,

sha ({£E) HMAC-SHA-96 #87E L~ L& 57E L £,

rvro—vgBEa<>F ]
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vy ko—bgBavUF |

auth-password

(EE) ==V ERBRARNLNNTr Yy NEZETEDLOI2TDHA Y
7 (64 SLFLLF) o

access EE) ZOSNMP—W LEG#fF AT 78X ar br—/L J A~ (ACL)
PHEELET,

ipv6 (fE&) Z O SNMP = —H & B} 5 IPve 4RI & 7 782 U 2 M &5
ELET,

nacl (fE#) ACL D4 H1TT, IPv4, IPv6, F7-13 IPv4 & IPv6 D DT 7t
AVANERECEET, MEEBELESGAE. IPve4RIfET 782X
ARBAT— AL NORINIERINET,

priv (E&) SNMP A vt— LAV DRZEMD T2 SNMP /A—2 = 2 3 D
2—PR—R X2 YT 4 7/ (USM) OFHEZRELET,

des (EE) WEE{biz->WT 56 E v b Digital Encryption Standard (DES) 77 /L=
VXLOEHERELET,

3des (EE) BE{kico>\WT 168w R3DEST /LI Y X AR ZEE L £,

aes (&) W55{klZ-2 T Advanced Encryption Standard (AES) 7 /L= U X A D
fFHEZRELET,

128 (fEE) BEEA Iz OWT 128 By N AES 7L T XD EEE L £,

192 L) B blzONWT192 By NAES 7T XADMHEZIEE L E T,

256 (fEE) e Iz oW T 256 By F AES 7L T LD E L £,

privpassword EE) 794N —a—P RRATU—REZEET LT (64 XFLLF)

acl-number L) IPT7 RLADKEARET 72 A U A NEEET 5 1 ~99 OFFH O RS,

acl-name EE) IPT7 RLADIERET 7+ 2 U A NOLRITTH D LT (64 LFL

™ .

AR TIAIE

ATV R E—F

Erfb, NATV—=F, BIOT 7R VX MOFT 740 FERZOWTE, MEHLEOTA R
TA V] ODHIZHHLEREZR LTSN,

Jua—)L ar7 4¥alb—3 3 (config)

av Y RERE

Jy—= EEAR
Cisco I0S XE Fuji Zhavwy RREAINE LT,
16.8.1a

EREDAARZA

. Yy hID—YEBOTUF

VE—h 2—VE2RETHHET. 2—FRHFEETDIT A ADYE—F SNMP =—V =
MZXHETHIPT FLVAELIIAR— NEFERELET, £/, FFEOTZ—Y =2 MIU E—
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snmp-server user .

b —H 2 ET SR, snmp-server enginelD =~ > FiZ remote ¥— 7V — R&HEL T
SNMP =P ID #RELET, )%%bi%v:/%@%mpi///mu\Nxvﬁ
hﬁ6m£k774ﬂ/%&4/mzb%ﬁ 19 DERICME T, RV E—F =P
ID 23EXE S AL TV e :>cf4¥;¢ﬂ~ya>/:v;/Pﬁ%ﬁ&Liﬁy

privpassword 5| #% & auth-password 5 #8022V Tl R/ hOREIN 1T T, RS E ST
SXFLULETHY, XFLHFEOHMFEEDLLENRHY T, HIEINLIHERKEIL64XFT
—g—o

WOFRIZ, AL, AT —F, BIXOT27EAXA VA NDOTFT 74V NO2—WFEEE R LU FE
ﬁ—o

%= 7:snmp-server user DT 7 + )L b DE5EA

i FI24I bk

TI7AVAMITRTODIPTIZEA VA NNLDT 7R ARFAINET,

51k T 7 hTIIHFELER A, encrypted ¥ —U— Rk, /SAT— KRR v
t— ?ﬁ47Ix%7wﬁ)XA5(wx)ﬁ%ymx%fﬁb\?#z
FNAT — RCIERWZ L ZBET DO INET,

INAT— R THXRRPLFHE RIS nET,

VE—h 22— [T _RTCO2—HL, remoteF—UV— RZHEH LTV E—FFTHDHI L %2R
ELRWNED, ZOSNMP =il L Tae—aLThdeERREN
S

SNMP /X2 U — R, HE SNMP = 2P D SNMPID 2 L Cu—h 54 X&nxd, A
V7 F—bD5A, EHROSNMP = —Y > MIVE—F 2P0 T, T vERE
WA 74— EBRETEDLIITTBITE, SNMP T — X _X—ZAHRNDYFT—h =D
SNMP = ¥ ID X ET HHENH Y £,

)

(X))  SNMP 2 —HHRERICZ VU IDEAERTLE, 2a—FEHIRTEEHA, 22—V ZHIBRT
B2, £9. SNMP 2 — V&2 HRETHLENRH Y £97,

NRRAT—FELVTA O X FOEY HFKL

awy RERETIHEE, R T I7A R —T 03 ANET 7 4V MEIZH Y F8 A, £
7ol TN IONRAT— REGFELER A, RAT— ROE/NOE ST 3CFTTR, VA
ITIEEF2 VT 4 OO TLLRICT A Z EE2#HRELTWET, SAT— RFoHRsh
HIRKEZ 64 XFTT, NAT— REENHAIIRE TE W), 2 —VFEHEET D
VERHYFET, L=V TXFRAIDNRAT—RLo—h T4 XENTZMDS XA VA b
D, ELHLBIETEET,

O—h T4 XENT=MDSFE-EEFaT7 Ny 2 7T XA (SHA) FA4 YA MaHo
TWAEAIE. TL—r TFXFAMDORRT— R Tl FOXFHINEI/ETEET, ¥4

rvro—vgBEa<>F ]
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. snmp-server user

¥z A Mid aasbbicc:dd ORI T HME R H D F3, aa, bb, BL Necld 16 EETT, F
7. XA YA MIEHIZI6HEOFT 7T N THDHZ ENBLETT,

Bl WOFNE, = — abed % public &9 4 ETD SNMP H—/3 7 L—F1B019 5 ik
ERLTWET, ZOFITHEH, =2—FIZ7 78X VA MPREEIN TV WD, 7
N—=TIEH SN TWDIREOAFITE T 78X VX b2 —HICEH shE T,

Device (config) # snmp-server user abcd public v2c

WOFNE, = — abed % public &\ 9 A FTD SNMP H—/3 7 L—18009 5 ik
ZRLTWET, ZOFITIE, HEEOAFITET 78X UX N qstrbDT 7 A
o= VPN —FI i S E T,

Device (config) # snmp-server user abcd public v2c access grst

ROFITIZ, FL—r TF A RD/SAT — Rciscol23 A3, public &9 44RO SNMP
Y= R TN —TF D2 —H abed 12K L TRESNTNET,

Device (config) # snmp-server user abcd public v3 auth md5 ciscol23

show running-config 2~ > K& A 19 2% &\ ZOa—HFOITRERINET, ZD2—
PRFREICBME NI & 2RI 521X, showsnmp user 2~ > REMEH L ET,

)

(G¥)  show running-config =~ > FiX, noAuthNoPriv E— R CIER &Nz —VF 2R R L E
973, authPriv ‘&— R % 72 (% authNoPriv &— R TIER SN2 T 7 7 1+ 772 SNMP =~ —
FIEFR L EH A, authPriv, authNoPrv, F 7213 noAuthNoPriv € — N CTIER L7=7 7
T 4 773 SNMPV3 —H & FoR9 HI2IE, showsnmpuser 22~ RafiH L E7,

0= T4 XENTZMDS £721E SHA XA V= A b EFfo> TWAEEIZ, TL—r 7
XA RNONRAT— RTIERL, ZOXFHNERETEET, ¥ A V= A MIaabb:cc:dd
DOERNZT HMENH Y £7, aa, bb, BLWeclT 16 EETT, /o, ¥ AT xR

MIIEM#IC 16 HOA 7 Ty FThHDHZ ENUETT,

WOHEITIE, FL—r TFAFDNRAT— RO VI MDS XA 2= A F3UFHIN
ERENTWET,

Device (config) # snmp-server user abcd public v3 encrypted auth md5
00:11:22:33:44:55:66:77:88:99:AA:BB:CC:DD:EE:FF

ROFITIE, =— abed 23 public &9 A RTD SNMP H—/3 7L —7 M B HIERS U
£,

Device (config) # no snmp-server user abcd public v2c

. Yy hID—YEBOTUF
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snmp-server user .

WOHFITIE, public & 5 £ RTD SNMP H—/3 7 L—773 5 D —H abed 23, secure3des
BANAT—=RELTHEALTT 7430 =D SALDTZHIZ 168 £~ b 3DES 7 /L=
URALEMHATLZ E2ELTHET,

Device (config) # snmp-server user abcd public priv v2c 3des secure3des

BEa<v R Command Description

show running-config | HEEITHOa 7 4 Fal—ar 77 A VETITRBEDA v 42—
ToAADAL T (K2l —a ORNE, Fhidvy 7 7 I RE

WarFoRLET,
show snmp user TN—T =W T —T D% SNMP = —F 2B 5 & FoR
Li‘a‘o

samp-server enginelD | 534 A CRRESNTZE—H/LSNMP = P U B LT RTH Y £—
F oD ID HFERLET,

rvro—vgBEa<>F ]



. snmp-server view

snmp-server view

Ea—xr MY ZERERITEHRT 2120, Zn— L a7 Falb—var F—RT
snmp-server view 2~ > RZfEH L E 9, $5&E S 4172 Simple Network Management Protocol
(SNMP) H— "t a—x ) ZHIBRT DX, Zoa~vy RonoBREHEHLET,

Fy kD—sgBEavUR |

snmp-server view view-name oid-tree {included | excluded}
Nno snmp-server view view-name

B DEREA

AU R TIHIbE

AR E—F

view-name | FEEZIIER L TV AE 2 — L a— RO T, La— NIZOA4RTTERE
nEJ,

oid-tree Ea—l&D5, 3 a—00BNT5ASNIY TV ) —DFT V=7 Mk
BTy TV —FFAT D701, 1.3.6.2.4 72 & OBTR system 72 E DHGET
BRENDTXFA NLFHNERELET, V7YV —77 IV ZEBET HITIE,
PTIDD 1 XLFETAXY AT (¥) ULV RKD—RNIIEZET, =& 20F,
1.3.%4 T,

included | oid-tree B E SN TWVWS OID (BL Y7 —0OID) % SNMP B = —(C
GOHILHIITRELET,

excluded |oid-tree 513ICHEE SN TVWS OID (BL 7 U —0OID) % SNMP t = —7)»

SHRENCERAT D L I ITREL 7,

Po— x> MIIEELEY AL

Ja—nR_) a7 4 F¥al—T g

avy FERE

FRLEDHA KS1 Y

il

)1)—2x EEAR
Cisco I0S XE Fuji Zoawy RRNEAINE L,
16.8.1a

1> SNMP =2~ RTlE, 813 & LTSMP Ea—RNMETY, Zoa~wy ReMHA LT, it
Davry Ro51HE LTHERT 2 —2Flk L £7,

Ea—%2ERTHROVIZ, Ea—DRERE 20O ERFA 2 —2FHTEE
9, 12l everything T, =PRI R TCOF T V27 Fa2FRTHILENTEDH I LERL
F9, b9 1D restricted T, = —H73 system, snmpStats, snmpParties D 3 DD 7 )L—T %
FORTEDLZLERLET, ERFAE 2—IF, RFC 1447 TSN TWET,

BN ASIT 5 snmp-server =< > RNid, V—F 4 7 F /34 ZETSNMP & A % —7/LiC L

i‘@_o

WIZ, MIBAII 7Y U —NOTRTCOF TVl NS a—%ERT A0 %7 L

i?ﬁo

. Yy hID—YEBOTUF
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snmp-server view .

snmp-server view mib2 mib-2 included

WIZ, MIB-Il Y AT L J—TDFT_RTOAT V27 hBELWCiscom v X —7F A
AMIB DT RTOFT V=7 baeglea—%ERT 20~ LET,

snmp-server view root view system included
snmp-server view root view cisco included

KIZ, sysServices (System7) & MIB-II A VX —T =2 A A J)L—THNOA X —T =
AALDTRTOAT V=7 MRS, MIBIL Y AT A T V—T DT XTOFT V=
7 baealhet a— 2 ElT B2 R LE T,

snmp-server view agon system included
snmp-server view agon system.7 excluded
snmp-server view agon ifEntry.*.1 included

’OFITIX, USM. VACM, BLX =23 2=F ¢ MIBlZ. /b— F# linternet] ® TFIT
HAHMDTRTOMIB & & HicE =— ltest] ICHRBICEENTWET,

! == include all MIBs under the parent tree “internet”
snmp-server view test internet included

! —— include snmpUsmMIB

snmp-server view test 1.3.6.1.6.3.15 included

! —— include snmpVacmMIB

snmp-server view test 1.3.6.1.6.3.16 included

! —— exclude snmpCommunityMIB

snmp-server view test 1.3.6.1.6.3.18 excluded

BEa< R Command Description

smp-server community |SNMP 72 h 2L ~DF 7 & AZHAT 5 EHCa a=F 1 T
IR AN LI EBRELET,

snmp-server manager SNMP v % — % Futv A %BE L7,

rvro—vgBEa<>F ]



. source

source

vy ko—bgBavUF |

Flexible NetFlow 7 B —=T 7 AR —FZ N HIRFEEINDTXTONNT Y FOEFEILTIP T RLVAD
A B =T 2 ABHRETHIZIE, 7o— T AKR—HF a7 4FXalb—rarE—RT

source 1< K& L %4, Flexible NetFlow 7 2 —T 7 ZAR—F NEHEEENDTXTO
N7y ROFETIPT RLADA VX —T7 oA ZA&HIBRT512E, Zoa~r Rono sz
FEALES,

source interface-type interface-number
no source

BXDEREA

ARV K TIAIE

ATV R E—F

interface-type Flexible NetFlow 7 2 —T 27 AR—ZINHEEENDL 37 v FDOEEITCIP
T RUVAMIFIHERATAIP T RLADA 2 —T =2 ZADX AT,

interface-number  Flexible NetFlow 7 2 —T 7 AR— & B EE SNDH /37 v FDOPEEIE 1P
T RURAMFTIERTIIP T RLADA L H—T = AE .

Flexible NetFlow 7— % 7 Z A&k ET A4 0 X —T 2 A ADIPT RLVAN, EEFExXIPT KL
AL LTHEHENET,

TH— TV AR—HF AL T 4 Xal— g

avy FNERE

FEREDAHA RS>

J1)y—= EEAR
CiscoIOS XE Everest16.5.1a —pa<w FRNEAINE LT,

Flexible NetFlow 235 E9 5T —H 7T AMI—B LIZEETXIP 7 RLVAEHEHAT S Z &L oFf A
LLT, UFBEENET,

* Flexible NetFlow (2 L W =7 AR— N ENDBT —F 77 LDXEITLIP 7 KL A X, Flexible

NetFlow 7 —Z N EL HDT SA ANGERIET 203 E BT 572012, 5L AT AL -
THEHENET, T3 AN BFE5ET AT AT Flexible NetFlow 7 — % 75 A& %EET 5
DIEHTE D ANK Y NU—7IZE8EH Y, EETLIP T RLRAZESET 5 5(E A
VHE—=T 2 A APFESNTWRWGE, T AT —4 7T LBREEINDHA v H—
T2 ADIPT RV A%, T—X 7T ADEEFILIP T RLALLTHEHLET, 205
B BT AT AEFEI LT AN, ANBEFITLIP T KL AN R 5 Flexible NetFlow 7 — 4
T LEZIETHBRENHY £, 5LV AT LN, BAEDEETIP T RLAEEHOR
UF /34 A2 )36 Flexible NetFlow 7 — % 75 L&ZAETH &, 505063 AT MIER D57
A AMBIFEENT-H D L LT Flexible NetFlow 7 — 4% 77 A& ALEL L £4, sy AT
L 73 Flexible NetFlow 7 — 4 77 L& S7e B 7 A A HEESncbo & L TUE L
WE DT DITE, SRV AT LANT NANA ATTRTOAFREREFICIP T FLANDLE
{9 % Flexible NetFlow 7 — % 7 5 A % BEi—® Flexible NetFlow 7 2@ — 288125 X 9 1C,
SV AT LERETDHMERHY £,

. Yy hID—YEBOTUF
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3l

source .

« T —H T T NEIEV AT DMIEET HOIHATE 28O v X —T A ANT A
A RZHY | source a2~ REHRE L TUWRWEE4E . Flexible NetFlow N5 7 o v 7 &3
AT DT OINERLT DT 7 ERA Y A NMZ, A F—T 2L ADIPT FLAOT Y
ZBIMTA20ENH Y F9, BEEIDIEE LD D FlexibleNetFlow 7 7 ¢ v 7 Al L.
AAREEILNBIZT vy 7257127 78 AU A N &AERd KOMER 2 2 &3,
Flexible NetFlow h 7 7 4 v 7 2T AR — T HTNA AT LIZH—DIP 7 RL R
Flexible NetFlow 7 — % 77 LOEEILIP 7 RLUAZHIRT 5 &, L VMHHEICIT25 L9
2720 F9,

IR

source f v 4 —T7 2 A AL LTRETAHIAN L E—T oA AT, RESNTZIP T RL AR
FHTHY, To7FENTWHWAULENDHY F9,

Evk

source 2~ RCTRIE LA VH—7 = A AL T2 5 k23384 L 72354 . Flexible NetFlow
T AR—HNE, T—E T TEANEEEINDIA A —T 2 A ADIPT RVAET—H T T A
DEFILIPT FL AL LTHAT DT 740 OBIEICRY £9, ZORMEZ BT 5121,
NW—T Ny I o B—T oA AGFER A X —T A AL LTHEALET, 2, v—7
W A B —T 2 f APYPREA B —T = A A THAT D ATREMED & D —RFHy 75 1 D8
e A VRAAY S NG B

ZDa~xy RET 730 MREICETIZIX. nosource £ 7213 default source 7 72— = 7 AR —
Farv 74 Xal—Yay avy ReEERALET,

WIZ, NetFlow T 7 4 v 7 DFEETCA L Z—T 2 A AL LT, V—T RNy 7 L H—
7 A A &EHT 5 X 5 I Flexible NetFlow R ET 564~ LE 3,

Device (config)# flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter) # source loopback 0

rvro—vgBEa<>F ]
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. source (ERSPAN)

source (ERSPAN)

Encapsulated Remote Switched Port Analyzer (ERSPAN) iX{E70A v ¥ —7 = A A £ 7213 VLAN,
BLOE=FTDHMT 74 v 7 OFMEHRET HITIE, HSMN% 5%Exﬁ//a/ﬂ
V7 4Fal—i gy E—RTsourcea~y FEEALET, ZORELXENT DI
Zoavr Rono R EHEHLET,

source {interfacetype number |vlanvian-ID}[{, |- |both |rx |tx}]
BX DR interfacetypenumber (> 4 —T A ADH A TBIOESERELET,
vlan vian-1D ERSPAN {570t v ¥ 2 V&5 & VLAN Z B £, A7
1 ~ 4094 T9,

, (FER) oA v =T A ELET,

- LB A ¥ —T A ADEMEREELET,

both (f£Z) ERSPAN DEZE N T 7 4 v 7 HF=HF LET,
rx EE) ZIE T 74 v 7 DRE=FLET,
tx (EE) HEN T 747 0RE=F LET,

ATV R FIHNLR  EETAE =T oA AFTUL VLAN BEE SN TOER A,

ATV KR E—F ERSPAN E=# (Gt vy a L a7 1 Fab— 3 E— R (config-mon-erspan-src)

avy FER Jiy—=x ETEAR
Cisco I0S XE Everest ZOawry RREAINE L,
16.5.1a

EELEOHA KS4> FHEILVLAN &7 L% VLAN ZRI Lty v a VB LT LI TEEEA,
& KIZ, ERSPAN E(ETEE v 3 v O F 03T 1 OREW %R LET,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # source interface fastethernet 0/1 rx

BEaTR av R SHER

monitor session type | m— % /L ERSPAN 4Et £ 7213565 v v a VAR EL T,

. Yy hID—YEBOTUF
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socket .

socket
7 AT Y Ny MERRE L, TCL A % —7" 1 % @ TCP over IPv4/IPv6 %% M L 7=kt &
AREIZ L, TCP v MU — 7 45fi % BA < IZi%. TCL T socket =~ RZEH L ET,
socket myaddr address myport port myvrf vrf-table-name host port

EX DA myaddr M ER TAT Y MRy NT—2 A 2 B —T 2 ZD N AL 4 F 12135

EIP 7 RVAZIEBELET, B 7 94T O~ B HOR Y NU—7 A
VH—=T 2 A ARBLIGERITIOL T g R L E T,

myport 7 47 v h ORIV ERR— NESERELET,

myvrf  yif F =T AL EERELET, if T ARERESN TV ARWES, 2v 2 Rk
TCL _ERROR #ix L 79,

AYXURTIAILE
avY K E—F TCL2Y 7 4F¥al—varyE—FK

avy FER Jy—2 FERNE

Cisco 10S XE Amsterdam 17.2.1 myvrf % —U— KRN EA SN E LT,

rvro—vgBEa<>F ]
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Fy kD—sgBEavUR |

switchport mode access

Foox 7L, Z7RLOBE—~VLANAS =¥ Xy A U F =Tz AL LTS F—T =
AARAEBRETDITINE, 77—k ar7 ¥z b— g F— KT switchport mode access
a<w REHALET, T 740 FRECETICE. Z0a<r FonoBRXA#HLET,

switchport mode access
no switchport mode access

B DR

i
N

AR TFI4ILbE

AR E—F

switchport modeaccess k5 o %> 77 L, 477/ LOE—~VLANA —F %y b A 4 —T =
AALLT, A B —T =2 AEHRELET,

TIEAR—NMI, 1 DOOVLAND N T 7 4 v 7T EBEETEET, 772X F— M,
F7 4T, VLAN1 D NTF 7 4 v 7 BEZELET,

T —h a7 4 F¥al—g

avy FERE

3l

Jjy—= EEAR
Cisco IOS XE Everest 16.5.1a Zhavwr RREAINE LA,

WIT, B—VLAN A Z —T = A AZRET DB %2R LET,

Device (config-template) # switchport mode access

Ty b= EHEITUF
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switchport voice vlian .

switchport voice vian

FRESNIEVLAN 2L DT RTOER T 7 4 v 7 2R T 5 L9 IHET 2123, 77
L—hary74¥al—v a3 E£— FTswitchportvoicevian =~ > AR LET, 77+
VRBREICETICE. —oa~r RO noFEREHH L £,

switchport voice vlanvian_id
no switchport voice vlan

B DEREA

AR TFI4ILbE

aAvU R E—F

switchport voicevianvian_id - _CoOFH h 7 7 ¢ v 7 ZHEE S 72 VLANFRH CTliak 5 X
INTHELET,

1~ 4094 OfEEIRE T £,

T —h a7 4 F¥al—g

avy FERE

3l

)1)—=R EEAR

Cisco I0S XE Everest 16.5.1a CiscoIOSXEFuji Zopa~ FREAINE LT,
16.9.1

WIS, FESNIZVLAN DL DT XTOER b T 7 4 v 7 28T 5 L O IHET S
Bz R L ET,

Device (config-template) # switchport voice vlan 20

rvro—vgBEa<>F ]
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ttl

FEETRERSR (TTL) A/ ET AL, 7e— TV AR—F a7 X2l — g2 F—F
Tttla~> FEEALET, TTLEZHERTSI2E. Zoa~<v>r FonBEXEEA L £,

ttl ttl
no ttl ttl
X DERHA ttl =/ 2R—FENTZT—F 7T LOFERATRERR (TTL) i, 5E T 2#PHI% 1 ~ 255

Td, 774/ ME255 TY,

ATRVEREFI4N L TR T AR—HZ T TTILAE 255 BMEA STV ET,

AV R E-FR TR R AR AY T 4 Ral—va
av Yy FERE 1) —2 EERE

CiscoIOS XE Everest 16.5.1a = a~<> FRNEAINE LT,

FEREDHA KSq4y O~y FE27T 740 MREIZRETIZIE,. nottl £72iT default ttl 7 m— =27 AR—% 2
T4 X¥al—aravy REHEALET,

Wiz, TTLE 15 Z2f8ET HHl2 R~ LET,

Device (config) # flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# ttl 15

. Yy hID—YEBOTUF
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transport [

transport
Flexible NetFlow D 7 0 —=X 7 AR—F D N Z L AKR— 70 faVEEETHITE, 7a—
T AR—H a7 4 X2 lb— gy F— RKCtrangport 2~ > R&EEHLES, 7r—=x
JAR=ZD T AR—=F 7 baLEilRT 21203, Zoaxr FonoBAZEH L E
R
transport udp udp-port
notransport udp udp-port

WX DA udp udp-port hZ > RK— |k Fu k=ad LT User Datagram Protocol (UDP; =2— 5 —

AU R TFI4ILE

AR E—F

XTI A 7abhan) #HEEL, UDPAR— FEEEZHEELET,

Ju— T/ AR—ZTX, UDP ZR— |k 9995 THEH L1,

TJHU— TV AR—F aLr T 4 Xal— g

avy FERE

FRLEDHA KS1 Y

Jy—2 EENE

CiscoIOS XE Everest 16.5.1a = a~<> FRNEAINE LT,

Zoawy R&ET 740 i EIZRETIZIEL. notransport & 7213 default transport flow exporter
a 74 FXal—aryavry REFEHALET,

wIiZ, hTUAR—K Fa bajt LTCUDP #%EL. UDP AR— & E % 250 IZ3%
ETHEZERLUET,

Device (config) # flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# transport udp 250

rvro—vgBEa<>F ]



. template data timeout

Fy kD—sgBEavUR |

template data timeout

Ta— T AR—BZ T T — N T —EOFREOX A LT 7 N ERRET DL, 78—
T AR—H a7 4 X2 L— 3 F— K Ttemplatedatatimeout =~ > K2 H L F9°,
Tu—TJ AR—=FOEFEEDOZA LT T MEHIBRTDIZIE. Z0a~<r Ko no B E 6
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Device (config) # flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# template data timeout 1000
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