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WZLET, NetFlow br—EARERIEEN TS, EAZ7e—La—RF7r—~<y NE2ZEREL
T DMENHY FHA, T 7L — 2T L. ROV ODOFERH Y £7,

*NetFlow Da L7 Z &4t L7c), y—ECRXEZRRLIEVTLHT 7Y r— 3 VaERT
B — RR—F 4 EVR A 23— FF—lE, FHLO NetFlow BEENBME A 7-NZ T 7
Vor—varz2Bar (VT H08EIH0 FHA, Kbz, BBaoT7 71— 74—
~y MR T T OT —% Ty ANVEERTHZENTEET,

o HTHIMEREIT, BIEOE AR AN D 2 L 72 < | NetFlow [SHHIZIBIITE 9,

e N—T g 97—y MIB LW E Fa LR Fb O F 2 UCESETE A7,
NetFlow lZZ b D7 1 b auZxt LT DEsERIcxie) LET,

W=z 9DTI AR—K 74—~y bME, "y b~y X—LZnicki< 1 2L EOT
Yl —hT7u—tky b EREFT ¥ 7e—ty hTHRSNTWET, T L— K 7
n—ty FTIEL, fEROT—% 7a—ty MIERIND 7 4 — /L ROFHNRESNET,
IOES T4 7u—ty MI, B TRULZZ AR— K Xry hERIIEROT 7 AKR—
kX NCRATDHAREEROHV T, 7oL —h 7a—ky FBLT—% 77—
Ty ME, RORNTRTEIIC, B—Dx= 7 AR— 2y MURESE DL Z N TEET,
R2:/18A—23>2 9T HRR— b7y k

Packet Template Data Data Template Data
Header FlowSet FlowSet | FlowSet FlowSet FlowSet

7757

NetFlow Version 9 Tl., EE&N 5T —H % NetFlow 2 L 7 X RNEfECE L X512, T

L— bk F—#EEMIC s AR— LET, Fo, 77— DT —% 7Ju— kv b
T/ AR— K LET, Flexible NetFlow O E72F51%, =—HF—R7n— La— RE2ERETD
L RA=Va 9T T L— MIHIRICER S, 2L 2 X ICEXESRDZ LT, oK
o, ~yH—, T L—h 77—ty hBIOT—% 77—ty FEED T, NetFlow

Version 9 =27 A7"— K 74—~ v MNOFEMAREIZ R LUET,
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JO— T4 —

3:NetFlow /13— 3> 9T AR— k TA—7 v DM

(Template D 256)

Haader <— NetFlow Version 9 Header: 32 bits —»
First Tamplate FlowSat Warsion 9 l Cou_nt_ =4 [Fla'.\!Sd_}s;
Tamplate Racard System Lptima .

First Racord FlowSat UNIX Secands

First Data Record

Package Saquenca

Sacand Data Record

Source ID

Third Data Recard

<—Templata FlowSet: 16 bits—

Sacond Templata FlowSat

FlowSet ID -0

Tamplate Racord

Langth = 28 bytes

Tamplate Racord

Templale |D = 256

Second Record FlowSat
(Template 1D 257)

Figld Count=5

Data Record

IPvé_SRCADDR (0x0008)

Data Record

Langth = 4

Data Racod

IPv4 DSTADDR (0x000C)

Data Record

Langth = 4

|Pvé_NEXT_HDP (0x000E)

Langth = 4

PKTS:_32(0%0002)

— 1]

Langth = 4

BYTES: 32(0x0001)

Langth = 4

-«—Data FlowSet: 32 bits —»

FlowSat Langth =
ID =256 64 bytes

182.1688.1.12

10.5.12.254

192.168.1.1

50049

5344385

182.168.1.27

10.5.12.23

192.168.1.1

T48

388964

182.168.1.56

10.5.12.65

192.1688.1.1

5

aTiTEA

8534

JOo—E=4— .

N=Tq 97 AR—b 7 —<v bOFEMIZHOWTIE, mYA » ~2—,3— [Cisco I0S
NetFlow Version 9 Flow-Record Format] #ZM L T 72 &y, RO URL OB AFTEET,
http://www.cisco.com/en/US/tech/tk648/tk362/technologies_white paper09186a00800a3db9.shtml

7 — & =4 —|LFlexible NetFlow D% > " TU—27 ~TF 7 4 v 7 QEREZEITTHa R R—R

VRTC AV E—T oA AZHAENET,

Tu—F—HFRxy hU—7 FTT7 4y mbtESh, 7Ju— L a—RKDkey 74—/ R
B L Vnonkey 7 4 — /b RIZESWTEH Y mEX 7o — =4 —F ¥ v a|lBISNH

\i—g_o

Flexible NetFlow (X, RIC T 7 4 v 7 DS EIER XA T O FTT DDl TE
9, TOXRTIEHE, ANMA v E—T 2 A A EDOEH#ERNT 7 ¢ 7T OTZDITHEFTFEINT- L
a— K&, WA 2 =T 24 A EDOEXF2 ) T 4 9O DICEF SNy a— RE/fAL
TRy MBS EhET,

Flexible NetFlow D% E .


http://www.cisco.com/en/US/tech/tk648/tk362/technologies_white_paper09186a00800a3db9.shtml
http://www.cisco.com/en/US/tech/tk648/tk362/technologies_white_paper09186a00800a3db9.shtml
http://www.cisco.com/en/US/tech/tk648/tk362/technologies_white_paper09186a00800a3db9.shtml

Flexible NetFlow O3 |

. JA—E=4—

4:2250 70— FE=4—%FEALERELC FS 714 v I O

T E |ﬂ| |ﬂ| E Flaw Monitor 1 Flaw Maonitor 2
(Etharnet 0} (Etharnet 1)

Kay Fislds Pachkat 1 Monkey Fields i Key Fields Pachet 1 Monkey Fialds

Sourca IP 10333 Packets i Sounze [P 10333 Pachkets

Destination IP mzz2z Bytes i Destination IP mzzz2 Time Stamps

Source port 3 Time Stamps i Input Interfacs Ethemsat O

Destination port 2078 Mexd-Hop Address i 5YM Flag 0

Layer3 Protocol TCP-& H

TOS Byts o :

Input Inte riace E‘t!19rnat0 \

Traffic Analysis Cachs Security Analysis Cache
Soumce |P | Dest. IP | Dest. UF |Protocol | TOS | .. |PkE ] Source |P |Dest. IP |Dest I'F |Probcol | TOS | .. | Plis
10333 |10.222 |E1 [ a 11C00| 10333 |[10222 | E1 E1 [u] .o | 11000

TORNZ, BAZL LVa— R L TEEOZ A TOT7n— =4 —%EMT 5 X0 #4H
BRITEOH 2R L ET,

E5:hR2 L LI—FTOEBDEA TOTA— T4 —DEMLHEAH

Branch

Application Flows

Security Flows

Teleworker

—

ITITEE

T4
E

TI7AN DX ¥ v a XA TE Tnormal) TF, ZOE—RTHE, FryaWoxz= Y
73 timeout active 5% & & timeout inactive sX EZfE > THREINIZ 2D £9, Fvy v =k
Ui, HIREINIZRD EF vy v anbilirsih, RESN TN ENDOT T ZAR—F|Z
roTz /7 AR—- a7,
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JA—HrIF5— .

JA—HrI75—

Ja—HrFS5—F —FDaALr T 4 X2l —a L THOarR—F32 e UTER S
9, vu—V 7 TiE, SITRIGEREINS N FOEEFIRT 5 Z & T, FlexibleNetFlow
EEITLTWDT AL A LOAREZR LT -0 I ET,

Tu— YT YT TR, =B DNRT =< AT D=L Y L TREENSR S L E
T, P77 —EkT7n—F=F—ICHHTLHEL, TR—F=F =BT OINEDOH LTy
NI T D720, V—FTTR—F=H— 2 FRTTHDDOF— " —~y RAFHKT L
FI, Tr— FE=H—THIESNA Ty MR T L, Te—FE=F—DF v via
WA SN ATEROREDN, ZAUIL U TR T LET,

ip flowmonitor 2~ > REFHLCA v X —7 oA AHEHSINDIEGA, Y7 I7—F7n—
FoH— LA GDETHERAINET,

HHR— k&M TLVS Flexible NetFlow 7 1+ —JL K

WORTIE, SFSER N T T4 v I XATBIWNNT 7 4 w7 HEIZDOWT, Flexible NetFlow
(FNF) TYHR—FENDT7 4 — L FOFHEEY A FEEHEL TWET,

A\

GE) X7y MIZVLAN 7 4 — /L KRB EEE. TOESIIBEINET A,

J4—)L |L14¥ |LA+2 |IPvdIn |IPV40ut [IPv6In |IPv6Out |:¥Z=
N 2In Out

Key 7=
& Collect
14—
§

Flexible NetFlow D& [}



B - ST % Flexible NetFlow 7« — L K

Flexible NetFlow O3 |

74—
K

L1+
21In

L1¥x2
Out

IPv4 In

IPV4 Out

IPv6 In

IPv6 Out

TE

A B —
T A A
NS

FIIIN

FIIIN

PPN

Tn— F=H—%AFH
MICHEHT 256 ¢

» match % — 7 — R %&ff
ML, AJiA 2 —
TxA Ak key 7 A —
MRELTHEHALE
E

» collect & — 7 — RN &
ML, thA v o—
7 = A A% collect
74—V RELTHEA
LEd, 207 14—
Kii= 7 AR — b &h
Ll a—RiZaEhk
T, EIX0IC7e Y F
R

A B —
T A A
7

PIIIN

PIIIN

PPN

Tn— =X —%HN)
mZE AT 254

» match % — 7 — K% ff
ML, HhAra—
TxA Ak key 7 A —
MRELTHEHALE
7T

« collect & — 7 — RN &A{f
ML, Ao 52—
7 = A A% collect
74—V RELTHEA
LEd, 207 14—
Rz 7 ZAHR—kF &N
LHla—RiIgEhz
T, EIL0ICR D F
R

14—
K

L4 2In

L1+2
Out

IPv4 In

IPV4 Qut

IPv6 In

IPv6 Out

Key
Ta—
g
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#R— kSR TLS Flexible NetFlow 7+ —L k]

Ja4—)L |LA4¥2In| L4142 |[IPviIn IPV4 Out IPv6 In IPv6 Out FE

N Out

7u—Jk | %tk s e s e s

]

Ethertype | )i RSN — — — -

VLAN A | %fits — e — Xt — AL v F

7] A= F T
D FH
A—h &
nTunE
7

VLAN {ff |— K hix — K hix — Kt A

71 AR— KT
D I
A—h &
nTunE
7

dotlq PN — PN — PN — AA v F

VLAN A AR— KT

71 D FH
A—F &
NTWE
7

dotlq — K his — K his — K his AA v F

VLAN H AR— KT

71 D I
A—F &
NTWE
e

dotlq B | %t ESII ESIn ESII ESIn ESII AA v F

B R— KT
D I
A—F &
nTunE
R

MAC X5 | %fhis ESIIN ESIT BTN ESIT ESIIN

g7 N

ANT

Flexible NetFlow D& [}




Flexible NetFlow O3 |
B - ST % Flexible NetFlow 7« — L K

Ja4—)L |LA4¥2In|LA42 |[IPviIn IPV4Qut |IPv6In IPv6 Qut FE

N Out

MAC %18 | — - - - - -

g7 KL

A

MAC %85 | %It — <t — PSP —

7 RLA

A7)

MAC %15 |— ESIIN — ESIIN — ESII

ST R

A

IPv4 /X— | — — % fts P % It P

Vg

IPv4 TOS | — — i i i i

IPv4d 712 | — — X s P X s P E{EIC/%5E

=% e —
k. ICMP
a— RN/ &
A7,
IGMP % A
-, TCP
VA
[ v g WoR
NGRS
NTW5
LAt
HT 5%
BB
7,

IPv4 TTL |— — KRS st KRS ESIIN

IPv4 TTL |— — FOR s FOR s IPv4 TTL
LRICT
7,
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#R— kSR TLS Flexible NetFlow 7+ —L k]

Ja4—)L |LA4¥2In| L4142 |[IPviIn IPV4Qut |IPv6In IPv6 Qut FE

N Out

IPv4d 7o |— — e s e K hix IPv4 7' 11

= =
FLT
T, EE
JL/5B5E
A=k,
ICMP =1 —
R/& A
7. IGMP
e AN
TCP 7 7
7 DN
TUDSHIMEE
Han<
WHEGE
WA
YRPAL YN
by F
D

IPv4 55 | — — PO K hix — —

g7 KL

A

IPv4 585 | — — ESITN ESIIN — —

7 KLA

ICMP IPv4 | — — i SRS — —

2AT

ICMP IPv4 |— — S i — —

a— K

IGMP % A |— — e K hix — -

—

J4—JL |L4¥2In|L442 |[IPvdIn IPV40ut |IPv6In IPv6 Out |I=

K Out

Key

24—

k(e

F)
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B - ST % Flexible NetFlow 7« — L K

Flexible NetFlow D%

Ja4—)L |LA4¥2In|LA42 |[IPviIn IPV4 Qut IPv6 In IPv6 Out FE

N Out

IPv6 73— | — — It It It It IP /N —

vav ENNES
FLT
7

IPv6 712 |— — K ESIIN K K hix IP 71 k

=% 2L
CTd,
{5 Ju/58
HeR—
k. ICMP
a— N/ &
17,
IGMP % A
7. TCP
777D
WAL
DM &
nTnd
Lo fif
M3 20
ERH Y
3

IPv6 5(5 | — — — — Fam o

g7 N

2

IPv6 55 | — - - - WIS | RS

T LA

IPve b7 | — — S P pSI X IP TOS &

747 ML

77 A +.

IPv6 7| — — it I it I P TTL &

7Yy VRS

b T,

ICMP IPv6 |— — _ - . .

2AT

ICMP IPV6 |— — _ _ -~ .

a— K
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#R— kSR TLS Flexible NetFlow 7+ —L k]

Ja4—)L |LA4¥2In| L4142 |[IPviIn IPV40ut |IPv6In IPv6 Out FE

N Out

source-port | — — o S s B

dest-port | — — s S S s

J4—J)L |LA4¥2In|LA4+2 |[IPviIn IPV40ut |IPv6In IPv6 Out FE

N Out

Collect

14—

K

RS- I KPIE I KPIE S Sy b
P R =

(FCS %

ale A —
PR b
7L —A
P K18
XA )
HEEE
ZD
74—V
I % [E]58E
L. Bytes
layer2 long
ZREA L
£7.

Ny b RS K hix XFhis K hix XFhis K hix

&

Timestamp | 7 s R s R St

absolute

first

Timestamp | /i PSP PSS PSS PP PSS
absolute
last

TCP 77 |xthis s I s I s TRTD
VA 77 7%k
AL F
R

Flexible NetFlow D& [}
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—

T72HIL K

Flexible NetFlow O3 |

Ja4—)L |LA4¥2In|LA42 |[IPviIn IPV4 Out IPv6 In IPv6 Out FE
N Out

Bytes PPN s PPN s PPN FIIIN
layer2 long

=JL ==

axX AE

WDOFIL., T /351 ZIZxT 5 Flexible NetFlow OF 7 /L R EZ R~ LET,

£ 3:7 7+ )L LD Flexible NetFlow 5% 7

RE T4k
Ta—T 7T 4T XA LT Tk 1800 £
Tu— XA LTI NDOKT 7T 474k 15 7

Flexible NetFlow : A 71 VRF H-7R— F D=

Flexible NetFlow : AJJ VRF ¥ 48— MERE TlE, key 7 4 —/L K & LT Virtual Routing and
Forwarding (VRF) ID #INET 57 n—La— R KRHHAN 7o —F=F—%2HWHL T, T2
A ATHERE Ty bind VREID ZETEH L OIZLET,

Flexible NetFlow : 1171 VRF Y-7;R— F Dt E

Flexible NetFlow : {{7/J VRF 74— MERETIL, key 7 1 —/L K& LCVRFID ZIUET 57
n—La— R NRBAIMh7n—=X%2@#EHA LT, V—% THRIE/ > B VREID %I
TELHEIICLET,

BEREVATLES

A AT DG A= A0T, 4,294967,296 [HO—EOHERS32 By bDT7 4 —/L T,
AVE =Ry "DNRTY 07 RAL VN —T 4 TV AT PR — b ooIicflifl T
E36N

HEV AT L% (ASER) X, EXAR—F—F—F~vxA 7u ha/LTHEHAINS IANA
WCEo TRV Y TONDIRANRETTYT, —BEONL—T 4 TR U —E RO — O EH
TZhdry NT—27 FLFIRTIV I A F—Fy MIIATFR—LERINTND Ry
NT—2 % —BIZH#BILET, ZORBEVATLAE S, BTV VTR RO U H—F v
F Y —bR M B M —Fy NI ZAF Y (IX) OFT, BGPBLOE T 2 A
VHA—Fy Y —ER T aNR, L ETTHEDICHETT, ASEFILS e — VLl —ET
HOEMLERHY ET, LY, BGP BB L TA—FT 4 7 TEX B —EDLMNLIPT
NLAT7ay 7 PREEINDEIICRYET, BGPIX, V7 4 v 7 AL HFET AT A/RZA
(ASRR) ZHEH LT, V7 4 v 7 ANFET DI E~DORE A ZRELET,
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MPLS T® A H 71 Flexible NetFlow D1 .

NetFlow VO B X WNIPFIX =7 AR — hZ A 71X, 328y NASESEZ VAR — b LET, NetFlow
VSiZ, BT 16 By hOEEITB L O ASTERIZHEI 12D, ZD32AS 7 4 —/L K&EY
R—FLEEA,

NetFlow Tid, RO BGP NTF A —HX 5T AR—FTEET,
*BGP A fE IR E2ILET AS H &
« BGP 562 £ 72137 AS FH =

BRE
AS FE S VAT AERET HITIE, Oa~y REFEHLET,
[no] collect routing { destination | source } as [[4-octet] peer] [4-octet]

MPLS T® A H 71 Flexible NetFlow D ¥} =

« MPLS T® A JJ Flexible NetFlow (IP L~L) @ Z Okgfea T 5 & . MPLS 7L A o
ARy a v E R TMPLS *y NU—JIZADL Ry hOA X2 —>y b7 bz (IP)
Ta—ERES Y ST CTEXET, TNHDONFy NI IP Ay R ELTCOL— 2 2R
L. MPLS %7 v F & LTEEENET, PE/— FOCEMNCIPVAB L OIPV6 R T 7 1 v
JDODANI7a—F=F—5RETHILICLY, ZOMEEZAEDICTEET,

« MPLS T® /] Flexible NetFlow (IP L'-~L) : ZOREZF T 5 & . MPLS T~ULA o
RV a v ERTMPLS *y hT—I MBSy hOA 2 —%y h7a har (IP)
Tun—ERE XYy T F v TEET, NS5Oy ME, MPLS X7 v & L TL—HIC
HEL, Py hELTHEENET, PE/— ROCEMICIPVAB L WNIPV6 N T 7 1 >
JOHN 7o —F=F—%RRETH LI, ZOMEEZEDICTEET,

Flexible NetFlow @ VPN ID D&% 7E

RIUTT7ARXR=F 3Ry NT—=T OB DO VPNIX, T—X 877 4 v 7 TRILT T A _—
MEETBLOFEIP ZHATEET, kY, T—FBETDIPT RLRAEFRFET D
LN A B EREMEN D D £, VPN-ID 2 LT Z ofE A ik ¢& ¥4, VPN-ID
X, Z =SBRS4 _X— by N =R TF, BEVAT A (AS) &
KT VPN Z #5345 7- i &4 E§, VPN-ID /8 NetFlow =27 AR — k" v Nk TZJ A
A= R EN2%HE, BOASOa L7 Xk, T—2BNET 5 VPN (ZHESWT 7 rn—% Bl
FCHBECE £9, VPN-ID (X VRF-ID L [AIEED T AT AL~L7 a7 4 ThY | FEDONH
ETT I AR—FTEET,

VPN ID D#ERER
£ VPN ID (TR D EFR THERK I TWET,

3 AT v FD 16 HHETH B HIFEE ARSI (OUI) , IEEE %%/, ISO/EC 8802 A
BOTFTTaryR—xr hailEdsH 5050 IC0OUl 280 ¥CET, OULIE, m—
BNV T 2y "I—0 TV r—arbAhaR)Z2 o) 7 Xy NO—0 77

Flexible NetFlow D& [}
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B rexibie NetFlow D EH %

Vor—yaryTHERATHZDO, FLARR LANMAC 7 KL A&7 m haID 2451
Lzl s E 9, 7= & 21X, Cisco Systems @ OUI 1% 00-03-6B (16 %) <9,

c BENTDO VPN 23T 4477 v hO 16 THD VPN A T v 7 A
VREEF#K I 74 Fal—varET—RFTvpnida~> F&HHA LT, VPNID % ETE £
9, VPNID 2RO THREL £,
vpn id oui:vpn-index

VPNID #3%E L7256, flow-exporter 2> 7 4 ¥ = L— 3 > &— KT option vrf-attributes =
~ U RZEHEMLTVPNID 2 ETX £,

Flexible NetFlow D% F A%

Flexible Netflow Z & E 7T D IZ1%. IRO—RAZRFINRIZIENE T,

1L 78—l%— 74—V RBIOIHEX— 74—V REREELT, 7a— La—RE/ERL
ij—o

2. 7abanrzREL EEO 77—/ AR—FZZ/ER L, seh— b, %k, BLO*ZE
DMLD /ST A — 2 Zdiik UET,

3. 7a— La— KRB 7r— 2/ AR—F|ZHSNWT, 7u— E=F—%{ERLET,

4. TEOYV T T —5ERLET,

5 LAY2HA—h LAVYIHR—F, FLEVLANICTZr— =X —%HLET,

J0O— La— FO1ERL
DA< AR L7 — La— RERET AL, ROZRAT ZFEITLET,

HAZ<wA R LT-7v— La— K&, BEOHW TN 7 4 v T—FE0NT 5zl
ALET, DAZ~A X LIz7a—La— R, key 74—/ B & LT % match JE7E
21 O ESETY, @I nonkey 7 4 —/L K& LTS collect JEHeEN 1 LI EH Y F
D

NAZ A X LTe7vn— L a— RoOlEFNE, BEbOFRERHY £3, 20X A7 TlE, 7
REMED & DINEFN D1 D HAERT 272D DO FNAZ DWW T L E T, LBEIE U TYRL AT D
FIEZEE L, BECAEDE THIRAY A A L7 — La— REERLET,

Fg
ARV RFEREEET7ZIYVaY B
AT 71 |enable FiHE EXEC E— REBAC L E T,
B e RAT—KRKEZAHLET (ERXN
=%8)
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B

axX ;&

70— La— FOER .

AU RFERETOVa Y

B8

Device> enable

ATvT2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— gy
T—FzfnL£7,

ATvT3

flow record record-name

1

Device (config)# flow record
FLOW-RECORD-1

77— L a— R&{ER L., Flexible
NetFlow 77— L a—RK a7 (¥ =
L—y gy E— REHBLES,
e ZDawy RTIE, BfEO 7 —
La— REEETHZLLTEE
T,

ATvT4

description description

1

Device (config-flow-record) # description]
Used for basic traffic analysis

(ER) 7vu— La— FOHH 2k
LET,

ATy Th

match {ip | ipv6} {destination | source}
address

1

Device (config-flow-record) # match ipvé
destination address

GE) ZOBITIX, IPv4 ST R L
A%xLa—RDkey 7 4 —/)b

FELTRELET,

ATvT6

MBS UTAT v 558D IRL,
a— RDiBlkey 7 4 —/V REFELE
7,

ATy T17

end

1

Device (config-flow-record) # end

Flexible NetFlow 72— L 22— K =2
T4 X2l —2aryEB—REKTLT,
HebE EXEC B— NICEY 77,

ATvT8

show flow record record-name

1

Device# show flow record FLOW_RECORD-1

LB BELE-7n— La— ROH,
EDAT —H ANFRINET,

ATvT9

show running-config flow record
record-name

1 -

UTE) lBELE7e— La— Ro#%
ENFRINET,

Flexible NetFlow D& [}
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| IEEEETFE Y

ARV RFERFTIVaY =)

Device# show running-config flow record|
FLOW_RECORD-1

J0— I XKR—% DIERL

Tu— I AR—FEERLT, 7R—O=7 AR— K NI RA—FEERTEET,

N

GE) 7a—x 7 AR—HFZTLIZ, 1 2DBHOBRYR—sENnFET, BFowmiicsr—%%2x7
AR—=FTDEET. BEOVn— 2 AR—HEHRTELTC7u— T=F—|ZE VB THN
HRH Y F£9,

IPvd 7 RLAZHEHA L Cmice s AR — T $£9,

FIE
AV RFEREETO3 Y B#)

ATFw 71 |enable ¥t EXEC £ — RE AL E T,
i - e NAT—=RaE AN LET (BRS
Device> enable nNr-BEE) .

RFw 72 |configureterminal ra— ) ar7Z 4 ¥al—ay
Bl T— REBIIA L ET,
Device (config)# configure terminal

25w F3 |flowexporter name Ta— T AR—HEERL, Ta—
R TJAR—HZ a7 4 FXal—av

F— FEBBLET,

Device (config)# flow exporter
ExportTest

ATy 74 |desription string (EE) WK63LFT, ZD7u—0
Bl B A LE T
Device (config-flow-exporter) #
description ExportVv9

RTw S5 |destination {ipv4-address} ZDOTY RR—HIZIPVASEET R LA
B AR MERELET,
Device (config-flow-exporter) #

[l Flexible NetFlow D35
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P

axX ;&

so— o 2t—a0km |

ARV FFEREETIVa Yy

E:)

destination 192.0.2.1 (IPv4
destination)
ATw 76 |dscpvalue (&) DSCP (DiffServ =t — KR A
Bl - N EZERELET, #PHIZ0~63T
T, T 74 L0 T,
Device (config-flow-exporter)# dscp 0
R w77 |source interfacetype interface number (1) 3EIN7-585 T NetFlow =

1

Device (config-flow-exporter)# source
gigabitEthernetl/0/1

T HNCBET DT OIS DA

B —T A AEB/ELET,

GE) Tna—x 7 AR—Ht, EE
T v HE—T A AL LTT
VFUN—RIPA B —T =
A AP HR—FLTWER
oo

EETELTROAS VE—T 2 A%
BETXET,

« AutoTemplate : HE)7 > 7' L— |k
AE—=T AR

+ Capwap : Capwap k> /L A >
H—T A R

* GigabitEthernet : Gigabit Ethernet
IEEE 802

« GroupVI| : ZV—T71HEA X —
T A A

« Internal Interface : NE(A v &% —
T A A

» Loopback : V—T" R J A B —
T A A

eNull : XNV AU F—T AR

e Port-channd : f > % —7 = A AD
A =Ry b Fy¥rxriL

 TenGigabitEthernet : 10 ¥ &
M A =¥k

eTunnd : ho VA Z—T A
Z

Flexible NetFlow D& [}



B oo zoxk—sonm

Flexible NetFlow D%

ARV FFEREETIVa Yy

S

* Vlan : Catalyst VLAN

ATvT8

transport udp number

1 :

Device (config-flow-exporter) #
transport udp 200

(TE) NetFlow =2 L 7 # |ZEiET 5
7O HT 5 UDPAR— AR E L %
kR

ATvT9

ttl seconds

51

Device (config-flow-exporter) # ttl 210

(EE) =7 AR—=HIZL > TEEE
BT —& 75 KNOLEk: AT He

(TTL) fEZ&E L3, #®Ex 1 ~
2559, 77 4L ML 255 TT,

ATv710

export-protocol {netflow-v9}

1 :

Device (config-flow-exporter) #
export-protocol netflow-v9

T AR—H THEHZI 5 NetFlow —
JAR—KFTa halron—Tg %
FBELET,

ATvINn

end

1 -

Device (config-flow-record) # end

4 EXEC £— FIZEDY ¥4,

ATvT12

show flow exporter [ name record-name]

1 -

Device# show flow exporter ExportTest]

(fT-3) NetFlow D7 @ — T AKR—
HiERER R LET,

ATy 713

copy running-config startup-config

1 -

Device# copy running-config
startup-config

EE) =274 FXal—ar 77y
ANVCEREEZRITFLET,

RDBERY

Zo— lLa—RBLIT7n— 2/ AR—F|ZHESNWT, Jo—F=F—EEHLET,

[l Flexible NetFlow D35



| Flexible NetFlow D35
Flexible NetFlow v6 ® 7 O — I Y R R—4 D E .

Flexible NetFlow vi D 70— T4 X "— 42 DHTE

Flexible Netflow /X— 5 > 5D 7 B —T 7 AR—H ZRET DL, ZOMHED X AT & FELT
LET,
Flexible NetFlow : NetFlowvs =27 AR — k7m0 b I /VERETIX, NX—Y 35D AR— b

Ja hanrEFEH LT AR—= sy hEERETEDL X512 LET, NetFlow X—Y =
503, "=V ar9BIUPIPFIX L b uhoa s AR—7Fa ha)Lcd, EELa—

RIERDE=DT 7L — ERRNOT, T 7L — MUEOREIIH Y ¥ A,
VSTV AR— b7 e b aVOERERFIZITROFIENEH SN ET,
c WMED 5 AT N—FT 1 —IL K,

®* match

®* match

®* match

®* match

®* match

ipv4 protocol

ipv4 source address

ipv4 destination address
transport source-port

transport destination-port

NRN—=T g s Ty ho—ETHNIE, TOMOT 4 —L RIHMEETY,

FIE
ARV REREETI 3y EL:Y
AT 71 |enable FiHE EXEC E— RE AR LET,
il cASAV—REANLET (ERS
neLma) .
Device> enable
A5 v J2 |configure terminal ra—\)Lary7 4 Xal—vay
Bl - E— REMBLET,
Device# configure terminal
7w 73 |flowexporter exporter-name Tr— 27 AR=Z ZER L, Flexible
1l : NetFlow 7 @— T 7 AR—H 27 4
Xal—varET—RNefthLET,
Ei;é;;é;?r{fig)# flow exporter «cZOawy RO, @Eﬁ@7lﬂ*‘
T AR—ZEBEETHIEHT
%\ij—o

Flexible NetFlow D& [}
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B

axX ;e

Flexible NetFlow O3 |

aAv U RFERET7TIVaY B#)
RTw 74 |description description (1) #&EF X U show flow exporter
- avy FOHNIZFREND T A
R—=2 OFHAZHRELET,
Device (config-flow-exporter) #
description Exports to the datacenter
R w75 |export-protocol netflow-v5 71 —x 7 ZAR—4 T NetFlow 73—
Tal vsOYR— N NERBHILET,
XFw 76 |destination {ip-address|hostname} [vrf | =7 AR —F DR A F LADIPT R
vrf-name] LVAEIIARA M EEELET,
- GE) P47 FLREIPv6T FL
Devion (comfiamtl - ADWT I EHH LT HoE5e
evice (conrig- ow—eXporter o
destination ?72.16.101.32 \Z= 7 AR — ]\T%i‘a‘o
RFw 77 |export-protocol {netflow-v5|netflow-v9| 7 2R — % ¢ X3 NetFlow —
| ipfix} JAR—=F T haloR—Tg ok
1 fHELET, NBAR »Hihi sz
74— RO AR— L, IPFIX
Device (config-flow-exporter) # %}:Eﬂf@l}'ﬁ‘ﬂ'\g’— ]\ E‘fj/lxiﬁ—o
export-protocol netflow-v9
o« 7 74/ |k : netflow-v9
RTwv S8 |dscp dscp (EE) =7 AR—=FHIZL->TEES
%l - NnNad5—H4 7 Z A0 Diffserv 72— K &R
4>k (DSCP) NI A—FEHELE
Device (config-flow-exporter) # dscp 63 7ro
o dscp SI B DOHIPHIZ 0~ 63 TT, 7
77]—/1/ }\ . Oo
RFw 79 |source interface-type interface-number | ((£3F) =/ AFR—F T, =7 AFR—
B hEhIF—5 75 hORETIPT K
LAELLTIPTY RLRAZGHT 50—
Device (config-flow-exporter) # source 7‘7/1//1) :/& —7 14’ A %?Eﬁé l—/ij‘o
ethernet 0/0
R w710 |option {exporter-stats|interface-table|| ((L&) =/ AR—F D47 9

sampler-table| vrf-table} [timeout
seconds]

1 -

Device (config-flow-exporter)# option
exporter-stats timeout 120

L

TR NRTGRA—HEBRELET,
3 ODF T g L EREFIZEET
%iTO

» seconds 51EXOFIFH X, 1 ~ 86,400
Tt, F 74 ME 600,
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B

axX ;&

Flexible NetFlow v6 ® 7 O — I Y R R—4 D E .

ARV RERETI3 Y E]:g]
AT w711 |output-features (f£7) Quality of Service (QoS) & HfF
Bl - FEEFA LT AR—F 7y b
HFETELEIITLET,
Device (config-flow-exporter) #
output-features
X w712 |template datatimeout seconds (B A LT MZESHTT Y
Bl L= F OFREERELET,
. . + seconds 5 [ Z DHPHIL, 1 ~ 86400
DZtheiiiiiii;éisg—exporter)# template) 7?v$. (86400 %9 —24 E?ﬁﬁ) .
A5 713 |transport udp udp-port T AR=NENDT =X T T hE5E
- eV AT LMY S UDP AR — b & 4R
ﬁiﬂbijqo
vi nfig- w-exporter) # % fofe
o fag PR -+ udp-port 5 D FFHIL 1 ~ 65536
‘(\‘—g—o
ATwv 714 |ttl seconds (EE) =7 AR—=ZITL>THES
Bl DT —5 7 AOLEGETHEH]
(TTL) fEZ&E L £
Device (config-flow-exporter)# ttl 15 . Seconds%[;j(miﬁbi\ 1 ~ 255 C
R
AT v 715 |end TH— T AR—HR AT 4 Ko L—
i - vary B— REfAT L, FiiE EXEC
E— RICRD 7,
Device (config-flow-exporter) # end
27w 716 |show flow exporter exporter-name HEE) $8E LT n— T/ A —4
- DBFED AT — 5 ARFRENET,
Device# show flow exporter
FLOW EXPORTER-1
AT 717 |show running-config flow exporter (EE) HBELE-7n—x 7 ZR—%

exporter-name

1 -

Device# show running-config flow
exporter FLOW EXPORTER-1

DEEPFTRENET,

Flexible NetFlow D& [}
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. NREIAXLI=70— E=%—DER

HRAIAALF-70— =2 —NDERK

HNAZ <A R LT=7 v — F=F—%ERT 5I21%, ZOMHADE AT ZFITLET,

K7 —F=F—lF, EHOXFy v v anED S TONTWET, 7r—F=4—T214IZ,
Froviaz NIONEBLOLAT Y MeERTHLa— RBALETT, bl a—
B 74—~y NI, FHERFLOLI—F 74—~y bOWTRA, EiEa—¥—ER
T pzEnTcEES, ERoz—F—ThiiE flowrecord 2~ FEEHA LT, hAX~
AR 74—~y FEET A2 TEET,

1R BHHIIZ

Flexible NetFlow O HRIERF L 23— KOOV IZHAZ <A A LT a— REHT 58
BlE, TOX R BFITTHENT, DAF~A AL a— REERTA2LERHY F7,
F—RET I AR— T HEDIITa— 27 AR—F 70— =X — BT 585E81%.
TDERY EETTHENCT 7 AR—Z BT 5 0ERNH Y £7°,

GE)

7 —E=F—"7Trecord 2~ RDO/NT XA —H ZEHEF LR, noip flow monitor =~ K
LT, TXTOA U F =T =2 A ADOEMAEFEHADO 70— =4 —ZHIRT 2081 H Y
£7

Fg
aAv U RFEREET7TIVa Y B#)
RATw 71 |enable Kt EXEC ®— FZ A L £,
1 - e NAT—RE AN LET (BEKRE
NIZGE)
Device> enable
RFw 72 |configureterminal Jua—r~ )L a7 4 F¥al—gy
1 T NEMBLET,
Device# configure terminal
5w 73 |flowmonitor monitor-name Ju— F=X—%{ER% L. Flexible
i - NetFlow 72— E=H— a7 4 Xz
L—yay T—RefttLET,
FrowmonTToRe L P ZOIvY T, RO T -
FEo A —HEETLH LB TEE
75
25w 74 |description description (L) 7r—T=%—OHH 2R
fl - LT

[l Flexible NetFlow D35




| Flexible NetFlow D35

nz25v42L7a—e=2—ofkK [

ARV FFEREETIVa Yy

E:)

Device (config-flow-monitor) #
description Used for basic ipv4
traffic analysis

ATvTh

record {record-name| netflow-original |
netflow {ipv4|ipv6} record [peer]}

1 -

Device (config-flow-monitor)# record
FLOW-RECORD-1

Ju—F=F—0DlLa— R FEEELE
kR

ATvT6

cache {timeout {active|inactive| update}
seconds | type normal }

51

Device (config-flow-monitor)# cache
type normal

Device (config-flow-monitor)# cache
timeout active

ULE) 7e— F=F—Fyr v a

INTG A=K (XA LT Y ME, ¥v v
aZATRE) #ERLET, BE
Lize7e—F=F—LtT7u—Fvv
Vo w BEA T E T,

ATy IT17

VWS CTCAT v 7 6 0K L
T, Z2DO7a—F=HA—DF v v
NIA—HDOELEET LET,

ATvT8

statistics packet protocol
1 -

Device (config-flow-monitor) #
statistics packet protocol

({£&) Flexible NetFlow E =% —D 7
7 3V BOREHE R OINEEZ A R —
T LET,

ATv79

statistics packet size

1 -

Device (config-flow-monitor) #
statistics packet size

(f£&) Flexible NetFlow & =% — ™D
A R FHE R OINEE A X —T L
iCLET,

ATy 710

exporter exporter-name

1 :

Device (config-flow-monitor) # exporter
EXPORTER-1

(EE) FalcfEkshic=7 AR —
Z DA ERELET,

ATvINn

end

&1

Device (config-flow-monitor)# end

Flexible NetFlow 72— F=HX— 21/
TA4Xal—varE—REKRTL
T. ¥ EXEC £— FICEY 7,

Flexible NetFlow D& [}
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ARV FFEREETIVa Yy

S

ATvT12

show flow monitor [[name] monitor-name
[cache[format {csv |record |table} ]]
[statistics]]

&1

Device# show flow monitor
FLOW-MONITOR-2 cache

(f£:7) Flexible NetFlow 7 1 — E=
H—DAT —H ABLOFFHERNPE
RENET,

ATy 713

show running-config flow monitor
monitor-name

1 -

Device# show running-config flow
monitor FLOW_MONITOR-1

3 BELE-7a—F=F—D
ENFRRENET,

ATv 714

copy running-config startup-config

1 -

Device# copy running-config
startup-config

EE) =27 4FXal—ar 77
ANVIZREE T LET,

J20—Y>2TJ5—01ER

Tn— %77 —ERELTHMET DI, ZORHADI AT 2FATLET,

FIE

ARV RFERRTI Y

E[:)

ATy T

enable
51

Device> enable

¥iME EXEC T— F&EAIC L £,

e NRAT—FREANLET (FERE
N8548 .

ATy T2

configure terminal

B :

Device# configure terminal

Jua—\)L a7 4 Xal—g
£ F‘%{:Eﬁﬁébij‘o

ATvT3

sampler

1 -

sampler-name

Device (config)# sampler SAMPLER-1

YT T—EERL, VTS T—a
T4 X2l —Ta v — RFERBLE
KR

e ZDawy RTiL, BEfFOYV 7
F—HEETHZ L TEET,

[l Flexible NetFlow D35
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1v8-7212~070—0ER |

ARV FFEREETIVa Yy

E:)

ATvT4

description description

1 -

Device (config-sampler) # description
Sample at 50%

EE) 7o—¥ 77 -0l ziE
Jﬁ[—/\ijﬂo

ATvTH

mode {random} 1 out-of window-size

1 -

Device (config-sampler) # mode random
1 out-of 2

Yo7 ——FKBLIO7a—H o7
F—DU 4 Ry A XEH/ELE
7,

« window-size 5| Z D&PHIZ, 0 ~
1024 T,

ATvT6

exit
&1

Device (config-sampler) # exit

YT —ar7 4 FXal— g
FT—REKTL, ZJuo—sLvar7g
Fal—raryE—RIREY £1,

ATy T17

interface type number

51

Device (config) # interface
GigabitEthernet 0/0/0

AV H =T A RAEREL, £ ¥ —
TxA AT 4F¥2l—Tg L T—
R&2BIsE L £9,

ATvT8

{ip | ipv6} flow monitor monitor-name
[[sampler] sampler-name] {input | output}

1 -

Device (config-if)# ip flow monitor
FLOW-MONITOR-1 sampler SAMPLER-1 input]

ERLE7o—F=4—B L7 o—
YT T— A B —T A AIZEIY
YCC, TV T EA =TT
LET,

ATvT9

end

&1

Device (config-if)# end

A B—=T 2 A AT (Fal—
vay ®'— REKT L, FitE EXEC
E— RNIZREY £7,

ATy 710

show sampler sampler-name

51

Device# show sampler SAMPLER-1

JELAL L7 —H 7T TF—0
AT —HZ AR IO EHIEREE R LT
j—O

AR —T A A~ADT7O—DEA

Tan— =X —BIOA T a oI T— A A —T o AZHEATE F 9,

Flexible NetFlow D& [}
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FIE

Flexible NetFlow O3 |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58

ATvT2

configureterminal

1

Device (config)# configure terminal

Jua—\)L a7 4 Xal— g
T—FzfnL£7,

ATvT3

interface type

1

Device (config) # interface
GigabitEthernetl1/0/1

Ao H—=T A AT 4 FXalb—3
YE—RERBL, AV F—T AR
ERELET,

Flexible NetFlow (%, L2 K— K F ¥ F/L
AE =T 2 A AT R—FSNFER
AR, L2 — R F v R A N—R—
TRV R—bFESnET,

Flexible NetFlow (%, L3 i"— hF ¥ %L
ABE—=T 2 AL XA /NR—FTH
A— N ZIET, WIS L CRIRRC
PAR—FEINDZZ EIEZHY EHA,

ATvT4

{ip flow monitor | ipv6 flow monitor |
datalink flow monitor } name [sampler
name] {input | output}

1

Device (config-if)# ip flow monitor
MonitorTest input

ATTERITH I MTshe 354 >~
H—T A A2, IPv4, IPv6, T—Z U
v 7R—E=H— BLOA S a v
DY 7T —H BEMAT £ T,

ip flow monitor — Flexible NetFlow T IPv4
N7 4y 7 EERTEET,

ipv6 flow monitor — Flexible NetFlow T
IPV6 N7 7 4 v 7 R TEET,

datalink flow monitor — Flexible NetFlow
TIHIPONT T 4 v HEHTEES,

ATvTh

end

1 -

Device (config-flow-monitor)# end

HkE EXEC E— FIZREY £,

ATvT6

[l Flexible NetFlow D35

show flow inter face [interface-type number]

1

ULE) A v #—7 = A AD NetFlow 15
WEFRRLET,
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VIAN LT T v 52 Netflow 0 [l

ARV RFERFTIVaY =)

Device# show flow interface

R 7 7 | copy running-config startup-config L) av 74 F¥al—gy 77
I A MR EERIFLE T

Device# copy running-config
startup-config

VLAN ETD T v T E NetFlow DEXTE

Tae— F= A —BIRAF T g OY 7T —% VLAN ICEATE £,

FiE
ARV RFEEEFET7IVa Y B8

AT 71 |enable ¥EHE EXEC E— FZHMC L £ T,
1 - e NAU—RZANLEST FERSN
Device> enable =58 .

R T 72 | configureterminal Ja— )L a7 4 ¥z l—3a
Bl T REBALET,
Device (config)# configure terminal

A Fw 73 |vlan [configuration] vian-id VLAN £721Z VLAN 2> 7 4 ¥ =2 L —

Bl vavE—FEMBLET

Device (config) # vlan configuration 30
Device (config-vlan-config) #

R7 7 4 |ip flow monitor monitor name [ sampler | A7;/%% > MZKIET % VLAN 2, 7
sampler name] { input } e B A —B LA TS a DY
Bl 77 —Z B E T

Device (config-vlan-config)# ip flow
monitor MonitorTest input

R w 77§ | copy running-config startup-config B 274Xl —> a3y 77
5l - A MNCBE R LET

Device# copy running-config

Flexible NetFlow D& [}
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ARV RFERETIVa Y

B8

startup-config

L 14~ 2 NetFlow @

A

=N

X &

==

Flexible NetFlow L' 23— KN TL A ¥ 2 F—%2 EXTEFET, ZOLa—KREEHL T, LA
Y2A LA —T oA AD T O —%F% ¥ S F ¥ TXFET,

FIE

ARV RFERETIVa Y

E:)

&

enable
1 -

Device> enable

ke EXEC E— N2 B L ET,
e NMAU—KREANLET @Rk

7-%E

o

ATvT2

configureterminal

1

Device (config)# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATvT3

flow record name

1 -

Device (config) # flow record L2_record
Device (config-flow-record) #

7a—lLa—RFRary 7 4Fal—3
v E—RERBLET,

ATvT4

match datalink {dot1q |ethertype| mac |
vlan}
f

Device (config-flow-record) # match
datalink ethertype

LA V2R AR —L LTHREL X,

ATvTh

end

1

Device (config-flow-record) # end

et EXEC E— RICREY £,

ATvT6

show flow record [name ]

1

Device# show flow record

UEE) A v X —7 x4 AD NetFlow &
WRAEFRLUET,

[l Flexible NetFlow D35
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Flexible NetFlow () 515 .

ARV RFEEETIIa Y BRI
R 77 | copy running-config startup-config EE) 2y 74 X2l — gy 77
Bl - A MCRE R R LT,

Device# copy running-config
startup-config

Flexible NetFlow (D E51R

WOEIZHDa~ Raef@H LT, Flexible NetFlow # =% U ./ TxF9,

% 4:Flexible NetFlow DE=%"') 45 a< > K

e N =L

show flow exporter [broker | export-ids| name| | NetFlow @ 7 1 — T 7 A R— X [F§ L HEHE

name | statistics| templates] WEFEELET,

show flow exporter [ name exporter-name] NetFlow O 7 0 — T AR— X [EH L sEzHE
WEFRLET,

show flow interface NetFlow 1 > % —7 = A Z 2T D IF#@E R
LET,

show flow monitor [ name exporter-name] NetFlow O 7 0 — £ =X —[Eif L ¥izHEEg %
FKRLET,

show flow monitor statistics Tn— T X —OREHER A TR LET,

show flow monitor cacheformat {table|record |f5Esh-FRXTCT7n—F=F—DF v v

o DB EFTLET

show flow record [ name record-name] NetFlow D7 11— L a— RIERE2FE R LET,

show sampler [broker | name| name] NetFlow %> 77 —ZBT 2 WA TR L E
D

Flexible NetFlow @)% & {5l

Bl - JO0—DOHFFE
TJu—&ER L, TOT7a—%A L EZ—T oA ACEHATLHERLET,

Flexible NetFlow D& [}
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Device# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Device (config)# flow export exportl

Device (config-flow-exporter)# destination 10.0.101.254
Device (config-flow-exporter)# transport udp 2055

Device (config-flow-exporter) # exit

Device (config)# flow record recordl

Device (config-flow-record) # match ipv4 source address

Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match ipv4 protocol

Device (config-flow-record) # match transport source-port
Device (config-flow-record) # match transport destination-port

Device
Device

config-flow-record) # collect counter byte long
config-flow-record) # collect counter packet long
config-flow-record) # collect timestamp absolute first
config-flow-record) # collect timestamp absolute last
config-flow-record)# exit

config)# flow monitor monitorl

config-flow-monitor)# record recordl
config-flow-monitor)# exporter exportl
config-flow-monitor) # exit

config)# interface tenGigabitEthernet 1/0/1
config-if)# ip flow monitor monitorl input
config-if)# end

Device
Device
Device
Device
Device
Device
Device
Device
Device

Device

Bl:IPVAARD ST T4V IDE=ZR) T

WOENE, IPVAATI N T 7 4 v 7 T =4—F 552" L TOET (intgl/o/111%, intgl/0/36
BLOintgONIZ T 74 v 7 &R E5LET)

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config)# flow record fr-1

Device (config-flow-record) # match ipv4 source address

Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match interface input

Device (config-flow-record) # collect counter bytes long
Device (config-flow-record) # collect counter packets long
Device (config-flow-record) # collect timestamp absolute first
Device (config-flow-record) # collect timestamp absolute last
Device (config-flow-record) # collect counter bytes layer2 long
Device (config-flow-record) # exit

Device (config) # flow exporter fe-ipfix6

Device (config-flow-exporter) # destination 2001:0:0:24::10
Device (config-flow-exporter) # source V1anl06

Device (config-flow-exporter) # transport udp 4739

Device (config-flow-exporter)# export-protocol ipfix
Device (config-flow-exporter) # template data timeout 240
Device (config-flow-exporter) # exit

Device (config) # flow exporter fe-ipfix

Device (config-flow-exporter)# description IPFIX format collector 100.0.0.80
Device (config-flow-exporter)# destination 100.0.0.80

[l Flexible NetFlow D35
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Device (config
Device (config
Device (config
Device (config
Device (config
Device (config

Device (config
Device (config
Device (config
Device (config
Device (config
Device (config

Device (config
Device (config

Device (config
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config

Device# show
Device# show
Device# show
Device# show

Bl - IPvAE D NS T«

Device# confi
Enter configu
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config

Device (config) # flow exporter fe-1

(
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config

Device (config
Device (config
Device (config
Device (config

-flow-exporter)# dscp 30
-flow-exporter)# ttl 210

Bl opatnrsTsvr0r=4y2y |

-flow-exporter)# transport udp 4739
-flow-exporter) # export-protocol ipfix
-flow-exporter)# template data timeout 240

-flow-exporter) # exit

)# flow exporter fe-1

-flow-exporter)# destination 10.5.120.16

-flow-exporter)# source V1anl05
-flow-exporter)# dscp 32
-flow-exporter)# ttl 200

-flow-exporter) # transport udp 2055

-flow-exporter)# template data timeout 240

-flow-exporter) # exit

y# flow monitor fm-1

-flow-monitor) # exporter fe-ipfix6
-flow-monitor) # exporter fe-ipfix

-flow-monitor) # exporter fe-1

-flow-monitor)# cache timeout inactive 60
-flow-monitor)# cache timeout active 180

-flow-monitor) # record fr-1

-flow-monitor)# end

running-config interface g1/0/11
running-config interface gl1/0/36
running-config interface g3/0/11
flow monitor fm-1 cache format table

YODEZ=ZRY YT

gure terminal

ration commands, one
)# flow record fr-1
-flow-record) # match
-flow-record) # match
-flow-record) # match

End with CNTL/Z.

ipv4 source address
ipv4 destination address
interface output

-flow-record) # collect counter bytes long
-flow-record) # collect counter packets long
-flow-record) # collect timestamp absolute first
-flow-record) # collect timestamp absolute last

-flow-record) # exit

-flow-exporter)# destination 10.5.120.16

-flow-exporter)# source V1anlO05
-flow-exporter)# dscp 32
-flow-exporter)# ttl 200

-flow-exporter)# transport udp 2055
-flow-exporter)# template data timeout 240

-flow-exporter) # exit

)# flow exporter fe-ipfix6

-flow-exporter)# destination 2001:0:0:24::10

-flow-exporter)# source V1anlO06

-flow-exporter)# transport udp 4739
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Device (config-flow-exporter) # export-protocol ipfix
Device (config-flow-exporter)# template data timeout 240
Device (config-flow-exporter) # exit

Device (config) # flow exporter fe-ipfix

Device (config-flow-exporter)# description IPFIX format collector 100.0.0.80
Device (config-flow-exporter) # destination 100.0.0.80

Device (config-flow-exporter)# dscp 30

Device (config-flow-exporter)# ttl 210

Device (config-flow-exporter) # transport udp 4739

Device (config-flow-exporter)# export-protocol ipfix

Device (config-flow-exporter) # template data timeout 240

Device (config-flow-exporter)# exit

Device (config)# flow monitor fm-l-output

Device (config-flow-monitor) # exporter fe-1

Device (config-flow-monitor)# exporter fe-ipfix6

Device (config-flow-monitor) # exporter fe-ipfix

Device (config-flow-monitor)# cache timeout inactive 50
Device (config-flow-monitor)# cache timeout active 120
Device (config-flow-monitor)# record fr-l-out

Device (config-flow-monitor)# end

Device# show flow monitor fm-l-output cache format table
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Device> enable

Device# configure terminal

Device (config) # flow record rm 1

Device (config-flow-record) # match routing vrf input

Device (config-flow-record) # match ipv4 source address
Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record)# collect interface input

Device (config-flow-record) # collect interface output
Device (config-flow-record) # collect counter packets

Device (config-flow-record) # exit

Device (config) # flow monitor mm_ 1
Device (config-flow-record) # record rm 1
Device (config-flow-record) # exit

Device (config)# interface GigabitEthernet 1/0/1

Device (config-if)# ip vrf forwarding green

Device (config-if)# ip address 172.16.2.2 255.255.255.252
Device (config-if)# ip flow monitor mm_1 input

Device (config-if)# end
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Device> enable

Device# configure terminal

Device (config) # flow record rm_1

Device (config-flow-record) # match routing vrf intput
Device (config-flow-record) # match ipv4 source address
Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # collect interface input

Device (config-flow-record) # collect interface output
Device (config-flow-record) # collect counter packets

Device (config-flow-record) # exit

Device (config) # flow monitor mm_ 1
Device (config-flow-record) # record rm_ 1
Device (config-flow-record) # exit

Device (config) # interface GigabitEthernet 1/0/1

Device (config-if)# ip vrf forwarding green

Device (config-if)# ip address 172.16.2.2 255.255.255.252
(
(

)
Device (config-if)# ip flow monitor mm_1 output
Device (config-if)# end

Flexible NetFlow )14 EE & FE

ROFIZ, ZOFEY 2a—/LTHHTLEEDY U —AB LI OMEEFHRZ R LET,
IHH ORI, FICHR SN TOWRWRY | BASALY U —2RLUEOT~THOY J—XT

ERTEET,
)1)—= T RE FERETEER
Cisco IOS XE Gibraltar 16.11.1 | Flexible NetFlow Flexible NetFlow Tl¥~7 2 —%

FHLT, 7horT v
7. Fy hU—7 =Y
JBEORy hT—s S
V= B D ARG )
R L FE 9,

Cisco IOS XE Gibraltar 16.12.1

IPv6 7 7 ¢ v 7 @ Flexible
NetFlow DEE LT N—T 2 T
(SGT) ksidern—7r%27
(DGT)

IPv6 7 7 ¢ v 7 @ Flexible

NetFlow DXL NV—T" 5 7
(SGT) ksisern—7r%27
(DGT) 7 4 — /L ROYR—
MAEAINE LT,

Flexible NetFlow D& [}




B Fiexible NetFlow g eEEE

Flexible NetFlow O3 |

IJ I)—X

o,
BE

1

Cisco IOS XE Amsterdam 17.1.1

MPLS TOANBLIOH I
Zz8R 72 Netflow

< /NF7a kan T A
A v F 7 (MPLS) * v b
U—Z71Z A% & ZIT, MPLS
TR A VIRV g DYREE
WDy NGl L
IP 70— {FHROX ¥ 7 F v %
FFAILES, 2D Ty
ME, IP X7y hELTTA
A AZFE|FE L, MPLS /X7 v
e LTEREINET,

Cisco IOS XE Amsterdam 17.2.1

NetFlow @ VPN ID

Flexible NetFlow DRAET 7 A
N— hx vy MU — 7RI
(VPN-ID) DFREZ VAR — b
LFE9, VPN-IDZZ m—r3L
T—ET?, HIEVZXT A
(AS) &{KTVPNZF#AIT %
7D S ET,

Cisco IOS XE Bengaluru 17.5.1

H 7] VRF - — N HD
Flexible NetFlow

H 77 VRF 7" — k F @ Flexible
NetFlow 3% E T D7D Y
A—FPREAINE LT,

Cisco Feature Navigator /425 &, 7T v b 74— LBIRNY 7 PV =T A A=V DY R—
MEHRZ R TE E£9, Cisco Feature Navigator |27 7 £ 29 51TI%, https://cfhng.cisco.com/ (T

M FE T,

[l Flexible NetFlow D35


https://cfnng.cisco.com/

	Flexible NetFlow の設定
	Flexible NetFlow の前提条件
	Flexible Netflow に関する制約事項
	Flexible NetFlow に関する情報
	Flexible NetFlow の概要
	以前の NetFlow と Flexible NetFlow の利点
	Flexible NetFlow のコンポーネント
	フロー レコード
	NetFlow の事前定義済みのレコード
	ユーザー定義レコード
	Flexible NetFlow の match パラメータ
	Flexible NetFlow の collect パラメータ

	フロー エクスポータ
	フロー モニター
	フロー サンプラー

	サポートされている Flexible NetFlow フィールド
	デフォルト設定
	Flexible NetFlow：入力 VRF サポートの概要
	Flexible NetFlow：出力 VRF サポートの概要
	自律システム番号
	MPLS での入出力 Flexible NetFlow の概要

	Flexible NetFlow の VPN ID の設定

	Flexible NetFlow の設定方法
	フロー レコードの作成
	フロー エクスポータの作成
	Flexible NetFlow v5 のフローエクスポータの設定
	カスタマイズしたフロー モニターの作成
	フローサンプラーの作成
	インターフェイスへのフローの適用
	VLAN 上でのブリッジ型 NetFlow の設定
	レイヤ 2 NetFlow の設定

	Flexible NetFlow の監視
	Flexible NetFlow の設定例
	例：フローの設定
	例：IPv4 入力トラフィックのモニタリング
	例：IPv4 出力トラフィックのモニタリング
	例：入力 VRF サポート用の Flexible NetFlow の設定
	例：出力 VRF サポート用の Flexible NetFlow の設定

	Flexible NetFlow の機能履歴


