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HZLEEEELTILEIN,
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YU RDNTA=FIZED | REFEETHZENTEET,

o ¥ ¥ 7T HH
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« 77 A YA X
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c AT T4NE LT DL NT T 4 v I PIFFITD RN T LA L T DL 5EE, HIBRZ
LCHxFy S Freyviar®ETLET,

« 7T v aT 4 AT ~DEZIARL, CPUEZETIIHEATHIEMETT, v 7 F ¥ L —
RS EIT. Ny T Xy I F Y AEATL L ABEO LET,

s REBRT7AND peap 7 7 A NINHDO/NRry a7 a— RLUTHRRT H I EITHETTL
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e Ny MEEEPISITIR, ROEEEELET,

e TATNRTy FOX XY T F NI, ARNT DI (Ford v a a2l ELRVY
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Ny NERY T NIRETA2EBOXF Yy 7 F v BB 556, ATV o AZ#ET5
720, HILWF Y 7T v G T ANy 7727 U T LTLTEE0,
eV =N T4 RUDTA TNy NEESL L TERTIHEAIE, Bnx vy 7T v
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NTHZECLY, EEHLOLDICESHZ D2 2 ENTEET, 22— —DMER%KIZ Y
AT ABF LWEEZZIT AN, fFVMEE EFEXLET, 2~ Rono AL, H LUME
DADZFLEIIH Y THEAN, T X=X OHIBRIZITSNETT,

« EITT BT, WTHNDONRT A= NRWUIETHDHEIREL £9, Wireshark CLI Tl

start 2~ REANTHHNAEEDNNT A =X R EEIIEETDHZENTEET,
sart a~v 2 REANTHE, TRTOMENRNT A—F N ATz &l LRIz H
Wireshark 238845 L £ 97,

X ¥ IF v IRA L FOVERRERIC T 7 A VDEET DS . Wireshatk 137 7 A V% &
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B) IR TTHZENnHY £,

s KryFENTAT Y NEF Yy 7Ty ORFBICERINERTA, 7EL, Fey 7 Enk

YA ZRED Ty MEDHBEITRENET,
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HRTHT—Z Xy hNeXY Ty TEET, xy NT—FHFEX, v STy v Ty
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THHAENRHY ET, Xy b xy 7Ty b— NI, FFREREREAEH L TAry RY &
FexFT, i zxE. T/BRay hue— ALY R NEFEH LTy R T 4 L Z U T X
T, IHIT, ARy b 7 TF X L— bERET L0, o7 IR EEET S 2
LT, flEEERTEET,

Cisco I0S XE Amsterdam 17.2.1 LI ClX, EPC v v v M T UREDA VX —T =4 ATiE
PR—=FENTWEH A, CiscolOS XE Amsterdam 17.2.1 PLF&IZ, EPCIZ> v v M & 7 L fRKE
DAUHE—=T oA ATHR—FEINET, JHUL, A X —T7 oA ADEBFFZ A v b
Xy I TF ¥ T LHGEIENTT,

HARAAINTY F T TFrDF A

« TNAATIPVABLWIPV6 N7y b EF ¥ 7F ¥ TE, MAC 74 VZ ZEHLTZY
MACT RV AZ~wyFIELD LT, FEIP Ty X v 7 F v AlhE,

cA Y N R TF o A DA BIRARRA LTI ARG I F X T F
HA L M ATy MRF Y TFr S, Ay T LB SRS R I T 4 v kT
Yy b AL BT

Y — VB LTI Lz X7y v 7 F v 77 A/ (PCAP) BT/ 7w
h ¥y I FyvET T AR— T DHHEBE,

c SFESERFML AL TRy T Ty ENTT—F Xy a7 a— N4 55k,

Nry b T—8XvTFv

Ny b T2 XX TF I Ny T IS NDT = Ty hOXF T F ¥ T,
Ty T2 XX TF X —BEOARTENRTA—LZEANNT LI EICLoTERLET,

TOLERY T F YT, ROT 7 v a vy mBFEITTEET,
A HE—T 2 A ATDXXY T F DT 7T 474k,

X TF X RAL I ~DT 7 A A r—L U X~ (ACL) 7 T %~ v 7O,

A

2 Network Based Application Recognition (NBAR) & MAC
ABAND Y FA =y FE, PR—FINTVEE
Mo

o X v TTF v ORLIE,

e RRBA TR EDN Y T 7 AR L— T A—ZOEE, A XAOHFIL 1 ~ 100
MB T, F74/L DAy 773K T, b9 1003y 77 A7 v a VIERT
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Ry bEr IFe0BE |
B <rorxeTrvomesk

INTY R Y TF v DHREFE

ZITEH, ATy PR Y T F Y ORTEICOWVWTIMBALET,

Wireshark D% € /5 ik
Wireshark 25 E T D 121%, IROEKRMRFIEZFATLET,
1L ¥x7F v R’V EERLET,
2. XX TTFXYRA L NONRTA—=ZEBIMEITERLET,
3. XX TTF XY RA L NeT T 4 TCETIIHT 7T 4 T LET,
4. Fx TFX¥RA L P ELSBREMLRWGEITHIBRL £,

FYTFv R4V FOEE

ZOFIEDFITIX, EFIC L TINRX Y T F v ARA v b EERELET, SIS T T, monitor
capture 21~ KD 12D A U AZ L AEMBEH L THXF ¥ 7 F ¥ HRA L hEZDOTRTONRT A —
HEERTEET,

N

GE) R A U b, I TF YOS, BXOaTr 7 V2% T 5% I F YR AL M EE
DEIEELET,

Y TF KA N EEERT B, ROFIEEFATLET,

FIE
ARV RFERERT OV a Y ]3]

ATy 71 |enable FrHE EXEC E— FEZ AN L E T,
i NAT—REANLET (FRShY
Device> enable ) .

25w 72 | monitor capture F¥YTTx RA LV PEERL, F¥7

{capture-name} {interface interface-type |- ¢ o R ASEEAHT STV B EE
interface-id | control-plane} {in | out AL R EEEL. v T v OH

| both} EHELET

| .
Bl ST — ROBIKIERO L350 T,
Device# monitor capture mycap interface

GigabitEthernetl/0/1 in s capture-name : EFXT HF ¥ 7T %

AV NOLARTERRELES BT
I mycap MEH I TWET) o
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FYyTIFy R4V FDES

AU RFERETOVa Y

B8

XX 7T HDOREIIFISLTLTIC
LTSN, T, T H—A
a7 () ORPFRINET

+ ({£E) interfaceinterface-type
interface-id : ¥ 7 F ¥ KA bR
BEfTT BN D BHiARA o~ b iR E
L£7 (5] CTiX GigabitEthernet1/0/1
DEHINTHET) |

GE) FFars T, ZDaw
VRA AR AT DT
TOXXYTFrRA LB
DB OB AR A~ F B
FUONTA—FFT X T%
ERCTEET, ZNHD
INT A =2 ZTDOWTIE,
Xx T TF¥ARA R
A—=HFOERIZETLHF
JIE TR S TVET,
#PHOY R — b, B
A 2 N EEME L OH
Bt 57 DIcb T
7

interface-type (IR DUV U2 £l
)EH [./ i j—O

+ GigabitEthernet : #fiARA > k
% GigabitEthernet & L CTHE/E L
\iﬁ—o

evlan : #5iHR1 > N % VLAN
ELTHEELET,

G¥) DA VE—T A
ARG A b &
LCHEAT2HE
. Ax v 7F v
DHATRE T,

« (f£E&) control-plane : iR A
reLTary ha—L 7L —r %4
ELET,
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Ry bEr IFe0BE |

ARV RFERETIVa Y

B8

ein | out | both: ¥ 7F¥DJ5
mEZHEELET,

ATv73

monitor capture {capture-name} [match
{any | ipv4 any any | ipv6} any
any}]

1

Device# monitor capture mycap interface
GigabitEthernetl/0/1 in match any

AT VAT ADT A NEEEFRLET,
F—U— ROERIZRD LB TT,

- capture-name : FEFKT HF¥ ¥ 7 TF ¥
WA bOARTIEIRELES (BT
% mycap MEH SN TWET)

ematch : 74V ZEHBELET, &
HEINTWBARPIDT 4 NATaT
T A4NETT,

GE) R G e A IV N el
TYAT AT 4 NVAET
TR AV N ERR
WTWZRWGE, 2l
TIT 47T BT LT
T&EEHAL, ZThbHDE
e N PN GAYAN AT S
TFxRA L NET Y
T4k LEY ET D
L. T —RAEREINE
7

cipvd  IPX—T a2 4DT 4 )V H K
BELET,

cipv6 : IPN—T 5 6 DT 4V H F
BELXT,

ATvT4

show monitor capture {capture-name} [
parameter ]

1

Device# show monitor capture mycap
parameter

monitor capture mycap interface
GigabitEthernetl/0/1 in

monitor capture mycap match any

AT v T2 TERLIEZSY I F ¥ A
VR NRITA—EEFRRL, ¥ TTF ¥
AV MEERLIZZ MR LET,

ATvTh

show running-config

1

Device# show running-config

AN E MR LET,
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| oy bFrIFrosE

\}

$vTFv KLUk K5 i—anemErEzE [

ARV RFEEETIIa Y BRI
R 76 | copy running-config startup-config EE) 2y 74 X2l — gy 77
Bl - A MCRE R R LT,

Device# copy running-config
startup-config

RDZRY

ViR A M S BIZBML, ¥ 7T XY RA L NONRTRA—FEZERLTrb, 77747
IbTEET, FY T TFYRA U b E2ZOEEEMTL2HE81E, AIMETEET,

GE)

TOME Y THIEAESNTWDLHEEAERALTEFYy 7F vy RA L FONRTRA—EZEEETLHZ
LT TEEREA,

a—P—RNHESTF ¥ T TF Y A AN LT2GE . EIT B E 7213 E LR WA A o~ b
EANNLIESE, A v TFIEx=T7—2RR-LET, LT, ¥ 7 F Y RAIE8LFLUTT
HDHMENRH Y F7, Only alphanumeric characters and underscore () is permitted ] 35 X [%
Invalid input detected at '~ marker] O X 5 7e=F7—%2FRLET,

XY TFo RAV N NRSTA—FDEMFELIERE

JEFNZ U A RSN TWETN, AT v T EETLTNANTA—FDEELEDIAF CHRETE £
T 14T, 247, EITEEITTHRE TS 3, BEFRENFRERER AR A » FERE, R
FTarEBERTLHIET, FEOEZ L VRIOEICEE R D LN TEXES, T
WICHEESNTWARBEDNT A= BNERINTGE/IE. A F T 7T 4 TICHEGRT D030
HYET,

Cisco I0S XE Amsterdam 17.3.x U U —ALUETIX, Nry NEOH#BEHEA —F XA T H 7y
FE¥Y T FrDNTA—=ZL L THEHATEET,

XY TTXYRA L FDONRNTA=Z ZEES DL, ROFIEIHENET,

1R BHHIIZ
INHOFEEFEHT AR, F¥ TF YRS bE2ERTHILENHY £,

=3
ARV RFEREET7TIVa Y B#J

AT w1 |enable it EXEC E— RZAMIC L ET,
i - e NAT—=REANLET (BRI
Device> enable %E) .
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B =75 K1k $52x—s0EMELRES

Ry bEr IFe0BE |

ARV RFERETIVa Y

B8

ATv T2

monitor capture {capture-name} match
{any | mac mac-match-string | ipv4
{any | host | protocol} {any | host}
| ipv6é {any | host | protocol} {any
| host}}

1

Device# monitor capture mycap match
ipv4 any any

ACL 72137 7 A~ » 7 THRIITE
FINTZaT VAT LT 4% (ipv4
any any) ZiEFRLET,

Ny MR XY T F Oy RO
ZIET DL, EXEC 27 4 X
L—3/ 3 F&— KT monitor capture
capture-name interface interface-id {in

| out | both } match pktlen-range max
packet-length-in-bytes min
packet-length-in-bytes ==~ > R &2 L
£7,

ACLEZMHALTCar v AT AT 4 V¥
EEHRTEET, ACLTFH Faiod
Ethertype % 3% & C& £ 7, Wireshark T
A U ACL % E L C. ¥FED Ethertype
BNy NOX v T T v BGIINT
HIENTEET,

ATvT3

monitor capture {capture-name} limit
{ [duration seconds] [packet-length
size] [packets num] }

1

Device# monitor capture mycap limit
duration 60 packet-len 400

BEALOE v > 2 VIR (60) | ¥
F v SN Ty b FE 72 1E Wireshark
WL TRESNA Ny BT AR
£ (400) Z#fEELET,

ATvT4

monitor capture {capture-name} file
{location filename}
1 -

Device# monitor capture mycap file
location flash:mycap.pcap

Fv T F v RA 2 by MEER
TAHRET TR F YT T TEDHLEIIC
THEEITE, 77 ANDT I m— g
VERELET,

GE) 77 ANVDBHET DHE. L
EE PR LTS
Y,

ATy TH

monitor capture {capture-name} file
{buffer-size size}
1 -

Device# monitor capture mycap file
buffer-size 100

77 427 NR—Z DI
Wireshark THEHEIND AEY Ny 757
DOV A XEHRELET,

ATvT6

show monitor capture {capture-name} [
parameter ]

1 -

B 7y bR IFrvOBE

PHNZER LT v 7T ¥ A > b
FA—HKERRLET,



| sy brFrFFro

K
it

$vTFv KLUk K5 i—anemErEzE [

ARV RFERIETY Va3 B #
Device# show monitor capture mycap
parameter

monitor capture mycap interface
GigabitEthernetl/0/1 in

monitor capture mycap match ipv4
any any

monitor capture mycap limit duration

60 packet-len 400

monitor capture point mycap file
location bootdisk:mycap.pcap

monitor capture mycap file
buffer-size 100

AFvJ17|end HebE EXEC B— NICEY 77,
I

Device (config) # end

NS A—BDEE
X TFx T74IILOBEERITF = (XBEHER A7

Device# monitor capture point mycap file location flash:mycap.pcap
Device# no monitor capture mycap file

INTY R IN—RRDRIBIZAEY) Ny T7 A XEZHEET S

Device# monitor capture mycap buffer size 100

IPv4 & IPV6 DEAIZ—ET S LS, BRMNGEIT7 VATL T4V EFEETH

Device# monitor capture mycap match any
7y b x v TFoeD/ 7y FROSEEDIEE

Device (config) # monitor capture capl interface FortyGigabitEthernet 1/0/1 in match
pktlen-range max 100 min 50

N7y bDA—S B4 TOEE

MAC ACL:

Device (config) #mac access-list extended macl

Device (config-ext-macl) #permit any any 0x806 0x0
Device (config-ext-macl)exit

Device (config) #monitor capture mycap access-list macl

IP ACL:

Device#ip access-list extended ipl

Device (config-ext-nacl) #permit 1 any any icmp-message-type
Device (config-ext-nacl)# exit

Device#monitor capture mycap access-list ipl

RDRARY
Xr TTF X RA LV MTHBBERNRT A —ENTRTCEENTWDIERIET 7T 4 7k LET,

| "oy rxrIFroiE )



B =77 v ket isx—s0HK

o TFx RA Dk 185 A—2 DOEIR

NEFIZ U A RS TOWETN, NTA—=FZ ZHIRT 2 FIRMEEONAF TEITTE £, 117,
247, FIFEBATCHIBRTE 97, BEDS AIRERBHR AR A > P 2RV T, DT A—H
ZHIRTE £,

F¥ TF v RA L FDORT A= BHIERT H120E, ROFIEIZHENET,

48 HHEIIZ

INHLOFIEZFEHL T ¥ 7 F v BA v FEUIRT SR,

ZrERLTLIZENY,

FIE

Ry bEr IFe0BE |

X ST xR AL FONT A —

ARVKRFERERETY VY

=)

ATy T

enable
51 -

Device> enable

it EXEC E— FE Az LET,
e NR2ATU—REZASNLET EREN

=56

ATvT2

no monitor capture {capture-name}
match

1 -

Device# no monitor capture mycap match|

X¥ 7 F v R ALK (mycap) TEFES
NTNDTRTO7 4V ZZHIERL E
—é‘o

ATvT3

nomonitor capture {capture-name} limit
[duration] [packet-length] [ packets]

1

Device# no monitor capture mycap limit]
duration packet-len
Device# no monitor capture mycap limit]

Wireshark 28R L TV b v v g VI
MHIR E Xy hE7 A NEEHIBRL
£, ZOMOIEE SNTHIRITZEDE
FITRD ET,

Wireshark O _XCOHIEZ 27 V7 L%
KR

ATv74

no monitor capture {capture-name} file
[location] [buffer-size]

1

Device# no monitor capture mycap file
Device# no monitor capture mycap file
location

77 ANVOBEEMTEHIRLEST, Fv
TF X RA LV NIy b aEXFY 7T v
L2 FE7, ZNHITFERREINDHD
HTI,

7 7 A NMLEDOBIER T ZHIFR L E T,
77 ANVDEFE, ¥ T F ¥ ARA B
B Ef T b2 2 E Lz, 7272
L. OEZESNTZT 7 A VOBHER T
X, ZOT Vv a OB RS ITEY
Ao

B 7y bR IFrvOBE
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v 77 v ta v ol [

AU RFERETOVa Y

B8

ATy TH

show monitor capture {capture-name} [
par ameter ]

1

Device# show monitor capture mycap
parameter

monitor capture mycap interface
GigabitEthernetl/0/1 in

NT A =L OHIRBERICETZER I N
TWDAX Y 7F ¥ RA L b NTA—XH
ARALET, FIHOEDOEMETHZ O
avr REFATLT, ¥ I F¥HhA v
NMZBIEAHT SN TNWBRT A—H %
WTEET,

ATvT6

end

1

Device (config) # end

b EXEC £ — NIZER YD £,

RDBERY

¥ T T YRA Y MIRBERNT A= PNTXTEENTNLHGEET 774 7 LET,

N

GE)

active] WO T —NERINF T,

XX TTFXYRA L NNT VT 4TI XTI A= EHRTHE, AA v FIZ [Captureis

Fv TF v KA 2 LDBIRR
¥ T A P EHIRT I, ROTFIREFATLET

48O HREIIC

INLDOFIEEZFEH L THIRT A0S, F¥ 7T F Ay RA U ME2EBELET, ¥ T F v RA v
r ZHIBRT D ENTEL LTS ZE 0,

FIE

AT RFERIEFT7II Y

=)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— FEADIZ L £,

e RAT—KREANLET (FEREH
7-5E

o

ATv T2

no monitor capture {capture-name}

1

Device# no monitor capture mycap

HESNIZFx ¥ I F v KA b
(mycap) ZHIFRLET,
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Ry bEr IFe0BE |
B o7k re707 0 TEREETIT 4 TI2T D

ARV RFERETIVa Y ]3]

R Fw 7 3 |show monitor capture {capture-name} [ |5 B SN7=F ¥ 7T v HRA v FHIER S
parameter ] NIl FELRNWI EZRT Ay
5l - -V RFRLET,
Device# show monitor capture mycap
parameter

Capture mycap does not exist

ATy 74 |end HebE EXEC B— NITEY 77,
& -

Device (config) # end

Z 5w 7 5§ | show running-config AN B LET,
I

Device# show running-config

R 7 6 | copy running-config startup-config EE) a2y 74Xalb—var 7y
il - A ACREZRAF LET .

Device# copy running-config
startup-config

RDZRY

HIBRL 72 D LA CARTOFHF ¥ 7F ¥ AA VP2 ERTEET, FXY 7 TF Y AA 2 FOE
BrRAPLPVETHEE. CALOFIHEZFEITTIET,

X TFN  RAVNET IO T4 TFERIETIT«TIZT S
XY TFY RA L NET VT 4 TERIIIET 7T 4 7T BI0E. ROFIEEZEFTLET,

1R BHEIIZ

BRARA L N aT VAT AT 4 VA NERINTHT, BEMT N7 7 A VADTFET
HPETH, IYTFYRA L 2T 7T 4 7L TEET, . ZOL IRy —ATlE, BED
Ty AT EEEINET,

BT 27 7 A LA DRNF Y T F v RA v M, T 232077FCT7 77471 T&EE
T, T 7 ANABIRESNTWRWEES, X7y NIy 77 IRESNET, 74 7R
(v 7FYHEEOER) 1T, 77ALVBLOANRNy 77 E— FOWMGFTHEATEET,

TR ANVEIDRBESIN T RWEGEE, 7y MITGA T TERENFEFRAL, AT VAT A
TANZIL L S>THR Y TIF ¥ EINTZTRXRTCONRT y "RERINET, T 74V FOFERE—
KX brief T,

B 7y bR IFrvOBE



| sy brFrFFro

=110
X3

filt

0 TFoRAU L ETOT 4 IERRET 74 T1255 ||
FIE
ARV KRFERRETI a3 Y B#J
AT w1 |enable it EXEC — REHIZ L E T,
il - NAT—RE AN LET (R
Device> enable ) .

23 72 | monitor capture {capture-name} Stop | % v 7F ¢ HA v hEIET 2T 4 TlC
1 LET.

Device# monitor capture name stop

AFv 73 |end HebE EXEC B— RICEY 7,
1

Device (config) # end

AT 7 4 | show running-config AN =R L ET,
1

Device# show running-config

X 75 | copy running-config startup-config fLE) 2 74Fal—var 7y
1 A TR &R LET

Device# copy running-config
startup-config

RDBERY

X v TF v KA L BT VT4 TBEOIET 25 4 7IFBBIT, W ODDT T — RN
AN D Y EF. WIC, AT D TREMEDH ST T —DNL Snoflz R LET,

T 7T 4 7T DB AR A R DA

Device# monitor capture mycap match any

Device# monitor capture mycap start

No Target is attached to capture failed to disable provision featurefailed to remove

policyfailed to disable provision featurefailed to remove policyfailed to disable provision
featurefailed to remove policy

Capture statistics collected at software (Buffer):

Capture duration - 0 seconds
Packets received - 0

Packets dropped - 0

Packets oversized - 0

Unable to activate Capture.

Device# unable to get action unable to get action unable to get action
Device# monitor capture mycap interface gl/0/1 both

Device#monitor capture mycap start

"oy rxrIFroiE )
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B o7k re707 0 TEREETIT 4 TI2T D

Device#
*Nov 5 12:33:43.906: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

T T4 7T DB T 4 L Z DA

Device# monitor capture mycap int gl/0/1 both
Device# monitor capture mycap start

Filter not attached to capture
Capture statistics collected at software (Buffer):
Capture duration - 0 seconds

Packets received - 0

Packets dropped - 0

Packets oversized - 0

Unable to activate Capture.

Device# monitor capture mycap match any

Device# monitor capture mycap start

Device#

*Nov 5 12:35:37.200: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

v T F v RS N TTIZT I T4 7EEINTWBEDIZ, BIOFyTF v RA L &2T
T4 L LS T 5

Device# monitor capture mycap start

PD start invoked while previous run is active Failed to start capture : Wireshark operation
failure

Unable to activate Capture.

Device# show monitor capture

Status Information for Capture test

Target Type:

Interface: GigabitEthernetl/0/13, Direction: both
Interface: GigabitEthernetl/0/14, Direction: both
Status : Active

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 10

File Details:

Associated file name: flash:cchh.pcap

Limit Details:

Number of Packets to capture: 0 (no limit)

Packet Capture duration: 0 (no limit)

Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/1, Direction: both
Status : Inactive

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 10

File Details:

File not associated

Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)

Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 1000

B 7y bR IFrvOBE
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X TFXYRAV NI ITFDIYT .

Packet sampling rate: 0 (no sampling)
Device# monitor capture test stop
Capture statistics collected at software (Buffer & Wireshark):

Capture duration - 157 seconds
Packets received - 0

Packets dropped - 0

Packets oversized - 0
Device#

*Nov 5 13:18:17.406: %BUFCAP-6-DISABLE: Capture Point test disabled.
Device# monitor capture mycap start

Device#

*Nov 5 13:18:22.664: $BUFCAP-6-ENABLE: Capture Point mycap enabled.
Device#

FvTFVYvRAVENYIT7FDHIYT

\}

WOFNEIZES TRy T 7 arT oY% 7 VT30, 7 7ANMIA R L—U 8 L TRTE
L/\i‘a—O

GE)

WNry ey 77 NICRGETHIEEOXT Y 7Ty 0nb D56, AT a RERHTH720, #
LWy 7F ¥ Z2BET ANy 7727 VT LTCLKIEEN, TI2T47RF%v7TFviRA
VhDONy T T LRNEIICLTLEEN,

Fig
AU RFERET7TIV3 Y B#)

AT w71 |enable FitE EXEC E— RE BT LET,
il « NAT—REASHLET (FRSH
Device> enable 7258 o

R 5w 72 | monitor capture {capture-name} [clear |clear : 524123y 7 7 IR L 9,
| export filename] . ) .
Export : /X 7 7 Tx ¥ FF ¥ Iz
- Ty bERFEL, Ny T 7 2HIBRLE

Device# monitor capture mycap clear |-~

ATy 73 |end HebE EXEC B— NICEY 77,
B

Device (config) # end

Z 5 = 4 | show running-config AN EMERBLET,
i

Device# show running-config

"oy rxrIFroiE )
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Ky rxv IFvoiE |

ARV RFEEETIII Y BRI
R v 7§ | copy running-config startup-config B v 74Xl — g 77
ANIEREEZRGFLET,

1

Device# copy running-config
startup-config

Bl: X TF¥ R4 Ny T 7D0IE
X TF¥DIT7ANLADIY A R—

Device# monitor capture mycap export flash:mycap.pcap

Storage configured as File for this capture

X TFoRAVE NV IFDHIUT

Device# monitor capture mycap clear

Capture configured with file options

RDZARY

GE)

DNA Advantage IS DT A C o ATHR Y TF v iRA L b Oy T 727 VT LES ETHE,

2 A 1% [Failed to clear capture buffer : Capture Buffer BUSY] =7 —%2F /R L F£9,

HARFHINT Y b F X TF v DERERE

NTY T2 X TFrDERE
Ny T 7 B FTRTy b F—i %% FF ¥ BT 210015, KOFIEEZEF LET,

FIE

aAvY RFEEEIT7II Y

=)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T=— F&EADIZ L £,
NRAT—REZ AN LET @EREn-8

/E[\) o

ATy T2

monitor capture capture-name access-list
access-list-name

1

B 7y bR IFrvOBE

FIERA YR NSy R Ry T F
DA77 4NHEELTHREL, T=F—
FY I FXERELET,
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R’y k=2 xx7F7v0eE |

AU RFERETOVa Y

B8

Device# monitor capture mycap access-p
list vdacl

R 73 | monitor capture capture-name limit T — X T OHIBEERELE
duration seconds +,
1 -
Device# monitor capture mycap limit
duration 1000

X 7 4 | monitor capture capture-name interface |5 R A v FB LUV Y N Tar—F
interface-name both MEEELT, Tof— X FF v 4
1 - BELET,
Device# monitor capture mycap interface|
GigabitEthernet 0/0/1 both

R 775 | monitor capture capture-name buffer Ry N TF—REXrISF T 5L
circular size bytes TRy T RBRELET,
1 -
Device# monitor capture mycap buffer
circular size 10

R w 776 | monitor capture capture-name start Fo7 47 FL—ARA L FT
51 Ty R F=B DN T 7 DX T F v

P L ET,

Device# monitor capture mycap start

R 77 | monitor capture capture-name stop Fo 740 RL—RARA L KT
Bl - Ty N TEAOX Y T T EEFLELE

R

Device# monitor capture mycap stop

R 7w 78| monitor capturecapture-name export | 07 HICF ¥ S F ¥ ST — X %
file-location/file-name T ZAFE— N LET,
fi
Device# monitor capture mycap export
tftp://10.1.88.9/mycap.pcap

RTwv79|end ¥HE EXEC T — RIZRY £,
fi

Device# end

"oy rxrIFroiE )
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X TFvENET—EANDEZRYTEADTFFUR

XX STy ENT Yy NTF—EDE=F ) T AT F U REITH

Ry bEr IFe0BE |

(Z1E, ROMEREEFAT

LET, Fv7F ¥ Ny T770FFEMESy 7F v RA L bOFEMEERLET,

FIE

ARV KRFERERETY Va3 Y

B8

ATy T

enable
B -

Device> enable

e EXEC E— FEARINC L £,
NAT—REANLET ERkEnr-i

) .

ATy T2

show monitor capture capture-buffer-name
buffer dump

1

Device# show monitor capture mycap
buffer dump

(FEE) ¥ 7T+ v bo 16K
B TRBIOZFDAZ T =2 EFRLE
ﬁ—o

ATvT3

show monitor capturecapture-buffer-name
par ameter

1

Device# show monitor capture mycap
parameter

EE) XX 7T 2RET DI
HEni-a~r ROV A MNeERLE
KR

ATvT4

debug epc capture-point
1 -

Device# debug epc capture-point

EE) "y kv 7F v KAV b
DTNy TGP LET,

ATvTh

debug epc provision
fi

Device# debug epc provision

(EE) 7y b Fry7Fy Ior
Cam T OT NNy TEAEMILET,

ATvT6

end

1

Device (config) # end

¥#E EXEC £ — FIZERED £,

Ny B TF e DFRTEH

WOt T v a i ry by 7Ty OREHERLET,

B 7y bR IFrvOBE
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Wireshark @)

K
it

s E B

DY 7 5 1T Wireshark DR EFlZ < LET,
5l - pcap 77 A ILHLDEH DR

DX AL T, peap 77 A NDODH N RRTEET,

Device# show monitor capture file flash:mycap.pcap brief
Starting the packet display

1 0.000000000 10.10.10.2 -> 10.10.10.1
seq=0/0, ttl=254

2 0.000051000 10.10.10.1 -> 10.10.10.
seq=0/0, ttl=255 (request in 1)

3 0.000908000 10.10.10.2 -> 10.10.10.
seq=1/256, ttl=254

4 0.001782000 10.10.10.1 -> 10.10.10.
seq=1/256, ttl=255 (request in 3)

5 0.002961000 10.10.10.2 -> 10.10.10.
seq=2/512, ttl=254

6 0.003676000 10.10.10.1 -> 10.10.10.
seq=2/512, ttl=255 (request in 5)

7 0.004835000 10.10.10.2 -> 10.10.10.
seq=3/768, ttl=254

8 0.005579000 10.10.10.1 -> 10.10.10.
seq=3/768, ttl=255 (request in 7)

9 0.006850000 10.10.10.2 -> 10.10.10.
seq=4/1024, ttl=254

10 0.007586000 10.10.10.1 -> 10.10.10.
seq=4/1024, ttl=255 (request in 9)

11 0.008768000 10.10.10.2 -> 10.10.10.
seq=5/1280, ttl=254

12 0.009497000 10.10.10.1 -> 10.10.10.
seq=5/1280, ttl=255 (request in 11)

13 0.010695000 10.10.10.2 -> 10.10.10.
seq=6/1536, ttl=254

14 0.011427000 10.10.10.1 -> 10.10.10.
seq=6/1536, ttl=255 (request in 13)

15 0.012728000 10.10.10.2 -> 10.10.10.
seq=7/1792, ttl=254

16 0.013458000 10.10.10.1 -> 10.10.10.
seq=7/1792, ttl=255 (request in 15)

17 0.014652000 10.10.10.2 -> 10.10.10.
seq=8/2048, ttl=254

18 0.015394000 10.10.10.1 -> 10.10.10.
seq=8/2048, ttl=255 (request in 17)

19 0.016682000 10.10.10.2 -> 10.10.10.
seq=9/2304, ttl=254

20 0.017439000 10.10.10.1 -> 10.10.10.
seq=9/2304, ttl=255 (request in 19)

21 0.018655000 10.10.10.2 -> 10.10.10.
seq=10/2560, ttl=254

22 0.019385000 10.10.10.1 -> 10.10.10.
seq=10/2560, ttl=255 (request in 21)

23 0.020575000
seq=11/2816,
—-—-More«

10.10.10.2 -> 10.10.
ttl1=254

10.

ICMP 114 Echo

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

114

114

114

114

114

114

114

114

114

114

114

114

114

114

114

114

114

114

114

114

114

114

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

(ping)

Wireshark 0% & 51 .

Press Ctrl + Shift + 6 to exit

request 1d=0x002e,
reply 1d=0x002e,
request 1d=0x002e,
reply id=0x002e,
request 1d=0x002e,
reply id=0x002e,
request 1d=0x002e,
reply 1d=0x002e,
request 1d=0x002e,
reply id=0x002e,
request 1d=0x002e,
reply id=0x002e,
request 1d=0x002e,
reply 1d=0x002e,
request 1d=0x002e,
reply id=0x002e,
request 1d=0x002e,
reply id=0x002e,
request 1d=0x002e,
reply 1d=0x002e,
request 1d=0x002e,
reply id=0x002e,
request 1d=0x002e,
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5l : .pcap 7 7 A ILHV 5 DEME HDRT

RDOE AT LT, peap 7 7 A VO IJFEME TR TEE£T,

Device# show monitor capture file flash:mycap.pcap detailed
Starting the packet display ........ Press Ctrl + Shift + 6 to

Frame 1: 114 bytes on wire (912 bits), 114 bytes captured

Interface id: O
Encapsulation type: Ethernet (1)

Arrival Time: Nov 6, 2015 11:44:48.322497000 UTC
[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1446810288.322497000 seconds

Ry bEr IFe0BE |

exit

(912 bits) on interface 0

[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]

[Time since reference or first frame: 0.000000000 seconds]

Frame Number: 1

Frame Length: 114 bytes (912 bits)
Capture Length: 114 bytes (912 bits)
[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ip:icmp:data]

Ethernet II, Src: Cisco f£3:63:46 (00:el:6d:£3:63:46),

(00:el:6d:31:£f1:c6)

Destination: Cisco 31:fl:c6 (00:el:6d:31:f1:c6)
Address: Cisco 31:fl:c6 (00:el:6d:31:fl:c6)

Dst: Cisco 31:fl:c6

00 oo oles oo. o... = LG bit: Globally unique address (factory default)

T (I o o
Source: Cisco £3:63:46 (00:el:6d:£3:63:46)

Address: Cisco £3:63:46 (00:el:6d:£3:63:46)

Individual address (unicast)

00 oo oles oo o... = LG bit: Globally unique address (factory default)

.0 e+ teee weve vu.. = IG bit: Individual address (unicast)

Type: IP (0x0800)

Internet Protocol Version 4, Src: 10.10.10.2 (10.10.10.2),

Version: 4
Header length: 20 bytes

Differentiated Services Field: 0x00 (DSCP 0x00:

ECN-Capable Transport))

0000 00.. = Differentiated Services Codepoint:
..00 = Explicit Congestion Notification: Not-ECT

(0x00)

Total Length: 100

Identification: 0x04ba (1210)

Flags: 0x00
0... Reserved bit: Not set
.0.. Don't fragment: Not set
..0. .... = More fragments: Not set

Fragment offset: 0

Time to live: 254

Protocol: ICMP (1)

Header checksum: 0x8fc8 [validation disabled]
[Good: False]
[Bad: False]

Source: 10.10.10.2 (10.10.10.2)

Destination: 10.10.10.1 (10.10.10.1)

Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: 0

Checksum: Oxe4db [correct]

Identifier (BE): 46 (0x002e)

Identifier (LE): 11776 (0x2e00)

B 7y bR IFrvOBE

Default; ECN:

10.10.10.1 (10.10.10.1)

0x00: Not-ECT (Not

(0x00)
(Not ECN-Capable Transport)
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=110
X3

filt

Bl peap 77 A LD By k ZoTEnngR [
Sequence number (BE): 0 (0x0000)
Sequence number (LE): 0 (0x0000)
Data (72 bytes)
0000 00 00 00 00 09 c9 8f 77 ab cd ab cd ab cd ab cd ....... Weeowuonn

0010 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i,
0020 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo,
0030 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i,
0040 ab cd ab cd abcdab cda Lol
Data: 0000000009c98f77abcdabcdabcdabecdabcdabedabedabed. . .
[Length: 72]

Frame 2: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0
Interface id: O

Bl :peap 77 AIMS/Try kU THADERT

DX HIIZATILT, Xy N TR IEERTEET,

Device# show monitor capture file flash:mycap.pcap dump
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

0000 00 el 6d 31 f1 c6 00 el 6d £3 63 46 08 00 45 00 ..ml....m.cF..E.
0010 00 64 04 ba 00 00 fe 01 8f c8 0Oa Oa 0O0a 02 0Oa Oa e N
0020 0Oa 01 08 00 e4 db 00 2e 00 00 00 00 00 00 09 c9 ... iiiiiinnnnn
0030 8f 77 ab cd ab cd ab cd ab cd ab cd ab cd ab cd W e e e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... .. o oo
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... il
0070 ab cd

0000 00 el 6d 31 f1 80 00 el 6d 31 f1 80 08 00 45 00 .oml.o...ml... . E.
0010 00 64 04 ba 00 00 ff 01 8e c8 0Oa 0a 0a 01 Oa Oa R
0020 0Oa 02 00 00 ec db 00 2e 00 00 00 00 00 00 09 c9 ... iiiiiiiennnnn
0030 8f 77 ab cd ab cd ab cd ab cd ab cd ab cd ab cd W e e e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... .. oo
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i
0070 ab cd

0000 00 el 6d 31 f1 c6 00 el 6d £3 63 46 08 00 45 00 ..ml....m.cF..E.
0010 00 64 04 bb 00 00 fe 01 8f c7 0Oa Oa 0O0a 02 Oa Oa e N
0020 0Oa 01 08 00 e4 d7 00 2e 00 01 00 00 00 00 09 c9 ... iiiiiinennnnn
0030 8f 7a ab cd ab cd ab cd ab cd ab cd ab cd ab cd e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... .o oo

Bl RIRT 4 ILBEFERALT-.pcap 77 A ILDSD/ Y FDORT

WD XA LT, HIENT- peap 7 7 A NVDRry NEFoRTEET,

Device# show monitor capture file flash:mycap.pcap display-filter "ip.src == 10.10.10.2"
brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=0/0, ttl=254

3 0.000908000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=1/256, ttl=254

5 0.002961000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,

"oy rxrIFroiE )
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seq=2/512, ttl=254

7 0.004835000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=3/768, ttl=254

9 0.006850000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=4/1024, ttl=254

11 0.008768000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=5/1280, ttl=254

13 0.010695000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=6/1536, ttl=254

15 0.012728000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=7/1792, ttl=254

17 0.014652000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=8/2048, ttl=254

19 0.016682000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=9/2304, ttl=254

21 0.018655000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=10/2560, ttl=254

23 0.020575000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=11/2816, ttl=254

il : .pcap T 7 A ILICHF ¥ TF ¥ Int=/\7y FOFERT
WDOEHIZATILT, peap 7 7 A NMIF ¥ T F ¥ SNTTy NOBERRTEET,

Device# show monitor capture file flash:mycap.pcap packet-count
File name: /flash/mycap.pcap
Number of packets: 50

5 : .pcap 77 A ILDNSE—/N\Ty K FUTORTE
WDEHIZATILT, peap 7 7 A NVNHH—DONRry N XU T ERRTEET,

Device# show monitor capture file flash:mycap.pcap packet-number 10 dump
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

0000 00 el 6d 31 f1 80 00 el 6d 31 f£f1 80 08 00 45 00 .oml....ml... . E.
0010 00 64 04 be 00 00 ff 01 8e c4 0Oa 0Oa 0a 01 Oa Oa R
0020 0Oa 02 00 00 ec ce 00 2e 00 04 00 00 00 00 09 Cc9 ... iiiiinnnnnn
0030 8f 80 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ..... .. i L.
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL
0070 ab cd

il : peap Z 7 A ILICF ¥ TF v Inf/\7ry FOKEHFRERT
RDOXIIZATILT, peap 7 7 A MZF ¥ T F ¥ STy FOKEHERE R R TEET,

Device# show monitor capture file flash:mycap.pcap statistics "h225,counter"
H225 Message and Reason Counter

RAS-Messages:
Call Signalling:

B 7y bR IFrvOBE



| sy brFrFFro

=110
X3

filt

Bl mnEe TF v URE

Bl B v TF B LURT

KOBNE, VA ¥3IA L H—T2AA AFHTEY b A=V Xy b1 ThT 7427
EE=H—T5EEZRLTOET,

ATFYT1L: KDOEHICASNLTHEHE N T 7 4 v 7 T—HTEHFY T F v RA
ERLET,

monitor
monitor
monitor
monitor

v hE

Device#
Device#
Device#
Device#

CPU RO LR 28T 5720, MR E LT bRV STy s JUFRDS
NTWET,

ATYT2: RDEIICANTLTHF Y 7F ¥ RA v PREHBICEEINL TSI L &
R LET,

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/3 in
monitor capture mycap match ipv4 any any
monitor capture mycap buffer size 100
monitor capture mycap limit packets 50 duration 60

capture
capture
capture
capture

mycap interface GigabitEthernetl/0/3 in
mycap match ipv4 any any

mycap limit duration 60 packets 50
mycap buffer size 100

BRE &

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3,
Status Inactive
Filter Details:
IPv4
Source IP: any
Destination IP:
Protocol: any
Buffer Details:
Buffer Type: LINEAR
Buffer Size (in MB):
File Details:
File not associated
Limit Details:
Number of Packets to capture:
Packet Capture duration: 60
Packet Size to capture: 0 (no limit)
Packet sampling rate: 0 (no sampling)

Direction: in

any

(default)
100

50

AFYT3: Xy TFFy TubAEBELL. EREAFRLET,

Device# monitor capture mycap start display

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=0/0, ttl=254

2 0.003682 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=1/256, ttl=254

3 0.006586 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=2/512, ttl=254

4 0.008941 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=3/768, ttl=254

5 0.011138 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,

"oy rxrIFroiE )
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seq=4/1024, ttl=254

6 0.014099 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=5/1280, ttl=254

7 0.016868 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=6/1536, ttl=254

8 0.019210 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=7/1792, ttl=254

9 0.024785 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=8/2048, ttl=254

—--More--

ATV T4 ROEIITATLT, FX¥7TF ¥ KA FEHIBRLET,

Device# no monitor capture mycap

GE) ZoOREDOr—ATIE, fREHRELTEY, TOHIRIZET S EX¥ 7F v MELE
T LD sop A7 NI ELD FHA,

peap DOFFHERIM AT HHELOFEMIOVTIE, [ZOMDOBEGE] E7 v a v
EZRLTIEEN,

Bl Bfig v TF v BLURE

KKODﬁmgi\ t7»{/L@7a:/QfT§y }\%Bﬂeﬁ7;f€L*?jAzajiH§%Bi%L/7:U\jffro

RFYF L ROEICANLT, BEFT 7 1 v 7 T—ETHF ¥ 7F % KA v b
EEFRL, TNET 7 A MZBEEMNT £,

Device# monitor capture mycap interface GigabitEthernetl/0/3 in
Device# monitor capture mycap match ipv4 any any

Device# monitor capture mycap limit duration 60 packets 50
Device# monitor capture mycap file location flash:mycap.pcap

ATFYT 2 RDEITAALTHF Yy 7 F v R"A L PR EMIIERSINTWAZ L%
R LET,

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/3 in
monitor capture mycap match ipv4 any any
monitor capture mycap file location flash:mycap.pcap
monitor capture mycap limit packets 50 duration 60

Device# show monitor capture mycap
Status Information for Capture mycap

Target Type:
Interface: GigabitEthernetl/0/3, Direction: in

Status : Inactive
Filter Details:
IPv4

Source IP: any
Destination IP: any
Protocol: any

Buffer Details:

Buffer Type: LINEAR (default)

B 7y bR IFrvOBE
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File Details:

Associated file name: flash:mycap.pcap
Limit Details:

Number of Packets to capture: 50
Packet Capture duration: 60

Packet Size to capture: 0 (no limit)
Packet sampling rate: 0 (no sampling)

ATV T 3 ROEICAT LTy FERBLET,
Device# monitor capture mycap start

ATV TAERDEICASILTETHOZ 7 2T Fx v I F v eHEmaFr~ L E
7,

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 15 seconds

Packets received - 40

Packets dropped - 0

Packets oversized - 0

Packets errored - O

Packets sent - 40

Bytes received - 7280

Bytes dropped - 0

Bytes oversized - 0

Bytes errored - 0

Bytes sent - 4560

ATV 75 +okREMORREKIZ, ROXIICAN LTy 7 Fyr2EIELET,

# monitor capture mycap stop
Capture statistics collected at software (Buffer & Wireshark):
Capture duration - 20 seconds
Packets received - 50
Packets dropped - 0
Packets oversized - 0

GE)  E7id, W R Lo, £33y MUTEL R, v 7 F v #dE2 B #RY
WAFIET 2L 01202 bTEET,

mycap.pcap 7 7 A /WZIE, T T TF ¥ LTy RBREENET,

ATV TERDEICAN L THEILZED T AT v R % 7 F ¥ OftiHERE R R L
ij‘o

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 20 seconds
Packets received - 50

Packets dropped - 0O

Packets oversized - 0

Packets errored - O

Packets sent - 50
Bytes received - 8190
Bytes dropped - 0
Bytes oversized - 0

| Ny rxrIFroge I
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Bytes errored - 0
Bytes sent - 5130

ATFYT T ROEIICASIL TNy hERRLET,

Device# show monitor capture file flash:mycap.pcap
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=0/0, ttl=254

2 0.002555000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=1/256, ttl=254

3 0.006199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=2/512, ttl=254

4 0.009199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=3/768, ttl=254

5 0.011647000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=4/1024, ttl=254

6 0.014168000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=5/1280, ttl=254

7 0.016737000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=6/1536, ttl=254

8 0.019403000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=7/1792, ttl=254

9 0.022151000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=8/2048, ttl=254

10 0.024722000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=9/2304, ttl=254

11 0.026890000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=10/2560, ttl=254

12 0.028862000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=11/2816, ttl=254

--More--

peap DFEFHE R I AT 2L OFEMIZ OV T, [ZofosEEE) 723
L TLZE 0N,
ATYT8: RDIITANLT, Fx7TF ¥ KAV FEHIBRLET,

Device# no monitor capture mycap

Bl: Ny T 7DFXF TFrDER

RIZ, Ny 77 DF ¥ 7 F ¥ 2T 502 L ET,

ATYTLROEDIICAN L TRy 77 FX T F¥ A7 a TRy 7 F ¥ by
varEiELET,

Device# monitor capture mycap interface GigabitEthernetl/0/3 in

Device# monitor capture mycap match ipv4 any any

Device# monitor capture mycap buffer circular size 1
Device# monitor capture mycap start

ATYT2: ROESICAN L TR TTFXYRT 7T 4T ThHLINE I MERELE
—éﬂO
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Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in
Status : Active
Filter Details:

IPv4
Source IP: any
Destination IP: any

Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATV T3:IDOEHITANLTT U F A LFIZHEES v 7 F v OFEHERE T L

£,

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 88 seconds

Packets received - 1000

Packets dropped - 0

Packets oversized - 0

Packets errored - O

Packets sent - 1000

Bytes received - 182000

Bytes dropped - 0

Bytes oversized - 0

Bytes errored - 0

Bytes sent - 114000

ATFYT4: ROEHIICASILTHFy I F v 2B LET,

Device# monitor capture mycap stop
Capture statistics collected at software (Buffer):
Capture duration - 2185 seconds
Packets received - 51500
Packets dropped - 0O
Packets oversized - 0

ATYT 5 RO X ICAT UTHEILZOIEESF ¥ 7' F v OFGHEREZ £ R L E T,

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:
Capture duration - 156 seconds
Packets received - 2000
Packets dropped - 0O
Packets oversized - 0
Packets errored - O
Packets sent - 2000
Bytes received - 364000
Bytes dropped - 0
Bytes oversized - 0
Bytes errored - 0

"oy rxrIFroiE )
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Bytes sent - 228000

ATVT 6 RDIICANLTHRXY T T XYNT VT4 T ThHLNE I PERELE
RS

Device# show monitor capture mycap
Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/3, Direction: in
Status : Inactive

Filter Details:

IPv4
Source IP: any
Destination IP: any

Protocol: any

Buffer Details:

Buffer Type: CIRCULAR

Buffer Size (in MB): 1

File Details:

File not associated

Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ARTYTT ROEICATIL TRy 77Dy baeRRLET,

Device# show monitor capture mycap buffer brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40057/31132, ttl=254

2 0.000030 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40058/31388, ttl=254

3 0.000052 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40059/31644, ttl=254

4 0.000073 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40060/31900, ttl=254

5 0.000094 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40061/32156, ttl=254

6 0.000115 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40062/32412, ttl=254

7 0.000137 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40063/32668, ttl=254

8 0.000158 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40064/32924, ttl=254

9 0.000179 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40065/33180, ttl=254

10 0.000200 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40066/33436, ttl=254

11 0.000221 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40067/33692, ttl=254

12 0.000243 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40068/33948, ttl=254

—--More--—

Py MRy 77 U S ERTOD Z LICER LT S0,
2Ty T8 ORFE— FTATy MERRLET,
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Device# show monitor capture mycap buffer detailed
Starting the packet display

Frame 1: 114 bytes on wire (912 bits), 114 bytes captured
Interface id: O
Encapsulation type: Ethernet (1)

Arrival Time:
[Time shift
Epoch Time:
[Time delta

Nov 6,
for this packet:
1446833406.297972000 seconds
from previous captured frame:

[Time delta from previous displayed frame:

[Time since reference or first frame:

Frame Number: 1

Frame Length: 114 bytes (912 bits)

Capture Length: 114 bytes (912 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ip:icmp:data]
Ethernet II, Src: Cisco f3:63:46
(00:el:06d:31:fl:co6)

Destination: Cisco 31:fl:c6 (00:el:6d:31:f1:c6)
Address: Cisco 31:fl:c6 (00:el:6d:31:fl:c6)
.0. = LG bit:
0 = IG bit:

Source: Cisco £3:63:46 (00:el:6d:£3:63:46)
Address: Cisco £3:63:46 (00:el1:6d:£3:63:46)
.0. LG bit:

F R
Type: IP (0x0800)
Internet Protocol Version 4,
Version: 4
Header length: 20 bytes
Differentiated Services Field:
ECN-Capable Transport))
0000 00..
..00

IG bit:

Src: 10.10.10.2

0x00 (DSCP 0x00:

(0x00)
Total Length:
Identification:
Flags: 0x00
0...
.0..
.0.
Fragment offset:
Time to live: 254
Protocol: ICMP (1)
Header checksum: Oxe8a4

[Good: False]

[Bad: False]
Source: 10.10.10.2 (10.10.10.2)
Destination: 10.10.10.1 (10.10.10.1)

Internet Control Message Protocol
Type: 8 (Echo (ping)
Code: 0
Checksum:
Identifier (BE):
Identifier (LE):
Sequence number
Sequence number
Data (72 bytes)

100

Oxabdd (43997)

Reserved bit: Not set
Don't fragment: Not set

More fragments: Not set
0

[validation disabled]

request)
0xa620 [correct]

56 (0x0038)

14336 (0x3800)
(BE) : 40057 (0x9c79)
(LE) : 31132 (0x799c)

0000 00 00 00 00 Ob 15 30 63 ab cd ab cd ab cd ab cd

(00:el:6d:£3:63:46),

Globally unique address

Individual address

Globally unique address
Individual address

(10.10.10.2),

Default;

Differentiated Services Codepoint:
Explicit Congestion Notification: Not-ECT

#l:nyrroxrIFronm [

Press Ctrl + Shift + 6 to exit

(912 bits) on interface 0

2015 18:10:06.297972000 UTC
0.000000000 seconds]

0.000000000 seconds]
0.000000000 seconds]
0.000000000 seconds]

Dst: Cisco 31:fl:c6

(factory default)

(unicast)

(factory default)
(unicast)

Dst: 10.10.10.1 (10.10.10.1)

ECN: 0x00: Not-ECT (Not

Default (0x00)

(Not ECN-Capable Transport)
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0010 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i,
0020 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo,
0030 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo,
0040 ab cd ab cd abcdab cda Lol
Data: 000000000b153063abcdabcdabcdabecdabcecdabedabedabed. . .
[Length: 72]

Frame 2: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0

Device# show monitor capture mycap buffer dump

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

0000 00 el 6d 31 f1 c6 00 el 6d £3 63 46 08 00 45 00 ..ml....m.cF..E.
0010 00 64 ab dd 00 00 fe 01 e8 a4 Oa Oa 0Oa 02 Oa Oa e
0020 0Oa 01 08 00 a6 20 00 38 9c 79 00 00 00 00 Ob 15 ..... By

0030 30 63 ab cd ab cd ab cd ab cd ab cd ab cd ab cd 0C. i iiin.,
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL,
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL,
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL,
0070 ab cd

0000 00 el 6d 31 f1 c6 00 el 6d £3 63 46 08 00 45 00 ..ml....m.cF..E.
0010 00 64 ab de 00 00 fe 01 e8 a3 Oa Oa 0Oa 02 0Oa Oa o N
0020 0Oa 01 08 00 a6 1d 00 38 S9c 7a 00 00 00 00 Ob 15  ....... 8.Z......

0030 30 65 ab cd ab cd ab cd ab cd ab cd ab cd ab cd Oe.eeeneniinn.,
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL,
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i iiL.,
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL,
0070 ab cd

ATFYT 9 RDEHICAIL TNy 7727 YT LET,

Device# monitor capture mycap clear

G ANy T77%7V745L, TORFL LBy 77 RHlRSNET,

GCE) RNy 77 lZONEBEERTRTIHILEND DAL, show 2~ ROHIZ clear 2~
RESZITLET,

AT T10: "7 747 EHL, I0EF>THBRDEIICAHIL TNy 77
aUT UV ERALET,

\}

GE) XX ST NNT VT 4T X, Ny T 7hbshow DFETETHILITTEER
Ao show from buffer ZFATT HRNCF v 7 F ¥ ZFILLET, LML, 774 LB X
VO 77 = RO HIZBW XYy T F YR T 7T 4 772 Z T peap 7 7 A /LT
show DEATNTEET, 77 A NVE—RTIE, ¥ 7T AR T7 774 770L &2, Bl
EOX ¥ 7 FxtyarDpeap 77 A NVAND/NTr vy hHRRTEET,

B 7y bR IFrvOBE
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Device# monitor capture mycap start
Device# show monitor capture mycap

Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/3, Direction: in
Status : Active

Filter Details:

IPv4

Source IP: any

Destination IP: any

Protocol: any
Buffer Details:

Buffer Type: CIRCULAR

Buffer Size (in MB): 1
File Details:

File not associated
Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)

Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATYTIL ROEICANLT, "y b FxT7F ¥ &2ELEL, Ny 77 DODRES
FrLET,

Device# monitor capture mycap stop
Capture statistics collected at software (Buffer):
Capture duration - 111 seconds

Packets received - 5000

Packets dropped - 0

Packets oversized - 0

ATYT1R2: RDEICANLTCHE Y T FART VT 4 7 THLHNE I DERELE
j—o

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in

Status : Inactive
Filter Details:
IPv4

Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATYT B ROEIICAN LTy T 7Oy FeRRLET,
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Device# show monitor capture mycap buffer brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=0/0, ttl=254

2 0.000030000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=1/256, ttl=254

3 0.000051000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=2/512, ttl=254

4 0.000072000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=3/768, ttl=254

5 0.000093000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=4/1024, ttl=254

6 0.000114000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=5/1280, ttl=254

7 0.000136000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=6/1536, ttl=254

8 0.000157000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=7/1792, ttl=254

9 0.000178000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=8/2048, ttl=254

10 0.000199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=9/2304, ttl=254

11 0.000220000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=10/2560, ttl=254

12 0.000241000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=11/2816, ttl=254

—--More«

AT T 1 kROLEHIZATI LT, WL flash: storage 7 731 AN mycapl.pcap 7 7
ANy Ty arTF oV ERERELET,

Device# monitor capture mycap export flash:mycap.pcap
Exported Successfully

GE)  BUEOT IV AR—FOREIETIE, a~vr FEETTLL7 AR— 2 [Bis Sh
FT, TR ERFRINTEFITITETLTCWERA, £2C, 77 A /LT
ry FOFRTREFEITT AR, Wireshark 226 3 Y — /LI A v B —URERENDD
T OMERDH Y £,

ATFY T ROLIICATI LT T 7 ANADEF Yy TF v Xy hEERLET,

Device# show monitor capture file flash:mycap.pcap
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=0/0, ttl=254

2 0.000030000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=1/256, ttl=254

3 0.000051000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=2/512, ttl=254

4 0.000072000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=3/768, ttl=254

5 0.000093000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=4/1024, ttl=254

6 0.000114000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=5/1280, ttl=254
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7 0.000136000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,

seq=6/1536, ttl=254

8 0.000157000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,

seq=7/1792, ttl=254

9 0.000178000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,

seq=8/2048, ttl=254

10 0.000199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,

seq=9/2304, ttl=254

11 0.000220000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,

seq=10/2560, ttl=254

12 0.000241000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,

seq=11/2816, ttl=254
—--More--

ATFYT16: KOLEHIITANLT, F¥7TF v "MV FNEHIBRLET,

Device# no monitor capture mycap

Bl - HAARD/NNTy FOBELT Y TFv B XUVRE

ROBNE, T ANZNITy beXx T F XI55 1EEZRLTWET,

ATFYT1L:KDODEHIICASNLT, BERN I 74 v T—HTEF Y TF ¥ R"A b
FEFL., TNET 7 A MCBEMT £,

Device# monitor capture mycap interface Gigabit 1/0/1 out match ipv4 any any
Device# monitor capture mycap limit duration 60 packets 100
Device# monitor capture mycap file location flash:mycap.pcap buffer-size 90

ATYT2: ROEIICANLTHR Y T F ¥ RA LV FBREBICERSINL TS Z &
MR LET,

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 out
monitor capture mycap match ipv4 any any
monitor capture mycap file location flash:mycap.pcap buffer-size 90
monitor capture mycap limit packets 100 duration 60

Device# show monitor capture mycap
Status Information for Capture mycap

Target Type:
Interface: GigabitEthernetl/0/1, Direction: out

Status : Inactive
Filter Details:
Ipv4

Source IP: any
Destination IP: any

Protocol: any

Buffer Details:

Buffer Type: LINEAR (default)

File Details:

Associated file name: flash:mycap.pcap
Size of buffer(in MB): 90

Limit Details:

Number of Packets to capture: 100
Packet Capture duration: 60

Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)
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ATFYT3:KDODEIICASI LTy FEBAAL £,

Device# monitor capture mycap start
A file by the same capture file name already exists, overwrite?[confirm]
Turning on lock-step mode

Device#
*Oct 14 09:35:32.661: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

GE)

RS E T 27, Ty AT MELREE, F ¥ 7F v #8E08 BEIICF IR
L2 EEFFLET, HACRD A v B —UNERRINTHGET,. F ¥ 7 F v LN
EIELTWDZEEERLET,

*Oct 14 09:36:34.632: $BUFCAP-6-DISABLE ASYNC: Capture Point mycap disabled. Rea
son : Wireshark Session Ended

mycap.pcap 7 7 A /MZIE, Fx¥ T Fx LTy MBREERET,

ATYT A4 ROLIICAN LTy FERRLET,

Device# show monitor capture file flash:mycap.pcap

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
0.000000 10.1.1.30 -> 20.1.1.2 UDP Source port: 20001 Destination port:
1.000000 10.1.1.31 -> 20.1.1.2 UDP Source port: 20001 Destination port:
2.000000 10.1.1.32 -> 20.1.1.2 UDP Source port: 20001 Destination port:
3.000000 10.1.1.33 -> 20.1.1.2 UDP Source port: 20001 Destination port:
4.000000 10.1.1.34 -> 20.1.1.2 UDP Source port: 20001 Destination port:
5.000000 10.1.1.35 -> 20.1.1.2 UDP Source port: 20001 Destination port:
6.000000 10.1.1.36 => 20.1.1.2 UDP Source port: 20001 Destination port:
7.000000 10.1.1.37 -> 20.1.1.2 UDP Source port: 20001 Destination port:
8.000000 10.1.1.38 => 20.1.1.2 UDP Source port: 20001 Destination port:
9.000000 10.1.1.39 -> 20.1.1.2 UDP Source port: 20001 Destination port:

AFYTERDEICAILTHEY 7F v RA v FEHIBRLET,

Device# no monitor capture mycap

HBAIRAFHINT Y b T TF ¥ DEREH

WDt 7 g 2 EPC OFEF A2~ LET,

Bl: 7y b T—2 X TFvDEE

ROBITIE, N7y b T = Fx TF ¥ WS D HEEZRLET,

Device> enable

Device# monitor capture mycap access-list vé4acl

Device# monitor capture mycap limit duration 1000

Device# monitor capture mycap interface GigabitEthernet 0/0/1 both
Device# monitor capture mycap buffer circular size 10

Device# monitor capture mycap start

Device# monitor capture mycap export tftp://10.1.88.9/mycap.pcap
Device# monitor capture mycap stop

Device# end

B 7y bR IFrvOBE

E)
ExE.I

20002
20002
20002
20002
20002
20002
20002
20002
20002
20002
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Bl X TFEN=T—EDEZR)TEADTFIUR
WOHIE, ASCH Ty y e d 7P T5H5EEZ2RLTHET,

Device# show monitor capture mycap buffer dump

Starting the packet display ........ Press Ctrl
0

0000: 01005E00 00020000 OCO7AC1D 080045CO .."...
0010: 00300000 00000111 CFDCO91D 0002E000 .0....
0020: 000207C1 07C1001C 802A0000 10030AFA ......
0030: 1D006369 73636F00 0000091D 0001 ..example.
1

0000: 01005E00 0002001B 2BF69280 080046CO .. ...
0010: 00200000 00000102 44170000 000OEO0O0 . ....
0020: 00019404 00001700 E8FFO000 0000 ..........
2

0000: 01005E00 0002001B 2BF68680 080045CO .. ...
0010: 00300000 00000111 CFDBO91D 0003EO00 .0....
0020: 000207C1 07C1001C 88B50000 08030A6E ......
0030: 1D006369 73636F00 0000091D 0001 ..example.
3

0000: 01005E00 O00OAO0O0LC OF2EDCO0 080045CO .. ...
0010: 003C0000 00000258 CE7F091D 0004E000 .<....
0020: 000A0205 F3000000 00000000 00000000 ......
0030: 00000000 00D10001 000CO100 01000000 ......
0040: 000F0004 00080501 0300

+ Shift + 6 to exit

........ E.
*
I T F.
O B
I T E.
......... n
........ E.
Xewo oo

ROBFNL, mycap L WO LAFTOF ¥ 7F ¥ OREIMENT 2~ FO U R MaeFRRT 551k
ZRLTWVET,

Device#
monitor
monitor
monitor
monitor

capture
capture
capture
capture

mycap
mycap
mycap
mycap

show monitor capture mycap parameter

interface GigabitEthernet 1/0/1 both

ma
bu
1i

tch any
ffer size 10
mit pps 1000

ROBNE, F¥TF ¥ RA L FET Ny 7T 5GEEZRLTVET,

Device# debug epc capture-point
EPC capture point operations debugging is on

Device# monitor
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
21
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun

4

BB DD D DD DD

B A S ~ Y ST S S S N

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

15
15
15
15
15
15
15
15
15
15

15
15
15
15
15
15
15
15
15
15

capture mycap start

.463:
.463:
.463:
.463:
.463:
.463:
.464:
.464:
.464:
.464:

.464:
.464:
.464:
.464:
.464:
.464:
.464:
.464:
.464:
.464:

EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC

EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC

CP: Starting the captur
CP: (brief=3, detailed=
CP: final check before
CP: setting up c3pl inf
CP: Setup c3pl acl-clas
CP: Creating a class
CP: Creating a class
CP: class-map Created

e capl

4, dump=5) = 0
activation

ra

s-policy

Successful

CP: creating policy-name epc policy capl

CP: Creating Policy epc

CP: Storing a Policy

CP: calling ppm store p
CP: Creating Policy : S
CP: policy-map created
CP: creating filter for
CP: Adding acl to class
CP: Setup c3pl class to
CP: Attaching Class to
CP: Attaching epc_class
CP: Attaching Class to

 policy capl of type 49 and client type

olicy with epc _policy
uccessful

ANY
Successful
policy
Policy

_capl to epc_policy capl

Policy : Successful

"oy rxrIFroiE )
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*Jun 4 14:17:15.464:
*Jun 4 14:17:15.464:
*Jun 4 14:17:15.464:

epc_class_capl

*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.

464:
464:
464:
464:
464:
465:
465:
465:
465:
465:

Ry bEr IFe0BE |

for policy map epc policy capl class map

EPC CP: setting up c3pl gos

EPC CP: DBG> Set packet rate limit to 1000
EPC CP: creating action

EPC CP: DBG> Set packet rate limit to 1000
EPC CP: Activating Interface GigabitEthernetl/0/1 direction both
EPC CP: Id attached 0

EPC CP: inserting into active lists

EPC CP: Id attached 0

EPC CP: inserting into active lists

EPC CP: Activating Vlan

EPC CP: Deleting all temp interfaces

SBUFCAP-6-ENABLE: Capture Point capl
EPC CP: Active Capture 1

Device# monitor capture mycapl stop

*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
epc_class_capl

*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.

963:
963:
963:
963:
964:
964:
964:

964:
964:
964:
964:
964:
964:
964:
964:
964:
964:
965:
965:
965:

enabled.

EPC CP: Stopping the capture capl

EPC CP: Warning: unable to unbind capture capl
EPC CP: Deactivating policy-map

EPC CP: Policy epc policy capl

EPC CP: Deactivating policy-map Successful

EPC CP: removing povision feature

EPC CP: Found action for policy-map epc policy capl class-map
EPC CP: cleanning up c3pl infra

EPC CP: Removing Class epc_class _capl from Policy
EPC CP: Removing Class from epc policy capl

EPC CP: Successfully removed

EPC CP: Removing acl mac from class

EPC CP: Removing acl from class Successful

EPC CP: Removing all policies

EPC CP: Removing Policy epc policy capl

EPC CP: Removing Policy Successful

EPC CP: Removing class epc_class capl

EPC CP: Removing class Successful

%$BUFCAP-6-DISABLE: Capture Point capl disabled.

EPC CP: Active Capture 0

wOFNL., IR T b FF v (EPC) DTV a = T uaT Ry I 55 EER
LCTWET,

Device# debug epc provision
EPC provisionioning debugging is on

Device# monitor

*Jun 4 14:17:54.

epc_class_capl

*Jun 4
*Jun 4
*Jun 4
*Jun 4
*Jun 4
*Jun 4
*Jun 4
*Jun 4

14:
14:
14:
14:
14:
14:
14:
14:

17

17:
17:
17:
17:
17:

17:
17:

54.
54.
54.
54.
54.
:54.
54.
54.

Device# monitor
*Jun 4 14:18:02
*Jun 4 14:18:02
*Jun 4 14:18:02
*Jun 4 14:18:02
epc_class_capl

*Jun 4 14:18:02
*Jun 4 14:18:02

B 7y bR IFrvOBE

capture mycap start
991: EPC PROV: No action found for policy-map epc policy capl class-map

991:
991:
992:
992:
992:
992:
992:
992:

EPC PROV:
Attempting to install service policy
EPC PROV: Attached service policy to
EPC PROV: Successful. Create feature
EPC PROV:

Attempting to install service policy
EPC PROV:

epc_policy capl
epc idb subblock
object

epc_policy capl

capture mycap

.503:
.504:
.504:
.504:

.504:
.504:

EPC

PROV:

Successful. Create feature object
SBUFCAP-6-ENABLE: Capture Point capl enabled.
stop
Successful. Remove feature object
Successful. Remove feature object

EPC
EPC
EPC

EPC
EPC

PROV:
PROV:
PROV:

PROV:
PROV:

Destroyed epc idb subblock
Found action for policy-map epc _policy capl class-map

Deleting EPC action
Successful. CLASS REMOVE, policy-map epc policy capl,
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class epc_class_capl
*Jun 4 14:18:02.504: $BUFCAP-6-DISABLE: Capture Point capl disabled.

T DDSEER

ESPER=
BEEIEE T=aTFILBRAL L
FRT 4 VA TR T 4 IVE DFESNZOWTIE, UTEZBLTFEW,

[Display Filter Reference.]

peap 7 7 A JViEaHER | peap 7 7 A WALEHE RO FZRIEEH T 2T OV TR, BUFT T-
z) 7T a OFFEMAESZRL T IESN,

[Tshark Command Referencel

IS—Ayt—Y7a—4

aiBA s

ZDY Y —2DI AT LT — A |https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
=V LIRS S0,
T— Ayt —VTa—FV—1x
EHLET,

0 p 4Lk

Ny R T F v DILBEEFE
WDOEIZ, ZOFY 22—/ TATAHIEEEDO Y I — 2B L OEEEHEHREZ R LET,
SRBORIEE, BICHE SR TORVRY  BASEY U —2LBEOTSTOY Y —2T

fERHTEFT,
Jj1y—= Hae FEEETEER
Cisco 10S XE Gibraltar 16.11.1 |Packet Capture Ny &y T v BEEEIL.

Fy U= T EEENT A
AZHADF Dy M &
¥y ST TEDA VR
Ry b ¥y 7T v HERET
KR

"oy rxrIFroiE )


http://www.wireshark.org/docs/dfref/
www.wireshark.org/docs/man-pages/tshark.html
https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi

B s TFroneER

Ky rxv IFvoiE |

1) =2 Hhe HEETR R
Cisco IOS XE Amsterdam 17.3.1 | $l AL S > ¥ v TF ¥ |JHIALNST > b v TF ¥
(EPC) D %%y b7 404 | (EPC) T, /7 v hEE

DOEEREYERE « Ny FEE
Ether % A 7°

721Z Ether Z A 71T HSWNToR
oy bk ’FyTEE
ﬁ‘o

Cisco Feature Navigator /4 25 &, 77 v b 74 —LBI RV 7 F 72T A4 A=V DY R—
MEMH A3 TX 9, Cisco Feature Navigator |27 7 & A3 521X, https://cfang.cisco.com/ |Z

M FE T,
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