CAifEAEOa~< > K

ZOEL, WOETHEINTWET,

« ca-certificate install (2 ~_X—73)
« ca-certificate revoke (4 ~X—7)
« show ca-certificate (5 ~X—7)

« show ca-certificate revocation (7 ~X—)
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. ca-certificate install

CAZEBIEOT LR |

ca-certificate install

CAFEAEZ FETA VA b= T5IC1%, Fu— b ar 7 X¥al—ary E—FT
ca-certificateinstall =~ > R&EH L E5, §09 CAGEAZEZHIBRT A2, Z0a~<vr Ko
no BEREZEHL £,

3
ca-certificate install name name [owner owner]

no ca-certificateinstall {name name| owner owner}

IND A—A
sname : iEFAELZRE L 9, #AIX 1~ 160 XFTY,
cowner : GEAEDOHAEZE ZfBE L £, i, 032 LFOXLTHITY, A& EIET
LaWgGA, 7 7 4/v N TETAE L [Static) (2720 £,

SEREA BT 581X, SFHERRAZ a~ L R4 v Da~<xy ROBIZEITHAVLERH Y £
bé‘o

FIAHILEEE

SEAENA VA F—LENTWVER A,

O R E—F

Ja—raryZ 4 ¥al—varyE—F

FERLOAA FS1Y

CAFFHEAR A 2 h—/L 3 5121, ca-certificateinstall name =~ > RZ M L £,

Av U REFETTLE, a~v U RIA VCGEREEZANT L Lo IZRD b ET,

2 —PIGEAEEZ AT 20050 (1 2B R H Y £3, BIOITICE VA REAT1T5 &, FE
AEDANPET LI 2R LET,

AT HREFEICIE pem XA AT 2R H Y £7,

=PRI RAT LI By 7 EREL TR, FZIESNTP LRI L T WngGE, 50
IN—RT =27 _XR=2D YV TAEZA L7y (RTC) IHESNOTWAIRES., FFHEIZAEIIC
R EHA

Bk 256 DFEAE A A VA h— L TEET,

Zoa<wy FOnoBREMH L CGEHELZHIBRT 2581, HEOEHEL LI CHIRCTE
F9, 03, owner F—U— REMA LT, FEOHAEFIZET DT X TOHMIEHELHI
BrCTEx £,
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ca-certificate install .

Bliwkizc, a~> FI7A4 0006 CAFEHELEZ A VA b—1VTH5 2R LET,

switchxxxxxx (config)# ca-certificate install rootl
Please paste the input now, add a period (.) on a separate line after the
input,and press Enter.

MIIBkzCB/QIBADBUMQsSwWCQYDVQQGEwWIgIDEKMAgGALIUECBMBIDEKMAGGAL1UEBXMB
IDEVMBMGA1UEAXMMMTAUNS4 yMzQuMjASMQowCAYDVQQOKEWEgMQowCAYDVQQOLEWEY
MIGfMAOGCSgGSIb3DOEBAQUAA4GNADCBiQKBgQODK+beogIcke73sBSL7tC2DMZrY
00g9XM1AxfOigqL1QJHd4xP+BHGZWwEkjKjUDBpZn52LxdDulKrpB/h0+TZP0Fv38
TmIDgtnoF1NLsWxkVKRMS5LPkaOL/halpYxp7EWAt5iDBzSw5s041v0bSN70aGjFA
6t4SW2rrnDy8JbwjWQIDAQABOAAWDQYJKOZIhveNAQEEBQADGYEAUQYQiNIst6hI
XFDxe7180d3Uyt3DmE7KE/AmUVOPif2yUluy/RuxRwKhDp/1GrK12tzLQz+s50x7
K1ft/IcjzbBYXLvih45ASWG3TRV2WVKYWs89rPPXubShKxggEeTviWgpuS+gXrIgjW
WVZdOnlfXhMacoflgnnEmweIzmrgXBs=

switchxxxxxx (config) #
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. ca-certificate revoke

CAZEBIEOT LR |

ca-certificate revoke

) A MCEFHE A BN A1, Fn— Ul a7 4 X o b—3 3 2 F— FTca-certificate
revoke 2~ RE2FEHALET, K2V X IO BIAEAERZHIRT A I2E, 2o~ FOnofE
XEEHLET,

B
ca-certificate revoke issuer issuer serial-number serial-number

no ca-certificate revoke issuer issuer serial-number serial-number

INT A—4
cissuer @ KB LTFEIHEICEIRT D, TR TONRT A—Z 2 ETeRITE DO LT (FPH : 1
~ 160 XF) .

. serial-number : KB LTGRO S U TLERR, T 16 BIEROSCEYI T G 1
— 16 #HOXF)

FIAILEEE
R UT-FEAZEIEXH 0 XA,

AR E—F

Jua—\)ary 74 Xal— gy F—R

FHEDHS FSA4
KU A MZEEBHEAZBINT 5121%, ca-certificaterevoke =~ > F&2HEH L £,

FRATE R E AT D561, FEAZBICFRRINDIRITEOTFIN 2 ZERICATITHLEN D
DEF, LFINZAR=ANEGEEN TV DLEAE, 2R Z25AFTHLLERS Y £,
ZOU X MIGEAEERZBENTA L. ZOEAED AT —X A [revoked) IZEF INET (1
VA=A ENTWAES) o AEAEEZA VAR =L L TWARWEASIZHEAA VA R—LT%
L KA TF—Z ANKRENET,

K 512 OFEAELEZ KDY A MIBINTE £7,

Bl LRIZ, REhD A T CAGERELA BT 242~ LET,

switchxxxxxx (config) # ca-certificate revoke issuer "C=US, 0O=GlobalSign nv-sa, CN=GlobalSign
Organization Validation" serial-number 10ad0044a8418ad5005e45b6
switchxxxxxx (confiqg) #
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show ca-certificate .

show ca-certificate

TNA RNZA VAR =L EINTND CAGEELZDAT — X A% FKRT HITIE, FitE EXEC
F£— R C show ca-certificate =~ > K& L £,

X

show ca-certificate [name name][type type][owner owner-name][detailed]

INS A—4
s namename : FEAEA ZIEE L E T, (HPE 1 — 160 3XF)
. typetype : GERAE X A 724 E L £ 7, i rIRE70fEIL, static, dynamic, F 7213 signer T

‘j—o

« owner owner-name : FERHEFTAEOLAFIZRE L ET, i, #4573 v 73EHELZ A
VA R=NLET T =g T, (B 1~ 32 307

sdetailed : ZOF T a T A—FF, RRINDEAEOFEMEHREZF R LET, 2
DIRTG A=A L WIGER, EAEI IR ONTZIEROABRRREINET,

aAvU R E—F
HkE EXEC £— R

FRLEDHA KS1 Y

A A B =LEHRDTTD CA FFHEL FRT DI21%, show ca-certificate =~ > K&
LE7,

FEAEOY 7Ry NOEHRERTRT HITIE, A7V 3 D name, type, 35X KNowner /3T A —
ZEERALET,

Bl1: iz, TXTOFM CAREHEDFRZ MRICERT 20 2RLET,

switchxxxxxx# show ca-certificate type static

Name Type Owner Valid From Valid To Status
local.cert static rnd 03-Aug-2019 03-Aug-2020 Valid
appl.certl static appl 16-Jan-2021 16-Jul-2023 Premature
appl.cert2 static appl 15-Mar-2017 14-Mar-2018 Expired
trusted-certl static app2 27-Jun-2019 26-Jun-2024 Valid
certif3 static app3 08-Feb-2018 08-Feb-2020 Revoked

Bl 2 WIZ, TTO CAFHROFEMIERZ LR T o0 2R L £,

switchxxxxxx# show ca-certificate detailed
>C-CountryName, ST-StateOrProvinceName, L-Locality,
>0U-OrganizationalUnit, CN-CommonName

O-Organization,

certl
Type: Signer
Owner: N/A

CAFERAZa< UK .



. show ca-certificate

Version: 3 (0x2)

Serial Number: 10:ad:00:44:a8:41:8a:d5:00:5e:45:b6

CAsEERZEa< UK |

Issuer: C=US, 0=GlobalSign nv-sa, CN=GlobalSign Organization Validation

Status: Valid

Validity
Not Before: Nov 21 08:00:00 2015 GMT
Not After : Nov 22 07:59:59 2020 GMT

Subject: C=US, 0=GlobalSign nv-sa, CN=GlobalSign Organization Validation

Public Key Type: ECDSA P256

Public Key Length: 2048 bits
Signature Algorithm: sha256RSA

certA

Type: Static

Owner: Static

Parent: certl

Version: 3 (0x2)

Serial Number: 10:e6:fc:62:07:41:8a:d5:00:5e:45:b6

Issuer: C=US, 0=GlobalSign nv-sa, CN=GlobalSign Organization Validation

Status: Not Valid (expired)

Validity
Not Before: Nov 21 08:00:00 2016 GMT
Not After : Nov 22 07:59:59 2017 GMT

Subject: C=US, ST=California, L=San Francisco,

CN=*.wikipedia.org

Finger print: DC72343 DC88A988 127897BC BB789788

Public Key Type: ECDSA P256

Public Key Length: 2048 bits
Signature Algorithm: sha256RSA

certB

Type: Dynamic

Owner: PnP

Parent: certl

Version: 3 (0x2)

Serial Number: 88:cc:55:ae:a8:41:8a:d5:00:5e:45:b6
CN=GTS CA 101

Issuer: C=US, 0O=Google Trust Services,
Status: Not Valid (revoked)
Validity
Not Before: Sep 21 08:00:00 2019 GMT
Not After : Sep 22 07:59:59 2020 GMT

O=AKB Foundation,

Inc.,

Subject: C=US, S=California, L=Mountain View O=Google LLC, CN=*.google.com

Finger print: DC789788 DC88A988 127897BC BB789788

Public Key Type: ECDSA P256
Public Key Length: 2048 bits
Signature Algorithm: sha256RSA
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show ca-certificate revocation

show ca-certificate revocation .

CAFEHAEDRZN Y X M2 F T 5121, #HE EXEC & — KT show ca-certificate revocation =

< REFEHALET,

X

show ca-certificate revocation

AR E—F
b EXEC E— R

FEREDHA K4

CAFFHED LY 2 N &2 FRT 5121, showca-certificaterevocation =~ > R&ZHH L £,

BIRD &SR A P DPRFEITRENET,

switchxxxxxx# show ca-certificate revocation

>C-CountryName, ST-StateOrProvinceName, L-Locality,

>0U-OrganizationalUnit, CN-CommonName

O-Organization,

Issuer: C=US, 0O=GlobalSign nv-sa, CN=GlobalSign Organization Validation

Serial Number: 10:ad:00:44:a8:41:8a:d5:00:5e:45:b6

Issuer: C=US, 0O=Google Trust Services, CN=GTS CA 101

Serial Number: 00:9e:44:1b:49:08:8d:75:bb:02:00:00:00:00:40:a5:b4
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. show ca-certificate revocation
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