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Deployment Hardware and Software
___________________________________________________________________________________________________________________________|

Products Deployed

The architecture deployed is highly modular. While each customer’ s environment might vary in its exact configuration, the
reference architecture contained in this document once built, can easily be scaled as requirements and demands change.
This includes scaling both up (adding additional resources within existing Cisco HyperFlex system) and out (adding
additional Cisco UCS HX-series nodes, or Cisco UCS B/C-series as compute nodes).

The solution includes Cisco networking, Cisco UCS, and Cisco HyperFlex hyper-converged storage, which efficiently fits into
a single data center rack, including the access layer network switches.

This validated design document details the deployment of the multiple configurations extending to 450 users for virtual
desktop and hosted shared desktop workload featuring the following deployment methods:

e  Citrix XenDesktop 7.16 persistent HVDs provisioned with Citrix Machine Creation Services (MCS) and using full copy
on Cisco HyperFlex

e  Microsoft Windows Server 2016 for User Profile Manager

e  Microsoft Windows 2016 Server for Login VSI Management and data servers to simulate real world VDI workload
e  Microsoft Hyper-V 2016

e Microsoft System Center Virtual Machine Manager 2016

e Windows 10 64-bit Operating Systems for VDI virtual machines

e Microsoft SQL Server 2016

e Cisco HyperFlex data platform v3.0.1a
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33 Detailed Reference Architecture with Physical Hardware Cabling Configured to Enable the Solution

Cisco HyperFlex and Citrix XenDesktop 7.17, Reference Architecture

Cisco Nexus 93108YC

Cisco UCS-FI-6332-16-UP

4 x Cisco HXAF220C-M5S Rack Servers

Each server includes:

« 2xIntel® Xeon® Gold 6140 scalable family
processor @ 2.3 GHz processor

= 120GB M.2 SATA SSD

« 768 GB (12 X 64GB DDR4) RAM

= 1xCisco VIC 1387 mLOM

= 1xCisco 12Gbps Modular SAS HBA

* 1x240 GB Intel SATA Enterprise Value SSD

HX Datastore configured to host Windows
e W 7‘/"' o 10 desktop pool or Server 2016 RDS Pool
\ // with drives listed below per node:
F « 1 x400GB Toshiba Enterprise
Datastore Performance (EP) SSD for Cache

« 8 x960GB Samsung SATA Enterprise
Value SSDs for capacity
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34 Detailed Reference Architecture with Physical Hardware Cabling Configured to Enable the Scale-Out Solution as
Per the Current Cluster Limit

Cisco HyperFlex and Citrix XenDesktop 7.16, Full Scale Single UCS Domain Reference Architecture

A

Cisco Nexus 93108YC

Cisco UCS-FI-6332-16-UP

16 x Cisco HXAF220C-M5S Rack Servers

Each server includes:

+ 2xIntel® Xeon® Gold 6140 scalable family
processor @ 2.3 GHz processor

* 120GB M.2 SATA SSD

« 768 GB (12 X 64GB DDR4) RAM

» 1 xCisco VIC 1387 mLOM

= 1 xCisco 12Gbps Modular SAS HBA

= 1x240GB Intel SATA Enterprise Value SSD

HX Datastore configured to host Windows
10 desktop pool or Server 2016 RDS Pool
with drives listed below per node:

* 1x400GB Toshiba Enterprise
Performance (EP) SSD for Cache

= 8x960GB Samsung SATA Enterprise
Value SSDs for capacity

8 x Cisco UCS C220 M4S Rack Servers

Each server includes:

+ 2xIntel® Xeon® Gold 6140 scalable family
processor @ 2.3 GHz processor

« 120GB M.2 SATA SSD

+ 768 GB (12 X 64GB DDR4) RAM

* 1xCisco VIC 1387

8 x 40G

8 x Cisco UCS B200 M5 Blade Servers

Each server includes:

« 2xIntel® Xeon® Gold 6140 scalable family
processor @ 2.3 GHz processor

* 120Gb M.2 SATA SSD

* 768 GB (12 X 64GB DDR4) RAM

= 1xCisco VIC 1340

4 x 40G

Hardware Deployed

The solution contains the following hardware as shown in & 34:
e Two Cisco Nexus 93108YC Layer 2 Access Switches

Two Cisco UCS C220 M4 Rack Servers with dual socket Intel Xeon E5-2620v4 2.1-GHz 8-core processors, 128GB

RAM 2133-MHz and VIC1227 mLOM card for the hosted infrastructure with N+1 server fault tolerance. (Not show in
the diagram).

e Four Cisco UCS HXAF220c-Ms5S Rack Servers with Intel Xeon Gold 6140 scalable family 2.2-GHz 18-core processors,
768GB RAM 2666-MHz and VIC1387 mLOM cards running Cisco HyperFlex data platform v3.0.1a for the virtual
desktop workloads with N+1 server fault tolerance.

Software Deployed

Table 1 lists the software and firmware version used in the study.

Table1  Software and Firmware Versions
Vendor Product Version
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Vendor Product Version

Cisco UCS Component 3.2(3d) bundle release
Firmware

Cisco UCS Manager 3.2(3d) bundle release

Cisco UCS HXAF220c-M5S 3.2(3d) bundle release
rack server

Cisco VIC 1387 4.2(2d)

Cisco HyperFlex Data Platform 3.0.1a-26588

Network Cisco Nexus 9000 NX-OS 7.0(3)12(2d)

Citrix XenDesktop 7.16

Citrix Provisioning Senvices 7.16

Citrix User Profile Manager

Citrix Receiver 4.11

Microsoft SCVMM 2016

Microsoft Hyper-V Sener 2016

Logical Architecture

The logical architecture of this solution is designed to support upto 450 Hosted Virtual Microsoft Windows 10 Desktops
users within a four node Cisco UCS HXAF220c-HyperFlex cluster, which provides physical redundancy for each workload

type.
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35 Logical Architecture Design

3 7

oo SloFS g F:
¥ I running 2 Y. N running
server oy ) server

= StorFS = SwoiFS
VQuisor. SMB
server

* Controller YM * Controller VM . P * Controller VM

SMB file share

Sl ! m

Windows Server 2016

Windows Server 2016 Windows Server 2016
HX Datastore

Table 1 lists the software revisions for this solution.

& This document is intended to allow you to fully configure your environment. In this process, various steps require you
toinsert customer-specific naming conventions, IP addresses, and VLAN schemes, as well as to record appropriate
MAC addresses. Table 2 through Table 6 lists the information you need to configure your environment.

VLANSs

The VLAN configuration recommended for the environment includes a total of seven VLANs as outlined in Table 2 .

Table2  Table 2 VLANs Configured in this Study

VLAN Name VLAN ID VLAN Purpose

Default 1 Native VLAN

Hx-in-Band-Mgmt 30 VLAN for in-band management
interfaces

Infra-Mgmt 32 VLAN for Virtual Infrastructure

Hx-storage-data 101 VLAN for HyperFlex Storage

Hx-livemigration 33 VLAN for Hyper-V Live Migration

Vm-network 34 VLAN for VDI Traffic

OOB-Mgmt 132 VLAN for out-of-band management
interfaces

'& A dedicated network or subnet for physical device management is often used in datacenters. In this scenario, the
mgmto interfaces of the two Fabric Interconnects would be connected tothat dedicated network or subnet. This is a
valid configuration for HyperFlex installations with the following caveat; wherever the HyperFlex installer is deployed
it must have IP connectivity tothe subnet of the mgmto interfaces of the Fabric Interconnects, and also have IP con-
nectivity to the subnets used by the hx-inband-mgmt VLANSs listed above.

Jumbo Frames

All HyperFlex storage traffic traversing the hx-storage-data VLAN and subnet is configured to use jumbo frames, orto be
precise all communication is configured tosend IP packets with a Maximum Transmission Unit (MTU) size of gooo bytes.
Using a larger MTU value means that each IP packet sent carries a larger payload, therefore transmitting more data per
packet, and consequently sending and receiving data faster. This requirement also means that the Cisco UCS uplinks must
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be configured to pass jumbo frames. Failure to configure the Cisco UCS uplink switches to allow jumbo frames can lead to
service interruptions during some failure scenarios, particularly when cable or port failures would cause storage traffic to
traverse the northbound Cisco UCS uplink switches.

Virtual Networking Design

The Cisco HyperFlex system has a pre-defined virtual network design at the Hyper-V hypervisor level. Four different virtual
switches are created by the HyperFlex installer, each using two uplinks, which are each serviced by a vNIC defined in the
UCS service profile. The vSwitches created are:

vswitch-hx-inband-mgmt: This is the default vSwitcho which is renamed by the Hyper-V kickstart file as part of the
automated installation. The default vmkernel port, vmko, is configured in the standard Management Network port
aroup. The switch has two uplinks, active on fabric A and standby on fabric B, without jumbo frames. A second port
group is created for the Storage Platform Controller VMs to connect to with their individual management interfaces.
The VLAN is not a Native VLAN as assigned to the vNIC template, and therefore assigned in Hyper-V/Hyper-V

vswitch-hx-storage-data: This vSwitch is created as part of the automated installation. A vmkernel port, vmka, is
configured in the Storage Hypervisor Data Network port group, which is the interface used for connectivity tothe HX
Datastores via NFS. The switch has two uplinks, active on fabric B and standby on fabric A, with jumbo frames
required. A second port group is created for the Storage Platform Controller VMs to connect to with their individual
storage interfaces. The VLAN is not a Native VLAN as assigned to the vNIC template, and therefore assigned in
Hyper-V/Hyper-V

vswitch-hx-vm-network: This vSwitch is created as part of the automated installation. The switch has two uplinks,
active on both fabrics A and B, and without jumbo frames. The VLAN is not a Native VLAN as assigned to the vNIC
template, and therefore assigned in Hyper-V/Hyper-V

live-migration: This vSwitch is created as part of the automated installation. The switch has two uplinks, active on
fabric A and standby on fabric B, with jumbo frames required. The VLAN is not a Native VLAN as assigned to the
vNIC template, and therefore assigned in Hyper-V/Hyper-V

The following table and figures help give more details into the Hyper-V virtual networking design as built by the HyperFlex

installer:
Table3  Table Hyper-V Host Virtual Switch Configuration
Virtual Switch Port Groups Active Passive VLAN IDs Jumbo
vmnic(s) vmnic(s)
vswitch-hx-inba Management vmnico vmnici hx-inband-mgm no
nd-mgmt Network t
Storage
Controller
Management
Network
vswitch-hx-stor Storage vmnic3 vmnic2 hx-storage-data yes
age-data Controller Data
Network
Storage
Hypervisor Data
Network
vswitch-hx-vm- none vmnic4,vm none vm-network no
network nicg
Live-migration none vmnic6 vmnicy 33 yes

36 SCVMM Network Design
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SMB Server VM Load Balancing or
Dynamic Optimization with SCYMM
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REST API
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2 VM-level HA, Advanced Resiliency

u l:,’,;' am 3 Virtual Machine Start Order

4 Host resource protection (from noisy VMs)

..... - 5 Application-level HA, Resiliency

High Availabili
—
Live Migration

Failover Cluster IP Failover
Cluster

6 Cloud witness (Azure-based)
SCVMM

Storage Platform Controller Virtual Machines

A key component of the Cisco HyperFlex system is the Storage Platform Controller Virtual Machine running on each of the
nodes in the HyperFlex cluster. The controller VMs cooperate toform and coordinate the Cisco HX Distributed Filesystem,
and service all the guest VM |0 requests. The controller VMs are deployed as a Hyper-V agent, which is similar in concept to
that of a Linux or Windows service. Hyper-V agents are tied to a specific host, they start and stop along with the Hyper-V
hypervisor, and the system is not considered to be online and ready until both the hypervisor and the agents have started.
Each Hyper-V hypervisor host has a single Hyper-V agent deployed, which is the controller VM for that node, and it cannot
be moved or migrated toanother host. The collective Hyper-V agents are managed via a Hyper-V agency inthe Hyper-V
cluster.

The storage controller VM runs custom software and services that manage and maintain the Cisco HX Distributed
Filesystem. The services and processes that run within the controller VMs are not exposed as part of the Hyper-V agents to
the agency, therefore the Hyper-V hypervisors nor SCYMM server have any direct knowledge of the storage services
provided by the controller VMs. Management and visibility into the function of the controller VMs, and the Cisco HX
Distributed Filesystem is done via a plugin installed to the SCVMM server or appliance managing the Hyper-V cluster. The
plugin communicates directly with the controller VMs to display the information requested.

Controller VM Locations

The physical storage location of the controller VM is similar between the Cisco HXAF220c-M5S and HXAF240c-M5SX model
servers. The storage controller VM is operationally no different from any other typical virtual machines in a Hyper-V
environment. The VM must have a virtual disk with the bootable root filesystem available in alocation separate from the
SAS HBA that the VM is controlling via SR-IOV. The configuration details of the models are as follows:

Cisco HyperFlex Datastores

The new HyperFlex cluster has no default datastores configured for virtual machine storage, therefore the datastores must
be created using the HyperFlex Connect GUI. Overall space consumption inthe HyperFlex clustered filesystem is optimized
by the default deduplication and compression features.

37 Datastore Example
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Datastore #1 30TB

HyperFlex Clustered Filesystem 16TB

CPU Resource Reservations
Since the storage controller VMs provide critical functionality of the Cisco HX Distributed Data Platform, the HyperFlex
installer will configure CPU resource reservations for the controller VMs. This reservation guarantees that the controller
VMs will have CPU resources at a minimum level, in situations where the physical CPU resources of the Hyper-V hypervisor
host are being heavily consumed by the guest VMs. Table 4 details the CPU resource reservation of the storage controller

VMs.
Table4  Controller VM CPU Reservations
Number of vCPU Shares Reservation Limit
8 Low 10800 MHz unlimited

Memory Resource Reservations

Since the storage controller VMs provide critical functionality of the Cisco HX Distributed Data Platform, the HyperFlex
installer will configure memory resource reservations for the controller VMs. This reservation guarantees that the controller
VMs will have memory resources ata minimum level, in situations where the physical memory resources of the Hyper-V
hypervisor host are being heavily consumed by the guest VMs.

Table 5 lists the memory resource reservation of the storage controller VMs.

Tables  Controller VM Memory Reservations

Server Model Amount of Guest Reserve All Guest Memory
Memory
HX220c-Mg 48 GB Yes

HXAF220c-Mg
HX240c-M5SX 72 GB Yes

HXAF240c-M5SX

h The Cisco UCS compute-only nodes have a lightweight storage controller VM; it is configured with only 1 vCPU and
512 MB of memory reservation.
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Solution Configuration

This section details the configuration and tuningthat was performed on the individual components to produce a complete,
validated solution. [¥] 38 illustrates the configuration topology for this solution.

38 Configuration Topology for Scalable Citrix XenDesktop 7.16 Workload with HyperFlex
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The following subsections detail the physical connectivity configuration of the Citrix XenDesktop environment.
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The information in this section is provided as a reference for cabling the physical equipment in this Cisco Validated Design
environment. To simplify cabling requirements, the tables include bothlocal and remote device and port locations.

The tables in this section contain the details for the prescribed and supported configuration.

This document assumes that out-of-band management ports are plugged intoan existing management infrastructure at
the deployment site. These interfaces will be used in various configuration steps.

# Be sure to follow the cabling directions in this section. Failure to do so will result in necessary changes tothe deploy-
ment procedures that follow because specific port locations are mentioned.

39 shows a cabling diagram for a Citrix XenDesktop configuration using the Cisco Nexus gooo and Cisco UCS Fabric

Interconnect.

Table 6 Cisco Nexus 93108YC-Cabling Information

Local Device Local Port Connection Remote Device Remote
Port
Cisco Nexus 93108YC A Eth1/1 10GbE Cisco Nexus 93108YC B Eth1/1
Ethi1/2 10GbE Cisco Nexus 93108YC B Eth1/2
Eth1/3 10GbE Cisco UCS fabric interconnect A Eth1/13
Eth1/4 10GbE Cisco UCS fabric interconnect A Eth1/14
Eth1/5 10GbE Cisco UCS fabric interconnect B Eth1/13
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Local Device Local Port Connection Remote Device Remote
Port
Eth1/6 10GbE Cisco UCS fabric interconnect B Eth1/14
Eth1/25 10GbE Infra-host-01 Port01
Eth1/26 10GbE Infra-host-02 Port01
Eth1/27 10GbE Launcher-host-01 Port01
Eth1/28 10GbE Launcher-host-02 Port01
Eth1/29 10GbE Launcher-host-03 Port01
Eth1/30 10GbE Launcher-host-04 Port01
MGMTO GbE GbE management switch Any

# For devices requiring GbE connectivity, use the GbE Copper SFP+s (GLC-T=).

Table 7 Cisco Nexus

93108YC-B Cabling Information

Local Device Local Port Connection Remote Device Remote Port

Cisco Nexus 93108YC B | Ethl/1 10GbE Cisco Nexus 93108YC A Ethl/1
Eth1/2 10GbE Cisco Nexus 93108YC A Eth1/2
Eth1/3 10GbE Cisco UCS fabric interconnect A Eth1/15
Ethl/4 10GbE Cisco UCS fabric interconnect A Eth1/16
Eth1/5 10GbE Cisco UCS fabric interconnect B Eth1/15
Eth1/6 40GbE Cisco UCS fabric interconnect B Eth1/16
Eth1/25 10GbE Infra-host-01 Port02
Eth1/26 10GbE Infra-host-02 Port02
Eth1/27 10GbE Launcher-host-01 Port02
Eth1/28 10GbE Launcher-host-02 Port02
Eth1/29 10GbE Launcher-host-03 Port02
Eth1/30 10GbE Launcher-host-04 Port02
MGMTO GbE GbE management switch Any
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Table8  Cisco UCS Fabric Interconnect A Cabling Information
Local Device Local Port Connection Remote Device Remote
Port
Cisco UCS fabric interconnect A Eth1/13 10GbE Cisco Nexus 93108YC A Eth1/3
Eth1/14 10GbE Cisco Nexus 93108YC A Eth1/4
Eth1/15 10GbE Cisco Nexus 93108YC B Eth1/5
Eth1/16 10 GbE Cisco Nexus 93108YC B Eth 1/6
MGMTO GbE GbE management switch Any
L1 GbE Cisco UCS fabric interconnect B L1
L2 GbE Cisco UCS fabric interconnect B L2
Tableg  Cisco UCS Fabric Interconnect B Cabling Information
Local Device Local Port Connection Remote Device Remote
Port
Cisco UCS fabric interconnect B Eth1/13 10GbE Cisco Nexus 93108YC B Eth1/3
Ethl1/14 10GbE Cisco Nexus 93108YC B Ethl1/4
Eth1/15 10GbE Cisco Nexus 93108YC A Eth1/5
Eth1/16 10GbE Cisco Nexus 93108YC A Eth 1/6
MGMTO GbE GDbE management switch Any
L1 GbE Cisco UCS fabric interconnect A L1
L2 GbE Cisco UCS fabric interconnect A L2

39 Cable Connectivity Between Cisco Nexus 93108YC A and B to Cisco UCS 6248 Fabric Aand B

Cisco Nexus 93108YC
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Cisco Unified Computing System Configuration

This section details the Cisco UCS configuration performed as part of the infrastructure build out by the Cisco HyperFlex
installer. Many of the configuration elements are fixed in nature, meanwhile the HyperFlex installer does allow for some
items to be specified at the time of creation, for example VLAN names and IDs, IP pools and more. Where the elements can

o e o o s o o o o o, o

be manually set during the installation, those items will be noted in << >> brackets.

Cisco Nexus 93108YC

For complete detail onracking, power, and installation of the chassis is described in the install guide (see

WWW.Cisco.com/c/en/us/support/servers-unified -computing/ucs-manager/products-installation -quides-list.html) and itis

00
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beyond the scope of this document. For more information about each step, refer to the following documents: Cisco UCS
Manager Configuration Guides - GUI and Command Line Interface (CLI) Cisco UCS Manager - Configuration Guides - Cisco

During the HyperFlex Installation a Cisco UCS Sub-Organization is created named “hx-cluster” . The sub-organization is
created below the root level of the Cisco UCS hierarchy, and is used to contain all policies, pools, templates and service
profiles used by HyperFlex. This arrangement allows for organizational control using Role-Based Access Control (RBAC) and
administrative locales at a later time if desired. In this way, control can be granted to administrators of only the HyperFlex
specific elements of the Cisco UCS domain, separate from control of root level elements or elements in other
sub-organizations.

4o Cisco UCS Manager Configuration: HyperFlex Sub-organization
nager Yo d @6 200056 6©

Servers | Service Profiles | root | Sub-Organizotions | HXAF-M5-HZVDI

Deploy and Configure HyperFlex Data Platform

Prerequisites

To deploy and configure the HyperFlex Data Platform, you must complete the following prerequisites:

1. SetTime Zone and NTP: From the Cisco UCS Manager, from the Admin tab, Configure TimeZone and add NTP server.
Save changes.

0 d000C6C

2. Configure Server Ports: Under the Equipment tab, Select Fabric A, select port to be configured as server port to man-
ager HyperFlex rack server through Cisco UCS Manager.
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4. Configure Uplink Ports: On Fabric A, Select port to be configured as uplink port for network connectivity to north

bound switch.
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5. Repeat this same on Fabric B.

6. Create Port Channels: Under LAN tab, select expand LAN > LAN cloud > Fabric A. Right-click Port Channel.

7. Select Create port-channel to connect with upstream switch as per Cisco UCS best practice. For our reference archi-
tecture, we connected a pair of Nexus 93108YCPX switches.
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6 2000eC

o Lavs Claud - LAN Cloud | Fabric A | Port Channels
Foet Chasmals
C + — TeAtancodFher 4 Do & Prin =

Ei‘L_-_‘ Fabwic: 1T I Typee ¥ Rk o 0
=
F = P Channab
= Port-Charnel 12 NXSK-Poi2
Eth Inferface 1716
8. Enter port-channel ID number and name to be created, click Next.
Create Port Channel 7 X
Set Port Channel Name D R
MName :  NXIK-Po11
Add Ports
Next > Cancel

9. Select uplink ports to add as part of the port-channel.

10. Click Finish.
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Create Port Channel ? X
Set Port Channel Name Ports Ports in the port channel
Slot ID Aggr. Po.. Port MAC Slot ID Aggr. Po.. Port MAC

1 0 13 00:DEF... Mo data available

1 0 14 00:DEF... >

1 0 15 00:DEF...

1 0 16 00:DEF...

< Prev Cancel

11. Follow the previous steps to create the port-channel on Fabric B, using a different port-channel ID.

Lan

M A -
B A AN Uplnks VLANS Server Links MAC dartity Assigrrmsnt P Ientity Assigrrrent s Clisbal Policing Faulta Fuarts FSM
Port Channels and Uplinks Pin Groups
r-a 4 = TAwodfie 4 bl P B | 4 = TAneodtie b et P P
rame bec | Addmin St Mame: art
g o data avaliable
* Upink £ Interfaces
=1} * VLANS
¥ v Cpbmizstion Sets o A t Enoies
= v Fabve B 3
b Port Charsls .
= * Upink Fih Intartscas
+ VLANS

S bR Cptimizston Sets Eth bvecfacs 1116

+ Enstes

* Enatie

12. Configure QoS System Classes: From the LAN tab, below the Lan Cloud node, select QoS system class and configure
the Platinum through Bronze system classes as shown in the following figure.

— Set MTU to 9216 for Platinum (Storage data) and Bronze (LiveMigration)

— Uncheck Enable Packet drop on the Platinum class

—  Set Weight for Platinum and Gold priority class to 4 and everything else as best-effort.
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—  Enable multicast for silver class.

T A . | LAN [ LANCloud / OoS System Class

Priarity Eranled CoS Packst Weight Wight MTU Multicast
Dot I} Optimizast

Platinn = O =

il 4 = nomal

Silver [ 2 & bes-efort L naal !

Bronze 5 ' 5 besst-affert v 3

Dost 3 Any s [ v L al v

Efft

Fiben 2 3 5 v a2 Hia

Channal

» Thieshold Folicies

= Policies

Changing QoS system class configuration on 6300 series Fabric Interconnect requires reboot of Fls.

13. Verify UCS Manager Software Version: In the Equipment tab, select Firmware Management > Installed Firmware.

14. Check and verify, both Fabric Interconnects and Cisco USC Manager are configure with Cisco UCS Manager v3.2.3d.

' UCS Manager

83

Equpmant

& 0 om g wm F = K

'ﬁ It is recommended to let the HX Installer handle upgrading the server firmware automatically as designed. This will
occur once the service profiles are applied tothe HX nodes during the automated deployment process.

15. Optional: If you are familiar with Cisco UCS Manager or you wish to break the install into smaller pieces, you can use
the server auto firmware download to pre-stage the correct firmware on the nodes. This will speed up the association

time in the HyperFlex installer at the cost of running two separate reboot operations. This method is not required or
recommended if doing the install in one sitting.

79



Solution Configuration

Deploying HX Data Platform Installer on Hyper-V Infrastructure
To deploy HX Data Platform Installer using Microsoft Hyper-V Manager to create a HX Data Platform Installer virtual
machine, complete the following steps:

1. Locate and download the HX Data Platform Installer. vhdx zipped file (for example, Cis-
co-HX-Data-Platform-Installer-v3.0.la-build-hyperv.vhdx)from the Cisco Software Downloads
site.

2. Extract the zipped folder to your local computer and copy the .vhdx fileto the Hyper-V host where you want to host
the HX Data Platform Installer. For example,

¥¥hyp-v-host01l¥....¥HX-Installer¥Cisco-HX-Data-Platform-Installer-v3.0.1a-29499-h
yperv.vhdx

3. In Hyper-V Manager, navigate to one of the Hyper-V servers.

4. Select the Hyper-V server, and right click and select New > Create a virtual machine. The Hyper-V Manager New Vir-
tual Machine Wizard displays.

EE] Hyper-V Manager
File Action View Help

&= z(m B

é'i Hyri UlA;-:a:-r ‘[
Hajpe I Virtual Machines
: Lt
4 Virtual Machine... f
Hew M Vecane ICPU Usage Assigned Memory  Uptime Status
Import Virtual Machine... Hard Diskeee
= Fl Disk. No vitual machines were found on this server,

Hyper-V Settings... ‘ Oppy; LS.,

Virtual Switch Manager...

Virtual SAN Manager...

Edit Disk...

Inspect Disk...

Stop Service

Remove Server

Refresh

View »

Help ints

305441

‘ ‘ No virtual machine selected.

5. Inthe Before you Begin page, click Next.
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New Virtual Machine Wizard

Before You Begin

Specify Name and Location

Specify Generation

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

= Before You Begin

This wizard helps you create a virtual machine. You can use virtual machines in place of physical
computers for a variety of uses. You can use this wizard to configure the virtual machine now, and
you can change the configuration later using Hyper-V Manager.

To create a virtual machine, do one of the following:

« Click Finish to create a virtual machine that is configured with default values.
o Click Next to create a virtual machine with a custom configuration.

[[] Do not show this page again

< Previous Next> || Fnsh || Cancel
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6. Inthe Specify Name and Location page, enter a name and location for the virtual machine where the virtual machine configura-
tion files will be stored. Click Next.

»

ﬁ/ Specify Name and Location

Sefore You Begn Choose 2 name and location for ths witual machine.
_ The name 5 dsplayed in Hyper-¥ Manager, We recommend that you use a name $hat helps you easly
Specfy Generaton
Assgn Memory Name: M fnstaler |
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select
Connect Virtual Hard Disk folder, the virtual machine is stored In the default folder configured for this server.,
Summary [V Store the virtusl machine in a dfferent location
Location: |C:\OlusterStorage okume 1 focnstaler| || erowse... |

4, 1 you plan 1o take chedkponts of this vrtual machine, select a location that has enough free
space. Chedponts incude virtual machine data and may require a large amount of space.

[<Prevos | | text> || P || coced |

Yoaay

& As a best practice, store the VM together with the . vhdx file.

7. Inthe Specify Generation page, select Generation 1. Click Next.

& If you select Generation 2, the VM may not boot.
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New Virtual Machine Wizard X

= Spedify Generation

Before You Begin Choose the generation of this virtual machine.
Specify Name and Location ® Generation 1
This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides

g virtual hardware which has been avaiable in all previous versions of Hyper-V.
Assign Memory
Configure Networking O Generation 2

This virtual machine generation provides support for newer virtualization features, has UEFI-based

Connect Virtual Hard Disk firmware, and requires a supported 64-bit guest operating system.

Jostalabion Options A Once a virtual machine has been created, you cannot change its generation.
Summary

"<Prevmsj Next > Frish | | Cancel
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8. Inthe Assign Memory page, set the startup memory value to 4096 MB. Click Next.

8 New Virtual Machine Wizard X

— Assign Memory

Before You Begin Spedfyhmtofmytoalocahetodisvirh:dmadi\e.YoucmspedfymwnomtfromSZ
Spedify and Uncation MB through 12582912W.T9move?«fommce,speafyme&mthenﬂnummt
Specify Generation s - mxm
= T

Use Dynamic Memor is virtual machine,
Configure Networking &
: When you decide how much memory to assign to a virtual machine, consider how you intend to

Connect Virtual Hard Disk 0 use the virtual machine and the operating system that it will run.

Installation Options

Summary

< Previous Next > Finish Cancel g

9. Inthe Configure Networking page, select a network connection for the virtual machine to use from a list of existing virtual
switches. Click Next.
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BB New Virtual Machine Wizard X
& Configure Networking

Before You Begn Each new wrtual machine incudes a network adapter. You can configure the network adapter to use a
Specify Name and Location =
Soecify Genesation Connection:  External Switch v
Assign Memory
Connect Virtual Hard Disk

installaton Options.
Summary

10. Inthe Connect Virtual Hard Disk page, select Use an existing virtual hard disk, and browse to the folder on your Hyper-V
host that contains the . vhdx file. Click Next.

Connect Virtual Hard Disk

A virtual machine requires storage so that you can install an operating system. You can specify the
storage now or configure it later by modifying the virtual machine’s properties.

O Create a virtual hard disk
Use this option to create a VHDX dynamically expanding virtual hard disk.

Name: hxuxstalervhd;

Connect Virtual Hard Disk [

.
Size: ' 127| GB (Maximum: 64 TB)

(® Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

Location: |£:\ClusterStorage \volume 1\x-installer \cisco-hx-data-platform-inst| | Browse...

O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

Next> |

11. In the Summary page, verify that the list of options displayed are correct. Click Finish.
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V / Completing the New Virtual Machine Wizard

Before You Begin Ywh_avemﬁlywwlemdhe&wwwmmzud.Youareabouteoaeaheﬂn
Specify Name and Location foloweng vl wachie.

Specify Generation Description:

Assign Memory Name: HX-Installer

e Memory: : m&m :

Connect Virtual Hard Disk Mot (Maaemeiit

C:\ClusterStorage \volume 1Yhx-installer \cisco-hx-data-platform-installer-v3.0. 13-29499-

<| "

To create the virtual machine and dose the wizard, dick Finish.

12. After the VM is created, power it ON, and launch the GUI.

a. Right-click the VM and choose Connect.
b. Choose Action > Start (Ctrl+S).

c.  When the VM is booted, make a note of the URL (IP address of the VM). You will need this information in the following
steps in the installation.
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= HX-Installer an HYPV-ACI-PA-01 - Virtual Machine Connacticn =10 mu.

hllpiss10.101. 1,228

hyperT lex-Tnstaller lagin:

Statuz Rurning = ﬂ‘ ¥

Deploy the HX Data Platform Installer OVA with a Static IP Address

If your hypervisor wizard defaults to DHCP for assigning IP addresses to new VMs, deploy the Cisco HX Data Platform Installer
using the following steps:

1. Logintoyour Installer machine via the Hyper-V Console or putty.
2. Use ipconfig toassign an IP address to your NIC:

a. Forexample, ‘ifconfig etho x.x.x.x netmask 255.255.255.0

3. Forstatic IPs that will be persistent use the following configuration
[root@frida root]# cat /etc/sysconfig/network
NETWORKING=yes
HOSTNAME=frida.localdomain
GATEWAY=172.30.10.1

[root@frida root]#

[root@frida rootl]l# cat /etc/sysconfig/network-scripts/ifcfg-eth0
DEVICE=ethO

BOOTPROTO=static

BROADCAST=172.30.10.255

IPADDR=172.30.10.101

NETMASK=255.255.255.0
87



Solution Configuration

ONBOOT=yes

[root@frida root]#

[root@frida root]# service network restart

Shutting down interface ethO: [ OK ]
Shutting down loopback interface: [ OK 1]
Setting network parameters: [ OK 1]
Bringing up loopback interface: [ OK 1]
Bringing up interface ethO: [ OK ]

[root@frida root]#

b. Step 2 - Configure DNS server

echo “nameserver 207.62.187.54” > /etc/resolv.conf

4. Verify settings

a. Show interfaces and routing table

[root@frida root]# ifconfig

ethO Link encap:Ethernet HWaddr 00:0C:29:7E:C3:EC
inet addr:172.30.10.101 Bcast:172.30.10.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:1586 errors:0 dropped:0 overruns:0 frame:0
TX packets:1264 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:181119 (176.8 Kb) TX bytes:193645 (189.1 Kb)
Interrupt:9 Base address:0x10a4

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:454110 errors:0 dropped:0 overruns:0 frame:0
TX packets:454110 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:31015690 (29.5 Mb) TX bytes:31015690 (29.5 Mb)

[root@frida root]#

[root@frida root]# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
172.30.10.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
169.254.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethO
127.0.0.0 0.0.0.0 255.0.0.0 U 0 0 0 lo

0.0.0.0 172.30.10.1 0.0.0.0 UG 0 0 0 ethO

[root@frida root]#

Cisco UCS Manager Configuration using HX Data Platform Installer
To configure Cisco UCS Manager using HX Installer, complete the following steps:

1. Logintothe HX Data Platform Installer using the following steps:
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a. Inabrowser, enter the URL for the VM where HX Data Platform Installer was installed. If you do not have the URL, go
back to Step 13 in the earlier section on Deploying HX Data Platform Installer.

b. Use the credentials: username: root, password: Cisco123

ﬁ Important! Systems ship with a default password of cisco123 that must be changed during installation; you cannot con-
tinue installation unless you specify a new user supplied password.

2. Read the EULA. Click | accept the terms and conditions.

3. Verify the product version listed in the lower right corner is correct. This version must be 3.0(1a) or later. Click Login.

Cisco HyparFiex Connect

> A Not Secure | s | he-0ap-01-momt ciscolab.dk

alntln,
cisco

Cisco HyperFlex Connect

HyerFle B

4. From the HX Data Platform Installer Workflow page, select | know what I'm doing, let me customize my workflow.

89


file:///C:/Users/jeffnich/Downloads/Cisco_HyperFlex_Systems_Installation_Guide_on_Microsoft_HyperV_3_0.docx%23_bookmark15

Solution Configuration

B0 iypelex nstater ® (=]

<« ' & NotSecure  hibps:10.01.1.228/crecentals <

HypurFlex Installer

selert & Warkflow

®. ®
@ @ 9P

B 1 know whar I caing, It me costzmize My wosslas

5.  Onthe next screen, click Run UCS Manager Configuration and then click Continue.

L Do not choose any other workflow options.
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BOE s e nstale x

L ' & NotSecure  hibps:10.01.1.228/crecentals

prissley HyperFlex Installer

Select & Warkflow

B R LS Menage Corfgaaaton

6. Click Confirm inthe popup that displays.

7. Enter the UCS Manager credentials.

ﬂ The right side of the page is unused. Further in the setup process a configuration JSON is saved, so in subsequent install a-
tions the JSON file can be imported to add the data quickly.

8. Click Confirm and Proceed to bypass the warning. Complete the following fields for Cisco UCS Manager.

Field

Description

Cisco UCS Manager HostName

FQDN or the VIP address of Cisco UCS Manager

Cisco UCS Manager User Name and Password

Administrator user and password or an userwith Cisco UCS
Manager admin rights
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BOE s e nstale w e

<« ' & NotSecure  hibps:10.01.1.228/crecentals <

HypurFlex Installer

ravenbal {l
UCS Manager Credentials Configuration -
LICS Munager Hust Same LS Manaper Liser Mame
Les-nx-eaposcozb.dk admin

selecta Fle

9. Click Continue.
The installer will connect to UCSM and query for available servers. The configuration pane is populated as the installer progresses.

You can at any time save the JSON file so you can re-use it for subsequent installations. This feature works on all the different
workflows inthe installer. After the query finishes a screen displays showing the available servers.
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BOE s e nstale x

L ' & Mot Secure  Rtbps:(10.101.1.228 i servers i

HypurFlex Installer

Server Selection a2 ire S Parrs Retrath Configuration

B Tor Pryaer- valy runs on M5 servers, The T bekow is restricled s M5 sereers,

Credentials
LUnasseciated (2]
azs b eeplseclan.de

[ T Sanerblame A SEAE e Sari Assar Tara artis

-] 2 vrassceianed HEAFIIRC-RISSE WTNH AR rars

L] senier uasseeiated HEAF2ILC M5 I 4205 nane At

-] . urtgssueidled HEAF 22001550 WZP2ABITRL (=0 T

-] i urasscelted HEAFIINC-RISSH WFAPAETED nare anar

10. Choose all the servers that you want to install in the cluster and click Continue.

ﬂ HyperFlex for Hyper-V only supports Mg Servers.

VLAN Configuration

HyperFlex needs to have at least 4 VLANs tofunction; each VLAN needs to be on different IP subnets and extended from the
fabric interconnects tothe connecting uplink switches, to make sure that traffic can flow from Primary Fabric Interconnect (Fabric
A) to Subordinate Fabric Interconnect ( Fabric B).

Name Usage ID

hx-inband-mgmt Hyper-V and HyperFlex VM 30
management.

hx-storage-data HyperFlex storage traffic 101

hx-livemigrate Hyper-V LiveMigration network 33

vm-network VM guest network 34,35

.S

Do not use vlan 1 as it is not best practice and can cause issues with disjoint layer 2.

ﬂ vm-network can be multiple VLANs added as a comma separated list.
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b Renaming the 4 core networks is not supported.

The following illustration shows the various fields in the VLAN Configuration pane where you need to enter values.

11. Enter the remaining network configuration.

VLAN Configuration
VLAN for Hypervisor and HyperFlex management VLAN for HyperFlex storage traffic
VLAN Name VLAN ID VLAN Name VLAN ID
hx-inband-mgmt hx-storage-data
VLAN for VM Live Migration VLAN for VM Network
VLAN Name VLAN ID VLAN Name VLAN ID{s)
hx-livemigrate vm-network
Field Description Value
MAC pool prefix MAC address pool for the HX cluster, |00:25:b5:xx

to be configured in UCSM by the
installer. Ensure that the mac address
pool isnt used anywhere else inyour
layer 2 environment.

IP blocks The range of IP addresses that are 10.193.211.124-.127
used for Out-Of-Band management of]
the hyperflex nodes.

Subnet Mask The subnet mask for the Out-Of-Band [255.255.0.0
network
Gateway The gateway address for the 10.193.0.1

Out-Of-Band network

The Out-Of-Band network needs to be on the same subnet as the Cisco UCS Manager.

You can add multiple blocks of addresses as a comma separated line.

MAC Pool

MAC Pool Prefix

‘hx-ext-mgmt' IP Pool for Out-of-band CIMC

IF Blocks Subnet Mask Gateway

e 10193 211.124-127 10193 211.1688-1 e 2RE.2ER.0.0 ex: 10.193.0.1

iSCSI Storage and FC Storage are used for adding external storage tothe HyperFlex cluster.

ﬂ This is currently not supported for the Hyper-V Edition.
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Advanced Settings
Use the table below to complete the fields in this section.

Table10 Field Settings
Field Description Example Value

UCS Firmware Server Version Choose the appropriate UCS Server [3.2(3a)
Firmware version.

HyperFlex Cluster Name This user defined name will be used as
part of the service profile naming In
UCSM for easier identification.

Org Name The org. name is used for isolating the [HX-Clustera
HX environment from the rest of the
UCS platform to ensure consistency.

L The Cisco UCS Cand B packages must exist on the Fabric interconnect otherwise the installation will fail. If the right version
is not available in the drop-down list, then upload it to Cisco UCS Manager before continuing.

ﬁ The supported version for HyperFlex Hyper-V is 3.2(3a).

VLAN Canfliguration Conflzuraticn

yierFlea manaperment WLAN For Hypeer Flus stieage Eaffic Craancials

VLM ID VLAN Nama vLan D
1
e-inband-ng, 2836 - oy -l
agmi
Server Selection
VLA fee VM Live Migration WLAN tar VN Netwark
VLAN Name VLN D VLAN Name VLAN 115

Pi-ivarigrats 2530 wrEnetwork 2668

WAL Poo

WAL Brnsl Prlin

‘heest-rr gl 1P Peal for Out-ol-band SIMC

17 Dlcks Subnet hask Gateway

10101 2243247 265.265.255.0 04072,

ISCSI Storzge
*TC Storage
Acvanced

LS Sever Cinmware Versicr HyperFies Cluscer Name Crg Mame

P . - € Hack |
3.2(3a) 1-CAR° 1I3-CAPG |

12. Click Start. The installer validates your input and then begins configuring Cisco UCS Manager.

13. When the HX Data Platform Installer is finished, then you are ready to proceed to next step, Microsoft Windows OS and Hy-
per-V Installation, on page 26.
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UCSM Configuration Successful

Microsoft Windows OS and Hyper-V Installation

For this part of the installation, you need the Windows 2016 Datacenter Edition ISO and the Cisco provided Cisco HyperFlex Driver

Image.

The two files must be placed on a share that is reachable from the Cisco UCS Manager and the Out -of-band subnet that was used
in the previous installation step.

The following protocols are supported:

e NFS
e CIFS
e HTTP

If you do not have a place toserve the files from, you can use the installer to host the files. Please see the section: How to Upload
the ISO and IMG File to the Installer VM using WinSCP.

ﬂ Make sure network connectivity exists between the file share and all server management [Ps.

Below is a summary of steps:

1. Attach the two images to the service profiles. Follow the steps described in Configure vMedia and Boot Policies through Cisco

UCS Manager, on page 26.

2. Verify theimages are mounted correctly.
3. Reboot the servers and verify the OS installation completes successfully.

4. Clean upthe service profiles so the HX Installer can continue.

Configure vMedia and Boot Policiesthrough Cisco UCS Manager

To configure the Cisco UCS vMedia and Boot Policies using Cisco UCS Manager, complete the following steps:
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1. Launch Cisco UCS Manager by accessing the Cisco UCS Manager IP address in a browser of your choice.

L P V— x\en

e
€ © & ot Secure itos | ocs-hx-esa cisclab Ak

bt
cineo

UCS Manager

32(30)

Lanch LS Masag Lourch K¥M Manape

Jiw KV launch requlres Jans Runsme Enirooment 1.7 or highar

L (L) Waswnr 21

Tems aeg ¢ Ter
Tracerveis o o Syen v ¢

2.

Click Launch UCS Manager and log in with administrator username and the password you used at the beginning of the instal-
lation.

wiliailie
UCS Manager
3.2(3a)

o | For best results use a supported browser v

Copynight ic) 2008-2018 Giaco Systems, Inc. Al rights resered, The copyTghts 10 centain works
‘conitzined in this software ane owned by other third parties and used and distrbuted under license.
‘Cenain components of s sofware 878 icensed under the GNU Gerersl Publc License (GPL)
warsion 7.0 ar the GNU Lasser Ganeral Fublc License (LGPL Varsion 2.1, A copy 0f aach such
ficerse & avalabie at: hitp: e opensource.cr/lcenses gai-2.0.php and

TR e CperouTR. DRTCanSesigol-2.1.phe

3. Intheleft navigation pane, click Servers.
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® 0 ® /A UCS-HX-EAP - Unified Comg. % \[_ ), .

e C | A Not Secure | hitps://ucs-hx-eap.ciscolab.dk/app/3_2_3afindex.htm *« 0O

8 d00CE

Equipment

Main Topology View Fabric Interconnects Servers Tnermal Decommissioned Firmware Menagement  Falicies Fauls Diagnestics
* Rack-Mounts PR
FEX >
- - +
* Sarvers 57(?t-,_ T
T — Y
= Fabric hlefconnects — o N
T — Y
* Fabric lnterconnect A (primary) e
[primary) & / - — \
* Fabric bterconnect B (subordginate) - T
~ Poiicies -
X . b+
Por Auta-Discovery Palicy ‘'
= All Links Up Some Links Down  —— Al Links Down
& Logged in as admin@ucs-hx-eap.ciscolab.di. ‘System Time: 2018-04- 20T0B:57

4. Expand Servers > Policies >root > Sub-Organizations > hx-cluster name >vMedia Policies to view the list of vMedia Pol-
icies.
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& UCS-HX-EAP - Unifled Campr = 9

< & i Mot Secure  hittps://ucs-hx-eap.ciscolab.di/app/3_2_3a/index. htm 4

20 dO00CE

Sub-
1 Al - Servers | Policies | raot | | HX-EAP-O71 | wMedia Palicies
Organkzations
et e g e e [ —
s )
E Thrashoid Polic 2z + = Thdunced Fiter 4 Expart s Prrt el

* ISCE| Authentication Profiles
e Marre Type

* whviodia Poicios

wiedia Policy Hypertlex
*AnICAHBA Plecement Follcies

=
* Sub-Orgarimtions
(=] v HXEAP-OT O
b Adapler Polisies
- * BICS Pofciss
* Boot Palicies
-
=]

* Ciagrestics Polcies

Graphics Card Policles

Heost Firmsas Farkiges

Al Acessa Profiles

WM Management Policies

Local [isk Config Policies

* Maintenance Policies

* Managsment Sirmwens Packar
* Power Control Polcles

¥ Power Syne Poicies

Serub Policles

¥ Seril over LAN Policies

Server Podt Polices

Server Pool Policy Qualification i+ Al

Threshold Policies

¥ ISCE Autheatication Profiles

edia Pr

& Logged in as admin@ucs-hx-eap ciscolab.dk System Time: 2018-04-20T10:27

5. Double-click vMedia Policy HyperFlex.

Properties for: vMedia Policy HyperFlex X

General Events

Actions Properties
Create vMedia Mount Name . HyperFlex
Delete Description | vMedia policy to install er re-install software on Hype
Show Policy Usage Owmer . Local
Retry on Mount Failure : No (e Yes
vMedia Mounts
+ — TYsAdvancedFilter 4 Export % Print -I:I-
Name Type Protocol  Authent.. Server Filename Remote.. User Remap ...

Mo data available

() Add

[4].4 Cancel Help
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6. Inthe properties for vMedia Policy HyperFlex, click Create vMedia Mount to add the mount points.

7. Inthe Create vMedia Mount dialog box, complete the following fields:

Create vMedia Mount ? X
Description

Device Type R cDD HOD

Protocol : MFS CIFs HTTP HTTPS

Hostname/IP Address | |

Image Name Variable : |le) None Service Profile Name

Remote File : | |

Remote Path : | |

Username

Passwaord

Cancel

Field Name Action Example Value
Name Name for the mount point. OS Install
Description Can be used for more information.
Device Type Type of image that you want to mount|CDD
Protocol The protocol used foraccessingthe  [HTTP

share where the ISO files are located.

Hostname/IP Address IP address or FQDN of the server 10.101.1.92
hosting the images.

Image Name Variable This value is not used in HyperFlex None
installation.
Remote File The filename of the ISO file that you

want to mount.

Remote Path The path on the remote serverto
where the file resides

Username If you use CIFS or NFS a username
might be necessary

Password If you use CIFS or NFS a password
might be necessary

8. Click Save Changes and click OK.

9. Click OK. When you click OK, you are returned to the vMedia policy and will see the information that you submitted.
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General Events

Actlons

Create vMedia Mount
Delete

Show Policy Usage

Properties for: vMedia Policy HyperFlex

Properties

MName . HyperFlex

Description vMedia policy to install or re-install software on Hype
Cwner : Local

Retry on Mount Failure : | No () Yes

vMedia Mounts

+ — T.Advanced Filter 4 Export % Print
MName Type Protocol  Authent.. Senver Filename Remote.. User Remap ...
Win... CDD HTTP Mone 10000, en_win.. [ MNa
* Add
oK Cancel

Help

10. Repeat steps 5and 6 but change the type to HDD and the filename to the Cisco HyperFlex driver image.

Image Name Variable
Remote File

Remote Path
Username

Password

Create vMedia Mount ?
Name HX_Driver

Description Cisco HyperFlax driver image

Device Type [1CDD {1 HDD

Protocol TINFS [ CIFS (& HTTP { ) HTTPS

Hostname/IP Address :  10.101.1.92

»I None | Service Profile Name
HXlInstall-Hypery-v3.0.1a-29499.img

!

Cancel

X

On completion, the following screen displays:
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Properties for: vMedia Policy HyperFlex

General Events

Actlons Propertles

Create vMedia Mount Name : HyperFlex

Delete Description vMedia pelicy to install or re-install software on Hype
Owner

Show Palicy Usage

Retry on Mount Failure :

vMedia Mounts

+ — T.Advenced Filter 4 Export o Print e
Name Type Protocol Authent... Server Filename Remote.. User Remap ...
HX_.. HDD HTTP None 10.101... HXlnsta.. J No
Win... CDD HTTP MNone 10.101... en_win.. [ No
® Add
oK Cancel Help

11. In the left navigation pane, select Servers > Service Profile Templates >root > Sub-Organizations > hx-cluster name>

Service Template hx-nodes_name (example:hx-nodes-m5)

BB 4 ucs-HCEAD . Unifed Somn x| [ swlikeiscclakk - | iy a

o O :

20 d00OE

L O | & MotSecure  Rtes:jucs-hy-eap.clscolab.ok/apn3_2_3a/index.ntmii
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» saner Foal Faloy Gl catiors
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» Arapter Pl
* s Halzes
= bastPaizes

Duut Paivy bx-corpas

* KM hansgemeT Folicizs

* Lecyl Disk Cunhy Policies

* Wairnarerce Plices

* Paracr Byns Foloks

* SEUE Palzcs

Sz eI IAECS e [
Fewd Mk iF: Loy oL
Waming

T e (admargsacondany) AaRs o FEIRa 2 DO SRR PRRRECA.

The e v i of L, dusitas widi i
If Enforce vNIGKVHUARSCS! Name (5
IFE b nap szected e whiDsuHEAs

ieead bry PO b woz oddur
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WISCH] doz rotsst 3 corfy ernrwtl e resorted.
A Fthzy coelst onaeretne the vRICAHEG Wi The st FOIR RS soon amer 5 used

BSOS WNICs

1 EF) Shal

%) Local Devices Bt Qrder
& = Tohommewdiie b Gpot S Enct o

T CING Mounied wMedic

B GIMG Maunled Modia N Ovioa MO Typs LMY WAN SiH. BoalMo AsslP D
» Grannics Dard Prikian
* Foat Frmen: Fazages I wMICs COTVD 1
» 1P Aczess Hroelas Lz Bak 2

FivHERa

& Lagged In 35 adminBucs-ha-eap.clscalab.dk System Time: 2018-04-20715:39

12. Choose the HyperFlex vMedia Policy from the drop-down list and click OK twice.

The vMedia policy is assigned to the HyperFlex Template during the Cisco UCS Manager phase of the HyperFlex deployment.
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13. Select Servers > Policies >root > Sub-Organizations >hx-cluster name > Boot Policies Boot Policy HyperFlex-ms.
14. In the configuration pane, click CIMC Mounted vMedia. Click Add CIMC Mounted CD/DVD to add this to the boot order.

15. Select the CIMC Mounted CD/DVD entry inthe list and move it to the top of the boot order by pressing the Move Up button.

Boot Order
4+ — Y, Advanced Filter 4 Export % Print o
Name Ord..~  vNIC/v... Type LUN N...  WWN SlotN.. BootN.. BootP.. Descri.
CD/DVD 1
Embedded Disk 2

CIMC Mounted CD/... 3

+ Move Up Il Delete

16. Click Save Changes and click OK. The boot policy is saved.

Next Steps

To verify the images are mounted correctly, complete the following steps:

1. Onthe Equipment tab, select one of the servers.

B0 W A UCS-EAT - Uniad Carp k|2 swiibciseslabk - { =

&

& Mot Scourn | Bspe:fjucs-hx-map.ciscolbdilapp/a 2 Saindoehiml#

®0 200C®

Equipment

Mo Topoloary View Fauiic iscomests Severs Theons) Decowissonsd Frowws Maregenent Polviss Feolls Daprostios
Chassis
= dack-Maunts PR
TEX

» Seraers
= FahA PR

* Pelric nisrcornec, A pinary! (G

* Fabric reaonrest B isaaordncee] {5
 Frliian

Port Aura-Discuvery Poicy

— AliLinkz Up Sume Links Cumr —— Al Liks Doy

B Loggad in as sdminucs -h-p.cheolab. do

Systiam Tia: 2018-04-20T15:47
T —

Click Inventory > CIMC, scroll down and make sure for the mount entry #1(OSimage) and mount entry #2 (Cisco HyperFlex
driver image) the status is Mounted and there are no failures.
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3.

4.

In the menu bar, click Servers and choose the first HyperFlex service profile.

- Hyperilex Installar % /' A UCS-HX-EAP - Unified Comp. % '\ L [:]
<« C | A Not Secure | hitps:

cs-hx-gap.ciscolab.dk/app/3_2_3a/index.htm « 0

8 d0O00CE

Servers

Service Profiles |
“ Failed Active Passive Disa Pending Higrarchical Pending Activities
T st T, Advanced Filler 4 Export @ Frint ke
* Sub-Organcations Neme User Label Oversl Status Asspe State Server
= Sarvica Profile Templates Senvice Profe rack- HX-EAP-01 t oK t Associated
- et Senvice Profie rack-unit-2 HX-EAP-01 t ok + prsockied sysirack-unit-2
¥ Sub-Orgenizations Senvice Profie rack-unit-3 HX=EAP-D1 + ok t Associared Syairack-unit-3
» HX-EAP-01 N . k- uriit-4
Service Profile rack-unit-4 HE-EAP-O T ok ¥ nssociatea
= Policies
* oot
* Adapter Polcies + Add
» BIOS Dafouls Associative State
* BIOS Policies
* Boot Policies
+ Diagnesties Policies

Grephics Card Policies

Hest Firmware Packages

Assoc i

IPMI Access Profles

KWl Managament Pokicies

Local Disk Confg Policies

Maintenance Policies

Managerment Firmware Packages

* Mismary Policy
W Azsociated

Power Control Policies

Powar Synt Policies

Scrub Poicies
L Crriad cone | AR Dinllcins

& Logged in as admin@ucs-hx-eap.ciscolab.di. System Time: 2018-04-23T10:45

Click the General tab and choose KVM Console.
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BB Hyperlies Instaler % 1 A UCS-HICEAP - Urified Comp » 1) a
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Properties for: Service Profile rack-unit-1
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Reannks Confourasion

ﬁ The KVM console will try to open in a new browser. Be aware of any pop-up blockers. Allow the Pop-Ups and re-open the
KVM.

Pop-ups blocked Q
[ https://10.101.2.243:2068/cert_check_redirect....

° Always allow pop-ups from https://ucs-hx-
eap.ciscolab.dk

Continue blocking pop-ups
Logs dnitor

Manage

5. Reboot the server. In the KVM console choose Server Actions and press Reset.
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6. Choose Power Cycle.

Do you want to reset the selected servers?

You are attempting to reset a server. The server can be
reset by gracefully restarting the OS or via a brute force
power cycle. How would you like to reset?

*! Power Cycle
Gracefully restart OS

If Graceful OS Restart is not supported by the OS or it
does not happen within a reasonable amount of time,
the system will perform a power cycle.

The UCS system might be in the process of performing some tasks
on this server. Would you like this operation to wait until
the completion of outstanding activities?

Wait for completion of outstanding UCS tasks on this server.

oK Cancel

X

The server should reboot when the server has finished

. Remember to press any key tostart the Windows installer.
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S UCS-R-LAS - Urifisd Gompn 5 A US-IIK-LAR fReck 1 -S40 % a

“ [T Filtps:fues-hi-ear.csoalab.dk)

ik vosEVM B EomeE G

Conf igu ng and tes menorL
Configuring platf harduwar

& Connacted o 1B 10,112,241 ey Pmesions GEGE KBfws UK Systom Time: Z078-08-20710:77

A UCS-FERP ) Rack -7 - KVH a

« O Mot Secure | Mipe:ues-hi-ees.ciscolab.dk, W

del ves kM Escnsm G

ress any key to boot from CD or DUD.

& Connected to IP: 10.100.2:243 s 0 Framesives 1620 KMme  HUM Symtem Time: 2018-04-20T18:15

'& If you miss pressing any key, the server will display in the windows installation or an error page displays stating no OSis
installed.

When the server starts booting the Windows image, it starts the windows installation and continues the installation
automatically.
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A LUCS-HE-EAP | ek -3 - KV %

« O & Net Secure | hitps:

ues-fx-gan.ciscolab.ds, 2_Jakvrn.hir

il es kv

K Cansak: Senrr

oy Windows Setup
nstalling Windows

Shatus

Getting files ready for installation (0]

@ Connectad to P 10,101,2.245

ednin 2 Fremesisec 3439 <Blsac MUM System Timec 2018-04-20T18:35

During the installation the server will reboot automatically a few times.

'& Do not stop the installation and allow the process to continue.

The installation is complete when a clean command prompt displays as shown below:
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A UCE-HEEAP  Rack -1 - Kvbi

(3 | Mol Secwre hips: fuss-ha-ess, cscolas,dk/aps 3

HELE LCEKVM

ENW Conzole oner

indowssystemniZiomd eve

B Connectud ta IF; 10,101,224

7. Repeat these steps on all the nodes in the cluster.

Clean Up

sviri 10 Pl 7 EAD KDesc UK Symbem Time 2078-04- 2071044

When the installation is complete on all nodes, you must clean up the vMedia policy and the boot policy so they return to their

previous state before continuing.

1. In Cisco UCS Manager select Servers > Polices > Root > Sub-Organizations > HX-Cluster name > vMedia polices

2. Click the vMedia Policy HyperFlex. Click the mount points one at a time and delete both of them. Accept the changes.
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* Sea Pk hadlla Mcunts
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+ — TeAdwwedFRer 4 Expon A Pric E=3
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* o bhop vt
* herzaom
» i
& Logged In as adminBucs -fo-eap.chcoiab.dk. System Time: 2078-4-20T19:31

3. Gototheboot policy by selecting Servers > Polices > Root > Sub-Organizations > HX-Cluster name > boot polices >
Boot Policy HyperFlex-msg

4. Select the CIMC mounted CD/DVD, click Delete and accept the changes.

Hypervisor Configuration

After the OSisinstalled, you need to configure the hypervisor before installing the HX Software and configure the cluster.

To configure the Hypervisor, complete the following steps:

1. Open the HX Data Platform Installer and login.
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@00 - Hyaath butaliar x

C A Not Seoure | sttpe/10.101.1.226

il
€i1sco

Cisco HX Data Platform Installer

2. Youmightneed to “startover’ since the previous workflow was finished. Click the gear icon inthe top right corner and
select Start Over.

3. Inthe main menu, select | know what I'm doing, let me customize my workflow. In the Warning dialog box, click Confirm
and Proceed.
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4. Select RunHypervisor Configuration and click Continue.

5. Complete the information for the UCS Manager, Domain Information, and Hypervisor Credentials.

Field Description Default Value

UCS Manager Host Name FQDN or the VIP address of the UCSM

UCS Manager User Name Admin user or anuser with UCSM Admin
admin rights

Password Password for the UCS Manager User Name

Domain Name Active Directory domain name that the HyperFlex cluster is going to be a
member off.

Local Administrator User Name Local Administrative username on the |Administrator
Hyper-V Hosts

Local Administrator Password Password for the local administrative |Cisco 123
user on the Hyper-V hosts

‘& If you have not changed the Administrator password for the Windows Hyper-V in the previous step, the default value is
shown.
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UCs Manager Credentials Configuraticn
UCS Manager Hoz: Name ULS Mansger User Mame Fesswrd
ucs-hx-eap.czcalab.dk admin

Durmain Infarmalion

Reenain Rame

Hypervisor Credentials

Local Administrator User Hame Lozl administrato: Passward

Salect A Fle

Lilrin sratar

bmsmmesmmesmsss-esss-s;sssssss-sssssssssssssssssssses—ms===—==———

The HX Data Platform Installer now connects to UCSM and lists the relevant servers forthe HX Cluster. The HX Data Platform
Installer will validate UCS Firmware, etc.

6. Validate the selected servers and click Continue.

7. Complete the network information as you have done in section Cisco UCS Manager Configuration using HX Data Platform
Installer and make sure the data is the same. Click Continue.

VLA Configuragan Cenfiguration
WLAR far Hypirdise and HyesFlin maragement VLA Tar Hyper Flox stosage Salfic [Err—
LN Same A L ame e
-
[ sank S— e ranhenian ok
[
LA Far ¥ Live MIgration LA 0T VI etk
=
AN Same P WL R VLN I
[
b fsemigate zanz n netwer nea
Server Selection
WE RIS HEA LR
FAAL Pool WEPIIABITRE § HeAFEI0T HSSS.
s
MAT e Fredre
1
S
“insand mant
‘he-et-rngmt’ IF Mool for Jut-o®band CIKC EE
1P Elncie Subnzt Garzuny
WU s TR
e
505 Storage
FC Sierage
Ao
' - Firrmcara arann lygzarsia Choster Hams Cirg wame
B P LA

8. Configure Hypervisor Settings. Input the values for the Hypervisor configuration as show below:
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Field Description Example Value

Configure common Hypervisor Settings

Subnet Mask Subnet mask for the hypervisor hosts 255.255.255.0
management network

Gateway Default gateway for the hypervisor hosts  [10.101.251.1
management network

DNS Servers Comma separated list for the DNS Servers |10.99.2.200,10.992.201
in the AD that the hypervisor hosts are
going to be member of.

Hypervisor Settings
Static IP address Management IP address for each host 10.101.251.41
Hostname Hostname for each host HX-Hypv-o1

'ﬂ If you leave the checkbox Make IP Addresses and Hostnames Sequential as checked then the installer will automati-
cally fill the rest of the servers sequentially.

Configure comman Hypervisor Settings Configuration

subines Mask Gateway DS Sarver(s) Credentials

255.256.266. 002597
36.265. 7560 101 [

aap.cizenlab,dy

adriin

Cizcolab.di
Hypervisor Sellings .
@ Make IP Addresses and Hostnames Seauentis Adrvinisly sl

Server Salection

Serial Static |7 Address Hasrame

A e
£ TR R WIPI14ECTRIS
sever WERZIABITSY 6100, 26141 [EERINIY
TR A8
WZR214B0750 S
Server 2 WZP214507RI 10.101.261.42 o EAR 02
UCEM Configuration
his<band-rrgmt
Server3 WZPZI4EITRE 10101,261.43 H¥ EAP 03
293G
sst0rEge-4ata
selverd WEPZIABITSC 6100, 261 44 HX-E&F- 04
FECE
(13
Primary DNS Suffix o Additional DMS Sulfixes

Cizzolsbdk

< Back

9. Click Startto begin the Hypervisor Configuration.

The installation continues and configures the Hypervisor hosts.
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' 4

L d

Start Hypervisor
Configuration

(o Hypervisor Configuration in Progress

Hypervisor Configuration

Hypervisor Configuration - Overall v Login to UCS API

v Query viMedia mount status
v Inventory org specific physical HX servers
v Inventory physical servers

v Logout from UCS APl

+ CONFIGURATION COMPLETED SUCCESSFULLY

'ﬁ Be aware that if the steps are completed as shown above, the Hypervisor configuration is not completed. The servers
are working in the background until the installer reports an overall completion as shown below.

O ©

Configuration

+/ Hypervisor Configuration Successful

Hypervisor Configuration

Hypervisor Configuration - Overall

v Login to UCS AP|
v vMedia mount remove
v Logout from UCS API

v CONFIGURATION COMPLETED SUCCESSFULLY

Deploying HXData Platform Installer and Cluster Configuration

1. LogintoHX Data Platform Installer.
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2. Inthe top right corner of the install, select Start Over, and confirm that you wish to start over. From the HX Data Plat-
form Installer Workflow page, select | know what I'm doing, let me customize my workflow.

3. Check both Deploy HX Software and Create HX Cluster and Continue.
4. Click Confirm and Proceed at the Warning message.

5. Enter Domain Information, Hypervisor credentials, etc.

Field Description Example Value
Domain name Active Directory domain thatthe cluster | contoso.com
is going to a part of.

HX Service Account The HX Service account that was hxadmin
created during the Pre-installation
checklist
Password Password forthe HX Service account
Configure Constrained Delegation Now Checked
Use HX Service Account Uses the HX Service Account for the Checked

Constrained delegation. The user must
be a Domain admin.

Advanced Attributes (optional)

Domain controller FQDN for the Domain controllerthatyou | dc.contoso.com
want to use specificallyfor the
installation.
Organization Unit The OU that was created during the OU=HyperFlex,DC=contoso,DC=com.

Pre-Installation can befilled out here,
and then this OU will be home forthe HX
Nodes in the Active directory

Hypervisor Credentials

Local Administrator User Name Local Administrative username on the Administrator
Hyper-V Hosts

Local Administrator Password Password forthe local administrative Ciscol123
useronthe Hyper-V hosts

6. Enter IP Addresses.
7. Click the Add server button for you to have the amount of server entries that you need for your cluster.
8. Enter the hostnames for the Hyper-Hosts and the Storage Controllers running on the Hyper-V hosts. These hostnames

must be added to forward and reverse lookup prior tothis step and remember that only Windows AD Integrated DNS is
supported.

# That the management VLAN uses DNS toresolve the addresses and the Data VLAN does not.
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Table11 Cluster Addresses
Field | Description | Example Value
Management

Cluster Address

Hostname forthe HX ConnectUI

HX-EAP-01-MGMT

SubnetMask Subnetmaskfor the management 255.255.255.0
VLAN

Gateway Gateway address forthe management | 10.101.251.1
VLAN

Data

Cluster Address

IP address forthe HX clusteron the
data VLAN

10.101.252.50

SubnetMask Subnetmask for the HX data VLAN 255.255.255.0

Gateway Gateway for the HX data VLAN 10.101.252.1

Table12 Cisco HX Cluster

Field | Description | Example Value

Cisco HX Cluster

Cluster Name (SMB Access Point The clustername will be used as the HX-EAP-01
FQDN For the datastores.

Replication Factor How many copies ofdata you want. 3 (default)

Failover Cluster Name This name is used forthe windows HX-EAP-CLUO1

failover cluster.

Controller VM

Create Admin Password

The Installer will automaticallychange
the defaultpassword on the controllers
to a userdefined password*

Confirm Admin Password

Confirm the previous password.

System Services

DNS Servers

Comma separated lists of DNS Servers.

10.99.2.200,10.99.2.201

NTP Servers

The Controller VM's needs to be in sync
with the Windows AD therefore you
need to pointto your AD domain
controllers fortime synchronization.

dcl.contoso.com,dc2.contoso.com

DNS Domain Name

The Domain name for the Active
Directory.

contoso.com

Time Zone

The time zone in which you want the HX
controllers to report.

Auto Support

Enable Connected Services

Auto Supportwill ship telemetrydata of
the HX clusterto Cisco Support.

Checked
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Field

Description

Example Value

Send Service ticketto

Add your own email address or alias so
you canreceived a copy of the ticket
sentto Cisco.

con@contoso.com

Advance Network

ManagementVLAN Tag

VLAN used forthe Management
network, it mustbe the same as used
earlierinthe installation process for the

ManagementVLAN tag

managementnetwork.

Data VLAN Tag VLAN used for the data network, it must | Data VLAN tag
be the same as used earlierinthe
installation process for the data
network.

Advance Configuration

Enable Jumbo Frames on Data Network | Ensures thatwe are running Jumbo Checked
frames on the links connected to the
storage VM's.

Disk Partitions If you want to clean up you environment | Unchecked
during a re-installation check this box.

DI Optimize for VDI only deployment Checked

Hypervisor Settings

Primary DNS suffix

Already filled out by some ofthe earlier
steps.

Additional DNS Suffixes

If you need more suffixes appended on
your Hyper-V hosts.

9. Fillinthe fields on the page according to the following information:

# The password must be complex, have a minimum of 10 characters, and include at least 1 uppercase letter, 1digit, 1

special character.

10. Click Continue.
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Cisco HX Cluster

Cluster Name (5MB Access Paint]

hx-gap-01

Contraoller ¥

Create Admin Passward

System Services

Replicatian Factar

Confirrn Admin Password

DME Serveris] NTP Server(s)
10.98.2.200,10.99.2.201 Ciscolat.dk

Time Zone

| TUTC+21-00) Brussels, Copenbagen, Madrid, Paris LA

Auto Support
Autn SUpport

Enable Connected Services

L
{Recommarded)

Advanced Metworking

fdanagement VLAN Tag

Data VLA Tag

7857

Advanced Configuration

lumba Frames

Enakle Jumbo Frames on
(ata Metwork

Failaver Cluster Name

HX-

P-CLUDT

DME Damain Mame

ciscolab.dk

send service ticket notifications to

lagranbe@cisco.com

Management vswitch

wawitch-na-inband-mgmt

Data viwitch

iteh-f-slora

Disk Partitions

#  Clean up disk partitions

Wirtual Desktop (VD)

Cptimze for VOl only
daploymant

Configuration -

Credentials

Ciscolab.di

hiagmin

ime Zane Romance Standars Time

ser ame Administratoe

5 Pain hx-2ag-01

Cluster HX-EAP-U1-MGMT

TLAOLES

2552552550

255.255.255.0

10.101.251.1

101012521

“or HE-EAP-1.Ciscrab.dk

Nanagema 2 HE-EAR-1-
Coatralle CNTLCiscoab.dk

¢ HH-EAP-2.Ciscoiab,dk

Managerr e HX-EAP-2-
Cantralle CNTL.Ciscolab.dk

RER I R

rralle LA

o HE-EAP-3.Clscorabudk

HX-EAP:

'ﬁ After clicking Start, the installation

and configuration of HX will begin and can take up to 2 hours to complete.
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Start

) Deploy in Progress

Deploy - Overall

HX-EAP-1.Ciscolab.dk

HX-EAP-Z.Ciscolab.dk

HX-EAP-3.Ciscolab.dk

HX-EAP-4.Ciscolab.dk

Configuring the hosts:

Deploy

Deploy

Hypery Hest Add

Gertting Ready to Copy Required Powershell, Task and XML files to Windows Hast

Chimao:

Hypery Host Add

Getting Ready to Copy Required Powershell, Task and XML files to Windows Hast

Chmod Keyless Passward File (later copy to

Hypery Hest add

Gerting Ready to Copy Required Powershell, Task and XML files to Windows Hast

Hypery Host Add

Getting Ready to Copy Required Powershell, Task and XML files to Windows Hast

Chmod Keyless Passward File (later copy to
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(7 (7
O ) ) ©
Start Deplay Dep Create
Validation Validation

'-) Cluster Creation in Progress

Cluster Creation - Overall

In Progress

O

Cluster
Creation

| Cluster Creation

hx-eap-01 +  ZKensemble
In Progress HxCluster ZK ense
v Init Management Service
HxCluster Init Management

Stora

Storage HxCluster

HxCluster

The cluster is created and on completion you will see the following screen:

Cluster Mame hx-eap-01 m

Version 2,0.13-25499 Domain Name

Cluster Management IP Address HE-EAP-01-MGMT . Ciscolab,dk Failover cluster Name

Cluster Data P Address 10.101.252,50 DNS Server(s)

Replication Factor Three copies NTP Server(s)

Available Capacity 64TE

Servers
Model Serial Number Management Hypervisor Management Storage Contreller Data Netwaork Hypervisor
HXAFZZ0C-M55K WZP2148075Y 10.101.251.41 10.101.251.51 10,101.251.41
HXAFZZ0C-MESK WZP2148075C 10.101.251.44 T0.101.251.54 10.,101.251.44
HXAFZZOC-MESK WZP214807R1 T0101.251.42 10.101.251.52 10.101.251.42
HXAFZI0C-MSEX WIPI14B07RE 10.101.251.43 10.101.251.53 10.101.251.43

121

Back to Workflow Selection

Ciscolab.dk

HE-EAP-CLUDY

10.99.2.200, 10.99.2.201

Ciscolab.dk

Data Network Storage Controller

10.101.252.51

10.107.252.54

10.101.252.52

1010125253

unch HyperFlex Connect
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Cluster Validation

To verify that the cluster is healthy, complete the following steps:

1. Logintothe HyperFlex Connect Uland verify that it reports cluster as healthy.

2. Click Launch HyperFlex Connect onthe screen to access the HyperFlex Connect Ul.

® @ o ciscoHypeFlxCarnazt X (=]

< C & NotSecure  hups://hx-eap-01-mgmt.ciscoiab.adk/#/ w @ ¢

]
cisco

Cisco HyperFlex Connect

HyperFlex

3. HyperFlex Connect Uldisplays. Log in with your newly created hxadmin user and password that you provided during
the installation. If the cluster is healthy, it will appear as shown in the image below:
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& Do not to change the name or any resource configuration for the controller VM.

£

4. Use the HyperFlex connect Ul to create a datastore. While using HyperFlex Connect Ul to create a datastore there is an
option to select the block size. 8Kiis the default.

HXAFM5-HZVDI

@ Dashboard
Datastores Last refeshen s 1109300077 83004 A

w Create Datastore

Namea

MONTOR

& wams

“  Mount Summary Pairing Status Status Size Used Free

*  Events
! activity

No records found

ANALYLE Create Datastore

Ll Ferformance
Datastora Name

PROTECT
HIAE-VLOS

3] Replication
Siew Bluck Size

MANAGE "
10 = T s

[ virtual Machines
X upgrade

. wehcl
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Post HyperFlex Cluster Installation for Hyper-V 2016

The HyperFlex installer configures all components of the environment from the UCS policies tothe Hyper-V networking. In
order to manage the environment from SCVMM for the purpose of VDI, you must perform some post -installation steps to
allow Citrix XenDesktop to use the environment. Below are the steps to prepare the environment for VDI use.

Create Run As Accountin VMM

A Run As account is a container for a set of stored credentials. In VMM a Run As account can be provided for any process
that requires credentials. Administrators and Delegated Administrators can create Run As accounts. For this deployment, a
Run As account should be created for adding Hyper-V hosts and clusters.

To create a Run As account, complete the following steps:

1. Click Settings and in Create click Create Run As Account.
2. In Create Run As Account specify name and optional description to identify the credentials in VMM.

3. In User name and Password specify the credentials. The credentials can be a valid Active Directory user or group ac-
count, or local credentials.

4. Clear Validate domain credentials if it is not required and click OK to create the Run As account.

Servers

When running the Hyperflex installer, we specified the cluster hostname of ‘HXHVaWFC’' .The installer created and
configured the cluster and it needs to be added to the System Center VMM server to use with XenDesktop.

e Add Cluster created by HX Installer to SCYMM
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% Add Resource Wizard X

€ Discovery Scope X

Resource Location Specify the search scope for virtual machine host candidates

Credentials Search for computers by whole or partial names, FQDNs, and IP addresses. Altematively, you may
te an Active Directory query to discover the desired computers.
Discovery Scope

)

® Specify Windows Server computers by names

Target Resources

() Specify an Active Directory query to search for Windows Server computers

Host Settings
Enter the computer names of the hosts or host candidates that you want VMM to manage. Each
Summary computer name must be on a separate line.

Computer names:
| hchv 1wk

Cluster name provided
in the Hyperflex installer

[] Skip AD verification

Examples:  server]
server].contoso.com
10.0.1.1
2301:110:1e:3:8ffcfedd 23

Previous || Net || Cancel |

Networking

Network switches and interfaces are created by the HyperFlex installer. A network team will be created for the
Management, Storage, VM Network and Live Migration networks specified during the installer.

When the teams are created, the Network Sites must be created and added to the logical networks created by the installer.

1. Under Fabric -> Networking -> Logical Networks, find the Logical Network created by the installer.

ﬁ In this example, itis ‘vswitch-hx-vm-network’
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2. Right-click and select ‘Properties’ of the logical network.

[l Aoministrator - HA-SLVMMNXIVGOM jocal - Virtual Macnine Manager (tvaluation Version - |3 days remaining)

[~ [
3 i Create P Pool ?
fh_f 4’ & Create MAC Pool o

& Power!
) Virtual Machines  [£]Jobs

Create Logical Create VM Creste Crenz Ovemew Fabric =
Network  Network & Create VIP Template | ogical Switch e Resources | J Hosts mPRO
(reate d h Wind
Fabric < Logical Networks and IP Pools (7)
4 99 Servers [
4 2 All Hosts Name . | Network Compliance | Subr
4 HXEAP rhhehvdom Fully compliant
W HXHVIWEC VDI Fully compliant
4 &, Infrastructure rhrvdi-network Fully compliant
% Library Servers vhtvswitch-ha-inband-mgmt Fully compliant
l? PXE Servers rhtvswitch-hx-fivemigration Fully compliant
& Update Server rhivswitch-hx-storage-data Fully compliant
8 Center Servers rhrvsvitch-hx-vm-network Fullcomeliant
W VMM Server & Create IP Pool
AA Nerweiiing A Create VM Network
A Logical Networks |+, View Dependent Resources
4 MAC Address Pools = Remove
22 Load Balancers » .
ZVIP Templates |_ [y ! l
B | ogical Switches
& Port Profiles
i Port Classifications
2 Mahund Camcrn

3. Under Network Site, add a site so a VLAN can be specified on the Logical Network.

'& In this example VLAN 34 was used for the VM network.
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Fully compliant
Fully compliant
Fully compliant

Fully compliant

A1 vswitch-hx-vm-network Properties X

Name Network sites

Network sites can be added to a logical network to associate VLANs and subnets to host groups.
Network Site

Enter IP subnets using CIDR notation, for example: 192.168.1.0/24, FD4A:29CD:184F:3A2C:/64.

4] Addyg Remove
] vswitch-hx-vm-netwo..  Hoct groups that can use this network site:
2 3 Al Hosts
v 3 HXEAP

Associated VLANs and IP subnets:
VLAN | IP subnet | | Insert row
34 =

Network site name: vswitch-hx-vm-network 0

ok || concel

4. When the network site is created, make sure each host inthe cluster has the proper VLAN checked in its properties.
This can be found under the properties of each host, under Hardware -> and scroll to the ‘team-hx-vm-network’

Storage

The data stores created in the HyperFlex Connect interface, creates an SMB share to use to place Virtual Machines. The
naming convention is “\\hxClustername\DatastoreName’

To add the HX Datastores tothe HX cluster, complete the following steps:

1. Right-click the Cluster ‘HXHViWFC’ ,select Properties and click ‘File Share Storage’
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e oz e T

ol VM Networks

& IN-0979 Running Running
Storage & IN-0627 Running Running
= & IN-0115 Running Running
f “‘fl:;b:; O IN-0411 Running Running
e .
+ @ HXHVIWEC |l HXHVIWEC hxhvdom.Jocal Properties X
’ hxhvl "'
& w2 & | Genera File Share Storage
' hxhv3 &
? howd & | Status The following file shares will be available as storage locations for VMs deployed to nodes in this cluster:
? hns & : File Share Path Access Status | Classification | Free Space | Total Capacity
F e B [iaaetonge \Whxh 1cip hxhvdom.local\Wite. 7 R Storage 9 20,480.00 GB
? i \\hxhw Icip.hxhvdom.local\infra ] Remote Storage 2,005.94 GB 2,048.00 GB
# g

&
&
&
#"
&
&b
&
&
:;: Repair Add... Remove

&
B | [ViewSoit [EoT (o]

& WA Riinnine Riinmina

2. Click Add to specify the UNC path for the datastore.
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ﬁ HXHVIWFC hxhvdom.local Properties

General File Share Storage
Status The following file shares will be available as storage locations for VMs deployed to nodes in this cluster:
File Share Path | Access Status | Classification | Free Space | Total Capacity
Available Storage - 3
\\hshv 1cip hxhvdom.local\Write... o Remote Storage 2033389GB  20,480.00 GB
W Tcip hxhvdomlocalinfra ©  RemoteStorage 200504GB  204800GB
Shared Volumes
& Add File Share
Virtual Switches UNC path for
Specify a valid SMB share path to use for VM HX Datastore
Custom Properties deployment
File share path: | WHXClustemame\datastoreName ~~~ *|

To register a file share to this cluster, select a managed file share from the
list or enter the UNC path for an unmanaged file share.

For managed shares, VMM grants file share access to the Active Directory
computer account for the virtualization cluster and the VMM cluster
management account. For unmanaged file shares, ensure that the Active
Directory computer account for the virtualization cluster and the VMM
cluster management account have access to the file share,

To bring a file share into management: in the VMM console, open the Fabric
workspace, click the Providers node, and then click "Add Storage Device.”

|| [ Remave |
][ Gona ]
(Vi s [Cox ][ G ]

3. Click OK.
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Build the Virtual Machines and Environment for Workload Testing

Software Infrastructure Configuration

This section details how to configure the software infrastructure components that comprise this solution.

Install and configure the infrastructure virtual machines by following the process provided in Table 13

Table 13  Test Infrastructure Virtual Machine Configuration

Operating system

M icrosoft Windows Server 2016

Microsoft Windows Server 2016

Infra-DS volume

Virtual CPU amount 6 8

M emory amount 8 GB 8 GB

Network VMNIC VMNIC
InBand-M gmt InBand-M gmt

Disk-1 (OS) size and location 40 GB 40 GB

Infra-DS volume

Disk-2 sizeand location

Operating system

Microsoft Windows Server 2012 R2

Operating system

Virtual CPU amount 4

M emory amount 4GB

Network VMNIC
InBand-M gmt

Disk sizeand location 40 GB

M icrosoft Windows Server 2016

Microsoft SQL Server 2016

Microsoft Windows Server 2016

Virtual CPU amount

M emory amount

16 GB

8GB
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Infra-DS volume

Network VMNIC VMNIC
InBand-M gmt InBand-M gmt
Disk-1 (OS) size and location 40 GB 40GB

Infra-DS volume

Disk-2 sizeand location

Operating system

200 GB Infra-DS volume

SQL Logs

Microsoft Windows Server 2016

NS11.1 52.13.nc

Virtual CPU amount 4 2
M emory amount 4GB 2GB
Network VMNIC VMNIC
InBand-M gmt InBand-M gmt
Infra-M gmt
Disk sizeand location 40 GB 20GB

Prepare the MasterImages

This section detail how to create the golden (or master) images for the environment. VMs for the master images must first
be installed with the software components needed to build the golden images. For this CVD, the images contain the basics
needed torun the Login VS| workload.

To prepare the master VMs for the Hosted Virtual Desktops (HVDs) and Hosted Shared Desktops (HSDs), there are three
major steps to complete when the base virtual machine has been created:

e Installing OS
e Installing application software
e Installing the Virtual Delivery Agents (VDAs)

The master image HVD and HSD VMs were configured as listed in Table 14 :

Table14 HVD and HSD Configurations

Operating system Microsoft Windows 10 64-bit Microsoft Windows Server 2016
Virtual CPU amount 2 6
Memory amount 2.0 GB (reserved) 24 GB (reserved)
Network VMNIC VMNIC
vm-network vm-network
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Citrix PVS vDisk size and location

24 GB (thick)

VDI WriteCache Volume

100 GB (thick)

Infra-DS volume

Citrix PVS write cache

Disk size

6 GB

24 GB

Additional software used for testing

Microsoft Office 2016

Login VSl 4.1.32 (Knowledge Worker
Workload)

Microsoft Office 2016

Login VSl 4.1.32 (Knowledge Worker
Workload)

Installand Configure XenDesktop Delivery Controller, Citrix Licensing, and StoreFront

This section details the installation of the core components of the XenDesktop/XenApp 7.16 system. This CVD provides the
process toinstall two XenDesktop Delivery Controllers to support hosted shared desktops (HSD), non-persistent virtual

desktops (VDI), and persistent virtual desktops (VDI).

The process of installing the XenDesktop Delivery Controller also installs other key XenDesktop software components,
including Studio, which is used to create and manage infrastructure components, and Director, which is used to monitor

performance and troubleshoot problems.

Install Citrix License Server

To install the Citrix License Server, complete the following steps:

1. To begin the installation, connect to the first Citrix License server and launch the installer from the Citrix XenDesktop

7.16 1SO.

2. Click Start.
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Deliver applications and desktops to any user, anywhere,
on any device.

» Hybrid cloud, cloud and enterprise provisioning
» Centralized and flexible management

Manage your delivery according to your needs:

XenApp Deliver applications

Xen DeS ktO p Deliver applications and desktops

CiTRIX

3. Click “Extend Deployment - Citrix License Server.”

XenDesktop 7.16

Get Started Prepare Machines and Images

Delivery Controller Virtual Delivery Agent for Windows Server OS

Start here. Select and install the Delivery Controller and other Install this agent to deliver applications and desktops from server-
essential services like License Server and StoreFront. based VMs or physical machines.

Extend Deployment

Citrix Director i Citrix Studio Self-Service Password Reset
Citrix License Server i Universal Print Server i  Session Recording

Citrix StoreFront i Federated Authentication Service

Services and Support

-} Access supporting content online.
Access knowledge base articles, security bulletins, and troubleshooting guides.

4. Read the Citrix License Agreement.
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5. If acceptable, indicate your acceptance of the license by selecting the “I have read, understand, and accept the terms of
the license agreement” radio button.

6. Click Next.
XenDesktop 7.16 Software License Agreement
Licensing Agreement Printable version
|
Sote Components ‘ CITRIX LICENSE AGREEMENT -
Firewall This is a legal agreement ("AGREEMENT") b the end ("you"), and =
Summary the providing Citrix entity (the applicable providing entity is hereinafter referred to as
"CITRIX"). Your location of receipt of the Citrix product (hereinafter "PRODUCT") and
Install maintenance (heremafter "MAINTENANCE") determines the providing entity as
Finish identified at https:/www.citrix.com/buy/licensing/citrix-providing-entities. html,  BY
i INSTALLING AND/OR USING THE PRODUCT, YOU ARE AGREEING TO BE
BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE
TERMS OF THIS AGREEMENT, DO NOT INSTALL AND/OR USE THE PRODUCT.
Nothing contained in any purchase order or any other document submitted by you shall in
any way modify or add to the terms and conditions contained in this AGREEMENT.
1 PRODUCT LICENSES.
a End User Licenses. The software in a software PRODUCT and the
ftwvare installed in an appli PRODUCT is made available by CITRIX
vnder the license models identified at http:/www.citrix com/buy/licensing/
product html. Any experimental features delivered with such software will be
identified and are licensed only for internal testing purposes. *Software” means
a Citrix proprietary and/or open source software program in object code form
1 d I der. "Appliance" means a hardware appliance with installed
Cabrvnes Natauthatnndineg amrthions ant facth in thin ACDEEMENT ac nt tha x
QI have read, understand, and accept the terms of the license agreement
) 1 do not accept the terms of the license agreement
7. Click Next.
XenDesktop 7.16 Core Components
¥ Licensing Agreement For scale and performance reasons, it is recommended that Director and the License Server be
J installed on separate servers.
Core Components
Fireveall Location: C:\Program Files\Citrix
Summary
Install License Server (Required)
Manages product licenses,
Finish

\_ Back )m Cancel

8. Select the default ports and automatically configured firewall rules.
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9. Click Next
XenDesktop 7.16 Firewall
¥ Licensing Agreement The default ports are listed below.
¥ Core Components
License Server
Firewall
Summary 7279 TCP
Install 27000 TCP
Fini 8083 TCP
= 8082 TCP

Configure firewall rules:

(®) Automatically
Select this option to automatically create the rules in the Windows Firewall. The rules will be
created even if the Windows Firewall is tumed off,

_) Manually
Select this option if you are not using Windows Firewall or if you want to create the rules
yourself,
o I
10. Click Install.
XenDesktop 7.16 Summary
¥ Licensing Agreement Review the prerequisites and confirm the components you want to install.

¥ Core Components . a
Installation directory

« Firewall
C:\Program Files\Citrix
S
e Core Components
Instal License Server
Finish

Firewall

TCP Ports: 7279, 27000, 8083, 8082

(e | T [ conce

11. Click Finish to complete the installation.
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XenDesktop 7.16 Finish Installation
¥ Licensing Agreement The installation completed successfully v Success
¥ Core Components
' Core Components

 Firewall v License Server Installed
Vommary Post Install
 Install v Component Initialization Initialized

Finish

Install Citrix Licenses

To install the Citrix Licenses, complete the following steps:

1. Copy thelicense files tothe default location (C:\Program Files (x86)\Citrix\Licensing\ MyFiles) on the license server.

Home Share View v e
E) ) L « ong_ram Files (x86) » Cltnx » Lf(gnfin‘g » Wﬁh&‘ v o I \ Search MyFiles »r l
b S Favorites Name = Date modified Type Size
| cmrxopt 10/10/2016 400PM  OPT File 1K8
[ > Thispc | | ] citric startuplic 10/10/2016 4:01 PM  LIC File 7K8
__| LicenseXD1000_071315_18mo_e.lic 10/10/2016 4:29PM  LIC File 16K8
b € N
=

2. Restart the server or Citrix licensing services so that the licenses are activated.

3. Runthe application Citrix License Administration Console.
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Citrix License Administration Console

v License Administration Co_..

Citrix Licensing Manager

Citrix Studio NEW

Citrix StoreFront NEW

Citrix Scout NEW

4. Confirm that the license files have been read and enabled correctly.

License Administratio

Alerts Concurrent Licenses Veniles Dascsmone CITRIX

Q i SADate In Use Uhvallable)

0 Critical

Install the XenDesktop

1. To begin the installation, connect to the first XenDesktop server and launch the installer from the Citrix XenDesktop
7.16 1SO.

2. Click Start.
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Deliver applications and desktops to any user, anywhere,
on any device.

» Hybrid cloud, cloud and enterprise provisioning
» Centralized and flexible management

Manage your delivery according to your needs:
XenApp Deliver applications

Xen DeS ktO p Deliver applications and desktops

CiTRIX

The installation wizard presents a menu with three subsections.

3. Click “GetStarted - Delivery Controller.”

XenDesktop 7.16

Get Started Prepare Machines and Images
Delivery Controller Virtual Delivery Agent for Windows Server OS
Install this agent to deliver applications and desktops from server-

Modify or remove Delivery Controller components.
based VMs or physical machines.

Extend Deployment

Citrix Director i Citrix Studio Self-Service Password Reset

Universal Print Server i Session Recording

Citrix StoreFront Federated Authentication Service

Services and Support

1 Access supporting content online.

Access knowledge base articles, secunity bulletins, and troubleshooting guides.
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4. Read the Citrix License Agreement.

5. If acceptable, indicate your acceptance of the license by selecting the “I have read, understand, and accept the terms of
the license agreement”  radio button.

6. Click Next.
XenDesktop 7.16 Software License Agreement

Licensing Agreement Printable version
Cove Components CITRIX LICENSE AGREEMENT N
Features This is a legal agreement ("AGREEMENT") b the end-user ("you"), and 1=

Firewall the providing Citrix entity (the applicable providing entity is hereinafter referred to as

“CITRIX"). Your location of receipt of the Citrix product (hereinafter "PRODUCT") and

Summary maintenance (heremnafter "MAINTENANCE") determines the providing entity as

Install identified at https:/www.citrix com/buy licensing/citrix-providing-entities.ntml.  BY

INSTALLING AND/OR USING THE PRODUCT, YOU ARE AGREEING TO BE

Smart Tools BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE

i TERMS OF THIS AGREEMENT, DO NOT INSTALL AND/OR USE THE PRODUCT.

Finish Nothing contained in any purchase order or any other document submitted by you shall in

any way modify or add to the terms and cond ined in this AGREEMENT.
i PRODUCT LICENSES.

a, End User Licenses. The software in a software PRODUCT and the

Aty installed in an appli PRODUCT is made available by CITRIX

under the license models identified at hitp:/Awwiv.citrix com/buy/licensing/

product html. Any experimental features delivered with such software will be

identified and are licensed only for internal testing purposes. “Software” means

i Citrix propnetar\ and’or open source software program in object code form

sed b der. "Appliance" means a hardware appliance with installed

Qafrnen Natvuthatnnding amsthins ant fncth in thin ACDTTAMENT ae nté the

Q( have read, understand, and accept the terms of the license agreement

) 1 do not accept the terms of the license agreement

o) O (o

7. Select the components to be installed on the first Delivery Controller Server:

a. Delivery Controller
b. Studio
c. Director

8. Click Next.
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XenDesktop 7.16 Core Components

¥ Licensing Agreement For scale and performance reasons, it is recommended that Director and the License Server be

installed on separate servers.
Core Components

Features Location: C:\Program Files\Citrix | Change...
Firewall
J Component (Select all)
Summary
Install o Deliv}ery Contvol}ler :
v Distributes applications and desktops, manages user access, and optimizes
Smart Tools connections.
Finish :
)l Studio
| 2 o
- Create, configure, and manage infrastructure components, applications, and desktops.
J Director

Monitor performance and troubleshoot problems

! License Server
A This component must be installed at least once.

! Storefront
: A This component must be installed at least once.

| Back ||V | Cancel |

'ﬁ Dedicated StoreFront and License servers should be implemented for large scale deployments.

9. Since aSQL Server will be used to Store the Database, leave “Install Microsoft SQL Server 2012 SP1 Express” un-
checked.

10. Click Next.

XenDesktop 7.16 Features

¥ Licensing Agreement Feature

¥ Core Components 2 -
i Install Windows Remote Assistance
Features Select this only if you need the shadowing feature of Director Server.
Firewall
Summary
Install

Smart Tools

Finish

oo | (S [ conce
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11. Select the default ports and automatically configured firewall rules.

12. Click Next.
XenDesktop 7.16 Firewall
¥ Licensing Agreement The default ports are listed below. Printable version
¥ Core Components
TN ) Delivery Controller Director
Firewall 80 TCP 80 TCP
Summary ’ 443 TCP 443 7CP
Install
Smart Tools
Finish

Configure firewall rules:
9 Automatically

Select this option to automatically create the rules in the Windows Firewall. The rules will be
created even if the Windows Firewall is tumed off.

O Manually
Select this option if you are not using Windows Firewall or if you want to create the rules
yourself.

Back ]m: Cancel

13. Click Install to begin the installation.

XenDesktop 7.16 Summary

¥ Licensing Agreement Review the prerequisites and confirm the components you want to install.

»

¥ Core Components 0§
‘ Installation directory —

« Features 223
CA\Program Files\Citrix
v Firewall
Prerequisites
Summary Microsoft Visual x64 C++ 2015 Runtime
Install ‘ Local Host Cache Sterage (LocalD8)
Smart Tools Microsoft Visual x86 C++ 2015 Runtime
4% Microsoft SQL CLR Types (x86) =
Finish Microsoft SMO Objects (x86)
Microsoft SQL CLR Types (x64)
Microsoft SMO Objects (x64)

Microsoft Internet Information Services
Windows Remote Assistance Feature

Core Components

Delivery Controller
Studio
Director

Features ¥

Back | Cancel

14. (Optional) Click the Call Home participation.
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15. Click Next.
XenDesktop 7.16 Smart Tools

¥ Licensing Agreement {Automate deployment tasks, health checks, and power management on-premises and in the ;
L i
¥ Core Components f'?fd _________________________________________________________________________________ /
 Features Smart Check
Run health checks and turn on Call Home to diagnose issues and find recommended H
¥ Firewall 5 !
fixes. Learn more about Call Home |
¥ Summary Smart Scale
« Install - Keep your cloud Site costs under control with smart power management for VMs.
Smart Tools Smart Migrate :

Finish Simplify migration to the latest XenApp and XenDesktop versions.

inis

Smart Build i
Quickly build sites on-premises and in the cloud using ready-made or custom blueprints, |

(®) | want to connect to Smart Tools and Call Home. (Recommended)

() | want to connect to only Call Home,

() | do not want to connect to Smart Tools or Call Home

‘ @ You will need Citrix Cloud or citrix.com credentials. View your privacy policy here.

| Connect

16. Click Finish to complete the installation.

17. (Optional) Check Launch Studio to launch Citrix Studio Console.

XenDesktop 7.16 Finish Installation
¥ Licensing Agreement The installation completed successfully. v Success
¥ Core Components
Prerequisites
 Features v Microsoft Visual x64 C++ 2015 Runtime Installed
& Firewall v Local Host Cache Storage (LocalDB) Installed
v Microsoft Visual x86 C++ 2015 Runtime Installed
¥ Summary v Microsoft SQL CLR Types (x86) Installed
v Install v Microsoft SMO Objects (x86) Installed
¥ Stnart Teols v Mfcrosoft saL CLR.Types (x64) Installed
v Microsoft SMO Objects (x64) Installed
Finish v Microsoft Internet Information Services Installed
v Windows Remote Assistance Feature Installed
Core Components
v Delivery Controller Installed
v Studio Installed
« Director Installed
Post Install
v Component Initialization Initialized
(¥ Launch Studio
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Configure the XenDesktop Site

Citrix Studio is a management console that allows you to create and manage infrastructure and resources to deliver
desktops and applications. Replacing Desktop Studio from earlier releases, it provides wizards to set up your environment,
create workloads to host applications and desktops, and assign applications and desktops to users.

Citrix Studio launches automatically after the XenDesktop Delivery Controller installation, or if necessary, it can be
launched manually. Citrix Studio is used to create a Site, which is the core XenDesktop 7.16 environment consisting of the
Delivery Controller and the Database.

To configure XenDesktop, complete the following steps:

1. From Citrix Studio, click the Deliver applications and desktops to your users button.

&3 Citrix Studio

— X
File Action View Help
&< |E B E

& citrxstudio Actions
Citrix Studio -
Welcome View »

— W 1 G Refresh
Help

Welcome to Citrix Studio

To begin, select one of the three options below.

Site setup

Deliver applications and desktops to your users

Remote PC Access

Enable your users to remotely access their physical machines

Scale your deployment

Connect this Delivery Controller to an existing Site

2. Select the “Afully configured, production-ready Site” radio button.
3. Enter asite name.

4. Click Next.
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Site Setup

Studio Introduction

‘ You have two options when creating a new Site. The simplest option is to ically
Introduction Y create a fully configured, production-ready Site. The second, more advanced option is
| to create an empty Site, which you must configure yourself.

Databases

Licensing What kind of Site do you want to create?

Connection ®) A fully configured, production-ready Site (recommended for new users)
Network

_) An empty, unconfigured Site
Additional Features

Summary Site name:

[crxol |

5. Provide the Database Server Locations for each data type and click Next.

Site Setup

Studio Databases

Databases store information about Site setup, configuration logging and monitoring.
Choose how you want to set up the databases. Learn more

+ Introduction ‘

® Create and set up databases from Studio _ Generate scripts to manually set up
Databases (You can provide details of existing empty databases on the database server
. - databases)
Licensing
Connection | Provide database details
Network
4 Data type Database name Location (formats)
Additional Features
Site: | cxD713 site | |[cxo-ka |
Summary
Monitoring: | CTXD713_monitoring | |[cxo-ka |
Logging: | CTXD713 Jagging | [[cxo-ka |

0 For an AlwaysOn Availability Group, specify the group’s listener in the location.

Specify additional Delivery Controllers for this Site Learn more

1 selected

6. Foran AlwaysOn Availability Group, use the group’ s listener DNS name.
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¥ Auwailability Group Listener Properties - CTXD-HA 2t O %
Select a page U o 0 Help
& General
Listener DNS Name: | CTAD-HA
Patt [1433
Metwork Mode: Static IP
Subnet IP &ddress

Connection

Server:
15QL1

Cornection:
WDILAB-#D\admirizstraton

¢ Yiew connection properties

Progress

Ready

oK Cancel

7. Provide the FQDN of the license server.

8. Click Connect tovalidate and retrieve any licenses from the server.

'ﬁ If no licenses are available, you can use the 30-day free trial or activate a license file.

9. Select the appropriate product edition using the license radio button.

10. Click Next.

145



Build the Virtual Machines and Environment for Workload Testing

Site Setup
: Licensin
Studio 9
License server address: R | _j IB [ Connect ]
Connected to trusted server
¥ Introduction View certificate
¥ Databases I want to:
Licensing Use the free 30-day trial
- You can add a license later.
Connection
Network @ Use an existing license

The product list below is generated by the license server.
Additional Features

5 _ Product | Model
unmay: Q Citrix XenDesktop Platinum User/Device
Citrix XenApp Platinum Concurrent
Allocate and download... 1 | Browse for license file... ]

Back .

Cancel

11. Select the Connection type of System Center Virtual Machine Manager.

12. Enter the FQDN of the SCVMM server (in Server_FQDN/sdk format).

13. Enter the username (in domain\username format) for the Hyper-V account.
14. Provide the password for the Domain Admin account.

15. Provide a connection name.

16. Select the Other tools radio button.
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Site Setup
Studio Connection
Select a Connection type. If machine management is not used (for example when using physical
hardware), select ‘No machine management.’
¥ Introduction Connection type: Microsoft® System Center Virtuzl Machine Mana... ~
v Databases
Connection address: 10.1031.23
« Licensing
Connecti User name: administrator
Storage Management Password: ssssseee
Storage Selection .
Connection name SCVMM
Network

Additional
ddihonat Eatures Create virtual machines using:

Summary 8 Studio tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.
Cther tools
Back m Cancel |
17. Click Next.

18. Select HyperFlex Cluster that will be used by this connection.
19. Check Studio Tools radio button required to support desktop provisioning task by this connection.

20. Click Next.
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Site Setup

Studio

¥ Introduction

+ Databases

+ Licensing

+ Connection
Storage Management
Storage Selection
Network
Additional Features

Summary

Storage Management

Configure virtual machine storage resources for this connection.

Select a cluster: I HX-21B-CTX1

Il Browse... l

Select an optimizati hod for available site

9

@Use storage shared by hypervisors

[_] Optimize temporary data on available
local storage

() Use storage local to the hypervisor

21. Make Storage selection to be used by this connection.

22. Click Next.

Site Setup

Studio

v Introduction

v Databases

v Licensing

« Connection

¥ Storage Management
Storage Selection
Network
Additional Features

Summary

Storage Selection

When using shared storage, you must select the type of data to store on each shared storage
device: machine operating system data, personal user data, and if not storing temporary data
locally, temporary data. At least one device must be selected for each data type.

Select data storage locations:

s

el ===

23. Make Network selection to be used by this connection.

24. Click Next.
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Site Setup

Studio

v introduction

¥ Databases

¥ Licensing

« Connection

+ Storage Management

¥ Storage Selection
Network
Additional Features

Summary

Network

Name for these resources:

| Hv-301c |

The resources name helps identify this storage and network combination in Studic.

Select one or more networks for the virtual machines to use;

=/ | Name 0
| vswitch-hx-inband-mgmt

| vswitch-hx-storage-data

(¥ vswitch-hx-vm-network

0

25. Select Additional features.

26. Click Next.
Site Setup
Studio

¥ Introduction
« Databases
¥ Licensing
« Connection
+ Storage Management
¥ Storage Selection
+ Network
Additional Features

Summary

Additional Features

Use the following features to customize your Site. You can also enable/disable and configure
features later.

O

™

| Feature

AppDNA

Enable this feature to allow analysis of applications and operating systems, review
compatibility issues, and take remedial actions to resolve them.

App-V Publishing

Enable this feature if you will use applications from packages on App-V servers. If you
will use only applications from App-V packages on network share locations, you do not
need to enable this feature.

27. Review Site configuration Summary and click Finish.
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Site Setup

Studio

¥ Introduction
¥ Databases

v Licensing

« Connection

v Storage 5
v Network
v Additional Features

Summary

Summary
Site name: HX-HV
Site database: CitrixHX-HVSite
SQL1 (no high availability)
Monitoring database: CitrixHX-HVMonitoring
SQL1 (no high availability)
Logging database: CitrixHX-HVLogging

Delivery Controllers:
| License server:

Connection type:

Connection address:
Connection name:

Create virtual machines with:

Networks:
Virtual machine OS storage:

5QL1 (no high availability)
XDClhxhvdom.local

ANY:27000

Microsoft® System Center Virtual Machine
Manager

10.10.31.23

SCVMM

Studio tools (Machine Creation Services)
vswitch-hx-vm-network
\\hxhvicip.hxhvdom.jocal\Infra on

LA EHALEL et ek

o | T (o]

Configure the XenDesktop Site Administrators

To configure the XenDesktop site administrators, complete the following steps:

1.

2.

3.

4 [#» Configuration “
=]

8 Admirie

Connect tothe XenDesktop server and open Citrix Studio Management console.

From the Configuration menu, right-click Administrator and select Create Administrator from the drop-down list.

g Hosti
o« Licen
) Store
ely App-

& AppC

Create Report

| Create Administrator

View
Refresh

Help

& Zonel

Select/Create appropriate scope and click Next.
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Create Administrator

Studio

Administrator and Scope
Role

Summary

Administrator and Scope

Select an administrator:

‘VDILAB»XD\Domain Admins H Browse... J

Select a Scope:

Scopes are objects that represent something meaningful in an organization and that an
administrator is allowed to manage (for example, a set of Delivery Groups used by the Finance
team). Click a scope to see the objects in it.

‘ Scope name

O Al

All objects

4. Choose an appropriate Role.

Create Administrator

Studio

« Administrator and Scope
Role

Summary

Role

Select a role. Click a role name to view its permissions.

| Name : L3 i Type
Delivery Group Administrator Built In
Can deliver applications, desktops, and machines; can also manage the...
O  Full Administrator :
5 Built In
Can perform all tasks and operations.
Help Desk Administrator z
3 . 2 : BuiltIn
Can view Delivery Groups, and manage the sessions and machines ass...
Host Administrator Built In
Can manage host connections and their associated resource settings.
Machine Catalog Administrator Built In
Can create and manage Machine Catalogs and provision machines.
Read Only Administrator Built In

Can see all objects in specified scopes as well as global information, b...

=

5. Review the Summary, check Enable administrator, and click Finish.
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Create Administrator

Studio Summary
Administrator: VDILAB-XD\Domain Admins
+ Administrator and Scope Scope: All
PR Role: Full Administrator
Summary
| )
| Enable administrator
Clear check box to disable the administrator. No settings will be lost.

Save full permissions report

‘ Back Cancel

Configure Additional XenDesktop Controller

After the first controller is completely configured and the Site is operational, you can add additional controllers. In this CVD,
we created two Delivery Controllers.

To configure additional XenDesktop controllers, complete the following steps:

1. To begin the installation of the second Delivery Controller, connect to the second XenDesktop server and launch the
installer from the Citrix XenDesktop 7.16 1SO.

2. Click Start.
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Deliver applications and desktops to any user, anywhere,
on any device.

» Hybrid cloud, cloud and enterprise provisioning
» Centralized and flexible management

Manage your delivery according to your needs:

XenApp Deliver applications

Xen DeS ktO p Deliver applications and desktops

CiTRIX

3. Click Delivery Controller.

XenDesktop 7.16

Get Started Prepare Machines and Images

Delivery Controller Virtual Delivery Agent for Windows Server OS

Modify or remove Delivery Controller compo 3 Install this agent to deliver applications and desktops from server-
based VMs or physical machines.

Extend Deployment

Citrix Director Citrix Studio Self-Service Password Reset
Universal Print Server i Session Recording

Citrix StoreFront i Federated Authentication Service

Services and Support

1 Access supporting content online.
cess knowledge base artidles, security bulletins, and troubleshooting guides.

4. Repeat the same steps used toinstall the first Delivery Controller, including the step of importing an SSL certificate for
HTTPS between the controller and Hyper-V.
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5.

6.

Review the Summary configuration.

Click Install.

XenDesktop 7.16

¥ Licensing Agreement
¥ Core Components
 Features
+ Firewall

Summary

Install

Smart Tools

Finish

Summary
Review the prerequisites and confirm the components you want to install.

Installation directory M
C:\Program Files\Citrix
Prerequisites
Microsoft Visual x64 C++ 2015 Runtime
Local Host Cache Storage (LocalD8)
Microsoft Visual x86 C++ 2015 Runtime
Microsoft SQL CLR Types (x86) B
Microsoft SMO Objects (x86)
Microsoft SQL CLR Types (x64)
Microsoft SMO Objects (x64)
Microsoft Internet Information Services
Windows Remote Assistance Feature

Core Components

Delivery Controller
Studio
Director

Features ¥

(Optional) Clickthe “lwant to participate in Call Home.”

Click Next.

XenDesktop 7.16

¥ Licensing Agreement
¥ Core Components
« Features
¥ Firewall
v Summary
v Install
Smart Tools
Finish

Smart Tools

?,Automate deployment tasks, health checks, and power management on-premises and in the
i
icloud, i

Smart Check
Run health checks and turn on Call Home to diagnose issues and find recommended
fixes. Learn more about Call Home

Smart Scale !
- Keep your cloud Site costs under control with smart power management for VMs.

Smart Migrate H
Simplify migration to the latest XenApp and XenDesktop versions. :
Smart Build :
Quickly build sites on-premises and in the cloud using ready-made or custom blueprints,

| want to connect to Smart Tools and Call Home. (Recommended)
(0 I want to connect to only Call Home.
() | do not want to connect to Smart Tools or Call Home

6 You will need Citrix Cloud or citrix.com credentials. View your privacy policy here.
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9. Verify the componentsinstalled successfully.

10. Click Finish.

XenDesktop 7.16 Finish Installation
¥ Licensing Agreement The installation completed successfully v Success
¥ Core Components
Prerequisites
¥ Features v Microsoft Visual x64 C++ 2015 Runtime Installed
 Firewall v Local Host Cache Storage (LocalDB) Installed
4 . v Microsoft Visual x86 C++ 2015 Runtime Installed
v Summary v Microsoft SQL CLR Types (x86) Installed
v Install v Microsoft SMO Objects (x86) Installed
 Senart Tools v Microsoft SQL CLR Types (x64) Installed
v Microsoft SMO Objects (x64) Installed
Finish ' v Microsoft Internet Information Services Installed
| v Windows Remote Assistance Feature Installed
Core Components
v Delivery Controller Installed
v Studio Installed
+ Director Installed
Post Install
v Component Initialization Initialized

() Launch Studio

Add the Second Delivery Controller to the XenDesktop Site
To add the second Delivery Controller tothe XenDesktop Site, complete the following steps:

1. In Desktop Studio click the “Connect this Delivery Controller to an existing Site” button.

_

Welcome to Citrix Studio

To begin, select one of the three options below.

Site setup

Deliver applications and desktops to your users

Remote PC Access

Enable your users to remotely access their physical machines

Scale your

Connect this Delivery Controller to an existing Site

2. Enter the FQDN of the first delivery controller.

3. Click OK.
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Select Site

Specify the address of a Delivery Controller in the Site you wish to
join

[ xdc713-1.vdilab-xdlocal |

Example: deliverycontroller.example.com

4. Click Yes toallow the database to be updated with this controller’ s information automatically.

5. When complete, test the site configuration and verify the Delivery Controller has been added to the list of Controllers.

8 Citrix Studio - o X
File Action View Help
= 2w Hm
(88 CitrixStudio (CTXD) |

O Search
¥ Machine Catalogs

= Applisks + | Last Updated Registered Desitops View »
B Delivery Groups xdeT13-1.vdilab-xed local 0 minutes ago |G Refresh
A Applications 2dc713-2vdilab-xd Jocal 0 minutes ago
[ Policies Help
2 Logging *dcTi3-vdilab-sdlocal -
! Canfiguratis ‘ :
e gonnn?;rinilsgl:‘mr; B Remove Delivery Controller
55 Controllers Help
™ Hosting
& Licensing
Q) Storefront
[ App-V Publishing
i AppDNA
@ Zones

Install and Configure StoreFront

Citrix StoreFront stores aggregate desktops and applications from XenDesktop sites, making resources readily available to
users. In this CVD, we created two StoreFront servers on dedicated virtual machines.

To install and configure StoreFront, complete the following steps:

1. To begin the installation of the StoreFront, connect to the first StoreFront server and launch the installer from the Cit-
rix XenDesktop 7.16 1SO.

2. Click Start.
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Deliver applications and desktops to any user, anywhere,
on any device.

« Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

XenApp eliver applications

Xen DeSktOp Deliver applications and desktops

CiTRIX

3. Click Extend Deployment Citrix StoreFront.

XenDesktop 7.16

Get Started Prepare Machines and Images

Delivery Controller Virtual Delivery Agent for Windows Server OS

Madify or remove Delivery Controller components, Install this agent to deliver applications and desktops from server-
based VMs or physical machines,

Extend Deployment

i Self-Service Password Reset
Citrix License Server i Universal Print Server i Session Recording

Citrix StoreFront i Federated Authentication Service

Services and Support
roduct documentation Access supporting content online.

Knowledge Canter Access knowledge base articles, security bulletins, and troubleshoofing guides.

4. Ifacceptable, indicate your acceptance of the license by selecting the “I have read, understand, and accept the terms of
the license agreement” radio button.

5. Click Next.
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XenDesktop 7.16

Licensing Agreement
Core Components
Firewall

Summary

Install

Smart Tools

Finish

6. Click Next.

XenDesktop 7.16

¥ Licensing Agreement
Core Components
Firewall
Summary
Install
Smart Tools

Finish

Software License Agreement

" CITRIX LICENSE AGREEMENT -

This is a legal agreement ("AGREEMENT") between the end-user customer ("you"), and H
the providing Citrix entity (the applicable providing entity is hereinafter referred to as
“CITRIX"). Your location of receipt of the Citrix product (hereinafter "PRODUCT") and
maintenance (hereinafter "MAINTENANCE") determines the providing entity as
identified at https)/www.citrix.com/buy licensing/citrix-providing-entities.html.  BY
INSTALLING AND/OR USING THE PRODUCT, YOU ARE AGREEING TO BE
BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE
TERMS OF THIS AGREEMENT, DO NOT INSTALL AND/OR USE THE PRODUCT.
Nothing contained in any purchase order or any other document submitted by you shall in
any way modify or add to the terms and conditions contained i this AGREEMENT.

Printable version

PRODUCT LICENSES.

a, End User Licenses. The software in a software PRODUCT and the

fix installed i an appli PRODUCT is made available by CITRIX
under the license models identified at http:/www.citrix.com/buy/licensing/
producthtml. Any experi | features delivered with such softy will be
identified and are licensed only for internal testing purposes. “Software” means
a Citrix proprietary and/or open source software program in object code form
1% ik der. "Appliance’ means a hard with installed _
Confiernen Nabwithatnndins amsthine ant_Sacth_in_thia ACDEEMENT e nt_tho |

I have read, understand, and accept the terms of the license agreement

) 1do not accept the terms of the license agreement

Core Components

For scale and performance reasons, it is recommended that Director and the License Server be
installed on separate servers.

StoreFront (Required)

Provides authentication and resource delivery services for Citrix Receiver, enabling you
to create centralized enterprise stores to deliver applications, desktops, and other
resources to users on any device, anywhere.

sack | (S [ conce

7. Select the default ports and automatically configured firewall rules.

8. Click Next.
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XenDesktop 7.16 Firewall

¥ Licensing Agreement The default ports are listed below.

v Core Components

StoreFront
Firewall
Summary 80 TCP
Install 4437CP
Smart Tools
Finish
Configure firewall rules:
(®) Automatically
Select this option to automatically create the rules in the Windows Firewall. The rules will be
created even if the Windows Firewall is tumed off.
) Manually
Select this option if you are not using Windows Firewall or if you want to create the rules
yourself.
| Cancel |
9. ClickInstall.
XenDesktop 7.16 Summary
¥ Licensing Agreement Review the prerequisites and confirm the components you want to install.

v Core Components 2 .
Installation directory

 Firewall .
C:\Program Files\Citrix
S
et/ Core Components
e StoreFront
ot Jooe Firewall
Finish

TCP Ports: 80, 443

10. (Optional) Click “Iwant to participate in Call Home.”

11. Click Next.
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XenDesktop 7.16 Smart Tools

¥ Licensing Agreement IAutomate deployment tasks, health checks, and power management on-premises and in the !
idloud, |

¥ Core Components

 Features Smart Check
v Eirewall Run health checks and turn on Call Home to diagnose issues and find recommended !
rewal fixes. Learn more about Call Home
¥ Sommary Smart Scale 5
v Install - Keep your cloud Site costs under control with smart power management for VMs. .
Smart Tools Smart Migrate |
Finish Simplify migration to the latest XenApp and XenDesktop versions.
nis!

Smart Build !
Quickly build sites on-premises and in the cloud using ready-made or custom blueprints, |

) | want to connect to Smart Tools and Call Home. (Recommended)

() I want to connect to only Call Home.

() | do not want to connect to Smart Tools or Call Home

‘ @ You will need Citrix Cloud or citrix.com credentials. View your privacy policy here.

12. Check “Openthe StoreFront Management Console.”

13. Click Finish.

XenDesktop 7.16 Finish Installation
¥ Licensing Agreement The installation completed successfully ' Success
¥ Core Components
i Core Components
+ Firewall v StoreFront Installed
¥ Summary Post Install
 Install v Component Initialization Initialized

¥ Smart Tools

Finish

(] Open the StoreFront Management Console

14. Click Create a new deployment.
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& Citrix StoreFront — a X
File Action View Help
&= |5 3 m
Wﬁi’t;;&meﬁsnl Actions
View »
|G Refresh
Welcome to StoreFront N

Select an option below 1o creste a new store or extend your existing

deployment

Create a new deployment
Set up a deployment to deliver self-service applications, data, and desktops to your users.

Join existing server group
Add a server to an existing load-balanced group.

15. Specify the URL of the StoreFront server and click Next.

'& For a multiple server deployment use the load balancing environment in the Base URL box.

Create New Deployment
StoreFront Enter a Base URL
Confirm the base URL for services hosted on this deployment. For multiple server deployments,
specify the load-balanced URL for the server group.
Base URL
Getting Started Base URL:| | http://sf-713-1/ r'y
Store Name

Delivery Controllers
Remote Access
Authentication Methods
XenApp Services URL
Summary

Next | LCan(el .

16. Click Next.
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Create Store

StoreFront Getting Started
StoreFront stores provide your users with access to their Windows desktops and applications,
mobile applications, external software-as-a-service (SaaS) applications, and internal web
 Base URL ‘ applications through a single portal from all their devices.
Getting Started ‘
Store Name Store URL
[y gl [p———
'
Deli troll
elivery Controllers : Citrix
Remote Access ' Receiver

Authentication Methods

Receiver for Web Sit T
XenApp Services URL T e A B @ e Ry

End User

Summary Store Browser

< XenApp Services URL B

PNAgent

17. Specify a name for your store and click Next.

Create Store

StoreFront Store name and access

Enter a name that helps users identify the store. The store name appears in Citrix Receiver as part of
the user's account.

+ Base URL

V Getting Started @ Store name and access type cannot be changed, once the store is created.
Store Name ‘
Delivery Controllers Store Name: || hxdesktop

Remote Access

3 [ Allow only unauthenticated (anonymous) users to access this store
Authentication Methods — ly ( ymous)

XenApp Services URL

Unauthenticated users can access the store without presenting credentials.

Summary Receiver for Web Site Settings

|| Set this Receiver for Web site as IIS default
When this is checked, the Receiver for Web site created with the store will be set as the
default IIS website. This setting will override any previous defaults configured for the IiS
sites.

[oecc ) [ (ool ]

18. Add the required Delivery Controllers to the store and click Next.
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Create Store

StoreFront

+ Base URL

¥ Getting Started

¥ Store Name
Delivery Controllers
Remote Access
Authentication Methods
XenApp Services URL

Summary

19. Specify how connecting users can access the resources, in thisenvironment only local users on the internal network are

Delivery Controllers

Specify the XenDesktop delivery controllers, XenApp servers and XenMobile App Controller
instances for this store, Citrix recommends grouping delivery controllers based on deployments
(sites/farms).

Name Type Servers
XD-713-1.vdilab-x...

XenDesktop

][ Remove

Back Cancel

able toaccess the store, and click Next.

Create Store

StoreFront

v Base URL

¥ Getting Started

¥ Store Name

« Delivery Controllers
Remote Access
Authentication Methods
XenApp Services URL

Summary

Remote Access

Enabling remote access will allow users outside the firewall to access resources securely. You need
to add a NetScaler Gateway once remote access is enabled.

D Enable Remote Access

Select the permitted lev

Cancel

20. Onthe “Authentication Methods”

page, select the methods your users will use to authenticate tothe store and click

Next. You can select from the following methods:
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Create Store

StoreFront Configure Authentication Methods
Select the methods which users will use to authenticate and access resources. (i ]
¥ Base URL | Method 1

>

I User name and password

SAML Authentication

¥ Getting Started

+ Store Name

| Domain pass-through
« Delivery Controllers an be enabled / disabled separately on Receiver for Web sites
« Remote Access (] Smart card
Can be enabled / disabled separately on Receiver for Web sites
Authentication Methods [ HTTP Basic
XenApp Services URL [T Dace-thrannh fram NatQralar Gataway Y
Summary

v

21. Username and password: Users enter their credentials and are authenticated when they access their stores.

22. Domain pass-through: Users authenticate to their domain-joined Windows computers and their credentials are used to
log them on automatically when they access their stores.

23. Configure the XenApp Service URL for users who use PNAgent to access the applications and desktops and click Cre-
ate.

Create Store

StoreFront Configure XenApp Services URL

URL for users who use PNAgent to access applications and desktops.

+ Base URL [J Enable XenApp Services URL
+ Getting Started URL: 7 C

v Store Name

Make thi afault Store for PNAgent
Make this the default Store for PNAgen
« Delivery Controllers AP

« Remote Access o gdidie oot gl b o S e e o
¥ Authentication Methods
XenApp Services URL

Summary

Back Cancel
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24. After creating the store click Finish.

Create Store

StoreFront o Store created successfully
Store Name: hxdesktop
Remote Access: Disabled
+ Base URL Authentication Methods: User name and password, Domain pass-through

¥ Getting Started

+ Store Name Store URL
[y i - Export Provisioning File
« Delivery Controllers

'
- : Citrix
+ Remot: F Receiver
 Autt s
s w Receiver for Web Site .
¢ XenAppServicesURL | ] | eesescscsmccmmnen- @ Test Site
Summary Store Browser
.
K XenApp Services URL
PNAgent

Additional StoreFront Configuration

After the first StoreFront server is completely configured and the Store is operational, you can add additional servers.

To configure additional StoreFront server, complete the following steps:

1. To begin the installation of the second StoreFront, connect tothe second StoreFront server and launch the installer
from the Citrix XenDesktop 7.16 ISO.

2. Click Start.
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Deliver applications and desktops to any user, anywhere,
on any device.

« Hybrid cloud, cloud and enterprise provisioning
» Centralized and flexible management

Manage your delivery according to your needs:

XenApp Deliver applications

Xen DeS ktO p Deliver applications and desktops

CiTRIX

3. Click Extended Deployment Citrix StoreFront.

XenDesktop 7.16

Get Started Prepare Machines and Images

Delivery Controller Virtual Delivery Agent for Windows Server OS

Madify or remove Delivery Controller components, Install this agent to deliver applications and desktops from server-
based VMs or physical machines.

Extend Deployment

i Self-Service Password Reset

Citrix License Server i Universal Print Server i Session Recording

Citrix Storefront i Federated Authentication Service

Services and Support

tion Access supporting content online.
enter Access knowledge base articles, security bulletins, and troubleshooting guides.

4. Repeat the same steps used toinstall the first StoreFront.
5. Review the Summary configuration.

6. Click Install.
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XenDesktop 7.16 Summary

¥ Licensing Agreement Review the p isites and confirm the

1 P

you want to install.

¥ Core Components 3 :
< Installation directory

« Firevall
C:\Program Files\Citrix
Summat
. Core Components
fnsial StoreFront
Smart Tools Firewall
Finish
TCP Ports: 80, 443

7. (Optional) Click “lwant to participate in Call Home.”

8. Click Next.
XenDesktop 7.16 Smart Tools

V¥ Licensing Agreement {Automate deployment tasks, health checks, and power management on-premises and in the ;
p H
¥ Core Components goud, i
¥ Features Smart Check
Run health checks and turn on Call Home to diagnose issues and find recommended H
v Firewall Q !
fixes. Learn more about Call Home |
¥ Somimary Smart Scale
v Install - Keep your cloud Site costs under control with smart power management for VMs.
Smart Tools Smart Migrate :

Finish Simplify migration to the latest XenApp and XenDesktop versions.

st

Smart Build :
Quickly build sites on-premises and in the cloud using ready-made or custom blueprints, |

) | want to connect to Smart Tools and Call Home. (Recommended)

() | want to connect to only Call Home,

() | do not want to connect to Smart Tools or Call Home

0 You will need Citrix Cloud or citrix.com credentials. View your privacy policy here.

Connect

9. Check “Openthe StoreFront Management Console."

10. Click Finish.
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XenDesktop 7.16 Finish Installation
¥ Licensing Agreement The installation completed successfully v Success
v Core Components
Core Components
 Firewall v Storefront Installed
Y Sumipary Post Install
v Install v Component Initialization Initialized

¥ Smart Tools

Finish

(] Open the StoreFront Management Console

To configure the second StoreFront if used, complete the following steps:

1. From the StoreFront Console on the second server select “Join existing server group.”

Welcome to StoreFront

Select an option below to create a new store or extend your existing
deployment

Create a new deployment

Set up a deployment to deliver self-service applications, data, and desktops to your users.

Join existing server group
Add a server to an existing load-balanced group.

2. Inthe Join Server Group dialog, enter the name of the first Storefront server.
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Join Server Group

To authorize this server, first connect to a server in the group and choose "Add
Server”. Enter the provided authorization information here.

Authorizing server: | sf-713-1 |

Authorization code: | |

3. Before the additional StoreFront server can join the server group, you must connect to the first Storefront server, add
the second server, and obtain the required authorization information.

4. Connect tothe first StoreFront server.
5. Using the StoreFront menu on the left, you can scroll through the StoreFront management options.

6. Select Server Group from the menu.

8 Citrix StoreFront
L1 Stores

7. To add the second server and generate the authorization information that allows the additional StoreFront server to
join the server group, select Add Server.
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&& Citrix StoreFront
File Action View Help

oo 25 BE

4 Citrix StoreFront

Actions
2 Stores
G
Server Group Server Group

Add Server
Server Group Change Base URL
= View
Group details
|G Refresh
Base URL: http://sf-713-1/ Help
Number of servers: 1

8. Copy the Authorization code from the Add Server dialog.

Add Server

Authorize New Server
Enter authorization information for the server you want to add.

Authorizing server:  SF-713-1

Authorization code: |95671399

... Please wait...

9. Connect tothe second Storefront server and paste the Authorization code into the Join Server Group dialog.

10. Click Join.
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Join Server Group

To authorize this server, first connect to a server in the group and choose "Add
Server”. Enter the provided authorization information here,

Authorizing server: | sf-713-1 |

Authorization code: | 95671394 |

—_—
Join Cancel

11. A message appears when the second server has joined successfully.

12. Click OK.

Join Server Group

Joined Successfully

"I7-02" is now part of a multiple server deployment.

OK

The second StoreFront is now in the Server Group.

Install XenDesktop Virtual Desktop Agents

Virtual Delivery Agents (VDAs) are installed on the server and workstation operating systems, and enable connections for
desktops and apps. The following procedure was used toinstall VDAs for both HVD and HSD environments.

By default, when you install the Virtual Delivery Agent, Citrix User Profile Management is installed silently on master
images. (Using profile management as a profile solution is optional but was used for this CVD, and is described ina later
section.)

To install XenDesktop Virtual Desktop Agents, complete the following steps:

1. Launch the XenDesktop installer from the XenDesktop 7.16 I1SO.

2. Click Start on the Welcome Screen.
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Deliver applications and desktops to any user, anywhere,
on any device.

+ Secure mobile device management
« Hybrid cloud, cloud and enterprise provisioning
 Centralized and flexible management

Manage your delivery according to your needs:

XenApp Deliver applications

XenDesktop peiiver applications and desitops

CiTRIX

3. Toinstall the VDA for the Hosted Virtual Desktops (VDI), select Virtual Delivery Agent for Windows Desktop OS. After
the VDA is installed for Hosted Virtual Desktops, repeat the procedure toinstall the VDA for Hosted Shared Desktops
(RDS). In this case, select Virtual Delivery Agent for Windows Server OSand follow the same basic steps.

XenDesktop 7.16

Get Started Prepare Machines and lmages

Virtual Defivery Agent for Windows Desktop OS

Install this agent to deliver applications and desktops from Windows
desktop OS-based VMs or physical machines.

Extend Deployment

Citrix Studio

Services and Support

Access supporting content online.
Access knowledge base articles, security bulleting, and troubleshooting guides.

4. Select “Create a Master Image.”

5. Click Next.

172



Build the Virtual Machines and Environment for Workload Testing

XenDesktop 7,16 Environment
|
Environment 4 l Confi
Core Components
e | want to:

Additional Components @

Create a Master image
Defovery Canofer Select this option if you Use Machine Creation Services or Provisioning Services to
Features create virtual desktops from this master image.
Firewall _ Enable Remote PC Access

Select this option to install the Virtual Delivery Agent onto either a physical machine or
Summay) [N virtual machine that has been provisioned without the VDA.
Install
Smart Tools
Finish

Artivintm WWHn el

6. Optional: Select Citrix Receiver.

7. Click Next.
XenDesktop 7,16 Core Components
¥ Environment a
Core Components
Additional Components
) Virtual Delivery Agent (Required)
Defivery Controller The software agent that is installed on the virtual or physical machine that provides the
Features virtual desktop or application to the user.
Firewall Gitrix Recsiver
Summary D Client software that enables users to access their documents, applications, and
. desktops from any device, including smartphones, tablets, and PCs,
In:
Smart Tools
Finish
At o WAl
8. Click Next.
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XenDesktop 7,16

¥ Environment

¥ Care Components

Additional Components

Delivery Controller
Features

Firewall

Summary

Install

Smart Tools

Finish

J
I

& Component (selectal)

Additional Components

v Citrix Personalization for App-V - VDA —
= Enables this machine to launch App-V packages. Learn more

=) Citrix AppDisk / Personal vDisk

Installs components used for AppDisk and Personal vDisks. Leam more
=] Citrix PDF Printer Driver

Installs the Citrx PDF Universal Print Driver.

Citrix User Profile Manager

) Manages user personalization settings in user profiles. Omitting this component
affects monitoring and troubleshooting VDAs with Director
\eam more.

Citrix User Profile Manager WMI Plugin
Provides Profile management runtime information in WMI (Windows Management

)
v Instrumentation) objects, for example, profile provider, profile fype, size, and disk
usage. WMI objects provide session information to Citrix Director.
Citnx Machine Identity Service
v Mandatory for MCS only. Prepares the master image for a catalog provisioned
L

using Machine Creation Services (MCS) and manages the unique Active Directory
LSy SO RIS F e PO R G B

[ T (o |

§ 1 \A 1

9.

Select “Doit manually”

10. Click Next.

XenDesktop 7,16

¥ Environment
¥ Core Components
v Additional Components
Delivery Controller
Features
Firewall
Summary
Install
Smart Tools
Finish

and specify the FQDN of the Delivery Controllers.

Delivery Controller

Configuration

How do you want to enter the locations of your Delivery Controllers?
| Do it manually ~ |

v hx-xdcl.hxhvdom.local Edit Delete

Controller address:

| Example: contmller‘l»dmnam.zom

Test conneciion. Add

Note: Entry of invalid special characters will be ignored.
Note: Any Group Policies that specify Delivery C ller locations will
provided here.

de settings

o]

11. Accept the default features.

12. Click Next.
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XenDesktop 7,16

¥ Environment

¥ Core Components

v Additional Components

v Delivery Controller
Features
Firewall
Summary
Install
Smart Tools
Finish

14. Click Next.

XenDesktop 7,16

¥ Environment
¥ Core Components
v Additional Components
v Delivery Controller
 Features

Firewall

Summary

Install

Smart Tools

Finish

Features

0 |

v

Firewall

Feature (Select all)

Optimize performance

Optimize desktop settings Learn more

Use Windows Remote Assistance

Enable Windows Remote Assistance Learn more

Use Real-Time Audio Transport for audio
Uses UDP ports 16500 - 16509.Learn more

Framehawk

Opens UDP ports 3224-3324 Learn more

AppDisk / Personal vDisk

Enable AppDisk / Personal vDisk for the Virtual Delivery Agent.Learn more

The default ports are listed below.

13. Allow the firewall rules to be configured automatically.

’ Controller

80 TCP
1494 TCP
2598 TCP
8008 TCP
1494 UDP
2598 UDP

Communications

Configure firewall rules:

(& Automatically
Select this option to automatically create the rules in the Windows Firewall. The rules will be

created even if the Windows Firewall is turned off,

) Manually

Select this option if you are not using Windows Firewall or if you want to create the rules

yourself.

&Jm [ cancei |

15. Verify the Summary and click Install.
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¥ Environment
¥ Cote Components
v Additional Components
v Delivery Controller
« Features
 Firewall
Summary
Install
Smart Tools
Finish

Build the Virtual Machines and Environment for Workload Testing

Summary
Review the prereg and confirm the comp you want to install. o Restart required
Installation directory —
C:\Program Files\Citrix
Prerequisites

Microsoft Visual x64 C++ 2013 Runtime
Microsoft Visual x64 C++ 2015 Runtime
Microsoft Visual x86 C++ 2013 Runtime =
Microsoft Visual x86 C++ 2015 Runtime

Core Components
Virtual Delivery Agent
Additional Components
Citrix Personalization for App-V - VDA
Citrix AppDisk / Personal vDisk
Citrix PDF Printer Driver
Citrix User Profile Manager
Citrix User Profile Manager WMI Plugin
Citnix Machine Identity Service

XenDesktop 7,16

¥ Enwironment

¥ Core Components

v Additional Components
¥ Delfivery Controller

¥ Features

« Firewall

v Install

Smart Tools

Finish I

v Summary ‘

16. (Optional) Select Call Home participation.

Smart Tools

Securely use Call Home, now part of Citrix Smart Tools, to monitor your deployment for common
error conditions and receive proactive notifications of issues before they become serious
problems,

How does it work?

- Configuration and usage data are gathered and periodically sent to Citrix using HTTPS.
- You can log into Citrix Insight Services to view diagnostics results and recommendations.

This information will be used for troubleshooting and diagnostic support purp as well as
to improve the quality, refiability, and performance of Citrix products, subject to the Citrix
nsight Services Policy at https://cis.citrix.com/legal/ and the Citrix Privacy Policy at http://
www.citrix.com/about/legal/privacy.html.

Learn more

(®' | want to participate in Call Home, (Recommended)

(| do not want to participate in Call Home.

© You will need citrix.com credentials.

17. (Optional) check “Restart Machine.”

18. Click Finish.
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XenDesktop 7.16 Finish Installation

The installation c deted soccessful v Success

F Y

Prerequisites

v Additional Components v Microsoft Visual x64 C++ 2013 Runtime Installed
v Delivery Controlle v Microsoft Visual x64 C++ 2015 Runtime Installed
ol v Microsoft Visual x86 C++ 2013 Runtime Installed
bl v Microsoft Visual x86 C++ 2015 Runtime Installed
vF
Core Components
v Summary v Virtual Delivery Agent Installed
v Install Post Instail
v Smkt Tos v Component Initialization Initialized
Finish

@ Restart machine

19. Repeat the procedure so that VDAs are installed for both HVD (using the Windows 10 OS image) and the HSD desktops
(using the Windows Server 2016 image).

20. Select an appropriate workflow for the HSD desktop.

Get Started Prepare Machines and Images

Delivery Controller Virtual Delivery Agent for Windows Server OS

Start here. Select and install the Delivery Controller and other Install this agent to deliver applications and desktops from server:
essential services like License Server and StoreFront. based VMs or physical machines.

Extend Deployment

Citrix Director i Citrix Studio i Self-Service Password Reset

Citrix License Server i Universal Print Server

Citrix Storefront i Federated Authentication Service i

Services and Support

Access supporting content online.

11 Access knowledge base artcles, secunity bullebrs, and troubleshooting guides

Persistent Static Provisioned with MCS

1. Connect toa XenDesktop server and launch Citrix Studio.

2. Choose Create Machine Catalog from the drop-down list.
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| Create Machine Catalog

View »

Refresh

Help

3. Click Next.

Machine Catalog Setup

Studio Introduction

1 Machine Catalogs are collections of physical or virtual machines that you assign to users.
You create Catalogs from Master Images or physical machines in your environment.

Introduction

Operating System { lmportapt: The Master Image_ or physical machine that you use to _create a Cat'alog must
) have a Virtual Delivery Agent installed. Also, ensure that the operating system is up-to-

Machine Management date and that applications are installed.

Master Image y
Before you begin, make sure that you:

Virtual Machines ® |dentify the types of desktops and applications your users need

Computer Accounts ® Choose a Catalog infrastructure (for example, whether to power manage virtual
machines)

Summary

® Have a technology for creating and managing machines (such as Machine Creation
Services or Provisioning Services)

® Prepare your environment, including the Master Image, computer accounts, and
network interface card configuration.

Learn more

[] Don't show this again

4. Select Desktop OS.

5. Click Next.
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Machine Catalog Setup

Studio

¥ Introduction
Operating System
Machine Management
Desktop Experience
Master Image
Virtual Machines
Computer Accounts

Summary

Operating System

Select an operating system for this Machine Catalog.
() Server OS

The Server CS Machine Catalog provides hosted shared desktops for a large-scale
deployment of standardized Windows Server OS or Linux OS machines.

@Desk‘top oS

The Desktop OS Machine Catalog provides VDI desktops ideal for a variety of different
users.

Remote PC Access

The Remote PC Access Machine Catalog provides users with remote access to their

physical office desktops, allowing them to work at any time

Remote PC Access is not available for this license edition.

currently no power management connections suitable for use with Remote PC

t this machine

Access, but you can create one after completing this wizard. Then e

catalog to specify that connection.

6.

7-

Select appropriate machine management.

Click Next.
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Machine Catalog Setup

Studio Machine Management

This Machine Catalog will use:

@Machines that are power managed (for example, virtual machines or blade PCs)

¢ Int ti ~ - . -
focuchon () Machines that are not power managed (for example, physical machines)

¥ Operating System

Machine Management Deploy machines using:

Desktop Experience l @Citn'x Machine Creation Services (MCS)

Master Image Resources: ~ HXVDA (Zone: Primary)

Virtual Machines _! Citrix Provisioning Services (PVS)

Computer Accounts () Another service or technology

Summary Ialar:1a ;;tpt::;lagr e(i;’.trlx technology to manage my machines. | have existing machines

Note: For Linux OS machines, consult the administrator documentation for guidance.

8. Select Static, Dedicated Virtual Machine for Desktop Experience.

9. Click Next.
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Machine Catalog Setup

Studio

¥ Introduction

¥ Operating System

+ Machine Management ‘
Desktop Experience
Master Image
Virtual Machines
Computer Accounts

Summary

Desktop Experience

Which desktop experience do you want users to have?

_) | want users to connect to a new (random) desktop each time they log on.

@I want users to connect to the same (static) desktop each time they log on.

Do you want to save any changes that the user makes to the desktop?

() Yes, save changes on a separate Personal vDisk.
@Yes, create a dedicated virtual machine and save changes on the local disk.

() No, discard all changes and clear virtual desktops when the user logs off.

10. Select a Virtual Machine to be used for Catalog Master image.

11. Click Next.
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Machine Catalog Setup

Studio

¥ Introduction

¥ Operating System

+ Machine Management

+ Desktop Experience
Master Image
Virtual Machines
Computer Accounts

Summary

Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)
Use the VDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine.

Select a snapshot (or a virtual machine):

> == EsX Agents

» (W] MCSBase ©

» [ MCSBase-Static @
» (W] W10LTSB-PVSBase @
| w10pvs-r0001 @
» M) w10pvs-r0002 ©
» (W] w10pvs-r0003 @
» (W] wi0pvs-r0004 @
» (W] w10pvs-r0005 @
» [ w10pvs-r0006 @
» (W] w10pvs-r0007 @

[ »

v

o Select the minimum functional level for this

catalog:

[7.9 (or newer - recommended, to acc... ¥

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

12.

13.

14.

15.

Specify the number of the desktops to create and machine configuration.

Set amount of memory (MB)to be used by virtual desktops.

Select Full Copy for machine copy mode.

Click Next.
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Machine Catalog Setup

Studio

¥ Introduction
¥ Operating System
¥ Machine Management
« Desktop Experience
v Master Image
Virtual Machines
Computer Accounts

Summary

Virtual Machines

How many virtual machines do you want to create?

[sd__J-T+]

Configure your machines.

Total memory (MB) on each machine:

Select a virtual machine copy mode.

() Use fast clone for more efficient storage use and faster machine creation.

EUse full copy for better data recovery and migration support, with potentially reduced
IOPS after the machines are created.

o]

16. Specify AD account naming scheme and OU where accounts will be created.

17. Click Next.
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Machine Catalog Setup

Studio

¥ Introduction

¥ Operating System

+ Machine Management

+ Desktop Experience

+ Master Image

¢ Virtual Machines
Computer Accounts

Summary

Active Directory Computer Accounts

Each machine in a Machine Catalog needs a corresponding Active Directory computer account.

Select an Active Directory account option:

(® Create new Active Directory accounts

() Use existing Active Directory accounts
Active Directory location for computer accounts:

Domain: | ydilab-xdlocal - |

» (@ Computers
» @ Domain Controllers
» @ ForeignSecurityPrincipals

» [@ InfraSrvc
v (@ LoginVSI

Selected location: lOU=Computers,OU=LoginVSI,DC:vdilab-xd,DC:Iocal

Account naming scheme:
Iw‘lOmcs-s##“Mi ”0-9 v ]

w10mcs-s0123

18. OnSummary page specify Catalog name and click Finish to start deployment.
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Machine Catalog Setup

H umma
Studio ATIALY
S
Machine type: Desktop OS
Vintroduction Machine management: Virtual
S ’ 5, Provisioning method: Machine creation services (MCS) z
¥ DOperating System
Desktop experience: Users connect to the same desktop each time they
+ Machine Management |
: og on
+ Desktop Experience Save changes on the local disk =
o2 Resources: HXVDA
¥ Master Image
i Master Image name: MCSBase-Static
¥ Virtual Machines A snapshot of the Master Image VM will be created
¢ Computer Accounts VDA version: 7.9 (or newer)
Summary Number of VMs to create: 1000 v

Machine Catalog name:

[wintomcs-static | |

Machine Catalog description for administrators: (Optional)

‘ Example: Windows 7 SP1 desktops for the London Sales office ’

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

L Back Cancel

19. Verify the desktop machines were successfully created in the following locations:

— Delivery Controller > Citrix Studio > Machine Catalogs

— Domain Controller > Active Directory Users and Computers

Create Delivery Groups

Delivery Groups are collections of machines that control access to desktops and applications. With Delivery Groups, you can
specify which users and groups can access which desktops and applications.

To create delivery groups, complete the following steps:

‘h The instructions below outline the procedure to create a Delivery Group for VDI desktops. When you have completed
these steps, repeat the procedure toa Delivery Group for HVD desktops.

1. Connect toa XenDesktop server and launch Citrix Studio.

2. Choose Create Delivery Group from the drop-down list.
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File Action View Help
@

&4 Citrix Studio (Site)
O Search

! Machine Catalogs
= AppDisks Delivery Group ¥ | Delivering Mo. of Mmac...

g Delivery Groups
3 Applications | Create Delivery Group |
= Policies Vi 5
Legging 1w

I+ > Configuration Refresh

Help

3. Click Next.

Create Delivery Group

Studio Getting started with Delivery Groups

‘ Delivery Groups are collections of desktops and applications (which could be in Application
S Groups) that are created from Machine Catalogs. Create Delivery Groups for specific teams,
Introduction departments, or types of users.

Machines < 5 2 3
n ) Make sure you have enough machines available in desktop OS or server OS Machine
Machine allocation Catalogs to create the Delivery Groups you need.
Users
Applications
Desktop Assignment Rules

Summary

[_] Don't show this again

4. Select Machine catalog.
5. Provide the number of machines to be added to the delivery Group.

6. Click Next.
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Create Delivery Group

Studio

¥ Introduction

Machines

Select a Machine Catalog.

‘ Catalog

Win10MCS-Random

VDI MCS Random

Machines

Machines Win10MCS-Static VDI MCS Static Local Disk 1000
Machine allocation Win10PVS-Random VDI PVS Random 1000
Users Win2016-HSD RDS PVS Random 72
Applications

Desktop Assignment Rules

Summary

ood [-+]

Choose the number of machines for this Delivery Group:

Back Cancel

7. To make the Delivery Group accessible, you must add users, select Allow any authenticated users to use this Delivery
Group.

8. Click Next.

Create Delivery Group

Studio Ysers
Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.
¥ Introduction @Allow any authenticated users to use this Delivery Group.
+ Machines _ Restrict use of this Delivery Group to the following users:

Users

Applications

Summary

Add.

|_| Sessions must launch in a user’s home zone, if configured.

==

h User assignment can be updated any time after Delivery group creation by accessing Delivery group properties in
Desktop Studio.
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9. (Optional) specify Applications catalog will deliver.

10. Click Next.

Create Delivery Group

Studio Applications

To add applications, click *Add" and choose a source. Then select applications from that source.
If you choose Application Groups, all current and future applications in the selected groups will

. be added. You can also place new applications in a non-default folder and change application
¥ Introduction

properties.
¥ Machines
¥ Users Add applications
Applications
Summary

Place the new applications in folder:

[ Applications\

11. Onthe Summary dialog, review the configuration. Enter a Delivery Group name and a Display name (for example, HVD

or HSD).
12. Click Finish.
Create Delivery Group
Studio Summary
-
Machine Catalog: Win10MCS-Random =l
V- Tritrodiicon Machine type: Desktop OS
& M Allocation type: Random
Machines added: VDILAB-XD\w10mcs-r0001
Y lsers VDILAB-XD\w10mes-r0002
+ Applications VDILAB-XD\w10mcs-r0003
| VDILAB-XD\w10mcs-r0004
Summary ‘ VDILAB-XD\w10mcs-r0005
VDILAB-XD\w10mcs-r0006
VDILAB-XD\w10mcs-r0007
VDILAB-XD\w10mcs-r0008
VDILAB-XD\w10mcs-r0009
VDILAB-XD\w10mcs-r0010
VDILAB-XD\w10mcs-r0011
VDILAB-XD\w10mcs-r0012 -
Delivery Group name:
I vdi-mcs-random I
Delivery Group description, used as label in Receiver (optional):
==
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13. Citrix Studio lists the created Delivery Groups and the type, number of machines created, sessions, and applications for
each group in the Delivery Groups tab. Select Delivery Group and in Action List, select “Turn on Maintenance Mode.”

Actions
Delivery Groups A
[ Create Delivery Group

View >

@] Refresh

E Help

hxdedicated -
Add Machines

| @

Edit Delivery Group

Y-

Manage AppDisks
Manage Tags

C1

Turn On Maintenance ... |

Rename Delivery Group
Delete Delivery Group
View Machines

Test Delivery Group

<R W

Help

Citrix XenDesktop Policies and Profile Management

Policies and profiles allow the Citrix XenDesktop environment to be easily and efficiently customized.

Configure Citrix XenDesktop Policies

Citrix XenDesktop policies control user access and session environments, and are the most efficient method of controlling
connection, security, and bandwidth settings. You can create policies for specific groups of users, devices, or connection
types with each policy. Policies can contain multiple settings and are typically defined through Citrix Studio. (The Windows
Group Policy Management Console can also be used if the network environment includes Microsoft Active Directory and
permissions are set for managing Group Policy Objects). The screenshot below shows policies for Login VSl testing in this
CVD.

41 XenDesktop Policy
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Policies Testing Policy
T = Overview | Settings | Assignedto
oo g » Auto connect client drives

2 Testing Policy User setting - ICA\File Redirection
Disabled (Default: Enabled)

3 VDI Policy » Auto-create client printers
User setting - ICA\Printing\Client Printers

4 RDS Policy Do not auto-create client printers (Default: Auto-create all client printers)

» Client printer redirection
User setting - ICA\Printing
Prohibited (Default: Allowed)

» Concurrent logons tolerance
Computer setting - Load Management
Value: 4 (Default: Value: 2)

» CPU usage
Computer setting - Load Management
Disabled (Default: Disabled)

» CPU usage excluded process priority
Computer setting - Load Management
Disabled (Default: Below Normal or Low)

» Flash default behavior
User setting - ICA\Adobe Flash Delivery\Flash Redirection
Disable Flash acceleration (Default: Enable Flash acceleration)

» Memory usage
Computer setting - Load Management
Disabled (Default: Disabled)

» Memory usage base load
Computer setting - Load Management
Disabled (Default: Zero load: 768 MBs)

Configuring User Profile Management

Profile management provides an easy, reliable, and high-performance way to manage user personalization settings in
virtualized or physical Windows environments. It requires minimal infrastructure and administration, and provides users
with fast logons and logoffs. A Windows user profile is a collection of folders, files, registry settings, and configuration
settings that define the environment for a user who logs on with a particular user account. These settings may be
customizable by the user, depending on the administrative configuration. Examples of settings that can be customized are:

e Desktop settings such as wallpaper and screen saver
e Shortcuts and Start menu setting

e Internet Explorer Favorites and Home Page

e Microsoft Outlooksignature

e Printers

Some user settings and data can be redirected by means of folder redirection. However, if folder redirection is not used
these settings are stored within the user profile.

The first stage in planning a profile management deployment is to decide on a set of policy settings that together form a
suitable configuration for your environment and users. The automatic configuration feature simplifies some of this
decision-making for XenDesktop deployments. Screenshots of the User Profile Management interfaces that establish
policies for this CVD’ s RDS and VDI users (for testing purposes) are shown below. Basic profile management policy settings
are documented here:

http://docs.citrix.com/en-us/xenapp-and-xendesktop/7-11.html

X 42 VDI User Profile Manager Policy
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Policies VDI Policy

1 Unfiltered

2 Testing Policy

3 VDI Policy

4 RDS Policy

Active write back
Computer setting - Profile Management'\Basic settings
Enabled (Default: Dizabled)

Delete locally cached profiles on logoff
Computer setting - Profile Management\Profile handling
Enabled (Default: Dizabled)

Enable Profile management
Computer setting - Profile Management'\Basic settings
Enabled (Default: Dizabled)

Exclusion list - directories
Computer setting - Profile Management\File system\Exclusions
AppData\Local;AppData\LocalLow:AppData\Roaming;$Recycle.Bin (Default: )

Path to user store
Computer setting - Profile Management'\Basic settings
W10.10.62.92\Profile-VDID1$\#SAMAccountName# (Default: Windows)

Process logons of local administrators
Computer setting - Profile Management'\Basic settings
Enabled (Default: Dizabled)
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Test Setup and Configurations

In this project, we tested a single Cisco HyperFlex cluster running four Cisco UCS HXAF220C-M5SX Rack Servers in a single
Cisco UCS domain. This solution is tested toillustrate linear scalability for each workload studied.

Cisco HyperFlex and Citrix XenDesktop 7.17, Reference Architecture

Cisco Nexus 93108YC

Cisco Nexus 93108YC

Cisco UCS-FI-6332-16-UP

4 x Cisco HXAF220C-M5S Rack Servers
Each server includes:
+ 2xIntel® Xeon® Gold 6140 scalable family
processor @ 2.3 GHz processor
= 120GB M.2 SATA SSD
=B « 768 GB (12 X 64GB DDR4) RAM
= » 1 xCisco VIC 1387 mLOM
* 1xCisco 12Gbps Modular SAS HBA
= 1 x240 GB Intel SATA Enterprise Value SSD

HX Datastore configured to host Windows
10 desktop pool or Server 2016 RDS Pool
with drives listed below per node:

= 1x400GB Toshiba Enterprise
Performance (EP) SSD for Cache

* 8 x960GB Samsung SATA Enterprise
Value SSDs for capacity

Hardware Components:
e 2x Cisco UCS 6332-16UP Fabric Interconnects
e 2xCisco Nexus 93108YCPX Access Switches

e 4 xCisco UCS HXAF220c-M5SX Rack Servers (2 Intel Xeon Gold 6140 scalable family processor at 2.3 GHz, with 768
GB of memory per server [32 GB x 24 DIMMs at 2666 MHz])

e (CiscoVIC1387mLOM

e 12Gmodular SAS HBA Controller

e 240GBM.2 SATA SSD drive (Boot and HyperFlex Data Platform controller VM)
e 240GB2.5" 6GSATA SSD drive (Housekeeping)

e 400GB2.5" 6GSAS SSD drive (Cache)

e 8x960GB2.5" SATA SSD drive (Capacity)

e 1x32GB mSD card (Upgrades temporary cache)

Software Components:
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e (Cisco UCS firmware 3.2(3d)

e Cisco HyperFlex Data Platform 3.0.1a
e  Microsoft Hyper-V 2016

e  (Citrix XenDesktop 7.16

e  Citrix User Profile Management

e  Citrix NetScaler VPX NS11.1 52.13.nc
e Microsoft SQL Server 2016

e  Microsoft Windows 10

e  Microsoft Windows 2016

e Microsoft Office 2016

e Login VSl 4.1.25.6

Testing Methodology and Success Criteria

All validation testing was conducted on-site within the Cisco labs in San Jose, California.

The testing results focused on the entire process of the virtual desktop lifecycle by capturing metrics during the desktop
boot-up, user logon and virtual desktop acquisition (also referred to as ramp-up,) user workload execution (also referred to
as steady state), and user logoff for the Hosted Shared Desktop Session under test.

Test metrics were gathered from the virtual desktop, storage, and load generation software to assess the overall success of
an individual test cycle. Each test cycle was not considered passing unless all of the planned test users completed the
ramp-up and steady state phases (described below) and unless all metrics were within the permissible thresholds as noted
as success criteria.

Three successfully completed test cycles were conducted for each hardware configuration and results were found to be
relatively consistent from one test tothe next.

You can obtain additional information and a free test license from http://www.loginvsi.com.

Testing Procedure

The following protocol was used for each test cycle inthis study to insure consistent results.

Pre-Test Setup for Testing

All machines were shut down utilizing the Citrix XenDesktop 7.16 Administrator Console.

All Launchers for the test were shut down. They were then restarted in groups of 10 each minute until the required number
of launchers was running with the Login VSI Agent at a “waiting for test to start” state.

Test Run Protocol

To simulate severe, real-world environments, Cisco requires the log-on and start-work sequence, known as Ramp Up, to
complete in 48 minutes. Additionally, we require all sessions started, whether 60 single server users or 4000 full scale test
users to become active within two minutes after the last session is launched.

In addition, Cisco requires that the Login VSI Benchmark method is used for all single server and scale testing. This assures
that our tests represent real-world scenarios. For each of the three consecutive runs on single server tests, the same process
was followed. Complete the following steps:

1. Time 0:00:00 Start esxtop Logging on the following systems:
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— Infrastructure and VDI Host Blades used in test run
— All Infrastructure VMs used in test run (AD, SQL, View Connection brokers, image mgmt., etc.)

2. Time 0:00:10 Start Storage Partner Performance Logging on Storage System.
3. Time o0:05: Boot RDS Machines using Citrix XenDesktop 7.16 Administrator Console.
4. Time 0:06 First machines boot.

5. Time 0:35 Single Server or Scale target number of RDS Servers registered on XD.

# No more than 6o Minutes of rest time is allowed after the last desktop is registered and available on Citrix XenDesk-
top 7.16 Administrator Console dashboard. Typically a 20-30 minute rest period for Windows 10 desktops and 10
minutes for RDS VMs is sufficient.

6. Time 1:35 Start Login VSI 4.1.5 Knowledge Worker Benchmark Mode Test, setting auto-logoff time at goo seconds,
with Single Server or Scale target number of desktop VMs utilizing sufficient number of Launchers (at 20-25 ses-
sions/Launcher).

7. Time 2:23 Single Server or Scale target number of desktop VMs desktops launched (48 minute benchmark launch rate).

8. Time 2:25 All launched sessions must become active.

# All sessions launched must become active for a valid test run within this window.

9. Time 2:40 Login VSI Test Ends (based on Auto Logoff goo Second period designated above).
10. Time 2:55 All active sessions logged off.

11. All sessions launched and active must be logged off for a valid test run. The Citrix XenDesktop 7.16 Administrator
Dashboard must show that all desktops have been returned to the registered/available state as evidence of this condi-
tion being met.

12. Time 2:57 All logging terminated; Test complete.

13. Time 3:15 Copy all log files off to archive; Set virtual desktops to maintenance mode through broker; Shutdown all
Windows 7 machines.

14. Time 3:30 Reboot all hypervisors.

15. Time 3:45 Ready for new test sequence.

Success Criteria

Our “pass” criteria for this testing is as follows: Cisco will run tests at a session count levels that effectively utilize the server
capacity measured by CPU, memory, storage and network utilization. We use Login VSI version 4.1.25 tolaunch Knowledge
Worker workload sessions. The number of launched sessions must equal active sessions within two minutes of the last
session launched in a test as observed onthe VSI Management console.

The Citrix XenDesktop Studio will be monitored throughout the steady state to make sure of the following:
e All running sessions report In Use throughout the steady state

e No sessions move to unregistered, unavailable or available state at any time during steady state
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Within 20 minutes of the end of the test, all sessions on all launchers must have logged out automatically and the Login VSl

Agent must have shut down. Cisco’ s tolerance for Stuck Sessions is 0.5 percent (half of one percent.) If the Stuck Session
count exceeds that value, we identify it as a test failure condition.

Cisco requires three consecutive runs with results within +/-1 percent variability to pass the Cisco Validated Design
performance criteria. For white papers written by partners, two consecutive runs within +/-1 percent variability are
accepted. (All test data from partner run testing must be supplied along with proposed white paper.)

We will publish Cisco Validated Designs with our recommended workload following the process above and will note that we
did not reach a VSImax dynamic in our testing.

The purpose of this testing is to provide the data needed to validate Citrix XenDesktop 7.16 Hosted Shared Desktop with
Citrix XenDesktop 7.16 Composer provisioning using Microsoft Windows Server 2016 sessions on Cisco UCS
HXAF220c-M4S, Cisco UCS 220 M4 and Cisco UCS B20o M4 servers.

The information contained in this section provides data points that a customer may reference in designing their own
implementations. These validation results are an example of what is possible under the specific environment conditions
outlined here and do not represent the full characterization of Citrix and Microsoft products.

Four test sequences, each containing three consecutive test runs generating the same result, were performed to establish
system performance and linear scalability.

VSImax 4.1.x Description

The philosophy behind Login VSl is different to conventional benchmarks. In general, most system benchmarks are steady

state benchmarks. These benchmarks execute one or multiple processes, and the measured execution time is the outcome
of the test. Simply put: the faster the execution time or the bigger the throughput, the faster the system is according tothe
benchmark.

Login VSl is different in approach. Login VSl is not primarily designed to be a steady state benchmark (however, if needed,
Login VSl can act like one). Login VS| was designed to perform benchmarks for SBC or VDI workloads through system
saturation. Login VSI loads the system with simulated user workloads using well known desktop applications like Microsoft
Office, Internet Explorer and Adobe PDF reader. By gradually increasing the amount of simulated users, the system will
eventually be saturated. Once the system is saturated, the response time of the applications will increase significantly. This
latency in application response times show a clear indication whether the system is (close to being) overloaded. As a result,
by nearly overloading a system it is possible tofind out what its true maximum user capacity is.

After atest is performed, the response times can be analyzed to calculate the maximum active session/desktop capacity.
Within Login VSI this is calculated as VSImax. When the system is coming closer toits saturation point, response times will
rise. When reviewing the average response time it will be clear the response times escalate at saturation point.

This VSImax isthe “Virtual Session Index (VSI)” . With Virtual Desktop Infrastructure (VDI) and Terminal Services (RDS)
workloads thisis valid and useful information. This index simplifies comparisons and makes it possible to understand the
true impact of configuration changes on hypervisor host or guest level.

Server-Side Response Time Measurements

It is important to understand why specific Login VSI design choices have been made. An important design choice is to
execute the workload directly on the target system within the session instead of using remote sessions. The scripts
simulating the workloads are performed by an engine that executes workload scripts on every target system, and are
initiated atlogon within the simulated user’ s desktop session context.

An alternative to the Login VSI method would be to generate user actions client side through the remoting protocol. These
methods are always specific toa product and vendor dependent. More importantly, some protocols simply do not have a
method to script user actions client side.

For Login VSI the choice has been made to execute the scripts completely server side. This is the only practical and platform
independent solutions, for a benchmark like Login VSI.

Calculating VSImax v4.1.x

The simulated desktop workload is scripted in a 48-minute loop when a simulated Login VSl user is logged on, performing
generic Office worker activities. After the loop is finished it will restart automatically. Within each loop the response times
of sixteen specific operations are measured ina regular interval: sixteen times in within each loop. The response times of
these five operations are used to determine VSIimax.
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The five operations from which the response times are measured are:

Notepad File Open (NFO)

Loading and initiating VSINotepad.exe and opening the openfile dialog. This operation is handled by the OSand by
the VSINotepad.exe itself through execution. This operation seems almost instant from an end-user’s point of view.

Notepad Start Load (NSLD)

Loading and initiating VSINotepad.exe and opening a file. This operation is also handled by the OS and by the
VSINotepad.exe itself through execution. This operation seems almost instant from an end-user’s point of view.

Zip High Compression (ZHC)

This action copy's a random file and compresses it (with 7zip) with high compression enabled. The compression will
very briefly spike CPU and disk 10.

Zip Low Compression (ZLC)

This action copy's a random file and compresses it (with 7zip) with low compression enabled. The compression will
very briefly disk 10 and creates some load on the CPU.

CPU
Calculates a large array of random data and spikes the CPU for a short period of time.

These measured operations within Login VSI do hit considerably different subsystems such as CPU (user and kernel),
Memory, Disk, the OS in general, the application itself, print, GDI, etc. These operations are specifically short by
nature. When such operations become consistently long: the system is saturated because of excessive queuing on
any kind of resource. As a result, the average response times will then escalate. This effect is clearly visible to
end-users. If such operations consistently consume multiple seconds the user will regard the system as slow and
unresponsive.

43 Sample of a VSI Max Response Time Graph, Representing a Normal Test

44 Sample of a VSI Test Response Time Graph with a Clear Performance Issue
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When the test is finished, VSImax can be calculated. When the system is not saturated, and it could complete the full test
without exceeding the average response time latency threshold, VSImax is not reached and the amount of sessions ran
successfully.

The response times are very different per measurement type, for instance Zip with compression can be around 2800 ms,
while the Zip action without compression can only take 75ms. This response time of these actions are weighted before they
are added tothe total. This ensures that each activity has an equal impact on the total response time.

In comparison to previous VSImax models, this weighting much better represent system performance. All actions have very
similar weight in the VSImax total. The following weighting of the response times are applied.

The following actions are part of the VSImax v4.1 calculation and are weighted as follows (US notation):
e Notepad File Open (NFO): 0.75
e Notepad Start Load (NSLD): 0.2
e Zip High Compression (ZHC): 0.125
e Zip Low Compression (ZLC): 0.2
e C(CPU:0.75
This weighting is applied on the baseline and normal Login VSI response times.

With the introduction of Login VSI 4.1 we also created a new method to calculate the base phase of an environment. With
the new workloads (Taskworker, Powerworker, etc.) enabling 'base phase' for a more reliable baseline has become
obsolete. The calculation is explained below. In total 15 lowest VS| response time samples are taken from the entire test,
the lowest 2 samples are removed and the 13 remaining samples are averaged. The result is the Baseline. The calculation is
as follows:

e Take the lowest 15 samples of the complete test
e From those 15 samples remove the lowest 2
e Average the 13results that are left is the baseline

The VSImax average response time in Login VSI 4.1.x is calculated on the amount of active users that are logged onthe
system.

Always a 5 Login VS| response time samples are averaged + 40 percent of the amount of “active” sessions. For example, if

the active sessions is 60, then latest 5+ 24 (=40 percent of 60) = 31 response time measurement are used for the average
calculation.

To remove noise (accidental spikes) from the calculation, the top 5 percent and bottom 5 percent of the VSl response time

samples are removed from the average calculation, with a minimum of 1 top and 1 bottom sample. As a result, with 60
active users, the last 31 VSl response time sample are taken. From those 31 samples the top 2 samples are removed and
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lowest 2 results are removed (5 percent of 31 =1.55, rounded to 2). At 60 users the average is then calculated over the 27
remaining results.

VSImax v4.1.x is reached when the VSlbase + a 1000 ms latency threshold is not reached by the average VSl response time
result. Depending on the tested system, VSImax response time can grow 2 - 3x the baseline average. In end-user
computing, a 3x increase in response time in comparison to the baseline is typically regarded as the maximum performance
degradation to be considered acceptable.

In VSImax v4.1.x this latency threshold is fixed to 1000ms, thisallows better and fairer comparisons between two different
systems, especially when they have different baseline results. Ultimately, in VSImax v4.1.x, the performance of the system
is not decided by the total average response time, but by the latency is has under load. For all systems, this is now 1000ms
(weighted).

The threshold for the total response time is: average weighted baseline response time +1000ms.

When the system has a weighted baseline response time average of 1500ms, the maximum average response time may not
be greater than 2500ms (1500+1000). If the average baseline is 3000 the maximum average response time may not be
greater than 4000ms (3000+1000).

When the threshold is not exceeded by the average VS| response time during the test, VSImax is not hit and the amount of
sessions ran successfully. This approach is fundamentally different in comparison to previous VSImax methods, as it was
always required to saturate the system beyond VSImax threshold.

Lastly, VSImax v4.1.x is now always reported with the average baseline VSl response time result. For example: “The VSIimax
v4.1 was 125 with a baseline of 1526ms” . This helps considerably in the comparison of systems and gives a more complete
understanding of the system. The baseline performance helps to understand the best performance the system can give to
an individual user. VSImax indicates what the total user capacity is for the system. These two are not automatically
connected and related:

When a server with a very fast dual core CPU, running at 3.6 GHZ, is compared to a 10 core CPU, running at 2,26 GHZ, the
dual core machine will give and individual user better performance than the 10 core machine. This is indicated by the
baseline VSI response time. The lower this score is, the better performance an individual user can expect.

However, the server with the slower 10 core CPU will easily have a larger capacity than the faster dual core system. This is
indicated by VSImax v4.1.x, and the higher VSImax is, the larger overall user capacity can be expected.

With Login VSI 4.1.x a new VSImax method is introduced: VSImax vg.1. This methodology gives much better insight in
system performance and scales to extremely large systems.
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|

Boot Storms

A key performance metric for desktop virtualization environments is the ability to boot the virtual machines quickly and
efficiently to minimize user wait time for their desktop.

As part of Cisco” s virtual desktop test protocol, we shut down each virtual machine at the concl%sion of a benchmark test.
When we run a new test, we cold boot all 450 desktops and measure the time it takes for the 450 virtual machine to
register as available in the XenDesktop Administrator console.

The Cisco HyperFlex HXAF220c-M5SX based All-Flash cluster running Data Platform version 3.0.1a software can accomplish
this task in 5 minutes.

Recommended Maximum Workload and Configuration Guidelines

Four Node Cisco HXAF220c-Ms5S Rack Server and HyperFlex All-Flash Cluster

For Citrix XenApp RDS Hosted Shared Desktop and Hosted Virtual Desktop use case, the recommended maximum
workload was determined based on both Login VSI Knowledge Worker workload end user experience measures and
HXAF220c-M5SX server operating parameters.

This recommended maximum workload approach allows you to determine the server N+1 fault tolerance load the blade can
successfully support in the event of a server outage for maintenance or upgrade.

Our recommendation is that the Login VSI Average Response and VSI Index Average should not exceed the Baseline plus
2000 milliseconds toinsure that end-user experience is outstanding. Additionally, during steady state, the processor
utilization should average no more than go-95 percent.

'& Memory should never be oversubscribed for Desktop Virtualization workloads.

'& Callouts have been added throughout the data charts toindicate each phase of testing.

Test
Phase Description
Boot Start all RDS and/or VDI virtual machines at the same time.

The Login VSI phase of test is where sessions are launched and start executing the workload over a
Login 48 minutes duration.
Steady The steady state phase is where all users are logged in and performing various workload tasks such
state as using Microsoft Office, Web browsing, PDF printing, playing videos, and compressing files.
Logoff Sessions finish executing the Login VSI workload and logoff.
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'ﬂ The recommended maximum workload for a Cisco HyperFlex cluster configured on Cisco HXAF2240c-M5SX with In-
tel Xeon Gold 6140 scalable family processors and 768GB of RAM for Windows Server 2016 Hosted Sessions is 600
sessions with Office 2016 virtual desktops respectively.

450 Windows 10 Citrix MCS Persistent Testing on Four Node Cisco HyperFlex Cluster

Floating assigned automated Linked-Clone desktop pool with 450 Windows 10 VMs hosting 450 User Sessions on four
HXAF220c-M5SX HyperFlex cluster.

Test result highlights include:
e 0.676 second baseline response time
e 0.839second average response time with 450 desktops running
e Average CPU utilization of 45 percent during steady state
e Average of 320 GB of RAM used out of 768 GB available
e 1000Mbps peak network utilization per host.
e Average Read Latency 0.7ms/Max Read Latency 1.4ms
e Average Write Latency 1.9gms/Max Write Latency 4.4ms
e 3500 peak I/O operations per second (IOPS) per cluster at steady state

e 80MBps peak throughput per cluster at steady state

45 Login VSI Analyzer Chart for 450 Windows 10 Citrix MCS Persistent Virtual Desktops
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Test Results

450-02RC1

Successhully completed Login VS| test with 450  knowledgeworker sessions. VSImax [system saturation] was not reached. All Login V51 users completed the test »‘f

Test result review
450 sezsions were configured to be launchedin 2880  seconds.
Intotal 0 sessions failed during the test:
s 0 zessions was/were not successfully launched
® 0 launched sessions failed to become active
o 450 sessions were active duing the test

e D sessions got stuck during the test (before VS Imax threshold)

with 450 sessions the masamum capacity VWSimax (vd.1] knowledgeworker was not reached wath a Login VS| baseline performance score of 676

Login VSl index average score iz 693 lower than thieshold. It might be possible to launch more sessions in this configuration.

Ilaselinemllormmof 676 iz Very good

PASS

LoginVSI Results

VS| Baseline: 676ms
V5l Average: 832ms
VS| Threshold: 1676ms
Stuck Sessions: 0

46 Three Consecutive Login VS| Analyzer Chart for 450 Windows 10 Citrix MCS Persistent Virtual Desktops
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Test Results

47 Sample 4x Hyper-V Hosts CPU Core Utilization Running 450 Windows 10 Citrix MCS Persistent Virtual Desktops
450 Seat Citrix XenDesktop 7.17 MCS Persistent Desktops
Iintel Gold 6140 Processor, 768GB RAM
HX220MS5 3.0.1a Hyper-V 2016

48 HyperFlex Cluster Ul Performance Chart for Knowledge Worker Workload Running 450 User Test on Citrix MCS Per-
sistent Windows 10
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Summary

Summary
___________________________________________________________________________________________________________________________|

This Cisco HyperFlex solution addresses urgent needs of IT by delivering a platform that is cost effective and simple to
deploy and manage. The architecture and approach used provides for a flexible and high-performance system with a
familiar and consistent management model from Cisco. In addition, the solution offers numerous enterprise-class data
management features to deliver the next-generation hyper-converged system.

Only Cisco offers the flexibility to add compute only nodes to a true hyper-converged cluster for compute intensive
workloads like desktop virtualization. This translates tolower cost for the customer, since no hyper-convergence licensing
is required for those nodes.

Delivering responsive, resilient, high-performance Citrix XenDesktop provisioned Microsoft Windows 10 Virtual Machines
and Microsoft Windows Server for hosted Apps or desktops has many advantages for desktop virtualization administrators.

The solution if fully capable of supporting graphics accelerated workloads. Each Cisco HyperFlex HXAF240c M5 node and
each Cisco UCS C240 Mg server can support up to two NVIDIA M1o or P40 cards. The Cisco UCS B20oo Mg server supports up
totwo NVIDIA P6 cards for high density, high performance graphics workload support. See our Cisco Graphics White Paper
for our fifth generation servers with NVIDIA GPUs and software for details on how to integrate this capability with Citrix
XenDesktop.

Virtual desktop end-user experience, as measured by the Login VSltool in benchmark mode, is outstanding with Intel
Xeon scalable family processors and Cisco 2666Mhz memory. In fact, we have set a new industry standard in
performance for Desktop Virtualization on a hyper-converged platform.
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Appendix A - Cisco Nexus 93108YC Switch Configuration

Switch A Configuration

ICommand: show running-config

version 7.0(3)12(2d)

switchname XXXXXXXXXXX

class-map type network-qos class-fcoe

match gos-group 1

class-map type network-qos class-all-flood

match qos-group 2

class-map type network-qos class-ip-multicast

match qos-group 2

vde XXXXXXXXXX id 1

limit-resource vlan minimum 16 maximum 4094
limit-resource vrf minimum 2 maximum 4096
limit-resource port-channel minimum o maximum 511
limit-resource u4route-mem minimum 248 maximum 248
limit-resource u6route-mem minimum g6 maximum 96
limit-resource m4route-mem minimum 58 maximum 58

limit-resource mé6route-mem minimum 8 maximum 8

feature telnet

cfs eth distribute

feature interface-vlan
feature hsrp

feature lacp

feature dhcp

feature vpc

feature lldp

clock protocol ntp vdc1

no password strength-check
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username admin password 5 $1$MSJwTJtn$BoolrVnESUVxLcbRHg86j1 role network-admin
ip domain-lookup

no service unsupported-transceiver

class-map type qos match-all class-fcoe

policy-map type qos jumbo

class class-default

set qos-group o

copp profile strict

snmp-server user admin network-admin auth mds ox71d6agcfieaooycd3166eg91a6f38o7es
priv ox71d6agcfieaooycd3166e91a6f38o7es localizedkey

rmon event 1 log trap public description FATAL(1) owner PMON®@FATAL

rmon event 2 log trap public description CRITICAL(2) owner PMON@®@CRITICAL

rmon event 3 log trap public description ERROR(3) owner PMON@ERROR

rmon event 4 log trap public description WARNING(4) owner PMON@WARNING

rmon event 5 log trap public description INFORMATION(5) owner PMON®INFO
ntp server 10.10.50.2

ntp peer 10.10.50.3

ntp server 171.68.38.66 use-vrf management

ntp logging

ntp master 8

vlan 1,50-54

vlan 5o

name InBand-Mgmt-C1
vlan 51

name Infra-Mgmt-C1
vlan 52

name StoragelP-Ca
vlan 53

name LiveMigration-Ca
vlan 54

name VM-Data-C1
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service dhcp

ip dhcp relay

ip dhcp relay information option
ipv6 dhcp relay

vrf context management

ip route 0.0.0.0/0 10.29.132.1
vpc domain 50

role priority 1000

peer-keepalive destination 10.29.132.20 source 10.29.132.19

interface Vlani
no shutdown

ip address 10.29.132.2/24

interface Vlanso

no shutdown

ip address 10.10.50.2/24
hsrp version 2

hsrp 50

preempt

priority 110

ip 10.10.50.1

ip dhcprelay address 10.10.51.21

ip dhcp relay address 10.10.51.22

interface Vlansi

no shutdown

ip address 10.10.51.2/24
hsrp version 2

hsrp 51

preempt

priority 110
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ip 10.10.51.1

interface Vlans2

no shutdown

ip address 10.10.52.2/24
hsrp version 2

hsrp 52

preempt

priority 110

ip 10.10.52.1

interface Vlans3

no shutdown

ip address 10.10.53.2/24

hsrp version 2
hsrp 53
preempt
priority 110

ip 10.10.53.1

interface Vlansy

no shutdown

ip address 10.54.0.2/20

hsrp version 2

hsrp 54

preempt

priority 110

ip 10.54.0.1

ip dhcprelay address 10.10.51.21

ip dhcprelay address 10.10.51.22

interface port-channelio

description vPC-PeerLink
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switchport mode trunk
switchport trunk allowed vlan 1,50-54

spanning-tree port type network

service-policy type qos input jumbo

vpc peer-link

interface port-channel11

description Fl-Uplink-K22

switchport mode trunk

switchport trunk allowed vlan 1,50-54
spanning-tree port type edge trunk
mtu 9216

service-policy type qos input jumbo

vpci1i

interface port-channel12

description Fl-Uplink-K22

switchport mode trunk

switchport trunk allowed vlan 1,50-54
spanning-tree port type edge trunk
mtu 9216

service-policy type qos input jumbo

vpci12

interface Etherneti/1

switchport mode trunk

switchport trunk allowed vlan 1,50-54

channel-group 10 mode active

interface Etherneti/2
switchport mode trunk
switchport trunk allowed vlan 1,50-54

channel-group 10 mode active
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interface Ethernet1/3
switchport mode trunk
switchport trunk allowed vlan 1,50-54

channel-group 10 mode active

interface Ethernet1/4
switchport mode trunk
switchport trunk allowed vlan 1,50-54

channel-group 10 mode active

interface Etherneti/s
switchport mode trunk

switchport trunk allowed vlan 1,50-54

mtu 9216

channel-group 11 mode active

interface Ethernet1/6
switchport mode trunk

switchport trunk allowed vlan 1,50-54

mtu 9216

channel-group 11 mode active

interface Etherneti/7
switchport mode trunk

switchport trunk allowed vlan 1,50-54

mtu 9216

channel-group 12 mode active

interface Ethernet1/8
switchport mode trunk

switchport trunk allowed vlan 1,50-54

mtu 9216

channel-group 12 mode active
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interface Etherneti/g

interface Etherneti/10

interface Ethernet1/11

interface Etherneti/12

interface Etherneti/13

interface Etherneti/14

interface Etherneti/15

interface Ethernet1/16

interface Etherneti/17

interface Ethernet1/18

interface Etherneti/19

interface Ethernet1/20

interface Ethernet1/21

interface Ethernet1/22

interface Ethernet1/23

interface Ethernet1/24

interface Etherneti/25
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switchport mode trunk
switchport trunk allowed vlan 1,50-54

spanning-tree port type edge trunk

interface Ethernet1/26
switchport mode trunk
switchport trunk allowed vlan 1,50-54

spanning-tree port type edge trunk

interface Etherneti/27
switchport mode trunk
switchport trunk allowed vlan 1,50-54

spanning-tree port type edge trunk

interface Ethernet1/28
switchport mode trunk

switchport trunk allowed vlan 1,50-54

spanning-tree port type edge trunk

interface Ethernet1/29
switchport mode trunk
switchport trunk allowed vlan 1,50-54

spanning-tree port type edge trunk

interface Etherneti/30
switchport mode trunk
switchport trunk allowed vlan 1,50-54

spanning-tree port type edge trunk

interface Ethernet1/31
switchport mode trunk
switchport trunk allowed vlan 1,50-54

spanning-tree port type edge trunk
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interface Ethernet1/32
switchport mode trunk
switchport trunk allowed vlan 1,50-54

spanning-tree port type edge trunk

interface Ethernet1/33

interface Ethernet1/34

interface Ethernet1/35

interface Ethernet1/36

interface Ethernet1/37

interface Ethernet1/38

interface Etherneti/39

interface Etherneti/40

interface Ethernet1/41

interface Ethernet1/42

interface Ethernet1/43

interface Ethernet1/44

interface Ethernet1/45

interface Ethernet1/46
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interface Etherneti/47
interface Ethernet1/48
interface Etherneti/49
interface Etherneti/s0
interface Etherneti/51
interface Etherneti/52
interface Ethernet1/53
interface Etherneti/s4

interface mgmto
vrf member management

ip address 10.29.132.19/24

clock timezone PST -8 o

clock summer-time PDT 2 Sunday March 02:00 1 Sunday November 02:00 60
line console

line vty

boot nxos bootflash:/nxos.7.0.3.12.2d.bin

Switch B Configuration

ICommand: show running-config

ITime: Fri Dec 1517:18:36 2017

version 7.0(3)12(2d)

switchname XXXXXXXXXX

class-map type network-qos class-fcoe
match qos-group 1

class-map type network-qos class-all-flood

214



Appendix A — Cisco Nexus 93108YC Switch Configuration

match qos-group 2

class-map type network-qos class-ip-multicast

match qos-group 2

vde XXXXXXXXXX id 1

limit-resource vlan minimum 16 maximum 4094
limit-resource vrf minimum 2 maximum 4096
limit-resource port-channel minimum o maximum 511
limit-resource ugroute-mem minimum 248 maximum 248
limit-resource ubroute-mem minimum g6 maximum 96
limit-resource m4route-mem minimum 58 maximum 58

limit-resource m6route-mem minimum 8 maximum 8

feature telnet

cfs eth distribute

feature interface-vlan
feature hsrp

feature lacp

feature dhcp

feature vpc

feature lldp

clock protocol ntp vdc 1

no password strength-check

username admin password 5 $1$jEwHqUvM$gpOec2hramkyXogKD3/Dn. role network-admin
ip domain-lookup

no service unsupported-transceiver

class-map type qos match-all class-fcoe

policy-map type qos jumbo

class class-default

set qos-group o

copp profile strict

snmp-server user admin network-admin auth mds oxgo46c100ceifsecddy4ef2fgacse83fg

priv oxgo46c1oocerfsecddy4ef2fgacse83fg localizedkey

215



Appendix A — Cisco Nexus 93108YC Switch Configuration

rmon event 1 log trap public description FATAL(1) owner PMON@FATAL

rmon event 2 log trap public description CRITICAL(2) owner PMON@®CRITICAL
rmon event 3 log trap public description ERROR(3) owner PMON®@ERROR

rmon event 4 log trap public description WARNING(4) owner PMON®@WARNING

rmon event 5 log trap public description INFORMATION(5) owner PMON@®INFO
ntp peer 10.10.50.2

ntp server 10.10.50.3

ntp server 171.68.38.66 use-vrf management

ntp logging

ntp master 8

vlan 1,50-54

vlan 5o

name InBand-Mgmt-C1
vlan 51

name Infra-Mgmt-C1
vlan 52

name StoragelP-Ca
vlan 53

name LiveMigration-Ca
vlan 54

name VM-Data-C1

service dhcp

ip dhcp relay

ip dhcp relay information option
ipv6 dhcp relay

vrf context management

ip route 0.0.0.0/0 10.29.132.1
vpc domain 50

role priority 2000

peer-keepalive destination 10.29.132.19 source 10.29.132.20
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interface Vlani
no shutdown

ip address 10.29.132.3/24

interface Vlanso

no shutdown

ip address 10.10.50.3/24
hsrp version 2

hsrp 50

preempt

priority 110

ip 10.10.50.1

ip dhcprelay address 10.10.51.21

ip dhcprelay address 10.10.51.22

interface Vlansa

no shutdown

ip address 10.10.51.3/24
hsrp version 2

hsrp 51

preempt

priority 110

ip 10.10.51.1

interface Vlans2
noshutdown

ip address 10.10.52.3/24
hsrp version 2

hsrp 52

preempt

priority 110

ip10.10.52.1
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interface Vlans3

no shutdown

ip address 10.10.53.3/24
hsrp version 2

hsrp 53

preempt

priority 110

ip 10.10.53.1

interface Vlansy
no shutdown
ip address 10.54.0.3/20

hsrp version 2

hsrp 54

preempt

priority 110

ip 10.54.0.1

ip dhcprelay address 10.10.51.21

ip dhcp relay address 10.10.51.22

interface port-channelio

description vPC-PeerLink

switchport mode trunk

switchport trunk allowed vlan 1,50-54

spanning-tree port type network

service-policy type qosinput jumbo

vpc peer-link

interface port-channel11
description Fl-Uplink-K22
switchport mode trunk

switchport trunk allowed vlan 1,50-54
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spanning-tree port type edge trunk
mtu 9216
service-policy type qosinput jumbo

vpci1i

interface port-channel12

description FI-Uplink-K22

switchport mode trunk

switchport trunk allowed vlan 1,50-54
spanning-tree port type edge trunk
mtu 9216

service-policy type qos input jumbo

vpci12

interface Ethernet1/1
switchport mode trunk
switchport trunk allowed vlan 1,50-54

channel-group 10 mode active

interface Etherneta/2
switchport mode trunk
switchport trunk allowed vlan 1,50-54

channel-group 10 mode active

interface Ethernet1/3
switchport mode trunk
switchport trunk allowed vlan 1,50-54

channel-group 10 mode active

interface Ethernet1/4
switchport mode trunk
switchport trunk allowed vlan 1,50-54

channel-group 10 mode active
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interface Etherneti/s
switchport mode trunk

switchport trunk allowed vlan 1,50-54

mtu 9216

channel-group 11 mode active

interface Ethernet1/6
switchport mode trunk

switchport trunk allowed vlan 1,50-54

mtu 9216

channel-group 11 mode active

interface Etherneti/7
switchport mode trunk

switchport trunk allowed vlan 1,50-54
mtu 9216

channel-group 12 mode active
interface Ethernet1/8

switchport mode trunk

switchport trunk allowed vlan 1,50-54
mtu 9216

channel-group 12 mode active
interface Etherneti/g

interface Etherneti/1o

interface Ethernet1/11

interface Ethernet1/12

interface Etherneti/13
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interface Etherneti/14

interface Etherneti/15

interface Ethernet1/16

interface Etherneti/17

interface Ethernet1/18

interface Etherneti/19

interface Etherneti/20

interface Ethernet1/21

interface Ethernet1/22

interface Ethernet1/23

interface Ethernet1/24

interface Etherneti/25

switchport mode trunk

switchport trunk allowed vlan 1,50-54

spanning-tree port type edge trunk

interface Ethernet1/26

switchport mode trunk

switchport trunk allowed vlan 1,50-54

spanning-tree port type edge trunk

interface Etherneti/27

switchport mode trunk
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switchport trunk allowed vlan 1,50-54

spanning-tree port type edge trunk

interface Ethernet1/28
switchport mode trunk

switchport trunk allowed vlan 1,50-54

spanning-tree port type edge trunk

interface Etherneti/29
switchport mode trunk
switchport trunk allowed vlan 1,50-54

spanning-tree port type edge trunk

interface Etherneti/30

switchport mode trunk
switchport trunk allowed vlan 1,50-54

spanning-tree port type edge trunk

interface Ethernet1/31
switchport mode trunk
switchport trunk allowed vlan 1,50-54

spanning-tree port type edge trunk

interface Ethernet1/32
switchport mode trunk
switchport trunk allowed vlan 1,50-54

spanning-tree port type edge trunk
interface Ethernet1/33
interface Etherneti/34

interface Ethernet1/35
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interface Ethernet1/36

interface Etherneti/37

interface Ethernet1/38

interface Etherneti/39

interface Etherneti/40

interface Etherneti/41

interface Ethernet1/42

interface Etherneti/43

interface Etherneti/44

interface Etherneti/45

interface Ethernet1/46

interface Etherneti/47

interface Ethernet1/48

switchport access vlan 50

interface Etherneti/49

interface Etherneti/5o

interface Ethernet1/51
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interface Ethernet1/52

interface Etherneti/s53

interface Etherneti/ss

interface mgmto

vrf member management

ip address 10.29.132.20/24

clock timezone PST -8 o

clock summer-time PDT 2 Sunday March 02:001 Sunday November 02:00 60
line console

line vty

boot nxos bootflash:/nxos.7.0.3.12.2d.bin
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