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IMPORTANT SAFETY INSTRUCTIONS

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you work
on any equipment, be aware of the hazards involved with electrical circuitry and be familiar with standard
practices for preventing accidents. Use the statement number provided at the end of each warning to locate
its translation in the translated safety warnings that accompanied this device.
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274> IDZ. Cisco UCS Manager N C—E CTHAILENRH Y £,

B A IDIE, KLFNOIREDLLEND Y £, 7o ¥ =237 72 EORRTFROR
FNOIEDH Z LIXTTEE A,

s 7 A ID Tlid, KIFE/NLFENKEPIESNET,
T RTUNRFEDT 7 A IDIT/ERTE FH A,

e —YP T h UL NOVERKZIZ. n AV IDEERETCEEHA, 2= T h UL MEHIER
L. iLWa—F 7 h 7 FERERTAMLERH D £,

ZEBRBD/NRAT— FEBEDRERRXBDKTE

NR2AT— R a7 7 A Fans  ZEET 5121,

admin F 7213 aaa HEFR &2 o TV B LEE

NHVET, RAU—FNERZERE, 2607137 1%, admin 721X aaatER &2 FF o2 —
FICEAINERA,

FIE

ARV RFERFTIaY

=)

ATy T

UCS-A# scope security

X2 VT 0 BE— REHBLET,

ATy T2

UCS-A /security # scope password-profile

NAT—=R 774 X2 T4
E— RERBLET,

ATvT3

UCS-A /security/password-profile # set
change-during-interval enable

0 — W VG SN — R E S
FEM OMIZFATTE /AU — REHED
Iz IR L &7,

ATvT4

UCS-A /security/password-profile # set
change-count pass-change-num

7 — A1 VERGRE S Lz 2 —25 [Change
Interval] DI By D/NA T — REAH
TELHRAREE #FELE T,

ZOfEIX. 0~ 100 b HAICHKRETE
F9,

ATy Th

UCS-A /security/password-profile # set
change-interval num-of-hours

[Change Count] 7 1 —/L K CHRE L7z
AT — REERED AN 72 5 W D B
REAFRELET

T OfEIE, 1~ 745 BRI 6 H HICERE
T F9,

el zIE, TOT7 44—V R 48 ITRE
&}, [Change Count] 7  —/L K23 21
RESNTWDHE, B—AVRGES
T —HIL 48 BEERILINIC 2 Rl A 2 5
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ARV RFERFTIVaY =)
WA — REHEZFEITTHZLIFITEE
A,
R T 7 6 | UCS-A /security/password-profile # KNG HF T gL d T AT ADORTEICD
commit-buffer Iy FLET,
1
W OB, change during interval 47> 3 & A 2 —7 /ML, BEREEKE 5], BHE

MRz 72 FEfICEREL. v Yo7 vavadaly bLET,
UCS-A # scope security

UCS-A
UCs-A
UCS-A
UCs-A
UCs-A
UCs-A

INA ) —

FOERRIERHEROE

NR2AT— R Fa 77 A Fans o L84 5121T

/security # scope password-profile
/security/password-profile # set change-during-interval enable
/security/password-profile* # set change-count 5
/security/password-profile* # set change-interval 72
/security/password-profile* # commit-buffer
/security/password-profile #

E

. admin ¥ 7213 aaa R 2 FF > TV D BE

HVFET, NRAUV—FNEREZERE, 2607 v37 1%, admin F 72X aa bR 2 o= —

P SN EE A

FIE
ARV RFEREET7TIVa Y ]3]

25 71 | UCS-A# scope security Tk T4 T R LET,

R T w 72 | UCS-A /security # scope password-profile | /X2 7 — R FYu 7> (/L %2V F ¢

— FZBMh L7,

R 7 3 | UCS-A /security/password-profile # set BIRPOEFEiEL> T 4 E—7 I LE
change-during-interval disable 4,

AT 7 4 | UCS-A /security/password-profile # set — HNVEBEE SN —Y . FHLLSAE

no-change-interval min-num-hours

méﬂtﬂxv R % 25509 5 Rl R
T AR O/, EZRELET

ZOfEIE. 1 ~745 B[l H BB
TExEJ,

Z ORI

%J'h
CAX E

. [Change During Interval] 7

2 /37 1 73 [Disable] IZF%E AL TV D
Ba. BRHINET,

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .



B xo—r@ENY > roBE

NRT— RER |

ARV RFERETIVa Y ]3]
R 75 | UCS-A /security/password-profile # ]\ GV g E VAT AORTEIZ
commit-buffer Ty hLET,

il

iz, MBREPOEES > a v v2F 4 v—7 12
covYrvarvEaly bTABERLET,

L.

UCS-A
UCs-A
UCs-A
UCS-A
UCs-A
UCS-A

INA ) —

FIE

# scope security

/security # scope password-profile
/security/password-profile # set change-during-interval disable
/security/password-profile* # set no-change-interval 72
/security/password-profile* # commit-buffer
/security/password-profile #

FEEDD Y FDETE

WNAT—=RTaT7 740 TaXxT 40 2ERTDHIZ
NHYET,

L. KHEEIEFEZ 72 BFRICBOE

1%, admin £721% aaa bR A Ff> TV B MNEE

ARV RFERETIVa Y

=)

&

UCS-A# scope security

X2 UT 4 = FEBLET,

ATvT2

UCS-A /security # scope password-profile

NRAT—R a7y tXxa T4
ET— FEBBLET,

ATvT3

UCS-A /security/password-profile # set
history-count num-of-passwords

“‘jj/bmuﬂEéS%Lf_:L“‘ffﬁ) Elﬁﬁﬂzﬁg
HASNIRAT— REHAHTELET
. VBT 2 BN %D/ AT —

RO¥AERELET,

ZOfEIE, 0~ 15 b HHICRETE
i —a_o

7 7 4 /b h Tld, [History Count] 7 4 —

wFﬁoumEéhiﬁo_®m
TR 7 SRS D=0
Z—PFIINDTHLRID/NA T — R&ff
AcxEd,

ATvT4

UCS-A /security/password-profile #
commit-buffer

oUW I a BV AT ADREIZD
Iv hLET,
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451
WOBENEL, NAT—REBEID v EREL, F T varEaly bLET,

UCS-A # scope security

UCS-A /security # scope password-profile

UCS-A /security/password-profile # set history-count 5
UCS-A /security/password-profile* # commit-buffer
UCS-A /security/password-profile #

H— jj)l/nu..\niEé;h'T:l_-Ugo)/\ox'j_ F\ 7°|:|77’f)l/

N

NAT— R 71757 A/WZiE, Cisco UCS Manager D 12— B LVIBGE S 72T X TOHOZ—HF D3
AU — RIRIERL/S AT — NERRBE Y v 37 4 NEENE T, B —DAGBRES 2 —HITR
IRHINAT =R T T7 7 ANVERETHZ LITTE A,

GE)

RAT—= K777 AV 707 4 2B E$T5HI20%, admin F£721F aaa HERZFF > TV HMEE
NHVET, RAUV—FNERZERE, 2607137 1%, admin /21T aaa bER &2 FFo 2 —
FICEAINERA,

INRAT—FREBEAD Y b

NAT—RBREOH T MZEY, a— B AGRRES e —FRE L RAT — REFFIH L
WEDIZFT D ENTEET, NAU—FNBES D FaiRET S &, Cisco UCS Manager |
BECHEH SN NRAT = RERRISEETRELET, NAT— NERES U > M3 EH
@NXU—Fﬁ%ET RNRAT— RKPRFHLWEIZRFESRET, 20D, BEIT L RRL

TUVMEICE L L EITE, b EWASRAT— REHFHTEET,

INAY— RIgREA 7 > TR fﬁéﬂtéﬁz@/\x U— REER L THEMRT 2 L, 2—FF =z
U—RaeifcEEd, me&xiE, "AUV—FR@EEI T U FERICHRE LSS, 2 — I
RADINAT — K& 9FHD/NAY — FBRHREINICAR 5% ETHEMNTE iﬁ/uo

F7 AN N THE, SAT— FBEROICRESNET, ZOMiE, BEOH Y FF (-
T, =IO THREIONAY — REFHATEET,

7 — ﬁwmﬁéhti—%®ﬂxv KD o v&2 27 U7 LT, LURIDO/SR AT — R & fH{f
AT D 2 N TEET,

INR T — FEERRR

INATT — ]\ﬁEFﬁBF‘ﬂ j: D“—j\]ﬂ/mu uﬁéﬂf’iwﬂ‘ﬁ‘%ﬂi@lﬁﬁﬁlﬁ \—'fTZ_/Z)/\X U — ]\BTEOD
FEAFIRLET, ROKT, "AV— NEE/HBO2 SOBIRREA 7> a LDV T
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LGB EREA 51
No password change INAT— ROEFE, FREINT | /XA Y — REH % 48 K LLINIC
allowed R ORIL, B A ARRES hie | 2= P B ARAY — RELET 50
2—PFONRRAT = REEET L |22
EETE EE A, + [Change During Interval] % #£%
1 ~ 745 WF[R] D42 FAL IE PR B 2 45 (ZRRAE
ECEET, 774NV T A o
A I P I 24 FERE C . [go Change Interval] % 48 (25X
EHEERNOASZY — | B =D AGEFES N Te 2 —FD/RA | NRAT — NEE % 24 R LA B
NAL S U — REZFANIER SNIRFHIN | K 1EONRRA T — RER ZFFr 4
WEBRTELRREMEZBELE | DI, ROL D REEELITVE
‘?—O ﬁ—o
EHERIBEZ 1 ~ 745 BEH T, /& + [Change during interval] % %)
U — FEEDHKAERZ 0~ 10 (ZRE
THETEEY, 774/ KT h S
I, a— I VEEE INnfma— Ville [ ange count] I
% LT, 48RRI Tl R 2 [ * [Change interval] % 24 IZ3%
DIRAYT — REERFFA SN E
j—o

H— jj)l/nu..\niEé;h'T:l_-Uio)/\ozlj_ F\Eﬁo)g U 7

FiEg
AU RFEREFET7TIV3 Y By
AT 71 |UCS-A# scope security tXaVT7 4 E—FERRBLET,
R 72 |UCS-A /security # scope local-user BEINF2—Y 7 h oy NMoxd 5
user-name g—hla—HP x5 E— K%
BRIt L £,
X T 7 3| UCS-A /security/local-user # set clear WBEesnr-a—%7hoy FONRAT —
password-history yes NERE 7 U7 LET,
Z v 7 4 | UCS-A /security/local-user # commit-buffer | ~ 5 %7 L 9% 2 F AOH/EIC2
Ty hLET,

. Cisco UCS Manager ') ) —X 407 RS =X FL—2 a3 UEE (CUA) A4 F



| “zxo—rEm

sontz27—rorE [

!l
ROBNT, NAT—F@EED Y b aREL, P varaaly FLET,

UCS-A # scope security

UCS-A /security # scope local-user admin

UCS-A /security/local-user # set clear password-history yes
UCS-A /security/local-user* # commit-buffer

UCS-A /security/local-user #

Knnt=-/A\XJ7— FDIEIH

amin 7 oV

fD/IRRT— FDIEIH

admin 7 7> M, VAT AT RI=ZA ML —ZFEFA—N—a—F DT H DV FTT,
T RI=Z L —ZPRadmin 7 BT FONRAT—REHKH L BERAEF2U T 0 LoORE
NRATHAREMENH Y £97, admin 7H V2 hO/RRAY— REZEE S5 FIETIE, 9T
D777V A F—axy MIEREZBFEATLIVNERDY | T —FREN—KRIZE 1L
LET,

admin 7 U2 FO/RRAT— RE@FIHT A6, EBEIZIFZZEOT U FONRRAT— REEH
LET, admin 7 7> MIKISTAITLDONRNAY — REZFRETAHZ LI TxERA,

admin A DOFTRTOa—H)L T H D hO/SAT— KX, Cisco UCS Manager 7> 5 U & > k
T&EJ, 72720, aaa £721F admin HER A>T 7 k& L T Cisco UCS Manager (Z
RIA T HNERDY ET,

\}

Cisco UCS Mini DA, ZOFINET CiscoUCS KA A VNZEENDZTRTCOT 7T w7 A
Z—axy ey —v Ay MDY HTHERHY ET, LN T, 777V w7
AV B —ax I ERENENO Y ¥ —2 A8y MIRIILSH L T, CiscoUCS RAA > TH
T EENEREOIEIL LT,

. CiscoUCSICOWTIE, ZOFIETTXRTHOTZ 7T Vw7 Ao X —ax7 NOEBERZE S
VBERHDET, LERoT, 777Ul A —axy FABEE IS E T, Cisco
UCS RAA HNOT —FFENRmPNAE L L ET,

GE)

Cisco UCS 6454 Fabric Interconnect BlDO B — RV E VAT A A A=V hFFoTWWERTA, 1 OD
H—ENTA A=D1,
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277U A48 —ax D) —F—y T A—ILORE

\}

GE)

EBHENRRAT— KRONS R RSTEBERICI TAZND T 7T v 7 4 o F—a Ry O
FRAHBIT DL, WADOT7 77V v r A F—axy hOIPT KL A5 5 CiscoUCS Manager
GUIZBEEd, WR7 77 U v/ A Z—axy MIKRBL, ROA vy E—UREREIN
£,

UCSM GUI is not available on secondary node.

FIE
ARV RFERFTIaY =)
X w71 |UCS-A# show cluster state DS ARDEHTDOT 7T I A —
a7 FOBERER I O) =& —
T u—aeFRLET,
1

WIZ, VIFAZDOWIEDT7 77V w7 A E—axy b)) —F—vy T a— ik
AT OB ERLET, ZITEH Iy 7 Vv I A F—axs NART T4~ a—
NT, 777 Vw7 A Z—axs F BREEe—1LTT,

UCS-A# show cluster state

Cluster Id: 0x4432f72a371511de-0xb97c000delblada4d

A: UP, PRIMARY
B: UP, SUBORDINATE

HA READY

6200 35 K Tr6300FI &) —XDRA Y F7AVERTOadmin 7o Y
WAV S EANOY 1=

ZOFEIZEY, Ty T Vv I A H—ax s VTV AT A vy 8T v T OFEITRIC
admin 75 7 2 MIRRE LI/RAT — FE@ERTE T, admin 7BV ME, YAT LT K
S=2ZA R L— R FEEFA—R—2—FDOT H T N T,

1R AR

1. 7757V A F—axrZ hparyy—)LR—+%, arba—& X—IF)LE1T
o) — )L | IR B L E T,

2. ROT7 7 =AY =T DETRON=Y 2 VMR LET,
cTF TV VI AV H AR R DT AT =T A F AT
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FEE

6200 £ £ UL 6300F1 &) —XDRE > K7 O TO admin 7 ho > b $x0— FowiE [

e T 7 — AT T VAT A N—=TVa

ATy 1
2ATFw T2

ATvT3

ATv74

ATvT5

ATvT6

ZDOEREBRET DHITIE, CiscoUCS RAA VICREESN TWAIEED—Y T h v b &f#
ALTe /A4 LET,

FIE

oY=V R— NMIEER L ET,
T IV A F—ax 7 hOBEERD L IICHERALET,
@(MmWBMm®%ﬁ\777)/?4/?_3*75%7Y ARy MrbElERE
9, TENLANOHEROGEIZ, 777 Vv A F—ax) NOERELTZIZLET,
b) Cisco UCSMini DE, 777 Vw7 f ¥ —axy ey y—y Any MNIZRELE
T, TNLUNOHERDGEIL, 777 Vv A X —axy "OBREA A IZLET,
a2 =L TROWT DX — DA GO 2 M LT, BB loader 70 7 h &R
IEFET,
*Ctrl+l

s Ctrl+Shift+r
loader 7B V7 N EZHEIEIZFE T B2, BN L 72X —0OMAE b 285BI X 220
B WEERHY £,

T TV A F—=aRx I hOHI—F)V T 7 —bUx2T N—=Ta b7 —FLET,

loader >
boot /installables/switch/

kernel firmware version

51

loader > boot
/installables/switch/ucs-6100-k9-kickstart.4.1.3.N2.1.0.11.gbin

loader > boot
/installables/switch/ucs-mini-k9-kickstart.5.0.3.N2.3.0la.bin

config # —IF /N E—REZ AN LET,

Fabric (boot) #
config terminal

admin SAV— K& Uty hLET,

Fabric (boot) (config) #
admin-password

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .
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. AR R7O RO Admin 7 ho 2 b 78X 77— KD7EIB Cisco UCS 6454 Fabric Interconnect

ATy T17
ATvT8

ATvT9
ATy 710

password

KLFEHFRENEFNLI DL EEEND WA T— RERNLET, ZORT— X
ZEIZTEERA,

HLWARRT—REFZ7 V7 T2 E— N CERINET,

config # =3I/ E—REKTL, 7—h 7R U7 MNMIED £7°,
T TV T A E—RT NDYVATA T 77— 2T RN—Tarry 77— LET,

Fabric (boot) #
load /installables/switch/

system firmware version

1 -

Fabric (boot)# load
/installables/switch/ucs-6100-k9-system.4.1.3.N2.1.0.211.bin

Fabric (boot)# load
/installables/switch/ucs-mini-k9-system.5.0.3.N2.3.0la.bin

VAT A A A—=UPRE— RI7e 6, Cisco UCS Manager [Z12 7 A > LE T,
Cisco UCS Manager CH LW\ A T — RERI L F9,

UCS-B # scope security
UCS-B/security # set password
Enter new password: New password
Confirm new password: New password
UCS-B/security* # commit-buffer

ABR7AVERD Admin 752 b /XX — KD1EIA Cisco UCS
6454 Fabric Interconnect

ZOFEZEY, 777V I A —axy NTHIV AT Lty T v T OEITRIC
admin 7 B 7 MIBRE LR AU—REEHETEET, admin 7 V> ME, VAT AL T K
SR RNL—FEFFA— A== DT H T F T,

1R BHEIIZ

1. 777V Ao F—axy spary)—)LR—r2, arsEa—% X¥—3IFLEiT
oY —)b IR ER L E T,

2. FELTH D Cisco UCS 6454 Fabric Interconnect £ A — DN — g U R L E 9,

GE)

Cisco UCS 6454 Fabric Interconnect Bl B —F )V & AT A A A=V hFFoTWWET A, 1OD
M—ZNTZA A= RHD ET,
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FEE
AR R7O RO Admin 7 ho 2 b 78X 7 — KD7EIB Cisco UCS 6454 Fabric Interconnect .
E¥hk DIEWRAERFET 5121E, CiscoUCS RAA VICERESNTWAIERO2—F T h o v &l
ﬁH LCrZ7A U LET,
Flig
ATy 1 3 Y— R— ML £,
ATw 72 UCS-A(local-mgmt)# reboot
Sk, 77y A —axy RV T = LET,
777Vl A F—axy NOERBEAZTIZEHLTEET,
ATvT3 V7 —hL7zb, 2 Y —LTCtrlte ¥F—%2MW L C loader 77 h2FERIEET,
Ctrl+c
loader 7' v 7 M A HEEICETRT HITIE, BIRL7ZF— DS DY 2 EER X 2
ROERWEERHD 7,
ATY 74 loader 7R T RNT, D~y REEITLET,
loader > cmdline recoverymode=1
AFvyITS Ty TV v A FZ—axy TCisco UCS 6454 Fabric Interconnect{ A —% 7 — k LE,
loader > boot /installables/switch/cisco UCS 6454 FI Image
1 -
loader > boot
/installables/switch/ucs-6400-k9-system.7.0.3.N2.3.40.173.gbin
ATv 76 config ¥ —IF N E— REMBLET,
switch (boot)# config terminal
AFyF7  admin SAUV—FEZVEy FLET,
switch (boot) (config)# admin-password New password
RLFEHENRENFNLI DU LEEENDBIRNAT— REBIRLET, ZO/NAT— R
ZEIZTEERA,
HLWSRRAT—=REZ V7 TR T— R THERRENET,
ATvT8 config ¥ —IF N E—REKTLCFIZU7—hFLET,
switch (boot) (config) # exit
switch (boot) # exit
ATYT9 alAr7arT MRERENDETH->THL, HLWIAY—FREfHLr A LE

‘@40
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B 005506000 —3X0H 522 BRTO Admin 7 H™H > b KR T— FOKIE

ATv 710

Cisco UCS 6400 Series Fabric Interconnect
login: admin
Password:New password

Cisco UCS Manager THI LV WA T — R&[EHI L £,

UCS-A # scope security
UCS-A/security # set password
Enter new password: New password
Confirm new password: New password
UCS-A/security* # commit-buffer

6200 5 K TL6300FI ') —XDY S RAERTO Admin 7Hho > b /N
AJ—FKnEIR

ZOFEICEY, 77TV vl A X —axd NCTHMI AT Ay T v S OIITERC
admin 7 UV MIRELT7ZNRNAY—REEHTEET, admin 7 H 7> bME, VAT AL T K
S=2ARL—FFREFA—RN—a—FDOT H T N T,

1R BHHEIIZ

1. 777 V97 A0 FZ—axy bOay ) —)LiR—rDOWWTNN] D%, a2 a—F Z—
S FERIZa Y = = NI RE L E T,

2. KOWBREAFLET,
c T TV YT A B AR NOT T =AY =T AR AT A
¢« T 7 — AT VAT A N—Tg

cTIIARN N —=F =y T u—NafOT7 TV I A F—axs e WRT 7
TV f X —axy k

&
2ATFw T2

ZDOIERERBZT HICIE, CiscoUCS RAA VICERTESN TWAEEDZ—F T h o &
ALcae A4 LET,

FIE

D77 TVl A F—axy hoary—LiR— MIERLET,

WEZ 77V v fv¥—axy hOBEIF, ROFIREZETLET,

a) CiscoUCSMini D&, 777 Vw7 A F—axl e y—y Aay M bE| &k
F9, ENLSNOEROGAIX, 777V v A v —axy NOEREAZIZLET,

b) CiscoUCSMini DA, 777 Vv Ao ¥ —axy hevy— Aay MIZELE
T, ENLUNOHERDOGEX, 777 Vv 7 A ¥ —ax7 NOEREA IZLET,

. Cisco UCS Manager ') ) —X 407 RS =X FL—2 a3 UEE (CUA) A4 F
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ATvT3

ATvT4

ATy Th

ATvT6

ATy T17

ATv78

6200 #5 & LS 6300FI 1) — XD % 5 R A HETO Admin 7 ho > k iz 7— komiE |

¢) ALY =N TROWVWTNNOF—DMAEDLE LML T, EEIFFIZ loader 7R 7 M &
FRSEET,

*eCtrl+l
e Ctrl+Shift+r
loader 7B V7 M HBEEHIZFETRT D121, BIR L7 — 0 AE b 285BI X 20T
X2 5720 EERH D £77,
TIA<Y Ty T VI A2 —axy NOEFRERO L IICHBEALET,
a) CiscoUCSMini DA, 777V w7 A F—aRxy bavy— Ay bl &k
9, TNLUSNOEROGEIL. 777V v I A v A —axd "OEREFZIZLET,

b) CiscoUCSMini D5, 777V w7 A F—aRy bavyr—y Any MRICELE
T ENLSNOERDGEIX, 777 Vv I A —axy bOEREAIZLET,

2V =L TRONT DT —DO/A GO A LT, BEERIZ loader 70 7 N & FoR
éﬁi—é‘o

*Ctrl+l

*Ctrl+Shift+r
loader 7' B 7 M EZMHEHICERT HITIL, BN L 72X —OfAE O 2 EEF S 2T UL
ROIRWEENRD Y 3,

T3 T IV T A B —aRx I NOH—F)V T 77— T "= g% 7— kML
Er

loader > boot /installables/switch/
kernel firmware version

&1

loader > boot
/installables/switch/ucs-6100-k9-kickstart.4.1.3.N2.1.0.11.gbin

loader > boot
/installables/switch/ucs-mini-k9-kickstart.5.0.3.N2.3.0la.bin

config # —IF /L E— REATLET,

Fabric (boot)# config terminal

admin NAU—RZUt&y hLET,

Fabric (boot) (config) # admin-password password

RIXFLBFPENENI DU EEENDBA R NATV — F2@RLET, 20 RT— i
ZEZTEEE A,

HLWSRATU—RZIZ VT %A T— RRTERENET,

config # —IF /N E—REKTL, 7—F 7B U7 MIRED £7,

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .
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. 9 S X B ERTO Admin 7 H > k78R — FD&IA Cisco UCS 6454 Fabric Interconnect

ATvT9

ATy 710
ATvIN

ATvT12

TI9A=) T7 TV I A F—aX I NDVAT LT 7 —ATxT N—Ug 7T —hk L
ij‘o

Fabric (boot)# load /installables/switch/

system firmware version

1 -

Fabric (boot)# load
/installables/switch/ucs-6100-k9-system.4.1.3.N2.1.0.211.bin

Fabric (boot)# load
/installables/switch/ucs-mini-k9-system.5.0.3.N2.3.0la.bin

VAT A A A=V — RETz 5, Cisco UCS Manager (22 74 > LET,

WE77 7V I A F—axy hDaryy—LT, ROFEEZFATL T AT LeEE L x

D

Q) WR777 Vvl A F—axy NOH—F)V Ty7—ALT=T N—Tark 77— LE
R

loader > boot /installables/switch/
kernel firmware version

b) WEZ 7TV A H—aX T NDY AT L Ty —hT =T N—Va 27—k L%
R

Fabric (boot)# load /installables/switch/
system firmware version

Cisco UCS Manager & ffiD> FI TH LUWSA D — R&EFRBI L £,

UCS-B # scope security
UCS-B/security # set password
Enter new password: New password
Confirm new password: New password
UCS-B/security* # commit-buffer

HSAABEETO Admin 7HH 2 k /NXTJ— KD I Cisco UCS 6454
Fabric Interconnect

TOFIECLY, 77TV v A F—axs FTHUIL AT A kY T v T OEITHEIC
admin 77 MIHRELTZ/RAV—REEATEET, admin 7V > M, VAT AT R
SR RNL—HFEFRFARA— N2 —FOT H T NTT,

1R BHIIZ

1. 777V A F—axy s@ary)—LR—FONTNN]I D%, I Ea—F Z—
RV = el = = I P AN Nt 7/ 2 1S T 7 7 =S

2. ROFHREAFLET,

. Cisco UCS Manager ') ) —X 407 RS =X FL—2 a3 UEE (CUA) A4 F
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IS REERTOH Admin 7 hHo > b 78R 7 — KD7EIB Cisco UCS 6454 Fabric Interconnect .

* Cisco UCS 6454 Fabric Interconnect DA A —3

A\

(GE) Cisco UCS 6454 Fabric Interconnect B/ D — R )L & & AT b A A —
VEFOTWERTA, 1 DD —EINTZA A=V RHY £97,

c IIA=RN N —=F =y T u—NERfOT T Vv I A F—axs e WRT 7
TV A Z—axy k

ATy T
ATvT2

ATvT3

ATvT4

ATvTh

ATvT6

ATy T17

ZDOFERERZET DHITIL, CiscoUCS RAA VICREESN TWAIEED—Y T h v b &ff
HLTelZ A4 LET,

FIE

TVDT7 7TV A FZ—axy hOary—)LiR— ML FET,
UCS-B(local-mgmt) # reboot

ZHICEY R TV v A F—ax s FRY T —FLET,
WEZ7 77V A —axy hOBRBEAZITIZLHTEET,

V7 —hL7zb, oY —LTCtrlie ¥F—%2 ML C loader 707 "2 FEREIEET,
Ctrl+c

loader 7B V7 M AMEHICERT HITIL, BN L 72X — 0 AE DR 2 EEEHF S 22Tt
ROLIRWGEAERH Y i*ﬂ

loader 7’27 FC, IROa~< REFEITLET,

loader > cmdline recoverymode=1

777U vy A F—axs TCisco UCS 6454 Fabric Interconnectf A — % 7 — h LE7,

loader > boot /installables/switch/cisco UCS 6454 FI Image

1 -
loader > boot
/installables/switch/ucs-6400-k9-system.7.0.3.N2.3.40.173.gbin

config #— /L E— R&EBAB L ET,

switch(boot)# config terminal

admin XAU— K& Uty FLET,

switch (boot) (config)# admin-password New password

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .
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. 9 S X B ERTO Admin 7 H > k78R — FD&IA Cisco UCS 6454 Fabric Interconnect

KLFEHFRENEFNLI DL EEEND RN AT— RERNLET, ZORT— X
ZEIZTEER A,

FLWSRAT—RNZZ U7 TFA b T— RTERENET,
ATy T8 config¥—IF NV E—FREKTLCFIZU7—hFLET,

switch (boot) (config) # exit
switch (boot)# exit

AT9T9 al A Tar T IRERENDIETHE>THL, HILWRAT—=REFEHLTRrZ A LE
‘déo

Cisco UCS 6400 Series Fabric Interconnect
login: admin
Password:New password

AT w710 Cisco UCS Manager & 1D FI TH LWWIRA U — RERMI L F9,

UCS-B # scope security
UCS-B/security # set password
Enter new password: New password
Confirm new password: New password
UCS-B/security* # commit-buffer

. Cisco UCS Manager ') ') —X 407 FE X FL— a3 VEE (CLUA) A4 F
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=% =R

O—J)LR—X THOELADHKTE

e — L R—ZA TR ay ha—/LOWE (25 2—)
e 21— 7 H 7 b CiscoUCS (26 ~<—)

e —H% m—,L (28 X—)

o 2—H m—/LDERK (33 N—)

o 22— T — L~DERDIBIN (34 ~—)

e 2—H T — LOMHEROER (34 X—)

o 2—H T — )b OHEROHIER (35 <—)

o —H m— LOHIE (36 ~2—)

e lr—)b (37 X—)

s O —NNVFRRES N2 —F T AU b (40 X—Y)
cCLIMODa—Y vy arD=FY T (48 3—2)

O—)LR—XA 7YX a2 rO—)LOBE

0— L _R—=2 77X a3 be—/L (RBAC) L. 2—VFoo—/Ltolr— kSN —
PO AT HT 7 AERIRETNTH AT HH5ETT, =ML > TV AT ANTO—H
DOMERRDEZE SN, O — L > Ta—RT 7 v ZAa[ERilif (KA A V) NERSNhE
T FHERAZ—PICEEE VD Y TOND Z LIV, Mk —balr— 2% 0 4T
HZ Lo THAx Da—VHEREZEH CE £9,

MHIR Y AT B Y )= ANDEXIART 7 B AERDZ—FICHE26N56DI%, BV S Toh
e — UL T 7B AMERNEZ B, B0 S Con-alr—milo 7 7 v AR &
TWAEAICRY £4, 72 21F, = y=7 ) VJTHOEHEn— L2 52 bnl-a—)
X, = V=T U THEBROY—R"BREEEHTEXET, L, Fox—PFIZEDETHN
Tea r— BN E N TV AEEERN T, MEBHANOY — B EEEHTHZ &
L TEEHRA,

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .



A—LR—Z 7t Z0HE |
B =755 rciscoucs

a1—4H 7HhH >k Cisco UCS

A=Y THU L FEFEHL T AT AIT 7 A LET, Cisco UCS Manager KA A > Z & 1C
KA D v —T v 2—HF T Hh o MR TEET, F2—F Ty MIE, —ED
SR L SR T — RGBT,
2= T ML, SSHAHF—ZfHT TRETEE T, A% —IX, OpenSSH & SECSH
DOWTNNPDOEXNTHETE ET,

EEETHhIUE

CiscoUCS FAA > ZLIC 1 ODEBET I FIMFHEL TWES, FHEET 72 MEIT
TAN R 2= THT R THY, BEECHIRIZITEERA, ZOTH T MIVATLE
HEFLEIA—NA—a2—F T AT FTHY, TRTOMHERPEGZ LN TWET, FEHET D
Ty M, TN NONRRT = RFEID S ConERA, VAT AEY N7 THREC
NAT— REERTIOIMLENDH Y 7,

BHET T NIEIZT 7T 47T, AHHRRSY A, BEEET OO NEIET Y
T4 TIWHRETDHZ LT TEETA,

A— jJ)[/uL.nIEéhT_:L "j’TjJ"?JI*

0—HNVEIESNT 2= T h T NI, 77TV v A X —axy hOEN L THEHER

FEXA. admin F21F aaa HEROFTAE I L > THERIERITEYIZcTCEFES, v—h1 2—F
T "eT 42— ThHE, TOa—HFFn s ATl Ed, LrLT 4

=T NIl oliu—h ) =Y T AT N OBROFEMTT — X RXR— AN S HIR S E Y
ho TAE—=TNIZENTZO =N 2= T AT VeFEAF—TMITDHE, Thov
ME2—PLH L RX2AT—=REED, BFOEKCHOYT 77 4 712 £,

IJ:E_FDbEIEé*LT—J- "j’?j]'j/l‘

VE— FBRES Nz —% 77> k&L, LDAP, RADIUS, % 721% TACACS+ Ti&iES 4
fea—F T Hhv s T,

a—YPRo—ha—YF ThU R UET—h 22— TH U N ERBFICEEET 254,
O—H)a—PF T hHT L NTERSINT-e— AN E—F a—HF T h 7 MR SN
EEXLET,

A—H T7ho U bOBFEHHR

=BT H T ML, FANSER LRFRICAE RN N D X 9 ICiRETE 9, AR
DO/ b &, a—F T H o MIEIZR Y 3,

T 74N N TlE, 2= T FOFWIRITIH Y FHA,
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\}

GE) 2=V T7Hhor NMIAEYHBERE L%, AR L] ICHRETDHZ LiIxTeEd
ho 2120, HHTEXAERFOFEDHROBATT H T FERET DI EIEAHETT,

FHRFE : O—HIILFERE SN2 —F 7hHO Uk
K OFEL Cisco UCS Tr—H/L 22— T h 7 b AAEKLT 5 & SIEATE A,
* root
* bin
* daemon
* adm
. lp
* sync
* shutdown
* halt
* News
* uucp
* operator
* games
* gopher
* nobody
* nscd
* mailnull
* mail
* rpcuser
* Ipc
* mtsuser
* ftpuser
. fip
* man
* Sys

* samdme
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B =755 roweb v avsim

* debug

A—Y TF7ho2 D Webty 3 UHlR

Cisco UCS Manager Cl&, Webt > a VHllRAZHEH LT, &52—F 7o MIxtLTH
HIFRCRFAR SIS Web & v &3 24 (GUI & XML Ol ;) ZilfR L £,

4 Cisco UCS Manager N A A &, ==—H 1 AT OX[AIRF Web & v v a U &2HRK 32, AFf
256 thDa—% Ly a2 AR—FLET, 77 4/L FTIE, Cisco UCS Manager AN #F24
LR Web Y a v Bida—H 1 AHZY RICRESNET, 277 L, ZOEERKTY
AT 5RO 256 £ THERTE £9,

a—+H Oo—)L

2—PF e —ZiE, 2 —PICHF AT SN BIEEZERT D 1 DU LOMERIEENE S, =—VF
TEiZ1oU o= EED Y TCHZ ERNTEET, O — Ao —L, B Y
THONETRTOR—VEMAGDOETMERZRFHET, 72L& 21, Rolel IZA h L— B
DIERRDIE F 4L, Role2 (Y — BHH DR E LTV 54555, Rolel & Role2 D] f Z K>
=P, A ML —VBEOHER & — BHHOMERZ RO Z &2 £,

CiscoUCS RAA 12X, F 74N hDOa—HF o — L2 & TRRKASEDOL—Y o — /1L 25
WHZENTEET, BEHDOL—F v —ARNFFAISNIZRICHRE S o2—H m—/LT,
PRE DI L TN £,

FT_RTOBE—{ZiE, CiscoUCS KA A VINDTRTORTEICKT D00 7 7 & AHERD
GENTVWET, ARV HEAr— LV EZF O —Fid, VAT LAREEZEFTEEHA,

MEMRZVERR L7V . BEfFOMERZEE F7-13HIBR L=, n—A2HlRLIZY TEEd, n—
NEEETDHE, 20— VR oT X TOZ—FITH LWHERAEH ShET, HROEY
BCTIE, 774V B = MIERSITOAERICIBESNERTA, 2FE V., HRE B BRICH
FEDETHAEOR—LVEERTEET, 22, T 74V POV —N"EFHET—/L LA L
L—VEEE e — W, B HMAEDEOHERM T E SN TWES, LrL, WMADr—
NOMERZFFOF— "B LR ML —VFBE e — LA ER T2 &R TEET,

GE)

=V aa—PFZED S TERTHIRT 2L, 2Or—AEZN602—FTH T bbb
HifRS xS,

AAA B — 3 (RADIUS F£721Z TACACS+) Lo a—% 7w A vk, FOa—H |5 &
NDHERICHIG Lo — L 2B T 5 L O ICER LEd, BHico—UERNMRESNLET,
AAA T — T, BRELBIZZOBERNRSN, ZNEBITTHZ L Tr—A B EoN0E
4, LDAP Y — X Tlit, =2—¥ T 77 A LEHENOT— L RIRENET,

. Cisco UCS Manager ') ') —X 407 FE X FL— a3 VEE (CLUA) A4 F
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FI+Iba—¥o—) .

A\

GF) wm—na—H7hvr e VE—ba—F THUL MBREILC2—HFHTHLHYE. Cisco
UCS Manager X, UVE—bF 2—HICEV S Tohlcr—LZe—0L 2—FICH Y B THR
et —nATAH—""—J 14 FLET,

—

FIAIIL 21— 0O—)L

VAT AT, DT T 4N FO—Y a— L AHAE I TWET,
AAAZ7RS=ZRXbL—4

a—H, m—l BIWAAA REIIKT DAY L EXIABLDOT 7 A, EOMD
VAT BT HH A T 7' A,

FREIZXbL—4
VAT ARIRICHT BRRRHHMY L HEXRHOT 7 E AN, ZOB—ME, T4
FNCEBET AT MCED Y THONET, BETLHZLIITEEEA,

TJ7V)T4 IF—Tx

power management #£RIZ X 5, FEIRE BREMEICKI T 258 A MY L EZIALOT Vv A, &
DD T 2T 2T DEAHI0 T 7' A,

Ty hD—HEBEE

T3 TV I A E—aX I N ALV TITANTIITF Ry VU= X2 U T ¢ B E
WK DAY EEZIALDOT 78 A, TOMDIT AT NIRT HE5Am0 77k
Ao

ARL—v 3y

VAT LOuY (syslog — " EETe) LIEFICKT HHAMY EEZRALOT 7R
We, MO AT BMIHHT DHAID T 7B A,

mAERYER
VAT LBECKT DFAMY AT 7w A, AT MREELE T OHERIZH Y FE
Ao

H—\EHE

=R TR T 7 ANDITE N EDMEICKHTLDHAHARY &EEZIABLOT 7 &AM, 1272
L. ==—#F VNIC ¥ 7213 vHBA Z{ERk, ZH, F-3HIBRTE E8A,

Y—\HHET7FI=ZXAL—4%

WE Y — NEIEOBIEICKT T 25 A Y EEXIALDOT I A, EOMD T AT AR
DEtAHID T I A,
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. FHE: 12— O—L

H—NTOT7AILTFKISZAL—4

B — B EOBIEIC T 2 HANY EEXIALDOT A, FOMD T AT KK
DEAED T 7 A,

HYb—nNtFXxal)F4 FFEZRAL—4

Y=t X2 U7 EHEOBEIST 27AMRY EHEZIRBOT 7R, ZOMD L AT
LITHT DRAEY T 7 A,

AML—=YF7RIZZRML—4

AN L—VHEMEICKTT DAY EEXIABRDT 7B AR, FOMD T AT KT DHE
HELY T T A,

i
St

FRE: 21— o—L
KDFEIL, Cisco UCS TH AKX b v — L EAET 5 & XICHEATE A,
« Ky hU— 7 R
« network-operator
* vdc-admin
* vdc-operator

* server-admin

&R

=P o= EE B TOENT2—PIE, MERIZED, FFEDVAT AL VY —A~NT 7 EA
L0, BEDH AT HFITLIZV TEDHLHI20 F9, ROEID, BHERLE ., FOHERMN
FI4NITELZONSZ—F a— LDV A MR LET,

EXvbh ZROOMHRBIOHRICE > Ta—¥FRFTTE L X HI1T0 DX A7 OFFME#RIT. RO
URL 75 ATFRIEEZR Cisco UCS OHERR [J55E] T ZHERR < 72 &\, http://www.cisco.com/en/US/
products/ps10281/prod_technical reference list.html

R 4: 12— DHER

g EBA T bDO—LEYHT

aaa VAT AL EFR 2T ABLY [AAAT RI=A hL—%
AAA

admin VAT NEHE 7T RI=A k=%

. Cisco UCS Manager ') ) —X 407 RS =X FL—2 a3 UEE (CUA) A4 F
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| P—R=Z 7o 2D

wr [

i

Bl

FIAILFOO—)LE|IY KT

ext-lan-config

{

S LAN 2 E

Fy =27 FI=AhlL—
S

ext-lan-policy

AN LAN R Y —

Fy hT—2 T RI=A hL—
4

ext-lan-qos

#1358 LAN QoS

Fy hT—2 7 RFI=AFL—
5

ext-lan-security

AT LAN EX 2 U T o

Fy RT—2 7 RI=A hL—
5

ext-san-config

S SAN R E

ARML—U T FI=ZAPL—%

ext-san-policy

S SAN R Y o —

ARL—=V 7 RI=AFL—4

ext-san-qos

A SAN QoS

ARNL—V T FI=ZAPL—%

ext-san-security

INE SAN X = U7 4

ARL—=V 7 RI=AFL—4

fault TI7—ABLIOT7—ARY | ARL— 39 v
T‘/\_.
operations 7 7'} X O Smart Call Home | A XL—3 3

org-management

A

FT_L— gy

pod-config

Ry NRE

Xy hU—=27 T FI=AhL—
S

pod-policy

Ay FRYv—

Fy hT—2 7 RI=A hL—
5

pod-qos

> F QoS

Fv hU—2 7 RFI=A FL—
4

pod-security

Ay RtEX=2UT 4

Fy hT—2 T FI=A hL—
4

power-mgmt

BIE BRI DRI
BLOESRART 7 A

E A Bt S ¢

read-only

FiLH Y AT 7 A

ALY B IE, MERR & LT
RTEFEHA, ZOHERIE,
RTO2—H 11— LZHE 0 Y
THNET,

P Y A
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i

Bl

FIAILFOO—)LE|Y KT

server-equipment

PN N R TR

Y ST I =A R L—4

server-maintenance

Y= AT F A

Y= BER T FI=A L —%

server-policy

Y= KU —

Y ST I =A R L—4

server-security

PR X YT g

PN X2 VT4 T RI=
A ML —H

service-profile-compute

H—r X a7y A )LDEHE

P SEHHT FI=A hL—s

service-profile-config

bR T T 7 A ILRE

=R Tr Ty LT FI=
A ML—X

service-profile-config-policy

H—bER a7y A ILEER
U —

Y= TFaor7rA )L T FI=
A ML —X

service-profile-ext-access

L/l 2w B g (1 W s
RALVNTI7ER

=N TuT7rA LT FI=
A RNL—#

service-profile-network

U i Sy =Bl @ - SN
U—7

Fy hT—2 7 FI=AhL—
4

service-profile-network-policy

P—R2 Tur7r ()L Xy b
U—7 R —

Xy hU—=27 T FI=AhL—
S

service-profile-qos

P—E R 7177 A/ QoS

Fy RT—2 7 RI=A hL—
5

service-profile-qos-policy

P—bE & 7774l QoS K
—

Fv hU—2 7 FI=A FL—
4

service-profile-security

=R FarrfL X
V74

PN X2 VT4 T RI=
A RL—H

service-profile-security-policy

Y—bER T T, X
V74 AR —

=" tXa2UT7 4 T RI=
A RNL—X

service-profile-server

Y=t X a7y AL P—N
(g

=TTy AT RI=
A ML —X

service-profile-server-oper

Yf—bEX a7y AL 3
v a—<

=TT AT FI=
ZRL—&

service-profile-server-policy

HY—r 2 Farzyr AL TS—L
AU —

PR EFalF g 7 RI=
Z R L—#
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| B—WR—Z2 75 t2D%
a—g o—rots ||

FEiE B2l T4 bOO—LEIYHT
service-profile-storage H—t X a7y AL AR AML—=TFT RI=AFL—H
L=

service-profile-storage-policy |H#—v 2 w7574 )L X |k ARL—Y T RI=ARL—#

L=V R v—
aA—4H O—)LODERK
F&E
ARV RFERIETY V3 B#Y
AT w 71| UCS-A# scope security X2 UT 4 F—FEBLET,
Z 5w 72 | UCS-A /security # create role name =P e— L EERL, X2V T o
n—/LE— RERmLET,
Z 5w 73 |UCS-A /security/role # add privilege 1—/UZ 1 DL EOMERZ B L £7,
privilege-name
GE)  BED privilege-name %R L
av U RIA4 IR ELT
0 — VB O RERR & B 04
HZEH, BHED add 2~
K& LR L r—/icE
BOMEREZEBMT 5L 6T
TETL
X Fw 7 4 | UCS-A /security/role # commit-buffer rNooYPF 7 a2l AT ADREIZ
Iy FLET,
£l

W DHFIIL, service-profile-security-admin 7 — /L &2 {ERK L, 2 — /Ll —ERX 7 a7 7 A
NEFXF2VTABIOY =X TanT7 740 X2 T 0 RY —HERZBIL,
N HrvarvEaly hLET,

UCS-A# scope security

UCS-A /security # create role ls-security-admin

UCS-A /security/role* # add privilege service-profile-security
service-profile-security-policy

UCS-A /security/role* # commit-buffer

UCS-A /security/role #
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A—LR—Z 7t Z0HE |
B =5 o-r~oERoEm

A—H O— )L~ADIERDEN

FE
AU RFERET7TIVa Y B#
Z 5w 71| UCS-A# scope security X2 VT 0 T FERBLET,
R T 72 | UCS-A /security # scope role name BELLe—icx3+oex=V 74
0—/L E— K& L E7,
25w 73| UCS-A /security/role # add privilege a— o — )LOBEIEOHERIZ 1 DL E
privilege-name DOHERRZ B L £,
GE)  BED privilege-name %R L
av U RI7A4 HEELT
0 — WO HERR %3803
52 Lb. HEO add
privilege =~ RA&HEH LT
[ U m— /WIZ B OMERR % B
mTszebTEES,
R T+ 7 4 | UCS-A /security/role # commit-buffer oW T a VAT ADOREIZA
v hLET,
451

WOHITIL, service-profile-security-admin 7 — /LI — 3 & 2 U 7 ¢ HER & H—)
N —HERZBEIL, FF oY rvarEkaly MO HFEERLET,

UCS-A# scope security

UCS-A /security # scope role service-profile-security-admin

UCS-A /security/role # add privilege server-security server-policy

UCS-A /security/role* # commit-buffer
UCS-A /security/role #

31— O— )LDERDE

FIE

YU RERET I Y B
25w 71| UCS-A# scope security TFa VT4 T FEBEALET
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a—on—niasoiERoss ]

AU RFERETOVa Y

B8

ATv T2

UCS-A /security # scope role name

ELE-a— T 58x2 T4
P—/LE— FZBMmLET,

ATvT3

UCS-A /security/role # set privilege
privilege-name

2 —H v — L OBFOMHERZ & iz
3

GE) RUavr R 40 TEED
privilege-name ZfGET H Z &
T, BEFEOHERR 2 EE DR
ICEHLCE E9, MHERRA (&
L7-%. add privilege =~ >~
RZ2fEH L CR U e —/IcHE
[RAaBEIMTEET,

ATvT4

UCS-A /security/role # commit-buffer

NV g BV AT ADOREICD
Ty hLET,

1

W OFEIT,

=7,

service-profile-security-admin 2 — VDO EEF OB — N X =2 U 7 4
BILOV—A"RY —HERICEEH X, NI vavwzaly Mo HEERL

UCS-A# scope security

UCS-A
UCS-A
UCs-A
UCS-A

31— O—)Lh o DERD AR

FIE

/security # scope role service-profile-security-admin
/security/role # set privilege server-security server-policy
/security/role* # commit-buffer
/security/role #

AU RFEREET7TIVa Y

=)

ATy T

UCS-A# scope security

X2 VT 4 B— RERBLET,

ATy T2

UCS-A /security # scope role name

BELIe—IcT 55X T 1
n—/L E— R&ZBBLET,

ATvT3

UCS-A /security/role # remove privilege
privilege-name

BEED—Y o — LHERRN D 1 DLl 1
DOEMRZHIBRL £,
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A—LR—Z 7t Z0HE |
B =—vo—rour

ARV RFEREET7TOVa Y BHY

G¥) RULavy R 4 THEED
privilege-name Z18ET H Z &
T, BHEOHERZ v —1L) D
HIBRCT&E £9, E/id, B
@ remove privilege =~
AT LZE T, ALr—
IO HERZHIBRTE £,

R Fw 7 4 | UCS-A /security/role # commit-buffer oo I a3l AT ADORTEIZ
Iy hLET,

1

KIZ., service-profile-security-admin 2 —/L xS H— R X 2 U T 4R E VP — K Y
U—HERREHIBRL, FT Vv arvEaIy NTAMERLET,

UCS-A# scope security

UCS-A /security # scope role service-profile-security-admin

UCS-A /security/role # remove privilege server-security server-policy
UCS-A /security/role* # commit-buffer

UCS-A /security/role #

A—H O—)LDEIRE

FIE
AR NFERERTOIVa Y BeY
AT 71| UCS-A# scope security X274 T—FaBmLES,
R w 72 | UCS-A /security # delete role name a—HY o— L ZHIRLE,
Z 5w 73 |UCS-A /security # commit-buffer NPT v a BV AT LORIEIC A
Ty FLET,
1
WIZ., service-profile-security-admin 27— /L ZHIfR L, FT ¥ 7 arwzal vy 15
Bz R L ET,

UCS-A# scope security

UCS-A /security # delete role service-profile-security-admin
UCS-A /security* # commit-buffer

UCS-A /security #
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| P—R=Z 7o E2DEE

n7—Iu

nr—n [

aA—HY a5 —)L

a—PF 1oL ko r— B0 YU THZENTEET, HFur—L Tk, 2—FR7 7tk
ATEDHIOL LD (KAL) ZERLET, BE, 7TZ7EATXS50D/X, v —T
BEINTEHMORIBEINET, 2720, BMEZE-o7=< G R0 ar—Ifis ¢,
X H =L, BEMAOY AT LY = ASNOERIROT 7 A et L E 3,

1 ©® CiscoUCS RAA 21X, KA HOZ—Y ar— N a2EH5 LN TEET, 481H
HOo—W o— LRHFaSNEBICRESHIZ2—Y o —Lid, EENFAE L TEDICR
D EJ,

admin F 7213 aaa DR Z R o2 — WL, fBfE 2 omo—Foa r— gy cprz &
NTEFET, MEkOF Y B TEL, ZhEITo2—Forr— LV NOMEOAIZHIRIVET,
lxiE, vl V=T U TR LD E ENTOW RV, Forr— L EED Y
ToNa—WE, oa—Ficer D=7 ) o TR EE Y B THZ L TEET,

G¥)

WOMERD 1 DL EEFFoa—Hicar— L2804 ThrZ iz TE A,

* aaa
e admin
* fault

* operations

A IMEERICERTE ET, Py T LoULOMBHCEI D Y ChN 2 —PIE, AEIICZED
TIZHDTRXRTOMBRICT 7B ATEET, e, = v=7 UV THERN, Y7 b=
T =T ) T NN— R 2T =V =T ) U SR TR SN T VWA E LET,
VI =T 22T VTR E G r— L TliE, EOHMMANOY AT A Y Y —
ANCDBT 7 ATEET, L, 2o =T7 U 7 Misairasr—1Tik, Y7 7=
T 2= T VU THMEN— Ry 2T 2V =T ) U TEMOE SO ) —RZT 7 A
TEET,

O45—)LDOYERL

FIE

AR RFERFTIVa Y E:)
Z 5w 71| UCS-A# scope security X2 UT 0 F— FEBBLET,
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B or—r~omgomyuc

A—LR—Z 7t Z0HE |

ARV RFERETIVa Y

B8

ATv T2

UCS-A /security # create locale
locale-name

gl —nVEERL, X2V 7 vl —
VE— RERBLET,

ATvT3

UCS-A /security/locale # create org-ref
org-ref-name orgdn orgdn
org-root/org-ref-name

a o —/VCHEE S (M R) LE
T org-ref-name 51 BUTHAFES R OF
W S D4 HIT, orgdn-name 513X
TR STV DR OFE4 T,

ATv74

UCS-A /security/locale # commit-buffer

cFoY Ty g EVART AORKEICT
Ty hLET,

1

WOHIL., western 77— VBB L, D0 r— VB E SR L, &I
finance-ref E WO LRI ZHEL, I r7vara2aIy PLET,

UCS-A# scope security

UCS-A
UCs-A
UCs-A
UCS-A

/security # create locale western
/security/locale* # create org-ref finance-ref orgdn org-root/org-finance
/security/locale* # commit-buffer
/security/locale #

O7—IL~OBBOEY HT

FIE

ARV RFERERTIVa Y

=)

ATy T

UCS-A# scope security

X2 U7 4 E—FEBBLES,

ATy T2

UCS-A# scope locale &7 —/14,

X274 uhr—LET— RNERBL
F7,

ATvT3

UCS-A /security/locale # create org-ref
org-ref-name orgdn org-root/org-ref-name

a o —/VCHfEE S (M R) LE
T org-ref-name 51 BUTHARES O
WA SID4HITT, orgdn-name 513
IR STV DRk OFE4 T,

ATv74

UCS-A /security/locale # commit-buffer

N UH T a BV AT ADOREICT
Ty hLET,

1

WORNL, western B 77— LIZ A | Z D8 — /LT marketing #2800 (BH) L,
Z MU marketing-ref E WO ARIEfREL., NI P rvarE2aIy FLET,
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nr—insomgosk [

UCS-A# scope security

UCS-A /security # scope locale western

UCS-A /security/locale* # create org-ref marketing-ref orgdn org-root/org-marketing
UCS-A /security/locale* # commit-buffer

UCS-A /security/locale #

O —)Lhy o DFE O I FR

FIE
AU RFERET7TIVa Y BeY

Z 5w 71 |UCS-A# scope security X2 VT4 T— FEBBLET,

Z 5w 72 | UCS-A /security # scope locale X VT4 ur—E— RERIBL
locale-name F1,

X T 7 3| UCS-A /security/locale # delete org-ref oA — L SRR A EIRE L E T,
org-ref-name

GV I gkl AT ADOHREICT

X T v 7 4 | UCS-A /security/locale # commit-buffer N
Iy hLET,

151
WIZ, western 1 77 —/L )5 finance #lfk 2 HIBR L., FTF oY arvmdal v bT5
FlERLET,

UCS-A# scope security

UCS-A /security # scope locale western

UCS-A /security/locale # delete org-ref finance-ref
UCS-A /security/locale* # commit-buffer

UCS-A /security/locale #

04— )LD HIB&

Flg
aAv U RFERET7TIV3 Y B
27w 71| UCS-A# scope security Eka T T NEHSLET,
AT 72| UCS-A /security # delete locale oA — L AHIBRELET,
locale-name
R w 73| UCS-A /security # commit-buffer NPT vark AT AOREIZA
v hLET,
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A—LR—R 7ot 20HE |
B o rzamsnta—sravor

51
WOHNE, western 27— VEHIBRL, FToY I varEaIy FLET,

UCS-A# scope security

UCS-A /security # delete locale western
UCS-A /security* # commit-buffer

UCS-A /security #

0— jj)l/nnunIEé;h'T’:L -lj_ Tjer
A—HY Thor FOERK

Dipl &b, ROZ—VEAERT 2 Z L 2R L £,
e =N TFTRI=ZAFL—F THU b
Xy U= T RI=ARL—X ThUr b

AL =Y T RI=AFL—#

theb BHEIIZ
VAT AMIRDOWT NN DGEIL, BU T XA EFTLET,

* U:E‘ ]\nmnE'}j‘*‘EX . :L***j‘i)‘){— }\mun "j‘*‘/\iiﬁﬁ:'@“%ﬁlk\ j%i@iﬁ@]f(ﬁlj*‘
ENERZFF S TS Z MR LET,

cHIHED= LT T MERE 1 O O A — L BER LE T, v —N 1 O 0
G TARTO—PFF— MER S, T XTOMBO 7 —/v EHERNEID Y THhE
j—O

« SSH Z83F : SSH ¥ —Z W5 L £7,

FIE
ARV RFERRETIVa Y B8

25w F1 |UCS-A# scope security X2 VT4 BT FEHBLET,

AT w2 |UCS-A /security # create local-user BELzo—h )V a—FDa—FTh
local-user-name 7 MNEERL, EXFa2 T 0 u—h

NVoa—H E— FERMBLET,

25w 3 |UCS-A /security/local-user # set a—AN =T HT NERHCT

account-status {active| inactive} B, T HINEEELET,
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| B—WR—Z2 75 t2D%

a—47n9o roks |

ARV FFEREETIVa Yy

E:)

a—h)Na—YTho DT T
NAT—=HANIKET 7T 4 TITHRE S
nics, 2—iIEFEo s v v
A NEHAL TV AT ACaX S
TEEH A,

R w74 |UCS-A /security/local-user # set password | = —H% 7 7 o KD/ A T — RERFE
password LT
ATvTh (f£&) UCS-A /security/local-user# set | = — W DL R HE L 7,
firstname first-name
ATy 76 ({E&) UCS-A /security/local-user# set| = —V O ZE L £7,
lastname last-name
AT T1 (fI-&) UCS-A /security/local-user # set | —4 7 % 7 > h BHARYIIIZ 72 5 H
expiration month day-of-month  year| 1% 55 L %3, month BI%iE. B O
P DERAND 3 LFTT,
GB) =¥ Thvr MIEMIR
ERE L%, THAZMIRZ
WCHERETHZ LITTE
FHA, L, EHTED
B OBEIPRDO A TT
U NERET DI LI
—/C:\‘a‘o
ATvT8 ({I:&) UCS-A /security/local-user # set| =—H D A —/L T KL AEZFE L
email email-addr *1,
ATv79 (ff=&) UCS-A /security/local-user # set | = — W DOEEFR S EHHE L T,
phone phone-num
ATw7F10 | ({EE) UCS-A /security/local-user# set| /SA U — KL A 7 7 & A SSH & —
sshkey  ssh-key EIRELET,
AT w711 |UCS-A security/local-user # NovW¥rvavizaly NLET,
commit-buffer
!l

WOBE, kikipopo & W I ZRIOZ—F T "EERL, 22—V T h U b afa
T L., 0012345 IZ/RAV—REZHRTEL., TV rvarzaly hLET,

UCS-A# scope security

UCS-A /security # create local-user kikipopo
UCS-A /security/local-user* # set account-status active
UCS-A /security/local-user* # set password
Enter a password:
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Confirm the password:
UCS-A /security/local-user* # commit-buffer
UCS-A /security/local-user #

WROBNE, lincey & WO AFTOZ—F Th T FNEAERRL, 2—F 7o b EHR)
WL, RAT—=KRL AT 72 AH® OpenSSH ¥ —%2i%EL, hT7 ¥ 7 varvza
Iy FLET,

UCS-A# scope security

UCS-A /security # create local-user lincey

UCS-A /security/local-user* # set account-status active

UCS-A /security/local-user* # set sshkey "ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAUO9VQ2CMWBI9/S1£30k1CHInV31gdXMzO0WU15iPw851kdQqap+NFuNmHcb4K
1aQB8X/PDdmt1xQQcawclj+k8£4VcOelBx1sGk51ug51s10blVOIEWCKEL/h51rdbN118y3SS9I/gGiBZ9AR10op9LDpD
m8HPh2L.OgyH7Ei1MI8="

UCS-A /security/local-user* # commit-buffer

UCS-A /security/local-user #

WOHNE, jforlenz & VI ARTOZ—Y THo v FelEkL, =2—F TAh v M ah
ML, WRAT—RL AT 7 B2HOEXR 27 SSHXF—2REL., FIvr¥Froayv
Zalv bLET,

UCS-A# scope security

UCS-A /security # create local-user jforlenz

UCS-A /security/local-user* # set account-status active

UCS-A /security/local-user* # set sshkey

Enter lines one at a time. Enter ENDOFBUF to finish. Press "~C to abort.
User's SSH key:

> —--- BEGIN SSH2 PUBLIC KEY ----
>AAAAB3NzaClyc2EAAAABIWAAAIEAUo9VQ2CmWBIY9/S1£30k1CWjnV31gdXMzO0WU15iPw8
>51kdQqap+NFuNmHcb4KiaQB8X/PDdmt1xQQcawclj+k8£4VcOelBx1lsGk51ug51sloblVO
>IEwcKEL/h51rdbN1I8y3SS9I/gGiBZ9AR10op9LDpDM8HPh2LOgyH7Ei1MI8=

> —---- END SSH2 PUBLIC KEY ----

> ENDOFBUF

UCS-A /security/local-user* # commit-buffer

UCS-A /security/local-user #

O—AILEEE SN A —FADNNRT—FBEFIvIDAR—TIL
|

INAT — ROEMEGRZ AN H121E. admin F 7213 aaa HERAHLETT, A2 ->TWH
%4, Cisco UCS Manager Tld, S/ /82T — RDOH A RIA &M ERVDANAT— R

AR TE £ A,

FIE
AR RERETIYa Y =)

25w 7 1|UCS-A# scope security X2 VT 0 = FEHBLET,

R 5w 7 2| UCS-A /security # NAT — FOREMRREZ AT D0
enforce-strong-password  {yes | no} BN T D0 EHELET,
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A TFhY kO Web £y aiiRoBRE [

15l
WIZ, NRAT— RBEF = v 7 EHICT D057 LET,
UCS-A# scope security

UCS-A /security # set enforce-strong-password yes
UCS-A /security #

A—H T7HAO DO Web vy 3 UHIRDETE

FIg
ARV RFERRETI a3 Y B#J
X w 71| UCS-A# scope system VAT N E— REBEELET,
AT w 72| UCS-A /system # scope services VAFAY—ER T— REEBLE
j‘o
X v 7 3 | UCS-A /system/services # scope VAT A P—E A Web v a UHER
web-session-limits T RABMELET,

R 7 4 | UCS-A /system/services/web-session-limits | & - — |2 A9~ A [FF HTTP 35 L O
# set peruser num-of-logins-per-user HTTPS ¥ v o v D kAR EL
B

1 ~256 DEHE AN LET, T 74V
M TR ICHESNET,

AT 75 | UCS-A /system/services/web-session-limits | =5 %7 3 g L 2 AT LD/ EIZ=2
# commit-buffer Iy hLET,

1

WIT, #a—WF T H o MIFFAT 5 HTTP B L OHTTPS £ v a O K% 60
ICREL, Fov¥rvarvrdaly M50 R LET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /system/services # scope web-session-limits

UCS-A /system/services/web-session-limits* # set peruser 60
UCS-A /system/services/web-session-limits* # commit-buffer
UCS-A /system/services/web-session-limits #
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B =577 r~on—rnosyuc

A—Y T7HO bAOO—)LDOEIYHT

2= m— LB KOMEROE R IIRE O 2—H 1 7 VRHCEHC R0 £T, 2—F THh v
Y hOF L =L OEN) G TREFO R —LORIBREZLT ) &L 2= Ba s LT
DG, T T 4Tty va VEURIOn — LR E G SRS EH L ET

FIE

A—LR—Z 7t Z0HE |

AU RFEERETIVa Y

=)

ATy T

UCS-A# scope security

X2 U7 4 E— FERBLES,

ATvT2

UCS-A /security # scope local-user
local-user-name

BELI-e—hL a—F Thor M
WNTHEX2V T v—H 22—V
T— REBBLET,

ATvT3

UCS-A /security/local-user # create role
role-name

BELI-e—LVZa—F 7T hoyr D
BB TET,

GE) createrole =~ N, 1D
DOa—H T H v MTEED
0—/ L EE ) B THOICHE

BRIADTE £,

ATvT4

UCS-A security/local-user # commit-buffer

NI YrvarEaly bLET,

il

WOHFITIL, v—Hh/v —H 7B 7 |k kikipopo |Z operations 2 —/L&EI D 2T,k
FoW¥rvareEaly NLET,

UCS-A# scope security

UCs-A
UCs-A
UCS-A
UCS-A

A—HTF7hD

/security # scope local-user kikipopo
/security/local-user # create role operations
/security/local-user* # commit-buffer
/security/local-user #

hkAOOT—ILOEIY AT

GE)

admin £721F aaa B — V&2 FOo2—Piar— L 2E D B TRV T EEN,
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| P—R=Z 7o 2D
a4 7avvrponn—Lodk |

FIE
ARV RFERERTIVa Y ]3]
AT 71| UCS-A# scope security X270 T—FEBLES,
Z 5w 2 | UCS-A /security # scope local-user BELI-e—hLa—F 7hor M
local-user-name HEotXa V7T n—An a—%

T—FzfnL 7,

R 5w 73 |UCS-A /security/local-user # create locale | }55& L7~ 0 /r— L& 22— 7 hH o K
locale-name [ZHEID B TET,

GE) createlocale =~ > RNiX, 1D
Da—HF T HY L MIEED
nr—NEED YU THEDIC
BRI AT CEET,

R v 7 4 | UCS-A security/local-user # commit-buffer | =5 > %27 5 %=23I v NLET,

il

WOFITIE, v—Ava2—% 7 v b kikipopo ([ZTEHESER 77—/ 2H Y 4T, b
FoWrvarEaly bLET,

UCS-A# scope security

UCS-A /security # scope local-user kikipopo

UCS-A /security/local-user # create locale western

UCS-A /security/local-user* # commit-buffer
UCS-A /security/local-user #

A—H T7hor rhoDBa—ILOHIBR

2 o= LB L UOMHEROE R ITKEIO2—W 0 7oA VAR £, =2—F T h Y
¥ h~OFH L — L OE D S TREFO 1 — L OBIBREAT ) & i —PpRu 71 LT
DA, TV T 4Ty a VBUEIO R — MR Z S SRt E L £

FIE
ARV KRFEREETY VY =[]
AT 71| UCS-A# scope security X2 VT 4 T—FEBLET,
AT 72| UCS-A /security # scope local-user BEL-u—h)La—HF T7Thoo MNZ
local-user-name HTAEX2UF 4 a—H a2—H%
T—F&BBLES,
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B =5 7»9rp0nr—ror

A—LR—Z 7t Z0HE |

ARV RFERETIVa Y

B8

ATvT3

UCS-A /security/local-user # delete role
role-name

fRELln— L aa—F THU L ki
SHIERL £,

GE) deleterole =~ RiZ, 5
a—F T hT L B EED
o —/LEHIFET 5 72 DI

AN TEET,

ATV

UCS-A security/local-user # commit-buffer

NI varEaly PLET,

1

RIZ, kikipopo & VYD m—H b —H T H 7 kv operations B —/L & HIERL, b
T varkaly NTAPERLET,

UCS-A# scope security

UCS-A
UCS-A
UCs-A
UCS-A

A—YTF7hD

FIE

/security # scope local-user kikipopo
/security/local-user # delete role operations
/security/local-user* # commit-buffer
/security/local-user #

v rHhSO a5 —)LDOHIR

ARV RFERETIVa Y

E:)

ATy T

UCS-A# scope security

X2 VT4 T FZRLET,

ATvT2

UCS-A /security # scope local-user
local-user-name

BELlra—hL a—F 7 hvr T
NTHEX2 T m—A 22—
E— REBBLET,

ATvT3

UCS-A /security/local-user # delete locale
locale-name

HELlcnr—nNda—%T7H0 K
MOHEIBRLET,

G¥) deletelocale =~ > RN, H5
a—Y T hH U AL ERD
o — LB IR B 72 DI

HRIANTE £,

ATv74

UCS-A security/local-user # commit-buffer

N ¥rvarEaly bLET,
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| P—R=Z 7o 2D
1—47hv roamtEamnt [

il

WIZ. kikipopo £ WD B — b 22— T H T FovE western 27— L AHIERL, b
T rvarkaly N AMERLET,

UCS-A# scope security

UCS-A /security # scope local-user kikipopo

UCS-A /security/local-user # delete locale western

UCS-A /security/local-user* # commit-buffer
UCS-A /security/local-user #

A—HY T7hor bOFEMER-ITESL

O—h /2= T hH T N EENETITENT HIZ1E, admin F 7213 aaa HER S LB T,

IR BRI
oO—Ana—F 7T hur MEERLET,

FIE

OvY RERET YAy i
27 71 |UCS-A# scope security ko) F o B REFALET,

Z 5w 72 | UCS-A /security # scope local-user o—Ana—F X7 4 T— K%
FAtE L £7

AT 7 3| UCS-A /security/local-user # set g—h)a—¥F 7T hr NEECT
account-status {active | inactive} L, BRNCT B EEEE LET,

admin > —YV 7 H T MIFIZT 77 4

TICRESINET, ERITITEEEA,

() TAT N AT —FZAEIET
T4 TICHELTH, T—
HR—=ANHar 7 K
L—ya TS E
g

!l
RIZ, accounting E\H B —H ) 2—HF T hH U NEGINIT HHERLET,
UCS-A# scope security

UCS-A /security # scope local-user accounting
UCS-A /security/local-user # set account-status active
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A—LR—Z 7t Z0HE |
B =+57ryroumn

A—HY TF7hor OHIE

FIE
ARV RFEREET7TIVa Y BHY
27w 71| UCS-A# scope security B¥a U4 E— REBISLET,
AT 72| UCS-A /security # delete local-user og—h) a—HF T hyr NEHIBRLE
local-user-name +,
Z 5w 73 | UCS-A /security # commit-buffer NZUY T a kAT AOREICA
v hLET,
i
WIZ, foo LI A=Y THT L FEHIRL, FFo¥Frvarzaly b o0&
~LET,

UCS-A# scope security

UCS-A /security # delete local-user foo
UCS-A /security* # commit-buffer

UCS-A /security #

CUAhALDI—Y yiarnr=42)2T

F&E
ARV FFEREET7OVa Y B#
27w T 1|UCS-A# scope security Txa T T REMALET,
AT w 72| UCS-A /security # show user-session VAF NI T AL L TNATRTO
{local | remote} [detail] a—HD¥ v g NEREPERLUET,
Ty aVIDOBOT ALY X7 (*)
X, BEOr Ay By v arEmRL
ij‘o
£l

WIZ, VAT AZa AL L TWBETRTCOu—hra—FDl) R NaFR T 560%
RLET, TRAZ Y71, EOvy>arBNBREOu /A Byl arThdNg
RLUFET,

UCS-A# scope security
UCS-A /security # show user-session local
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| B—WR—Z2 75 t2D%

wrsnri—Ftwyrarvor=suvy |

Session Id User Host Login Time

pts 25 1 31264* steve 192.168.100.111 2009-05-09T14:06:59
ttySO_1 3532 jeff console 2009-05-02T15:11:08
web 25277 A faye 192.168.100.112 2009-05-15T22:11:25

WIZ, VAT AT A L TNWATRTOu—H)L 22— FOEEMERE TR 54
ZRLET,

UCS-A# scope security
UCS-A /security # show user-session local detail
Session Id pts_25 1 31264:

Fabric Id: A

Term: pts/25

User: steve

Host: 64.101.53.93

Pid: 31264

Login Time: 2009-05-09T14:06:59

Session Id ttySO_1 3532:
Fabric Id: A
Term: ttySO

User: jeff
Host: console
pid: 3532

Login Time: 2009-05-02T15:11:08

Session Id web 25277 A:
Fabric Id: A
Term: web_ 25277
User: faye
Host: 192.168.100.112
Pid: 3518
Login Time: 2009-05-15T22:11:25
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A—LR—R 7o £20HEE |
B wrsor—vevravor=gusy
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') E— MEREE

c WEF—E 2 (51 =)

o UE— MBRET A X — T A B FHEBL LORELEHEE (52 X—)
c VE— FRRET e, X —Da—F @M (52 =)

o "HIRNGE (54 N—2)

*LDAP 70 A X —L T —7 (55 3—)

« RADIUS 7’1 /34 Z— (68 <X—)

* TACACS+ 7' m /3 A X — (72 _—7)

o« VILFEREEL AT LDORIE (75 2—)

s YIVTBRES AT LOFHE (76 X—)

o I < VIEY—E R (85 R—7)

SREEH—E X
CiscoUCS T, =—H u /A VEFHFET DH72DDRD 2 DD JiEEZ Y HR— M L TWET,

e 02— BV 2—YFEEE : 17— H LD CiscoUCS Manager (ZfF(ET D 2—V 7 h 7 k& ff
]\/\i—g—o

c VE— b 2 —WHI : kD71 FaLOWNTRNEHHLET,
* LDAP
* RADIUS
* TACACS+
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yE— B |
B = 370 (S BT A RS ES L U EEE

JE—FREETANA F—ICHT ERFTHEE L VHE
£

VAT LE, PR—FINTVWD U E— FEFE—EXDOWTNNCRET 25 E1E. €D
‘H‘*‘E AHDOT v A HZ—ZE LT, Cisco UCS Manager 3% DY AT LA EHIETE 5 X9
T 20ERHY £F, 2—FREUTHET HEEFHITIRO LB TT,

U%_l"uanE-'j- tZU):L ﬁ‘?jjrbjl“

a—W 7 H > MM, Cisco UCS Manager (22— /U E LT 0, U E— FEREY— T
ETHIENTEET,

UE— FBRE—ER2RZN L TR A L TWNDH—FDO—Kyt v 3 »E, Cisco UCS
Manager GUI & Cisco UCS Manager CLITHR /R C& £,

U t— l"un., nIE-'j- tZO):L -U= D_}[/

UE— FRFEV—A"Ta—H T h 7 FEERT 556 1%. == — ) Cisco UCS Manager TfE
T DD E R =V EZNLDT AT MIEDDLZ L, BXORZERL DB — /LD H]
% Cisco UCS Manager T SN D4RTE —EEIEDLZ ENMETT, r— LK —itk-
TE, 2= 7o TERWVWGEHA I MR LM B SR WGEand v £7,

)E— FERETANA F—D1—FEH

mmumx;mnmmm+%ﬁfm\:—ﬁﬁcmmWBMmgmm®m74yK@%¢é%
JE— FEFET 13 X —IZ CiscoUCS D2 —HWRIMEE2RETHILERNH Y F+, ZD=2—
WFEMEICIX, F=2—FIC Jbé’lf%hf:m~/w: 07— VINEENTNET,

\)

GE) ZOFIRIX, LDAP Vv —7 v B T ERMFEHLCa—ntasr—La2EH) Y T5LDAPRE
TIEMSEH D FHA,

2—WRn A 3% L Cisco UCS Manager 13k & F4T L £,
1. U:E‘—‘ ]\IJLIJ “'j‘ ]:X F’nﬂ%é}i’)ﬁ”iﬁ”o
2. a—VERIELET,

3. 2—FRHEHNTHLIHEAIT, Zoa—FIcEHV LYo T bIr—Liar—LEF
7 LET,
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I 1) ®— FEREE
yE—t@iETase g—n1—sEk [

K DFEL, CiscoUCS THR—F L TWVWB Y E— FERIE S a3 X —D 2 — VB EM: % b

L= DT,

R5:VE—FRETONAF—ICL B —FBHEDOLEK

FATTH LI BIRTE £,

« RADIUS A % —~< Z¥LiE
9, B AT
DORMEHEMEEEHT
50

* RADIUS A ¥ —~ % L3k
L C. cisco-avpair 72 & D
—EDAHITH AL LR
PEaERC L £,

PEETONA | ARELEME | AX—TDHLE B ID E
Gf__
LDAP IN—TF =y | FTar, ROWTNNLE |2 a0 LDAP OFEIETIL,
v EAR | FET T AL OEIRTEE 9, |Unicode Z A 7 DEMENNEET
EROES -umpx%~v%%%ﬁ'h
T—TF < 3. AT EEED | CiscoAVPair 7 A Z L@k 1E
v A KEHORMEZRELE | KT 254, BMEID & LT
R R T, 1.3.6.1.4.1.9.287247.1 ZfF/H L
«LDAP Zx—~ &R L =7
. CiscoAVPair 72 & | 7O OIDBIROES v =
—BEDOLBITCHAZ LG | VRS IVTOVET,
MEEERRT 5,
RADIUS & FFa v, WOWTNNE | A2 L5 RADIUS O34

DR —1ID L 009 Th Y .
JBIEDO~N L #— 1D X 001 T
ﬁ‘o

RORENIE, cisco-avpair JEPE
VR T DA I D —1
m—lu =V EfRET D)
EAERLTWET,
shell:roles="admin, aaa"
shell:locales="L1,abc", %ﬁﬁ
DIEZ XY 121, K810 3
ELThr= I ZERLE
R
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B ===

—EX

yE— B |

BT AN | HRSLEME | RF— OHIE BAEID 2t
Gf__
TACACS+ W WZHTT, A¥—~<%PLE | cisco-av-pair 44 1%, TACACS+

L. cisco-av-pair & W\ L REID | 7 134 X —D @tk 1D % it
A AL BT DB | § 5 FHI T,

B&H DT WORECHIE, cisco-av-pair J&
PEZAERLT D & &I D —
Po—enr—LaffEd
55k R L TOET,
cisco-av-pair=shell:roles="admin
aaa" shell:locales*"L1l abc",
cisco-av-pair JEMERE L TT A #
Y27 (%) 2fl+oL, B
—VinA T v a vl LTRE
I, RLERAITm 7 7 A V%
AT Mo AT FoNg R
TRREDKIGZB S Z L TE
£9, BHEOEZXY)5I12E,
XEIY 5L L TAR— A% Aff
MLET,

LDAP 1 —HEHE D+ > Z/L 0ID
F A A A CiscoAVPair @MDY > 7L OID 1. kD LY TT,

CN=CiscoAVPair,CN=Schema,

CN=Configuration, CN=X

objectClass: top

objectClass: attributeSchema

cn: CiscoAVPair

distinguishedName: CN=CiscoAVPair,CN=Schema,CN=Configuration,CN=X
instanceType: 0x4

uSNCreated: 26318654

attributeID: 1.3.6.1.4.1.9.287247.1

attributeSyntax: 2.5.5.12

isSingleValued: TRUE

showInAdvancedViewOnly: TRUE

adminDisplayName: CiscoAVPair

adminDescription: UCS User Authorization Field

oMSyntax: 64

1DAPDisplayName: CiscoAVPair

name: CiscoAVPair

objectCategory: CN=Attribute-Schema, CN=Schema,CN=Configuration, CN=X

Cisco UCS Manager Cix, VE—h 22—V NI _EBRFEEZHEH LT, 7HT > bD
R7ADEF2VT 4 LV EEDTNEY, JEEFGEOR VA T, NATU—F
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| ve—r2

ar o4 5—eo—7 |

T4 =)V RTa—HYE, b=, RRATU— R KOMHLEDLENRNVLETY, PIN, fFAE, 7=
X h—7 v EETEET,

THERGETIE, WEET SV =y a v EHEHLET, o7V r—vaid h—2r oh—
R LT, nr gy Fawxadhica—FHOU 24 L =7 24K L, RAT—F
Z AAA P —NIRFLE T, XA —EHAEOBMEZ TG 2 RN F—27 o P —NITEES
FVET, Cisco UCS Manager 1%, F—7 > — "B AAA T —NEHEINTND Z L EIEE
FTHDT, AAA Y — NZHERAIELELET, AT — K& b—27 i3, AAA P —RZLEH-T
FEFICHEES N E T, 2=V, AAA P — A" TRESNTVWEIDOLFEUIEFT, h—27 &

WNAT = REANNT HUERHY £7,

THEFEENEEIL. RADIUS % 7212 TACACS+ 7' 123 A X — 7 )V —F 5 FiEE0EE B A A 2 BIEff
T, ZNHDO RAAL U CLBRRILEZADNCT L EICL > THR—FERET, “HERGE
TIXIPM 2 AR — M LTELT, F-IEL /L A0 LDAP, local, F7-1E none |2 EINT
WAL EIE R — SR EHA,

Web vy a OEHFELIUWeb 2y a DR A LT AR

[Web & > a > OFEFHIM (Web Session Refresh Period) ] 1%, Cisco UCS Manager GUI @ Web
T va AT EHECRERICHR SN DR KR TY, Webtvy v ar XA LT D
I (Web Session Timeout) ]I, #xfk O FEHE R D5 Cisco UCS Manager GUI @ Web & v o =
YIRIET T 4 TN D FE T OR KBTI,

[Web Session Refresh Period] % 60 > L W £< | /R T172800 BETRELSTHL, h—r &

INAT — R0 IR LUARBIOHANTL20E Ly v a v XA L7 U MPFHEICEE
LORBETHZENTEET, 7740 MEIZ, “BEHERBIENA R — 7V OHEE 7200 B,

TEBRBIEDA F— TN TIRNEEE 600 BT

[Web Session Timeout Period] (2% 300 7> 5 172800 ORI OEEFEE T £, T 7 4 /L ML,
CERRRERA R — T D513 8000 B, DEERGRIES A R — T VTRV G 7200 £ T

R

LDAP JANA F—&T)L—T

FRARESNI-LDAP ' )L—T

WMDOITN—F XA N TN—T DAL N—L LT, LDAP V7V —7%EBIML, AL N"—0D7T
O NERAELT, NI 747DV TV r—yarzZElET 52 E0nTEET, CiscoUCS
Manager V U —Z 2.1Q2)LAK&IX, LDAP /' v —7 ~ v 7 CERIN TV D HID 7 )V —TNIZF
A MSNTLDAP ZETEH LI LET,

GE)

FA N 7z LDAP O FE YR — b i Microsoft Active Directory H— 2%t L TOH YR — b
ShEd, VR — FENRTVB 38— 3 13 Microsoft Windows 2003 SP3. Microsoft Windows
2008 R2. F X T} Microsoft Windows 2012 T,
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B wres—s0—n

yE— R |

77 4 /V b TiX, LDAP 7 V—7"%BID 7 N—TNIZF A M T 5 & EZa—FHERRA K S

F9, =& 2iE. Group 2 DA 3—¢ LT Group | Z1ERKT D84, Group 1 O —H%

Group 2 D A 3= LR CHERRDN G- 2 HIVE T, EDOFER, Group 1 DA N"—ThHa—H

ERMIETH L EX, LDAP 7 Vv—7 < > 7T Group 2 721} &N L £ ¥, Group 1 & Group 2
R ITHR T D MEILH Y £ A,

Cisco UCS Manager D7 )V —"7" <> I TH T TN —T % EIERT DL EN 2L 20 F7,

LDAP 5 )L— 7 JL—JL

LDAP /' V—7 L=l k» T, 22—V o—Bllar—1L%z)xt—h 2—F2H Y 3T
% & % |T Cisco UCS 28 LDAP 7 /L— 7% {FEHT 2508 9 k£ v £4,

LDAP 7O/ A —D 7 O/8 T 1« DERTE

ZDHAY THEET H 71 /37 11, Cisco UCS Manager CIEFR SNIZZ DX A T DT XTD
TaNA L DT 7 AV MRETT, le DT a ", F—=2ZnbD ) bnFhipo7 v
NT 4 DRENEENTODEA . Cisco UCS TEDORENMEH S, 7 7 4 /L Mk &I LG
INET,

Active Directory 2 LDAP ¥—/3& LT L TWA5A1E. Active Directory —/37C Cisco
UCSIINA Y R T 52— THo Ly MEERLET, ZO7 Uy M, SIRTAICR S
VAT — RERELET,

FIE

ARV RFEREET7TI V3 Y =[]

Z 5w 71| UCS-A# scope security X270 T FEHBLET,

Z 5w 72 |UCS-A /security # scope ldap &= UT7 4 LDAP £— REBH L F

ﬁ—o

R 5w 73 |UCS-A /security/Idap # set attribute BEIhEE%E S L a— T —#
attribute N=ARRzREL£7,

AT 7 4 | UCS-A /security/ldap # set basedn BESNE#LZ ST L a— Nior—
distinguished-name B R— 2B ERELET,

R T w 75 |UCS-A /security/ldap # set filter filter |{8ES3N/T-7 4NV ZEEL a— NIZ
TN 2P ERE L ET,

ATwT6| (EE) UCS-A /security/ldap # set VAT DI NE XY L REEE LTCHR
timeout seconds I BENC, LDAP Y — 6 DISE %
el MR EZ R E L ET,

AT 7| UCS-A /security/ldap # commit-buffer NIy a2 A7 AOFREIZ
Iy hLET,
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| ve—r2

)

oap 70,54 5—oter [

il

W ORFNIE, LDAP J&ME% CiscoAvPair |12, ~<— AFkBI4 %
IDC=cisco-ucsm-aaa3,DC=qalab,DC=com] 2, 7 1 /V# % sAMAccountName=$userid.,
ZA LT U MNHRE SHICREL, hFrFr7varzaly hLET,

UCS-A# scope security

UCS-A /security # scope ldap

UCS-A /security/ldap # set attribute CiscoAvPair

UCS-A /security/ldap* # set basedn "DC=cisco-ucsm-aaa3,DC=galab,DC=com"
UCS-A /security/ldap* # set filter sAMAccountName=$userid

UCS-A /security/ldap* # set timeout 5

UCS-A /security/ldap* # commit-buffer

UCS-A /security/ldap #

G¥)

2—H 1 7 A 13 LDAP == —H D userdn 78 255 LFABZH LML FET,

RDERY
LDAP 7' u/NA Z—E B L E T,

LDAP ZO/\A A —DYERK

Cisco UCS Manager {35 K 16 ® LDAP 7' u /N X —%& ¥ KR —F LET,

1R BHHEIIZ

Active Directory % LDAP #—/ & LT LTV B35A1E. Active Directory —/3C Cisco
UCSIZNA T 22—F Ty FafERLET, 207 h vy MTiE, HREIIIZR S
RVNRAT— RERELET,

« LDAP #—/3T, ROWTNUDDOREZEITVET,

«LDAP /' NV—7%FE LET, LDAP /)L —F0i%, 2—F D — b ar— L IEHR
NEENTHET,

* Cisco UCS Manager D= —H% 1 —/L & a/r— Wi A RFFT 2B Coa—F AR E L
9, TORMICOVWTLDAP AXF—< &2 LR T A0 E I NEBINTEET, A% —
~ ZPER L2 W EE1E, BEfFO LDAP @M% L T CiscoUCS =—# m—/L b nm
T—IVERFFLET, AX—<EHEET 58513, CiscoAVPair B2 ED N A& L
B AERRL L £,

A LDAP O FETIE. Unicode % A 7 D JBIENRS LB T,

CiscoAVPair 77 A % AEMEZERT 256, BMEID & LT 1.3.6.1.4.1.9.287247.1 % fif
ALES

¢« JITAHAFRETIHH., WHFEDT7 77V v X —axy MIXTDHEEHR— DIPv4
F7EIPV6 7 RLAZBIMLET, ZORETIE, 1 2D07 7TV v T L H—
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a7 FTHEENEEL, SATLAR2ODDT 7TV w7 A F—axy MIT z—
WA —=N"—=LTH, VE—bhax—PEFEHER T A TEDLZ ENRIESNET,
0y A CERITTRT, INHDIPT FLANLEFESNET, Cisco UCS Manager
THHA SN DA IPvE £721XIPv6 7 R LA D TIEH Y £H A,

e % = 7 l{E & AT %101, Cisco UCS Manager T LDAP 4— S0 /L— RRIER (CA)
DFEHEL ETe b T A b BA v b EERLET,

cLDAP 7 uNRA FHEE LY BINEITHIRLEZ T3 0ENDLBE1E. FAAL v
WREL IV LB — R IER L, Ta g FIIEREZMAT-%. FAAL VBGEL VL%
LDAP IZERTULENH Y £9°,

* Active Directory /31 > Rl 4 DR M2 EFR T DBRICRORICH DR CT 2T 25

B ST LLFD 16 EEIEDOHIZ Ny 7 2T v 2 () ZEHLT, FHEXTFET R
TFT7 X FTESMADULERD Y £,

IR F FiEA 16 E (B
, VNG 0x2C
+ VAY.S ik 0x2B
" )i 0x22
\ Ny T AT a 0x5C
< FEMT Ty k 0x3C
> fifa7 7 v b 0x3E
; TIawr 0x3B
LF AT 0x0A
CR iR 0x0D
= s 0x3D
/ A5 A 0x2F

https://msdn.microsoft.com/en-us/library/aa366101 {ZHFEE LT = X 7 — 7" 35 & 16 HEHUEIZE
TR DHBEZOWTOFHARDH Y 7,

FIE

ARV RFEEETO3 Y B#Y
ZFwF1 |UCS-A# scope security X2 VT 4 = REBLET,
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| vE—r52s

oap 7054 S—ater ]

ARV FFEREETIVa Yy

E:)

ATv T2

UCS-A /security # scope ldap

%2 VU7 1 LDAP £— FZBHMBLF
KR

ATvT3

UCS-A /security/ldap # create server
server-name

LDAP Hh—/3 A A H o 22 AERL L,
t¥ =2 U7 4 LDAP #—/ N E— K&
L ET, SSL WA OEA,
server-name (%, BE IP 7 RV AFE
IZ FQDN & 729 | LDAP #—/ 3%
X =2 U7 4 iEHEN O Common Name
(CN) & EMEIZ—EH L TV DRENH
VET, IPT FLABEESNTND
a2 BRE . DNS #— 3 Cisco UCS
Manager CiXET D2 LENH Y 7,

ATvT4

(fI:E) UCS-A /security/Idap/server #
set attribute attr-name

a—HFa—lar—LOMEERET
% LDAP @k, Zo7Fa T ¢d, &
W2, ARTEEOT THRESNET,
VAT A, 22— La—KT, ZD
EEL L —BT A EERBELET,

LDAP A% —~< &Lk L7eWiGE ., BE
1FDO R4 LDAP J& M % Cisco UCS
n—lals—LlRETEET, &
HUNE, JEBYEID
[1.3.6.1.4.1.9.287247.1] %¥fF
>, CiscoAVPair &\ 5 ZHiDEHs U
T— NREFY—E RIHERTX £1,

T 7 4 v OJEMEN LDAP O[22k
(General) 1% 7 CTREIIL T2
BT, ZOENRMNETT,

ATy Th

(fI:E) UCS-A /security/Idap/server #
set basedn basedn-name

JE—ha—Fnas/f L, VAT
IARFOA—FLZLIZESINT2—FD
DN OHfGERA D & X2, —30
IR % Bth3 5 LDAP BEE N OFEE D
W4, N—ADNOE S, k255
L5y B CN=username D E S 27 L 7|
WIERSICRETHZ M TEET,

Z ZC. username /X, LDAP F&GF%
F LT Cisco UCS Manager ~7 7 & A
LEoELTWDUE—Fa2—HDik
BNZAEH S VET,
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ARV FFEREETIVa Yy

S

57 4 /L R D~<— % DN 78 LDAP O [ 4
% (General) 1 # 7 CREIN TV
WA, ZOEBAMETT,

ATvT6

(f£&) UCS-A /security/ldap/server #
set binddn binddn-name

NR—=ZADN DT RCHDAT V=7 MZ
K95 i B HERR & MR SR MERR & 7

D, LDAP T — X _X—RX T hHo v hD
k4 (DN) o

PR—FENDA N T ORKET
255 3% (ASCII) T,

ATy T17

(fI=&) UCS-A /security/ldap/server #
set filter filter-value

LDAP %1%, EF LT 4 NH E—
Bt 22—V LICRESHET,

T 7 F IV EDT 4 VN LDAP O [4
M (General) ] # 7 CTRE I TV
WAL, ZOEBHETT,

ATvT8

WiZ8: UCS-A /security/ldap/server # set
password

[Bind DN] 7 4 —/L K TH57E L 72 LDAP
T—HR—=RA T AT NOI/RAT —
K, HEHE ASCI XLFH# AN TEET,
L, 1§ (BrvariE®) .
r2) (BEWIFF) . =1 (%5) 1Tk
xFET,

INAT— REFRET HITIE, set
password 2~ REZ AL TH5
Enter L, Va7 CTHx—fEi%x
ADLET,

ATvT9

(f£&) UCS-A /security/ldap/server #
set order order-num

Cisco UCS T —H—DFIEICZ D
a A X =T BIER,

ATv 710

(f:E) UCS-A /security/Idap/server #
set port port-num

Cisco UCS 7 LDAP & —# X— R L i#
BT 270N AR— b, HEHE
R— FFEE1E 389 T,

ATvIN

UCS-A /security/ldap/server # setssl {yes
no}

LDAP %— N LEET 5 & 2 DRk
DFERZAEREZITECLES, 2
Ta Ak EBY TY,
e yes @ SALNRLELTY, Biofbz
X — hTERWGAT, B
IR L £7,
HHZLTWBEHEIZ, A— %
636 ICAETRT, 389 DFEFIZLT
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oap 70,54 5—oter [

ARV FFEREETIVa Yy

E:)

< 72&\Wy, CiscoUCS i, SSL A
OFR—F636 CTTLSE Y 3%
FAm— N LUET, P
RS b S eV RREC 389 TR
HmEIET,

*no : M SR T4, FRALNE
27UV 7 TR AL LTHEESH
£,

LDAP Ti% STARTTLS 2MEH S F
T, ZHUTEY, R—F389 ZfEH L
T-BE SALBIE A A REIC /2 0 9,

ATvT12

UCS-A /security/ldap/server # set timeout
timeout-num

LDAP 5 — & ~_— Z~D & b n
BA LT T NTDHETORE,

1~ 60 PO A ANTITHh, 0 (B
1) % AJ]LCLDAP O [2f%
(General) | THRELEF A LT U b
EEEHALET, 7740 MI30RT
7T

ATy 713

UCS-A /security/ldap/server # set vendor
{ms-ad | openldap)

LDAP — "D % A h &37= LDAP 7
N— T RFRERE DO 2 A3 £ 7 1L
M LET, A7V a Ik ERBY
<7,
ems-ad : A k 772 LDAP 7 /L —
THEIT, 24Ty a T
R—bhanET, N ¥ —% ms-ad
(Microsoft Active Directory) (2%
& L. Ildap-group-rule % BN L
T recursive [IZFXET 5 &, Cisco
UCS Manager (1 A ks S 4172 LDAP
TN—T 5B TEET,

« openldap : R A h Zi72 LDAP 7
V—TRFEIE, ZOF T a T
PR—brENFHEA, XUF—%
openldap \ZFE7E L. ldap-group-rule
AT LT recursive (2% ET D
& . CiscoUCS Manager (3 A h &
M7= LDAP /' v — 7% L4
ho ZOFT v a rEiEIRT S
ELHBIN—T N ITN—T =T
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ARV RFERETI Y S

T TICRESINTWTYH, Cisco
UCS Manager C LDAP 7/ /L —7
~ v 7L LT LDAP %7 /L —
TEAERT AMERH Y 7,

(G¥)  Cisco UCS Manager % |H/X—
Tarhb U —2212)
Ty T L—=RT5 L&,
LDAP 7' 0 /A Z DR —
JE 1T openldap (27 7 4 /L
N TEE S 41, LDAP FEREN
IEH IR LT £

AT 714 |UCS-A /security/ldap/server # N W T v a kAT AOREID
commit-buffer 23y FLET,

1

WOFITIE, 10.193.169.246 &\ 5 L FTD LDAPH—/S A A & o 2% VERL L. binddn,
NAT— R EF, AR—bF, SSL, " Z—@tEREL, hTrHFrvarEaly
]\ L/iﬁ‘o

UCS-A# scope security

UCS-A /security # scope ldap

UCS-A /security/ldap* # create server 10.193.169.246

UCS-A /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-ucsm-aaa3,DC=galab,DC=com"
UCS-A /security/ldap/server* # set password

Enter the password:

Confirm the password:

UCS-A /security/ldap/server*
UCS-A /security/ldap/server*
UCS-A /security/ldap/server*
UCS-A /security/ldap/server*
UCS-A /security/ldap/server*
UCS-A /security/ldap/server*
UCS-A /security/ldap/server #

set order 2

set port 389

set ssl yes

set timeout 30
set vendor ms-ad
commit-buffer

HH H H o H

WOFITIE, 12:31:71:1231:45b1:0011:011:900 & W\ 5 4 BTD LDAP H— N f L A X L A
ZVERE L. binddn, /SA T — R, JIEF, NR— k., SSL, XU ¥ —@BMHEHREL., T
YrvarvdEaly bLET,

UCS-A# scope security

UCS-A /security # scope ldap

UCS-A /security/ldap* # create server 12:31:71:1231:45b1:0011:011:900
UCS-A /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-ucsm-aaa3,DC=galab,DC=com"

UCS-A /security/ldap/server* # set password

Enter the password:

Confirm the password:

UCS-A /security/ldap/server* # set order 1
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UCS-A
UCs-A
UCs-A
UCS-A
UCs-A
UCS-A

/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server #

RDZRY
H—@OLDAP T — ¥ N—ANERT 5 EHEOLE, Wik —E AL L TLDAP Zi®IR L £7°,
BELD LDAP 7 — 2 X— AR T 5 FEEDY S LDAP 7' \Af ¥ — TV —T 52 E L E

j«O

LDAP F0/34 £ — AP F L —F L—L0%E [

set port 389

set ssl yes

set timeout 45
set vendor ms-ad
commit-buffer

LDAP 7O/ N4 A—®DLDAP F)L— T JL—)LDLEE

FIE
AR FFERREETOVa Y BHY

AT 71| UCS-A# scope security X2 VT 0 E—FERBLET,

AT 72 | UCS-A /security # scope ldap % =T 4 LDAP £— R&B#A L £

ﬁ‘o

AT 7 3| UCS-A /security/ldap # scope server X =2UF 0 LDAP u (M X F— R
ldap-provider ZEE L E9,

X T v 7 4 | UCS-A /security/ldap/server # scope LDAP 7 v —7F )L—)L =— RZBIE L
ldap-group-rule e

X T v 7 5 | UCS-A /security/ldap/server/ldap-group-rule | = — 4% o— L b m A — )L % 1) T— K

# set authorization {enable | disable} Z— B Y YT S L X2, Cisco UCS

2N LDAP 7 V— 7 H R T H N E e E
L/iﬁ‘o

» disable : Cisco UCS iZ & @ LDAP 7
N—TIZET 7 A LER A,

e enable : Cisco UCS |% Z @ Cisco UCS
FAAL L NI BT ENT
LDAP 7' a /A X J)—T E sk
LET, VE—F 2—FRREoO0
% & Cisco UCS IEBi#9 %5 LDAP
TN—"7" < TED LDAP 7
N—TIZX L TERINLTND 22—
P ro—lnlr—LaEnYbCE
R

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .
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yE— B |

ARV RFERETIVa Y

B8

(G¥) n—/LEalr—LDE YT
FREINET, =2 —FNRHE
BoOIN—T1CEEND, £
721X LDAP B THE SNz
o—Lena s —L3 S

£ . CiscoUCSHZE D2 —HIZ
L, TENHDOITN—TR
HoONWTRNIyy BT E
nNr-t+_Xcon—rbolr—
BRI Y TET,

ATvT6

# set member-of-attribute attr-name

UCS-A /security/ldap/server/ldap-group-rule

Cisco UCS 73 LDAP 5 —# X— 2D 7
=T XA N—=2 s T HRETDHDIT
9 2 J@ i,

YR—FEINBEA R U TDEXIT63

WEFETY, T 7 4 N OIFEAE
[memberOf| T,

ATy T17

# set traversal
recursive}

{non-recursive |

UCS-A /security/ldap/server/ldap-group-rule

MEEIZHE U C Cisco UCS 23 7 —7" A
YNDBIN—T DRELERT D0 E
IDHEELE T, ZZICFERINAMEIX
RDOLFBYTT,

« non-recursive : Cisco UCS [T —
NETHIN—TE TR LE
R

s recursive : Cisco UCS IZ—H¥ @
T AT N —T T RTERE L
F9,

ATvT8

UCS-A /security/ldap/server/ldap-group-rule
# set use-primary-group {yes | no}

TIA=Y TN—Th A NR—= T
DIRFED 72812 Cisco UCS KA A > N
DLDAP /' V—7 ~v 7L LTREL
F 9, Cisco UCS Manager % B2 L
T, 2—HFDT T4~ IT—T A
N—y Ty on— R L THEIET %
ZEMNTEET,

ATvT9

UCS-A /security/ldap/server/ldap-group-rule
# commit-buffer

oUWV I a B AT ADREIZD
Iy hLET,
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| ve—r2
oap 7o/i4 #—odik [

il

WOBNE, HERRZFZNTT D LDAP 7/ /b —7 — /L ZRE L, JBIMED A > /3% memberOf
I\ZF%E L. traversal % non-recursive (CRE L, M7 ¥ 7 v arw2aIy FLET,

UCS-A# scope security

UCS-A /security # scope ldap

UCS-A /security/ldap # scope server ldapprovider

UCS-A /security/ldap/server # scope ldap-group-rule

UCS-A /security/ldap/server/ldap-group-rule # set authorization enable

UCS-A /security/ldap/server/ldap-group-rule* # set member-of-attribute memberOf
UCS-A /security/ldap/server/ldap-group-rule* # set traversal non-recursive
UCS-A /security/ldap/server/ldap-group-rule* # set use-primary-group yes

UCS-A /security/ldap/server/ldap-group-rule* # commit-buffer

UCS-A /security/ldap/server/ldap-group-rule #

LDAP 7 O/ & —DHIIBx

FI&
ARV EFERET7IVa Y B#
AT 71| UCS-A# scope security X2 UT 0 F—FEBBLET,
AT 72| UCS-A /security # scope ldap ¥ =217 4 LDAP T— RZBAtAL £
R
X T 7 3| UCS-A /security/ldap # delete server BELE—_"EZHIERLET,
serv-name
X T 7 4 | UCS-A /security/ldap # commit-buffer rNooHF I arr i AT ADREIZa
Iy hLET,
£l
WIT, 1dapl &V ARTOLDAP Y —RZHIBRL, F TV 7 variazaly b3 54
ERLET,

UCS-A# scope security

UCS-A /security # scope ldap

UCS-A /security/ldap # delete server ldapl
UCS-A /security/ldap* # commit-buffer
UCS-A /security/ldap #

LDAP F)L—T < wELY

LDAP /' V—7 <o B 7LV, LDAP2—H 47 V=7 hon— L F-idnr—/UiEms
FEHTAMENRL AR T, LDAP F—F R_R—ZA~DT 7 2 %[BT % LDAP 7/ /L — 7%

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .



yE— B |

B wrs—T<yi06m

FEHL CWAHkIce 74 328, UCSMIZZ V—T A "=y TEREZERA L Ta—
Ll —) L& LDAP = —HI2E| Y 2y CTE 4,

= —H73 Cisco UCS Manager (12 7' A U § 5 L &2, LDAP Vv —7 v v T bLZED2—HD
n—L&ur— VBT DIERP R SNET, v a s — L OFEMERRY —HNOEH
=B U, TR ESNET, VU —A =T 3 TS U T, Cisco UCS Manager
TITI A 28 fH, 128 fiHl, F721% 160 €D LDAP /' V—7 ~ v & PR — L THET,

G¥)

Cisco UCS Manager U U — A 3.1 (1) TiZi K 128 fHD LDAP /' /v —7 <~ 7, U U —231(2)
LI TIEi K 160 1D LDAP 7V —7 <= v Fi3 R — F S ET,

Cisco UCS Manager T — D /LZHER L7-r—/L L ar— /L DEFRMN, LDAPT 4 L7 FU D

IS U CHBMICERSND Z L1 £ A, LDAPT 4 L7 Y NODLDAP 7L —7
EHIREIZAAIETE T & X0, TOEENRKB IS XK 9 Cisco UCS Manager & AT
HILENH D FT,

LDAP /' V—7F <= L. (ko —)L & alr— ) LOMLEEDLEDOWNTNNEETir L HICRET
xFET,

o I — )LD

o« I — )LD

s I—/L b alr— LD
=& 2I1E, BEDOSFIOY— NEHE 7V — T FK T LDAP Vv — T N5 L LET, LDAP
TN—T <o IZid, =T a7 7 A N — g PO —F e— L RnEGEN TS

ZEHHET, FEOHITOY— NEHE~DT 72 A EHIRT D200, vl —/VICREE
DY A MERETDHI LN TEET,

GE)

Cisco UCS Manager (21, T <ICHEMHFRERZ D2 —F a—ARNEENTHWETR, ar—
MIFENTWER A, LDAP T RS F— TN —Tenr— I~y B 73 5120%, A
B Ll —)VEAERT DM ERD D £,

LDAP 5 )L— T < v TDERK

1a s BRI
« LDAP % — 3T LDAP 7 L — 7 ZERR L £,
« LDAP #— 3T LDAP 7 L — 7 DG4 2R E L E7,
« Cisco UCS Manager T 7 —/LZ{EK LET ((EE) .
« Cisco UCS Manager TH A% L o —/LZ2{EK L £4 ((EE) .
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oap 51— vy T0kH |

Fig
ARV RFERFTIVaY ]3]
AT 71| UCS-A# scope security ¥ UT 4 T— REBBLET,
ZF v 72 |UCS-A /security # scope ldap ¥ =V 7 4 LDAP E— RZ[AL E
R

R 7 3 | UCS-A /security/ldap # create ldap-group | {57 7= DN JH®D LDAP Z /L —7 <= v
group-dn TERAERR L ET,

7 N—7" DN D KILFH1E 240 T,

GE) ZOa<wy NITEEITE A
T D56, Rk ORHT
IR —T7 3P\ (R
AT v a2fll) 2T 540

ERHY ET,
R T 7 4 | UCS-A /security/ldap/ldap-group # create | {57 X317~ =2 #—/L|{Z LDAP 7 /L —7
locale locale-name Evo BT LET,
R v 75 | UCS-A /security/ldap/ldap-group # create | {57 X317~ 2 —/L|Z LDAP 7/ — 7%
role role-name <y L LET,
AT 7 6 | UCS-A /security/ldap/ldap-group # N Y T v a BV AT AOREIC2
commit-buffer Iy hLET,

1

KIZ, DNIZLDAP / V—7 %~y 7 L, B —/L% pacific IZiXEL, 2 —/L%
admin (ZREL., T Y7 vavimzaly vTAEEZRLET,

UCS-A# scope security

UCS-A /security # scope ldap

UCS-A /security/ldap # create ldap-group cn=security,cn=users,dc=lab,dc=com
UCS-A /security/ldap/ldap-group* # create locale pacific

UCS-A /security/ldap/ldap-group* # create role admin

UCS-A /security/ldap/ldap-group* # commit-buffer

UCS-A /security/ldap/ldap-group #

RDRERY
LDAP /v —7 )— L& RELET,

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .
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LDAP J)L—T < 7

FIE

D EIFx

yE— B |

ARV RFERETIVa Y

E:)

&

UCS-A# scope security

X2 UT 4 T RERBLET,

ATvT2

UCS-A /security # scope ldap

¥ =2V ¢ LDAP — FZHIELE
—é—o

ATvT3

UCS-A /security/ldap # delete 1dap-group
group-dn

8 E L7 DN HHO LDAP /v —7 < >
TEHIBRLE T,

ATvT4

UCS-A /security/ldap # commit-buffer

cNooY Ty a BV AT ADOREICD
Sy bPLET,

il

WIZ, LDAP ZJVv—7 <= v 7 &HEIEL, hT ooy arvaaly bTa0aRr0E

‘j—o

UCS-A# scope security

UCs-A
UCS-A
UCs-A
UCS-A

/security # scope ldap
/security/ldap # delete ldap-group cn=security,cn=users,dc=lab,dc=com
/security/ldap* # commit-buffer
/security/ldap #

RADIUS 7' O0/\A #—

) - > o O —— 0

RADIUS 7O/ N4 A—D T A/INT 4 DEKTE
DX AT THET D7 1/37 11X, Cisco UCS Manager CIEFR SNIZZ DX A T DT XTO

TN, B —EERDOT 7 )L FRETT, xR XL X =22 b0 ) bnTFhno

RT 4 DFBRENEGENTWDHEA. Cisco UCS TEDORRENMEH AL, 7 7 4 /b Fak EILER

SNET,

FIE

ARV KRFERERETY Va3 Y

=)

ATy T

UCS-A# scope security

X2 UT 4 BE— RERBLET,

ATy T2

UCS-A /security # scope radius

¥ =2 U5 1 RADIUS =— RZBAtE L
ij‘o

. Cisco UCS Manager ') ) —X 407 RS =X FL—2 a3 UEE (CUA) A4 F
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RADIUS 7 O/\A &4 —

rapius 7o /31 ¥—otes ]

AU RFERETOVa Y

B8

ATv 73| ({EE) UCS-A /security/radius # set P—RE YL LTTHEMT DRI
retries  FFRATTIEIEL RADIUS %—/3 & O1afE % 53479 5[]
BarELET,
AT TA4| (fEE) UCS-A /security/radius # set VAT AN NE Xy L REE LT
timeout seconds N3 AHENT. RADIUS — 305 DS
ZfpORFHMEZRE L ET,
R w 75 |UCS-A /security/radius # commit-buffer | N5 %7 30 %2 A7 ADH/EIZ2
Iy hLET,
15l

OB, RADIUS Y T4 % 4IZREL, X1 L7 v MNElEE 30 DI

VY varvkEaly hLET,

UCS-A# scope security

UCS-A /security # scope radius

UCS-A /security/radius # set retries 4
UCS-A /security/radius* # set timeout 30
UCS-A /security/radius* # commit-buffer
UCS-A /security/radius #

RDBRY

RADIUS 7' 1A Z—Z Bk LE T,

DYERK

EL. b7

Cisco UCS Manager [Zf K 16 @ RADIUS 7' 0/ NA X —%HKR—F LET,

4R8O HREIIC

RADIUS % —/ 3T, ROBEEITVET,
* CiscoUCS Manager D= —H o —/ L & o — UIERERFFT 2 B Ca2—F 2R EL £,

Z DM

DWW TRADIUS A X —< ZILiETHMME I DEEIRTEET, A —~ &Lk

L7Z2WGAI1E, BEF O RADIUS @it % 1% L T Cisco UCS = —¥ m—/ L b 1 r— )L % {%

FFLET, AX—~ZILEKTH5EIT

EE

T A2 X % RADIUS DFEEED R 2 —
j—O

R OREHL

ID X009 THY ., BIEORH—

. cisco-avpair B2 EDOH A X LEMEEER L E

ID /X 001 T

. cisco-avpair BIEEIER T A BEAIERO2—Y n—L Lt nr— L AT

fﬁf)jﬂﬁ%/? LTU\ij_o shell:roles="admin,aaa" shell:locales="L1,abc", %’Eiﬁ@ﬂ_ﬁf&
XEI512i%, KW LThyr~ 1) Z2HLET,

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .
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«JTAH

yE— B |

RETIZ. MFOT7 77V w7 A F—axy MIXTHEHER— IO IPv4 £
721 ZIPve 7 RV AZBMLET, ZOKETIE,

1DODT7 7TV A Z—axy

FCEENEAEL, VAT AN 2200777V v L H—axy MIT =—)LA—
N=LTh, VE—ha—WFERI&HER A U TELTEBNRIESNET, v A U H
KIFFTT, ZHHEDOIP T RUANGEESLET, Cisco UCS Manager |2 & - THEH &
NTWAHIRIEIP 7 RLATIESH Y FH A,

FIE

AU RFEEETIVa Y

=)

ATy T

UCS-A# scope security

X2 VT 4 = FEBLET,

ATvT2

UCS-A /security # scope radius

%2 U7 ¢ RADIUS £— RZBA#GE L
i‘a‘o

ATvT3

UCS-A /security/radius # create server
server-name

RADIUS Y—/ 3 A A X v R ZVERL L.
% =2 U7 ¢ RADIUS — N E— %
BRIEL £,

ATvT4

(f&) UCS-A /security/radius/server #
set authport authport-num

RADIUS —/ Nt O@EICHEHT 2R —
rNEFRELET,

ATvT5

UCS-A /security/radius/server # set key

RADIUS Hh— " F—ZRELET, F—
EAEFRET HITIL, setkey 2~ N%&
A LTS Enter 2L, a7
M Cx—fHEZASILET,

ATvT6

(f£#E) UCS-A /security/radius/server #
set order order-num

ZDOY—A\REITEINDIEFERETELE
j‘o

ATy T17

(f£#) UCS-A /security/radius/server #
set retries retry-num

P—REH T L CHmMmT BRI
RADIUS %—/3 L OffE & B 77 5 [F]
BaEHELET,

ATvT8

(f&) UCS-A /security/radius/server #
set timeout seconds

VAT AP —R"E X T L RREE LT
FN3BHENZ, RADIUS H— 305 D&
T ORI 2R E LE T,

B>k  RADIUS 71 3A X "3
RE A RINT DA, KD
EWAA LT MEAZRET
HZ L HMERELET,

ATvT9

UCS-A /security/radius/server #
commit-buffer

NPTy a BV AT ADOREICS
Ty hLET,
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rapius 7031 4—auik [

il

WORFNE, radiusserv & W) ARTOY— N f AL ZAZERL L, FREAR— K % 5858
WZREE L, F—7% radiuskey321 (ZE%E L, EFZ 2 12 E L, B TR A 4 B2
EL. ZALT T &30 IR EL, “ERFEREZAMZIL, T rvaria
Ty hLET,

UCS-A# scope security

UCS-A /security # scope radius

UCS-A /security/radius # create server radiusserv?
UCS-A /security/radius/server* # set authport 5858
UCS-A /security/radius/server* # set key

Enter the key: radiuskey321
Confirm the key: radiuskey321
UCS-A /security/radius/server*
UCS-A /security/radius/server*
UCS-A /security/radius/server*
UCS-A /security/radius/server*
UCS-A /security/radius/server #

set order 2

set retries 4
set timeout 30
commit-buffer

#
#
#
#
RDERY

H—@ORADIUS 7 — & X— AR T 5 EZEDL A, RADIUSZ 774~ UGRAEh—E A& L
TERLET,

D RADIUS 7 — # RX— A NRBPERT 5 TEDLE . RADIUS 7/ A X — T —T 5 E
LET,

RADIUS 7' O/\A #—DHIRk

Flig
ARV RFERERTOVa Y B#Y
AT 71| UCS-A# scope security X2 VT4 T FEEBLET,
Z 7w 72 |UCS-A /security # scope RADIUS %% 2 U7 1 RADIUS &— RZ AL
£7.

AT 7 3| UCS-A /security/radius # delete server BELEY—NZHIELET,

serv-name

R 7 4 |UCS-A /security/radius # commit-buffer | N5 %7 3 0% A5 ADH/EIZ2
Iy FLET,

1

WOHNL, radiusl £ V5 RADIUS — "% HIBRL, FFo¥r7varvwaaly bLE
7,
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B cacs: 7oig a—

UCS-A# scope security

UCS-A
UCs-A
UCS-A
UCs-A

/security # scope radius
/security/radius # delete server radiusl
/security/radius* # commit-buffer
/security/radius #

TACACS+ 7 0 /34 4 —

TACACS+ 7A/NA 5 —D T O/INT 4 DETE

ZDOHXAY TERET D7 187 (X, Cisco UCS Manager CEFHZSNIZZ DX A T DT RTD
Fansf B DT 7 L FRETT, a7 a X —22nbD ) bLnFnino 7o

yE— B |

NEFENTWDEA, CiscoUCS TEDRENMEH SN, T 7 /L MR EIT AR

=)

X2 U7 4 E— RERBLET,

&%= U7 4 TACACS+E— FZBHLA L
i‘j‘o

VAT AR X REEE LTl
M BREMNZ. TACACS+ Y — 5B D
B oRFMRER 2R E LET,

cNooY Ty a BV AT ADOREICS
Ty hLET,

INT 4 DRGE
SnET,
FE
ARV RFEREET7IVa Y
ZXFw 71| UCS-A# scope security
Z 5w 72 | UCS-A /security # scope tacacs
ATw 73| ({E&E) UCS-A /security/tacacs # set
timeout seconds
X T v 7 4 | UCS-A /security/tacacs # commit-buffer
451

WOHIL. TACACS+ X A L7 7 N % 45 FVICEEE L.

FLET,

UCS-A# scope security

UCs-A
UCS-A
UCS-A
UCS-A

RDZRY

/security # scope tacacs
/security/tacacs # set timeout 45
/security/tacacs* # commit-buffer
/security/tacacs #

TACACS+ 7' A X —ZERk L E T,

A /A IVE 2=

. Cisco UCS Manager ') ) —X 407 RS =X FL—2 a3 UEE (CUA) A4 F
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TacAcs+ 7a/31 4—ates

TACACS+ 7 O0/\A4 F—MD1ERK

Cisco UCS Manager 135 K 16 ® TACACS+ 7' B/ NA X —% P R— K LET,

1ash BRI

TACACS+ H—/"T, ROBEZEITVET,
* cisco-av-pair B 1ERL L £ 97, BEF0 TACACS+ BIHEIIMHEH TE /A,
cisco-av-pair 441X, TACACS+ 7' u /3o X —D @k ID & f2ftd 25 3078 Td,

WORESCHNIE, cisco-av-pair JBIEZERT 2 & S ICHBO2—Y a— L tar— L2 EE
j‘éﬁfféﬂi\‘ Lfb‘ﬁf‘d—o cisco-av-pair=shell:roles="admin aaa" shell:locales*"L1l
abc", cisco-av-pair BHAE L TT AL YR T (%) 2FEHTHE, ar—ABA T ark
LTHESN, RLRBAI T 0T 7 A VEMERT MO 23 734 2 TRIAED KM AP <
TLENTEET, BROEAXYIZITIE, KEIWXFE L TAR—RAZHHALET,

« JTAARETIZ, MO T7 77V vl ¥ —axy NMIkTHEHEFR— FO IPvd £
720 EIPve 7 RLUAZBMLET, ZOFRETIE, 12900777V f X —axy
FNCHEENHEAEL, YATLNM20DDT7 77 Vw7 L F—axy MIT7 xz—/LA—
N—=LTh, VE—b2—PI5|&EFE /A L TEDLIEMRFESNET, vV A VE
RKITTRT, ZNHDIP T RLANGLHEE I ET, Cisco UCS Manager (2 L - TEH S
NTOWABEAEIP 7 FLATIEH Y £H A,

FE
AU RFEEETIV 3 Y B
X T v 71| UCS-A# scope security TXx=2UT 0 T—FREBHBLET,
A 5w 72| UCS-A /security # scope tacacs ¥ =2 U7 ¢ TACACS+E— R&Bhs L
ij—o
X F v 7 3| UCS-A /security/tacacs # create server TACACS+ H—/N o v 2 & o 2 EVER
server-name L. B%¥ = VU7 ¢ TACACS+H—/ N E—
NaBlta LET

ATw 74| ({£E) UCS-A /security/tacacs/server # | TACACS+ H—/X 5? %Eﬁﬁ? LET,
set key F—EARET HITIL, setkey 2~v
FZAITL TG Enter L, 7m
Y7 hTHR—EZ A LET,

ATw 75| ({EE) UCS-A /security/tacacs/server # | Z D — "N AT SN D IEFZFEE L £
set order order-num e

ATw 76| (fE&E) UCS-A /security/tacacs/server # | AT LY — "L kREE LTl
set timeoutseconds T HHENZ. TACACS+H— 305 Dits
EERfFORMMRZHRE L E T,
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yE— B |

AU RFERET7TIV3 Y B
EY b TACACS+ /3o |2 "8
ﬂ%wuﬂE%fﬁng7T75 6i\ <L
DNEWHA LT T MEZRE
THZLEWLELET,
R 77 | UCS-A /security/tacacs/server # set port | TACACS+ H— L O@EIFEHT S

port-num

R—bhZfRELET,

ATvT8

UCS-A /security/tacacs/server #
commit-buffer

MooV Ty a BV AT ADOREICD

Ty hLET,

il

OB, tacacsserve80 & W9 HHTDY—/S o L AL U Z5AFRC L, F—% tacacskey321

ICRE L TEDF— & Ess L

VY varvEaIy hLET,

UCS-A# scope security

UCS-A /security # scope tacacs
UCS-A /security/tacacs # create server tacacsserv680
UCS-A /security/tacacs/server* # set key
Enter the key: tacacskey321

Confirm the key: tacacskey321

UCS-A
UCs-A
UCS-A
UCs-A

RDBERY

/security/tacacs/server* # set order 4
/security/tacacs/server* # set port 5859
/security/tacacs/server* # commit-buffer
/security/tacacs/server #

CIEFEAICEREL., AR — R A2 S589ICREL, T

H—0 TACACS+ 7 — ¥ RX—ANRT 2 FIEDOL A, TACACS+ %27 T4 < VHiEh—E X
ELUTERLET,

BEE D TACACS+ F— 2 ~_— Z NG 2 D4

I’_._E’I-/iﬁéo

TACACS+ 7O/ A & —

FIE

D BIER

TACACS+ 7’0\ K — TN —T %%

ARV KRFERERETYVaY

=)

ATy T

UCS-A# scope security

X2 VT 4 BE— RERBLET,

ATy T2

UCS-A /security # scope tacacs

¥ =T ¢ TACACS E— R&EBHIEL
T,
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TILFRREEV R T LD XE .

AU RFERETOVa Y =)
R w 7 3 | UCS-A /security/tacacs # delete server BELEV—_"ZHIERLET,
serv-name

X 7 4 | UCS-A /security/tacacs # commit-buffer | NS V%7 9% 25 ADFREIZ2
Ty hLET

1

WOFHNL, tacacsl &9 TACACS — "ZHIERL, hFov¥rvarvaaly hLE
7,

UCS-A# scope security

UCS-A /security # scope tacacs

UCS-A /security/tacacs # delete server TACACS1
UCS-A /security/tacacs* # commit-buffer

UCS-A /security/tacacs #

TILFBA AT LDETE

~ )lla" n:L.\nIE-lj-_

ROBERE A 4L L T, Cisco UCS NEBOBIEY —E A MM T 5 L ORET LI LN TE X
D

s TaNAH— T)—T

e WFER A A v
TR H— T —T LEEFE K A A % Cisco UCS Manager CHERL L7, 4 ues:auth-domain
\ user-name % i3 % &, Cisco UCS Manager CLI #ffi > CL AT AlZn 7/ A C& £,

U E— MEIE—ERXATHEHEDOEIE R A A VXA T 4 TEGENRREIN TV DEHAIEL. kD
WU OAESCHI 2 L C SSH, Telnet £7-1% Putty TR 27 A > LE T,

GE)

SSH 11 7' A o CIERILF L/ LFRRFI S E T,

Linux %R 7> 5 (3L F O SSH 2 L £77,
* ssh ucs-auth-domain\ \username@ { UCSM-ip-address | UCMS-ipv6-address}
ssh ucs-example\\jsmith@192.0.20.11

ssh ucs-example\\jsmith@2001::1

* ssh -1 ucs-auth-domain\ \username {UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}

ssh -1 ucs-example\\jsmith 192.0.20.11
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. V)L;nunE/xT-L\a)uXi

ssh -1 ucs-example\\jsmith 2001::1

» ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -1
ucs-auth-domain\ \username
ssh 192.0.20.11 -1 ucs-example\\jsmith

ssh 2001::1 -1 ucs-example\\jsmith
* ssh ucs-auth-domain\ \username@ { UCSM-ip-address | UCSM-ipv6-address}

ssh ucs-1dap23\\jsmith@192.0.20.11

ssh ucs-1dap23\\jsmith@2001::1

Linux YA 2> S 1Z LT D Telnet 2 L £ 9,
* telnet ucs-UCSM-host-name ucs-auth-domain\username

telnet ucs-ga-10
login: ucs-ldap23\blradmin

* telnet ucs-{ UCSM-ip-address | UCSM-ipv6-address } ucs-auth-domain\username
telnet 10.106.19.12 2052
ucs-ga-10-A login: ucs-ldap23\blradmin
Putty 7 7 A4 72 "nb
* ucs-auth-domain\username T2 7' A > LE 7,

Login as: ucs-example\jsmith

A\

GE) T 74V FOFRAEN B — VIR E &L, 22 Y — Vil LDAP
IR ESIN TV DAL, ues-local\admin (admin (Z 2 —7%
VT AT M) BERLTCPutty 7 747 "inb 777Uy
JAVE—aARXy MIrn A TEET,

:7)L€qunE:/;(7_lAODE

JANA A —F)L—T

TaNA B — T N—T1%, BIET ' AHIZCiscoUCS T 7 E AT 57 a3 X —D% v b
TY, T F— T N—=TRNOTRTOT a A F =N 2—HFDFFEIZ CiscoUCS 7' 1 /3
AX—=DDMERTDIACT 7 B ASNE T, RESNLTXTOF—"BMEHTERWGA.
ToIXBEARRE2 Y56 . Cisco UCS Manager (X, B— W/ 2 —H4 L "2 T — REHH L CAHB)
MC e — I NVRBRES U7 A — Ny 7 LET,

Cisco UCS Manager Tl, K 16 D70 N\A X — F)V—TEERRTE, N —7F T LITRK
8ODTHNA X —%FZHDH I LN TEET,
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oap 7os34 4— s —Fotk [

LDAP JO/NA B — T IIL—TDERK

LDAP 7 a XA X — )N —T%EpkT 5 &, BIHOLDAP T —Z _X— A2 LU CHIFETXxF
ﬁAO

1R BRI
1 2L D LDAP 7' /31 ¥ —Z{ERk LE T,

FIR
ARV EFREETI VY B #

Z 5y 71| UCS-A# scope security X2 VT4 T FEREBLET,

R 72 |UCS-A /security # scope ldap ¥ 2T LDAP E— R&BIEL £

—é‘O

R w 7 3 | UCS-A /security/ldap # create LDAP 7 u A X T —T%#VER% L.
auth-server-group SHEEY— % )L—F D LDAP ¥ = U
auth-server-group-name F 4 E— REBBLET,

X 7 4 | UCS-A /security/ldap/auth-server-group # | }55€ X#17- LDAP 7 1 /31 X % LDAP
create server-ref [ldap-provider-name FUNRAE T A—F BN =
ZHERREY —/N 7L — 7 D LDAP £ & =
U7 4 = RFEBRMLET,

AT v 75| UCS-A CiscoUCS N Z DT A X a—HFD
/security/ldap/auth-server-group/server-ref | =nzp |- fdi 4~ A 5 2458 L £,

# set order order-num
BEN72EIZIE no-value & 0 ~ 16 NEF
Al ER NSV EEISRER SN L&
RLET, NIEFZ no-value (TR ET 5 2
Lid. FOV—ASROBIE L I
TLHDLFELTT,

A7 76 |UCS-A NI H v a kY AT AOREIC
/security/ldap/auth-server-group/server-ref | 3 o, | -4,
# commit-buffer

1

WOHENL, 1dapgroup &9 £ EIID LDAP 7w/ NA X T )—T%ER L, 7a (4
7 —"1Z ldapl B L W dap2 &\ 9 2 FEDHFEFRRE SN/ 7 A XML, JIE
FFa@ELl, hTrrsvaryaaly hLET,

UCS-A# scope security

UCS-A /security # scope ldap

UCS-A /security/ldap # create auth-server-group ldapgroup
UCS-A /security/ldap/auth-server-group* # create server-ref ldapl
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yE— B |

UCS-A /security/ldap/auth-server-group/server-ref* # set order 1
UCS-A /security/ldap/auth-server-group/server-ref* # up

UCS-A /security/ldap/auth-server-group* # create server-ref ldap2
UCS-A /security/ldap/auth-server-group/server-ref* # set order 2
UCS-A /security/ldap/auth-server-group/server-ref* # commit-buffer
UCS-A /security/ldap/auth-server-group/server-ref #

RDEZRY

FARE B A A B BRET D,

LDAP 7 O/\A4 & — J )L— T DHIK

1R BRI

PRERRTEN D T o A F— T —T7 % H kR

FIE

PRLUEJ,

3fj7ﬂ‘/V NBGFEY— B X &3 ﬂal/ﬂiif

ARV RFERFTIVaY

=)

ATy T

UCS-A# scope security

X2 VT 4 E—REBLET

ATy T2

UCS-A /security # scope ldap

X% =25 ¢ LDAP E— FZBAA L F
ﬁ—o

ATvT3

UCS-A /security/ldap # delete
auth-server-group
auth-server-group-name

LDAP 7 u A & J)—TZHIR L %
KR

ATv74

UCS-A /security/ldap # commit-buffer

cNoZ oW r o a BV AT AOREICLD
Ty hPLET,

1

WIZ, 1dapgroup & N9 £ RBID LDAP F A 2 F—FZHIRL, FToHF 7 a
YAy bYLEERLET,

UCS-A# scope security

UCS-A /security # scope ldap
UCS-A /security/ldap # delete auth-server-group ldapgroup
UCS-A /security/ldap* # commit-buffer
UCS-A /security/ldap #

RADIUS 7O/ A & —

JIL— T DYERK

RADIUS 7' A X — T N—T % BT 5 &, #HED RADIUS 7 — % X— R & fifi | L CE&GE

TEET.
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1R BHHIIZ

1 LA E® RADIUS 7' v 34 X —Z{ERR L £7,

Rabwws 7031 ¥— T —T0tki |

FIE
ARV FFEREET7TIVa Y ]3]
27w 71| UCS-A# scope security BT E— REBLET,
R 5y 72 |UCS-A /security # scope radius %= U7 1 RADIUS E— R&BHAA L
i ‘a‘o
R Fw 7 3 | UCS-A /security/radius # create RADIUS 71 /3o & 71— %VER% L.
auth-server-group FRREY— X 2 L—7 0D RADIUS & ¥ =
auth-server-group-name UF ¢ B RAEBEELES,
X v 7 4 | UCS-A /security/RADIUS/auth-server-group | }57& & 417~ RADIUS 1 /N4 & %
# create server-ref radius-provider-name | R ADIUS 7' 11 /34 & 7 7L—F | TiBM L.
Y= "BRERFE— N T —T D
RADIUS = U 7 1 F— F&BAaL
£7.
ATy 75| UCS-A CiscoUCS N Z D7 A X a—HFD
/security/radius/auth-server-group/server-ref | sz |~ 1 4~ 2 EF 245 E L £,
# set order order-num
BZN72MEIZ I no-value & 0 ~ 16 N & E
o, EANSWIEEERERSN & &
R LET, NIEFZ no-value (IZHEET 5 Z
L. 2OV —"SHROBIE & K&
FTHDEFELTT,
AT v 76 |UCS-A NPT a Y AT AOREICT
/security/radius/auth-server-group/server-ref| = o, | | -4,
# commit-buffer
!l

WOHNL, radiusgroup &9 A4 RTD RADIUS 7' 8o X 7V —T %R L, 7 a o
X 7 N—"7 T radius] & radius2 &\ 9 2 FIHOFEFEE S 7w A X 2Bl
EFzEREL, T rvarzaly hLET,

UCS-A# scope security

UCS-A /security # scope radius
UCS-A /security/radius # create auth-server-group radiusgroup

UCS-A /security/radius/auth-server-group* # create server-ref radiusl
UCS-A /security/radius/auth-server-group/server-ref* # set order 1
UCS-A /security/radius/auth-server-group/server-ref* # up

UCS-A /security/radius/auth-server-group* # create server-ref radius2
UCS-A /security/radius/auth-server-group/server-ref* # set order 2
UCS-A /security/radius/auth-server-group/server-ref* # commit-buffer
UCS-A /security/radius/auth-server-group/server-ref #
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RDBERY

yE— B |

FORE RAA P HRIET D0 T 7 4N Pk —E A2 EIR L £7,

RADIUS 7 O/\A & —

R

FIL—TDHIK

RRERR EN B T NS F— T —T ZHIR L £ T,

FIE

ARV KRFERERETI 3y

=)

ATy T

UCS-A# scope security

X2 UT 4 B— REHBLET,

ATy T2

UCS-A /security # scope radius

t %= UF ¢ RADIUS =— RABifE L
F7,

ATvT3

UCS-A /security/radius # delete
auth-server-group
auth-server-group-name

RADIUS ' A X 7 N—7%HIFL
i‘a‘o

ATvT4

UCS-A /security/radius # commit-buffer

N oW I a ey AT AOREICD
v hLET,

1

WORFNE, radiusgroup & VN9 RADIUS 7' /3 A & 7 )L—TF%HIBR L.,

EaIy PLET,

UCS-A# scope security

UCS-A
UCs-A
UCS-A
UCs-A

/security # scope radius
/security/radius # delete auth-server-group radiusgroup
/security/radius* # commit-buffer
/security/radius #

TACACS 7O/\A & J)L—TDIERL

TACACS+ Fu g B — N —T 5 Epkd 5 & . BHD TACACStF —F _X— 2 2] LT

AETE £

48 HHEIIZ

TACACS 731 ZHEVER L ET,

FIE

N A

ARV KRFERERETY VY

=)

ATy T

UCS-A# scope security

X2 UT 4 BE— RERBLET,
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Tacacs 7o/34 % s —Totks [

AU RFERETOVa Y

B8

ATv T2

UCS-A /security # scope tacacs

t ¥ =2 U5 ¢ TACACS E— RFZBHE L
F7,

ATvT3

UCS-A /security/tacacs # create
auth-server-group
auth-server-group-name

TACACS 7' _A & 7 N—"T % NER
L. #fE—"IN—T DX T«
TACACS E— F& B L £ 7,

ATvT4

UCS-A /security/tacacs/auth-server-group #
create server-ref tacacs-provider-name

FEE L7z TACACS '3 A X %
TACACS 7F'm /A & 7 —71ZEM
L. $—"BREIBIEH—N S )L—F
= U7 ¢ TACACS £— FZ Bt L &
7

ATy TH

UCS-A
/security/tacacs/auth-server-group/server-ref | =u
# set order order-num

ClscoUCS MZDTNA B e2—FD
WAL AT DA EREE L E7,

BHRN72MEIZIE no-value & 0~ 16 V& £
A ED NS WIZ EEREREm N L&
~LET, NEF% no-value IZHRET 5 Z
L, 2OV —"ZROBIE & K&
TLHDERELTY,

ATvT6

UCS-A
/security/tacacs/auth-server-group/server-ref
# commit-buffer

NP I g BV AT LAOREICD
Ty hLET,

151
W OFN

NEFF % 53¢

L., hIvr¥rvavraas

"I tacacs] & tacacs2 & Y9 2 FlEEE D FEHIRR
v b LET,

UCS-A# scope security

UCS-A /security # scope tacacs
UCS-A /security/tacacs # create auth-server-group tacacsgroup

UCS-A /security/tacacs/auth-server-group* # create server-ref tacacsl
UCS-A /security/tacacs/auth-server-group/server-ref* # set order 1
UCS-A /security/tacacs/auth-server-group/server-ref* # up

UCS-A /security/tacacs/auth-server-group* # create server-ref tacacs2
UCS-A /security/tacacs/auth-server-group/server-ref* # set order 2
UCS-A /security/tacacs/auth-server-group/server-ref* # commit-buffer
UCS-A /security/tacacs/auth-server-group/server-ref #

RDBERY

PRE R A AV &F ﬁ?ﬁ‘%ﬁﬁ‘

. tacacsgroup &9 A RID TACACS 'R ANA X T —TZ2AEK L, 7' rA
AFTN—"

REINTTm A X EBINL,

T 7 AN FREREY —E A BRI £7,
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B rrcacs 7005 T —Fomin

TACACS 7 O/\1 & ' )L— T DHEIkR

PRERREN L T N, — T N—TZHIBR L £7,

FIE

yE— B |

ARV RFERETIVa Y

=)

&M

UCS-A# scope security

X2 U7 4 E— FERBLET,

ATvT2

UCS-A /security # scope tacacs

X2 U5 ¢ TACACS E— R&BIE L
ij‘o

ATvT3

UCS-A /security/tacacs # delete
auth-server-group
auth-server-group-name

TACACS 7'u A X T —T%HIEEL
F7,

ATv74

UCS-A /security/tacacs # commit-buffer

NV I a BV AT ADREICD
Ty hLET,

1

WOFNE
N =N

UCS-A# scope security

UCs-A
UCS-A
UCs-A
UCS-A

E 3 P

Cisco UCS Manager Tl, IO AT A EIEHT 5729

/security # scope tacacs
/security/tacacs # delete auth-server-group tacacsgroup
/security/tacacs* # commit-buffer
/security/tacacs #

. tacacsgroup & V9 TACACS 7' m"A X J—T%HIFRL, FT7 %7 g
v FLET,

WCERGE R AA V2 fFEHL T E

To BWAER AL NI v 7 A VIRICHEEB L ORETEET, ZNaiThRWEE . CiscoUCS
Manager (37 7 4/ b OFBGEY —E AR EEZHFEH L E 7,

R 8 MHDFEFE R A A ZAETE £, FFGE R A A &, Cisco UCS Manager N 7 123
A X = T N—T LEBICBEEMA T b TWET, e X — 7 —TEfRE LR E | Cisco
UCS Manager CIEFEIN DT X CTOY—ZMHH L ET,

EEAHIE r: )l /r —’,(Z)14£fﬂz

FIE

ARV RFERETIVa Y

=)

&

UCS-A# scope security

X2 U7 4 E— NERBLET,
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| vE—r52s
nun]._t I“)‘ 4 /0)1’!555?. .

AU RFERETOVa Y Be
Z 5w 2 | UCS-A /security # create auth-domain FRlE R A A B L, R8RE R A A~
domain-name E— NEBABLET,

G¥) UE— MBREZ 1 b L&l
ﬁﬁj«é /XT-A@%EI . PSRE
RAA BT 2—T L D—E
LRI, m— TR
ST —HAITK L T323X
FORIREH S VET,
CiscoUCS Tix 7 +—~ v M
W5 SUFRRAIND T2
RAA v b a—FH DA
327 X FHEBZ DA ITIER
uEﬁ)%E&biﬁ—o

ATv7F3| (f£E) UCS-A /security/auth-domain # |Web 7 7 A 7 > kA% Cisco UCS Manager
set refresh-period seconds \CHEH T BERIE. Webty v a a7
7T 4 TIRRBIZHERF T 2720l 794
7 > M Cisco UCS Manager {Z 587 223k
HEETOVLERDY £T, ZoF7
varEMEALT, ZORAL L Da—
PUZFF R 2 FHTER IR 0 B K IRF AL
ZHRELET,

Z OFRFHHIRAZ#E % 5 &, Cisco UCS
Manager [Z Webt > 2 a »&IET 7T 4
TTHHERRLETRH, Byar%
FHE T T2 LT LET AL

60 ~ 172800 DI ZIEELE T, T
7 v ML, CEFEFGENA X —T L
?&w%Ai&mB\ggﬁm£#4
X — 7 N OBEIT 7200 BT,

GE)  [Webt vz OEFHIM

(Web Session Refresh Period) ]
WCRRET DT, [Web & v
D /@&/fAT'? ~ (Web
Session Timeout) | (\ZFXET 5
ERmETHLLERH Y F
9, [Web Session Refresh
Period] {Z [Web Session
Timeout] & [F] UfH % 3% € L 72
NWTLTEEN,
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. nun]._t I“)‘ 4 /0)1’!555?.

IJ:E FDLH

ARV RFERETIVa Y

B8

ATvT4

(f£&) UCS-A /security/auth-domain #
set session-timeout seconds

Bl D B FT R B Cisco UCS
Manager 28 Web & v > a V&IET 7T ¢
7 L L TR E TORKmRERH, =
DFFFHIRR A # 2 72354, Cisco UCS
Manager |Z B EIMIZ Web &> g v %
BTLET,

300 ~ 172800 DEH EHEE L ET, T
7 v MR, TEERGENA Rr—T L
TRWIEATE 7200 Bp, T BEEEFRFENS A

X —7 L OBAIT 8000 BT,

(G¥)  RADIUS %£7-1% TACACS+ L
IV ATxE LT R R
ETA56F, VE— b 2—
W NBEECFHRRAET D L EE A
RNES, By arvDERH

B L Oy a3 rns4(
L7 R Z T L &
FREt L TS 7EE vy,

ATvTh

(f£&) UCS-A /security/auth-domain #
create default-auth

FORE N A A /@7‘7?/1/ ]\uuéﬂz%'ﬁzﬁib
£75

ATvT6

({EE) UCS-A
/security/auth-domain/default-auth # set
auth-server-group auth-serv-group-name

itu?E]\‘)(/f:/@7OD/§/fﬁq T N—T%
HELET,

ATy T1

UCS-A /security/auth-domain/default-auth
# set realm {ldap | local | radius | tacacs}

BEERAA DUV AERELET,

ATvT8

({EE) UCS-A
/security/auth-domain/default-auth # set
use-2-factor yes

LL D ZBHRGRRECIRGE T N E 5E L
ij—o

GE) T BEHRIRGEIE. RADIUS B &
N TACACS+ L /L A2 D Fxii

MaEhE7d,

ATvT9

UCS-A /security/auth-domain/default-auth
# commit-buffer

N W I a ey AT AOREICD

Sy hLET,

1

WORFITIL, Web O FFHRERIA 3600 B> (1 FFfE]) BIONEv a0 X A L7 7 R

fE 23 14400 5 (4 Hj—fFEﬁ) @ domainl & ﬂ%fﬂému FE R A A /%ﬁzﬁk L/ij—

Iz
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| vE—r52s

754<))

\/ _)l/nnu\nIE-U-

Fs1=uriiv—cz |}

radius] T a A Z &4 5 K 912 domainl ZFKE L. L /LA ¥ A 7% radius IZ

KE.L/\ 44§g7ﬁmurJE€f%$%ﬁ L. b FoW gk as

UCS-A# scope security

UCS-A /security # create auth-domain domainl

v FLET,

UCS-A /security/auth-domain* # set refresh-period 3600

UCS-A /security/auth-domain* # set session-timeout 14400

UCS-A /security/auth-domain* # create default-auth

UCS-A /security/auth-domain/auth-domain* # set auth-server-group radiusl
UCS-A /security/auth-domain/auth-domain* # set realm radius

UCS-A /security/auth-domain/auth-domain* # set user-2-factor yes

UCS-A /security/auth-domain/auth-domain* # commit-buffer

UCS-A /security/auth-domain/auth-domain #

RAY—

E X DER

188 BRI

i/;ai;lk7fqu}’_ %muuﬁif“_ti;Kﬁ‘ﬁ§;ﬁ5§jl7rb\
—ﬁll/u,uuﬁ@%ké’@fﬁﬂ'éfa/\ SN ) | b= P

A X —%AER LE T, CiscoUCS i U7z m
A X EERT AMLEIIH Y FHA,

FIE

EliE, FOREY —ER I T BT e

AV RFEERETIa Y

=)

Xy F 1| UCS-A# scope security

X2 U7 4 E— FERBLES,

X T 2| UCS-A /security # scope console-auth

oY= N2 )T 4 E—RN%
Bt L 7,

AT 73| UCS-A /security/console-auth # set realm

auth-type

a2V —VEBREERFRE L E T, auth-type
gléiki3k0>b\7ijbxa)if S e

eldap : LDAP #ZFFEAfEE L £ 7
slocal : T — W VERGEAFEE L £,

enone : ZT—H )L 2—PF IR AT—
REREESTICO /A o TEET,

« radius : RADIUS FIF AT
ﬁ‘o

o tacacs : TACACS+ 8L HEE L F
7,
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B 7o+ ms—cxomR

yE— B |

ARV RFERETIVa Y

B8

ATvT4

(f&) UCS-A /security/console-auth #
set auth-server-group
auth-serv-group-name

BT bnie T e 7 v—7 (7
ET558) .

ATvTh

(f£&) UCS-A /security/default-auth #
set use-2-factor yes

LIV AD %gﬂ%mqu u%ﬁéﬁjﬁfﬁ%fg%iEIJ
£,

(51) g?ﬁ u}uj\nft i RADIUS k J:
X TACACS+ L L AT D i

)EH éhjﬁj«o

ATvT6

UCS-A /security/console-auth #
commit-buffer

cNooY a2V AT ADREICD
Ty hLET,

451
OB T

Z provider IZRRE L, “HHARIEEZAICL, FFvFrvarwzas

UCS-A# scope security

UCs-A
UCS-A
UCs-A
UCs-A
UCS-A
UCS-A

/security # scope console-auth
/security/console-auth # set realm tacacs
/security/console-auth # set auth-server-group providerl
/security/console-auth* # set use-2-factor yes
/security/console-auth* # commit-buffer
/security/console-auth #

T 74 )L FEREEY —E XDER

FIE

. PREL L A% TACACSHIZRE L, 2 Y —AGRRET a A X T )v—7

v FLET,

ARV RFERERTI VA Y

=)

ATy T

UCS-A# scope security

X2 U7 4 E—FERBLES,

ATy T2

UCS-A /security # scope default-auth

FT AN MBI F 2 YT 4 B N
BAA L%,

ATvT3

UCS-A /security/default-auth # set realm
auth-type

7*7 * Vv Fntu\uﬁ%*ﬁﬁg L/ivg— auth- type

EFROF—T — ROWTINTT,
*ldap : LDAP iBGEZ45E L £,

“‘7U/L@unE%E*EE§IJE£v$

¢ local :

enone : Z— )L 2 —H|F AT —
REfEEETIce /(o TxF9,
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| ve—r2
T 74 R —EX DR .

aAvYRFERET7IOIY BRI
« radius : RADIUS #RiE&#5€ L
7,

* tacacs : TACACS+ 3RGEAHETE L %
‘a‘o

ATw 74| ({EE) UCS-A /security/default-auth # | BhENH T SNz 7a g X 7 v—7F (1F
set auth-server-group ET582) .
auth-serv-group-name

RTv 75| ({EE) UCS-A /security/default-auth# |Web 27 7 4 7 > k23 Cisco UCS Manager
set refresh-period seconds WCEERE T ABRIL. Webty > a v a7
7T 4 TIRRBICHEFF 272012, 794
7 > M Cisco UCS Manager (2 587 553k
EEETHNERDY T, 204
varEEHLT, TORAAS v Da2—
PIFF AT 2 BB K IR 0 s K IRe 4
ERRELET,

Z ORFHIRZ B2 %5 & Cisco UCS
Manager |3 Webt v > 2 »&IET 7T «
TThHHERRLETH, Eyiarv®
TR TS EIXLERA,

60 ~ 172800 DFHAFFELET, T
7 4V MEIR, CEESERRESA R—T L
THRWEEATT 600 B, —HERBGENA
F—TNVDOEEE 7200 BT,

ATw 76| ({£E) UCS-A /security/default-auth # | % O FHHEKEFH 5 Cisco UCS

set session-timeout seconds Manager 2 Web &~ > 2 V2T 7T 4
7 & LTS E TORKERERH, =
DOFEHIBR % #8 % 7= %54 . Cisco UCS
Manager (X HEIHIIZ Web B v v a v %
“TLET,

300 ~ 172800 DEEHK A fEE L ET, 7
74V MEE, DEREFRENA R —T L
TRWEETE 7200 B, EERFEFEN A
X —7 NV O%ETE 8000 T,
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B /=—t+21-voo—nmkys—

yE— B |

ARV RFERETIVa Y

B8

(G¥)  RADIUS % 7-1% TACACS+
VTR L C T REGE AR AR
ET 5856, VE— b 22—
W HSEEN HRGET B L ER
PNEY. By avDERH
SRR A= N E 2 ¢
LT FREHEHESCT L%
ML T EE,

ATy T1

(&) UCS-A /security/default-auth #
set use-2-factor yes

LV LD T EEFEE

i—a‘o

GE)  TEEFRIEGEIX. RADIUS B &
R TACACS+ L)L A2 D I5E
AEhEd,

(ZRRRET A RE L

ATvT8

UCS-A /security/default-auth #
commit-buffer

NV I g BV AT ADOREICD
Ty hLET,

151
KOHTIL,

/1/»— 7% provider] |[ZFE

7‘;7j‘/V]‘O)muﬂEéfRf\[HIJSZLEQEELJ 7‘:71‘/V]‘0)muuﬁj7[1/\4)57i7

%ﬁ@ LEd, LT, hov¥Frigrrdas

UCS-A# scope security

UCs-A
UCS-A
UCs-A
UCS-A
UCS-A
UCs-A
UCS-A
UCs-A

/security/default-auth*
/security/default-auth*
/security/default-auth #

/security # scope default-auth
/security/default-auth # set realm radius
/security/default-auth* #
/security/default-auth* #
/security/default-auth* #
#
#

commit-buffer

JE— bk 1—HFOO—I)L KR I—

7 7 /L kT, Cisco UCS Manager C— 1 — /L33

L. “EEFIEEZAC L., BHERE 7200 7
REL, Byiarod A LT 7 MEkEa 28800 # (8 HFfE)
v FLET,

(2 FERED)
ICERE L. BEFERGEE

set auth-server-group providerl
set use-2-factor yes

set refresh-period 7200

set session-timeout 28800

RTEINTWARWESIL. LDAP,

RADIUS, F72ILTACACS ua Faiz{EH L TYE— F — 305 Cisco UCS Manager (Z 2

AL LTWVWD

BRHY ET,

JE—h 2—HFor—)L R —F, ROFET

TANTOA—PITHEAIY FRT 7 2N ESNET, ¥F2VT 1 Lo
P25, Cisco UCS Manager THEN. S fL7z 2 —H 1@ —/L|C
RT2DNLEE LW

=BT Ha—F~DT 72 A%

RETEET,
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| ve—r2

yE—ra—von—nKys—onzz |

assign-default-role
Z—H 7 —LZHSN T, Cisco UCS Manager ~D—H 7 7 A&H|R L EHA, D
ftld = —H 17— L7 Cisco UCS Manager TEF S AL TWRWRD | FEAHY AT 7 & &
MRS X TOa—WFIfH5ESNnET,

ZHIET 7 v FOEETT,
no-login

Z2—H 1 — LT HSUW T, Cisco UCS Manager ~D 22— 7 7 v A ZHIR L3, UE—
FREREY AT AMza—H m—ABE B THORTWRWES, 77 B XSRS ET,

JE—Fa2—FOO—)LKR) O—DKE

FIE
ATV bERETIVa Y B#Y
ATy 71| UCS-A# scope security X2 VT 0 T—FEBLET,
2T 2| UCS-A /security # set remote-user a—H o — L2 E-3U T Cisco UCS
default-role {assign-default-role | Manager ~D7 7 £ AR S 570 E
no-login) 5 AR LE T
AT v 73| UCS-A /security # commit-buffer oo amZI AT AOREIZ
Ty hLET,
!l

WOFITIE, VE—Fa2—FOoun—L K)o —%2FTEL., hTo¥Frvarrzaly
FLET,

UCS-A# scope security
UCS-A /security # set remote-user default-role assign-default-role

UCS-A /security* # commit-buffer
UCS-A /security #
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Call Home

=6~
=% =R

CallHome#gEZx A4 R*—JILFE =TT 1 21—
JILIZT BAHE

e Call Home (91 ~=—3°)
* Call Home O A F—7 Lk (93 _X—)
e Call Home OF 4 E—7 4k (93 ~=—)

CallHome Tl, EER VAT A RY —Zxt L TET A —A_X—2AOEMBRE SN ET,
RNy hoUL =B AR XML RN— 2D BB SV T 7Y r—a v E O BED -0
W2, SFESFERAvE—Y Tar—~y FBHABRESINTWET, ZOHEZMEHLT, x> b
J—7 YR —h 2 V=TIZHR Ty bARATEELZY, 2y hNT—7 AR —T gk
H—|ZBFA—NEEEFE LD TEFE T, F72, Cisco Smart Call Home ¥—E A Z#FH L C
TAC D7 —AZAERTEET,

Call Home H§RETIX, ZWiE#RB LOREDOEE & A X MIETLERPEENDLT 7 — 1
A=V EEETEET,
CallHome #%RE Tl%., #HEDZE#E (CallHome%i7' a7 7 A L EREFOET) 127 77— & E
FETEET, HFT0T7 74N, REVRERA vy E—Y T —~vy hearvsoy 754
UNEENET, CiscoTAC~T 7— MEEETHDD5ET a7 7 A VINEFNIER S
TWETH, MAOE T 7 7 A NVEERTHILEHLTETET,
Ay —T%FET D X DI Call Home Z5%7ET % &, Cisco UCS Manager (3 CLI Db 72
show 2~ REZEITL, T0a<r ROH & A vEe— Il LET,
Cisco UCS T, CallHome A vt —IUNKRD 7 4+ —~» N CRUEENE T,

o1 FREF 2T THREEZDHT S, Ry hULRHIRIL AR — M2l L7z g —F 7% 2 K
Tx—~v K,
MR EFSICEADNEZ DN A v = TR A, 22— oIcEm L7
W TFHFAN T A —7v b,
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Call Home #&£% 1 2 — TN ELET 1 £—INIZT BHE |
. Call Home

« Extensible Markup Language (XML) & Adaptive Messaging Language (AML) XML schema
definition (XSD) %M+ 2, a3 a2 —F THAMY AIRE/R XML 7 4+—~ v~ I, AML
XSD X Cisco.com @ Web ¥+ R TR EINTWET, XML 74—~ v FTiL, ¥Aad
TAC & DBIERATREIC 22 D £,

CallHome & A —/L 77— & b U T —F 5 A[REMEN B HFEFEIZ OV TOMEEIL. [ Cisco
UCS Faults and Error Messages Reference] #ZMR 1L T 7230,

WODKIT, Call Home X TE SN~ AT LT Cisco UCSIEEN MY H— X% A X2 |k
DN ERLET,

1LEFERERDA AN FORN

UCE Faul iz Triggered

Iz thiz fault
dizgbled by a
callhoms

policy ?

Is thiz
fauli call home
enabled?

Is UGS faull

== thiz call

home profile
“Level

Send the completed
call home email for
this prafile

k alert group
meaningful for
thiz fauli?

Thiz i really a table as opposedio a fest. ]
For same Call Home Alert fypes thers will "<
zimply notbe any conesponding applicable |
data tobe collecied, |

L

Collect thiz alert group call home
information

Format the information accord ing
1o the profile format

Append the information 1o the
email meszage

1aEaeT

. Cisco UCS Manager ') ') —X 407 FE X FL— a3 VEE (CLUA) A4 F
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| CallHome #8e% 4 +— TN FEFFT 1 E—TNIZT B 5%
call Home 0« %—F L1t |

Call Home W 1 *~— J )Lt

FIE

ATV RERETIVa Y B#Y
X 71 |UCS-A# scope monitoring FT=H Y T = RERBLET,

R Fw 72 | UCS-A /monitoring # scope callhome =% 1 >/ CallHome E— RZ P15 L
£7.

X F v 7 3| UCS-A /monitoring/callhome # enable Call Home # A %X — 7 /VIZ LE 7,

AT 7 4 | UCS-A /monitoring/callhome # KNIy g b AT AORTEIZa
commit-buffer Ty hLET,

!l

WIZ, CallHome ZH%hc L, R vHFrvarvizaly bTo0ERLET,
UCS-A# scope monitoring

UCS-A /monitoring # scope callhome

UCS-A /monitoring/callhome # enable

UCS-A /monitoring/callhome* # commit-buffer
UCS-A /monitoring/callhome #

RDZBRY
Call Home FEREDFERIC DWW TIX,  [Cisco UCS System Monitoring Guide) %2 L TL 720,

Call Home O 7T 1« — 7 /L1t

FIE

AR RFERERTIVa Y =LY
T v 71| UCS-A# scope monitoring TR YT E— REREBLET,

A F v 72 | UCS-A /monitoring # scope callhome F=%1 7 CallHome F— RZPBt5 L
£,

X T 7 3| UCS-A /monitoring/callhome # disable Call Home # A X — 7 /W2 LE T,

R 7 4 | UCS-A /monitoring/callhome # ooV 7 arr s AT ADREIZ
commit-buffer Ty hLET,
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Call Home &% A +— TN FEFT 4 E—TILITT 2 45% |
B cavome o7 £—Iie

451
&Iz, CallHome ZENZ L, FTF oV o7 arvwaly v 502 RLET,

UCS-A# scope monitoring

UCS-A /monitoring # scope callhome

UCS-A /monitoring/callhome # disable

UCS-A /monitoring/callhome* # commit-buffer
UCS-A /monitoring/callhome #

RDZRY
Call Home FERE DFERIZ DUWNTIX, [ Cisco UCS System Monitoring Guidel % Z ML T 72 &0,
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Irh-7:|::
5 2

UCSManager 1S 2 =4 —> 3 % —EX

ZOFEF, WO THMEINTHET,
EEH—E R (95 2—)
cHEtFaThRaIa=r—var PR (97 5—Y)
cbkXaThala=r— gy H—EZX (103 <2—)
e Xy U= E#EDOY—E R (119 2—)

-~ — »

BIEY—EX
UTFICEETIEEVY—CRA2EH LTy — =7 1 77V r—3 3 % CiscoUCS (25t
TEFET,

Cisco UCS Manager CiX, IOV —E R L TIPVE B LI OIPV6 7 RL A 7 7 A& PR —
FLTWET,

* CIM XML
« HTTP
* HTTPS
* SNMP
* SSH
* Telnet
Cisco UCS Manager Tlx., Web 7 J UM 5 [Cisco UCS KVM Direct] f B~ X—~DT v kA

TNRURIPVAT RLRA T 78 AZYR—FLTWET, ZOT7 7 X &2# 4451213, ko
P—bE 2% A 2 —T NI THLERHY 9,

« CIMC Web H— 12
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B z=v-—c=x

UCS Manager 13 2=4#—> 3> H—EZ |

BEY—ER

Bl

CIM XML

Common Information Model (CIMXML) #—bE (X7 7 #/V MIT 4
=T N THY, FHARYEHE— R TOAFHATEET, T 741
kDR — ML 5988 TI,

CIM XML /%, Distributed Management Task Force (2 & > CTEFE S L7
CIM [ Z T 5 72 O DIEHER—ZA DT 1 ha2)LTT,

CIMC Web H—1" %

OV —bERFI. FTIANNTT 4= IR FT,

OV —EREAF—TMITH e, 2 —PIIEE—ZHID YT
SENAM. FEE—ER a7y A EN L — BT S
NT=T O RATNR ROFEBIP T RLAD 1 DR L CEREY—
NCIMCIZT 7 BATEET,

GE¥)  CIMC Web —E R X BERCA R—T NVEIEZT 4 E—
T H T EDHBBAEETT, @RI CIMCIP 7 KL X
WCH LKVM A A LY N T RERAEHRETEEE A,

HTTP

57 /)b kTi. HTTP [ZAR— b 80 TA 12— T Ml > TWET,

Cisco UCS Manager GUI X HTTP & 721X HTTPS ® 7 Z 7 # THEITT
TET, HITP # B R LGS, 3T XTOTFT—ZIF27 V7 TF A |
T R TRBSNET,

TV vy g OEEMOBIRIZL Y, HTTPS A4 X — 7 /LiZ
L. HTITP 25 4t —TNCT B Z L it L F9,

7/ b Tlt, Cisco UCS TIE[RI%® HTTPS IZV XA L7 bT 5
TIUY VAL LY FEFEELTWET, ZOEIEE LW
EEHELEL F 9,

GE)  CiscoUCS "=V ar 14T v 77 L —FR+5&, &
XaT T TUF~OTTIFDOY XA VT NET 7 4V
FTIEREELRLS Y T, HTTP 7 7 U PN L OR%ED
HTTPS 77 U~V XA L7 M4 5IZ1%, CiscoUCS Manager
T [Redirect HTTP to HTTPS] %A *—7 M L £ 7,

HTTPS

F 7 4L hTlE, HTTPS IZAR— K TA R—T TR > TWET,
HTTPS #3425 L. + X_XRTCTOTFT—XZF a7 —%2/ LT
e bt — F TR ENET,

T vy aryOREMEOFERIZEIY, HTTPS 720 2 L.
HTTPBEIZT A B —T TNV XA L7 b5 L 2HERL
—g—O
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| ucsManageraz1=4—2 3> 4—ER
ftxa7hazaztr—vav4—tx [

BIEY—ER Bl

SMASH CLP O —ERIHELBYERT 7 A LTA R—T IR
show 2~ R E, 7a halto—HoY 7y 2 R—FLZE
T, INET A =TT B LIITEERA,

Z D =)V —¥ AL, Distributed Management Task Force (Z & > T
ERSNIARAED 1 >TT,

SNMP FI7 4R TlE, 2OV —ERET 4 =T MR TWET, A
F—=TNDOEE. T7F/VEDOR—KE161 T, a3a2=T &b
< LB 1 DODSNMP F 7 v 7 ERETIVLENHY £9°,

VAT AIZSNMP =R E DR EN G ENDLGEICTE T oY —
A A F—T VI LET,

SSH IOV —ERE, B R TAF—T MR FET, ZHET 4 &—
TNMZTET, TT7HNVIDOR— 2EFTLZ L TEXERA,

Z O —¥ A& Cisco UCS Manager CLI ~D 7 7 & A 242t L £,

Telnet T AN ETIE, 2OV —ERET 4 =T Mo TVET,
Z OH—E A Cisco UCS Manager CLI ~D 7 7 £ A Z4gfit L £,

FtFar7THazIa=r—3 P —EX

Web zv < 3 UHIBDERTE

Fl&
AU RFERETOVa Y =)
Z 5w 71 |UCS-A# scope system . VAT A E— RERGLET,
25w 72 |UCS-A /system # scope services . =R E— RFZHBLET,
R 73 | UCS-A /system/services # scope Web v a v OFIfRE— REBIE L
web-session-limits . o
R T 7 4 | UCS-A /system/services/web-session-limits | k> Web & v 3 a ViR 2R ETX F
# set {maximum-event-interval [per-user | -4~
| total} number .

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .
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B we oo atiRo

&
iy

ARV RFERFTIVaY =)
Bl BL)]

Maximum | & o —H|ZFFAT X5
Sessions Per | yTTp 335 - {X HTTPS D [F
User LS EPLI SN -&

1 ~256 DIEH A AT LE
ﬁ—o

Maximum |3 25 ANOTTD
Sessions o— I ZEFA] & D HTTP
1 L OHTTPS O[FFRE&
VENGGE SN 8

1~ 256 DS H NS LE
7,

[Maximum |2 501 <3 N AR

Event IR, Ul 25 oo2—4

Interval Gn | g g5 2 i 72 &2

seeonddl | s g x4 TOA

v NETEEE A B L E
9, KEF MR FE S D
&L ULty va kT
LET,

120 ~ 3600 DF¥c % A S
Lij—o

R T 75 | UCS-A /system/services/web-session-limits | =5 %7 L g L %L AT ADJ/EIZ2
# commit-buffer v FLET,

141

1
WIZ, IRA X MHBZRET D HEEZRLET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /system/services # scope web-session-limits

UCS-A /system/services/web-session-limits # set maximum-event-interval 300
UCS-A /system/services/web-session-limits # commit buffer

. Cisco UCS Manager ') ) —X 407 RS =X FL—2 a3 UEE (CUA) A4 F
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Web v < 3 UHIBEDRTR

FIE

Web v avhiRoz® [

ARV RFERETIVa Y

E:)

&

UCS-A# scope system

VAT A ET— RERBLET,

ATvT2

UCS-A /system # scope services

P—E X T— REBBELET,

ATvT3

/system/services # show web-session-limits

WebtviaOREXZRRLET,

il

ROBITIZ, Web v a rDOliREF RS2 HiEERLET,

UCS-A# scope system
UCS-A /system # scope services

UCS-A /system/services # show web-session-limits

Web Sessions:
Maximum logins for single user Maximum Sessions Maximum Event Interval (sec)

32 256 600
UCS-A /system/services #
S -~ o
Yty da  HIRODEKRE
FIE
AU RFEREET7TI Y3y =[]
Z 5w 71 |UCS-A# scope system . VAT A E— REBELET,
25w 72 |UCS-A /system # scope services . PR E— FEHBLET,

X T v 73| UCS-A /system/services # scope
shell-session-limits

R T 7 4 | UCS-A /system/services/shell-session-limits | Yk D =/ & v I 3 VIR AR ETX

# set {per-user |total} % = £7,

Z2X:1) BLL]

Maximum Sessions | . —° = L | #FA]

Per User INDEEEY =L
Ty va Ok
%,
1 ~ 32 D& A
NLET,
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. Viewing Shell Session Limits

ARV KRFERIETI Va3 B#

&HI & EA

Maximum Sessions | 3z 5 AN D3
TOZ—HIZFFA
INDIREEEY = v
Ty a DK
ﬁc

1~ 32 DESE & A
NLET,

R T v 75 | UCS-A /system/services/shell-session-limits | =5 %7 L g L %L AT ADJ/EIZ2
# commit-buffer . Iy FLET,

1
WIZ, Ry a U BERET L0 2R LET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /system/services # scope shell-session-limits

UCS-A /system/services/shell-session-limits # set maximum-sessions 20
UCS-A /system/services/shell-session-limits # commit buffer

Viewing Shell Session Limits

FIE
ARV RFERFTIaY =)
Z 5w 71 |UCS-A# scope system VAT L E— REBsLET,
25w 72 |UCS-A /system # scope services PR E— FEHBLET,
R 5w 7 3 |/system/services # show shell-session-limits | * /L & v > o v O#EEFRLUET,

1
WOBITIE, vty arORllREFRRTDHEEZRLET,

UCS-A# scope system
UCS-A /system # scope services
UCS-A /system/services # show shell-session-limits
Shell Sessions:
Maximum logins for single user Maximum Sessions
32 32
UCS-A /system/services #

. Cisco UCS Manager ') ) —X 407 RS =X FL—2 a3 UEE (CUA) A4 F
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CIM XML @

HTTP @

=

U
X

E

CIM XML (D% .

WIZ, CIMXMLZHZZ L, &~"— FEE% 598812 E L.

F ol R LET,

UCS-A# scope system

=JL ==
axX A
FIE
ARV RFERETI a3 Y BHY
27w 71 |UCS-A# scope system AT N E— R LET,
A 5w 72 |UCS-A /system # scope services VAT A Y—ER ET— REFALE
—é—o
R T 7 3 | UCS-A /system/services # enable cimxml |CIM XILM 4 —E 22 H M LET,
2w 7 4 | UCS-A /system/services # set cimxml port | CIM XML #5k5 D 7K— k2457 L £,
port-num
R w 75 |UCS-A /system/services # commit-buffer | =5 %7 50 23 A5 ADO/EIZ2
Iy hLET,
1

oo varEaly

UCS-A /system # scope services
UCS-A /system/services # enable cimxml
UCS-A /system/services* # set cimxml port 5988
UCS-A /system/services* # commit-buffer
UCS-A /system/services #
FIR
ARV KRFERRETI a3 Y B#Y
Z 5w 71 |UCS-A# scope system VAT A E— RERGLET,
R w 72| UCS-A /system # scope services VAT A Y —E R FT— REBBLE
T
Z 7w 3 | UCS-A /system/services # enable http HTTP Y —E 22/ LET,
AT 7 4| UCS-A /system/services # set http port | HTTP #%f5t Tl SN DR — M &4EE L
port-num F7,
X 75 | UCS-A /system/services # commit-buffer | N5 %7 9% 25 ADREIZ=2

Ty hLET,

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .
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B v omerk

451
WOBENE, HTTP #8502 L, R"—+EFE 80IIHREL., T ¥ rvarvzay
FLET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /system/services # enable http

UCS-A /system/services* # set http port 80

Warning: When committed, this closes all the web sessions.
UCS-A /system/services* # commit-buffer

UCS-A /system/services #

HTTP O 3% E &R

FIE
AR RFERFTIVa Y B &
25w 7 1|UCS-A# scope system VAT AN E— RERBLET,
R 5w 72| UCS-A /system # scope services VAT AP —ER T NERBLE
R

T v 73| UCS-A /system/services # disable http HTTP 4 — b2 &F Mz LET,

X 7 4 | UCS-A /system/services # commit-buffer | N5 %7 9% 25 ADREIZ2
Ty hLET

1
WIZ, HTTP 285 L, Mo ¥ s vavaaly M olaRmLET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /system/services # disable http
UCS-A /system/services* # commit-buffer
UCS-A /system/services #

. Cisco UCS Manager ') ) —X 407 RS =X FL—2 a3 UEE (CUA) A4 F
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t¥a7nazazsr—vavg—tz |}

X aFHEaIaz=yr—3 Y —ERX

HTTPS D% E
A

FE

¢l

HTTPS CHEAT AR —r&x— UV U TOEELEZED, HTTPS DR TEE5E T L1,

T W

IvarERFEERITaI v b T ETIE, BEOTRTOHTTP BEXOHTTPS v v =
NIELERLHALLNET,

FIE

ARV RFERERTIVa Y

E:)

&M

UCS-A# scope system

VAT A ET— RERBLET,

ATvT2

UCS-A /system # scope services

VAT Y —ERET—FEhhLE
ﬁ—o

ATvT3

UCS-A /system/services # enable https

HTTPS —E R &ZHMMILET,

ATvT4

(f£#&) UCS-A /system/services # set
https port port-num

HTTPS £ CEH S5 R — F & HE
Li‘g‘o

ATy TH

(f£&) UCS-A /system/services # set
https keyring keyring-name

HTTPS |2k L TIERL L 7% — U 7D
LuiEiEE LET,

ATvT6

({EE) UCS-A /system/services # set
https cipher-suite-mode cipher-suite-mode

CiscoUCS F A A > THEM S M55 A
A—=hrEF2V T4 DL,
cipher-suite-mode \Z1%, LLF DWW
DHF—U—REFETEET,

* high-strength
* medium-strength

* low-strength

s custom : L— W EZEDREFAA — b
RO LFHNEEETEET,

ATy T17

(f£#) UCS-A /system/services # set
https cipher-suite cipher-suite-spec-string

cipher-suite-mode 7 custom |ZF%E I
TWDHHA, 2D CiscoUCS KA A >
T O T AL — X2 T 4D
HAR N LIV EEELET,
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UCS Manager 13 2=4#—> 3> H—EZ |

ARV KRFERIETI Va3 B#

cipher-suite-spec-string Fx KX 256 L7 % T
fEFCE £33, OpenSSL K5 A A —
MIARIZHEILT 2 0E R H Y £3, kA
PrE&E, AN— AN T CTE E
Ao | URERF) | + (7T Z55)
- A7) L BEO: (AaRY) | FE
Az DV TIE,
http:/httpdapache.argidocs’2.0fimodimod . ssthtimifssloiphersuite
EHBLTIEIN, .

7= & Z1%. Cisco UCS Manager 237 7 #
Ju k& LT 5 R AR O SCF

RO X D720 F9,
AL VH: BN TORROHFRS-HIG- MOITM-EP-HUL

Gx) cipher-suite-mode |3 custom L1
MMCRESNTNDLHEE, 2
DAT v a TEEH S E
R

ATy 78| (fLE) UCS-A /system/services # set | UCSM 237F A9 % SSL 7' b 21/l % 35
https ssl-protocol RTEE9, fHIX [Default (Allow all
except SSLv2 and SSLv3)] & [Only
TLSV1.2] T9, [Only TLSv1.2] &5
HE,RNWAA—=T 3 O TLS 7’1 b=
NEMH LT Web 7 747 2 RinbD
Pl S NEE A,

X 79 | UCS-A /system/services # commit-buffer | N5 V%7 9% 25 ADFREIT=2
Iy hLET,

1

WROBITIX, HTTPS AN L, AN— hESZ 443 |TRE L, F— U 74 % kiing7984
WCREL, WAL — b DEFx=2U T 1 LoUL% highlZF%E L, WebH— 3% TLSv1.2
AR L OR 22 T2 KO ICREL, Mo rvarzaly FLET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /system/services # enable https

UCS-A /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
UCS-A /system/services* # set https keyring kring7984
UCS-A /system/services* # set https cipher-suite-mode high
UCS-A /system/services* # set https ssl-protocol tlsl-2
UCS-A /system/services* # commit-buffer

UCS-A /system/services #

. Cisco UCS Manager ') ') —X 407 FE X FL— a3 VEE (CLUA) A4 F
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| ucsManageraz1=4—2 3> 4—ER

HTTPS M &% 7E fiZ Fx

AEAE. ¥—

1R BRI

METT TN

HTTP 7> HTTPS ~D U XA L7 g B L £,

FIE
ARV RFERETIVa Y =)

Z 5w 71 |UCS-A# scope system VAT L E— REBtELET,

25w 72 |UCS-A /system # scope services VAT A YP—ER ET— REFALE
R

ZTFw 73| UCS-A /system/services # disable https | HTTPS — & X 2512 LE 9,

R w 7 4 | UCS-A /system/services # commit-buffer | N5 47> 5 %L 2T ADOZEICT
Ty FLET

!l

WIZ, HTTPS #M4hic L, b v HFrvavikaly bTaplarLET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /system/services # disable https
UCS-A /system/services* # commit-buffer
UCS-A /system/services #

Vo0, S RMRLAU B

HTTPSIX. XX —A 7T AT 7 F v (PKI) #HEHL T TF7A4 7 DT Z 7 L Cisco
UCS Manager 72 XD 2 DD T 3 AT = 7 72815 Z et L E 7,

EEX—&X—1y

& PKI 7734 A%, WNEEx— Y > ZIZFERFRD Rivest-Shamir-Adleman (RSA) B & — D2
7T (UID2FTTAX—=h, LI 120337V v7) ZRELET, WTOF—TH SIS
NTeAyE=1F, ) —FHOF—THEBLTEET, Bk A v =% KET 55
f. EEFIZEFEOLMF—CHEL, ZEFITMAOWEF—ZHHL TAyE—V%
Wb LET, #MEHZ, MEAOWEF—THMDOA vy -0k (( [Bh] L HETN
7)) LTARIF—OHEELZMN T2 TEET, ZEEVPRYTLIAMIT—2FEHL
TAYE—=VE2EFICETETE 2581E, BEEVSISTIMEF—ZALTNDHZ &N
FEHENE T, X —DREIFIEIETHY, BEOESIESI2EY b ~2048 Y N T
T, BE., BOF—3ENF—L 0 H XL TY, Cisco UCS Manager ClIi#IIC 1024 £
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B cacznuaasansanzormn

FOF— T EGZLT 7N hOX— Y U RREShET, £LT, BNox—V 7%
BT £

7T AGHPERSNIZY . GEHENBIRUINIC R -7 LIEBE, 7740 bOF—U 7
AEAE 2 FENCHAENRT 2 LERH Y £,

Z OFEIX. UCS Manager CLI DA T T& £,

FEEAE

X o T REEEEFT AL, ET200T A ARZENENOT VX VGEHEL L F
T sEAEIL. TS AD IDIZET 5 BAEAERE L BTN AOARFT—525FL 7 7
AT, WL SHBIEZ K h T 2HI0, FAS RIMEOF— <7 LMEOHT
BAAAELZERTEET, VE— b 2—VRHOBAEHELZIRT DT 3, REHiT D
ﬁA\J—%17A4mﬁm%?$ REET A Z EMTET, 22—V D07 7 U FITRMIR
BT 2B E AR R LET, 7 7 4/L N TlE, Cisco UCS Manager (2137 7 4 /L hDF— U
‘/7“75}%@&&5‘%%~%é\@%ﬂ%&ﬂ\&0)QE%%EE%%ﬁé\ihiﬁ“o

UCSM5, M4, BEXUOIM3Y— D CIMC OB 24 KVM it HEL . o —T R4k L7
Uy Z7EEAEICETETXFET, 2770, AU — R THREEINT X509 ZEEME 3 —13 9
R—FENFEHA, KVMIEAEOER (112 2—) 207 ot AT 5 EEREE 2 1Rt
L/i—a—o

-3

ZEAA#ET, Base64d = 2— R X.509 (CER) 74—~ N ThHIHILENRH Y 7,

SR kALY b

Cisco UCS Manager |25 ) 72 iBGEZ et T 572012, 731 ADID %73 53T 5 Y —
A (DFEYV, FTARFA ) oY — =T 4GEAZELZREL, A VA RN— L TEFE
T =R N—=F fGEHEIL, BT T AR AL b Ob— MEGER (CA) . HI# CA,
FEN—FCAZORBD N TA N F=—rDO—#L/ed T AN T U I—DWT D)
WZEoTELSNET, HLWGEHELZ G 5I2IE, Cisco UCS Manager TrEFHEZ R % 4=
L, FT7A RN RA L MIEREZEEFETLHILENDD £7°,

EFETSH L CAEZERA T ESFAAZDIEM

RTV v 7 3BFER (CA) ZEH L CGEHEOARK & B4 2175 b0, ME O CA Z3EH
Lf@ﬁ@ﬁ%i WCBEATHENTEET, EAELEX— @«7%%%#6 %, 2048 &
k@D RSAHEL x.509 PEM GEBEZ AR T 2 M ERNH Y £, 2Dk ¥ 3T, Linux TE
TSI T D OpenSSL AEFAEY — %2 L C CA Z1E%T 5 2~ R L UGEAEZ £
T 5wy RIZOWTEHA L E 9, OpenSSL OFEMIZ-DVNTIX, http://www.openssl.org & &
LTL7Z&EW,

GE)

Inboa~< Rk, OpenSSL /Ny 7 — Y ZHEH LTV % Linux +—/NXTAH LET,
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| ucsManageraz1=4—2 3> 4—ER

1R BHHIIZ

FAAEA D P — 3T

A L U |

SEHEY— ROV T b 2T Ry =V ERELTA VA =L L ET,

FIE
ARV FFEREET7TIVa Y ]3]
R 71 |openssl genrsa-out CA_keyfilename keysize | = a2~ > N, CA TfEFH X715 RSA
Bl R — % ek LS,
# openssl genrsa -out cert.private 2048/ fEE SN/ 7 7 A NA 1T, FBESINT-
FA XD RSA F—NEHFENTNET,
AT = 2 | openssl req -new -x509 -days numdays -key | = pa< > N3, FEESN-F—%2
CA_keyfilename -out CA_certfilename LT. CA®DHCELIEHE LT IC/E
Bl - RLET, FETELEE S IR
# openssl req -new -x509 -days 365 -key| L:f‘ﬁ Y ij‘o DAV Fbi‘ :L_-]jﬁ:
cert.private -out cert.pem SEEOBEIEHRARD B a7 vy
FKRLET,
RERAES—NIX, 77T 4772 CAT
j—o
ATy T3 ({EE) opensslx509 -req-days numdays | Z D=2~ > Fix, CAZNCSR 7 7 A V%
-in CSR_filename -CA CA_certfilename FRH LT — _FFHEAS AT 5 L9512
-set_serial 04 -CAkey CA_keyfilename -out | $=-= | <-4~
server_certfilename -extfile openssl.conf )
| Y— NEEREE, BT 7 A VCEER
Bl TVET,
# openssl x509 -req -days 365 -in
csr.txt -CA cert.pem -set serial 04
-CAkey cert.private -out myserver05.crt
-extfile openssl.conf
!l

ZOBNE. CADIERTE, B L OHBUCIER &7z CARNEAL T 5 I — NGEEO 4
FEERLET, TGO a2 Rid, OpenSSL #5847 L TV 5 Linux %—/3TA

jj L/jzj—o

# /usr/bin/openssl genrsa -out cert.private 2048 Generating RSA private key,

2048 bit long modulus

e+t

++++++ e is 65537 (0x10001) #

/usr/bin/openssl req -new -x509 -days 365 -key cert.private -out cert.pem You
are about to be asked to enter information that will be incorporated into your

certificate request.

What you are about to

enter is what is called a

Distinguished Name or a DN. There are quite a few fields but you can leave some

blank For some fields there will be a default value,

field will

Province Name
[Newbury] :San Jose Organization Name
Incorporated Organizational Unit Name

be left blank.
(full name)

Country Name

(eg,
(eg,

company)
section)

If you enter '.', the
(2 letter code) [GB]:US State or
[Berkshire] :California Locality Name (eg, city)

[My Company Ltd]:Example
[]:Unit A Common Name (eg,

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .
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your name or your server's hostname)

UCS Manager 13 2=4#—> 3> H—EZ |

[] :example.com Email Address

[]:admin@example.com # /usr/bin/openssl x509 -req -days 365 -in csr.txt -CA
cert.pem -set_serial 01 -CAkey cert.private -out server.crt -extfile openssl.conf
Signature ok subject=/C=US/ST=California/L=San Jose/O=Example Inc./0OU=Unit

A/CN=example.com/emailAddress=john@example.com Getting CA Private Key #

X— )T DIER

Cisco UCS Manager (%, T 7 4/V h ¥— U7 %E&0, RKSEDOF— VT EPR—FL

=75

FIE

AV RFEEETIVa Y

=)

ATy T

UCS-A# scope security

X2 U7 4 E— FERBLES,

ATvT2

UCS-A /security # create keyring
keyring-name

F— V7 a2 L. AniateE LE
j‘o

ATvT3

UCS-A /security/keyring # set modulus
{mod1024 | mod1536 | mod2048 | mod512}

SSL¥—0 bty hEERELET,

ATv74

UCS-A /security/keyring # commit-buffer

N rvarvEaIy FLET,

1

WOHNL, 1024 By hDOF— YA ADF— U o T E2/ERLET,

UCS-A# scope security

UCS-A
UCs-A
UCs-A
UCs-A

RDBERY

/security # create keyring kr220
/security/keyring* # set modulus modl1024
/security/keyring* # commit-buffer
/security/keyring #

ZOx— U7 OFEHEEREER LT,

TIAHILE FT— )T DBER

J T AZBNERTINTZY, FEAESHIRYIICR 2720 LTEEEE, T 74V 0% — U 7
AFAEA PRI CHAR T A LERH Y £,

FIE

ARV RFERFTIVaY

=)

ATy T

UCS-A# scope security

X2V T4 BE— REBLET,
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g#AA T avitEnr— 1y vooanEERons

AU RFERETOVa Y

B8

ATy T2

UCS-A /security # scope keyring default

FIFNNF—V T TCHF—Y T ®
Fa2VT 4 T—REBBLEST,

ATvT3

UCS-A /security/keyring # set regenerate
yes

TN F— VT EHERLE
R

ATV

UCS-A /security/keyring # commit-buffer

N YrvarEaly PLET,

1

W2, T74N bk x— U T almeERT L0225~ LET,

UCS-A# scope security

UCS-A /security # scope keyring default
UCS-A /security/keyring* # set regenerate yes
UCS-A /security/keyring* # commit-buffer
UCS-A /security/keyring #

O

EXFT TV

FIE

IUHFEDF—VTD

REAZEER DB

ARV RFERFTIVaY

=)

&

UCS-A# scope security

X2 UTF 0 B— RERBLET,

ATvT2

UCS-A /security # scope keyring
keyring-name

F— Vo7 Dar7 4 ¥l — gy
T— FERHEBLET,

ATvT3

UCS-A /security/keyring # create certreq
{ip [ipv4-addr | ipv6-v6] |subject-name
name}

FRE ST IPvA £7213 IPv6 7 KL%
E = IR/ N Sl A
DA RTZ R U CRERIEER 2 ERk L £
9, AEHEERO 2T — K& AT 5
EolkRdbnET,

ATvT4

UCS-A /security/keyring/certreq #
commit-buffer

N YrvarEaly bLET,

ATvTh

UCS-A /security/keyring # show certreq

A —=LTHrI7 AN T U h—FTITR
AERICIRE FTREZRREEFEE R A FR L E
—é—o
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HHMA Ta v REDX— Y VT DIARAEERDIER

UCS Manager 13 2=4#—> 3> H—EZ |

WOHITlE, AL 7Y a A EDF—Y 72O TIPVE T KL A TIFHETE R %
TERR L CERLET,

UCS-A# scope security

UCS-A /security # scope keyring kr220
UCS-A /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04
Certificate request password:

Confirm certificate request password:
UCS-A /security/keyring* # commit-buffer
UCS-A /security/keyring # show certreq

Certificate request subject name:
Certificate request ip address:

sjc04
192.168.200.123

Certificate request e-mail name:
Certificate request country name:

State,
Locality

Request:

province or county
(eg,
Organization name
Organization Unit name

(full name) :
city):
(eg, company):

(eg, section):

MIIBfTCB5wIBADARMQO8wWDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZIhvcNAQEBBQAD
gYOAMIGJAOGBALPKNn1t8gMZ0O4UGQILKEFXQQc2c8b/viW2rnRF8BOPhKbhghLAIYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Zngf45YtX1WsylwUWV4
O0re/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQER/WQQOMA6CBNNhbWMwNICECSE1X AN
BgkghkiGI9wOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuzZHUOO3Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H

BA==

UCS-A /security/keyring #

AT avftEDF— ) VT DEAZEERDIER

FIE

ARV RFERRTO Y

=)

&M

UCS-A# scope security

X2 U7 0 E— FZBBLET,

ATy T2

UCS-A /security # scope keyring
keyring-name

F—V o Dar74F¥al— g
T— REBHBELET,

ATvT3

UCS-A /security/keyring # create certreq

AEAE SR 2B L £7,

ATvT4

UCS-A /security/keyring/certreq* # set
country country name

SN FEL TV D EOE =2 — F&fE
/\':.E_‘I_/i‘a‘o

ATy Th

UCS-A /security/keyring/certreq* # set dns
DNS Name

FORICBEE T STz RAAL o Rr— 4
P— (DNS) 7 FLA&$aELE
TO
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#A T avz0x—yvroianEERokn

ARV FFEREETIVa Yy E]:g]
RXFw 76 |UCS-A /security/keyring/certreq* # set SEBAEE SR CBIES T DN EF A —
e-mail E-mail name VT FUVAERRELET,
ATy F71 |UCS-A/security/keyring/certreq* # setip | Cisco UCS R A A @ IPv4 E 721X IPv6
certificate request ip-address | ipv6 7 RLAEEELET,
certificate request ipv6-address
AT w78 |UCS-A /security/keyring/certreq™ # set T TV T A F—aRXT NAD
fi-a-ip certificate request FI A ip-address | | [py4 % 7-13 IPv6 7 R L A& & LE
fi-a-ipv6 certificate request FI A +
ipv6-address °
X T w79 | UCS-A /security/keyring/certreq* # set Ty TV 7 A B —aRx7 NBD
fi-b-ip certificate request FI B ip-address | | [py4 £ /-1 IPv6 7 R L A& $5E L £
fi-b-ipv6 certificate request FI B +
ipv6-address °
AT w710 |UCS-A /security/keyring/certreq* # set SERAE A BER LTV A2t AR TF
locality locality name (eg, city) ETAHEFIIT 258 LE4,
AT v 711 | UCS-A /security/keyring/certreq™ # set | FEBEZ TR L TV DA EE L £
org-name organization name 9,
AT w712 |UCS-A /security/keyring/certreq™ # set Mg = FEIBELET,
org-unit-name organizational unit name
X T v 713 | UCS-A /security/keyring/certreq™ # set SFRAEESRICE+T AT Y g DR
password certificate request password U— REEELET,
R w 714 | UCS-A /security/keyring/certreq* # set SERAE A Bk LTV A2t ARE T
state state, province or county ETAMEIIITHESEEE LE
j—O
R Fw 715 | UCS-A /security/keyring/certreq* # set Ty TV I A Z—axd NDEE
subject-name certificate request name B R AL LA EIETELET,
25w 716 |UCS-A /security/keyring/certreq* # N rvarvEaly hLET,
commit-buffer
R w711 |UCS-A /security/keyring # show certreq | 2 v°— 1L CKF A N T o —F 71338
AIEJRZ 255 FTRE /R R EER 2 RR L
£7,
!l
WOBITIL, FEMA TV a o fMfEDF— Y o TIZONTIPVET R LA TREFFE R %
fER L TFRRLE T

UCS-A# scope security
UCS-A /security # scope keyring kr220
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UCS-A
UCs-A
UCs-A
UCS-A
UCs-A
UCs-A
UCS-A
UCs-A
UCS-A
UCS-A
UCs-A
UCS-A
UCs-A
UCs-A

UCS Manager 13 2=4#—> 3> H—EZ |

/security/keyring # create certreq
/security/keyring/certregq* # set ip 192.168.200.123
/security/keyring/certreq* # set fi-a-ip 192.168.200.124
/security/keyring/certreg* # set fi-b-ip 192.168.200.125
/security/keyring/certreqg* # set subject-name sjc04
/security/keyring/certregq* # set country US
/security/keyring/certreq* # set dns bgl-samc-15A
/security/keyring/certreg* # set e-mail test@cisco.com
/security/keyring/certreq* # set locality new york city
/security/keyring/certreg* # set org-name "Cisco Systems"
/security/keyring/certregq* # set org-unit-name Testing
/security/keyring/certreqg* # set state new york
/security/keyring/certreq* # commit-buffer

/security/keyring/certreq # show certreq

Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123
Certificate request FI A ip address: 192.168.200.124
Certificate request FI B ip address: 192.168.200.125
Certificate request e-mail name: test@cisco.com
Certificate request ipv6 address:

Certificate request FI A ipvé address:

Certificate request FI B ipvé address:

Certificate request country name: US

State, province or county (full name): New York
Locality name (eg, city): new york city

Organization name (eg, company): Cisco

Organization Unit name (eg, section): Testing

Request:

MIIBfTCBS5wIBADARMQ8wWDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKNn1t8gMZ0O4UGILKFXQQc2c8b/viW2rnRF8OPhKbhghLAIYZ1F
JgcYEGS5Y11+vgohLBTd45s0GC8mM4RTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQER/wWQQMA6CBNNhbWMwNICECSE1X AN
BgkghkiGOwOBAQQFAAOBRGQCsxNOQUHYGFoQw56RwQueLTNPnrndqUwuzZHUOO03Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H

BA==

UCs-A

/security/keyring/certreq #

RDBERY

SEAEESROT F A & BEGIN B L OEND T2 EHTat —L, 77 A VIR ELE

T, F— VT OREHELZRET L7720, IEHEEREZEL 77 ANVE N TARNT U —
FIITREERICEE L ET,

FIZARRA L FEAERL, FTARNT U A—nbZTR->72 8T 2 FOFEHAZEDOFEH

%%I‘_y%gﬁﬁg Li‘a—o

KVM

B

AEBAE DERL

ZOFREEMFEH LT, KVMAEAERZER TS T, ZOBEICLY,

CIMC 8V 7— kL%
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FIE

OB |

ARV RFEEETIVa Y

=)

ATy T

UCS-A# scope server chassis-id /

blade-id

BEY— DYy =y $—N Bk
BES L E T,

ATvT2

UCS-A /chassis/server # scope cime

vy —¥ =/ N CIMC E— F& G L
£

ATvT3

UCS-A /chassis/server/cimc # create
kvm-certificate

KVM FEBEZER L 97,

ATv74

UCS-A /chassis/server/cimc/kvm-certificate*
# set certificate

BEIN=2—VAERD T Y v 7 FEH
EARELET,

ATy Th

UCS-A /chassis/server/cimc/kvm-certificate®
# set key

KIS D 2 — WA OB *— 2 50E L
\i—g—()

G¥) R U— FREINTZ X509
FEAEOME F—X YR —

SNTWEF A,

ATvT6

UCS-A /chassis/server/cimc/kvm-certificate*
# commit-buffer

N W I a ey AT AOREILD
Ty hLET,
ZOEEICEIY, CIMCHY 7—hFLZE
KR

1

Wiz, KVMGFFAEZER L, FTIv¥Fravrdasy hEallERLET,

UCS-A# scope server 1/3

UCS-A /chassis/server # scope cimc
UCS-A /chassis/server/cimc # create kvm-certificate

UCS-A /chassis/server/cimc/kvm-certificate* # set certificate

Enter lines

one at a time.

Prompt Certificate:

>

Enter ENDOFBUF to finish.

Press ~C to abort.

UCS-A /chassis/server/cimc/kvm-certificate* # set key

Enter lines
Prompt Key:
>

UCS-A /chassis/server/cimc/kvm-certificate*

one at a time.

UCS-A /chassis/server/cimc/kvm-certificate #

Enter ENDOFBUF to finish.

Press ~C to abort.

# commit-buffer
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KVWMEEBRED Y U7

ZOEEIZXY, CIMCNY T —F LET,

FIE

UCS Manager 13 2=4#—> 3> H—EZ |

ARV RFERETIVa Y

=)

&M

UCS-A# scope server chassis-id /

blade-id

HES— Oy =y YT %
MtELET

ATvT2

UCS-A /chassis/server # scope cime

Uy —3 P—/3CIMC T— R&BfA L
iﬁ‘o

ATvT3

UCS-A /chassis/server/cimc # clear
kvm-certificate

KVM iEHEZ 27 V7 LET,

ATV

UCS-A /chassis/server/cimc* #
commit-buffer

NI Yoy a kv AT AOREIC
I

ZOEEIZEY, CIMCSY 7 — b L E
j‘o

il

wIZ, KVMGEREZ 7 U7 L, FIv¥ oo avaasy bEaHlE R LET,

UCS-A# scope server 1/3

UCS-A /chassis/server # scope cimc
UCS-A /chassis/server/cimc # clear kvm-certificate

Warning: When committed, this operation will result in CIMC reboot.

UCS-A /chassis/server/cimc*

# commit-buffer

UCS-A /chassis/server/cimc #

FSR kRS FDIER

FIE

ARV RFEEETIVa Y

=)

ATy T

UCS-A# scope security

X2 U7 4 E— FERBLES,

ATvT2

UCS-A /security # create trustpoint name

FZ A b ARA 2 hEfERR L, £ D4R
AHRELET,

ATvT3

UCS-A /security/trustpoint # set certchain
[certchain)]

ZORT AN RA L N OFEAERNE A
BELET,

2wy RCREM B AT L5

A, b— FGER (CA) ~DFBFE/ XA
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| ucsManageraz1=4—2 3> 4—ER
tsa b aa v rotes [l

aAvYRFERET7IOIY BRI

EEZBTAITIAMRALA L FDOY R B
FFREAEAS AT L Lo ITRkRO BN
*4., ASJRNEDORDITIC, ENDOFBUF
EATILTHKTLET,

BR FEAAEIL, Base64 = a— K
X.509 (CER) 74—~ T
HHWLERDHY ET,

R T w 7 4 | UCS-A /security/trustpoint # commit-buffer | =5 %7 50223 v N LET,

1
ROBNE, BT AR RA L FERER L, BT A b AL MIGEAEZ R L 37,

UCS-A# scope security

UCS-A /security # create trustpoint tPointl0

UCS-A /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Trustpoint Certificate Chain:
%9asckC1ld3mkOVx5gJU
Ptt5CVQpPNgNLAvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV03j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEgZYwgZOAFL1Nj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEwWJVUzZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsSYXJhMRswGQYDVQQOKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ2luZWVyaW5nMQ8wDQYDVQQDEwWZ0ZXNOQOGCAQAwWDAYDVROTBAUWAWERB
/ zANBgkghkiG9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKqGQgXc
wR4pYi042z42/3j9Ijenh75tCKMhW51az8copPl1EBmOcyuhf5C6vasrennlddkkYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

VVVVVVVVVVVVYVYVVYVVYV

\%
1
1
1
1
|

=

2

o

Q

2

H

H

s

:

H

|2
1
1
1
1
1

> ENDOFBUF
UCS-A /security/trustpoint* # commit-buffer
UCS-A /security/trustpoint #

RDBERY
AN T U —E TR NLF— U O VEEHEAZ G L, F— U I A A= L
3
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X— )OI ADEHEDA ViRk— b+

UCS Manager 13 2=4#—> 3> H—EZ |

15H B HIIC
c X — VTR EOMAET = — 2 E G T AN KAV FERELET,
c NIRRT UA—FRITFEERN X — VU U VRERE A RS L ET,
FIE
ARV FFEREET7TIVa Y B#
27w 71| UCS-A# scope security TXa U4 B REHHLET,
AT 2 | UCS-A /security # scope keyring SFHELSZZ TR A — Y v Car 7 g4
keyring-name Xl —raryE—REHKBELET,
R Fw 7 3 | UCS-A /security/keyring # set trustpoint | 3— U o JSHEORETO T &2 |
name T A —FETITEEERICK L F T A R
A MERELET,
25w 7 4 | UCS-A /security/keyring # set cert XV UREAANILCT vy I r—
RTB7200X A4 T a7 & EE LET,
Tnr7RC, AT A%
ERRRE R BT I T REE O 7 F A
~2RE D AT £, REBE D& OITIC
ENDOFBUF & AJj LT, GEMEDAT)
E T LET,
BE  GEWEIL, Baseod T = — R
X.509 (CER) 74—~ hT
HHUENRDHY £T,
R T 75 |UCS-A /security/keyring # commit-buffer | 5% 7> 302233 v N LET,
!l
RIZ, NTAMRA U MEfREL, GEAFEELF— U 71T, U AR— T 5012 R L&
ﬁ‘o

UCS-A# scope security
UCS-A /security # scope keyring kr220

UCS-A /security/keyring # set trustpoint tPointl0

UCS-A /security/keyring* # set cert

Enter lines one at a time.

Keyring certificate:

Enter ENDOFBUF to finish.

Press ~C to abort.

> MIIB/zCCAWgCAQAwgZkxCzAJBgNVBAYTA1VTMQswCQYDVQQIEwJDQTEVMBMGA1UE
> BXMMU2FulEpvc2UsIENBMRUWEWYDVQQOKEwxXFeGFtcGx1lIEluYy4xEzARBgNVBAST

. Cisco UCS Manager ') ') —X 407 FE X FL— a3 VEE (CLUA) A4 F



| ucsManageraz1=4—2 3> 4—ER
x—yovouk [

C1lR1c3QgR3JvdXAxGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADGYO0AMIGT
AoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINvIwd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAgGMBAAGGJTAjBgkq
hkiG9wOBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZIhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH%9asckC1ld3mkOVx5gJU
Ptt5CVQpPNgNLAvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskVv0j6
mK3Ku+YiORnv6DhxrOoqau8r/hyI/L4317IPN1HhOi3cha4d=

VV V V VYV VVYV

\2

> ENDOFBUF
UCS-A /security/keyring* # commit-buffer
UCS-A /security/keyring #

RDERY
X— U T EHHLTHITPS Y—E 22 & ELET,

F—1) T DA

FIE

Iv Y RERET YAy Be
27 71 |UCS-A# scope security ko) F g B REFIHLET,

R Fw 72 |UCS-A /security # delete keyring name | &4 #iftxox%x— Vo 7 5HIBRLET,

X T 73| UCS-A /security # commit-buffer Foo¥rvarvEaIy FLET,

1
ROBITIZ, F— V7 Z2HIBRLET,

UCS-A# scope security

UCS-A /security # delete keyring keylO
UCS-A /security* # commit-buffer
UCS-A /security #

SR kRS DI

1R B
FFANKRA L IRF—= VU TICEoTHEAHAEIN TN E AR LT ZEN,

FIE

OTY RERET YAy i
27w 71| UCS-A# scope security BT B RAHELET,
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B ves~ontr gL L3 v oEDIE

UCS Manager 13 2=4#—> 3> H—EZ |

ARV RFERETIVa Y

B8

ATv T2

UCS-A /security # delete trustpoint name

FRELIZFT AN RA L FaHIBRL %
RS

ATvT3

UCS-A /security # commit-buffer

N YrvarEaIy FLET,

151
I,

FT AR RA L FEHIRT D62 R L ET,

UCS-A# scope security

UCS-A /security # delete trustpoint tPointl0
UCS-A /security* # commit-buffer

UCS-A /security #

HTTPS ~O HTTP U B A4 LU 3 > DERE

1R BHHIIZ

HTTP & HTTPS Oi 5= A4hZ LE 4,

FIE

AV RFEEETIVa Y

=)

&M

UCS-A# scope system

VAT N ET— REBBLET,

ATvT2

UCS-A /system # scope services

VAT AP —ERE—FEBMLE
j‘o

ATvT3

UCS-A /system/services # enable
http-redirect

HTTP Y ¥ A L7 F $—E2ZHEIZL
i—é—o

A F—T VDA, HTTP#EHE TRIT X
N HHEEITT X TR%EDO HTTPS 7 R L
AV A VT NENET,

DX T g 0E, D CiscoUCS R A
A U ~DHTTP 7 7 & A % F2E AR
WZLET,

ATvT4

UCS-A /system/services # commit-buffer

KNI a BV AT AOREIC D
Ty hLET,

. Cisco UCS Manager ') ) —X 407 RS =X FL—2 a3 UEE (CUA) A4 F



| ucsManageraz1=4—2 3> 4—ER
v ro—veEor—tz [

il

Wiz, HTTP 75 HTTPS ~D UV ZA L a v ZHEMCL, hTI oo va %o
Ty T BHIERLET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /system/services # enable http-redirect

Warning: When committed, this closes all the web sessions.
UCS-A /system/services* # commit-buffer

UCS-A /system/services #

2y FI—VBEDY—EX

SNMP HERE DB

SNMP 7 L— AT — 27133 DO THER S E T,

*SNMP~%—T% : SNMPAZEH L TRy NU—T TNAL ADT 7T 4 BT ¢ ZHlE L.
T BV TTAUAT A

eSNMPT=—Y = b : CiscoUCSHDY 7 b T =7 3 iR—%> hTY, CiscoUCSDT —
2 EMEE L, MBS U TSNMP v 2 — Y %I LAR— b LET, CiscoUCS IZiF=— =
YREMIBOaLZ Y aryingENET, SNMP2—Y 20 & A X —7 /LI LT R—
Vyblbz—UxzV MEDOY L—a vy T EMEMT SITIE, CiscoUCS Manager C SNMP
A X —T ML THRELET,

» Managed Information Base (MIB) : SNMP =— > = hOEFHMRA TV =7 NOES,
CiscoUCS U U — A 1.4(1) ARETI, 20 LARTDO Y YV —A XY REDOMIB %R — K LT
l/\i-é‘o

Cisco UCS IZ. SNMPvl. SNMPv2c. B LNSNMPv3 Z# VAR — K LET, SNMPvl BLW
SNMPv2c iZEB LY, 2 a=F7 4 _X—ABADOEXF=2 T 2HEHLET, SNMP (ZKD
EIOlCEESNLTVET,

« RFC 3410 (http:/tools.ietf.org/html/rfc3410)
« RFC 3411 (http://tools.ietf.org/html/rfc3411)
« RFC 3412 (http:/tools.ietf.org/html/rfc3412)
« RFC 3413 (http:/tools.ietf.org/html/rfc3413)
* RFC 3414 (http://tools.ietf.org/html/rfc3414)
« RFC 3415 (http://tools.ietf.org/html/rfc3415)
« RFC 3416 (http:/tools.ietf.org/html/rfc3416)

« RFC 3417 (http:/tools.ietf.org/html/rfc3417)
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UCS Manager 13 2=4#—> 3> H—EZ |

- IRET
* RFC 3418 (http://tools.ietf.org/html/rfc3418)
« RFC 3584 (http:/tools.ietf.org/html/rfc3584)
SNMP & 4]

SNMP O EE/RHERED 1 DlF, SNMP=— =Y M LEHEAERTXAZLTT, ZNHD
BHITIE, ERZSNMP~ 32—V v O EETL2HELIH Y THA, @HIEL, REHR—VFE
RE, THECE), oI, ML —Z L OB OUIN, FOMOEERA N N ERRLE
bé‘o

Cisco UCS Manager &, b7 v 7 E73A v 7+ —25 & LTSNMP @I Z R L EF, SNMP
YAR=UXIE T T RAERRICHERRIGE 2 k{5 E T, Cisco UCS Manager (3 k7 v 7723245 &
NI E D MEMRTERND, N7 v TOREMNEEA V74— 80 K< 20 7, A
V74— LEREZET HSNMP Y R — Y v E, SNMPISE 7w b7 —4 2=y k (PDU)

TA v —VDOZ(E %M L F 9, CiscoUCS Manager 73 PDU #%{5 L7 WA, 4 7 +—
LEREZFETEET,

SNMP %21 714 LNILE L VHER

SNMPvl, SNMPv2c, BLXUSNMPVIIZFNZENH DX T T LERLET, X
V74 T /UTERINZEX 20T 40 LNV EHAED ST, SNMP A v t— Y DML
WCHEASNAEFX2 VT 4 A=A ERELET,

X2 U7 4 LoULE, SNMP R 7 v FICBHET 5N TVWD A v =V 2 RIRT D720
PRERAIRE L E T, HEROLZE -S> T, AvE—UNMERBETROGEELLEL TS
M FIEA = UPRFRAEESN DD BPRESNET, P R—FENnd X207 40 LUL
I, BHEINTWAEXF 2T 4 ETFMICE>TRARY ET, SNMPEF 2 U F ¢ LULT,
WOKEBRD 1 DLl E&HAR— ML ET,

* [noAuthNoPriv] : #GiE7Z L, BE5{k7e L

s [authNoPriv] : F8iEH 0 . BF {72 L

* [authPriv] : 387EH Y . KE{LdH
SNMPV3 Tld, %2 V7 1 7L EXa VT4 LNLVOBEPRESATHET, EF=
V74 T ML, 2—FBIP2—RET L2 — LV E2RETIRMESFATT, EX=2VT7T 4
L biX, X2 T 4 ETVNTHASNLS2EX 2V T DLV TT, EX2 T o

ETFNEEX2 VT 4 LULOEAELEIZ LY SNMP /Ry MLUFIRIZERA S 2% =
V7 4 A=A ED 97,

SNMPt X1 T4 ETILELRILDYR—FENTWAEASHE

WDOFEIZ, Ex=2 T4 T NLELLOMAGDLDEERLET,
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I UCS Manager O

Saz4—YarvH¥—EX

snmpv3 £ 2 ) 7 <1 I}

RE6:SNMP X)) T4 ETLELUEF2UT1 LR
T |[LANL EH s |ER
)7 1t
vl NOAuthNoPriv| = X 2 =7 ¢ 2 MY | K3t |[232=FT 4 ANV TOREEHEH LT
:/7\\ }I_.‘L; uADuﬂE LiTo
v2¢  |noAuthNoPriv| =S o=F ¢ 2 hU |kxt |23a2=F 4 A FNY 7 OREHFEHLT
N4 Jix FRREL E9,
v3 noAuthNoPriv | = — 44, Fkf | 2=V LZOMEEEH L CEIEL £ 7,
IL\
v3 authNoPriv  |HMAC-MD5 % 7-1% |FExt |Hash-Based Message Authentication Code
HMAC-SHA I (HMAC) A=Y ATz A RS
(MD5) 7v=U R ¥ 721X HMAC Secure
Hash Algorithm (SHA) 7 /v 3 U X AIZH:
/)I/\Tpm uﬂz Lij—
v3 authPriv HMAC-MD5 $£7-(% |[DES |HMAC-MD5 7 /L= U XA FE /2%

HMAC-SHA

HMAC-SHA 7 /L2 X LZFES VTR
Li% T — KB (DES) D56 v
riEE L, BXOWE T o v 7 EH
(CBC) DES (DES-56) FEHE|ZFE-S\ =38
uE%TKF{A Li‘?“o

SNMPv3 2 1) 7 1 t&E

SNMPv3iZ, Ry NT—ZRHADT L—LALDIE
AANDEXR2T 77 AZFEHLET, SNMPv3 L, EHEEIER X O

CEFETTHED

RN uLT:&H %{b%;ﬁﬂﬁé\bﬁé NP N S T G TN

S{L.SNMP #* v & —

2, RESINTWDE2—HFDHLEARLET, SNMPV3 22— =2 & o

U7 4 5L (USM) IZSNMP A v E—I L~ EXa UTF 4 28R L. ROV —E 2%

L ET,

cAvE—UVORESMNE Ay E—UNRRERFETERELITMEI LT RN D
S = ANERRSEZVELIHHABL TER SN TRV

L. T—
L ERRFELET,

A B—VDORETORIE : AvE—VFEBEDID 2R TEDZEHBIELET,
c Avb—UOMERB IO S RER2—Y, =0T 47 4, It A% L THER

ZRAARRIZLIEZVBER LWL DI

Cisco UCS T SNMP H7~—

Cisco UCS &, SNMP

LE7,

WX L TELF O AR — b 22k L £,

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .



UCS Manager 13 2=4#—> 3> H—EZ |
B ciscoucs <o snmp 41—

MIB DY 7R—
Cisco UCS 1Z, MIB ~O# AV HEMT7T 72 A 2 KR— ML ET,

Cisco UCS T FTREZRFFE D MIB 38 L U E D AFEIZHOWTIE, B VU =X H—F
http://www.cisco.com/en/US/docs/unified _computing/ucs/sw/mib/b-series/b UCS MIBRef.html %, C
U — XX hitp://www.cisco.com/en/US/docs/unified_computing/ucs/sw/mib/c-series/b UCS_Standalone
C-Series MIBRefhtml 2 L TS 7230y,

SNMPv3 1 —H M0 oL
Cisco UCS 1. SNMPv3 . —H|ZR DT 1 b Lz PR — bk LET,
« HMAC-MD5-96 (MD5)

« HMAC-SHA-96 (SHA)

Cisco UCS Manager SNMPv3 738U SALERIEYE (FIPS) E— FO&A. U U — X 3.2(3) LABED
U U —ZXTEMDSFBAER YR — b EnuERA, L2 -> T, MDS Bk O DOEFED 721X
FLSAERENTZIZHD SNMPV3 2 —HF RN HD Y V—ATHAINDL LgnE, RO
TF— A vb—UNRRINET,

Major F1036 2018-02-01T14:36:32.995 99095 SNMP User testuser can't be
deployed. Error: MD5 auth is not supported

ZOEH pa—VEREET I, BEEY A 7% SHAIZEFE LET,

SNMPv3 .—H®D AES 754 /\o— FO k3L

CiscoUCS IZ. SNMPv3 A v t— UK EL DT Z7 A4 "y — 7 1m hand1-o& LT Advanced
Encryption Standard (AES) Z{fiH L. RFC 3826 |[ZH#EHLL TWVET,

TITANY—/RAT— R (privA 7' ay) TiE, SNMPEFx =V 7 ¢ iEE{k)iLE L CTDES
F7-12 128 B v b AES Z#IRTE £9°, AES-128 DR EZ AL T, SNMPv3 t—HH D
TTA N = RAT— REE&HDH L, CiscoUCS Manager [XF D7 T A /N — /XA T — REff
FAILTI128 Y b AES F—%4 LE 9T, AES 774 N — XA YU — Ridfg/NT 8 LFT
To NMATZVL—X% 7 V7 THXANCHRETHHE. K64 LFERETEET,

Cisco UCS Manager U U — & 3.2(3) LAED U U — A TiX, AES H/5{b72 LD SNMPv3 == —H %
FR=FENTWETA, LEBR-T, AESH S LA L T WEEF £ 72 13RI Bk &
AVIZSNMPV3 = —HE, 2o D U YV —ATIEHERINT, KOLI T T =X vb—UnE
IRENET,

Major F1036 2018-02-01T14:36:32.995 99095 SNMP User testuser can't be
deployed. Error: AES is not enabled

IOXI R —YEEMT DI, aes-12805 5L E B L ET,
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| ucsManageraz1=4—2 3> 4—ER
SNMP 0>« *—J Lk £ U SNMP F0/57 o I

SNMP O A4 *—JILILE LU SNMP 7 O/XF 1 DEKRTE

CiscoUCS FAA U MBDSNMP X v —JI2iE, VAT LTRSS 77TV v 4 H—
a xRy MEAMFEREINET,

FIE
ARV FFEREETIVa Y =LY
X T v 71| UCS-A# scope monitoring FT=HX )T E— REBBLET,
X Fw 72 | UCS-A /monitoring # enable snmp SNMP Z &Nz LE5,
AT 73 | UCS-A /monitoring # set snmp community | snmp = I = =7 1 £— RZ Bt L £
R
X 7 4 | UCS-A /monitoring # Enter a snmp SNMP a3 a=F 4 &EELET, X
community: community-name J—RELCaa=T 4 L45HHLE
T, A 2=T 41X, R&K32FO
FHFTHRETEET,

R v 75 | UCS-A /monitoring # set snmp syscontact | SNMP #1243 D> 25 LA DEK I IS E
system-contact-name LEd, VAT Lodfgdes (BT A—
VT RLARR, AL EEEE R L)

1F, K255 XTFOFHTTHETE %

R
Z 5w 76 | UCS-A /monitoring # set snmp syslocation | SNMP=— = > (F—3) MEITX
system-location-name NWARA NOBEFEEELET, VAT
Awlr—a AR &R 512 CF0
ST TIRE TR T
R Fw 77 | UCS-A /monitoring # commit-buffer oo 7 aml AT ADOREIZ
Iy FLET

1

WIZ. SNMP Z 4202 L, SnmpCommSystem2 & V9 £ FiD SNMP = 2 = =T &%
JE L, contactperson & 9 ARID T AT AHHE LA FE L, systemlocation &\ 9 44 Rl
O r—a VEREL, MUY varEaly hTAEIERLET,

UCS-A# scope monitoring

UCS-A /monitoring # enable snmp

UCS-A /monitoring* # set snmp community

UCS-A /monitoring* # Enter a snmp community: SnmpCommSystem2
UCS-A /monitoring* # set snmp syscontact contactpersonl
UCS-A /monitoring* # set snmp syslocation systemlocation
UCS-A /monitoring* # commit-buffer

UCS-A /monitoring #

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .



B swe 5006

RDBERY

SNMP 7 v 7B L O —H 2Bk L £,

SNMP + 5 v TD1ERK

FIE

UCS Manager 13 2=4#—> 3> H—EZ |

ARV RFFERERTIVa Y

=)

ATy T

UCS-A# scope monitoring

EF=HY 7 = RFEBBLET,

ATy T2

UCS-A /monitoring # enable snmp

SNMP #HZhZLET,

ATvT3

UCS-A /monitoring # create snmp-trap
{hostname | ip-addr | ip6-addr}

JBELERA N, IPVAT RL A, F
771X IPv6 7 KL A TSNMP k7 v 7 7~
A NEAERCLE T,

WA AT IPVA T R L ADEEEN B
AA BT H LB TEET,

ATv74

UCS-A /monitoring/snmp-trap # set
community community-name

SNMP +Z v FIZEHAT5H5SNMP 2 X =
=T A A ERELET,

ATy TH

UCS-A /monitoring/snmp-trap # set port
port-num

SNMP k7 v AT 2R — b &fEE
| =

ATvT6

UCS-A /monitoring/snmp-trap # set version
{vl|v2¢c|V3}

rZ v FIZEHT D SNMP D/ 3— 3
VEETNAERELET,

ATy T17

(f£&) UCS-A /monitoring/snmp-trap #
set notification type {traps | informs}

EETHEN T TDEAT, ZITER
INADEITERD ELY TT,

e N— 3 T v2e F721T v3 BER
L7234 traps,

e RN— g TV BIRINT DA
informs,

GE) RN—=TVar:lLTv2ek%
BRLIEGEICOHRA
T A — LA EETE
*9,

ATvT8

(ff:#) UCS-A /monitoring/snmp-trap #
set v3 privilege {auth | noauth | priv}

N=Va V3 ZBRLTZSGE, b
Z v BT B LT HERR,

ZIWIERRSNDHEITRD LB Y TT,

«auth : F8FEH V| KL L

. Cisco UCS Manager ') ) —X 407 RS =X FL—2 a3 UEE (CUA) A4 F



| ucsManageraz1=4—2 3> 4—ER
snvp -5 Fomk ]

ARV RFEEETIIa Y BRI
* noauth : FREE7e L., BEE{k7a L

e priv : WAEH VD . BEE{EH Y

R w 79 | UCS-A /monitoring/snmp-trap # oo I a3l AT ADRTEIZ
commit-buffer Ty FLET,

1

WOBNL, SNMP ZHZ L, 1Pv4T RLZAZMHALTSNMP b7 v 7 &L, b
Z v 7R — b 2T SnmpCommSystem2 2 X = =7 4 AT AL IBEL., N—T =
ENVIIWCERE L, B A 7% traps IZERE L, V3MERZ privICREL, N7 B
Yarxaly hLET,

UCS-A# scope monitoring

UCS-A /monitoring # enable snmp

UCS-A /monitoring* # create snmp-trap 192.168.100.112

UCS-A /monitoring/snmp-trap* # set community SnmpCommSystem2
UCS-A /monitoring/snmp-trap* set port 2

UCS-A /monitoring/snmp-trap* set version v3

UCS-A /monitoring/snmp-trap* set notificationtype traps
UCS-A /monitoring/snmp-trap* set v3 privilege priv

UCS-A /monitoring/snmp-trap* commit-buffer

UCS-A /monitoring/snmp-trap #

WOFNE, SNMP Z A0 L, IPv6 7 RLAZfH L TSNMP ~ 7 v 7F&{Ef L, b
7w DR — bk 2 CSnmpCommSystem3 2 X = =7 4 ZfEHT 5 L H>EL., X—T =
VENVIIWCERE L, B A 7% traps ITERE L, VI3HMERZ privICREL., FT B
varvEaly hLET,

UCS-A# scope monitoring
UCS-A /monitoring # enable snmp
UCS-A /monitoring* # create snmp-trap 2001::1
UCS-A /monitoring/snmp-trap* # set community SnmpCommSystem3
UCS-A /monitoring/snmp-trap* # set port 2
UCS-A /monitoring/snmp-trap* # set version v3
#
#
#

HH= o H

UCS-A /monitoring/snmp-trap* set notificationtype traps
UCS-A /monitoring/snmp-trap* set v3 privilege priv
UCS-A /monitoring/snmp-trap* commit-buffer

UCS-A /monitoring/snmp-trap #

SNMP k5 v JDHIR

FIE

ARV RFERRTIVa Y =)
X w 7 1|UCS-A# scope monitoring T=H YT T— REBBLET,
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UCS Manager 13 2=4#—> 3> H—EZ |

ARV RFERETIVa Y

B8

ATv T2

UCS-A /monitoring # delete snmp-trap
{hostname | ip-addr}

FBELEARAMELIZIIP T RLAD
FEE L/ SNMP k7 w7 R A - Z&HIkR
LET,

ATvT3

UCS-A /monitoring # commit-buffer

NV v a BV AT ADORTEICD
Ty hLET,

1

Wiz, IP7 KL 2 192.168.100.112 TSNMP F 7 v 7% HIFR L. T o¥Fr g awa
v bTBHIERLET,

UCS-A# scope monitoring
UCS-A /monitoring # delete snmp-trap 192.168.100.112
UCS-A /monitoring* # commit-buffer
UCS-A /monitoring #

SNMPv3 1 —H DERL

FIE

ARV RFFEERTIVa Y

=)

ATy T

UCS-A# scope monitoring

EF=HY 7 E—FEHBLET,

ATy T2

UCS-A /monitoring # enable snmp

SNMP #HZZLET,

ATvT3

UCS-A /monitoring # create snmp-user
user-name

FEE Sz SNMPV3 = — & ERk L F
K

SNMP == —H# 4%, =m—H/L 2 —F4
CRICIZIETEE A, B—0L 22—
P4 L —F L7V SNMP = —H 4 &%
RLET,

ATv74

UCS-A /monitoring/snmp-user # set aes-128
{no | yes}

AES-128 B B Dfif F 2 B 20 & 7= 13 M%)
W LET,

ATy TH

UCS-A /monitoring/snmp-user # set auth
{mdS | sha}

MD5 F 721X DHAFRREDOFEHZFEE L £
KR

ATvT6

UCS-A /monitoring/snmp-user # set
password

2= AT = FEZFRELET, set
password =~ R&ZAJjT5&, /<X
U— ROANT) EREREAET 70 v 7 s
KRINET,
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snwps 12— osi ]

ARV RFERIETY Va3 B#Y
R w 77 | UCS-A /monitoring/snmp-user # set 2—W T AN — RAT— REEE
priv-password LE9, setpriv-password 2~ K%

ANITHE, TTANR—IRRAT—F
DA LR EALT T a7 FIRFEIRE
nET,

X T 7 8 | UCS-A /monitoring/snmp-user # oo Iy a2 A7 AOREIZ
commit-buffer Ty hLET,

1

WOBE, SNMP Z 4202 L, snmp-userl4 &\ 9 4 Ei1D SNMPv3 = —H & /ERk L .
AES-128 W55 b A I L, MDS GRAEDEHZIEE L, "AT—=RBLXOT 7 AN
V= SAU—REREL, FTrFrvavEaIy FLET,

UCS-A# scope monitoring

UCS-A /monitoring # enable snmp

UCS-A /monitoring* # create snmp-user snmp-userl4
UCS-A /monitoring/snmp-user* # set aes-128 no
UCS-A /monitoring/snmp-user* # set auth md5
UCS-A /monitoring/snmp-user* # set password
Enter a password:

Confirm the password:

UCS-A /monitoring/snmp-user* # set priv-password
Enter a password:

Confirm the password:

UCS-A /monitoring/snmp-user* # commit-buffer
UCS-A /monitoring/snmp-user #

SNMPv3 21— DAl

FIE
OV RERETIVa Y B#Y
X T v 71| UCS-A# scope monitoring F=HXY) T T—FREBHBLET,
R Fw 72 | UCS-A /monitoring # delete snmp-user FE L7~ SNMPv3 = —HZHIR LE9,
user-name
X T 7 3| UCS-A /monitoring # commit-buffer oW amL AT LADOREIZ
Iy hLET,
!l
WIZ, snmpuserld &\ A FTDO SNMPV3 = —HZHIBRL, FToHFrvarvzaly
FELElIZRLET,
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UCS-A# scope monitoring

UCS-A /monitoring # delete snmp-user snmp-userl4

UCS-A /monitoring* # commit-buffer
UCS-A /monitoring #

Telnet D14 *—J )Lt

FIE

UCS Manager 13 2=4#—> 3> H—EZ |

ARV RFERFTIVaY

=)

ATy 1

UCS-A# scope system

VAT b EF— REBBLET,

ATvT2

UCS-A /system # scope services

VAT ALY —ER - BB LE
ﬁ—o

ATvT3

UCS-A /services # enable telnet-server

Telnet ' —E A EZH L ET,

ATV

UCS-A /services # commit-buffer

oUWV a BV AT ADREIZD
v hLET,

1

WIZ, Telnet /ML, "o ravrdaly NTa02RLET,

UCS-A# scope system

UCS-A /system # scope services

UCS-A /services # enable telnet-server
UCS-A /services* # commit-buffer

UCS-A /services #

CIMCWeb H—E XD A =*—J )Lt
CIMC Web #—E R ZHFENTT HITIT :
cadmin R THE 7 A T HMERH Y £F,
* CIMC Web h—E R X, 77 4/L b TIXHEROT, BT L0ERHY £,

FIE

ARV RFERETIVa Y

B8

&

UCS-A# scope system /

VAT A EFT— RERBLET,

ATy T2

UCS-A /system #scope services/

VAT ADY—E R FT— REBBLE
ﬁﬂo
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cime web 4—E 2ot [

AU RFERETOVa Y

B8

ATvT3

UCS-A/system/services #enable
cimcwebsve/

CIMC Web —E 2 ZHNZ LET,

ATy T4

UCS-A/system/services *# commit-buffer/

N oW I a sy AT AOREILD
v hLET,

il

KIZ, CIMC Web F—E 2&2HNZ L., v VF o a2 ET 02 RLET,

UCS-A# scope system
UCS-A/system # scope services
UCS-A/system/services # enable cimcwebsvc
UCS-A/system/services *# commit-buffer
UCS-A/system/services # commit-buffer
UCS-A/system/services # show cimcwebsvc
Name: cimcwebservice

Admin State: Enabled

CIMC Web H-— E X DEZN1L
CIMC Web ¥ —E A& HHZT 51T :
cadmin HEFR TR 74 VT 2R H Y £7,
* CIMC Web h—E 22 AT L BN H Y 97,

N

GE)

CIMC Web —E R IF 7 /L b THEZhE oo TET,

Fl&

ARV RFERRETIVa Y ]3]

AT v 71| UCS-A# scope system / VAT N E— RERFBLET,

R w 72 | UCS-A /system #scope services/ VAT ADY—E R ET— REBBLE

B

AT v 7 3| UCS-A/system/services #disable CIMC Web —E R &N LET,
cimcwebsve/

R T 7 4 | UCS-A/system/services *# commit-buffer/| =5 %7 > 3 L 23 A5 ADOH/EIZ2

K
v hLET,
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il

UCS Manager 13 2=4#—> 3> H—EZ |

KIZ, CIMC Web h—bE R &ML, vV r7va a2 EFETHHE2RLET,

UCS-A# scope system
UCS-A/system # scope services

UCS-A/system/services
UCS-A/system/services
UCS-A/system/services
UCS-A/system/services

Name:

Admin State:

# disable cimcwebsvc
*# commit-buffer

# commit-buffer

# show cimcwebsvc

cimcwebservice

Disabled

BEY—EXDTF14t—TILiE

FIE

ARV KRFERERETYVaY

=)

ATy T

UCS-A# scope system

VAT A FT— RERBLET,

ATy T2

UCS-A /system # scope services

VAT LY —E R T—FERMLE
R

ATvT3

UCS-A /system/services # disable
service-name

BELLEY—EREEHcLET, 22
T service-name 5| EITIR DT IULD
F—U— KTI,
e cimxml : CIM XML ¥ — E R % H7%))
WZLET,

« http : HTTP ¥ — & 2 2 842 L %
TO

« https : HTTPS " — B A & 52 L
£

* telnet-server : Telnet ¥ — b R %
Nz LET,

ATv74

UCS-A /system/services # commit-buffer

KUY T g BV AT AOREICa
Ty hLFET,

1

Iz, CIM XML Z 52 L.

UCS-A# scope system
UCS-A# scope services
UCS-A /system/services # disable cimxml

oY vareEaly bTOBERLET,
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dwEy—exoFse—Iut i

UCS-A /system/services* # commit-buffer
UCS-A /system/services #
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CMCtv a3 EE

11l

CIMCtv¥a B (133 X—)

CMCtv 3 B

Cisco UCS Manager WD KVM, vMedia, 83X SoL B> v a VAR RBLIOK T TEET,
BHENERZF > —WT, FEO—H D KVM., vMedia, BLWNSoL & v g ZHkT
& £7, .Cisco Integrated Management Controller (CIMC) (Z XV | & v = UFE#D CiscoUCS
Manager |ZH2flt 4L E F°, Cisco UCS Manager |3 CIMC 6 A X2 ETSET 5L, 0k
var T AEEHRL, TRTOa—FIHEREFRLET,

T g UERIZROER TR SN ET,
s ZH By a ryERRB L2 —YFOL4H,

ety iarID: by va L ZEEMITONTZID, TL— ROk y v a D ORI
[unique identifier] _[chassis id] _[Bladeid] T9, 7 v 7 O v =3 > ID ORI [unique
identifier] 0 [Rack id] T,

et gy AT KVM. vMedia, F7-1% SoL,
o DR L~V AR /[EEIAKR, FARYER, 7135,

cBHRIE T T A T ERTIET I T 4T, B, By a VBT T 4 T OGERIET Y
TATTT, HIE, Byva T a~wr RRBITENEZN, By v a BT LTV
WIGEIRET 77 4 77D E9, ZORMWIE, — 3D FSM BB OEMETEITH TH
L%6. F721E CIMC ~DO#Re 3 RO a I8 A L E T,

CBETLT FLAR iy va o Ba—2DIP 7 KL A,

=R TFuT ANy a VIZEEMN TN X T 7140, CIMCE v
varyOY—ER a7 A NVORBMEIZ, By a BN —ER Ta Ty AR
HEXNZIP T FLATRL &R RENET,

o =Ny va VZEEEM T D — RO 4,
e A UG v a USBRA S LT H R,
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« BOREEFTREZ - & > 23 UEHRDY CIMC T & 0 B8 S Av7z Sofé IRl

HLky g e, 22— 2 KVM, vMedia, F721XSOLICHRiT 5 & X ZBMEhE
9, Pnuos vMedia & v ¥ 3 %, =—%H  vmediausr  #HW oV — S fRHRRICE v v 9 o
T=TICERRINET,

CIMC & v ¥ 3 > 7 —# % Cisco UCS Manager GUI @ [CIMC Sessions] % 7 CfliH T £,
=PI Lo THRTINTCIMCE v a ik, #@UIRGEE & blca ZICidk S BEA T
7

A\

GE)  ZoOHA FICE#HEINTWD GUIBXOCLI # 27 2379 5121, 2.1(2a) LL_ED CIMC A
A=Y NR=Va RN T — R =Dt v g VEEYR— MIKETYT, 15011 U Lo
HODOCIMC A A— R—=T g oy, Ty 7 B—NHETT,

A—A)Il 2—HFIZkKYEFEIMEZCIMCEY S 3 U DRT

R 2—=FICL VAN TRTOCIMC £y v a v, ERFFFED R — /L 2—F(T
EOBPNIZCIMC & v v a v ERRTHICIE, 2O AT ERITLET,

\}

GE) HEOY—XRFHZY—ERXR a7y 37 a3 O CIMCEy Y arOFRRIICLIICH
DERA, ZHIE. GUI THHETT,

FIE

AR EFERERETIVa Y =)

X T v 71| UCS-A # scope security X2 UF s a7 4 Xal— g3y
T FEIBLET,

Z T w 2 | UCS-A /security # show cime-sessions local | 7 — 5 )L = —4 |2 L W B 7=4_C
DCIMCEy v arE2RRLET,

R v 7 3 | UCS-A /security # show cime-sessions local | 472 Do — L =2 —H 2 L Y B L=
user-name FTRTOCIMC Yy v ara&KnrLE
R

451
WIZ, UTEFRRTHHEZRLET,
e —H ) a—HFIZLVBEINIZTRTOCIMC By g v

HEEOR— DN =PI VBN CIMC By Vg v
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All sessions opened by local users:
UCS-A # scope security
UCS-A /security # show cimc-sessions local

Session ID Type User Source Addr Admin State
421 1 Kvm admin 10.106.22.117 Active
4 15 Kvm admin 10.106.22.117 Active
515 Vmedia admin 10.106.22.117 Active

Session opened by a specific local user:
UCS-A /security # show cimc-sessions local admin
Session ID Type User Source Addr Admin State

42 11 Kvm admin 10.106.22.117 Active

Details of session opened by a specific local user:
UCS-A /security # show cimc-sessions local admin detail
Session ID 42 1 1

Type: Kvm

User: admin

Source Addr: 10.106.22.117

Login Time: 2013-06-28T06:09:53.000

Last Updated Time: 2013-06-28T06:21:52.000

Admin State: Active

Priv: RW

Server: sys/chassis-1/blade-1

Service Profile:

JE—F 2—HFIZKYRMNTIZCIMC Y 3 >DERTR

VE—h 2—PFICLVEIPNTZTRTOCIMC By gy, FREEEDY £— F 2—HFC
KVBIPNIZCIMCEy v a v aRRTHITNE, ZOXRTEFITLET,

FIE

AR EFERERTI V3 Y =)

X T v 71| UCS-A # scope security X2 UTF s a7 4 Xal— g3y
T FEEIBLET,

AT 72| UCS-A /security # show cimc-sessions JEe— |k 2—HF 2L EINTEZT T

remote DCIMC Y ara2RRLET,
ZFw 3 | UCS-A /security # show cimc-sessions BEDYT—h a—WFIck N~
remote user-name TRTCOCIMC By varaERLE
R
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1

I, T a2£r-dT 502" LET,
e UE—F 2—PFIZLVBEAINTZTRTOCIMC £y g v
cFEED Y E— b =PI VB CIMC £y v a v
cFFED Y E— F =PI VAN CIMC & v > a o OFE

All sessions opened by remote users:

UCS-A # scope security
UCS-A /security # show cimc-sessions remote

Session ID Type User Source Addr Admin State
43 11 Kvm administrator 10.106.22.117 Active
6 1 5 Kvm test-remote 10.106.22.117 Active
715 Vmedia test-remote 10.106.22.117 Active

Session opened by a specific remote user:
UCS-A /security # show cimc-sessions remote administrator

Session ID Type User Source Addr Admin State

43 11 Kvm administrator 10.106.22.117 Active

Details of session opened by a specific remote user:
UCS-A /security # show cimc-sessions remote administrator detail
Session ID 43 1 1

Type: Kvm

User: administrator

Source Addr: 10.106.22.117

Login Time: 2013-06-28T06:09:53.000

Last Updated Time: 2013-06-28T06:21:52.000

Admin State: Active

Priv: RW

Server: sys/chassis-1/blade-1

Service Profile:

IPMI 2 —HIZ &K YREMINE=CMC v 3 >DERT

IPMI = — I X VBN CIMC B v a v 2FrT 5101, WOFIEX5ET LET,

FIE

ARV RFERETIVa Y ]3]
ZFw F1|UCS-A# scope org org-name Jb— MEREE— FZBA L £ 7,

AT 72 | UCS-A /org # scope ipmi-access-profile |IPMI 7 7t &x a7 7 A 4% AL
profile-name E

R T v 73 | UCS-A /org/ipmi-access-profile # scope |IPMI =— V4 &2 AN LET,
ipmi-user user-name

. Cisco UCS Manager ') ) —X 407 RS =X FL—2 a3 UEE (CUA) A4 F
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g—rpometyarnsu7 [

AU RFERETOVa Y =)
R 7 4 | UCS-A /org/ipmi-access-profile/ipmi-user # | 5 & X j17- IPMI =——H 2 L v B 7=
show cimc-sessions F_RTHOCIMC v gL aFErLE
D
1

WOFTIE, IPMIZ—FIZ LD BEANPNTZT X TOCIMC v a v aRKorT 5 HEY
RLET,

UCS-A # scope org Finance

UCS-A /org* # scope ipmi-access-profile ReadOnly

UCS-A /org/ipmi-access-profile* # scope ipmi-user alice

UCS-A /org/ipmi-access-profile/ipmi-user # show cimc-sessions

Admin State

Source Addr

10.106.22.117 Active

HY—/\DCIMC Yy 3Dy )7

ZOEAT T, =R EICHEINTETRTCOCIMC By a v 27 VT 45 5EE2 R LE
T, Byvvar A 7la—PHIHSNT, =D CIMC Yy arvz2r7 V7452
HLTEET,

FIE

ARV RFERFTIaY

B8

ATy T

UCS-A # scope security

X2 T 4 a7 4 FXFal—ay
E— NEBBLET,

ATvT2

UCS-A /security # terminate cimc-sessions
server chassis-id/blade-id

T —LDOEBEDT L — K —RD
CIMCty>arzs7 U7 LET,

ATvT3

UCS-A /security # terminate cimc-sessions
server Rack-server-id

BEDT 7 —D CIMC v =
VEIZIVTLET,

ATvT4

UCS-A /security # terminate cimc-sessions
server server-id type session-type

F—RORFEDH A FDCIMCE v =
vEIZITLET,

ATy Th

UCS-A /security # terminate cimc-sessions
server server-id user-name user-name

P — RO EDZ—TFDCIMCE v 3
YEIVTLET,

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .



B =r-59—oamctyravosryy

il

CMC £y avgn |

EAOFITIZ, —"OFT_RTOCIMC > arz27 ) T7+T55E2~UET, 2
FHOHTIZ, Y—NOEEDOXATOCIMC Yy a a7 ) 7+5HE2ZRLE
T, 3FZBHDOBITIE, V=" EDZ—TDCIMC vy arar ) 745 5E%

TLET,

UCS-A /security # scope security
UCS-A /security # terminate cimc-sessions server 2/1

This will close KVM sessions.

Are you sure?

UCS-A /security

UCS-A # scope security

UCS-A /security # terminate cimc-sessions server 2/1
This will close KVM sessions.

Are you sure?

UCS-A # scope security

UCS-A /security # terminate cimc-sessions server 2/1
This will close KVM sessions.

o —_—

2 e e By |

Are you sure?

H—nOCMCty>a>DI)7

(yes/no)

(yes/no)

(yes/no)

1yes

type kvm
1yes

user-name test-user
:yes

ZOERAT TR, =R EICHINTZTRTOCIMC Yy a a7 VT T3 5EZ R LE
T, Bvivar XA T LAY RHIESNT, —"DCIMC Y a2 707352 L

HTEET,

FIE

AU RFERETIVa Y

=)

&

UCS-A # scope security

¥XaUF 4 ar I F¥al—ay
£ — ]\‘%Eﬂﬁébjﬁj«o

ATvT2

UCS-A /security # terminate cimc-sessions
server chassis-id [ cartridge-id | server-id

T —3 FOBEDEY 2T —N
H—hr) v PDOCIMCEY 3%
7 Lij‘o

ATvT3

UCS-A /security # terminate cimc-sessions
server chassis-id | cartridge-id | server-id
type session-type

P—NORFEDZ A TDCIMCE v a
Y7 VT LET,

ATvT4

UCS-A /security # terminate cimc-sessions
server chassis-id | cartridge-id | server-id
user-name user-name

P — ROEGFEOL—FDCIMCE v 3
EIJIVTLET,

1

BHIOHEITIZ, —_"DT_RTOCIMC Y ar® 27 V7355 EE2RLET, 2
FBHOHITIZ, Y—SOEBEDEZATOCIMC Yy ard2 7 V7 T55EYRLE
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T, 3BHOHTIX, =" EDL—FDOCIMC v ara s V745 5ER
ZT—\‘L/SEj—O

UCS-A /security # scope security

UCS-A /security # terminate cimc-sessions server 1/2/1
This will close cimc sessions. Are you sure? (yes/no):yes
UCS-A /security

UCS-A # scope security
UCS-A /security # terminate cimc-sessions server 1/2/1 type kvm
This will close KVM sessions. Are you sure? (yes/no):yes

UCS-A # scope security
UCS-A /security # terminate cimc-sessions server 1/2/1 user-name test-user
This will close cimc sessions. Are you sure? (yes/no):yes

O—A)l A—HF(ZXYREAMETITARTOCMC Y a>DI )T

ZDOHAZ T, m—=A) a—FTRVHAPNIcEy a2 VT T2 EEZRLET,

FIE

ARV RFERFTIVaY =)

X w 71| UCS-A # scope security tXa2VF s a7 4 X2l — gy
E— NEBABLET,

R 72 | UCS-A /security # terminate cimc-sessions | = — )L == —H|2 L W B 7=4 T
local-user user-name DCIMCEyvarzE7UT7LET,

Z 5w 73 |UCS-A /security # terminate cime-sessions | 1 — 77 /L = —H#|= L V) B 7= B2 D
local-user user-name type {kvm |vmedia |4 ., 3 5o % ¢ 73T CIMC+t v
sol | all} varvEJUTLET,

1

OB TIE, a— 2—PFZLVHPNZCIMC Yy a7 U745 5EER
L/\i‘g—o

UCS-A /security# scope security

UCS-A /security# terminate cimc-sessions local-user testuser
This will close cimc sessions. Are you sure? (yes/no):yes
UCS-A /security#

JE—F I—HFIZEYBEAINETRTOCMCE Y 3>DT )T

COXRAT TR, VE—F 2—PIZLVEAINIZCIMC Yy a a7 VT T 55ERRL
i‘é‘o
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=)

ATy T

UCS-A # scope security

tF2YTF 4 AT 4 Fal =gy
T REBALET,

ATvT2

UCS-A /security # terminate cimc-sessions
remote-user user-name

VEe—h 22—z LY LN T
DCIMCEY>arvzEr7 U7 LET,

ATvT3

UCS-A /security # terminate cimc-sessions
remote-user user-name type {kvm | vimedia
sol | all}

UE— |k a—FIZXYBEHPNIRED
Tyvar XA TOTRTOCIMCE v
arEs7 VT LET,

1

W DOHTIL,

This will close cimc sessions.

VE—h 22—V LB NEZT_XRTOCIMC Yy Y a w27 V7945
FEERLET,

UCS-A /security# scope security
UCS-A /security# terminate cimc-sessions remote-user testuser

Are you sure?

UCS-A /security#

(yes/no) :yes

O—A)L A—FIZKYFMIMEFHEDCMC YL 32Dy )7

ZDHAYTIE, v—h/b a—PFIZEXVBEINIZEEDCIMC Yy v a &2 VT35 HE

ZRLET,

FIE

AR NFERERTOIVa Y

=)

ATy T

UCS-A # scope security

X2V T a7 4 Fal—va
E— FZBBLET,

ATy T2

UCS-A /security # scope local-user
user-name

=N a—% E— N L E7,

ATvT3

UCS-A /security/local user # terminate
cimc-session session-id

BIRL/ZCIMCEYy v ar&227 U7 LE
‘é‘o

ATv74

UCS-A /security/local user* #
commit-buffer

N rvarwzaly hLET,

. Cisco UCS Manager ') ) —X 407 RS =X FL—2 a3 UEE (CUA) A4 F



| emc v aoER
YE— b 1Yk YBhnrgEoomc vy arnsy7 Il

¢l

ROFITIE, v—hN 2a—FZRYBEPEREDOCIMCE Yy a 227 U7 L, b
FoVrvarEgaly N LAHEERLET,

UCS-A /security# scope security

UCS-A /security# scope local-user admin

UCS-A /security/local user # terminate cimc-session 6_1 2

UCS-A /security/local user*# commit-buffer
UCS-A /security/local user#

JE—F A—HIZKYRMEEFEDCIMCEY S 3 >DIUT

ZOHATTE, VE—bF 2—PIZEVBEINTZHEDCIMCE Yy v a &2 0 VT35 HE

ZRLET,
FIE
AR EFERERTI V3 Y By
Z 5w 71 |UCS-A # scope security X2 VT 4 ar7 4 Xal—gr

F—FzfnLE7,

AT 72| UCS-A /security # scope remote -user VEe—h a—HF E— 2B LET,

user-name

X v 7 3 | UCS-A /security/remote user # terminate | L7~ CIMCEv I ar %227 V7 L%
cime-session session-id 5+,

AT 7 4 | UCS-A /security/remote user® # KooYW rvarvEbaIy hLET,
commit-buffer

451
WoOFITIE, VE— b a—FICLVBEINTZHREEOCIMCEy v a w227 U7 L, b
TV rvarEaly bR EERLET,

UCS-A /security# scope security

UCS-A /security# scope remote-user admin

UCS-A /security/remote user # terminate cimc-session 6_1_3
UCS-A /security/remote user*# commit-buffer

UCS-A /security/remote user#

IPMI 2 —HIZ&K UMM CIMC Y>3 >DI )7

IPMI 2 —HIZ L VBN CIMC Yy > a a7 U 7351213, ROFIEEZZET LET,
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UCS-A # scope org org-name

N— MEREE— FZBR L5,

ATvT2

UCS-A /org # scope ipmi-access-profile
profile-name

IPMI 7 7t A a7y A NG5 AT L
i‘a‘o

ATvT3

UCS-A /org/ipmi-access-profile # scope
ipmi-user user-name

IPMI +—H% &2 AN LET,

ATV

UCS-A /org/ipmi-access-profile/ipmi-user #
terminate cimc-sessions session-id

IPMI = —HZ X 0 BADSL 7= 5 E D CIMC
tyvalsEBEKTLET,

ATy TH

UCS-A /org/ipmi-access-profile/ipmi-user *
commit-buffer

EErzaly bLET,

il

WOFITIL, IPMI 22— X VP NTZHEDOCIMCEy v a a7 VT L, BHE%E
a3y MDA FEERLET,

UCS-A
UCs-A
UCS-A
UCS-A
UCs-A

# scope org Finance
/org*
/org/ipmi-access-profile* # scope ipmi-user alice
/org/ipmi-access-profile/ipmi-user # terminate cimc-sessions 5 1 2
/org/ipmi-access-profile/ipmi-user* # commit-buffer

# scope ipmi-access-profile ReadOnly
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EIEIP 7 FLADKTE

(hun

CEPIP T LR (143 —2)

e BV 2T = ROEHIP T KL ADHRE (144 <—)

e —ER TR T A NELFTY—ERA T T AN TS — N TOEHRIPT FLAD
i (147 ~2—)

cBHLIP 7 —VORE (149 X—2)

« VAT LA DOEH (153 ~—)

« VT AZDEBRY T Xy NOEE (153 X—)

c VTAZDEBRT VT 4y 7 ADEH (154 ~—)

EEIP7FLR

CiscoUCS KA A > NDOZEY— D 1 DLLEDOFELIP 7 R L AN, Cisco Integrated Management
Controller (CIMC) (ZHID 4 THN TS0, I —NICEEMS T b —E R 7r
T7AMTEID Y THNTNDERH Y £7, Cisco UCS Manager (£, CIMC TH&iid 54
W77 2AZINODIP T FLAZEALET, ZONET 7823, ROWVTANDH—
EREREHT D Z ERAEETT,

cKVM 22 Y — L

* Serial over LAN

« IPMI 7/ —/b

P— "D CIMCIZT 7 B AT HZOOEEIP T RLAL LT, 77 b4 73K (OOB) 7
RLA (ZOT7 RLANGEBER— MEET, VT4 9B 777 Vw7 X —axy b
W) . FRIEA NN R T RLVA (ZOT RVANSL T 77V T 7)oy R—h
BHT, NI 749w M7 77 Vv d f ¥ —axy Fawm) ZEHRATEEST, —1D
CIMCIZT 7B ATHHRK6ODDIPT RLAZRETEET Q21E7 Y A7 /3 K (0O0B)
T RUVA MO 4DFA N R T RLA)

PITOEMMIP 7 FLAEZRETXET,
o P NITHEBEEIV LB TENDAZT v 7 O0BIPv4A 7 R L&
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EEIP7 FLADEE |

B =v-59—osmryrLRORE

« 7' —/3L ext-mgmt 7 —/L B —NZEID M THiLSH OOBIPv4 7 R LA
o = NIZBHEANT T ORI —ER T e T s A AN EIGT DA N RIPvE 7 R LA

FHIP B RVIAEN, YR T T A ANEITY— R T a T AT
TL— NMIEDHETOHNDA N RIPv4 7T KL A

s P NIZEHBEEIDV B TOENDIAAT 4 v 7 AN RIPv6 7 K&
s = RICEHEMT N — R a7 s A NDPERETHA N RIPv6 7 KL A

P — D% CIMC B L OV —NCEHES T bR —E R a7y A W, BEOEHIP T
RULRBEIN YU THZ ENTEET, TOHEIT. TNENERRDIPT FLAEZEHT D0
ENH Y ET,

=R T Ty A BEEMST ONEHIP T RLAZZOY—ER a7y bt
BB LET, —ER 7Ta 77 A VERIO—NIBITT 5 & XIZKVM £7213 SoL & »
va N7 VT 4 7 7eA . Cisco UCS Manager (XDt v v a V&I T LETH, BIT
SETHICITE Yy a v Z2HBALEEA, BHIP 7 FLAX, —E X 7077 AV EE
TIIERT L EXIIHELET,

GE)

IP7 RL AN CiscoUCS FAA > DY —NEFTH—EX Tr 77 A /W TIZHD L TH
NTWLGE, P—"E@F Y- XA TuT7 7 A MIAZT 4y 7 IPT FLAZEDHTS
ZLIEITEERA, TOXORRELAITT D &, Cisco UCS Manager [ £ IP 7 K L A3 4TI
P CHL LESEL, REXELGLET,

ARP ZRIZ, A N RIPT RLAREESNTZZET— "S5 — U= A IPT KL RIZHE
BWEEINET, UL, BIEO 77y 7 Vv A v Z—ax s bR LA NN R R
T4y HOEGEREIEL TV O ZHER L, BIEL TWRWEARIFMO 7> 7 ) v o7 A
Z—aXxy MIXLTT == A= N"—%HIGT 5720 TT, A\ FRHIZERE TR
T 2= VAR E, = ROT—F T T 4 v I INDEEICMN L TWET,

EOATY—I\DEEIPT FLADETE

EDASHYH—NTREITAYIIPFZRLREZFERTA-ODETE

FIE
ARV RFEREET7TIVa Y BHY

R w 71| UCS-A# scope server chassis-id | BELEY—2"OY— N F— N2
cartridge-id | server-id LET,

R T F 2 | UCS-A /chassis/cartridge/server # scope |+ —/X CIMC &— FIZAY F9,
cime
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ED1TH—NTRET 497 P67 FLREEAT 5008 [

ARV RFEREET7TOVa Y Be

R 7 3 | UCS-A /chassis/cartridge/server/cimc # BEINEY—R"ORET v 7 EH
create ext-static-ip IP7 FLRAEERLET,

AT v 74| UCS-A P—NIZED L TONDALT 4 vV

/chassis/cartridge/server/cimc/ext-static-ip # | [py4 7 | L % % #67 L £,
set addr ip-addr

25w F5|UCS-A IP7 RVARERT DT 740 7—

/chassis/cartridge/server/cime/ext-static-ip# | | v - ¢ Z#57E LU £,
set default-gw  ip-addr

AT v 76|UCS-A IP7 RLADHT Ry b~ A7 Z48E

/chassis/cartridge/server/cime/ext-static-ip # | |_ & -4~
set subnet ip-addr

27w F7|UCS-A cFoW g B AT ADOREICT

/chassis/cartridge/server/cime/ext-static-ip# | < o, | | -4,
commit-buffer

il

ROBITIE, ¥ =V 1 H—bY vV 1OV —N1IZAZT 4y VERIPT KL A%
BEL, AT 4wV IPVAT RLA, T4V KN F— T xA, TRy hvRY
ERELT, hFuv¥FrvarvEzaly FLET,

UCS-A# scope server 1/1/1

UCs-A
UCs-A
UCS-A
UCs-A
UCS-A
UCS-A
UCS-A

/chassis/cartridge/server # scope cimc

/chassis/cartridge/server/cimc # create ext-static-ip
/chassis/cartridge/server/cimc/ext-static-ip* # set addr 192.168.10.10
/chassis/cartridge/server/cimc/ext-static-ip* # set default-gw 192.168.10.1
/chassis/cartridge/server/cimc/ext-static-ip* # set subnet 255.255.255.0
/chassis/cartridge/server/cimc/ext-static-ip* # commit-buffer
/chassis/cartridge/server/cimc/ext-static-ip #

EDATHY—NTRETAYVIPV6T7 FLRAZHERAT H-ODHKRTE

FIE
ARV RFERRETY a3 Y B

AT v 71| UCS-A# scope server chassis-id / EE LY — "D — N = — LG
cartridge-id | server-id LT,

R F v 7 2 | UCS-A /chassis/cartridge/server # scope | -4— /3 CIMC E— NIZA Y £9°,

cimc

A Fw 7 3| UCS-A /chassis/cartridge/server/cimc # BEINEY—NORETF v 7 EH

create ext-static-ip6 IPv6 7 KL 2 & e L £,
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EEIP7 FLADEE |

ARV RFERETIVa Y

B8

ATvT4

UCS-A
/chassis/cartridge/server/cimc/ext-static-ip6
# set addr ipv6-addr

P—NIZEID LB THENDALT (v
IPv6 7 KL ZAZRELET,

ATvT5

UCS-A
/chassis/cartridge/server/cimc/ext-static-ip6
# set default-gw ip6-addr

IPv6 7 RLVABNERTBHT 74V K F—
oA ZBBEELET,

ATvT6

UCS-A
/chassis/cartridge/server/cimc/ext-static-ip6
# set prefix ip6-addr

IPv6 7 RLADR Yy NU—T7 T L7 4 v
7 AutEE LET,

ATy T17

UCS-A
/chassis/cartridge/server/cimc/ext-static-ip6
# commit-buffer

coovY Iy a BV AT ADOREICS
Sy bPLET,

1

KOFITIE, =1 H—F ) v 1DOV—=R1IWIZAXT 4 v 7EBIPV6 7 KL A
EREL, AZT AT IPV6T RLA, FT73 NN F— T=A, Fv b T—2 7
L7 4w AERELT, bTvrHrvarzaly bLEd,

UCS-A# scope server 1/1/1

UCs-A
UCS-A
UCS-A
UCs-A
UCS-A
UCs-A
UCS-A

B—NTEEIP T-ILEFERTH-HD

/chassis/cartridge/server # scope cimc
/chassis/cartridge/server/cimc # create ext-static-ip6
/chassis/cartridge/server/cimc/ext-static-ip* # set addr 2001:888::10
/chassis/cartridge/server/cimc/ext-static-ip* # set default-gw 2001:888::100
/chassis/cartridge/server/cimc/ext-static-ip* # set prefix 64
/chassis/cartridge/server/cimc/ext-static-ip* # commit-buffer
/chassis/cartridge/server/cimc/ext-static-ip #

=JL ==

ax &

AAT 4w PERHIPT FLAZHIBRT 2 L, HBEV—2EHIP 77— WZELET,

FIE

aAv Y RFERIEFT7II Y

=)

ATy T

UCS-A# scope server chassis-id /

cartridge-id | server-id

L\i‘g—(}

ATvT2

UCS-A /chassis/cartridge/server # scope
cime

H— X CIMC E— RIZAY 9,

ATvT3

UCS-A /chassis/cartridge/server/cimc #
delete {ext-static-ip | ext-static-ip6}

N A ST > 7 IPv4d ET21XIPv6 7 K
LAZHIBBEL, BRLIP 7 — iz —
FRLET,
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$—EX FOTFANELEH—ER TOT7 AL FoTL—rTnEEIPT FLZOEE [

ARV REEET7IVa Y B
R 7 4 | UCS-A /chassis/cartridge/server/cimc/ # oo I a I AT ADORTEIZ
commit-buffer Ty hLET,

il

WOFITIE, Y=Y 1= )P 1OV —NRN1DAFT 4 v 7EHIPT FL X%
BIFRL T, Fov¥rvarvdgaIy FLET,

UCS-A# scope server 1/1/1

UCS-A /chassis/cartridge/server # scope cimc

UCS-A /chassis/cartridge/server/cimc # delete ext-static-ip
UCS-A /chassis/cartridge/server/cimc* # commit-buffer

UCS-A /chassis/cartridge/server/cimc/ #

WOBTIE, %= 1= )P 1O —=NR1DARXT ¢ v 7EBRIPv6 7 KL A
ZHIBRLTC, FoY I varEaIy M LET,

UCS-A# scope server 1/1/1

UCS-A /chassis/cartridge/server # scope cimc

UCS-A /chassis/cartridge/server/cimc # delete ext-static-ip6
UCS-A /chassis/cartridge/server/cimc* # commit-buffer

UCS-A /chassis/cartridge/server/cimc/ #

H—EX JAOJ7AMILEIFY—EX A7 7A4I)L T
IJL—FTOEBEIP7FLADHTE

FIE
ARV RFERETOVa Y =)

AT v F1|UCS-A# scope org  org-name fRE L7k ofikE — N 2B L %

R
Jb— bR — R BRRAT 2 I1TIE,
org-name |2/ & AJJLE T,

X T v 72| UCS-A Jorg # scope service-profile EELEY—EXTHEYN—E X 7
profile-name T AN E— RRERBLET,

R 3 | UCS-A /org/service-profile # set BWHIPV4 £7-1XIPv6 7 RL A& —E
ext-mgmt-ip-state {none | ext-pooled-ip | z 17 7 4 L|ZEY YT 5 FIEAEE
| . y LT
ext-pooled-ip6 | ext-static-ip | ext-static-ip6}

ROAT > a v EMHLTERIP T B
VAR v—2RETEET,
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B v 270070053 Y—EXTOI7ALFLTL— FTOBEIP 7 FLRDRE

ARV RFERETIVa Y

B8

enone : —E R 77 7 A /LT IP
T RLRAFE DS THENRERA,

spooled : F—ER T 77 A NITE
H IPv4 £ 721X IPv6 7 — L5 [P
7 RUARED B THNET,

e static : —E R a7 7 A I)VITER
TEFRHDALT 4 v 7 IPv4 £720%
IPv6 7 RLANEID ¥ToHNET,

G HY—vRrTarzrANLT
7 L— F TR
ext-management-ip-state %
static (ZRRET D Z L1 Y
R—hFENTEBLT, &
ETDHETT =03 EL
£7

X T 7 4 | UCS-A /org/service-profile #
commit-buffer

NV Ty a BV AT ADORTEICD
Ty hLET,

1

KIZ, accounting E\WNH P —ER a7 7 A LOEFEIP T KL R R Y 2 —% staticIPv4
WCREL, FFrrvavaaly M 250%2RLET,

UCS-A# scope org /
UCS-A /org # scope service-profile accounting

UCS-A /org/service-profile # set ext-mgmt-ip-state ext-static-ip

UCS-A /org/service-profile* # commit-buffer
UCS-A /org/service-profile #

RDEZRY

BHIP 7 N A% static [IZRTT DB AXT A7 IPT RLAZFEHRATH L H2h—N

ERELET,

. Cisco UCS Manager ') ') —X 407 FE X FL— a3 VEE (CLUA) A4 F



| gEIP7 FLRADEE

EEIP T—ILDRE .

EIEIP J—ILDERTE

EEIP 7—)L

T 7 4V FOEBIP 7 —/L T 5 IP Pool ext-mgmt X, M5 IPv4 IS5 L OVIPv6 7 KL ADHEF
Y 9, Cisco UCS Manager %, H—/30 CIMC THUid 59087 7 & AD =iz, &HLIP
TP T RLVADEK T v 7 & FRLTHET,

7 7 4V K TlX, IP Pool ext-mgmt Z i L CCIMC 77 "D Y REHIP 7 KL AZRIE L
FT, HHIP T RLARZOT—Anb =N Y THORTLEI E, ZOIP F— L%
EECEXET o BHIIPT FL AN CIMC DT W7 R L REBIP T L AZHRET 55
Alt. TIANLROBEIP A5 IP T RLAZYIBRTE £,

RO T 7 v AT N RIPvA 7 KL A F—b, BLOA 30 R IPv4 £721%XIPv6 7 KL A
SNV EBRETXET, IPVELIPV6 T FL A Ty DM FaEtef vy R P — L 5R/E
T&EY,

P — RCIMCIZIPVA T RLADHZE G IP 7 — %A X RIPve R Y —& LTCEIDYHT
720, IPV6 7 RLADKREGTIP /=L E2A LN RIPMARY —L LTCEIDYTHZ L%
BB 272012, ZNEND IPv4 £721LIPv6 7 KL ADHZFF ORI DA /R B 7 R R
T IVEHRETDH I EEHERL T,

BFEEIP S—VDIP T RLAEFERAT LI I — X e rrfreh—vX IunrrA
NT T L—hERETCEET, BHIP /L 2EATIL OV —R"a2RETHZ LT TE
FHA,

BHEIP = VRO TXTOIPT FL AL, BIUIPWUY 732y MCEENDE, 777V w7
A —axl7 hOIPT RVALFELIPV6 *v T —27 F L7 4 v 7 ARFHF LTV DN
ERHY ET,

G¥)

P—=RELFY—ERA Ta T 7 A NDRAET 47 IPT FLAELTHDETHATWD IP
T RLZARN, BEIP S—LIZTEENTW TR Y 5 A,

EEIPT—ILDIPT7FLRA 7JAYYDETE

P—RELBFY =R Ta T 7 A NDRAEZT 47 IPT FLAELTHDETHNATWD IP
T RUAR, FEIP /S VIZEENL TR Y EHA,
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EEIP7 FLADEE |

AU RFEEETIa Y

E[:)

ATy T

UCS-A# scope org /

JL— MERRE— REZBB L ET

ATvT2

UCS-A /org # scope ip-pool ext-mgmt

WP 7 —L B— FEBLET,

G¥)  BEIP S—LOfERR (£7-
IZHIBR) ITTEERA, BEF
DT 7Nk T—IIAD
(Ra—T%FRETDH) Z&
TR AIEE T,

ATvT3

(f£&) UCS-A /org/ip-pool # set descr
description

BHIP Y — VI ETALET, =
OFNTEFRIP S — L DT XTOT R
LA 7y ZIZEmHEnET,

GE) WINC A=A ST
FlRITAFRNEENTND
Yty itz 5| T TS 5 44
ERHY £, IR,
show =~ > FH IO
74—V RIZIEFERENER
oo

ATv74

UCS-A /org/ip-pool # set assignmentorder
{default | sequential}

RONTNPTIRY F9,
+ default : Cisco UCS Manager |37 —
VDT U H KD R L E7,
* sequential : Cisco UCS Manager %
T =B b /IS WO RTEEZR
ID Z IR L £,

ATvT5

UCS-A /org/ip-pool # create block
first-ip-addr last-ip-addr gateway-ip-addr
subnet-mask

IP7 RLVAR Twmyr () Z1EK
L. M F— Ty r T— K%
G LET, 7 FLRAHPHORY & &
HBDOIPT RVA, =+ U=A 1P 7T
FLA, BEOY TRy h~RA7 &g
ELET,

GE) IP7F—iZiE, BEo 1 7
Oy EEDHIENTEE
T, BEOT T v 7 EVERT
HIi%, Rk P 7 —r T
K> 585D create block =

~Y REANLET,
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gEIP T—LoP7 LR 7avsngE [

ARV FFEREETIVa Yy

E:)

RTw 76 |UCS-A /org/ip-pool/block # set 754~V DNS &th %Y DNS D
primary-dns ip-addrress [secondary-dns | [p 7 KL 2 Z2$5F L £,
ip-address
AT w771 |UCS-A /org/ip-pool/ ipvé-block # N H T v a BV AT AOREID
commit-buffer 23w FLET,
X5 w78 |UCS-A /org/ip-pool/block # exit IPvd7 0y 7 a7 4 X2l —3 g
£t— ]\\‘ % %’ﬁgT I/ i ﬁ‘o
ZF w79 |UCS-A /org/ip-pool # create ipv6-block |IPv6 7 KL 2D 7 1 v (&) %1E
first-ip6-addr last-ip6-addr L. $HEEIP 7— /L IPv6 711w 7
gateway-ip6-addr prefix T REBEELET. 7R L RO
B L BAEDIPV6 7 RV A, 7 — |
7 xAIPv6 7 FL A, BIOFR Y b
D=0 FV7 4y AEEET DM
N ET,
GE)  IPv6 F—MIid, B 1P
TRy I EEDLIENTE
FT. HEOIPV6e T r vy
EAERCT 1T, AARRIP 7 —
IV E— R B create
ipv6-block =~ > R& AJjL
i j‘o
R w710 |UCS-A /org/ip-pool/ipv6-block # set 774~V DNS &tEHLXY DNS D
primary-dns ip6-address secondary-dns | [pyg 7 KL 2 Z#5E L £,
ip6-address
AT 711 | UCS-A Jorg/ip-pool/ipv6-block # N H T v a vy AT AOREIC
commit-buffer a3y FLET,
!l

WOBITIZ, EHIP 7—LDIPv4 7 LA Tay 7 2@ EL, 7944V BLU0E
HHVIPVET RLRZREL, IPv6 7 u v 7 21K L, 7I9A4~VBIOEI &
UIPv6 7 RLAZFEEL, hTv¥rvaridaly bLET,
UCS-A# scope org /
UCS-A /org # scope ip-pool ext-mgmt-ip

UCS-A /org/ip-pool* # set descr "This is a management ip pool example."
UCS-A /org/ip-pool* # create block 192.168.100.1 192.168.100.200 192.168.100.10

255.255.255.0
/org/ip-pool/block* # set primary-dns 192.168.100.1 secondary-dns 192.168.100.20
/org/ip-pool/block* commit-buffer
/org/ip-pool/block exit

UCs-A
UCs-A
UCS-A

UCS-A /org/ip-pool* # create ipvé6-block 2001:888::10 2001:888::100 2001:888::1 64

UCs-A

/org/ip-pool/ipv6- block* set primary-dns 2001:888::11 secondary-dns 2001:888::12
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UCS-A /org/ip-pool/ipv6- block* commit-buffer

UCS-A /org/ip-pool/ipv6- block #UCS-A /org/ip-pool/block* # commit-buffer

UCS-A /org/ip-pool/block #

WOBITIE, BHIP F—LDIPv6 7 LA Tu v 7 &REL, FIo¥Friavk
a3y bELBIERLET,

UCS-A# scope org /

UCS-A /org #scope ip-pool ext-mgmt-ip

UCS-A /org/ip-pool* # set descr "This is a management IPv6 pool example."

UCS-A /org/ip-pool* # create ipv6-block 2001:888::10 2001:888::100 2001:888::1 64

UCS-A /org/ip-pool/ipvé-block* # commit-buffer
UCS-A /org/ip-pool/ipv6-block* #

RDBERY

1oUEFEDY—E 2 FurdrAVERT—ERX a7 AL T L — R EREL, B
IP 77—/ 6 CIMCIP 7 RLZZHALET,

EEIP T—IHASDIPT7FLAR TAvYY DHEIK

FIE

ARV RFFERERTI VA Y E:9)

AT w 71| UCS-A# scope org org-name fAE Lok ok e— F2Bs L £
o b— MHAMEE— FE2BtET 5121,
[org-name] 2 / Z A LFET,

AT v 72| UCS-A Jorg # scope ip-pool ext-mgmt FBHIP S— L AEASLET,

R 73 |UCS-A /org/ip-pool # delete IPv4 £7-13IPv6 7 FL 2ADIEE S i-
{ip-blocklipv6-block} vy 7 (#HE) ZHIRLET,

{first-ip-addr|first-ip6-addr} {last-ip-addr |
last-ip6-addr}

X T 7 4| UCS-A /org/ip-pool # commit-buffer FNooYF 7 arr i AT ADREIZ
Iy hLET,

!l

W, BEIP 77— AN HIP T FLRA Tay 7 ZHRL, Mo rvarvaaly

FELEIZRLET,

UCS-A# scope org /

UCS-A /org # scope ip-pool ext-mgmt

UCS-A /org/ip-pool # delete block 192.168.100.1 192.168.100.200
UCS-A /org/ip-pool* # commit-buffer

UCS-A /org/ip-pool #

WIZ, BHEIP =B IPv6 T RLA Ty 7 ZHIBRL, NI rvarzaly
FoplERLET,
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UCS-A# scope org /

UCS-A /org # scope ip-pool pool4d

UCS-A /org/ip-pool # delete ipv6-block 2001::1 2001::10
UCS-A /org/ip-pool* # commit-buffer

UCS-A /org/ip-pool #

VARATLEZDEE

Flig
AR EERERTIVa Y B
ZFw F1|UCS-A# scope system VAT AT RERBLET,
R 5w 72 |UCS-A /system # set name name VAT DA ERELET,
25w 73 |UCS-A /system # commit-buffer KNIy a kAT AORREICD
Iy hPLET,

ZENE, b7 rvarnaly bEnkk, 30RIEEDOMICEEDO 7 77 v A X —
ax7 FCHEHINET,

£l

ROPNT, AT LHEERL, FTo¥Prvarazaliy PLET,
UCS-A# scope system

UCS-A /system* # set name SanJoseb

UCS-A /system* # commit-buffer
UCS-A /system #

DIRAADEBY TRy FOEE
7T AZHEED IPVAEEY TRy FEEETL5E1E, RO 3OO IPvd 7 R L A Z AR
HIL0ERHY, 32507 RLRIZFE LY 7Ry MIERETLH2HENRH Y 3,
T TV A E—axs N ADEHR—FDIPT FLX
Ty 7V AE—ax s FBOEMAR—FDIPT FL A

« 77 AKX IP (KAETP) 7 KL A
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ARV RFEEETIVa Y

=)

ATy T

UCS-A# scope fabric-interconnect a

T TV T ADT 7T YT A
H—a kT N E— REBEIBLET,

ATvT2

UCS-A /fabric-interconnect # set
out-of-band ip ip-address netmask netmask
gw gateway-ip-address

T TV A A —aRx T NDOIPT
KLA, Xy hU—7 <27, BIW
=R Tz AIPT FLAZRTELET,

ATvT3

UCS-A /fabric-interconnect # scope
fabric-interconnect b

T3y TV IBOT7 7TV w7 A H—
a3x7 b E—RFERBELET,

ATvT4

UCS-A /fabric-interconnect # set
out-of-band ip ip-address netmask netmask
gw gateway-ip-address

Ty IV A E—ax s FDIPT
RLA, 2y bh~RA7, BLXO» —1
YA IPT7 RLAERELET,

ATvTh

UCS-A /fabric-interconnect# scope system

VAT A ET— RERBLET,

ATvT6

UCS-A /system # set virtual-ip vip-address

JITAADIFBIP T RLAZERELE
—g—o

ATy T1

UCS-A /system # commit-buffer

cooY Ty a BV AT ADREICD
Ty hLET,

Koo rvavrekaly bhTaE, Gty arpoUlsnEd, FTLWVEEIP 7 R
VAZHEERLET,

il

ZOBNE, WEDOT TV A BZ—ax I hDIPT RLAZEERL, (KEIPT

RLR&EEEL,

NovHrvarzaly hLT,

UCS-A# scope fabric-interconnect a

UCs-A
192.0.2.1
UCS-A
UCs-A
192.0.2.1
UCS-A
UCs-A
UCS-A

/fabric-interconnect* # scope system
/system* # set virtual-ip 192.0.2.113
/system* # commit-buffer

“IZ‘)VE! \‘/%@J[ﬁﬁ‘bi—;«o

/fabric-interconnect # set out-of-band ip 192.0.2.111 netmask 255.255.255.0 gw

/fabric-interconnect* # scope fabric-interconnect b
/fabric-interconnect* # set out-of-band ip 192.0.2.112 netmask 255.255.255.0 gw

DSRIDEEBTL I VI RDER

JTGAABEDIPVe BEET VT 4 v 7 AEEETHIEEIE. RO 35D IPv6 7 K L A % [Fk
WCEFETHZVLERSY 9, 32007 RLARR—Fy hT—27 FL 7 4 v 7 ANICERET D
VBN H Y F9,
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1524088IL7 v 20%E |}

e T TV A —axy N ADEBHKR—FDIPV6 T KL A

» 77TV vy AV H =A% b BOFERKE— O IPV6 T KL%

« 7 T AKX IPv6 (AR IPv6) 7 KL A

FIE

ARV RFERERTIVa Y

=)

&M

UCS-A# scope fabric-interconnect a

T TV T ADT 7T )T L
H—axy kN FT— RERBLET,

ATv T2

UCS-A fabric-interconnect # scope
ipv6-config

757V ADIPY6 2T 4 X
L—y gy B—REHBLEST,

ATvT3

UCS-A fabric-interconnect/ ipv6-config #
set out-of-band ipv6 ipv6-addr ipv6-gw
ipv6-gw-addr ipvé-prefix 7L 7 4 v 7 A

777 )y ADEHIPVG T KL A
F—hT A IPV6 T RLABIOR v
NT—2 LT 4 w7 AEHRELET,

ATvT4

UCS-A fabric-interconnect/ipv6-config #
scope fabric-interconnect b

Ty TV IBDT7 7TV w7 A H—
axy h®— RZBtLE9,

ATvTh

UCS-A fabric-interconnect/ # scope
ipv6-config

777Uy BDIPV6 AT 4 Fa
L—y gy T— REBtELET,

ATvT6

UCS-A/fabric-interconnect/ipv6-config # set
out-of-band ipv6 ipv6 addr ipv6-gw
ipv6-gw-addyr ipv6-prefix prefix

777V v BOEHIPVG T KL A,
F—=hT A IPV6 T RLABIOR v
NT—=0 TV T4y 7 AERELET,

ATy T17

UCS-A/fabric-interconnect/ipv6-config #
scope system

VAT A ET— REBBLET,

ATvT8

UCS-A/system # set virtual-ip ipv6
virtual-ip6-addr

75 AEDIRABIPV6 T RLAXRHEL
i‘a‘o

ATvT9

UCS-A/system # commit-buffer

N UH T a BV AT ADOREICT
Ty hLET,

boUYsvarEaIy b oL, FEHY Y Y a LU SRET, B LVEH PV T
R LRI L £,

1

WROBITIZ, WMHOEHIPV6 7 FLAZEHE L, B IPv6e 7 FLAZZERL, 7
YWy varvkEaly hLET,

UCS-A# scope fabric-interconnect a

UCS-A /fabric-interconnect # scope ipvé-config

UCS-A /fabric-interconnect/ipvé-config # set out-of-band ipv6é 2001:10::157
UCS-A /fabric-interconnect/ipvé6-config* # set out-of-band ipv6-gw 2001:10::1
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UCS-A /fabric-interconnect/ipvé-config* # set out-of-band ipvé6-prefix 64
UCS-A /fabric-interconnect/ipv6-config* # scope fabric-interconnect b

UCS-A /fabric-interconnect* # scope ipvé6-config

UCS-A /fabric-interconnect/ipvé6-config* # set out-of-band ipv6é 2001:10::158
UCS-A /fabric-interconnect/ipvé-config* # set out-of-band ipv6-gw 2001:10::1
UCS-A /fabric-interconnect/ipvé-config* # set out-of-band ipvé6-prefix 64
UCS-A /fabric-interconnect/ipvé6-config* # scope system

UCS-A /system* # set virtual-ip ipv6é 2001:10::156

UCS-A /system* # commit-buffer

UCS-A /system #
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UCS Manager O #8#;

o v LT T RREOMAER (157 =)

s v NVT T MREEICK I DB 4 R (158 X—)
o Jb— MERKR T OFERR O E (160 ~<—)

« JEL— L OMBR T oM ORE (161 X—)

« MR OHIER (162 ~—72)

TILFTF 2 MNREDOMERE

< IVFFF o MEREZFEHT S &, CiscoUCS RAA » DRERMIBHIA L T7TARNT 7 F %
AR E RN DB T 4 T 4 I EIT A ENTEE T, FTORR, AHEMRICEA
OYFA L T T AT I F v 2R IT < THOEMBEZ RSB CE 9,

~AFTF U MREETIR, BT M E LT, 77y MCoEO ) Y =2 2E) Y Th
NnNET, ool Yy —RZE, FFEOFRY —, 7—/ LW Quality of Service EF7e &
NV ET, £7o, TXTOZ—FRTRTOMBICT 7 BATEX D LT HLER WG
HlE, mr— A EFELC, RIS —PHERC e — L 2E 0 YTy HIRLEY T 5
ZLEHTEET,

~VNFTFUNEERE Ay N T v T 560 TN TOMBNEIREIZZR Y £, & EALOM
BITFICL— b T, = MUER LAY =B LT = ME T AT A&EKIZDIZ5 b D
T, ZOVATAIEENDITANTOMBTHERTEES, LarL, oMk TER SR
Vo =7 —AMEATEL0IX, FUMETENLY BRItk sk, 22X &
%Y AT LI Finance & HR & WO H Y, BRI CHEEICHFELRWE LET, 2
D54, Finance X HR fEfEICH DAY o —I13—UEH TEF, F£7-. HR IX Finance A%\ &
HARY =37 /A TEEFA, LA L, Finance & HR I H & &, — MARRIC
HHRY =S =NV A TEET,

< /VFTF FREICHERZERT 256, Sk, F2ERCEEOT THEICRD S B 1
DL Ry Ty TAIELTEXET,

s YV —R F—)

LAY v
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B <757+ rBBcsr sREm L2 aRR
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RNFFFY

MRIBICH T DB R RIAEIR

~FT T MEREEETIE, Cisco UCS IFAHARDIEE A LT, AU v —B LY Y —R F—
NDLHETE R L E T, Cisco UCS Manager |3, 7 —/MZEID B THLNTWARY —F 721X
U Y —=ZO5EME R+ D882, LT OBELFEITLET,

1.

B -

Cisco UCS Manager [Z, —E R 717 7 A L FEF2EAR Y & —I2E ) 2T 54T 54k
NT, IRESNTARORY v — LT — L OFWAETRRET,

RY =it SN s 0 EHATRE R ) Y — AN T — VINIAFIET D854, Cisco UCS
Manager [ZZ DR Y > —F 72T Y —AZEHLET, v—HL LYV THEAAIREZR Y
V= AW T = )VINIZIFAE L7254 Cisco UCS Manager (% A7 M E O BRI E) L |
A CARTOD 7 — V& fE LE 7, Cisco UCS Manager CIIMRFE M /L— MERKIZRET 5 F
TIZOFIEAL#EED KL ET,

R HI— Mk E TREIFEL, AR Y Y —2AEETR Y =R S22 0WigE .
Cisco UCS Manager |32 — U /VHERICRE Y . 77 4/ b RY O —F72XT7 740k 7—b
WCHERFRER Y YV — AR ARG L ET,

WHATREZR T 7 4V b R Y v —F I EM TR ) Y —ZANT 7 4L b 7 — /N TR
SiH L&, CiscoUCS Manager X Z DAY > —F 7213V V—A %M LE9, FEHAHEZR
U = AN T — )VINIZAFAE L7254 CiscoUCS Manager [ _EAZ & O BIAHAR B @) L,
TN bDOT =)V ERFELET, Cisco UCS Manager [THFE 23— MMHKRICEET 5 F
TIZOFIAZHYELET,

Cisco UCS Manager (%, JifH A[REZR AR Y o —F 3R RE/R Y V — A 2 BN TR T
%ﬁWEA\ﬂUéTi7 ZiRLET,

B—[EETOY—/\ T—)LLZDER

ZORITIE, TRTOMBESV— MER FOR— L~ izh v £4, 72 xiX, —
Eximﬂ4ﬁ~m\%@§:ﬁbfﬁﬁ DR A ERR L E T, Z O TI \ﬁ%
X, BEOMRRB L0V — MERRICE D Y TONER) =B XY Y —AEFIC
JEATEET,

Z OB TIX. XYZcustomer kDY —E R 7 a7 7 A L, XYZcustomer Y —/N 7 —
NDY—NEHERATHELIICERESINTWET, VYV—RA T — VLR —RNH—F
ATaT7 A NMIEDETCHND E, LFOIEREA L ET,

1.

Cisco UCS Manager |%, XYZcustomer H—/3 7 — /LN Tl A REZ Y — N ZFH~F
—g—o
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LFr+o rEEcstsrEnsangr

2. fEHATEEZR U — 328 XY Zeustomer H— /N 7 — /WZAFAET 556, Cisco UCS Manager
FZOHF—=NEH =R T u 77 A VelElfT, BREKTLES, 7=
WA FTRE 72— S3MFAE L 72 W54 . Cisco UCS Manager 3/ — R A% TR U4
ATV — SOFEZ G~ F S,

3. Jb— MERRIZ XYZcustomer —/X F— A NEENTEY ., £O 7 — VT ATHE
Y — \BEET D85E ., CiscoUCSManager |3 Z O — LW —E X 7a 77 A
VEBEM T, RBEK T LET, 7 VWNICERATREZR T — S BFAE L7220
4. Cisco UCS Manager |% XYZcustomer fHFRIZE Y . 7 7 /L RO —3 F—)L
AN ET,

4. XYZcustomer $fEN DT 7 4 v kN F— T RTRE /e — S AEIET D34, Cisco
UCS Manager (X Z DV — "L —E R 777 A VEEMT, MBEEZKTLE
T, T T A N T VI A RE 22— NFEAE L2 A Cisco UCS Manager
IFb— MEBENTT 7 40 OV — N T — L R E T,

5. b— MERENOT 7 4L b =R TF— U AT REZR T — NDEET DI A
CiscoUCSManager [ Z D — LY —E 2 Fa 7 7 A L& BEAHT, MBEKT
LET, 7740~ = VT TREZR Y — SHFELE L2 W54, Cisco UCS
Manager [3E|I D ¥4 T=7 —ZRK L E7,

il . ZEBTOY—/\ T—ILZDRER

ZORITIE, SO R L 1 o0 TR EENTWET, T2k X, b3
X, RENOL ETEMINR L TR L OZ L5 O o3 7 E# Pkt L TR 2 1ERK
TEET, ZOMKTIE, KR, BHoe—nL R o—L ) Y= T =)L B
FOBERENOY YV — =T VB RATEET,

Z OFITIL, Finance flf%IZ 2 2D Y 7k (AccountsPayable 35 & UF AccountsReceivable)
WEFENTWET, AccountsPayable (AP) kD —E 2 Fm 7 7 A /1ix, AP ¥ —
NT=NDY—=NEEHT LR ESNTVWET, VYV —AT—LERY —NR
P—ERX TFuT7 7 A MZED L TOEND & LFOBERREAEL £,

1. CiscoUCSManager |, h—E &2 707 7 A MIERZIN TS AP —R 7 —)L
T RE/ Y — N E TR E T,

2. fERAREZR Y — DY AP Y — N T — )UIZTFAET S 5A . Cisco UCS Manager (X Z ™
PN =R T T 7 A NVEBEMNT, RBEEKTLET, T IEMA
BEZR P — S3FFE L 72 54E . Cisco UCS Manager (3 1 B4 ENATIZFBE) L. Finance
sk CRI LA S — VO EE T F T,

3. Finance MfRICRI CARIO T —ANREENTEY . ZO T — /WM EE/ R —
DEFET D846, CiscoUCSManager |3 Z DY — ¥ —E R 7'a 7 7 A L% BHHE
iF, BBEKT LET, T— IR ATRERR Y — SBFE L7204, Cisco
UCS Manager 1% 1 g EAZICEE) L, /L— MR CHE CARTO 7 — VO H B2 H
NET,
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UCS Manager D#8#: |

Jo— MHFERICRI CARIO 7T — RN EENTEY . ZO7— VI e —N
DEFET D546, CiscoUCSManager |3 Z DY — L ¥ —E R 7a 7 7 A L% BHHE
T, MREK T LET, 7= MIMER TR Y — SHMEIE L7 W54 Cisco
UCS Manager | AccountsPayable fHfk (2R Y . 7 7 4/ hOY— R F— L& Gf~F
7T

AccountsPayable 1N DT 7 + /v b T — U FTRE 72— SDFET D54
CiscoUCSManager | Z DY — L —E 2 T a7 7 A Va2 BEAT, MEEKT
LET, 7740 b T AT ¥ — S MFAE L 72 W6 Cisco UCS
Manager (% 1 B&JE B2 E) L, Finance #lik DT 7 4 /v kO — N 7 — )L 2 G~
£,

Finance #likN D7 7 #+/v & 7 — T AT REZ2 ¥ — SDMF(ET 2 %58, CiscoUCS
Manager (3 Z DOV —"EH—ERX a7 7 A L EZHEIT, RBLETLET,
T 7 H v N T ER AR Y — N DMFELE L7204 Cisco UCS Manager (3 1
Bfg EALICRE L, v— MO T 7 4L DY — N T L E T,

No— MERENOT 7 vk =R T U AT REZR = \BFET DA
CiscoUCSManager [ Z D — N —E 2 T a7 7 A L& BEAT, REEKT
LET, 7740~ T — VIR ATREZR — SR L7 W56, Cisco UCS
Manager (3E| 0 4 C=7 —% KL £7,

JL— M Ef T OO E

FIE

ARV RFFEERTIVa Y E:9)

Z 5w 71| UCS-A# scope org / — MifkE— FE2BR L4,

ATy T2

UCS-A /org # create org org-name

Jb— ik I IE IR & AU TR A VERR
L. $5E L7k Tkt — N 2BRs L
£7,

GE) B BT — N5 B Rk
EF—RNIBHLE, av R
Ta s MIEFEINLEY
/\-/O

ATvT3

UCS-A /org # commit-buffer

N oW I a ey AT AOREICD
Ty hLET,
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51
WOHNE, root#lk D T IZ Finance &\ 2 A FTOFMGREZER L, TV rvar iz
Ty hLET,

UCS-A# scope org /

UCS-A /org # create org Finance
UCS-A /org* # commit-buffer
UCS-A /org #

JEIL— b DRI T DR D ERE

Flig
avy REEEF7OVa Y B8
AT w71 |UCS-A# scope org/ N— MEfE— REBRB L £,
AT 72 |UCS-A Jorg # scope org org-name BB Lot — N2m L E
7
GE) B DT — R o B OFEHE
FT—RKIBsLE, a~v K
Tur P MIEFESREY
/\Jo
AT 73 |UCS-A/org # create org org-name FHRTERE SNV — MR T IO®IN S
NI A ERL L. 878 U 72k TR
£ — F%%ﬁﬁébi—g«o
AT 74 |UCS-A/org # commit-buffer N a B AT AOBREICA
Ty hLET,
151

W DOFIE, NorthAmerica #H## > F|Z Finance &\ 9 ARTOMERZER L, N7 o2
Varzaly hLET,

UCS-A# scope org /

UCS-A /org # scope org NorthAmerica

UCS-A /org # create org Finance

UCS-A /org* # commit-buffer
UCS-A /org #
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| R

#H 8L D HII R

FIig
ARV KRFERERETY VY =[]
AT 71 |UCS-A# scope org/ J— MEARE— R Blta L ET,
ATy J2|UCS-Ajorg # delete org org-name FEE Lok A BB L E 9,
25w 73| UCS-A Jorg # commit-buffer FNIUH T a B VAT LOREIZT
Iy hLET,
11
WIZ, Finance &\ 2 4 ATO /N — MARE FOMBAEHIBRL, hFoHFrvarzaly
FELEIZRLET,

UCS-A# scope org /

UCS-A /org # delete org Finance
UCS-A /org* # commit-buffer
UCS-A /org #
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Cisco UCS Manager 72573y 7 7w T Z2FATT HIGEE. VAT ARESERETIZEO—HD
AFyTFrvay bEERL, £EDOT7 7 ANV EFRy NT—2 EORGFNCZ 7 AR—FLET,
Cisco UCS Manager il L CH— NIZT —H 2NNy I 7 v 75 LT TEEHA,

Ny 7T v E, VAT ANEBHENTEEL TWAMICFEITTE X, Nv o7 v FHEET
. BET L= O OERIETPRIESNE T, N2 T v E, —"F IRy hU—
7 NI T4 o ZIIIRELEY A,

INV DTy TIREDEEEIE L HEEIE

Ny 7Ty THIEEARRR T D80T, ROZLZBRFLTIEIN,
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B ro7osrosasacressE

NV D7y TOBFR

Ny 7T TEFTE X, Cisco UCS Manager TRy 7 7 v 77 A Va7 AFR— T 5
Fy N =7 FEOSEEERIZ T AN E D LTI, RNy 27 v FEMEX R T v
T A NERGETHHTT L1 O LMERTE A,

N7y T IT74 I EEEZDETHEM

T ANHEERLRNWTAy 7T v TEIEZH/FATT 5 L. =N RIZT TITHFET D
7 7 A V) Cisco UCS Manager (IZ X > T EEXINET, BMFEORNY 7T v 7 77 A LM
FEXINDZOEERET DI, Ny I T v TEEND T 7 AN EEET D, BEFEO
77 ANERDOGFTICa = LET,

NV T TDERDEAT

R CHBATICR L CHEEFIEO NNy 7 7T v T2 FIT L, T AR—FTEET, Xv I T v
TEMEEBEFEITT BRI, Nl T v ¥ AT HERLET, #llEzFS L, F-8F
DRI T T T7ANNEEEINDIOEBRETHT-DIC, 77 ANAEERTDHI L
PHERE L ET,

S EE WASTE, b &
FANINy 7T v TEIEEAER L, N 77 v 7% FATT DRI 5 £ CHEIREA
MOFEFFICLTEL Z EMNTEET, Cisco UCS Manager 1, /N 7 7 v T HAIEOEEIR
ERFEIMESNDE T, Ny 77 vy 7R RF, RET 7 ANVDT T AR— FE2FETL
FH A,

3 VAR )
ZZNy I Ty FIXFTTEER AL

TEWKEDNY I 7y TOREEL
INAT— RIpEOWEERN I VT THRARCTZI AR FENDL T ERRNEIIT, 5
BIRED NNy 7T v T II S S vE T,

NG T TRYD—EBHEDII XKR— b+ KR S—DFSM 2 XY
[Policy Backup & Export] % 7 C [Backup Policy] & [Config Export Policy] D i 5 & &% 7E L |
WHFDORY =@ UARRA M AT %5 &, CiscoUCS Manager(3: [Backup Configuration]

NR=UTI1OONY G Ty TBEOBREIER L CHITOX A7 2FITLET, ThEhD
AU —FETITIE, EBDOFSM Z A7 350 £H¥ A,

BARY L —DEBD ESM Z A7 Z#xd 5121%. DNS ¥ — 2 [E U FTP/TFTP/SCP/SFTP
= NEHT IR A MM VT AZERTEET, KIZ, NI Ty TRYS—|C
1 ODOFRA M EFHL, REIYRAR—F R O—IZBDOFRA M TEET,
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| "vo7yTesEn
Ryo 7y FREE A vfi— rarcpEL1—v o—L [

NV Ty T 4 oR— MEEICELR - O—
)L

Ny 7T v TEEEA U BR— MEZIER L, EITT 5123, BBl — L 2Ro2—F T a0
M RBETT,

INY DTy TEREDERK

4R SRS
Ny T T F—="DIPVET FLURAEIZFIPVe 7 FL ALK ORGEY LT v v L2 HUfG L
£,
FIr
ARV RFERERT IV a Y E:p)
ZFw 71 |UCS-A# scope system VAT ' FERMLET,

A Fw 72 |UCS-A /system # create backup URL | X 77 o FHEAERVER LET, ROV
backup-type{disabled | enabled} PR HER L TRy 77 > 73
577 AND URL Z#48E L E T,

* ftp:// username@hostname [ path

* scp:// username@hostname [ path

* sftp:// username@hostname | path

* tftp:// hostname : port-num | path
backup-type 51321, IROWT 0D
EafRETE £7,

+ all-configuration : H— /B53H
777V 7B, AT LBEEO
REENY I T v T LET,

logical-configuration : 7 7 7'V
IBIOY—ER Ta77ALD
BREDOREE N 7T v 7 LET,

system-configuration : > A7 AR
BOREZ Ny 7T v 7 LET,

full-state : = 4 A% U H YD
7292 Full State N> 7 7 v 7% L
iTO
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Rys7vren |

ARV RFERETIVa Y

B8

GE) « Full State /N> 7 7 v
7T ANEA
N— MEREALEH L
TAVHR—FTEE
A, ZHIE,
777V A
H—axy NOBRE
EEITLT HTZDIZD
HERENET,

Full State /N> 7 7
T T ANEFERHL
2B DI, Ny
IT T T AIND
T AR— hTD
AT NEFES—
TarEFTLTD
HY AT LEEITT
=FET,

BEDONR Y 7T TEERARF CEET
M. FARA NGO X 1 FREOBRES T
MMEFEENET,

enable X — 7 — R&fEH L7I2GG, Ny
77 v 7TEAEIE commit-buffer =1~
REANTHETICHEIFEITESNE

7. disable ¥ —7 — F&fiHT 5 &,

Ny 7Ty TERIETANC SN D £ THE
ITSNEREA, N 77T v THIEEER)
2T DA, Ny 7Ty TEEEERT
HEXIMERALIZAA N ERET D
ERH Y ET,

ATvT3

UCS-A /system # commit-buffer

N rvarEaly bLET,

1

WORFITIL, WA N4 host35 [Zx13 5 disabled all-configuration /3~ 7 7 7 B /E & {E
L, ¥ rvariealy b5 hEERLET,

UCS-A# scope system
UCS-A /system* # create backup scp://user@host35/backups/all-config9.bak all-configuration

disabled
Password:
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nyy7yTaozs [

UCS-A /system* # commit-buffer
UCS-A /system #

Ny DTy TRIEDELT

FIE

ARV RERET7TI 3y B#Y
Z 5w 71 |UCS-A# scope system VAT A E— REBGLET,

R 72 | UCS-A /system# scope backup hostmame |15 LT-7 R A NG TY AT AN 7T
70 t— F‘%F’ﬂﬁébi—g«o

Z 5w 73| UCS-A /system/backup # enable Ny 7T v TEEERDCLET,

(G¥)  FTP, SCP, SFTP ZfiH 4 %
Ny 7Ty TERETIE, SR
T —RDOANN%ERDBIVE
T, hTr¥rvarvika
Iy FTORNIANAY — R&
ANLET,

AT 7 4 |UCS-A /system/backup # commit-buffer | NS %7 302233 v N LET,

il

WIZ, host35 LW I Ny 7Ty TEEZAMICL, SCP 7'u ha/LbD/RAT — K& A
N, v rvavazaly b o612 R"LET,

UCS-A# scope system

UCS-A /system # scope backup host35

UCS-A /system/backup # enable

Password:

UCS-A /system/backup* # commit-buffer
UCS-A /system/backup #

NI Ty TIRIEODER
N0 T v TBEZEELT, IOy I T T XA TDT7 7 A4 NEEDGFNREFE LD,
HIONRY I T 9T T7ANNEEE SNV T 7 ANALEZER LD THZ LN TEE
—é—O
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FIE

Nuo7yTetr |

ARV RFERRTI Y

E[:)

ATy T

UCS-A# scope system

\:/X?A £ — F%Fﬁﬁébjﬁj‘o

ATvT2

UCS-A /system # scope backup hostname

Ty R LT

ATvT3

(&)
disable

UCS-A /system/backup #

Koo H T aroaIy Mg Ay
77y TEEN BEIIZFEIT S e
KT 2oz, A>T D
Ny 7Ty TEAEZ BN L ET,

ATvT4

(&) UCS-A /system/backup # enable

vV varEaly hTbE,
72BNy 7T v TEENRFEITSN
HE ol LET,

ATvTh

(f:E) UCS-A /system/backup # set
descr description

Ny 7Ty TERIEOBM ZHEE L%
‘a‘o

GE)  BHNCAR—R | FRERSCF
FlRITAFANEENTND
St ORI fF %
FBRERHY 3, 51H
L. show =<2 FH D
BT 4 — L RIZIXFE RS

FHEA

ATvT6

(fEE) UCS-A /system/backup # set
protocol {ftp | scp | sftp | tftp}

JE— F =L OBERICHEHTS
7 harEEELET,

ATy T17

(fIE) UCS-A /system/backup # set
remote-file filename

N DT TTHHRET 7 A VDL
ZREELET,

ATvT8

(&) UCS-A /system/backup # set
type backup-type

BT 20 27 T 77 A NVDHA
TEREELET, backup-type 55T

X, ROWTNOEEZFRETE £

—§—O

s all-configuration : H—/ BE,
777Uy 7B, AT LRE
DEEHE NI T v T LET,

* logical-configuration : 7 7 7' VU v
IBLIOY—ERATBT 7 A LD
BEOREL NNy 77 v LE
7o
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nyy7yaknzE [

ARV FFEREETIVa Yy

E:)

* system-configuration : > 27 AR
HOREZENNy 7T v 7T LET,

e full-state : = 4 A U AU D
729IZFullState /N> 7 7w 7% L
*9,

GE) e Full State N 7 7 >
7T AL
R— MEREREER L
TAVAR—FTEE
T, TiLHIE,
77T Vv I A
X —axy FOERTE
EEILT HTDITD
HEHSNET,

Full State /X~ 7 7
T ANERMRAL
LT DI, Ny
TT T T AND
T AR— hED Y
AT L ERL/N—
VarEFTLTD
LY AT LEEITLT
xFET,

ATvT9

(fI=&) UCS-A /system/backup # set
preserve-pooled-values {no | yes}

vHBA WWPN, vNIC MAC, WWNN,
UUID 72 £, 7=/ Bl &7z ID
EWAENRY 7T v T TIRFETDE D
ERELET,

ATy 710

(&) UCS-A /system/backup # set
user username

VAT ANBY F— hY—Dnr s A
NS DEMEDDH D a—VL a2 R
ELET, ZOFIEK, TFTP7'1 k=
NEMERT2HAICTEHE S EY
oo

ATvIN

(&) UCS-A /system/backup # set
password

Enter ¥ — %3 L XRTU—F%EA
NTd LTI NET,

UE—h P —RO2—FLZLDI/RNAT —
RERELET, ZOFIEL, TFTP Y
2 kaEfEHTA5E A S
FHA,

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .



B o7 Tsronn

Ny o7y TEER

ARV FFEREETIVa Yy

S

ATvT12

UCS-A /system/backup # commit-buffer

oY rvarvezaly bLET,

il
wIZ,

FHEHZ B, host35 Ny 7 7 v 7 EO T ha, a—H4 . BLUOVIX

U—RaZHL, NI rvarzaly MaflaRLET,

UCS-A# scope system

UCS-A
UCs-A
UCS-A
UCS-A
UCs-A
Password:

UCS-A /system/backup* #
UCS-A /system/backup* #

/system # scope backup host35
/system/backup # set descr "This is a backup operation for host35."
/system/backup* #
/system/backup* #
/system/backup* #

set protocol sftp
set user UserName32
set password

commit-buffer

UCS-A /system #

N DTy TIREDHEIR

FIE

set preserve-pooled-values no

AU RFERETOVa Y

B8

&

UCS-A# scope system

VAT A ET— RERBLET,

ATvT2

UCS-A /system # delete backup /ostname

FELLEARA DNy 7T > THNE%
HIER L E9,

ATvT3

UCS-A /system # commit-buffer

NI YrvarEaly bLET,

il

RIZ, host3S LWVIRA MOy 7 T TERIEEHIBRL, " ¥rvarvkaly
N BB AR LET,

UCs-A# scope system

UCs-A /system # delete backup host35
UCS-A /system* # commit-buffer

UCS-A /system #

REa—)LiIN\vHFyT

WDEAT DN T T T oAl 2—195 892 CiscoUCSIZARY —%RETEET,
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* Full State

+ All Configuration

MR AT ORI T v TIIAT Y 2a—LTEFER A,

NI T T RAT

Cisco UCS Manager 35 & O Cisco UCS Central TiZ, RO X A T D 77 v 7T % 1 DLLEFELT
TEET,

 [Full state] : Y AT LA BIEKDAF v T ay "BREENDI LT T A0, ZONRy T
Ty EVERSNEZT7 7 ANEFRH LT, T4 AZ VBRIV AT A%&EITLT
XET, TOT7ANMIKY, DT 7TV v I A F—axy N ETREELEILETIZ

HETxET, Fo, o777V v I A0 F—axy NETHREEZHNTHZEHT
EFET, TOT AT, AR —MIIEATETEE A,

A\

GE)  FullState Nv 77 v 7 T7ANEFER LGSO, Ny
T T FAINDITT AR— hnw/XTAkHLAwVaV%
EITLTWAB VAT AEE T TEET,

* [All configuration] : T X TD I AT LAGKE LB ENZENDL XML Y7 7 A /v, ZD/\y
IT LV AER SN 7 ANVEFEHALT, INLOREEZTLOT 7T Vv T AV
Z—ax ) NEREFRO7 77V 7 £ F—axy MR- TEET, ZOT77
ANE, VAT AOEFRIZIIMFEHATEEYA, 2077 A NI, B— D AEIEEI N
2—HFDNRAT— RIEFENET A,

* [System configuration] : = —H%4, @—/L B — AR EDTXTOUAT ARENE E1
H5XML 77 AN, ZONy T TRV ERSNTZT 7 A VEFALT, ZnbOR

EETLDT 77 Vw7 A F—axy NEFMNOT7 77V v 7 A F—axy MNIA
UR—=FTEET, ZOT A ML, VAT LOETITITMEHTE EE A,

* [Logical configuration] : #—t & 7’117 7 A /L, VLAN, VSAN, 7—/L KU —7/r LD
FTRTOMBRENZEND XML 7 7 A /by ZONRNy 7T v XD ERSNTZT 74
NERLT, TRNODOREEZTD 7 77V v 7 A F—axy NERIEFHOT7 77 >
JAE—=aXy MIA VR—FTEET, ZOT7 7 A ML VAT LOETITIIMEM T
TEHA,

Full State /\v o 7w J K1) —
Full State Nw 7 7 v 7RI —2FEHTHE, VAT LABEDORAF v T3y NOEMIL

FullState N 7 7 v 72 AP a—)L 35 Z LN T&E T, FullState /N> 7 7 v 7 %47 5 R
WX, BELL, WELL, FRIEEBEA CRETE ET,
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. FullState /Xy 7 v TR —DERTE

Cisco UCS Manager I%, VE— K b= EDNRY I T o7 T3 A NVDERKRKE MR LET,
maxfiles /X7 A — % [X, Cisco UCS Manager % Cisco UCS Central |28k % & XTI E
9, maxfiles 737 A — & |3 Cisco UCS Central T —HFNFETE 5,37 A —H& T, Cisco UCS
Central ICIRTFT DN I T o7 77 ANVOEEFHIT L £,

Cisco UCS Manager 7° Cisco UCS Central (IZB RSN TE LT, 2—FNVE—F NI T v
Y= I T T T ANERFELTWDEE, Ny 2T v 77 A/ Cisco UCS
ManageriZ L > TEEINEHA, VE— b~ OV — NEFHEX, 74 A7 EHAREZEN
LRI T T TrANOa—Trya w20, LWy 7T v 7 757 A VHOMER
R T DMENH Y £7,

FullState /Ny o 7w T R O—DHETFE

1R BRI

Ny T T H—"DIPvd T RLAEILIPv6 7 RLZAB IO LT ooy L2 B L

£7,

FIE

ARV RFERETI Y

E:)

ATy T

UCS-A# scope org org-name

fRE Lok O ET— FICAD &
I — MHEE— N2 BT 51
. org-name \Z | Z ATILET,

ATy T2

UCS-A /org # scope backup-policy default

All Configuration =27 AR — k ARV v —
T— NZBHLET,

ATvT3

UCS-A /org/backup-policy # set hostname
{hostname | ip-addr | ip6-addr}

Ny 7T 7R =B E T
DGFTORA NG, IPv4 E 721X IPv6 7
NL2EFRELET, Jiudx, ¥—
N, AL =T LA, a—hV KT
A7, FlF 77TV A —2
X7 "B F Y NT—IRBTT 7R
AREZAEE DB A I [FEE AR AT 4
TRERHY ET,

. Cisco UCS Manager ') ') —X 407 FE X FL— a3 VEE (CLUA) A4 F
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Full State /v 5 7 v 7 KU o —0&E [

ARV FFEREETIVa Yy

E:)

GE) IPv4 2 IPv6 7 K L AT/
SRR M EHERT 254,
DNS % — &R E T 2 BN
HV F9, CiscoUCS FAA
> 7 Cisco UCS Central (2%
FRZALTUWRUY, FE72ILDNS
BEAO—HILICHESNT
WA AT, Cisco UCS
Manager "C DNS $— /& 3% &
LF9, CiscoUCS RAA v
23 Cisco UCS Central {2 8§k
NTWT, DNSEBEN [
7 —/3L (global) JIZERE &
NTWDEEIL, Cisco UCS
Central © DNS H— % E
LET,

ATvT4

UCS-A /org/backup-policy # set protocol
{ftp | scp | sftp | tftp}

UE— =L OBERHIHHT 2
o havERELET,

ATvTh

UCS-A /org/backup-policy # set user
username

VAT ABRYET— N —~Du J A
NMEHT DM EDH D a—V 4 &R
ELET, ZOFIAIX, TFTP 7' 2 k=
NEFERTLIHEEICITEA S ESE
o

ATvT6

UCS-A /system/backup-policy # set
password

Enter ¥—% 4 &, AT—RF%EA
NIz E oI EzT,

VE— M —_"O2—HFLD/RAT —
FEfRELET, ZOFIAIL, TFTP
o haLEFEHTL5EE A S
FHA,

ATy T17

UCS-A /system/backup-policy # set
remote-file filename

Ny I T T Tr7A DTV AEEE
ELET, 2074 — N KRiZiX, 77
ANGHENRREZODL LN TEE
T, T ANLEERTLE, Ny
Ty T FIEIZL ST, 77 A NVICATHI
NED LB THENET,

ATvT8

UCS-A /system/backup-policy # set
adminstate {disabled | enabled}

WY —OFEHREEZEELET, K
DTN T,
* enabled : Cisco UCS Manager [,
[Schedule] 7 4 —/L K CHE S 4172

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .
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ARV FFEREETIVa Yy

S

AV a—VEMH LT ANy
T T A NETT AF— KL
i‘a‘o

« disabled : Cisco UCS Manager %
Ty ANETT AR—FLEYE
}Vo

ATvT9

UCS-A /system/backup-policy # set
schedule {daily | weekly | bi-weekly}

CiscoUCSManager 233> 7 7 > 7 7 7
ANEZT AR— MTHHEAREL
£

ATy 710

UCS-A /system/backup-policy # set descr
description

RNy 7 o7 R —OFAEIREL
E

256 LFLLFCANLET, kEBRL
EEDOFEITIAR— R T
£9, (T FEEE) L\ (RN
JATyva) N (¥ Ty

M) oL (ZESIAM L= (FE)
> (K7e0) | < UhZev) | £2iZ
" (—ESIHM) IR TE EEA,

ATy 7N

UCS-A /backup-policy # commit-buffer

Noo¥rvarvezaly bLET,

il

WOFITIX, BENONRY 7T v 7O 0 fullstate Ny 7 7 v 7 R o —ZHE

L. bV rvavwzaly bTahEEZRLET,

UCS-A# scope org /

UCs-A
UCS-A
UCS-A

/org # scope backup-policy default
/org/backup-policy # set hostname host35
/org/backup-policy* #

set protocol scp

UCS-A /org/backup-policy* # set user UserName32
UCS-A /backup-policy* # set password

Password:

UCS-A /backup-policy* # set

UCS-A /backup-policy* # set adminstate enabled
UCS-A /backup-policy* # set schedule weekly
UCS-A /backup-policy* # set

UCS-A /backup-policy* # commit-buffer

UCs-A

/backup-policy #

remote-file /backups/full-statel.bak

descr "This is a full state weekly backup."”

. Cisco UCS Manager ') ) —X 407 RS =X FL—2 a3 UEE (CUA) A4 F
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All Configuration T X7R— b R L —DEEE .

All Configuration T4 X7R— k 7R1) O —DERE

18 BRI
Ny T T = DIPv4d 7 RLUAEILIPV6 T RLABLUREREY LT o v v Vv ERS L
£,
FIiE
AV RERETIV3 Y B#)
AT v F1 | UCS-A# scope org org-name FEE LIk OB EE— FIZAD £

T, — MEE— FZBRtaT 21
X, org-name \Z | & AT LET,

Z 5w F2 |UCS-A forg # scope cfg-export-policy | All Configuration = 7 A H— k A U o —
default T— R&EBHBLET,

AT w73 |UCS-A /org/cfg-export-policy # set a7 4K alb—a T AV
hostname {hostname | ip-addr | ip6-addr} | s S TN BIEFFDOR A R4 . IPvd %
72IXIPV6 7 RLAZFRELE T, i
Wik, =" AL =T T LA,
n—AN RIALT, FEI777 V>
JAUHE—ax T ERRy RU—T %
MTT 7 & AW REREE OB /&
KIABAT 4 T2 ERDHY 77,

(F)  IPv4aX°IPv6 7 KL A Tidie
AR M EHERT 54,
DNS % — &R E T 2 BN
HV E£79, CiscoUCS RAA
> 7 Cisco UCS Central (Z%¢
STV, 721X DNS
BEAO—AILICHESNT
WA AL, Cisco UCS
Manager C DNS $— 3% 3% 7E
L7, CiscoUCS RAA
23 Cisco UCS Central {28 fk
N TUWT, DNS BN [
7 —/3L (global) JIZFRE &
NTWD AL, Cisco UCS
Central C DNS H— %3 7E

LET,
XFw 74 |UCS Alorg/cfg-export-policy # set JE— R H—RLOBERICHEAT A
protocol {ftp |scp [sftp [tftp\\ 7o kA EAEELET,

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .
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Rys7vren |

ARV FFEREETIVa Yy

S

ATy TH

UCS-A /org/cfg-export-policy # set user
username

VAT LAWY E— R spu s A
ANEHTHIVEDSH D2 —F 4 %48
ELET, ZOFIAIX, TFTP 7' 2 k=
NEFATHHEAICITEE ST
g

ATvT6

UCS-A /system/cfg-export-policy # set
password

Enter ¥—% M9 &, NAT—F&EA
Ak AR R =% 4 = B

JE— kP — RO —PLDI/NA T —
FEfELEd, ZOFIEE, TFTP
o havEERHT A5GEICIdEA S
FH A,

ATy T17

UCS-A /system/cfg-export-policy # set
remote-file filename

T AR— Iy 7 4 X2 b—
ar I rANDINNAEIEELE
T, ZDO7 44— RIZiX, 7rAV4
ERRAEEDDHZENTEET, 77
ANGZERETDE, NI T v TP
NHIZ Z > T, 77 A NMZARINED Y
THNET,

ATvT8

UCS-A /system/cfg-export-policy # set
adminstate {disabled | enabled}

R —OEBREEZEELET, K
OWFTITR Y £,

* enabled : Cisco UCS Manager /3,

[Schedule] 7 f —/v K CHE S iz
RV a— A LT E R
B AR—FLET,

« disabled : Cisco UCS Manager (%1%
WExT s AR—FLEHA,

ATvT9

UCS-A /system/cfg-export-policy # set
schedule {daily | weekly | bi-weekly}

Cisco UCS Manager 235% iE [H# & = 7 A
N— T HHEZEELET,

ATy 710

UCS-A /system/cfg-export-policy # set
descr description

a7 4 X2l —Ta Ty AR— b
RN —DFAZEE L £,

256 LFLLFCANLET, kERL
FEEOLFEEITANR— AL T
T3, (TZBVFEE) L\ (Ny
IATya) N (Fv¥Tv

b oo (CESIUAF) = (FR)
> (K7eh) | < UhZeb) | 0%
C(—ESIRM) I TE EE AL

. Cisco UCS Manager ') ') —X 407 FE X FL— a3 VEE (CLUA) A4 F
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All Configuration T4 R7K— k K1) > — .

ARV RFERETI Y S

A7 711 | UCS-A /efg-export-policy # N s varEaly bLET,
commit-buffer

il

WORFITIL, WHENLO/Ny 7T v 7 Di=Hd All Configuration =7 AR— K KUY 2—
EREL, b s varvEzaly NTAHEERLET,

UCS-A# scope org /

UCS-A /org # scope cfg-export-policy default

UCS-A /org/cfg-export-policy # set hostname host35

UCS-A /org/cfg-export-policy* # set protocol scp

UCS-A /org/cfg-export-policy* # set user UserName32

UCS-A /cfg-export-policy* # set password

Password:

UCS-A /cfg-export-policy* # set remote-file /backups/all-config9.bak
UCS-A /cfg-export-policy* # set adminstate enabled

UCS-A /cfg-export-policy* # set schedule weekly

UCS-A /cfg-export-policy* # set descr "This is an all configuration backup."
UCS-A /cfg-export-policy* # commit-buffer

UCS-A /cfg-export-policy #

All Configuration T4 X7 R— k 7R1) & —

All Configuration /N 7 7 v 7 iR Y L —"TlE, EHIRNY 77 v TH2 AT a— L, T
TOVAT LRELMBREL T AR—FTEET, ZONY 7T v 7L, = LREGEE
SN —HFORAT— RIEENER A, All Configuration /N 7 7 v 7 %47 5 lf@lx, H
L, REAL, E7IIREBEM TRETE 75,

CiscoUCSIE, VE—bFH—NEDODNRY I T T 77 A NORKBEHEFLET, ZOHERE
z25&E, CiscoUCS Tl bE WAy I T v 77 A VE EEXLET,

NI TYTITHORR—FDHBEFEIIA VT DHETE

FIE

AU RFERETIVa Y =)

AT 71| UCS-A# scope org org-name FRE Lok O EET— FIZAD £,
Jb— MEREE— 2B 2121,
org-name \Z | Z NS L ET,

AT 72| UCS-A /org # scope backup-exp-policy Ny I T T AR— FRERY >—
E— NEBABLET,

X v 7 3 | UCS-A /org/backup-exp-policy # show DR 7T > | AR— DK
ERY v —2FRLET,

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .
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ARV RFEREET7TOVa Y BHY
25 7 4 | UCS-A forg/backup-exp-policy # set AU L — DEIRIEAEE LET, KD
adminstate {disable | enable} WERMICAR Y E9,

« enable : Cisco UCS Manager |%. &
E SRR Ny 77 > 70832
ITSNBRNGRICT T —&EE L E
R

« disable : Cisco UCS Manager I%. &
TESIZHIRINIC Ny 7 7 735
Ta3ne< T 7 —ZEH L EH

/Vo
R w 75 | UCS-A /org/backup-exp-policy # set Ny 7T v THEITH LHEHMENAHET
frequency Number of Days DOAKAEEEELET, 1 ~365 DK%
ANTLET, 774/ MEIL 30 HFT
7
AT 7 6 | UCS-A /org/backup-exp-policy # N H s varyEaly bLET,

commit-buffer

1

W, BIEDONy 0T v P/ AR—FORERY O —ZMR L., UV~ A ZOHEE

EEEL, hTUoY s varEay bTAHIEZRLET,

UCS-A# scope org /

UCS-A /org # scope backup-exp-policy

UCS-A /org/backup-exp-policy # set frequency 5
UCS-A /org/backup-exp-policy* # commit-buffer
UCS-A /org/backup-exp-policy #

1 VIR— Mgk
A VR— b

WONWT PO FIEIZL Y | CiscoUCS Z LTV AT AFKELZA VAR— ML TT v 75—k

TEET,

«[Merge] : £ VR—hENTar 74 Xalb—3ary 77 A AOHRIL. OB TR B
L shEd, FRB—BELARWVWGESIE, A v A—FrShlcar7 s Falb—var

7 7 A VO T Cisco UCS KA A DIFHMA EEE S E,

* [Replace] : BIEDREHFHN, A v A—bhEhimar 74 Falb—rvar 774 LOFEH

T—EIZ1ODF T V27 MZOWTEESHZ bNET,

. Cisco UCS Manager ') ') —X 407 FE X FL— a3 VEE (CLUA) A4 F
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1 —tzz i

A4 UiR— FEEE

CiscoUCS b7 AR— b E&Nizary 7 4Xal—val 77 A 0VEA VR—FT&ET,
77 AL, B CiscoUCS WO 7 AR — R ENT-HLDOTHAVETH Y FH A,

A\

GE) oV ) —2AnE FOU YV —R IR EEZA LV R— T A2 LIZTEXEEAL

A UR— MEREIZ, T R_TOa v 74Xal—vary 770, VAT AT 4 FX¥al—
var ZrAN, BXUOBHar 7 Xal—ay Ty A LVTHEATEET, £ R—F
X, VAT LABRT v RET, BEIFICETTEET, A A — MEEZ Lo THERPEE S
NoH0IFE, BEHTL—2FTT, 4R — MMECL > TUTbILd —HOER (— NZE
DU THNIZINICIZHT HAET L) IZXV, =DV T = ERIXNT 7 1 v 7 2l
T HMOENERTOND Z LBV ET,

A VR—= MMEZA V2=V TEEHA, R0, A4 VU R— MMEZRTD > TER L, 0
AV R— N OFEITHEE NI S F CREIRRIERZ T A E— T LOFFICLTEL T EIFTEET,
CiscoUCS 1%, BHRENA X — T NVICRESNDHET, a0 74 Fal—ar 7702
K LTA A — MMEZFITLER A,

AVR—=MMEZ, 2074 F 2L —a b NI T v Ty ANERGET DHITZEIT1
DOLNRFFTE EEA,

A4 vik— MRIEDERL

TNVAT =k NI T v T7AMIA LV HR—FTExFEHAL, KO T 4 X2l —va v
TZ7ANLDONTIEA AR — R TEET,

* All configuration
* System configuration

*Logical 2> 7 4 ¥ a2 L —a v

1R BRI
I T 4 FXal—ary TrANEAUR— T AHIZIE, ROBREZINELFT :
Ny T TP —NROIPT FLABLOEIEZ LT vy b

s Ny I T T T 7 A NDEEEHL

FIE

ARV RFERERTIVa Y E[:9)

Z T 71 |UCS-A# scope system VAT A E— RERBLET,

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .
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ARV RFERETIVa Y

B8

ATv T2

UCS-A /system # create import-config
URL {disabled | enabled} {merge | replace}

A vR— MREZER L ET, IROWT
NOOHELEFEHALTA VR— a5
77 AL® URL #HEELET,

* ftp:// username@hostname | path
* scp:// username@hostname [ path
* sftp:// username@hostname | path

o tftp:// hostname : port-num | path

BEDOA R — MEERFETE ET
D, AR A RO E VREAOBRIEZ S
BRFSNET,

enable X — 7 — R&fif L7254,

v AR— NEEIX commit-buffer =~ >
NEANTHETICHEIFERITSNE
9, disable ¥— U — F&fEifHT 5 &,
A VR — MREIIANC SN D F TET
SHERA, AR — MNEEZAEDCT
%6, A VAR — MREERERT D & &
W L72AR A M2 ET 203D H
nET,

merge X — 7V — N&EfEHT5 L. &E
THHRPEFOEHR E~— SNET, B
BT 6. BUED T AT A EOEH
W, A VR— MRET 7 A4 VHADIERIZ
EEH|Z OIET, replace ¥—U— K
TS E, VAT AIEA UR— MR
EZ77ANVNOEAT V=7 N aETtE
L, BiffOar7 4 Falb—ra  HNO
RIGTHA T2 b EEXLET,

ATvT3

(ff) UCS-A /system/import-config#
set descr description

A AR —= MREOBHETRAL 7,

GE) AN A= FEERICE,
FITAREERDBEEN TN D
B, S ORI G %
T o0ERH Y £3, 51H
X, show 2~ KA DL
BHZ ¢ — RIZiZEREINE
A,

ATV

UCS-A /system/import-config #
commit-buffer

N YrvarEaly FLET,

. Cisco UCS Manager ') ') —X 407 FE X FL— a3 VEE (CLUA) A4 F
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1 vti—riptroxi [l

il

WOBNL, BIEODa L 7 4 X2l — g U EEIHZ HEINIREDO R R M4 host35 O
A4 R— MRERER L., P rvarEaIy FLET,

UCS-A# scope system

UCS-A /system* # create import-config scp://user@host35/backups/all-config9.bak disabled
replace

Password:

UCS-A /system/import-config* # commit-buffer

UCS-A /system/import-config #

[o] [ | e I A
14 iR— FMRIEDZET
TNVAT—bM X079 T7AMFIA L HR—FTEEHA, WO T 4Fa2l—T3g
T ANDONTNEA VR — R TEET,

* All configuration

* System configuration

sLogical 2> 7 4 ¥ 2L —T 3

FIE

ARV RFERERT IV a Y B
ZFw 71 |UCS-A# scope system VAT A E®—RERBLET,

25w 72 |UCS-A /system # scope import-config  |$5E L7- KA ML CTU AT AN I T v
hostname 7 E'— RERBLES,

R w 73| UCS-A /system/import-config # enable A VAR — " NEEERAZIC L E T,

AT v 7 4 | UCS-A /system/import-config # Nov¥rvavizaly LET,
commit-buffer

il

WIZ, host35 EWVH R A MK LA VilR— MEZAEIC L, vV a sk
aIy M5l RLET,

UCS-A# scope system

UCS-A /system # scope import-config host35
UCS-A /system/import-config # enable

UCS-A /system/import-config* # commit-buffer
UCS-A /system/import-config #

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .
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A4 ViR— MRIEDEE

FIE

Rys7vren |

ARV FFEREETIVa Yy

S

&

UCS-A# scope system

VAT A ET—RFERBLET,

ATvT2

UCS-A /system # scope import-config
hostname

BELEERA M TUAT LA VR—
harv74¥al—aryEv—FKaH
WBLET,

ATvT3

(&)
disable

UCS-A /system/import-config #

NV aroasy MERZA
A— NEREDNBEBIICE TSRO K
T HDIT, Ao TWnHA
VIR— NREE N L E T,

ATvT4

(&)

enable

UCS-A /system/import-config #

f:fit)&:/]) ,‘/ﬂ:o»—- ]\%EéﬁEZﬁgﬂ%??éhé
EolcLEd,

ATvT5

(fEE) UCS-A /system/import-config #
set action {merge | replace}

A VR — MREIZHEAT 2R OWT
MOT 7 ar A TEBELET,

* Merge : it E 15 MO EEAF O H &

~—YINET, FHEETIHHEE.
BAED Y AT b EOIERMN, A~
R— MNREZ 7 A NVHNOERIZE
XX ONET,

*Replace : 1 > R— FRET 7 A
NMNNDOEF TV 27 SRR E
., BUEDOBRENOKRIET B4
V7 MIbEEZINET,

ATvT6

(fEE) UCS-A /system/import-config #
set descr  description

A IR — MMEOFHZTLA L E T,

GE)  BHNC A=A RRERSCE
FRITAFRNEENLTND
YA, ORIz s g%
T 0ERHY £3, 5IH
%X, show 2~ R D
AT =L RIZIEER RSN
FHEA,

ATy T17

(fEE) UCS-A /system/import-config #
set password

Enter ¥ — %3 L XRTU—F%EA
NTH LI EINET,

. Cisco UCS Manager ') ') —X 407 FE X FL— a3 VEE (CLUA) A4 F
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1 viti— g0z i

avY RFEEET7YVa Y B

JE—h P —RO2—FLZLD/RAT —
KEfELET, ZOFIEL, TFTPY
a ha BRI 5 EICITEAE S
FEA,

(GE¥)  Cisco UCS Manager Tld, Z
DRAT— Ri3frfFanEd
o LTS T, A F—F
BAEZ AN L CTRIEBIZHE
T 5WmaxERE, 20X
U— Ra AT 20683H 0
A,

ATvT8 (fE:E) UCS-A /system/import-config# | U E— k% — L OWERFICHEHT 5
set protocol {ftp | scp | sftp | tftp} Zu haLERELE T,

ATv79 ({:E) UCS-A /system/import-config# | A > " — N T DHEKE T 7 A VDL %
set remote-file filename HBELET,

ATFv 710 | (fE&E) UCS-A /system/import-config# | > AT LN U E— h —_"~D1 7' A
set user username VNERATAMBEOH Ha—TL EE
ELET, ZOFNEZX, TFTP 7w =
NEAERT 25 AIiEl S h k&
Ao

X T w711 | UCS-A /system/import-config # NS rvarEaly FLET,
commit-buffer

il

Wz, BHZEM L, host35 £ AR — MMAEO R TU— K 7o har, BIO=z—
VEEERE L, bV o varvzaly ba0aRLET,

UCS-A# scope system

UCS-A /system # scope import-config host35

UCS-A /system/import-config # set descr "This is an import operation for host35."
UCS-A /system/import-config* # set password

Password:

UCS-A /system/import-config* # set protocol sftp

UCS-A /system/import-config* # set user jforlenz32

UCS-A /system/import-config* # commit-buffer

UCS-A /system/import-config #

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .



B & rireonr
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1 vik— MREDHIBR

FIE
ARV RFERETIVa Y ]3]

Z 5w 71 |UCS-A# scope system VAT A E— RERBLET,

AT w 72 |UCS-A /system # delete import-config |57 L7=7/K A DA L R— FMRIEAEH]
hostname PrLET

R 5w 73 |UCS-A /system # commit-buffer NI Y s varEaly bLET,

1

WIZ, host35 E W RA MDA ih— MEEZHIBRL, b ¥ I varvwEaly
M 262~ LET,

UCs-A# scope system

UCS-A /system # delete import-config host35
UCS-A /system* # commit-buffer

UCS-A /system #

AT LDET

ZOETREREIL. T4 AZ VANV TEET,

CiscoUCS B 7 AR — b ENTAEBEDTEIRIRED R I T v 7 T 7 A NI AT AR
EEEILTEET, ZOT77 AL, HIXTDHU AT L EDCiscoUCS 27 AR— kX
LTRSS THENEVERA, BIOVAT ANDLTZ I AR— SN I T v T 774
EEHALCELT 258, 777 Vv A —axy b, =N THTH BIOVOE
Va—/VERIZFEX i 0 C, R U ERIFBEO Y AT AREB LU= RT =7 %&£
DVATLEMRAT L2 2R LET, N— NV =T EIIV AT ARED—E L 720
B BILENTEV AT ARERIIIEEL NI ENH D T, 2200V AT ADIOEY 2 —
D T IETITY—SBICAR BN B D56, EIERIC Y Yy — v E T — " E T E
D7 AGB L ET,
Cisco UCS Manager U U — 2 4.0(1) Tl&, UCS6200 >V —R 777V w7 4 H—axy k
ECWRIZTRT VAR — bR OERE 2 T L C Full State /N v 7 7 v TMUE S -84, Full
State L EHH L CZ D77 A NVEUCS6454 7 7 7 ) v/ f v X —ax s X ETHETTHT
LIITEERA,

VX —YDT 4 AHNY R —BLOY v — IR U —I 3 IER— N Ty kL E—

K9,

c AAf v F T F—RiFA—VFX >y NELIFFC TT,
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779Uy 4va—axy rogEogx [

o [RIE~3 v (VMware, Linux KVM % 7213 Microsoft /> A 7S— 34 ) OBEH LA x—T /L
ZENnFET,

ZOETTHERRIL. RO I T v T Ty ANV TE T, By s
Ty T T AMIA R — FTEERE A, @mid, Y AT Aty M7 v 7 TEITLET,
SR OWTIE, %47 % [ Cisco UCS Central Installation and Upgrade Guidell %2/ 1L T<L 72
S,

G¥)

Full State X 7 7 v 7 77 A WEMER LIZGEIZDH, Ny 72T v T 77 A NVDT T AR—
FEDYVAT HERIEAN=Va 2T LTV VAT AEHITTEET,

277U £ 08—a39 FOEBENDET

NPT T T7ANDIZI AR—=FTEDV AT LAER U= a3 EBFTLTNDT AT A
LT HIZIE, FullState Ny 7 7 7 Ty A NVEMEHT L EAHERELET, FLCY U—
A MLAOEATYH, FullState N 7 7 v 72 AL T AT LAEZEILTEET, 2E 2
X, VU —221Ba) ZFEITLTNDH AT LA BAERK L7 Full State /> 7 7w 7 &M LT,
VU —R21030) #FITTHV AT LAEE L TEET,

VSAN F 7213 VLAN R EDORMEZ BT 512X, Ny T v TR T 794~ 777V w7
AVHE—aRxy N CThHoTT7 77 Vw7 A X —axy NCAy I T v T EITTHMLERD
nET,

1R BRI
VAT AEREEE T T AT, ROFREZINEL ET -

e 77TV A E—aRx ) NEBR—FDIPVEAT RLALT T Xy b <A77, F7201%
IPv6 7 RLA LT LT w7 R

T TN IDF—F T2 DIPvET RLAFE7ZIXIPv6 7 KL A
Ny T T = ROIPvE T RUAETTIPV6 7 RLRAELREEY LT v b

« Full State /N 7 7 v 7 7 7 A )LD 5ER(ER/M4

A\

GE) VAT AEEITTTHITIE, FullState=2 > 7 4 X2 L—v g T 7
ANSDT JBANBKETT, TOMODIATDarT7 4F =
L—oaly ARy I T v T7A )T, VAT L%
B TEETA,

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .
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B o0 vs—axsronEnms

&M
2ATFw T2

ATvT3
ATvT4
ATvT5
ATvT6
ATvT1
ATvT8
ATvT9

2Fv 710
ATy 7N

AT 712

FIE

ay =) R— MIHEHRELET,
Tr TV A F—ary EREFTOHREITA I LET,
T 7V A F—axy N7 — T HEE. Power On Self-Test D A v —UNEKRI N
£
A A=A T T 7 M console & AT LET,
restore & A7) L C, FullState N> 77 v 7O ELEILLET,
y EAJILT, FullState Ny 7 7 v FnbEILTHI EEAMELET,
Ty 7V I A H—aXxy NOEBRR—FDOIP T RLAZ AT LET,
T TV ArF—axy NOEBKR— OV TRy N AT EATILET,
TI7ANKN =R U=z A DIPT RLRAEASTLET,
Ny Ty ar7ZiXalb—ray 774 NVERGTHBIERT L, ROWTrOY
2 havz ANLET,
. scp
* ftp
« tftp

* sftp

R T TH—_"OIPT7 RLRAE AT LET,
FullState N\v 7 7 v 77 AND T RABI N7 7 AN EAT LET,

GE) FullState Ny 27 7 v 7 77 ANEHEHLIZGEICDOR, NI T v 774 0DxT
I AR—= RGO AT AERU A= g B EFTFLTVWAL AT AREILTEET,

N DT o7 =T VAT LHImDD2—YZ LA —READLET,

T7 7V Ao B—aRxy "Ry 7T 7 H—RiZu s AL, $§E S 7z Full State

NPT T T7ANDab—2GL, VAT LAREEXZE L LET, 7T AIREDEE,
v FY) Ty TV A F—aRy NEETLTAMBEIIH EHA, B XY T T
Vo7 A F—axy B3 7 —kr95L, CiscoUCSIET-ZBICZEDBREETTA~Y) 77
TV frE—axy NERPEIEET,

1

WIZ, FTP ZfEH L C 20.10.20.10 D/ 7 7 7 B — 305 BifS E 4172 Backup.bak
T ANNO VAT AFEEZE T D ERLET,

Enter the configuration method. (console/gui) ? console
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Enter the setup mode; setup newly or restore from backup. (setup/restore) ? restore

NOTE:
To configure Fabric interconnect using a backup file on a remote server,
you will need to setup management interface.
The management interface will be re-configured (if necessary),
based on information stored in the backup file.

Continue to restore this Fabric interconnect from a backup file (yes/no) ? yes
Physical Switch MgmtO IPv4 address : 192.168.10.10
Physical Switch MgmtO IPv4 netmask : 255.255.255.0
IPv4 address of the default gateway : 192.168.10.1

Enter the protocol to get backup file (scp/ftp/tftp/sftp) ? scp
Enter the IP address of backup server: 20.10.20.10
Enter fully qualified backup file name: Backup.bak
Enter user ID: user
Enter password:
Retrieved backup configuration file.
Configuration file - Ok

Cisco UCS 6100 Series Fabric Interconnect

UCS-A login:

b3

MBI G ARV BREEZHIFRL TS IZE0y,

PHIFRT 5 & RENZRICHIFRS N, VA

TOANRKEEDIREETY 77— M LET, TO®R, Nv I T v T T 7ANPOERELETT DM
T FRBOHI AT LAy Ny T EFTTOLERD D T,

FIE

AU RFEREET7TIVa Y

=)

Z 7w 71| UCS-A# connect local-mgmt

m—7 V&R CLI Z ke L £,

AT v 72| UCS-A(local-mgmt)# erase configuration

REXHIBRLET,
RIEDHIRZ RS 57 m 7 R ERR
SNFET, yes EATTHE, REF
HIBR S, VAT AR REBEEDINEETY
7—hrLET,

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .
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ERE DHIBR

il
WIZ, REZHIBRT 202" LET,

UCS-A# connect local-mgmt

UCS-A(local-mgmt) # erase configuration

All UCS configurations will be erased and system will reboot. Are you sure? (yes/no):
yes

Cisco UCS Manager ') ) —X 407 RS =X FL—2 a3 UEE (CUA) A4 F




12 =
A=A T3y
CBMART YV a— N AT a s (189 X—Y)
BARTDa—I)LATLay

Ao a—)LDOYER

FIE
ARV RFFEERTIVa Y =)
Z T 71 |UCS-A# scope system VAT A ET— RERBLET,
R 5w 72 |UCS-A /system # create scheduler AV a—TFEER L, AT a—T
sched-name ET—FZBBLES,
R T w 73| UCS-A /system/scheduler # commit-buffer | N5 47> 5 % 2F AOZEICT
Ty hLET

1

W OF T, maintenancesched & WD ZRTD AV 2 —F EZEfk L., FF %73
a3y PLET,

UCS-A# scope system

UCS-A /system # create scheduler maintenancesched
UCS-A /system/scheduler* # commit-buffer

UCS-A /system/scheduler #

RDERY
AT a—= VDI BEANT AV AETNTIRD IR LAV A BER L ET,

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .
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A2 —ILDITIRALFTH LU RDIER

FIE

Rroa—LtFvay |

ARV RFERETIVa Y

E:)

R w71 |UCS-A# scope system

VAT A ET— RERBLET,

AT 72 |UCS-A /system # scope schedule
sched-name

AT a—T VAT A E— REBHIEBL
i—a_o

R w 7 3 | UCS-A /system/scheduler # create
occurrence one-time occurrence-name

LA LTH LY ABERLET,

X T 7 4 | UCS-A /system/scheduler/one-time # set
date month day-of-month year hour
minute

DXV AEFATTHHREREL
ij_o

A7v 75| (fEF) UCS-A
/system/scheduler/one-time # set
concur-tasks {unlimited |
max-num-concur-tasks

ZDOF T L ADMNC RIEFFI TR RER &
AT DIRKREEFRELET,

AT DIRKRENCGETDHE, AV a—
SIIHLWE AT B AV 2— /LT B

(2. [minimum interval] 7" & /N7 ¢ TFX

E SRR L 9

ATv76| (fEF) UCS-A
/system/scheduler/one-time # set
max-duration {none | num-of-days
num-of-hours  num-of-minutes
num-of-seconds’}

TDAT D a— )V FH LV AEFETT
XHRERMEZHRELET, 2 THEE
S TZERINIC, Cisco UCS IZAIHEZR R
DL DAY 2 — ) VERBE AT 55T
LET,

ATy 71| ({EF) UCS-A
/system/scheduler/one-time # set
min-interval {none | num-of-days
num-of-hours  num-of-minutes
num-of-seconds}

AT AW LW AV LT AE T
AT DM O/ NEERE L T,

AT7v 78| (fEF) UCS-A
/system/scheduler/one-time # set proc-cap
{unlimited | max-num-of-tasks}

ZDF NV ADBNTFELTARES . AT
Va— VRESNIZH AT D R &R
ELET,

X T v 79| UCS-A /system/scheduler/one-time #
commit-buffer

NIV Ty a BV AT ADOREICD
Sy bPLET,

. Cisco UCS Manager ') ) —X 407 RS =X FL—2 a3 UEE (CUA) A4 F
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il

2 oa—n~o@yELEH Lok [

ROFITIL, onetimemaint & WD ZRITD T % A A A L2 A% maintsched & V9 4,
AIDRF Y 2a—F B LET, £z, RFFEITH A7 OFRKEE SITREL., Btk

HiEZ 201144 H 1 H 11:00IZ3REL T,

UCS-A# scope system

UCS-A
UCs-A
UCS-A
UCs-A
UCs-A
UCs-A

ARFTa—)L~ADiglY)

FIE

/system # scope scheduler maintsched
/system/scheduler # create occurrence one-time onetimemaint
/system/scheduler/one-time* # set date apr 1 2011 11 00
/system/scheduler/one-time* # set concur-tasks 5
/system/scheduler/one-time* # commit-buffer
/system/scheduler/one-time #

BRLADL U RDERK

rNZUH s arEaIy hLET,

ARV RFERETIa Y

=)

ATy T

UCS-A# scope system

VAT A ET— RERBLET,

ATy T2

UCS-A /system # scope schedule
sched-name

A a—T7 VAT AE— REBGL
iﬁ—o

ATv73

UCS-A /system/scheduler # create
occurrence recurring occurrence-name

IR LAB L RAEERLET,

ATvT4

({E&) UCS-A
/system/scheduler/recurring # set day
{even-day | every-day | friday | monday |
never | odd-day | saturday | sunday |
thursday | tuesday | wednesday}

CiscoUCS TZ DAY a— VDA
LA FATT AR 2R L £,

TN ETIE, 207 a7 4%
never |ZF%E I LTWVET,

ATy TH

(fEE) UCS-A
/system/scheduler/recurring # set hour
hour

ZDOA TV ANBRMRT DR ()
FiELET,

GE)  CiscoUCS 1%, I AEIZEL
TWRWEATEH, X3TDH
MR LA L R0
BIAALT-D LR L HICK T &
BET, LT BIERA
A% 1R, Rk R
% 3IGMICHEET 5 &, Cisco
UCSIZZ DA B L v A &4
11 BRZBRAE L £ 428, 59 4y
L 2Rl LTV W 11
ES59 3T LET,

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .
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Rroa—LtFvay |

ARV FFEREETIVa Yy

S

ATvT6

(fEE) UCS-A
/system/scheduler/recurring # set minute
minute

DXV ANBET DR (4)
FHEELET,

ATy T1

(fEE) UCS-A
/system/scheduler/recurring # set
concur-tasks {unlimited |
max-num-concur-tasks

Z DA v ADMNZRIREFEIT RIHEZR
AT DR ERELET,

HRAT DERBICETDHE, AT
Va—TFH LWI AT AT Y a—
L3 B HNZ, [minimum interval] 7 & /X
T A CTRE SNIZREM TR L £
7T

ATvT8

(&) UCS-A
/system/scheduler/recurring # set
max-duration {none | num-of-hours
num-of-minutes  num-of-seconds}

DAY a— VI AEFLTT
XORERMERELET, 22T
TE S AL REENIZ, Cisco UCS (X FIHE
R L DAY 2 —NAEIRHE AT
T LET,

ATvT9

(fE&) UCSs-A
/system/scheduler/recurring # set
min-interval {none | num-of-days
num-of-hours  num-of-minutes
num-of-seconds}

CATFARHLWE A7 BT A
TR DR O/ NEERRE L E
‘a‘o

ATy 710

(fEE) UCS-A
/system/scheduler/recurring # set proc-cap
{unlimited | max-num-of-tasks}

DAV ADMIZEITRIRE R, A
TV a—VERTEINTZZ AT DK
FRELET,

ATvIN

UCS-A /system/scheduler/recurring #
commit-buffer

NPT a B AT ADREI
a3y bPLET,

1

K OFIE, maintsched & V5 A7 Y 2 — 7 |Z recurringmaint & W9 # DR LA L2 A
ZAERL L, RRFFETZ A7 ORKREZ SITREL, ZOF T L ADFETH ZEEH
CROE L, TR0 BRIGT 2 L ) KMz EL TR ¥ 7 arvzaliy b LE

j—‘o

UCS-A# scope system

UCs-A
UCS-A
UCS-A
UCs-A
UCS-A
UCs-A
UCs-A
UCs-A

/system # scope scheduler maintsched
/system/scheduler # create occurrence recurring recurringmaint
/system/scheduler/recurring* #
/system/scheduler/recurring* #
/system/scheduler/recurring* #
/system/scheduler/recurring* #
/system/scheduler/recurring* #
/system/scheduler/recurring #

set hour 11
set minute 5

set day even-day

set concur-tasks 5
commit-buffer

. Cisco UCS Manager ') ') —X 407 FE X FL— a3 VEE (CLUA) A4 F
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N

pr gl

AT

2ra—nhbnTvaqLtnLozolE ]

—ILDNSDITBA LA H L ADHEIER

NN ART P a— BT HME—DFITTHLLEITIE. TORT V2 —/WT5FE 778 LT
EENFET, AT TVa—ARBNALTF AR —IZEENTEBY, ZORY V=R —E R
T 7y ANMZEID Y THENTWAEA, h—E X707 7 A UZBEERMIT 5T D —
BT AT OT 7T 4 BT BB TE ERA, REFPOT 7T 4T 4 ZRERT DI
iE. 1 EIBRY OFITHOMEV IR LFATEZ A7 ¥ 2 — VBT 20BN H Y £,

FIE

ARV RFEERTI VA Y

=)

ATy T

UCS-A# scope system

VAT L E— R LET,

ATw T2

UCS-A /system # scope scheduler
sched-name

ATV a—T VAT A ET— REBL
F7,

ATvT3

UCS-A /system/scheduler # delete
occurrence one-time occurrence-name

RESNTZT U HA DAL A EH|
I-S/%[/i—é—o

ATvT4

UCS-A /system/scheduler # commit-buffer

N W I a ey AT AOREICD
v hLET,

1

R OFNX. maintsched A 7Y = — T 75 onetimemaint EWIH) T XA LA WL A%

HIIER L .

cFo¥ s varEaly hLET,

UCS-A# scope system

UCS-A
UCs-A
UCS-A
UCs-A

/system # scope scheduler maintsched
/system/scheduler # delete occurrence one-time onetimemaint
/system/scheduler* # commit-buffer
/system/scheduler #

AT a—ILhoDEYRLA DL XDEIR

INBAT Y 2a— MBI HME—DETTHL5EIIE, TDAT Y 2 —/MTETR L THE
EEINFET, ATV TVa— R ALTF AR —ZEENTEBY, TORY V=R —E R
TaT7 A NMZEID B THERTWAYA, P—E X 7 a7 7 A VIZEEMT LT b —
WCEET 2R OT 77 4 T IIEETEEA, REFTOT VT 4 BT 4 ZRHT HIC
X, TEIEY OETHEYIRLUETE AT Y 22— VBT A20LERH Y £9°,

FIE

AU RFERETIVa Y

E:)

ATy T

UCS-A# scope system

VAT A E— RERHBLET,
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Rroa—LtFvay |

ARV RFERETIVa Y

B8

ATv T2

UCS-A /system # scope scheduler
sched-name

ATV a—T VAT A FT— REHBL
F7,

ATvT3

UCS-A /system/scheduler # delete
occurrence recurring occurrence-name

FRESNIBYIBRLA T Lo Z2HIERL
ij‘o

ATvT4

UCS-A /system/scheduler # commit-buffer

NI a ey AT AOREICD
v hLET,

1

OB TrE, maintsched A7 ¥ = — 7 /5 onetimemaint & W) ZARTOMEV K LA L

VAEHIBRL, hT Y s arEaIy hLET,

UCS-A# scope system

UCS-A
UCs-A
UCS-A
UCs-A

RS a—)LDHIER

/system # scope scheduler maintsched
/system/scheduler # delete occurrence recurring onetimemaint
/system/scheduler* # commit-buffer
/system/scheduler #

DA a—NVRNA T T UAR) —IZEENTWDLEGE, R —ZAr Y a—Li L
THREINET, ZORI =R —ERA 7B 77 A MIEV B TLATWEEE, —b
AT T 7 A ZEEMAT STV — NZEET ARET 0T 77 4 BT 4 IXRHTE
T, REFPOT 77487 4 ZRETHIZIE, ATV a—E AT F U ARY —IZEMN
TOMENRDY T,

FIE

ARV RFEREETOVa Y

=)

&M

UCS-A# scope system

VAT A ET— REBBLET,

ATvT2

UCS-A /system # delete scheduler
sched-name

AV a—T&HIRL, AT Ya—7
F—FzfmL£7,

ATvT3

UCS-A /system # commit-buffer

N oW r v a ey AT AOREILD
v hLET,

1

OB I, maintenancesched & WS L EID AL 2 —F ZHIE L.

Zzaly bLET,

A A=V
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UCS-A# scope system

UCS-A /system # delete scheduler maintenancesched
UCS-A /system* # commit-buffer

UCS-A /system #

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .
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H—EX JO7 74 IILEFDOELREEH

c—ER T T A NVORLERENR (197 ~—)
AT FURARY —DRE (200 2—)
RET VT 4 BT 4 (203 X—Y)

H—EX AT 74 IILDELRER

P—ER T T A NOEREO—H, Fdh—ER a7y AT L— FOFEHIE,
Wiz L6725 2 &0, =D U T — ERRBEIIRDLZENHV ET, 2L, ZThboH
Wiz & bRIOREELLNWOETTD0%E, BIERAICI-THECEET, & 2E. ¥—
BRI 7y ANOEE LT IZRBET 20, BEINTZA T T ARRHICERT 20 %
BINTE XY, 72, V= A7 07 7 A LOREBICL—F ORI RHERIGE DN LENE S
MNEIBIRTEFET,

BIERFIL, Y— e —R T a7 7 AV EDOBEMTICE > TRET TR TORELE
CEEATEET, INOORELEL, V—EA TRT 7 A ~OEE, —tX Tn7y
AMCEENDRY V= ~DOEE, EFY—ERX Ta7 7 AV T T L= b ~OEEITE-
Tra 7 NERRENDIGERHY £3, =& zxiX, ¥— 3BIOS, RAID=> hr—F KA
FRHBA, v NU =0 THEFHIREDEKRAN 77 =L 027 Ny r—V0FH 7 7 — A0 =
TR —=VIEoTC, 77— U=T DT v 7T L—RBLXOT 7T 4 Tt A& S+ 5 2 &
t, C&x %4, 7272 L. CiscoUCSManager, 77 7V w7 A X —axy k, 1/OFEY 2—/L7}
E. 77 —b0=T Ny r—VEBALARANAVR—FR Y hDT 7 =LV 2T A A=V DE
BRMEAZEBESES Z LI TEEEA,

BIERERIL, V=DV T — "2 MBELTHROT 7 v a AMEHATEEEA,
e = ROV —ER T T 7 A NDIRA OB AT

=R T A NERIOY—NEREA TR, =R a7 7 A D=3
5 O BEEAT T D I fe iR

« DR
O PR

AP
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H—ER FO77 M LEHOELEER |
B zz=soxsroa—0

=R T a7 ANERORBEBIESEL5E, 12U EOA T FUARY U— %R E
L. &V —EA T 77 A IATF AR V—2RETHLENDY 3, BN
AT ORI 2R ET 2HA. 12U OB IR LAV UV AERET S E A LA DL A%
FFORT P a—nNEDid L1 MER L, TDAT P a— Va2 AT F AR —IZED
HMENH Y T,

BIERFODR 72—

A 2=V, O VL UAREENET, INLDOAF I LU AT, 1 EIFETRAS
BB, FFEREEL-ERCGEYVELBESRRZENTEET, VLU ADRME
RFE[TENDEZ AT DERE VST, TV ATERINLAF SV a ik, HHY—
EATa 77 A NVOEERBESNENE I DPIRED T, & 2iX, ZRRFEHEERITS
AT ENCE LT DREED A VT AR ICE R 2 R CER2WGEA, 2 OREBIZKRO A
VTP AR b S IVE T,

B2 22— E, CiscoUCS RAAL Y D1 OFEFRITEBD A T F o AER#IZ A>TV 5
MEID, EFCHERLET, A>TV DA, AT a—VFA LT F AR —TH
TE SN ml BRIk LiEg) e B A2 =T L £ 97,

AT 2= ZiE, AT Y a— VAT DN A T AR AR ET D 1o B A
BLUVAREENTWET, TH L ATROWNTNNITR Y F7°,

DUBALATHLIR

T RA LTIV RL, B—DA LT F U AR EEZELET, 26O, #
DOIFHH DR KR E £ T, ERIIRME O CEITAIHER X A7 DR RBIZETHET
WS N E T,

BYRLAALUR

MR LA D LR, —HORA LT ARMAETER LET, IS OIS, Z &
I OBRKRBICETAET, FR03TH VLA ESNT-HOKDVITET D F TG L
i—g—o

BIERFDE-ODRET VT4 ET 4

Cisco UCS R A A v TERIERRZMRT 2 &, (REPOTXTOT 77 4 BT 1 % Cisco UCS
Manager CERTHZENTEET, 2—FOMRISEEZF>TCWDLT /T4 ET 1 & AT
Va—NVENLET I T A ET A EFRRTEET,

CiscoUCS RAA VNZREHR DT 77 4 €7 14 3% %6 . Cisco UCS Manager GUI 1%, & 2
FHREFFo2—V s A o Lz EicEnEBwMLET,

Cisco UCS Manager (¥, < CTORET 7 7 1 EF 41OV TRO &) ieflfiha R LE T,
RS, P ANEBEMT NS —E R T u T 7 A LD
BHORBE L B

« REHIC L D BAET DT

. Cisco UCS Manager ') ') —X 407 FE X FL— a3 VEE (CLUA) A4 F



| #—EX Foo7 A LEHOREREM

\}

BEEBICET 554 k54 vasvsREE [

cBEICL - THFITSNDOERE

GE)

BEDRBET 7T AT 4 Y — AT HIA T ARRIE2RET D2 Lk T Fd
No AT F AL, RET7 77 4 €7 4 OBBL O —ERA 707 7 A LD 4T
BNTWDALTF AR =TS U TEbLES, 2L, RET 7T 4 BT 4 Ba—H
DEBINVE E T3 A T F L AR OV TN EF S TWHENITh b bT ., BEEHEIR % R
Sa—WiE, FEICRE T 7T 4 T 4 ML T, B —R"E Y T — N TEET,

BERRICEEYT 554 F54 0B LUHIRRSEIE

H—EX TO77 M IIVDOEERTOEREA VT FUORR)O—DA T ay

P—ER a7 7 A NVOEEMITEERETLHE, WOA T FTUVA R —OF T a
NEF O FIEICEET A RREERH Y 7,

¢ AT A R Y 2 —"C[OnNext Boot] 3 L OV [User Ack] 47> a U REMMI /> TN 5D
Ba. =R 7a7 7 A VORREMITOERE T, HERPLETHD LV EENFIR
SNET, 2L, BEM TR iTAThbihvET,

¢ AT A R Y 2 —"C [On Next Boot] 35 L OV [User Ack] 47> a U BREINI /2> T
WA, =B RA 7077 A VOBEMITOETETIE, RN LETHD &) AR EK
IREI, HERINDETHREINET,

H—EX AT 7AILFEEEFY—EXR TOT7AILToTL—rADTRTOEEEZTTICE
TEEFTELRN

REFOEEEZ X v 23 5845, Cisco UCS Manager [X - — 2 it ICAEDO 2 —
Ny 7 BET, T2, EHEREHE 21T 57258 . Cisco UCS Manager [TZAE D= —/L
Ny DY —_"E2 2RI 7 — M OMERLLIGENH Y £3, 72& 2L, WNIC %
HIFRd % &, Cisco UCS Manager [V —E A 707 7 A MIEENTNDHA LT F U AKRY
Vs T =B Y T~ LET, P—ER T T 7 AL TEOWICZHEITLTH, =
OFEESB I OET Iy oL TE A, D YIZ, Cisco UCS Manager (% 2 B H O &5
EY—ROV T = AV a— LV LET,

Y—EX TAT7AIILOEERFIEA D TF O RBEORRZEBZTH LW

Cisco UCS Manager 3 —E X 7' 7 7 A VOBE#EMITEZBE LTk, ATV a—F L AT
T A RY I FNEEGIET 5 kAR R TWERA, Y—E R Ta 77 A LORERT
NENY Y THNTEA T T U ABRICET LRWES, e ARNETT5E ThiTENE
T, To& 2T, WL ONDOEBEOFHFEITROZ OMORED 720, BEFHT N T Lo 72
BICRETHZENH Y £,

Cisco UCS Manager ') ') —X 407 FE X FL—> a3 VEE (CUA) A4 F .



H—ER FO77 M LEHOELEER |
B o roxkus—ome

REPOT7 IV TAETADIEFZEETELL

Ay a— )V ENTZEBIE, ML L CWITEITEINE T, BRABRAETAIEFIIEE T EE
ho T2, DV —ERA 077 A NVOEREMOLDODRET E#5:ME L TEITTHLELT
XFH A,

REBPDT7IV T4 ET1 DA GZERAZETTELRL

Cisco UCS Manager (%, =707 7 A WIMA BNTT R TOEREZ ATV a— /LI
AT FUARMICERLEY, =R 7077 A MIBEROET L MATHIZENS D%
AR DA LT F U ARERICIRY 3172 2 LIETEERA, =R TR T 7 A NVOEE L
JEBRJ % & &, Cisco UCS Manager |7 — % _X—ANDHRFTOREI T DH I I —E A
Ta T ANEEHLET,

AUTFURAR) O—DEE

— [o] ~
ATFIORR) —
AT F AR —F, =R T T A NVOEBRORRFEAEE LET, EBEIL.
WONWT O FIETEITEINET,
o QNEF
« 2—PREFIREHERTERRB LI L EI2FETT 5
« AV a— )V THRE SN B EIENICFEITT S
« =PI X BHERISE DR E T3 F A ~— AT Va—L 7Y a v EEDRVREID
V7 —bhEREFvyy N T HF
[On Next Boot] 23REd 121X, 7L — NEIET7 v 7 $—/3D UCSM & CIMC N—V 3
T 31X NV RAVDT7 7 =AU =2 T RFETENTWABLERH Y £,

AT F AR Y 2 —"T[OnNextBoot] 47 > a U BEMZ SN TV DA, CiscoUCS Manager
U U —2A3.1(1) LA % Cisco UCS Manager U U — 2 2208) L VROV Y —RIZHX DT L—K
THE, Tr— U7 EU T L= RRRIRLET, ¥ U7 L— Rafifiid 2123, A v
T A KR Y =5 [On Next Boot] & #2202 LE 77,
AVTFUAR) =TI T vy y MU BA~—&lT25L "—Fivyy b¥Y
VEFETTHLECOMERNHZRETCEET, Y7y MU A4 ~—L, RDED
W —"ZHEET L EXICEASNET,

* [Gracefully Restart OS] & 7> a v ZfEH L CTH—~"%2 Uty FLET,

* [In case of graceful shutdown failure, a hard shutdown will be issued after X seconds] 47" 7 >

EHEALTCH—"Z2r vy T LET,
c F—NOBHEBMRLELY—ER T T A NNEEFLET,
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| 9—EX TOI7 A LEHOELERR

rozruz gy s—ons I

AG D a—VERDA LT T YA T 4 v RUPCERLZRET 5 L) ICRESATVDE AT
FURRY =T, HY VIR AT Va2 ABEEN TS 2 ERRETT, 208

AN

\}

A, RUNCHEHATRER A T oA T4 v RURICEENERESNET,

G¥)

AT FUARY —TiL, BEEMTONTZYT—ERX T Ty A VTR ELAENIMZ LT

LAIs, =Y 7 — MIEECEETN, kOT 7 v a CORIEETIXERES N EE

/L/o

cBREMAT LN —E R TR T 7 A ILD T AT ADD OB
=X T T 7 A NDY 305 O BEHEAT T OfRER
e —bERXR RV —EFHLWVWT 77— U =T Ty 77— RROBEEA X b—/b

e =DVt v

AUTFIURRY) O—DER

1R BRI

TDATF AR = BERAOZOICRET DB, ATV 2 —VEERLET,

FIE

ARVKRFERERETY VY

=)

ATy 71

UCS-A# scope org org-name

fRE LIk oAkt — FaBha L £
o Jb— MERRE— FE2BIIET 51T,
[org-name] (2 / Z AL ET,

ATy T2

UCS-A /org # create maint-policy
policy-name

BEINIZATF U ARY v—%1E
L, AvTF oA RY—F— %
BItA L £,

ATvT3

UCS-A /org/maint-policy # set
reboot-policy {immediate |
timer-automatic | user-ack} | on next boot

P—ER T T 7 AP — N R
I onTWL5E, BEMfT 27T
HINTY—RE U T — T HHLERHD
%9, reboot-policy =2~ > R&EFEET D
L. ZDAVTF AR —EETe
TRTOY—ER a7 7 A /LIZ20
TRETHEIAI VT BRETEET,
B EIXRD EBY T,

« immediate : — X 27 7 A )L

PEESND L, =03
7—hLET,
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H—ER FO77 M LEHOELEER |

ARV RFERETIVa Y

B8

* timer-automatic : set scheduler
av U REFEHALT, AT FUA
BIEPEH SN XA I T HfEE
TAOAT a— VEEINTEET,
CiscoUCS LA 7 ¥ 2 — )L S 7= If
N —=n"Z Y 7= L TH—ER
IaT7rANVDERETET LET,

user-ack : L—W|E, AR S
N2 HIZ apply pending-changes =
~ 2 REEH U CEE %2 R HE
BT LOMERHY 7,

ATvT4

UCS-A /org/maint-policy # {enable |
disable} on-next-boot

ZOF T arEANCTHE, —F
A TaT7 A NVOBEEMTNRET L
BOWDY T —  EEIZS vy v FE D
VIR — S HEIZY T — hEShvE
T, LIz o T, 2—HFORERSH A
~—IlZ X BHENA T F A DA A
Va—)V AT a T DB
HFEHA,

(G£)  [OnNextBoot]| 7/ = %
WLZ2WEA, BMCO X T
F A RY —XERH Y

£9

reboot-policy % timer-automatic ¥ 72 /3
user-ack [ZEXE L CZDOA T v a Vv ER
MNZT DL, ATV a— SN A T
T AN — N3 ) T — T 55
B, 22— PFIZ R DERBRVGEE T
B, =Y T — b DI NTERE N
HHEND Z L2 7,

ATy TH

(&) UCS-A /org/maint-policy # set
scheduler scheduler-name

reboot-policy 7" & /N7 7 timer-automatic
(CROESNTZE. AT T ZEER
= NZEHAEND XA I VT ERET
DHAGY 2a—)VEBIRTHUERH Y F
9, CiscoUCS [T A ¥ o — /L Tk
MY —"%E ) 7— KL TH—ER T
77 ANVOERETT LET,

ATvT6

UCS-A /org/maint-policy # commit-buffer

N W I a ey AT AOREICD
v hLET,
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| #—EX Foo7 A LEHOREREM
P O |

il

WOHFITIL, maintenance E\VV) AT F A RY U—E{EK L, —ER FrT >
ANPRY—=NZBEHEMFT oD LTSIV T = 2LV ATLEREL, FT v
HrarvEaIy bLET,

UCS-A# scope org /

UCS-A /org # create maint-policy maintenance

UCS-A /org/maint-policy* # set reboot-policy immediate

UCS-A /org/maint-policy* # commit-buffer
UCS-A /org/maint-policy #

AUTFIURKRY) —DHIE

FIE
ARV KRFERERETY Va3 Y B#Y
ATy 71| UCS-A# scope org  org-name fRE L7k oAk e — AP L &
o b— MHEREE— FZBMGT 21213,
[org-name] (2 / Z AT LET,
A5 72 |UCS-Aforg # delete maint-policy FE SN A LT A RY v— &
policy-name ML E9,
X 5w 73| UCS-A /org # commit-buffer NI H 7y a2l AT AOHEEIZ
Iy hLET,
i

W OFIL, maintenance & WO ZLBID AT F U ARY U —%HIBRL, FTFo¥F 7 a
Ya&aly bLET,

UCS-A# scope org /

UCS-A /org # delete maint-policy maintenance

UCS-A /org/maint-policy* # commit-buffer
UCS-A /org/maint-policy #

REB709T14ET+«
EERRADI-OOREBT7 IV T4 ET«
Cisco UCS RAA v TR EZHEKT 2 L, REFPDOTXTOT 77 4 ©F 1 % Cisco UCS

Manager THERTHZ ENTEET, 22—V OMRISEEZFoTNWDT VT4 ET 1 & AT
Va—VENET VT4 T 4 RN TEET,
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H—ER FO77 M LEHOELEER |
B zz7s5c70%x

CiscoUCS RAAL VR F DT 77 4 €7 4 135 DA, Cisco UCS Manager GUI 1%, &
FHERE RO —YRr A Lt s XiZEnZ@EmMLET,

Cisco UCS Manager |X, T XTORET 77 4 BT A IZOWVWTIRDO LD effda R~ LET,
BRI, = ANLBEEMF TN —E X T r T 7 A LOAR]
s BB OB T DY —
o« JRBAIZ XV AT L ik
cBEIC Lo CIITENDLEH

\)

GE)  FEORBT 7T 4T 42— NCHEMT AT F U ARMTEEHEET 22 LT TEEYE
oo AT F AR, RET 7T A ET A OBBEIOY—E A T T 7 A IZEID YT
BNTNEALTF AR —IUGCTEILLET, L, RET 7T 4 €T 4 Ra—H
DIEBINE 11X A T F UV AR OWT N E RG> TV DN hb b, FEEHERZ Ff
Oa—WE, FEITRET 77T 4T 4 2RBLT, EELICYH—1R"%2) 7 — s T&ET,

REB79 T4 ET14DRT

Fl&E
ARV FFEREET7TIVa Y ]3]
Z 5w 71 |UCS-A# scope org org-name FRRE— REBRB L E T,
Jb— MARE— 2 Btad 5121,
org-name \Z /| £ NSJLET,
Z 5w 72 |UCS-A Jorg # scope service-profile EELI-Y—EXTHET—E 2 7
profile-name Ty AN ET—RERBLET,
2 73 | UCS-A Jorg/service-profile # show R TOLFICEAT LM R R L E
pending-changes [detail | expand] +,
!l
KRIZ, accounting & \WV) H—E X I T 7 A NORETOER 2R RT 56 %2R L E
j‘o

UCS-A# scope org /
UCS-A /org # scope service-profile accounting
UCS-A /org/service-profile # show pending-changes detail

Pending Changes:

Scheduler:
Changed by: admin
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A—vorRREssY—Ex 7077 LzE0ER ]

Acked by:
Mod. date: 2010-09-20T20:36:09.254
State: Untriggered
Admin State: Untriggered
Pend. Changes: 0
Pend. Disr.: O
UCS-A /org/service-profile #

A—HDERCEFEY—EX JOTJ74ILERDREH

| &

Cisco UCS Manager CLI |%, = —H¥ ORIGE # FEH OB O — v 2 7'a 7 7 A VICBET
D, REFPOTXTOERZREMT 52 LILTEETA, HEOT—E X777 A4 LORYE
HOTXTOEEZFRRFICERET 5121, Cisco UCS Manager GUIZfEH L £ 7,

BER

BEFHOT 7T 4 BT 14 B MR L2, Cisco UCS Manager W20 H 5 — "% ) 7 — h
HZ EFIEDBENERA,

FIE
ARV KRFERRETY VY B#Y
AT 71 |UCS-A# scope org org-name T — FEBB L E T,
Jb— MR — R BRAAT 21T,
org-name \Z /| E AT LET,
X w 72| UCS-A /org # scope service-profile EELEY—ERATHEBEY—E R o
profile-name 77 A T REBBLET,
25 73 |UCS-A Jorg/service-profile # apply (R DI %7272 B L £ T
pending-changes immediate
Cisco UCS Manager |Z X > TREHF DT
T 4 BT 4 OBEEZT 5V — 0T
EhizHi#santd,
1

KIZ, accounting & WO ZHIDH—E R 707 7 A /VORETOLEE 2T 56 %
TLET,

UCS-A# scope org /

UCS-A /org # scope service-profile accounting

UCS-A /org/service-profile # apply pending-changes immediate
UCS-A /org/service-profile #
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B xroa-ranrty—ex Foor 4 LEBONEER

AT

N

pr gl

—)Lant-Y—EXR O 774 IILEEDQEIRER

Cisco UCS Manager CLI (%, #HEOYV—E A 7077 A VD, A7V 2— LI TWNDHT T
DERZFRFHIRT S 2 LI TEEEA, BEOY—ERA T 77 VD, A7V a—/L &
NTNWDETRTCOEEZRFFICER T 51213, Cisco UCS Manager GUIZ ] L £97,

BER

BEFHOT 7T 4 BT 1 MR L2, Cisco UCS Manager W20 H 5 — "% 7 — h
HZEFIEDBENERA,

FIE
ARV KRFERERETY Y BeY
25w 71| UCS-A# scope org  org-name S — B L £
Jb— MR — R BRAAT 21T,
org-name \Z /| E AT LET,
R w72 |UCS-A Jorg # scope service-profile BELEY—ERATHBYY—E R
profile-name 77 A T REBBLET,
25 73| UCS-A Jorg/service-profile # apply (R DI %7272 B L £ T,
pending-changes immediate
Cisco UCS Manager |Z X > TREHF DT
7T 4 ET 4 OFEEZT DY — )N
EbhizHi#shanxd,
1

IZ, accounting &N P —ER T T 7 A VORERENOLEEZEN T D027 L%
B

UCS-A# scope org /

UCS-A /org # scope service-profile accounting

UCS-A /org/service-profile # apply pending-changes immediate
UCS-A /org/service-profile #
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UCS O f=F I

o VAT N AT T ACKET HEEMS] (207 X—)

DRTL AT FURITHT BEEHIF

JO—NI)LEERY —

77— OVEERY o—iE BENZ VT SRR, 7T vy e sRE (EEREL 7 VT
OB OKHE) | B LOREFHE (A7 ATHEED? AL TWRH) 722 &, Cisco UCS
RAAL L NOEEDTA 79 A 7 VEHI#ELET,

Cisco UCS DEEIIIR DT A 7HA T ABH Y 7,

1.

B DARWD T AT 5 THA L, Cisco UCS Manager CREENFEALET, ZNIET7 277«
TIRIREE T,

EENRREINDE, 799 TERIFT7 I v RS I L EEBRNE LE Y —F
M2 £3, BEENRRAEL, TIMEN VTEINDE, 7T TRRBAEL
T, 79 v TRIBOM,. Za— LEERY O—IHEEI LTV A IR, EEO
HEEENMEFF SN ET,

75 v B FRIRTICE USHENRERAE LRSI, BERT 7T ¢ TIREBICREY £,
77y B RIRTIZE USRERERAELZWEAL, BEENR VT INET,

70T SN BEEIRFEICAR D 9, ZOMBRD B0, BENFAE LIRENRSK
FEIN, IHICEENRLICHIREN T RWESE THLE AN EEIZG NS Z &N TE
F9, REHM O L, o — o LEERY) —ICHRESNEHMIZZ Y 7 En-EERN
SN ET,

Z ORUEPRFFERRICHERET 2HEE, BERT 77 4 7TIREBICED £9, 20k
DEFE LRWEEE, BENHIRINET,
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FIE

ucs orEEIH |

ARV RFERETIVa Y

E:)

&

UCS-A# scope monitoring

E=HV T E—FERBLET,

ATvT2

UCS-A /monitoring # scope fault policy

FToX Y U TEER) — — REH
BLUET,

ATvT3

UCS-A /monitoring/fault-policy # set
clear-action {delete | retain}

7 UT LETRTDORA ve—I 251
L0y, HIBRT D& FEE L E T, retain
T a UPREINIESGS, A vE—
UERFFTARFHOE SIX, set

retention-interval =~ N2 L > Tkt F

D\i‘a—O

ATvT4

UCS-A /monitoring/fault-policy # set
flap-interval seconds

PEERIEZ A F T DRI AT L0
TOMBZIEE LEd (BHA) , EE
WREAEL, TIMTENZ VT END
LTI BV ITRRELET, ThE
[R5 721, R OIRBEHE 1D
7Ty e HESRRET 5 ET, VA
T LFEEFEOREBOLF 27l LE &
hoo 7T v B TIPS S HIREE
L7eald, BEENT 77 1 TIREEICE
DET, ENLSOEEIL, BEER Y
TENET,

ATy Th

UCS-A /monitoring/fault-policy # set
retention-interval {days hours minutes
seconds | forever}

AT AN, HIBRT DRI VT LeT
RTOEE A v — T %R 5 REHH
ERTELET, VAT AR, 27U 7
NIZFEE A v v — D & KR T 5
ZEh, fmRESNE B BRI
B, BERFFT b TEET,

ATvT6

UCS-A /monitoring/fault-policy #
commit-buffer

Ko varvEaly bLET,

1

ZORHTIER, 2T ENEEEA =230 HRRET 25 L 9 BEEIERY >—%

REL., 77 v THEEZ 10 FICRE L.

UCS-A# scope monitoring
UCS-A /monitoring # scope fault policy
UCS-A /monitoring/fault-policy # set clear-action retain

N rvarvEaly FLET,
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UCS-A /monitoring/fault-policy* # set flap-interval 10

UCS-A /monitoring/fault-policy* # set retention-interval 30 0 0 O
UCS-A /monitoring/fault-policy* # commit-buffer

UCS-A /monitoring/fault-policy #
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i

TINA R AR H

s TNRA A ARy H (211 =)
o TNA R ARXTHDOEH (211 X—)

FTINA R AR A

TINA A ARy ZE, Cisco UCS Manager #7 7 U KRR A NUDOH— NEFH AT L ThHD
Cisco Intersight |Z4%#c L £ 97, Z4UZ LY. Cisco UCS Manager % Cisco Intersight % {# f L T%&
HEBLPE=FTEDLLOIIRD £T,

779 RO Cisco Intersight (27 /3 2 &% GkT H1T1E, WOFIEEZFATLET,

1. MBS UT, TA R ax 7 2D7ax @ E%1T-> T, Cisco UCS Manager % Cisco
Intersight & £t L £77,

2. THRAADVITNFESFEEX2 VT 4 2— R&fH LT, Cisco Intersight 7257 /3 A A
DT I EAERFEEL, T AR LET,

TINAR AR ZOEH

CiscoUCSManager &7 v 7' 7' L— R$ 5 & 7/34 X 27 XX CiscoUCS Manager 73— =
VEMGINTA A—VICHBIMIZHEH SALE T, Cisco UCS Manager N— a V& X T 7
L—RLTH, AR aRx7 2 FF 77— RIhEREA,

Cisco Intersight GUL ZffiHH L T, 7 /34 2 ax 7 X ZHHT& £J, Cisco UCS Manager CLI
Tr—AINVEBRY =2 VEEHLT, MR ax 722 8H+52 b TEET,

FIE

ARV FFEREET7TIVa Y ]3]
X w 71| UCS-A# connect local-mgmt o — b VEBE— REZBHBLET,
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FR4Z2axs4 |

ARV RFERETIVa Y

B8

ATv T2

UCS-A(local-mgmt)# copy [from-filesystem:]
[from-path] filename to-path [dest-filename]

BEIN=T7 7 A MRET 7 R 3/ &2
LT, MR aRx72DA A=Y
Ty AN Y E— K="t —%
NOFEFICar—LFET, 77 A ML,
12DO7 77Vl A F—axy M
DHAE—FTHMENH Y F7,

s from-filesystem : A —JELD T 7 A
NEGLTNDYE—F 77 AL
‘-\/X?Ao
D77 ANME, ROF T a D
W EFEHA L THEETEET,

o ftp: [ // [ username@ ] server |
o scp: [ // [ username@, | server ]
o sftp: [ // [ username@ | server |

o tftp: [ //server [ :port ] ]

T AN VAT NERRE LW
B, BEOIEET 7 AL VAT A
DIERINFET,

=g ERFEEFIC, VE—F
7u harERELESE, -
ZDANTIHBRD BIET,

s from-path : T E—J0D 7 7 A JLDifh
RS AETTHRS SR, NAEFRTE
LignWia, BUEDIEE(ET c L7 b
UnsHiR e ShET,

s filename : 2 —JED T 7 A VD
il
s to-path : 207 7 A L OHExt
INAETATHRE N A, NRAZFEEL
WS, BUEOIEET L2 R
DWHfEE SNET, ZO/NRITIE
a—h)L 77 AV AT DK
AENTBY, av—%o77 AL
BEENTVET,
DT AN VAT AL, ROF
T arDONTNODNDIEETCEE
7
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74z axvs0es I

ARV RFERFTIVaY =)

« volatile:

* workspace:

s dest-filename : A E—D 7 7 A v
D LWNT 7 A V4, dest-filename
PIETAHLE, 2¥—TDO T AL
Fa e — e CARER SNET,

(G¥)  Cisco UCS Manager GUI % £ [
LCTNA A ax g ZDA
A= Ty A NVEX T A—
FFpzZ lizTcaEsdi,

AT 7 3 | UCS-A(local-mgmt)# T D777y A H—axy b
update-device-connector workspace: | TFENRL A ART R A A—DBEH L

volatile:/filename [skip-upgrade-on-peer] ThE. B—HADT 7T vl A
Z—axy NEEHLET,
skip-upgrade-on-peer 47" = > % [{]
THE ETOTFT v A —
IR NOEFBAX v TINET,

1

W, MGDT 7TV v 7 A F—=aRxy NTTNA A axy L8 5z mRL
ij‘o

UCS-A# connect local-mgmt

UCS-A(local-mgmt) # copy scp://username@10.100.100.100/filepath/filename.bin workspace:/
UCS-A (local-mgmt) # update-device-connector workspace:/filename.bin

Update Started

Updating Device Connector on peer Fabric interconnect

Successfully updated device connector on peer Fabric interconnect

Updating Device Connector on local Fabric interconnect

Successfully updated device connector on local Fabric interconnect

UCS-A (local-mgmt) #

RIS, B=HNDT 7TV I A Z =X NOHRTTNA R ARXT ZREHFIN
LBz R L ET,

UCS-A# connect local-mgmt

UCS-A(local-mgmt) # copy scp://username@10.100.100.100/filepath/filename.bin workspace:/
UCS-A (local-mgmt) # update-device-connector workspace:/filename.bin skip-upgrade-on-peer
Update Started

Updating Device Connector on local Fabric interconnect

Successfully updated device connector on local Fabric interconnect

UCS-A (local-mgmt) #
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