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* Cisco Adaptive Security Appliance D7 /N Z{E#H, 1 ~X—

* Access Edge 3 L TNOCS r— DT Ry 7 6 _—

Cisco Adaptive Security Appliance @ T/ J' &R

Cisco Adaptive Security Appliance D 7/\y 5 a< > K

W DFIX, Cisco Adaptive Security Appliance DT /N 7 a< > KO—E T,

%= 1: Cisco Security Appliance D7 /N> A< > K

& AT Havr K AEEHE
NI TNY a—T 4 TN Ko T
5. TRy T Ayt —VET 4 &—

Show ICMP packet information | debug icmp trace
for pings to the Cisco Adaptive

Security Appliance 1 % —7 = TINCT B Z & a2 B LET,
A AT ping ZXET D720 D ICMPF R 7 A b —%F 2 —
ICMP /" v MEHREFR S LE 7 WZ T BIZIE, no debug iemp trace
kR avy R LET,
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B Cisco Adaptive Security Appliance D7/3v 5 a3 > K

HMEDT Ny JTHER

A& FRAYTH TR AERRIE
IM and Presence/Cisco Adaptive | debug crypto ca ASADu / L~L% FIF A%, Ik

Security Appliance ¥ 721 Cisco
Adaptive Security Appliance/#+

R A A L OFEAEDORRGEIZ B
HITAA b=V FRLET

DX, Toavr Ricrs LR
NVRT A =B EBINLET,
debug crypto ca 3

debug crypto ca messages

ANBLIOH I A v =T DF Ny
7 A=Y 0RhFRLET

debug crypto ca transactions

FNSoH T aOF RNy 7 Ay
t—VOHEFRRLET

Cisco Adaptive Security Appliance
ZNLTERFE SN SIP A Y
T-UEFRLET

debug sip

(B THERT D720I2) v
Ay—=TaNy T 7ITEEL
E3h

terminal monitor

VAT A0S Ayw—T% A | logging on NS TN a—F 4 v TR

F—=T M LET b, VAT LT ET 4 =TT
THZ LM BEIOLET, TR
TLRT Ave—TET 4T
(279 %121, nologgingon 2~ K
ZREHLET,

SATA T Ayv—I% logging buffer debug

Ny 7 7IZEEFELET

Telnet & v 3 2 > £ 721X SSH | logging monitor debug

tya VTHETHVAT L

07 AvE—CERELET

VAT A ag A yt—U %% |logging host

59 % (syslog) H— "ZEE
LET

<interface name> <ip
address>

* interface_name 513XIZ., syslog
P—=ZT 78 A3 % Cisco
Adaptive Security Appliance £ >
Z—T A A&tEELET,

*ip_address 51 ¥i21E, syslog #—
NOIPT RLAZEELET,
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Cisco Adaptive Security Appliance D 7/3v 5 a< v K B

P&

AT Hav UK

TIEER

A B —T x A AT ping &%
FLET

ping

2 7 « w7 75 Cisco Adaptive Security
Appliance Z#2H CTX 5 Z & Z il 7
%7212, Cisco Adaptive Security
Appliance 1 > % —7 = A AT ping &
EETOHERE, R —T =
A ANZH DA A MHT ping X5 T
DEAEDFERIZ SOV TIL,

[Cisco Security Appliance Command
Line Configuration Guide] @

[Troubleshooting] ZZM L T 72X
AR

*7-. ADSM T [V—/v (Tools) ]>
[ping] Z1BINL TA FX—T = A AT
ping ZiEFETHIELEHTEET,

GE) IM and Presence D37 U v
27 IP 7 KL AT ping & %18
TAHZLIITEERA, &
L, AvH—TxA AT
IZ72Vy ASA O MAC 7 K L
AN ARP 7T — TR RS
ET (arp-a) .

Nry hO—F&E RL—ZAL
EScn

traceroute

[—/v (Tools) ]>[ kL —A/L—k

(Traceroute) ] ZfE/H LT ASDM @
Nry hONV—F &2 FL—ATHZ
EHTEET,

Cisco Adaptive Security Appliance
I YA X ES o ke
FL—ZLET

packet-tracer

[ —/v (Tools) ]> [Packet Tracer] %
i fl L C ASDM D /37 vk D1F#gE
flx hL—2AT5HZLHTEET,

EELEY D

TLS 7uX s D75 Ny 7 avr R, (§3—=)
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B At 8- RENBAVE—TIA RO NEF Y TF v TS

WEA VB —TzARENBA VR —T A ADHEAE XY TFv T

%

&

ATvT2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T17

FIE

REE—RT, WOXIITATILET,

>Enable >password
>config t

XY TFYTDHNT T 4 w7 EBFRET D access-list i EF L FE T, RITHIEZRLET,

access-1list cap extended permit ip 10.53.0.0 255.255.0.0 10.53.0.0
255.255.0.0

T VT YNEEZ VT LTHD, TAMTHZ L2880 LET, “clearcapturein” 2~ K%
FERLTHNEA =T A ADF ¥ 7T F v %27 UT L, “clear capture out” =~ > R&ffi L T
EA o F—T 2 A ADF Y T T2 VT LET,

RO RE AL T, WEA o F =T =24 ZADNRT Yy haedxy 7 F v LET,
cap 1in interface inside access-list cap

WDa<wy REATLT, AMA v 2 =T = ZADry Faexx T F v LET,
cap out interface outside access-list cap

RO~y R AN LT, TLSEADONT v Xy 7F v LET,

capture <capture name> type tls-proxy interface <interface name>
DA< R ANLT, "7y hOFY T F v 2RELET,

copy /pcap capture:in tftp://xx.xx.xXx.Xx copy /pcap capture:out
tftp://xXX.XX.XX.XX

Woa<r REANHLT, HhET 4 AZiIabe—1L, ASDM ([#/E (Actions) |1>[7 7 A V&
P (File Management) ]>[7 7 A /L#izi% (File Transfer) 1) ZffiH L CTHAS L £7,

copy /pcap capture:in diskO:in 1
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| @eoFysms
ns 7oxsnFnvsazxyr I}

TLS 7AxSDT/\vy5g av K
WDOFEIT, TLS 7aF DTN\ a<w RO—&ETT,

R2: USTOXxLOFNyT avr kR

F& EATHaTUF
TLS 7' u & VB DT /N v 78 X Usyslog Dt} | debug inspect tls-proxy events
NeAF =TI LET debug inspect tls-proxy errors

debug inspect tls-proxy all

TLS uXxs vy arolihxa#ExLE4 |showlog

TUT 4 7R TLS 7y v a2 | show tls-proxy
L%

BIED TLS 7u Xy vy a rOiffiiE#% | show tls-proxy session detail
FoRLET

(Cisco Adaptive Security Appliance 7% IM and
Presence 35 L UMM N A A o & DHEfi A IEH#1C
L LT & IR LET)
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B AccessEdge 5 U 0CS H—/ DT /Sy 4

Access Edge £ & U 0CS H—/\DT /3y 4

0CS/AccessEdge TT/\v 5 v a3 &FHIBT %

&

ATy T2
ATvT3

ATvTa
ATv 75
ATvT6
ATy T1
ATvT8

FIE

T IR =y =T, [AFZ— b (Start) |>[&FHY—/L (Administrative Tools) ]>[=
B o — X OEHE (Computer Management) ] 38R L £ 7,

FEA DA T [Microsoft Office Communications Server 2007] #4727 U v 27 LE7,

[2 2 >—/ (Logging Tool) ]>[#L\WT /3> 7 > 3 (New Debug Session) | &R L £
D

[v 7 #4732 2> (Logging Options) ] @ [SIP A% w7 (SIP Stack) ] Z &R L £,

[L~b (Level) 1fEIZ [TXT (AlD) (| Z&RLET,

[v 7 OB4h (Start Logging) ] 23R L 97,

SET L7zh, [m 7 Dl (Stop Logging) | ZiEIR L 7,

[v 2 77 A NVOfENT (Analyze Log Files) ] Z3IN L £,

Access Edge 0 DNS 2 E % 1&25[ T %

&

ATvT2
ATvT3
ATv74
ATvTH

ATvT6

FIE

T 7R =y Y XY= T [AX— | (Start) ]>[EELY—/L (Administrative Tools) ]
>[arEa—XDOEH (Computer Management) ] 23R L £ 7,

FEAID A > D [Microsoft Office Communications Server 2007] #4527 U v 7 L £7,
[Z7rvyZ (Block) | #7&&IRLET,
RAAL DT By 7 SNTWRWNWI EEMERLET,
[7 7 & A2F1E (AccessMethods) %A  TIROA 7 v a UINBRIRSNTWD Z L 2R LET,
a) DO RAAL LT 2F L —2 3 %1T9 (Federate with other domains)
b) 7xFL—var = b F—ORHEFFAIT S (Allow discovery of federation partners)

Access Edge 2 DNSSRV L' a2 — REZAB L TWAH Z L 2R L E£7,
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