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Configuration (Ethernet IPv6 MDEXTE) | V 1 » RUNERINET,

[Enable IPv6 (IPv6 ZH 2T D) | FT=v /Ry 7 A%F7IZLET,

[Update with Reboot (U 7 — h &M LZEH) | T=v 7Ry I A4 2L ET,

Evhk  TFTEINTWEZAUTFUREP 28I, % TFEIT/ — NE2HEET 55513,
[Update withReboot (U 7 — h&AAEH L7728 [ F= v 7Ry 7 RIA T LN T
7230, 2L, BRELENAET  —FRR U 7= ESNDETHEDCRY EHA,

[Save (fR1F) JHBIRL ET,



PV 5% N

[Update with Reboot (U 7 — NEH L7=HH) | F=v /Ry 7 A4 LiELEE. /— K
DY T7T—hah, BEPEHINET,

IPv6 T3 —T 54X IRNTA—2DEMIE

IM and Presence Service 77 7 A X D IPv6 T X — 7T A X /XT A —F Z[4MTT 5121 [Cisco
Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& ) | 2 L £
T, BEZEMAT AT, ROVP—ERAEZFEBTAILERHY 3,

* Cisco SIP Proxy
* Cisco Presence Engine

* Cisco XCP Router

&

ATy T2
ATvT3

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& EE) | %
AL CY AT AFEENE AT =43 5121%, [System (A7 2A) ]>[Notifications (EZ%1) ]
BN L £77,

IZ C®HBHIIZ
P—E R HEETHHIT, IPV6 BDRD L IICHRESINTWDEZ L 2R LET,

* [Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& #H) ]
%A% Fl L C4% IM and Presence Service / — K™ ETHO @ IPv6 Z A #hic L £,

cdmD AR A L C IPv6 Name /X7 A — X R E L F,

FIE

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& ) 1>
[System (A7 L) ]>[Enterprise Parameters (> ¥ —7"F A4 X /XT XA —%) | TR LET,
[Enterprise Parameters Configuration (L2 — 754 X INSA—RKE) |V 1 RUBRFRS
ET,

[IPv6 (IPv6) ]/S%/LC [True (True) ] BN L £,

[Save (Prff) ] ZBIRL £,

ROIEXE
PR 2 A A 121%. IM and Presence Service / — ROV — Y X - HidE) L £,
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B Joxv—nosE

JOXT H—/\DHBFE

ATv T

ATy T2

ATvT3

ATvT4

FIE

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence 4 ¥E) ]> [Presence
(LB R) 1>[Routing Vb—7 1 7) ]>[Settings (FXE) | #HIRLE7,

[Method/Event Routing Status (X Vv K/A XV kN b—F 4 VT DAT—HA) ] T[On (F) ]

ZIEIR L £7,

[Preferred Proxy Server (f#5%~7 1%+ #—/\) ] T [Default SIP Proxy TCP Listener (7 7 # /L k SIP

7uaXx T TCP U AT —) | Z®IRLET,

[Save (R1F) 1 &7 U w7 LET,

IM and Presence Service DH—E X

IM and Presence Y —EXDHY—EXDA >

ATv T

ATy T2

il Cisco Unified Communications Manager Release 10.5(1) T IM and Presence Service DX & HIE

WOTFNAIL, HARZ IM and Presence ' —E AR ELXEATH E XA T HILEDOH D —
B2 —EFERLET, IMandPresence ' —E R 7 T AZ D4 ) — R THROYV—E 22 A2 L
N

IM and Presence " — B2 TEH AT 5B IEHEIC L > THOMTE T —E 224 2T 20 R H Y
F9, FEIZOWTIE, EHA OMREICES#E 35 IM and Presence ' —E A O~ =a 7 LB L
TLESY, BHEDVAT LA R—F 2 MEITHREBERETE D LI —E A2 FH TE
IEL72GAIE. COFIEEAMEALT, FEITIALOY—E A2 HEEH L ET,

Cisco XCP Router %r— 2 % AR 72 IM and Presence ' — " A BEAD 7= DIZEITTHMLENH
D $£9, IMand Presence ¥—E A%, T 7 # /L ;T Cisco XCP Router % 4 12 L'£9, [Cisco
Unified IM and Presence Serviceability (Cisco Unified IM and Presence O —E AT E U 7 1) >
[Control Center - Network Services (2> ha—/L o X —-Fy hU—7 $—ER) | ZBRL T,
ZOXRY NT—7 —ERARF TR TND T EEMHERLET,

FIE

[Cisco Unified IM and Presence Serviceability (Cisco Unified IM and Presence D —E A7 E U 7 1) ]
>[Tools (*—/L) ]>[Service Activation (Hh—EZXDRHR) | IR L £,

[Server (H#—/3) ] A== —7>5 [IM and Presence Service (IM and Presence —E" &) ]/ — K& &
WLET,



IM and Presence Service D4 —E X B

Z D A== —)5 [Cisco Unified Communications Manager (Cisco Unified Communications ~ & —
V¥ —) ]/ — F&EZEHN LT, Cisco Unified Communications Manager —E AD AT — X% X%/ H

THIELTEET,
ATw T3 AR IM and Presence — E R BB TlE, RO —EREZF I LET,
* Cisco SIP Proxy
* Cisco Presence Engine
* Cisco XCP Connection Manager

 Cisco XCP Authentication Service

ATvT4 [Save (f7F) 127V 7 LET,

MErEY Y
Sync Agent D% T
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[ | IM and Presence Service Dt — E X
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E 7 =

IP Phone Presence D% E

* IM and Presence Service D A X 7 ( v 7 Jb— FRIE, 95 _X—
* IM and Presence Service D7’ L ¥ A 7 — 07 = A4 OFRIE, 101 _X—
* IMand Presence #—E ZAD SIP /X7 U w3 o hT7 27 OFE, 102 ~_—

*SIPXT VY wa hTUT DY T AZERD DNS SRV 4 OFRE, 103 ~R_—

IM and Presence Service D A& 571 v JL— FRE
SIP7aXxy =N TG T4 THDAZT 4 v I — b ERETDIHEE. ROREERELT
<TEEV,
CHAFIIT N—RE =T 4 Tabharti—T 4 U ITEHA =TI~ T
HEIWICEIE SN A%y hY— 27 REDO 22 £ LET,
CAHET 4w — NI WIRICERET D F Yy NV — 7 REBOEERAZRLET,
CARET AT —RE, FATIv I A= B ELEINET,

— MEARAHTTL— b

FHIIAB DT AN R — REGTLEDAZT 4 v 7 )b— K RXE—2D)— MNAFIAIRT T
L— M2 ERTIOHVLERDHY 9, N— MNHLARIALT 7 L— MIIF, MAIRABDOT A )V K —
ROEHOKT, BHFOREE, BLOGHICET RN G ENE T, — MiBART 7
L— FEEHRETAHHNC, WOV TN T L—hE2EEB LTI,

No— NHIIART T — NEERT D E XL, IS CFN AZT 4 v 7 b— FDOEED
TUL 7 =—ORF L —ETLHMNENRDY £, RON— MARIARZT T L— hOY T LT
I, ZNHOXF%E “x” TERLTWET,

YT II— MEHRABTOTL—FA
Jb— MAAIALT 7 L— b 1 74.78xxxxX*
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Bl 'MandPresence Service DX 2 F 1 v 5 IL— FBE

Z DT 7 L— h T, IM and Presence Service 1%, ARARLDTI A )V KI— RTRET 47
N— b DORDOE Y NEHHIZLET,

K9 HARAHITAILEA—FTERELERETFA4 VI IL—b-FUoTL—FLA

SERNT—2 2R Ry TIEE
74..7812345* 1.2.3.4:5060
74..7867890* 5.6.7.8.9:5060
74..7811993* 10.10.11.37:5060

Z DT 7 L— K TiE, IM and Presence Service [XIRDAX T 4 v 7 b—h =2 MU ZHDZL
FH¥ A,

*73.7812345% (WD LFHNNT o FL— F TEZSNTWS [74) TiERw)

*74.781% (BESeRE — L DPEFORINT 7T L—hE—F L7

*74...7812345% (VAN KA — ROENRT 7 L—hE—FLARW)

YT II— MAHRABTTL—FB

Jb— MHBIAZT 7 — b 471...xx%

Z DT 7 L— b TiX. IM and Presence Service I%. fAAIALD T A )V R — R TARET 4 vV
N—hOROEY NEHHZLET,

K10 HAAATAILEFH—FTERELFERETF4 v L—b-FTL—F+B

FEHEINE— R Ry TIEE
471....34% 20.20.21.22
471...55% 21.21.55.79

Z D7 7 b— hTid, IM and Presence Service |[ZRDAX T 4 v 7 b—hk = MU ZHMZL
FH A,

$47..344% (IRWIOLFFINNT 7L — FTERSNTND [471) TEARW)

“471..4*% (XFFNOESHT T L—hEe—F L2

*471.450% (VAN RA— ROEMNT 7 L—hEe—F LW
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IM and Presence Service DX 2 T 4 v 9 JL— MERTE [ |

IM and Presence H—E XD )L— A AA T TL— FDERTE

&
ATy T2

ATvT3
ATvT4

ATy TH

WK S5 ODN— MABIART T — b2 ERETEEY, ZEL, b— MiARIART T L— b
WCERTEDAREYT 4 v 7 V— FOKITHIRIZH D FH A,

FIAB DT AN R — ReZAZT 4 v 7 b— ME, Vv— MLBIART T L — b Dd7e<
Eb 1O BT DLERDHY £7,

FIE

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& #f) ]>
[System (A7 L) ]>[Service Parameters (—E A /RTF XA —%) 1 ZEIRLET,

IM and Presence F—E' R / — RZRIRL £7,
Cisco SIP Proxy h—E X &R L F7°,

[Routing Parameters (Clusterwide) (L—7 47 NRTA—X% (JTAEZEIK) ) &7 arD
[RouteEmbedTemplate (/L — FHAAFIT T L— 1) ] 74—/ R TL— MEOHIALZT T L—
FNeERLET, RKSOON— MARIARZT > T L — NEERTEET,

[Save (RfF) 1ZHEIRL ET,

ROEE
IM and Presence " — B AD A X T 4 v 7 JL— R ORTEIELE T,

IM and Presence Service D X3 T4 v%9 JL— FDEETE

W DF1E. IMand Presence Service TRRETEX DAL T 4 v )b— h RTGA—HBED—ETT,
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. IM and Presence Service DA 2 7« v % JL— FXTE

% 11: IM and Presence Service DA B T 4 v JL—k INS A —H2E%

J4—ILF

B

Destination Pattern (5657

H—)

EIEHR S DN — % 255 LFUNTHEELET,

SIP 7m % T, 100 KOAZT 4 v 7 )b— MIETFRTLL— b
N =2 BRI BTHZLENTEET, ZOHIBEEBELZSEE. IM
and Presence Service | =7 —4& 1 JIZite&k L £9,

T AV R — ROfER A

H—FOTIA NI —RELTOZ2EBECFOUAL LRI —RE
LT 2fEHTXET,

IM and Presence Service X, AX T (4 v 7 Jb— NIZEIT DHHIAFHD
TANKI—FRXFETHD ] 2R —FLFET, 72770, AA
BDT AN R — REGLAZT 47 — bDN— NARIART
VL — MNEERTAHALENRDHY FT, HMBAAHLDOTU AN FI—FK
EEHELALT 47 b— NI, b— MABIALT T L— F D7
CEBHIDE—HTHLERLY T, NV— MIAALT T L —
FOERIZHOWTIE, Vv— MABIABLT > T L— D FE Y7 (KR
O BEENEYy 7] N) 2L TIEE0,

TAEROHE -

* RNy MInNFZ—COREIZEL Z &b, RXE— AR T Z

EHTEET, RE =Ky FEHRAATESIL, X —
12— A — FNEABABRT > L— R EERTALERH Y
7,

CT AR YATE, NE = DOREEFIHERTEET,

IP7 RLABLOEA MDA -
CTAZYATIIRA M O—EE L TEHTEET,
* Ky MIARR MDY T I AfEOEEZR-LET,

TR —LFET AX Y AT O (\F) (T T TI0xE—F L,
EEOLFTCHHATE 9,

Description (Fi.AH)

RFEDAS T 4 v 7 — OB % 255 XFLUNTHRELE T,
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IM and Presence Service DA 2 T 1 v %9 JL— FXE

TJ4—IJLF

B

NextHop (RZ A k &R
7)

Bl (RZ AN Ry T) ORALCHERTIP T FLREIEE
L. 522fEffi RAA 4% (FQDN) £721E Ky MIEIP 7 KL AD
WITNNZTDHZENTEET,

IM and Presence Service Cld, DNS SRV X—ZAD a3 —)L )L—F 4
ZHHR—=KFLTWET, DNSSRVEARAZT (v 7 N—HDOXY
A bRy T ELTRET 25813, Z0O/T7 A= %5%29 % DNS
SRV OARNIERE L 7,

Next Hop Port (%7 A
Ry 7T R—1)

EEE (R ANKYT) OR— I EFERELEST, T 7405
DR— i 5060 T,

IM and Presence Service Tid. DNSSRV RX—AD a3 — /)L )L—F 4 7
ZYAR—FLTWET, DNSSRVEZAZT 4 w7 L— NHOXY
AR KRy TELTHRETDIHEE, ZORTA—FE20ITHELE
TO

Route Type (Jb— K # A
7)

N— KN ZATERELET ([User (=—H) 1 E71X[Domain (K 2
A42) ] o T 7ANMEIK [User (=—H) ] TT,

72 &z, SIP URI “sip:19194762030@myhost.com” 3R T, = — L
5313 19194762030 T, AR A FEBSMIE “myhost.com” TY, /L— h ¥
A 7L LT [User (=—H) ]%EIRT 5 &, IM and Presence Service
XSIP NT 7 4 v I EBN—T 4 T LIl — S Ol
“19194762030” 2l L ¥ 3, /— k %4 7 & LT [Domain (K # A
V) 1 &EINJ 5 L. IM and Presence Service (£ SIP N7 7 (4 v 7 %
=T 4 7T BT “myhost.com” ZfEH L £,

Protocol Type (7' & k=)L
2 A7)

ZoON—rDO7a k3 A7 (TCP. UDP, £7-1X TLS) ZIEE
LE9, 5 7%V MEIXTCP TY,

Priority (774 #V
7 1)

TON—F DTITAFV T 4 LXAFEELET, EN/NIWVE
E I AF VTR EmL RV EST, T 74V MEX 1 T

EOHPH : 1 ~ 65535
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. IM and Presence Service DA 2 7« v % JL— FXTE

TJ4—IJLF

B

Weight (A7)

N—FDEMPTERELET, ZONRTA—2E, HHEOL— |
DT TAFTV T 4 BRI CHECROBEALES, EARESVITLE,
N—=F DT ITAF VT 4 B3@m< 20 E,

EDOFPH : 1 ~ 65535

Bl - ROT T A F VT 4 & BT BEEN T Hi7z 3 RKD— |
NHHELET,

1,20
1,10
*2,50

ZOFITIE, AT 4 v 7 — FREEIRIEF TRARINTWET,
TFIAFVT 4 — M, KIEEOF T4V T ¢ (E1) 23U
LRV FET, 200NV —BELTTAF VT o 2B LTWDHY
B MEOBNE) DEBENRT AR >TTIAFV T 4 — |
NRELET, ZOHITIX, IM and Presence Service (X774 4V
TAMEELTIDBRESNTWDE ST DO/L— MNISIP T 7 v
FEEFEL, BAMTIES T T 74 v 7 208 EET, EAM
2320 DL— X, BEAMTR 10 DL— R D2EDNT T 4 v
ZZELET, ZOHITIEL. IM and Presence Service 1X7° 7 A 4V
T4 1 OWMIFON— FERL, WHENRRLUIZGETE T 77440
TA2DONV—bFEHLES ELET,

Allow Less-Specific Route
(EA DR L— %
#F )

EAMEOBEWL— FEFATHZLE2RLET, T 740 bREIX
F 2 TY,

In Service (¥ —E A1)

I— R 2T RN F T = RTTENE IR ELET,

ZONRNT A=K EFEHT L L, EEHE :t?JH:E’J V—hr27 T N A
T —CRZTHIENTEET (ERICHIBRL T L HEBIT
DLBENHY EFEA)

[Block Route (JL— kD7
ay7) | Fzv IRy
A

NZTBHE AR T 4y =BT eyl EnNET, T4
kﬁﬁﬁ\jnyﬁ%@fﬁo
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ATy T

ATy T2
ATvT3
ATvT4

IM and Presence Service D 7 LE VR — kx4 DHRE B

FIE

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D4 El) >
[Routing (JL—7 « ) ]>[Static Routes (A¥ 7 4 v 7 )b— ) | ZHEIRLET,

[Add New (Hr#liEN) 1227V v LET,
ART 4w V— NEFRELET,
[Save (fRTF) 1 &7 U w7 LET,

IM and Presence Service D 7 LE VA S— b9 A DERTE

TLEVA S — Y9/ DEREA Ty

Cisco Unified Communications Manager & IM and Presence Service & O] CT7 XA Z E U 7 1 1HFHA
a2 UER3 % SIP 825 2 A 2029 % 121X, IM and Presence Service C Cisco Unified Communications
Manager # 7 VELV A = U oA L LTRETHILENH Y £,

TLEUA T =M =A ZRET D & L, B#ET S Cisco Unified Communications Manager / —
RDOFQDN (GEafEffi KA A 2 4) F2IXIPT RLAZEBELEYT, ZOMEIE. EHFOFR Y b
T — 72 CTROWT NI/ D £,

* Cisco Unified Communications Manager 7 — % ~X—2Z /X7 w3 % /— KD FQDN 7 R L A
* Cisco Unified Communications Manager 7 A 7 7 A /X /) — RIZfE- X415 DNS SRV FQDN

* Cisco Unified Communications Manager 7 —# X—2Z /X7 J w3 /— KD IP 7 KL A
DNS SRV %y b7 —2 DA T v a U EE, WOREEITVET,

1 Cisco Unified Communications Manager %7 27 7 A /X /) — K (HEAFHT1XH¥)%) @ DNS SRV
FQDN T IM and Presence Service / — KD 7 LU A F— b U=/ ZFHELET, ZhiTk
Y . IMandPresence Service Ti&, 7 XA 7 &V 7 4 fHFRAWIHEHT 29T <TD / — FETT
NATEVT 4 Ave—VEYFITIETEET,

2 (Cisco Unified Communications Manager ¢, IM and Presence Service / — K® SIP k7 > 7 % IM
and Presence Service 7 —# N—ZX 7V vy ) — LY T A7 T AN ) — FD DNS SRV
FQDN Ti%E L £,

DNS SRV 283> NU—27 DA a »Tid/a <, BEfHF 472 Cisco Unified Communications
Manager / — RDOIP 7T RLAZMEH LT L6, IPT RLARBE—OY T A7 T4 ) — K%
B3, OV TR 74X ) —RTT LBV A A=V F VT 74 v 7 Ik
FTExEHA,
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B MandPresence ¥—EXDSIP/KT Y via FSUYDBRE

EENEY D

Cisco Unified Communications Manager @ SIP k7 > 7 @&, (60 ~=—3)

TLEVRT— A DERTE
IZ C®HBHII
LB A S NT A DRES S a Dy 7 E2BRLTLIIEEN,

¢ BEEMIZIG UC, B9#9 % Cisco Unified Communications Manager ./ — K@ FQDN, DNS
SRV FQDN, F721XIP 7 FLAZE&EL 9,

FIE

AT w71 [Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D45 #E) >
[Presence (7Lt ) ]>[Gateways (F—FTx=A) | ZRINLET,

AT972  [AddNew CEHLBMN) 122U v 7 LET,

ATw T3  [PresenceGateway Type (F'LEL A —hD=A ¥ A7) ] T[CUCM (CUCM) |%#ZIRL FET,

RTv T4 [Description (i) 1 74—V RIZTVEUVR F— T =A OFHEASLET,

ATwF5  [Presence Gateway (F'LY L A #F— L xA) |7 4—/L 2, B#EftT % Cisco Unified
Communications Manager / — K@ FQDN, DNS SRV FQDN, F7/2I/XIP 7 RLAZHELET,

ATvT6 [Save (fRTF) 127V 7 LET,

ROEE
IM and Presence $—E A DFFR[ARY > — 2 E L 7,
BMELEYY
IM and Presence $—E ADFFR[AR Y > — D% E, (238 —)
TVEBUA = T oA OFEAT T3, (101 X—)

IM and Presence Y —E XD SIP /AT Y wa FSUHUDEKRTE

ZDOREHRA T H L Cisco Unified Communications Manager /%, Cisco Unified Communications
Manager T IM and Presence %" —E AD T A & AR Sz 2 — B E#fH Sz _To
TA TET T AOEFOMMRNE ATV v 2 LET,

Z OFJEIL, Cisco Unified Communications Manager D% —t 2 /X5 X —%TCSIP k7 7 % CUP
PUBLISH F 77 & LTHID B THHEAELR L TT,

il Cisco Unified Communications Manager Release 10.5(1) T IM and Presence Service DX & HIE



ATy T

ATy T2

ATvT3

SIP/XTYwia h5 UMY S5 RALkD DNS SRV & D B

FIE

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D4 El) >
[Presence (7'LE1 A) ]>[Settings (FXE) | Z®INL E7,

[CUCM SIP Publish Trunk (CUCMSIP /X7 Y v ¥ = T2 7) | RayF X2 U R)G [SIP
Trunk (SIP T > 7) 1 &ZEIRLET,

[Save (fR1F) 15227 Vv 7 LET,

SIP/NTwia bZ20DY 5AZ2KD DNS SRV B2 DELTE

)

IM and Presence & — X X— A X7 U v % J— RKDF 7 A X LD IM and Presence —E & 7
RLAZHETSHE, IMand Presence —E A I 7 T AZDTRTCH /) — ROT RLAZER L
7,

75 AR 2RO IM and Presence ' —E A DT RLAZH/ETH &, SRV A— MEZE 5060 |25 E
L\i—a—o

GE)

ATy I
ATy T2
ATvT3

RATv74

ATy TH

IM and Presence ' —EADF 7 /)L b RAAL BT T ZAZ2KD DNS SRV L ot— R T &
No5%AE. ZOFIETSRV 7 T AXLOEEZER LRNTLZE, I EOBEIINE
HYFHEA,

I C®HBHIIZ
75 AEERODNSSRV FE w7 BT EEV,

FIE

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& Ef) ]>
[System (A7 ) ]>[Service Parameters (F—E R /XT7 A —%) | ZRIRL 7,

[Server ($—/3) ] A ==—/>5 [IM and Presence Service (IM and Presence F—E" &) |/ — R % &
WLET,

[Service (h—ERA) ] A== —7»5 [Cisco SIP Proxy (CiscoSIP 71 3) | ZIBINL ET,

[General Proxy Parameters (Clusterwide) (—f&f)7e7"' mXx o T XA =% (7 FAZ2IK) ) &7
> =2 > ® [SRV Cluster Name (SRV 7 7 A% 4) 17 4 —/)V RE&MEL £,
ZDNTGA=ZIET 7 4L FTIHZETT,

[Save (f#1F) 1227V v 27 LET,
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B sPiTUvTa 52D H5R521KD DNS SRV Z DK

BEErREYY
75 AKX LAKD DNS SRV, (29 =—3)
B OYPLEME AT > 3 v, (28 —2)
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St 8::.;
= 5=

LDAP 71 LY FUHRE

* LDAPH— 4%, 7 RL A, BT w 77 A VEE, 105 X—

* Cisco Unified Communications Manager & ® LDAP 7 4 L' 7 h U DFEEDO X A7 U A K, 105

ey

* XMPP 7 T A 7 > MIBIT HEIEIMRMBDIZHD LDAP 7 1 L7 R UHA, 110 _—

LDAP —/\&., LR, KU TOT7AILEKE

IM and Presence Service ® LDAP #h—3% 7 RL A, BRXOT' 17 7 A ViR EIX, Cisco Unified
Communications Manager (ZBE) SiVE L7z, FEMICOW I, [Cisco Unified Communications
Manager Administration Guide, Release 9.0(1)] % Z L T 7Z&0,

Cisco Unified Communications Manager D LDAP T« LU ) D#HED
AR )Xk

DU —2r 7ra—X|Z, Cisco Unified Communications Manager & LDAP 7 1 L' 7 b U Z#H5T 5
TebDONA LV FIEE R LET,

9 : Cisco Unified Communications Manager & @ LDAP T« L2 ) D#EDT—H 70—

i Corhimars LUAF | Lommestan Betwaen |
] - LS T EEEL e | 1

| Serwer Authermosion | IWand Prasenos  |=

Zenvics and LOAR |2

WDFIZ, X A % Cisco Unified Communications Manager & ¢ LDAP 7 1 L' 7 kU O#H % FAT
THEODOX AT R LET, FEMRTIEICOW L, BT 242 27 22 L T EE0,
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Cisco Unified Communications Manager D LDAP T4 LU LY DEEDZ XY JR +

FR12.IDAPT 4 LY L) E#HETB=HDERY YRk
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¥ 72, Cisco Unified Serviceability GUI 7> % Cisco Intercluster Sync Agent $— &' 2 Z B i #) CX £
R

RDEE
CAGFHEND 7 T2 ZICRM L2 2 L 2R LET,



IM and Presence Service ~DE—+H—/\CAEL [ EFAAENT7 v TO—F B

thd o S X2 CASEBAELN RSN TINS C L DHER

ATv T

ATy T2

ATvT3

RTv74

ATy Th
ATvT6
ATy 71

ATvT8

ATvT9

Cisco Intercluster Sync Agent % — B 23Rl @) L7212, CA GERIE (Ml 7 7 2 ZIZIE L [AH S
NTeZ LR THMNENRDH Y £9, LoD IM and Presence 7 — X X— A /X7 U » U X D ) —
RT, ROFNEZETLET,

FIE

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& EE) >
[Diagnostics (Z2#7) ]>[System Troubleshooter (A7 A T T/ a—4) | ZEIRLET,
[Inter-clustering Troubleshooter (7 5 A X[l 5 7 /L3 = —4) | C, [Verify that each TLS-enabled
inter-cluster peer has successfully exchanged security certificates (£ TLS %fiix2 7 A Z [W &7 N IEH 12
X2 VT AFEAELRHRLELR) | TAMEREL, TAMIAKLTNWDZ 2R LE
£
TARCZI=NERINDHBEE, 7 7AZMETOIP Y FLAZRERLET, ZOIPT K
VA, CAFEIEZT v 7m—RNL72Z TAZ 2SR L TCWDODRERH D £T, RORT v
ZRidT L. MEZMRLET,

[Presence (7'L-E> A) ]>[Inter-Clustering (7 7 A X [l]) ]%&H L. [System Troubleshooter (3
ATL FSTNoa—4) | X—=UTHN L= ZAZMETIZEEMT O THhD Y v 7 %7
UwZ LET,

[Force Manual Sync (Gl FEIFEIM) 1227V v 7 LET,

7T ALMET AT —=Z A NKNAVOHEY 7 Ly ailiE, 60 Bhinh £9,

[Certificate Status (GEBAED AT —H X)) | 7 4 —/L RIZ lConnection is secure (& = 7 72 85#5: C
) | BERENTNDZ &R LET,

[Certificate Status (GEFiED A7 —H &) ] 7 4 —/L KIZ TlConnection is secure (% = 7 728%#5 T
) | MFEREINTORNWEAX, IM and Presence 77— X— 2 /X7 J v % /— KT Cisco
Intercluster Sync Agent F—E A ZFLE) L THDH, AT v 5~7 &0 IKLET,

CEPE CLI OV — B 2 ZHEH)I§ 5121, utils service restart Cisco Intercluster Sync Agent =X
~r REFETLET,

* F£ 7=, Cisco Unified IM and Presence Serviceability ® GUI 7> 5 Z O —E A & L) CX 97,
Z D . C [Certificate Status (FEFAE D 27— % ) 17 1 —/L KIZ [Connection is secure (& =
TREHETT) | BDERINTNWDII AR LET, ik, 7 7 AFZRFEMN 7 7 A XM T

ERICHELESIL, 7Ty 7 a—RL7ECAFERAEMENOZ JAZIZEBML WA Z L E2EKLE
j—o

RDOIEXE
£ IM and Presence Service / — R~BLATEFEAELZT v 7n— KL ET,
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[ | IM and Presence Service ~DE—4—/\CA BL [ EHMBAEDT7 v FA—F

% IM and Presence Service / — KADE&Z A EEHED 7y JO—F

A

CAGFHHENGT XTOH I T AHXICIELL A ENTWAEE1EL. 4 IM and Presence Service / — K
W) e B E GEEE T v e — R TEET,

G¥)

ATv 1

ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATvT1

7 T AZNIE T T D tomeat sEFZEIZES L, FNUOEFRIGIZTY v e —RFT52 &%
IR LES, ZoOHFEEZERTLE, 7 AZMBEDY IV IZET AN ERE S E
—a—o

FIE

[Cisco Unified IM and Presence OS Administration (Cisco Unified IM and Presence OS O ) 1>
[Security (7% = U7 ) ]> [Certificate Management (REFAEOEHL) | #ZINL 7,

[Upload Certificate/Certificate chain (REME/FAEHEF = —> D7 v 7r—1F) 127U v 7 LET,
[Certificate Name (GEAE4) ] Fry 7 & w7 U X R T, [tomcat] Z 38K L £,
BAMEIEAZEOHRHAE AN LET,

T o Ta—RT57 7 ANERETDHIZIE, [Browse (M) 1227 Uy 7 LET,

[Upload File (7 7 A VDT v 7 —FK) 1227 U v 7 LT,

£ IM and Presence Service ./ — K GV K L F 7,

AEEOFEOFTEMIZ DWW T, [Cisco Unified Communications Operating System Administration
Guide (Cisco Unified Communications 7 _XL—7 7 T A7 LEBT A R) | 22HL T2
AN

RDEE

Cisco Tomcat — & A Z L) L £,

Cisco Tomcat — E XD HBHLH

ATv T
ATy T2
ATvT3

il Cisco Unified Communications Manager Release 10.5(1) T IM and Presence Service DX & HIE

£ IM and Presence '—E' A / — KiZtomcatfF HER 7 v 7 u— K L7256, 4/ — KT Cisco Tomcat
P—EREZHEETOILERH Y 7,

FIE

BWELCLLIca /A4 v LET,
WD a~< RaFEITLE T, utils service restart Cisco Tomcat
K/ — RN CHROELET,



IM and Presence Service ~DE—+H—/\CAEL [ EFAAENT7 v TO—F B

RDIEFE
7 7 AL RN EFICHEL TS Z & 2B LET,

7 5 A 3 R DHER

ATv T

ATy T2

ATvT3

ATvT4

ATvTH

ATvT6

ATy FT17
ATv7S8

ATvT9

ATv 710

Cisco Tomcat V' —EANT T AZNOEELZZITHTXTO /) — N L THEE LR, 77
A& BRI EFICEEL TV D 2 k%ﬁﬁ?éﬁ%# DET, DY T AKX DK IM and
Presence 7— ¥ N—A N7 U vy ) — RTROFIEEZFITLET,

FIE

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& 2E) 1>
[Diagnostics (i2WF) ]> [System Troubleshooter (AT A F T T a—H#) [ &BIRLET,
[Inter-clustering Troubleshooter (7 Z A X < 7 /L3 = —4) ] C, [Verify that each TLS-enabled
inter-cluster peer has successfully exchanged security certificates (% TLS ®it~7 7 A Z M ET Rk % =
U7 4REEZIERICZHRLTWD Z L 2T D) 17 A MZREL, 7 A MIAKLTND D
AR LET,
TANCZT—NRERINDLGEIE, Z7AXBETOIP T RLAZGEELET, ZOIPT R
VAR, CAGEHIELZT v 7 n— L7 F2Z2 2R L TWDORENDY £, RORXT v
ZfidT L. MEZMRLET,

[Presence (7'LE 1 R) ]>[Inter-Clustering (7 7 A X f#]) ]Z#&I L. [System Troubleshooter (3~
ATL ST a—48) | =V THEMN L7 ZAXMETICEEMTONATWD Y V7 &2
Vw7 LET,

[Force Manual Sync (FRHEIFEIEW) 1427 U v 7 LET,

[Also resync peer's Tomcat certificates (£°7 D Tomcat it E L HEMILET) | F=v I/ RNy 7 2%
Az, [OK] 227 U2 LET,

77257&5117 AT =R A RXIVOBEE) 7Ly 2iZid, 60 F000 £97,

[Certificate Status (FEMED X7 —& R) 17 4 —/L R|Z [Connection is secure (&3 = 7 72 42f¢ C
T) | BERENTVDLZEEHERLET,

[Certificate Status GEWIED AT —H R) |1 7 4 —/L KT [Connection is secure (& ¥ = 7 728455t C
T) 1 BEREINTWZRWEAIEL, IM and Presence 7 — 4 X— A /X7 w3 % /— K Cisco
Intercluster Sync Agent F—EAZFLE) L THDH, AT v 75 ~8 &M 0iIKLET,

CEHHE CLI O — B A& #5213, utils service restart Cisco Intercluster Sync Agent =
~ Y REFETLET,

* F£ 72, Cisco Unified IM and Presence Serviceability ® GUI 7> 5 Z O —E A & HL#) CX 97,
Z DT [Certificate Status  (FEFAFED A7 — 4 ) 17 4 —/L RIZ [Connection is secure (&% =

TR TT) | DERENTWDIZ EEZERLET, Ziud., 7 7 AFBREBAR, 207 T A
L GFHELAZT v — RN TRAZOB TR SN TWAZ LE2EKRLE7,
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[ | IM and Presence Service ~DE—4—/\CA BL [ EHMBAEDT7 v FA—F

CA E & {TZ cup-xmpp SEAZN7 v JO—F

ERETOITIRDOIN— FMIAES S UHHEAED 7 v JO0—F

ATvT1

ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATvT1

il Cisco Unified Communications Manager Release 10.5(1) T IM and Presence Service DX & HIE

CA B4+ & cup-xmpp 7l # % IM and Presence Service (27 v 70— R4 572D A L-UL7p T
B X R D L B0 TT,

1 B4 %175 R0 — FEHER X O BZEAZE % IM and Presence Service |27 v 7 11— K
LET,

Cisco Intercluster Sync Agent ¥— &2 &2 @) L 9,

CAGEHENMILD 7 T AXICIEL FAHIENTWD Z L 2R L ET,

4 IM and Presence Service / — NIZH# U B4 ZAEHE LT v 7 — FLE T,

F_CTPD /) — KT Cisco XCP /L—4 H—E A& FHidh L £,

n A W N

N— NEEL LOHPMFEAEEZ T v 7’ — RT 25855813, iEAETF = — 2 OFKFEAEEZ L— |
SERASE ) & EERAEOJIEIZ IM and Presence Service ~7 » 70— KT A3 NENH Y 97,

root > intermediate-1 > intermediate-2 > ... > intermediate-N

Fx—rTT vy u— RTHKAAET LIC, DRNCT v e — KL EOFEENES Lo
ERRETHALENHY £7, WIZHZRLET,

* intermediate-1 DFEIL. BT — FFAENER SN E LT,
* intermediate-2 DF-A L. B4 T intermediate-1 2MEH S E L7z,

IM and Presence 7 — 4 ~X—Z /X7 U w3 % / — KT cup-xmpp-trust 2 F 7 {Z/L— FEEELS LY
HRGEE (FIET2%6) 27 v 7 e — RTH0ERHY £3, BLEITIRGER (CA) @
Jb— MREBHER X OV HREH # 4 BB S 7U7- IM and Presence Service (27 v 7' 2 — K4 5121%, &
DFNEAETLET,

FIE

IM and Presence 7 — & ~X— A /N7 »» /% /— RC, [Cisco Unified IM and Presence OS Administration
(Cisco Unified IM and Presence OS D& ) 1> [Security (7= U 7 r) ]>[Certificate Management
GERAZEOER) 12BN ET,

[Upload Certificate/Certificate chain GEME/REHETF = —> D7 v 7 —1F) 1227 U v 7 LET,
[Certificate Name (GEFAE4) | Ku v 77X w2 U A )5 [cup-xmpp-trust] Z 341 L 97,

B EGEAZEOBRAEZ A LET,

[Browse (ZR) 127V v 27 LC— hEAED 7 7 A L EROITET,

[Upload File (7 7 A VDT v 7u—FK) 1% 27V v 7 LET,

[Upload Certificate/Certificate chain (FEBAZ/ZIBAZF z—> D7y 7A—FK) |74 v RUZHEH
LT, £HMFEHAELXRCHFETT v 7 r—RKLET,



IM and Presence Service ~NDE—H—/\CAEZFEAHED7 v TO—F B

RDIEFE

Cisco Intercluster Sync Agent ¥— & A & L L £,

Cisco Intercluster Sync Agent — E X D HBFTH)

ATv T
ATw T2

)

IM and Presence 7 — % X—A X7 U vy J— RV— M XOHRGEAELZ T v 7r— R L7z
5. Z? /— KT Cisco Intercluster Sync Agent —E A2 FHEETH5XLE R H Y 9, ZOH—
EAOTEET L LICX Y, 7272 HIZ CAREHENMLOTRTO s ZRAZIZFAH S ET,

FIE

BELCLIICR 7 A v LET,
WD < R&EFLTLET, utils service restart Cisco Intercluster Sync Agent

GE)

F 72, Cisco Unified Serviceability GUI 7> & Cisco Intercluster Sync Agent — &' 2 2 Fifd#) T X £
j‘o

RDIEE
CAGEHENMLO 7 ZAX IR LI Z & 2B L E T,

fthd Y 5 XA Z I CARERAZEA RSN TS & DFERR

&

ATy T2

Cisco Intercluster Sync Agent H— B 223 FRfd ) L7212, CA GERIEA ML 7 7 2 ZIZE L L A S
Nl L aERTHNERDH Y £9, fl1od IM and Presence 7 — X X— A /X7 U » U X D4 ) —
RT, WOFNEZETLET,

FIE

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& FE) >
[Diagnostics (72l1) ]> [System Troubleshooter (A7 A b T T/ a—4) | Z@IRLET,

[Inter-clustering Troubleshooter (7 7 A X[l b Z 7 /v =—4) ] C. [Verify that each TLS-enabled
inter-cluster peer has successfully exchanged security certificates (% TLS X~ 7 A XM BT BNIEHF I
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ATvT3

ATvT4

ATy TH
ATvT6
ATy T17

ATvT8

ATy

IM and Presence Service ~DE—H—/\CA EL{f EHHPEED 7y FO— K

X2 VT AREAEE M LELR) | 7T APERRKRL, TAMIGELTNDZ LR L E
7
TANCZT—=BRRINDGEIL. 7 7AZMETOIPT L AZEHLET, ZOPT KR
VAL, CAGEEZLZ Y v 7’a— RN L7 FAZ B L TWHMERHD £T, ROAXAT v
AT L, MEE R LET,

[Presence (7' LB &) ]>[Inter-Clustering (7 7 A X [l]) ]%&H L. [System Troubleshooter (3
ATL ST a—8) | X=UTHMN L7 ZAXBETICEEM T SR TnD ) T &0
Vw7 LET,

[Force Manual Sync (3R FEIFW) 14227 U v 7 LET,

7 TAZMET AT —=Z XA SRV OHEY 7 Ly 2 lZid 60 B0 £,

[Certificate Status (REBHED A7 — 4 A) | 7 4 —/b FIZ [Connection is secure (¥ = 7 728545 C
T) | BERENTNDZ 2R LET,

[Certificate Status (GEFFED A7 —H R) |17 4 —/L KT [Connection is secure (& = 7 72z C
) 1 BEREINTWZ2WEAIL, IM and Presence 7 — 4 X — A /X7 w3 % /— K Cisco
Intercluster Sync Agent ' —EAZFEI L THDH, AT v 7 5~7 &0 IKLET,

CEHHE CLI o — B A Z #5213, utils service restart Cisco Intercluster Sync Agent =
~ U REFATLET,
* ¥£7-. Cisco Unified IM and Presence Serviceability ® GUI 2> 5 Z D4 —E A &2 FHEE ¢& 7,

Z DR AT [Certificate Status (FEFAED A7 — 4% R) 17 4 —/L NI [Connection is secure (& % =
TR TT) | DERRINTWDHZ EEMRLET, ik, 7 7 AXMEEN 7 A2 #T
EFICHNL S, 7y 7 r— KL CAGEHEREND 7 ZAXIZAH L TN DL L 2K L E

D

ROEXE
£ IM and Presence Service / — R~FBAF XGEAEEZT v 7a— RRLET,

% IM and Presence Service / — FADE & EAED 7y JO—F

A

CAGEAZEN T RTO I T AHXIZIELL A I TWAEAIEL. 4 IM and Presence Service / — K
WY 72 B4 fF & cup-xmpp REAEE T v r— R TE £97,

G

il Cisco Unified Communications Manager Release 10.5(1) T IM and Presence Service DX & HIE

7 T AZNTMETIR T T D cup-xmpp sEHFIZEA L, 200 OFEHEFELFKRICT v 7 r— K
LT, P—EZ~DEEPE—DA T T ARFMTFENTERETE L2 X0 T2 2 L aH#EE L
7,




ATy T

ATvT2
ATvT3
ATvT4
ATvT5
ATvT6
ATvT1

IM and Presence Service ~DE—+H—/\CAEL [ EFAAENT7 v TO—F B

FIE

[Cisco Unified IM and Presence OS Administration (Cisco Unified IM and Presence OS O #E) ]>
[Security (£ = U7 ) ]>[Certificate Management (FEFJEDEFEL) | 23 INL £7°,

[Upload Certificate/Certificate chain (GEFAE/FEAET = — D7 v 7 e —R) 127V v 7 LET,
[Certificate Name (GEFIEA4) | Koy 77 U X E)2b [cup-xmpp] 2N L F,

B EGEAZE OB EZ A LET,

T w7 u—RTB7 7 ANVERETDHIZIE, [Browse () 1227V v s LET,

[Upload File (7 7 A VDT v 7u—FK) %2707 LET,

4% IM and Presence Service / — R TV K L £,

REEOE P OFEMIZ DWW TIX, [ Cisco Unified Communications Operating System Administration
Guide (Cisco Unified Communications 4XL—7 ( 7 VAT NEBHTA F) | 2R LTS
AN

ROEE

T _TPD /) — NT CiscoXCP L—& —bE 252 HEHLET,

I RT®D./ — FD Cisco XCP Router — E X D HILE)

A

IR

&
ATy T2
ATvT3

Cisco XCP Router D FiCE) IV — R E L 5 2 £,

4 IM and Presence % — " 2/ — RIZ cup-xmpp DFEHELX T » 7o — R L7=H, 4/ — KT Cisco
XCP Router ¥ — E'AZ FHEEEIT 5 LENH Y £7°,

FIE

BWPLCLLIca /A4 v LET,
WD a< R&EZFELTLET, utils service restart Cisco XCP Router
£/ —FTHVELET,

GE)

F 72, Cisco Unified IM and Presence Serviceability GUI 7> % Cisco XCP Router #— & 2 % F L)
ISCENE

Cisco Unified Communications Manager Release 10.5(1) T IM and Presence Service DX & B2 i



[ | IM and Presence Service ~DE—4—/\CA BL [ EHMBAEDT7 v FA—F

CA 4 {1 E cup-xmpp-s2s SEFAZN 7y JO— K

CA E4 1% cup-xmpp-s2s 7l # % IM and Presence Service (27 v 7’ 10— R 572D A L~UL

RFNEF RO EBY T,

1 B2 %17 ) GER O — FEEHER L O HFEH E % IM and Presence Service (27~ 7' 12— R
LET,
CAFEHIERMO 7 T AXITIEL AMIENTWD Z & 2R LET,

3 YR E 4 AT & FEHE % IM and Presence Service 7 =7 L—Y 3y J— RIIT7 v r—KLZE
T (ZOFERER 7 =7 L—3 3 VI35 IM and Presence Service / — RIZDHMETH
D, TXXTO/— RIBBELRDITTELY FHA)

4 WBRZF 59 XTD / — KT Cisco XCP XMPP Federation Connection Manager — £ A % FjiZ
BLET,

EZHFTORMERDI— FIRAES L UDEEIAZD 7y 7O—F
N— NEREB XOPMERELZ T v 7o — R4 58813, iEAET = — 2 OLIERELZL—
FEBAE DS & P EIFEAE ONELZ IM and Presence Service ~7 v 70— R4 A MLENH Y 97,
root > intermediate-1 > intermediate-2 > ... > intermediate-N
F—rTT v 7u— RTAEHET L, DENCT vy 7 e — KL EOFEAERESL L)
FRETHVLENSHY T, RIHERLET,
* intermediate-1 DAL, BT — FFAENMEH SN E LT,
* intermediate-2 OIF-H 1L, Z4 12 intermediate-1 2MEH S E L7z,
IM and Presence 7 — % ~X—Z /X7 w2 % / — KT cup-xmpp-trust A k 7 |Z/b— REEERS LY
FREE (FETA56) 27 v 7a— RT3 0ERHY £7, BLEITHRGER (CA) O

Jb— FEEFAER L OV EIFEIAE 2 BB X172 IM and Presence Service |27 > 7 0 — K9 5121, K
DFRIAZEFITLET,

il Cisco Unified Communications Manager Release 10.5(1) T IM and Presence Service DX & HIE



ATy T

ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATvT1

IM and Presence Service ~DE—+H—/\CAEL [ EFAAENT7 v TO—F B

FIE

IM and Presence 7 — % “X— A /X7 J v /¥ /— KT, [Cisco Unified IM and Presence OS Administration
(Cisco Unified IM and Presence OS @45 ) ]>[Security (E% = U 7 ) ]>[Certificate Management
GEHZEOER) [ ZB/RLET,

[Upload Certificate/Certificate chain (GEFIZ/AEHET = —> 07 v 7 mn—R) 27V v 7 LET,

[Certificate Name (GEFAE4) 1 Ka v 7 X w2 U X R 5 [cup-xmpp-trust] Z 3R L £ 97,

B ZFENZE OB EZ A LET,

[Browse (BR) 1227 VU v 7 LT— FEHEO 7 7 A V& RO ET,

[Upload File (77 A NVDT v 7 u—FR) (%27 Uy 27 LET,

[Upload Certificate/Certificate chain (FEBAZ/IBAZF z—> D7y 7O—FK) |V 4 v FUZHEH
LT, HEHMEEHELZRCFETT v 7 re—RKLET,

RDEZE
CAFEMIEAS MO 7 T 2 4 LRSI 2 L 2R LET,

fthd Y S RAZICCAREHAENRPMENTINS Z EDFER

ATvT1

ATy T2

Cisco Intercluster Sync Agent % — B X 23 fHfd @) L7212, CA GERAE (ML 7 7 2 ZIZIE L [AH S
Nz LR 20ENH Y £9, o> IM and Presence 7 —F X—A /X7 U v ¥ D4 ) —
RT, ROFNEZETLET,

FIE

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& EE) ]>
[Diagnostics (72l1) 1> [System Troubleshooter (AT A h T T/ a—H) | Z®IRLET,

[Inter-clustering Troubleshooter (7 5 A X ] b5 7 /L3 = —4) | C, [Verify that each TLS-enabled
inter-cluster peer has successfully exchanged security certificates (£ TLS xfiix2 7 A Z [Wl &7 N IEH 12

Cisco Unified Communications Manager Release 10.5(1) T IM and Presence Service DX & B2 i



ATvT3

ATvT4

ATy TH
ATvT6
ATy T17

ATvT8

ATy

IM and Presence Service ~DE—H—/\CA EL{f EHHPEED 7y FO— K

X2 VT AREAEE M LELR) | 7T APERRKRL, TAMIGELTNDZ LR L E
7
TANCZT—=BRRINDGEIL. 7 7AZMETOIPT L AZEHLET, ZOPT KR
VAL, CAGEEZLZ Y v 7’a— RN L7 FAZ B L TWHMERHD £T, ROAXAT v
AT L, MEE R LET,

[Presence (7' LB &) ]>[Inter-Clustering (7 7 A X [l]) ]%&H L. [System Troubleshooter (3
ATL ST a—8) | X=UTHMN L7 ZAXBETICEEM T SR TnD ) T &0
Vw7 LET,

[Force Manual Sync (3R FEIFW) 14227 U v 7 LET,

7 TAZMET AT —=Z XA SRV OHEY 7 Ly 2 lZid 60 B0 £,

[Certificate Status (REBHED A7 — 4 A) | 7 4 —/b FIZ [Connection is secure (¥ = 7 728545 C
T) | BERENTNDZ 2R LET,

[Certificate Status (GEFFED A7 —H R) |17 4 —/L KT [Connection is secure (& = 7 72z C
) 1 BEREINTWZ2WEAIL, IM and Presence 7 — 4 X — A /X7 w3 % /— K Cisco
Intercluster Sync Agent ' —EAZFEI L THDH, AT v 7 5~7 &0 IKLET,

CEHHE CLI o — B A Z #5213, utils service restart Cisco Intercluster Sync Agent =
~ U REFATLET,
* ¥£7-. Cisco Unified IM and Presence Serviceability ® GUI 2> 5 Z D4 —E A &2 FHEE ¢& 7,

Z DR AT [Certificate Status (FEFAED A7 — 4% R) 17 4 —/L NI [Connection is secure (& % =
TR TT) | DERRINTWDHZ EEMRLET, ik, 7 7 AXMEEN 7 A2 #T
EFICHNL S, 7y 7 r— KL CAGEHEREND 7 ZAXIZAH L TN DL L 2K L E

D

ROEXE
£ IM and Presence Service / — R~FBAF XGEAEEZT v 7a— RRLET,

JITL—Yay /- FAOEBRFERAENT Y TO—F

MY

CAFFHAENT R T I T AZIZIELL A ENTWAEAIL. 4 IM and Presence Service 7 =7
L—a Yy J— Ry eB4 6 & ifHEE2Z7 v 7o — R T E3, 7TO ./ — RIZEHE
7 w7 a—RNTA0EEHY EEAL, 72T Lb—valHO ) = RIZEF T vy e —RLET,

GE)

il Cisco Unified Communications Manager Release 10.5(1) T IM and Presence Service DX & HIE

7 T ABNZWELTIR ST O cup-xmpp-s2s it AZEIZEA L, ENHEFRFHZTY v 7r—RT5 2
LR LET,




IM and Presence Service D SIP X1 1) 7 1 DHRE B

FIE

ATy T [Cisco Unified IM and Presence OS Administration (Cisco Unified IM and Presence OS D& #E) ]>
[Security (£ = Y7 1) ]>[Certificate Management (REFEDEI) | Z RN L 7,

AT w72 [Upload Certificate/Certificate chain GEME/AEHEF =—> DT v 7 —1FR) 1227V v 7 LET,
ATvF3  [Certificate Name GEWIES) ] Fu v 7 X7 U A KD [cup-xmpp] Z 3R L E7,
ATvT4  BAGEAHEOHAEZADLET,

RT9TS  ToTu—RT57 7 A NVERFET DI, [Browse (BH) 127V v 7 LET,

ATw 76 [UploadFile (77 A NVDT v7u—FK) %2707 LET,

ATw 1  4IM and Presence Service 7 =7 L—y 3 v J — R THVIELET,

FEEOEBOFEMIZ DWW TIX, [ Cisco Unified Communications Operating System Administration
Guide (Cisco Unified Communications XL —7 1 > 7 VA7 KEBHT A ) | 22 L T2
AN

ROEZE

WA F 5D/ — KT Cisco XCP XMPP Federation Connection Manager #— "2 Z F il L £,

Cisco XCP XMPP Federation Connection Manager H— E X D B2 &)

4% IM and Presence F—E A O 7 =75 L —3 3 > / — R{Z cup-xmpp-s2s Dt EEZ T v 7 — K
L7eb, &7 =7 L—v 3 /— RO Cisco XCP XMPP Federation Connection Manager h— £ A %
BEETLIMLERD D 77,

FIE

ATYF1 EHECLIICRZA U LET,
RTvT2 kOa<wr FEE{TLET, utils service restart Cisco XCP XMPP Federation Connection Manager
ATvT3 KT7xTL—rar /) —RTHRVELET,

IM and Presence Service D SIP X211 71 DERE

MSE7H Iy FOETE

IM and Presence ¥— B AFEfAE A A 7" — k95 &, IM and Presence — B A3 H#IAYIZ TLS ¥
TYH T2 FETISE T 7027 P UAMBIOTLS 27 A UAMIEBMLEY &
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. IM and Presence Service D SIP %1 1) 57 1 DHRE

ATy

ATy T2
ATvT3

ATvT4
ATy TS5

LET, BHHICAELETCTLSE Y 7227 FBLOTLS 20T F A FRREIN TS L
AHERLET,

FIE

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& #) |>
[System (A7 A) ]>[Security (£ = U7 ) ]>[TLSPeerSubjects (TLSET 7 =7 k) ]
DNEIER L £

[Add New (BrELEM) 1227V v 27 LET,

BT 7Yl AR L TROFIEOWT NN EFEITLET,
a) J— KPR THEHEOY 7V =7 FCNEASHLET,
b) FEAEABIE, CNZHEL CZ T i £,
[Description (FiH) 17 4 —/v RIZ/ — ROL4HTIZATI LET,
[Save R1F) 127 Vw7 LET,

RDIEZE
TLS =T %A M ERTELET,

TSV TXF X FDERE

il Cisco Unified Communications Manager Release 10.5(1) T IM and Presence Service DX & HIE

IM and Presence ¥ — B AGE#E A A > 7"— 9% & IM and Presence " — & A (X H B TLS &
THTY s NETLSEY 7027 M URAMBIRTLS 2 7F A~ UX MIBMLE D &
LET, BHCADETTILSETY 7V 227 FBEXOTLS 20 7F XA MBRREINLTNDH I &
R L ET,

[T L& BHIIC
IM and Presence ' —E 2D TLS B°7 7V =7 FARELET,



ATy T

ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATvT1

ATvT8

IM and Presence Service D SIP X1 1) 7 1 DHRE B

FIE

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D4 El) >
[System (A7 &) ]>[Security (£ = U7 ) ]>[TLS Context Configuration (TLS =37 % X
FRRE) ] DNEIZER L £,

[Find (#FR) 1 &2 Vv 2Z LET,

[Default Cisco UPS SIP Proxy Peer Auth TLS Context] Z&&R L £7°,

EHARERTLS BT 7 V=7 DY R b, RELLTLSET 7V =7 M AR L £,
ZDOTLS 7 H 7Y =7 k% [Selected TLS Peer Subjects] (28 L £77,

[Save (FRAF) 1%#7 VU v 7 LET,

[Cisco Unified IM and Presence Serviceability (Cisco Unified IM and Presence D —E A7 E U 7 1) ]
>[Tools (*’—/L) ]>[Service Activation (h—EZXDRHR) | IR L £,

CiscoSIP 7 ¥ — v 2 Hilld L £,

SIS a—TFaoFDEV L

TLS =7 F A MIkTH2EEZ G20 Zi. SIPProxy ' —E 2 & HEHT20ENH Y F
j—O

EErEY Y
SIP Proxy % —E 2O LH), (126 ~—)

SIP OX y—JAXxS 45 R4R/TA I 24 TDOHRTE

AT

ATy T2

ATvT3

IM and Presence Service 237 7 A X B TSIP A vt —V 2L RIIN—T 4 T3 HT-DITHEH
TH7u haLERIRLEYT, T 740 ME, TLS7 e haLr T, 77 A% J—Kiitxa
TTHRWRy NT—2 %N LTI 747 %EEL, X277 WE{bEhi) BT v >
IVDSLETRGANT TLS 2 L E 9,

FIE

[System (3 A7 L) ]1>[Security (£F = U7 r) ]>[General Settings (—fxaxiE) ] 2N L £
D

[SIP Intra-cluster Proxy-to-Proxy Transport Protocol (SIP 27 7 A X [H] 7' m XY —7 1% LRk 7' m
h=aw) 1 A==a—05 [protocol type (Z'v h=)v XA 7)) 1% RINLET,

[Save (ff1F) 1227V v 27 LET,

STV a—FaTDEV

SIPProxy 7' 2 b /UK 2 EEAH N T HITIE, SIPProxy h—E A Z FHEBEIT 204N H Y
£9,
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. IM and Presence Service O XMPP X2 1) 7 1 DRE

BEErEYY
SIP Proxy —E A DOFLHE), (126 ~—)

IM and Presence Service O XMPP X211 7 4 DEFE

XMPP X271 E—F

IM and Presence % — E" A {Z XMPP N— A DR ETEF = UV 7 4 BNk S T ET, ROKIL,

IHBEDXMPPDEF= YT 4 T— RIZOWTHHALET, IM and Presence ¥-— A XMPP

X2 VT 4 B— REFRET HITIE, [Cisco Unified CM IM and Presence Administration (Cisco

Unified CM IM and Presence D& BH) ]>[System (A7 &) ]>[Security (ZF% = U7 ) ]>[Settings
GFE) 1 ZBIRL E7,

Fz17: XMPPt*17 E— FOiHA

t*a7 E—F BT

Enable XMPP ClientTo | Z O EE A 12T 5 &, IM and Presence —E R1%, 7 T ZAZHND
IM/P Service Securj: IM and Presence & —E & /) —RNE XMPP 7 A4 7 b 77U r— 3
Mode (XMPP 7 7 A7 UEICE X 2 77 TLS #8562 fexr. L £, IM and Presence ¥-— b &

YREIMPYH—ERM | 13 ek aT E— REF T4 N CEUIC LET,
DEXFaT T—FRKOHF

L) OB FaTE—RELTICLRWZ EAHEEL I, 7277 L. XMPP
IIGAT N T T r—arPIEEFaT E—RTIIAT bR
TA I VT oo VERETCELGEEREET, EXaT E—R
A 7T HEEIX, MO HFETXMPP DY FA4 T 2 Y — ) — Rl
BERETEL L 2R L TIEEN,

Enable XMPP ZOFREHEANTT B E . IM and Presence —E RXF U7 7 A XK
Router-to-Router Secure | & - 1331/ 7 5 2 % N XMPP /L— & B2t % = 7 7 TLS Hli & fe T
Mode (XMPP /L—% L %4, IM and Presence ¥— ¥ A% XMPP ZFRAE %2 XMPP {EfEFHE
V= X2 T L L CHBIC Y T AXNEITY T ASRITCHERL L9, XMPP/L—
T FofAE) 213, W25 AZNETIZBIO S 5 22 NIZH B0 XMPP L— 4
& D TLS ki A Er LK D & L, TLS #kiOMELICE TE £,
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IM and Presence Service O XMPP 32 1) 7 1 DR TE B

X7 E—F Bl
Enable Web Client to ZOFZEEANTTSH L. IMand Presence ¥— AL, IM and Presence
IM/P Service Secure Y=t R )= REXMPPR—ADAPIZ FA T N TV r—a

Mode (Web 27 A7 | pioptr % o 7 70 TLS HEREARESL L E T, S OREE AT LA
k& IM/P H— E\Xﬁfﬁ? IZ. IM and Presence "— £ A @ cup-xmpp-trust U 78 k U (2 Web 7 7
EX=2T T RORE | 7 Lo EE I BAN XN EET v T — FLET,

2 FE Xy FUY—Z7FB XU IM and Presence —E A J — K23 IPv6 &
HHR—bFL, XMPPRX—ZADAPIZ FA T N7 7V r— 3
DB F 2T IR TLS #5H DA T 256, / — FD IPv6
TUB—TTA R IRT A= EHINT H0ENH Y, Cisco
Unified IM and Presence Operating System Administration % i F L
T#IM and Presence "—E A / — KT Eth0 @ IPv6 Ethernet IP
WEEZAMNCT HRENH Y £3, ZNLSOHEE, P MT
T4 I IPVA B LES L LET, IPv6 7 R RAZMH
THXMPP X—ADAPL YV TAT b TV r—arnb
ZAET D3y MIEE S ER A,

SN T — # X —Z | LDAP #—/3, F721% Exchange h—/3~D
IPvo AT A7DIZ ) — RBRREINTWDIEHEA, £
X IPv6 2457 =2F L—y g VELEN ) — R TRESH

TWaGaE, /—RE2 P4 2T X9 ICRT 2 LiFTx

EH A,

XMPP DX =T A REEFZTF LIZHEIL. Y- AZHEESHLES, ROT 73 Dng
NnEFEITLET,

* [Enable XMPP Client To IM/P Service Secure Mode (XMPP 2 74 7 > | ¥V — IM/P —E RAD
X a7 B— REAIT D) | ZMmE L7-EA X, Cisco XCP Connection Manager % F5- L &)
L ¥£9, [Cisco Unified IM and Presence Serviceability (Cisco Unified IM and Presence @ — ¢
AT EUT 4) ]1>[Tools (*>—/1) ]>[Control Center - Feature Services (2> hm—/L &
HZ— - HEEEY—ER) 1 ABINL T, 2o —bv X2 ilE#ELET,

* [Enable XMPP Router-to-Router Secure Mode (XMPP /L—4 Y —/L—% EX¥ 27 E— ROHL)
{b) ] Z#mEE L7=3%A 1%, Cisco XCP Router % FFfL#E) L 9", [Cisco Unified IM and Presence
Serviceability (Cisco Unified IM and Presence D% —E X7 Y 7 ) ]>[Tools (V—/) 1>
[Control Center - Network Services (2> hra—/L o ¥ —_- Ry hU—7 $—ER) (&R R
LT, 2OV —ER&HEELET,

* [Enable Web Client to IM/P Service Secure Mode (Web 7 74 7> K WV — IM/P H—E XDk
Xa7 B— READNCT D) | EfE L7-8%E 11X, Cisco XCP Web Connection Manager % -t
# L ¥, [Cisco Unified IM and Presence Serviceability (Cisco Unified IM and Presence - —
EAT7 B U 1) ]1>[Tools (*»—/L) ]>[Control Center - Feature Services (2> hm—/L &/
Z— et —ER) | ZERL T, 2oV —tvAEHEELET,
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. IM and Presence Service O XMPP X2 1) 7 1 DRE

BEErEYY
IM and Presence " —E A & XMPP 7 74 7 FEIDO® % 2 THEFORE, (146 X—)

IM and Presence Y —EXEXMPP U SA 7> FEIDEX A 7EHGEDRTE

FIE

AFwF1  [Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D4 #) ]>
[System (2 A7 ) ]>[Security (¥ =V 7 1) ]>[Settings (FXE) | ZEIRL 7,
ATvT2  ROWTNPOEREEZFITLET,

* 7 Z A% ® IM and Presence & —E A L XMPPclient 7 7'V 7r— 3 VORI DX =27 7 TLS
Bafot 2 WeNr 4 5121, [Enable XMPP Client To IM/P Service Secure Mode (XMPP 7 14 7 > b
YV—IMP YV —ERtXaT T—FEAEMITD) | 2BIRLET,

ZOEF a7 T—REA 7LV EEHERLET, 27EL, XMPPY T4 7 F T 7Y
= alrNEEX 2T TR TIIAT b ual Ay J LT oy vy VERi#ETE D54
REET, EXaT7 T FEF 7T L5613, MOFETXMPP DV FA4T 2 b Y —
J— FBEERHETEDL I LEAMR LTI,

* 7 Z XX ® IM and Presence —E A & XMPP X—ADAPI 7 F A T N 77V r—a
D& = 7 72 TLS Bt &2 MeSL 3 5 1Z1%. [Enable Web Client To IM/P Service Secure Mode
(Web 7 AT F V—IMPH—ERExaT T—RE2AMITH) 28R LET,

ZOREE A NTT H5A 1L, IM and Presence @ cup-xmpp-trust U AR s U2 Web 7 7 A 7
MO EECFBEAMEIEAELZT v e — FLTLEE N,

FE F v hU—7Z L IMandPresence —E & / — K3 IPv6 Z %" — k L, XMPP ~X— 2
DAPLYZ FAT v b 7T FVr—ar~DbXa7 72 TLS #ki 2 BT 28546
1T, /—RODIPv6 = X —TF 54 X IRNTGA—=FEH/HL, 7T AHX D% IM and
Presence '—E & / — KT Eth0 @ IPv6 Ethernet IP iR E X AN T A MERH Y £
T, TUH—T T4 X RF A=K L Eth0 TIPv6 DFREN SN TVARWEEIT, / —
RIZ XMPP X—ZAD API 7 FA T > b TV r—ainbZET D IPV6 237
MIXFLTIPVE ZEHT DL 912, ENHDIPve X7y MIFE SN EE A,

BT —H _X— A LDAP Y —/ 3, F21Im 7 AF = P =3~ IPv6 555t &
HT5L910 /= RBRFEINTWELEE, £0iE, IPve&2EHT 2727 L —v 3
VBB ) — RTRESNTWDLEHEEIE, /— FEIPVA 2 fEHT L5 ICRTZ &
IETEEHA,

ATvF3  [Save (fTF) 127V > LET,

XMPP Dt X =T 4REEFEH LIHEEIE. WOTFNED 1 2% FH L TROY — B X % FH)
Li‘g—o
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IM and Presence Service O XMPP 32 1) 7 1 DR TE B

* [Enable XMPP Client To IM/P Service Secure Mode (XMPP 2 74 7 > K ¥V — IM/P —E RAD
X7 T REANTT D) | &tk L7z85 1L, Cisco XCP Connection Manager % Fi- L )
L %79, [Cisco Unified IM and Presence Serv1ceab111ty (Cisco Unified IM and Presence D% — ¥
AT EUT 1) ]1>[Tools (*>—/v) ]>[Control Center - Feature Services (2> hrn—/L &
Z— et —E ) | ZERL T, 2oV —ERAEHEELET,

* [Enable Web Client to IM/P Service Secure Mode (Web 7 74 7>k ¥V —IM/P —E 2D+
X a7 B— REHEMHCT D) | ZwE L7-%E 11X, Cisco XCP Web Connection Manager % F 2
B L EJ, [Cisco Unified IM and Presence Serv1ceab111ty (Cisco Unified IM and Presence ™ —
EA7 EUT 1) ]1>[Tools (*»—/v) ]>[Control Center - Feature Services (2> hr—/L &>
—-HEY—ER) 1ZBRRLT, 2OV —E22mEELET,

ROIEXE
IM and Presence ' —E A / — RO XMPP 7 94 7 v baYHR— T 50— R4 IIRELE
—§—O
EENEY D
PN R—=F T 4T FOKE, (19 =)

IM and Presence Y —EXDA VIZEBXMPP Y SA 7Y hDYER—
IM and Presence & —E A 7 T AZNDEL /) — R TZOFNEEZFEITLET,

FIE

ZXFw 71 [Cisco Unified IM and Presence Serviceability (Cisco Unified IM and Presence D% —E AT E U 7 1) ]
>[Tools (*¥—/V) ]>[Service Activation (¥ —E RADEALE) | ZBIN L £,
ATw T2 [Server (H4—/\) | A==—75 [IM and Presence Service (IM and Presence +—tE %) ] /— K%
EIRLET,
ATFYT3 ROV —EREFTLET,
* Cisco XCP Connection Manager : XMPP 7 5 A 77 [ & 72 13IM and Presence — &2 > XMPP
N—=ADAPLZ FA TV bEHETLHEIE. 2OV —vA24 LET,

* Cisco XCP Authentication Service : XMPP 7 7 A4 7> ~, XMPP X—ZD API 7 A4 7T I,
£ 7213 IM and Presence & —E AD XMPP X—AD API 7 74 7 b aHETHHEIE. =
DY —EREFNTLET,

* Cisco XCP Web Connection Manager : XMPP 27 7 1 7> ;| #7213 IM and Presence —E XD
XMPP N—ZD AP1 7 AT » Faea T 25813, 2OV —ERA&EETAH I LET,

ATv T4 [Save (fR1F) 1227V vr LET,
EVh  XMPPZ 7472 MRIEFITHEEET 2L 512, 7T AXNDTRTD /— KT CiscoXCP
Router WA 272> TWAH I L MR L F T,
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. IM and Presence Service O XMPP X2 1) 7 1 DRE

EENEY D
P RA—F AWy T4 T2 L O, (19 84—2)

XMPP7 7 L—>3vtxal) TA4BAETIAILEA—FZEMIZT S

TLSHDXMPP 7 =T L— a3 R— s F— D7 NV—7 F v v haVR— 572012,
XMPP X =2V T 4iFHEDC T AL RO — REENNCTIHDLENRH Y 77,

T7ANVETIEH, XMPP 7 =7 L—ya X2 U T ¢ EBED cup-xmpp-s2s | 213 IM and Presence
P—ERBRICE > TRESNDITRTO RAS UREERET, bl aEAEND 7

v/ ME4 (SAN) = U L LTEMENET, RUEHENOTXITORZ N FAA
DUAN R —RERETDHIVLERHY £7, L7an-> T, “example.com” @ SAN = [ U DO,
DYIZ, XMPP 23 = U7 ¢ FEBAEIL “* example.com” @D SAN T2 MU RNEFENDHIMLENH Y F
T, IN—TF Fx v b =D A YT AH IMand Presence $—E R AT LD 1 DDHEA K
RAAL LDV T RAL L 72DT, VAN RH— RBLEE ZET, B “conference.example.com”

ATy I
ATy T2

ATvT3

il Cisco Unified Communications Manager Release 10.5(1) T IM and Presence Service DX & HIE

&/ — RO cup xmpp s2s DFEHELZFR T 572D, [Cisco Unified CM IM and Presence
Administration (Cisco Unified CM IM and Presence M4 BE) ]> [Security (E¥ =V 7 1) 1>
[Certificate Management (FERAEDERL) |1 2N L, [cup-xmpp-s2spem] V> 7 &7 U w7 L&
7

FIE

[System (A7 L) ]>[System Security (VA7 A X2 UT ¢) | ZRINLET,

[Enable Wildcards in XMPP Federation Security Certificates (XMPP Federation & % = U 7 ¢ GIEBIE D
TANRA—READCT D) 1241 LET,

[Save (FRfF) 127V v 7 LET,

RDEE

Cisco XMPP Federation Connection Manager #-— & A 23 8{E L T\ T, XMPP Federation 2301272 -
TW5 7 T AZNDE ) — KD XMPP Federation £ % = U 7 ¢ GEH#EZ AR T 2 LERH Y £
. TLS #&H ® XMPP Federation 7 /L —7" F v v b &Y R — b F 572D, ZOEF2 T 18
ENLT_T?D IM and Presence ' — B & 7 T A X THHTHHLENH Y £,



FIPS 140-2 E— KD [ |

FIPS 140-2 E— FD&RTE

FIPS 140-2 E—

Federal Information Processing Standard (FIPS) (%, BfEE Y 2 — /L THE D MENRH D Bl %2 ER
% KEB XU T X BT ORGERE T,

"
m B>

4@ & Z A, IM and Presence Service | & FIPS fRGEA 2T > CWEHA, BiENETTHF
C. FIPS 140-2 E— FIZIEERXICHHR—FENFEF A,

FIPS 140-2 IZE— FA AT T 5 &, IM and Presence Service 28 Y 7' — b L., @EIFICEEHAEDO &
NTTARNEFIATLET, EDIC, HEYa— VOEENET = v 7 Z2F7 LT 5 ¥ —BEfE
MAEFARKRLUET, ZOBESE T, IM and Presence Service 1% FIPS 140-2 & — R CEI{EL £,

IM and Presence Service |, RCENFD /L 7T A N EFIT LY, ARFADRES(CLEEEED U A K
\ZIRET 578 LT, FIPS B &0l L £,

IM and Presence @ FIPS <&— R|Z FIPS 140-2 L~V | “CTHRFE & 4172 OpenSSL FIPS & = — /L /3 —
Yarl12%&MHEHLET, OpenSSL OBEH~ == 7 /LiX, http://www.openssl.org/docs/fips/ T [
TEET,

IM and Presence Service T. YR FIPS B# & A 7 #FEITTX £,
* FIPS 140-2 £— FOAEME
* FIPS 140-2 £— RO ELh L,

* FIPS 140-2 £— KD AT —H A DR

GE) 7 7 # /L Tl&, IM and Presence Service [ZFF FIPS &— RC9, CLI ZfH L T FIPS £— K
EHNCT DMERHY £, FEMITOWTIL, [ Command Line Interface Reference Guide for
Cisco Unified Solutions)] #ZM L T EE 0,

FIPS1402 E— KTOH/ — K Yy I—

FIPS NARhE 721X E5h DA . IM and Presence '—E 2 / — RIZHEMIZ) 7— K& E 1,
FIPS 140-2 £ — N CIMandPresence " —E X J — K23 7' — 45 & U 77— MEIZ4 FIPS 140-2
F 2 —/LTCFIPS OE#FGFOELT7TF A NE MY H—LET,
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FIPS 140-2 E— FD{RFE

A
FE O INLOBATTARNOWTNNRRK LT-%E. IM and Presence ¥— B A |31 L 9,
EEEEO BN 7T X MR —F7e =T — RN TR L7254, IMandPresence —E A / —
Nz fEEid 2 & MENRELET, =720, BEREOEL 7T A N =7 —2iFHE I 720
Y. FIPSEY 2 — /VICEKRRERH Y, U U CODOERANME—DA T g L7 %
R
EBAE O 54 B [E] #A

A

FIPSHNAERDGE, T XTORAENFERINET, LELEHFX. 7 72 ZBE7 ORI T
RSN TWRWEENH Y £3, ZORUNBELESLEIR. 7 7 XX ET OROGERED
FENABOTZDICROFIAE FATLET,

GE)

&

ATvT2

ATvT3

ATv74

ATy 75

ATvT6

ATy 71

il Cisco Unified Communications Manager Release 10.5(1) T IM and Presence Service DX & HIE

BHRFIPS "D 1 DO T E BN FIPS WRVMLOE T D7 5 A X ET ORI, FEHE
IR EN TR A, TXTOETNFIPS B— ROBH/ITDOIH, 7T AZB T W CartlAE%
A CcE £,

FIE

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& 2f) ]>
[Presence (7L B A) ]>[Inter-Clustering (7 7 A XM E) 1 IR L ET,

[intercluster peer whose certificate is not present (FERJZEMFIE L7227 7 A X[ ET) ] 23R L
[Force Manual Sync (3§ FEIEW]) 147> a U 2@IRL 7,

REDFEM AR L, [Delete (HIFR) 127V v 27 LET,
Zoavwy REMHALTCLI CTFIPS # A2 LET,
utils fips enable
J— RNV 7—hrLET,
[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& #) |>
[Presence (7' L¥ > Z) ]>[Inter-Clustering (7 7 A X% E) 12BN L., 7 T AXEET 2 FHE
BMLUET,
TARTOIRAERFR SN TNDL Z & MR LET,
GE) AT DD DY
R
REBAFEDS, 20 & ISR S 72 GA &, [intercluster peer whose certificate is not present  (FIEB] S
TFELRWY ZAXMET) ] %23 L, [Force Manual Sync (G| FEIFEIE) 147> 2 v &R
LEd,
GE) R E 72— NERERRENELZ A VAR — N LIk, BAGEHEZ A VAR — N 500
(2. 10 REfR 2 Z & 2R L £,
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DS RAREZBETDEHRTE

* 77 XX HREBRORHREM, 151 <=

* U AAMET OFKE, 152 ~X—

75 A3 RO AREN

A K> K7 1@ IM and Presence Service 7 7 A% N, IM and Presence 7 — & ~X— A /X7
X J— KRR FAXMET ERELET, 7 7 AXPHO IM and Presence Service 7 A7 7
AN ) — RIZiX, 7 7 AZME T ke ?yﬁi#éﬁ%i&;@iﬁm F v hU—2 T IMand
Presence Service 7 7 A X M BT Z3XET HHNT, IROFITHERE L TIIZIN,

U T AXMET X EAID Cisco Unified Communications Manager & A3 2 LE R H Y
E N

* 7"—A 0 IM and Presence Service 77 7 A % & U E— K ® IM and Presence Service 77 7 A X D]
FFT, MWBERNLTF ) —RRTCEZTTHLENDY T,

IS LTV AT A PR Y EZREL, 22—V 2E D B TEI,
° 7 Z A X WND4 IM and Presence Service / — R CH—E A&7 77 4 7 LET,

* o —%4/L® IM and Presence 7 —F X—A /X7 U vy J— K& UE— h® IM and Presence
T—HR=ANRNT Y v )= R TAXLA v H—T oA A A NITDHHERDH D 7,
IM and Presence Service 1. T 7 # /L b Tl AXL #ERZFf> 7 T AZBT 7V r—v 9 v
:L“*"j‘é"{’ﬁﬁk LET, 7I7AXMET ZRET HI21E, U E— FD IM and Presence Service

— RDI FRAABT TV r—vay a—YFoa—F4 L XA T — RPRKETT,

* 7 —77/L® IM and Presence 7 — 4% N—Z /N7 U vy /— K& U E— D IM and Presence
T RX—=ZANNT Yy ) — RTSyncAgent 4 NI THMERDHY 7, 7T AHIH
v ZRET HHNZ, Sync Agent 23 Cisco Unified Communications Manager 7> & 0 = —H (D]
Wbz T TEL LI LET,

TVEBRA=YTaT s ANORFERE, 7T AZRBRHAOY AV T BLONRT =< R
B AHELEEFIEIZ DU T, IM and Presence Service @ SRND 22 L T 72 &0y,
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B /s5xsmcE7osx

DS RARABETDERTE

DS RAMETDEE
2 —7#/L® IM and Presence ' — Y R 7 T AZ DT —HX—ZA /7Y vy /J— & (BT %
BT Hom—HhN 7T AZEHTH) UE— KO IMand Presence y—E R 7 T AX DT —X
N=2ARTY vy /= RTCZOFEEFITLET,
[ L& BHIZ

* 1 —#H/L® IMand Presence ' — B2 J— RO AXLA v Z—T = AT 7T 4 71T,
AXLA v Z—T =2 A AN YU FE— r®D IM and Presence V" —E A 5 —ZX—Z X7 ¥y
J)—RTT I T 47 THHILEHRLET,

*Sync Agent X —H /)L 7 ZAZBILOY E—F 7T AFZ D Cisco Unified Communications
Manager 75 O —HRIMLEZT L2 2 L 2R LET,

* JUE— h® IMandPresence — B2 /— KD 7 T AXWT 7Y r— 3 2—% D AXL
=P ENRAT—NERELET,

* Xy hU—7 CTDNS ZHEH LAWEAIL, IMandPresence ' —EADTFT 7 )L F KA A L
7T ALMEBRD ) — REDHEIZETH Yy 7 2B LTI,

* ZOFMEEFATT DENC, ERhRa—FID £/ XEBE L2 —V D 2R LE4, M
OWNWTIE, TV R 2—VOFHEBIOMEICETA Py 725 L T 7EE0,
HHEIE

F_XTD IMand Presence — YR 7 T RAZ DI T AL 8T 7HRkE LTTCP 2fiHT 5 Z
LEHERLET,
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ATy T

ATy T2

ATvT3

ATy T4

ATy TH
ATvT6

ATy 71
ATvT8
ATy

95 ZREMET D& [ |

FIE

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& #E) >

[Presence ('L B Z) 1> [Inter-Clustering (7 7 A ¥ [{j5%iE) | Z IR L £,

J%E— h® IMand Presence Y—E R 7 T AL DT —H X=X XT3 ¥ /J—RKDIPT KL A

AN LET,

AXL #EfB A > &=— h® IM and Presence H— 2 / — FOT7 AV r— g a—HFopa—F

HHENTTLET,

AXL HE[B &> VU F— F® IM and Presence % — Y & J — ROT7 AU r—3 3 ¥ 2—FORE

FONTERAT—REANLET,

SIP (DT m harz AN LET,

(EE) INFEEE T~ AZMEE AN LET, Zhuk, VE— L 7 722G SN ER

FHICHAT 5 BE.164 v A2 T,

[Save (fRTF) 1 &7 U w7 LET,

n—Hh) 7T AXNDOTRTOH /) — KT Cisco XCP Router — b 2 ZFHiEd L £,

ZOFNEEBREVIELTIYE—F D7 FAZMET ZER L, RICVE—K 7 T7AZOTXTO

/ — KT Cisco XCP Router " — &2 & FiLE) L £ 7,

E¥ b SyncAgent 8 (m—Wb 7 T AXFEZIZYE— K 7T AZ D) Cisco Unified
Communications Manager 7> 5 O L—HF ORI Z5E T3 DRI 7 7 A X M BT B & 3%
ELESGEE, 7 7 AXBETERO AT — X A3RME LTERREINET,

7 Z AL MERE T 7 h a3l UTTLS 283 5354 1%, IMand Presence H— B 213,
7 7 ALY T ORI TIEAEZ BEICZH L T, BF% 2772 TLS iz L K o
& L9, IMandPresence —E R 1%, REIERWRN 7 7 AZMET DAT—H2 ZADk&
7 ary TCEBITLNDNE ) ERLET,

ROEE
7 7 AKX Synch Agent & 4 NZEEE L £ T,

MELEYY
Cisco XCP Router "— " A DO FEHE), (68 *X—)
7 I AZRMERD /) — R4 0fE, (34 X—)
7 Z A X [EEBI D IM and Presence D7 7 + /L b KA A Al (34 ~—7)
Cisco XCP Router — B 2 DO HifddE), (68 ~2—3)
7 T AZHMERO ) — R4 0OfE, (34 X—2)
7T AZREROT 74V D KAA AE
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Intercluster Sync Agent DA >

7 7 4/ h ClX. IM and Presence Service |4 Intercluster Sync Agent /X7 A — X & A4 NI LET,
Intercluster Sync Agent /X7 A —X NA U NZ7x > TND Z ERMERT D, FRIETFEITZOY—
A A ST HITE, ZOFIEEMLEHLET,

Intercluster Sync Agent (%, KOLFED 7= DIZ AXL/ISOAP A > % —T7 = A4 AZHEH L £7°,
ca—YR (a—HN 7 FAE ED) u— a—HFTHHN, FEBRERT AL RO
U &= — b IM and Presence Service 7 7 A X D2 —H T %7 % IM and Presence Service 73|
Wrcxn Loz, 2—WEREIFELET,

* a0 —H )L 2—P~DY FE— M and Presence Service 7 7 A X DEFR L 7 T A X i@ L FE
T,

GE) 2 —77 /L IM and Presence 7 — % ~X— A /X7 Y v % /) — R)25 U E— b IM and Presence 7 —
ER=2ANT Yy J— ROa—HFIEROFEHNINNZ T, Intercluster Sync Agent (X7 7
AZDTRTOD /) — REloex 2 U7 1 AT 5729, IM and Presence Service 7 7 A X N
DI TP/ — KT Intercluster Sync Agent & 4 NI T DLERH D 7,

FIE

ATy T1 [Cisco Unified IM and Presence Serviceability (Cisco Unified IM and Presence +—E A7 E U F 1) ]
> [Tools (*—/L) 1> [Control Center - Network Services (> hmr—/L o Z—- Ry NU—7

F—ER) [ EZERLET,

ATw 72 [Server (#—,3) ] A==—7)5 [IM and Presence Service (IM and Presence Service) |/ — R % %R
LET,

AT w73 [Cisco Intercluster Sync Agent (Cisco 7 7 A X BRI — = ) 1 ZBIRL £,

ATy T4 [Start (BtR) 127V v LET,

RDIEFE
7 7 AZMET OREZ MR D FINAIERET,
EErEY Y

~VF ) — ROJLRMERERE, (27 ~—)
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DS RAMMET RAT—3 ZADHER

ATy T
ATy T2
ATvT3
ATy T4
ATy 75

ATvT6

ATy FT17

FIE

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& HE) 1>

[Presence (7L B ) ]>[Inter-Clustering (7 7 AX[H) | ZEINL F,

BBEMEA =2 —NHET 7 RLAZRRLET,

[Find (B5R) 1227V v 27 LET,

FHRTHET T RLZ = MY AERLET,

[Inter-cluster Peer Status (¥ S RABET7 RT7—42X) | V4> RYTROBIELZEITLET,

a) JIZAAMET OERMRZ NI ORRICTF =7 ~— I B3HDH T LR LET,

b) [Associated Users (Bi#io—4) (OENV E—h 7 FAX D=V LE LN EE2ERLE
R

¢) 77 AXMERET 1 h b LT TLS 2N L7284 1%, [Certificate Status (GIEFIED 27—
A A) VTEHEIZTLS #55t D A 7 — X% A3FE /R X4, IM and Presence Service 23 1EF 127 T A # [H
TEXa VT 4GEEEZZR L0 E ) 00V RENET, GEENRFR S R2WEEIE. (2
DEY 2— /L THAINTND L HIE) FEITTomeat (FHGREELZ BHTHLERH D F7,
ZDOMMDFEREAMRT 7 —1ZONWTIEL, T4 ~ VT THRE 2R L T 7230,

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& EE) >

[Diagnostics (72l1) ]> [System Troubleshooter (AT A b T T/ a—4) | Z@IRLET,

[Inter-Clustering Troubleshooter (7 7 AKX T TV a—&) |87 a T, K7 TAXMET

Bt NV DART—ZADKIZT = v/ ~— I RoDH T LR LET,

Intercluster Sync Agent 0 Tomcat {S4ESIEAE D EH

7 7 AL WY T O tomeat fEIZED AT —Z AN [FEM SR WAL, Tomeat {5 fHAE E 2 57
HULBERHY FET, FITAXBREATIEE, 20T —3, HILWIE—r I TAXEFET LI
BEFD 7 A METHRELFAHT2HAICRELET, BERMNIZIE, BEF O [Inter-cluster Peer
Configuration (7 7 AXMETHE) |V 4 RUT, HLWIE— K7 T RAZEHET LI [Peer
Address (E7 7 FLRA) MEAZZELET, ZOxTT—X, #HTIMandPresence & A > A h—
JL L7z & &, F721% IM and Presence Service DR A M FTAL RAAL VA EZEEB LIZHE, HDHW
I% Tomeat i EAZ FAER LTGRO RETLZLDBHY £,

ZOFETEH, =T —PNa—hL I T AXTRAELELGAS., BXO THHE L7-) Tomcat{5H#
SEAENY — b 7 T 2 X IZEEMT S TV A AT Tomeat (EEGFIAE 2 F 89 2 HEICD
WTHEH L £ T,
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ATy T

ATy T2
ATvT3

ATvT4

- Cisco Unified

D]

axX ;&

FIE

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D4 El) >

[Presence (7 L€ A) ]>[Inter-Clustering (7 7 A X [{]) | 2R L £,

VE—F 7T A% LAEAELREAT A%, [Force Sync (FRHIFIH]) ] 2L £7,

FRENDMHERY 4 > KT, [Also resync peer's Tomcat certificates (&7 ¢ Tomcat FIERA# ¢ FE[A]

o) 1 2@ RL £,

[OK1 %27 U v Z LET,

GE) HENICIE L 72 o T2REE DN B 5555 1%. [Intercluster Peer Configuration (7 7 A ¥

METORE) 1 V4 FUICBEILET, x O~—27 M b ic T X TOFEHER
FIELTWRWD, FEITat—350ERHY £7,
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1 —
7 BeaX A&
* IM and Presence Service ;X /EDT XA T VT 4 LA VAKX N AvE—T ) 159 X—V

* OpenAM ¥ > IV A A, 167 N—






- 1T,

IM and Presence Service SR EDN T XA S EY)
TA4EARI N AyE—D

* IM and Presence Service D7 XA T U T  OFEE, 159 X—

* IM and Presence Service ® IM iR /E, 162 ~_X—

IM and Presence Service D 7L S EY F 4 DHEFE

IM and Presence b —ERX 9 SRAADTLEVRA R T—RRAEXEFEOA /AT

ATy I

ATy T2

ZOFJETIX, IMand Presence Service 7 7 AKX DT XTDI FA T 8T 7V r—a B
HTVEB A RAT—=Z AMEEF L FTA 7T B IFECOVW TR L9,

FLE¥ R 2T —% Z4F1E, IM and Presence Service TF 7 4V b TH T 7 > TWET,

FIE

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& ) >
[Presence (7L Z) ]>[Settings (FXiE) ]> [Standard Configuration (FEHEFXE) ] 2N L &
R

TVEBUART=FAERELET, ROWVTNULOBIELFATLET,

* IM and Presence Service 7 7 A X TD S LB L A AT —X ALHF 249257292, [Enable
availability sharing (VB A A7 —X ZAILFOHFEMWL) | OF = 7Ry 7 AeF 2L
TLEEY, ZOFREEAITT D E, IMandPresence Service Tld, L=—HF DR Y > —&E
IZHESNWT, 77 RAZNOTRTO2—FHTEDZ—HFDT LR A AT —F AF@RNP I
FahvEd,

Z=PDOT TNV FORY I—FETHE, MOTATOZ=FRNLDT LB A AT —H X

RFRCEET, —WIE, Ciscolabber 7 74 72 bind, HY v—HExE LET,
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ATv73
RTvT4

IM and Presence Service D7 N4 S E ) 7 1 DHRFE

* IM and Presence Service 7 7 A X THTXTCDI TA T "DT VB ART —Z AEFE AT
9% 7-®1|Z. [Enable availability sharing (Z'LE L X A7 —4 2ELHFOFEL) | OF =7
Ny VA% A7 LTS, ZOREZA 72T 5 L, IM and Presence Service Tl
IM and Presence Service 7 7 A X NOM DL —H L T LB A AT =X AREFE I EHA,
Flo. VIARENMEZIE LT LA AT —F AR IEE SN ERA, 2 —VITH
DT VB A RT =R AR T ERRTEET,

[Save (FRfF) 1%&7 Vv 7 LET,

ROV —ERXEZFHE#BHLET,

a) Cisco XCP Router

b) Cisco Presence Engine

Bk CTVLEBUARA AT —HAFEATICTHE, 2L, 7 TIA4 TN T T

=g THSD T VBV ART =S ARFRTEET, TOMDOTTD
2—PFDT VLB AR RAT—ZRIT L —FRENFET,
* L P ART—HAMEFEFTTICLT, a—FRF ¥ v hIL—AITADL L,
FOTVLELART—F AL, #FEOT A aL TR AT —F 2527 LF
ﬁ‘o

—KH (7 FRv ) TLEVRABROERE

A

GE)

ATy

ATvT2

ATvT3

RTvT4
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INHORET, 2—HEfE ) X MW —HFIc—kR1y (7 FRy 7)) LB 2 Kk
ZRAMTE ET,

FIE

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& #) |>
[Presence (7'LE 1 &) ]>[Settings (%) ]> [Standard Configuration (FEHEFRE) ] 2N L F
—g—o

CiscoJabber = —HF HO—FF1) (7 RE v 7)) LB ARERE A 2T H72DIZ, [Enablead-hoc
presence subscriptions (—HY (7 Ry 7)) TUL B ARBREFNCT D) | OF = IRy 7
A& A T LET,

IM and Presence Service 28— I\ZfRET D FEATHO—IFH) (7 Rk v 7)) T ABEO R KK
FRELET, PoofEzikEd 584, IM and Presence Service IXE/TH O—FH) (7 R >
7)) T AR E EHIRICTFAT L E T,

—WH) (7 Rk v 7)) U8B ABEROFH vl REREE (RDHAL) 2 ELE T,

Z O rl BERFE AN EGE T 5 & . IM and Presence Service (Z—W) (7 Rk v 7)) FLE o 2%
bk Fay 7L, Z0Oa—FD T LY A AT —F 2% e =% Lk 7,



ATy TH

IM and Presence Service D7 N4 S E ) T 1 DERE B

GE) Z—PNREL I (7T KRRy ) TLEBVABRBENSDA U AX L N Ayt —D%
FOR LT 5 WIS T7fe FTRERERRME 23060 L 723561k, BRahd 7T LBy R 27 —4
AR TN ENRHY FT,
[Save (fR1F) 1227 Vv 27 LET,
Z DFFEDT=81Z IM and Presence Service D E DYV —E 2 L HEEI¢ A2 M EITH Y XA, 7272
L. CiscoJabber =—¥x, A7 b LTHhoHH A 24> LE LT, IMandPresence Service D
BHIDO—WH) (T Rkv 7)) VB ABREREEETHILEND Y 7,

A—HTLEDERE) A CDERRY M XDETE

=P OHEILY A NOJRRKI A AERETEET, ZNIF2—FRERKLY X MBINTE S
WD T, ZOREX, CiscoJabber 7 FA T b TV r—va b —K—F 4 7
FAT U N TFVr— 3 OERKEY 2 MCEASET,

HHESE DRI BIZE Lo — W d, Y A MTH LWEiE e 2 BNcEx 3, tho=—491
%O)i—‘ﬁ‘%@ﬁ“f‘ﬁ& L’CJEjJD’C%i“H:/uo Z— PRIV X N ORKY A X2, R
BB 2 DHEAE A A U A MEMNT 5 &, IM and Presence Service [ L 72 =# A& S 280 L
FH¥ A, 72& %I1E. IMand Presence Service DEFESE U 2 M DI KV A X23200 THDH E LET,
2= N195 HFOBARENH Y . =P R 6 O LWVEEEZ Y X MBEML LS & T5 &,
IM and Presence Service |% 5 D& L 2B L, 6 FH OEAELEZBEML EHE A,

ATvT1

ATy T2

ATvT3
ATvT4

IS D A SOV A XN ERICHEEL TWD 22— R 5 & Cisco Unified CM IM and Presence
DOEELD [System Troubleshooter (VAT L T TNy a—H) [IZFRREINET,

IM and Presence Service |22 —W BT T 25415, = —FHERKLY 2 hOA AR — b AzEiE e
VA NDERRIARETRKOD v F v OREXBEHIRICRET HZ EE2MHERLET, ZHITH
fféﬂt%‘l**"fﬂﬁ%%%) ARMPRERIIA VAR—FENDZEERELET, T XTO—FR
BAT LTt @AY A NDORKRTA REHRROU + v F ¥ ORELBIMEIZ) Y hTEET,

FIE

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& EE) ]>

[Presence (7L B A) ]>[Settings (FXE) 1 ZEIRLFET,

[Maximum Contact List Size (peruser) (GHIEIEU 2 FDOFE KA X (=W T L) ) |HEDEE

fte L E7

77 A v ME 200 T,

Ev b EAREY X POY A XEBERIRICT SIIE, [No Limit (EFIR) 1 F=v 7Ry 7 2%
ST LET,

[Save (R1F) 127 Vv o LET,

Cisco XCP Router ¥— A & FLE) L £ 97,
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. IM and Presence Service O IM 5% 7€

MENE YD
Cisco XCP Router V"— B A DO EHE), (68 2—)

A—HYTEDRKRI+ Vv F Y BDERTE

ATy

ATy T2

ATvT3
RATv74

2—=FDOT 4 v F ¥ O, BT DT VLB A RT—H AR FIRT HDITBRFETE L 2—
FORKREEZRETEET, ZOFRTIL, Ciscolabber 7 7 A4 T b &V —KR—F 4 754 7T
Y RNOHAEEY A MIEHA S ET,

IM and Presence ¥ — E A2 —HZBITT H5AIL, = —FEEL Y A FOA AR — hHIERE
FIVANDERYAXEHZROY + v F ¥ O ELTERIRICRET S E2MELET, T
BITEN- K2 —PEELE ) A NRERIIA VR— SN Z L2 RELET, T XTO2—W
DRBAT LI, #EEY A NORRIAXEHEROT + v F ¥ OREZBILMEIC) By hTEFE
7

FIE

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& EE) 1>

[Presence (7' LB &) ]>[Settings (FXE) ] 2N L E3,

[Maximum Watchers (peruser) (V% v F ¥ DRI (2—HTL) ) |REDHELREL 7,

77 4 v M#IE 200 T,

Evh  Ux v TF ¥ OERIROEMR AT HI21E, [NoLimit (EHIE) | F=v /Ry s 2%
AT LET,

[Save (fR1F) 1 &7 U w7 LET,

Cisco XCP Router #— " 2 &4 fR L#) L £ 77,

IM and Presence Service @) IM 3% &

IM and Presence Service 7 S X2 DA VAZ U M A yt—DA /AT
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IM and Presence Service 0 IM %€ .

&

ATvT2

ATv7T3
ATvT4

rI234Y

IM and Presence Service DA ' A Xk Ay —URBAE A TIZT5HE, TRXTOIL—T
Fx v MERE (7T FFRy 7 BLOX—2 A7 F F% v k) A IM and Presence Service TEIE
LEHH A, CiscoXCP Text Conference t—E 2% 4 {2 L7200, IM and Presence Service ™
W=V ATV N T Xy FOINBT —F_XR—RAEZRE LRV L AR L ET,

FIE

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& Ef) ]>
[Messaging (A »vt&—27) ]>[Settings GXE) | IR L E T,
AVAZ N A=V T ERELET, ROWTNN 1 DORIEEFATLET,

'IMandPresenceSerwceﬁ77\&0)7 FGAT U T V= a  AIBTFLA AX L N Ay
Y —UBRE A A 123 HITIX. [Enable instant messaging (f > A X >k A v E—TEHHDC
T2) 1DF =y IRy I A F A LES, ZOREXZANTDE, V7 IAT T
UVor—varoum—n a—FEf AF M AybE—VERZETEET,

'IMandPresenceServ1067725@7 FGAT U T TV = a AIBITFLA L AZ N Ay
Y — UHgBE A A4 7123 5 121%, [Enable instant messaging (f ' AX Vb A v =TV EEIIC
T2) |OF =2 IRy 7 A% F7IZLET,

DEEEXTTIZTDHE, V74T N T TV r—varoa—iN a—FEf A%
%%/? CEUEZETEERAL, 2—PiE, TR AT —F 2B L OEFRIECO
HAVAE U N A= TV r—va v EERTEET, ZOREEFTICTDE,
a—PF T TRAZDHENOEA VAL N A=V E L ER AL

[Save (f£1F) 1&27 Vv 27 LET,
Cisco XCP Router — VA Z FHid#) L £9°,

AVRB U AYE—DDAUIFT

7 7 4/ hTiX, IMand Presence ' —E A [F2—VF R4 7 T4 D& X2 —WFITEEFEEINTZA
VABE U N AvE—U% (=B l) RIFL, 2—YFRRIZZ FAT VT TV —a il
FA A LIz EIZ, IMPresence T —E R ZZNHDA L AZ Y R X v —Vka—FICESEF
LET, ZosEZ A7 (Bfil) LT, IM and Presence ‘9‘—11“7\%§7\]‘7 FA A VALK b
AvE—VERELRVWEIICTHZENTEET, e E. ZOWBPRERA vy E—U R
=T 2B L T KRB 22 B Tl \A7¢—7/X%ﬁkéﬁétwmﬁ7?4y4yz
A A=V MfITEET,

Cisco Unified Communications Manager Release 10.5(1) T IM and Presence Service DX & B2 i



. IM and Presence Service O IM 5% 7€

ATy T

ATy T2

ATvT3

A2ARZY

ATy

ATy T2

il Cisco Unified Communications Manager Release 10.5(1) T IM and Presence Service DX & HIE

FIE

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D4 El) >
[Messaging (A v&—>7) ]>[Settings (FXE) | RN L ET,
FI7TA A ARL S Ay =V T ERELET, ROWTHNORIELIATLET,

*IMand Presence V' —E2ADF 7T A4 L A LV AF L N A=V DA N L=V A TITTS
\Z1%. [Suppress Offline Instant Messaging (47 7 A > A ' A X > b A vB—T O] 1O
Ty IRy I AEF A LET, ZOREEAIZT 5HE, IMand Presence —E & |
A—PNATTA L DEZILZ—FIZEFEINTA LV AZ U N A y®—U% 22— RRIC
IIATY N T TV r—vaiihA Ay Ll &lca—VIChELEEA,

*IMandPresence ' —EADET 7T A L A LV AF L N AvE—VDANL—UEF T HI
I%. [Suppress Offline Instant Messaging (477 A > A4 VA Xk A v E—T O8] 1O
Frzy IRy I A%EF7IZLET, ZOHEELA 72T 5H &, IMand Presence —E X |
I—PRFT T A DL EZA—PFITEFEENIA VAF N Ay =Tk =P RKIZ
VAT N T T =y a il A oA LI Il —FITRELET,

[Save (fRTF) 1 &7 U w7 LET,

fAYE—DTOHY FT7 Y ER—X FDEFA]

I—PFRA L2 —FTALVRAZ L N Ave—VBREo— D iza ZEEET5 2 L 28I
WX CEET, 7947 MUTIE, 77V r—2 a3 U NZOMEEEZ VR — K L TWALERN
HOVET, ZHTI. AVAX U Ave—V0ou 0 EETTAOILENH Y 9,

FIE

[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& 2E) 1>
[Messaging (A »t—2 7)) ]>[Settings (GXE) | Z®INL E7°,
ROEINTA L AZ D AyE—VEEROR 7REROBELITOET,

CUIAT N T TV —varyOa—HF( T IMandPresence h—EATA AKX Lk Ay —
CEREO v JELEk A TR T 5861, [Allow clients to log instant message history (on supported
clientsonly) (7 A7 FCAVAZ U N Ayb—VEROR Fitdka7nl (PAR—FX
N7 I7AT L FTOR) ) 1AL TLEEN,

CUIAT N T TV —varyOa—HF | ZIMandPresence h—EATA AKX K Ay —
VB O v iR E TR L7 WA X, [Allow clients to log instant message history (on supported
clientsonly) (7 A7 FTAVARZL b Avb—VBEOR 738k E2H] (PR—FE
N7 ITAT L FTOR) ) 1A 7L TIEEN,



IM and Presence Service 0 IM %€ .

ATwTF3  [Save (fRTF) 127V 7 LET,

AVREU kA yE—STOAY b 7o K R—Z FOHE

S—PRALE 2= TA VALY b Ayt —VREE T —hcn Z kT S 2 L AL £
HFFAICEET, 7947 MUTHE, 77U r—3 2 o5 - OMEEE P H— k LT 2587
HOEFT, ZHE, A VAF N AveE—TUORr TRREO I EFEITTHILERH Y £,

FIE

ATy T [Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& #) >
[Messaging (A v&—>7) ]>[Settings (FXE) ] R L E7,
ATYT2 ROXICAVAZ L N A=V TOHY N TV K X=RANOREZITNET,
CAUAR LN AU THY N T U RR—ANTEHILE I TAT N T r—3
O —WFIZFFA[ T B AL, [Allow cut & paste in instant messages (f > AKX b A vt —
DNy N TR R=ANOFFA]) AT LET,
CAUAB U DN A=V THY N T U RR—=ANTDEIE B TAT N T r—3
YO —IZFFA L7 WA X, [Allow cut & paste ininstant messages (f > AX > b A vt —
OBy Ty RA—=ANOFFA]) | EATIZLET,

ATvTF3  [Save (fRTF) 127V 7 LET,
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gy

OpenAM > > 5 )L H 4 oA >

C VTNV A T UREDH AT YA, 168 RX—
C TN YA U URREDREE, 170 N—Y

C UUINH A A DOBREEEHOX AT 173 RX—Y
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B oy 1 408808 YR

UGN HA UF S

WORIE, 1IEH
Dz, Zo7na

SEDRZRRAY V)X b

WSSO ZRET HT2DIIMBEBR X AT OFIEICOWCHHALET, ZOIEFER
—TCHA L CWAR X AT BEITTHI EAHRELET,

R122: V9L YA 0FVERENDFRY 70—

: ™
Configuring
Single Sign-On
N l S
Provisioning Active Directory : Configuring J2EE Agent
for Single Sign-Cn Installing Tomeat Profile on CpenAM
Configuring Client Browsers Deploying OpenAM War Setting the OpenAM
for Single Sign-Cn on Apache Tomcat Session Timeout
Configuring Windows Registry Setting Up OpenAM Imptz:rﬁn_gf_the QpenAM
for Real-Time Menitering Tool Using the GUI Configurator ertificate into
IM and Presence
Installing Java Seg:ganMPglécrLisron Activating Single Sign-Cn
- ™
Importing IM and Presence Configuring 830 End
Certificates into CpenAl Meodule Instance 1 m
N B
| I | I

WORIT, YV ITN YA F 2R ETHHIAT ZRLET,

R18: DOTIHYAVFVREDERY YA K

IHHE

229

1

Active Directory (AD) H— 30D > 7L YA 4 v & H AT D OpenAM H—3
OFLWa—F ThHhy s e uaeva=r 7 LET,
GE) SelzHETeRTIZ. Windows Server 2008 DH AR — k W — L3 A A h—/L
SNTWNDLZ EEBERLTIESIN,

SUTNHAF DD TAT N T TP ERELET, P Rot—
TARY T T 2T Web 7T UV DY A DOV AT AEM, BXOYR— kit
GONR—Ta L OEE MY Y 7 E2BRLTIES N,
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svgnyavrogrenszsizr

IHH

2RY

Real-Time Monitoring Tool (RTMT) f® Microsoft Windows L'~ A kU #3%7E L &
—a—o

Java Runtime Environment (JRE) %A > A h—/L L F 7,

GE) Java¥— A2 7 LR F =2 U 7 ¢ FEBE (T Apache Tomeat TEIET 2
OpenAM — S ~D¥ ¥ = THERG N LTI/ ) £, Javazm A A b—
NTAHEREIET, BeBL SN X2 VT EEEFERT, £
. GEBE (CA) Ik -TEA SN F 2 U T it ELENT5
ML - THRRD 9,

OpenAM |Z IM and Presence — B ZGEEL A AR —MLET, 70 ¥4
VAV EERT AT, % IMand Presence —E A J — RIZxf L CZDOIE¥EL
FITLET,

OpenAM Windows #—/3TC Apache Tomcat Web Container %A > A h—/L L £,

Apache Tomcat C OpenAM War % 2B L £ 7,

GUI Configurator Zf#if] L T OpenAM #t > b7 > 7 L £7, OpenAM H— 3D
FQDN Z A 192 Z & T, Web 77 UH 2T % OpenAM web <X — A DEF BA
VE—=T A RIT I EALET,

OpenAM #— SDORY > —DFE ZOFIHTER S AL AR U T —HHANIHE 5 HEE
NHFET,
G¥) Cisco Unified CM IM and Presence D& F /2 —Y 4 L Z—T = f AIZT 7

* 24 %1Z1%. IM and Presence ¥—E A / — K FQDN % f# 4 2% &%
ERHVET, J—FOFRRAMEFEHLRNTL &0,

10

SSOEV a— )b 4 U AR AEHELET, [A L Active Directory N A A L3 &
BEETHEHENIHE, H—FE 22—/ A LV AFX A%, SSO D#EXL D IMand
Presence ' —tE A / — Rk - CFTEET,

11

OpenAM O J2EE Agent 7' 2 7 7 A L Z ik iE LET, SSO 2 /H7 %54 IM and
Presence —tE A /— K®D J2EE =— = > k JH® OpenAM H— /XD B3# J2EE
Agent 70 7 7 A NVERET DMLENRDH Y 77,

12

OpenAM & v 3 # A L7 7 k% IMand Presence —E X / —FDkE v 3
YHALT TR NTA=IRELD BREVEICHRE LET,

13

SSO % L T4 IM and Presence HF—E & / — K @ tomcat-trust DIEHE A F 72
OpenAM iEHEEZ A V' AR— K LET,
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B v rotosrznE

BEH B2RY
14 TN A F DT 7T 4 Tk
EE

SSOEHEMITHE, Y-V RZHEBEE 2T, AT ARBPEO™IC,
SSO ZEAMNCT B L Am L £97,

TN A F DRy NT Y TRHTBLEDIRWRDBINFZ A7 2 FTTEET,
MV e GV a3
* Windows T® OpenAM O 7T A A F—)L
C TNy T LUV DORRTE

CITNYVAF DN T TN =T 4 T

BEErEYY
T WA A DL, (205 X—)
Windows T OpenAM DT A A h—/b (205 ~<X—7)
TRy T LoYLORRE, (206 ~N—)
VTN AF D RNT TN a—T 4T

SN NS ~ s =S/l o
UG YA A UBRTEDERE
OGN YA T UTOY—FNR—FTA4BY T D7 ELRTLOER
T A A (SSO) HERETIE. OpenAM & FRIEHN 5 ForgeRock DY — K 3—F ¢ 7 7
Vor—rarzHLET, OpenAM 77U r—3 =3 O — MME, ForgeRock D %476 FH
T& 7, SSOMAEA OpenAM LB TEX L L HICT D720, V7 MU =T HEAELRETA R

FTA RSN TV ET, Windows Server TP OpenAM DA A h—/LIZOW T, it Eh

17— R /N7 DO 1% TO OpenAM D EBHRC, OpenAM Y — [ ToOE v g LY Fr— 3
COFERZRED, OpenAM D EERBRTEIIMFES N TOVET A, Z0UH DO EERBEREDOTEMIZ S
WL, http://www.cisco.com/en/US/docs/voice ip comm/cucm/miscellany/oam90-cucm8586-cuc86-sso.pdf
EHRLTIEEN,

SSO #&REIZIX, KDY — R R—=FT 4T 7V r—2 9 U RMETT,
* Microsoft Windows Server 2008 R2

* Microsoft Active Directory

* ForgeRock Open Access Manager (OpenAM) /3—37 3 > 9.0
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IR e vk 1 B |

A

GE) SSO #&HEIX. Active Directory & OpenAM % #lAGbOECTHEMATHZ LIZL D, Web X—AD
75 A TN T Y= ar~DSSO T 7 AR LT,

INEDOH— R =T ¢ Wahid, WROREEM 2z §LEPHY £,

* Active Directory (£, HiZ LDAP #—/3L LT TiE7e <. Windows KA A > _X—Z2DF v |
U= RETEHEANTLILENH £7,

*OpenAM H—NE, Ry bU—7 EOFTXTOY T A7~ A7 53F KO Active Directory
Y= NN BT IV EATELLERDH Y 7,

* Active Directory (KA A 2 hue—7) H—,3 Windows 7 74 7 > b, IM and Presence
Service, 35X OpenAM H— 3%, [RIU RAA CINICHFEET HMERH Y £7,

*DNS % RAA VINTHNZT HRERNH D £,
*SSOIZBMT AT RTCOZLUT AT DIy 7 HRMETIVLERH Y 1,

P— FX—=7 R OFEHIZ OV TE, FRADO~v=2T NV ESHRL TIEI0,

WORIL, ZOBIREINTWAFETHEASN, TANINEZY 7 02T 77V r—vayv
ER=Ta DU ARTY, YRAOYR— 22T 5100, A IRERIC NS OHELEE
HCHED = & ZAHER L £,

R19: VI kY7 NN—3>

aViR—3x2 b+ N—o3y

Active Directory Windows Server 2008 R2 Enterprise

TR a—HF 7747 NHDT A2 b7 | Windows 7 Professional (SP1)
FRX—=T 4T VAT A

OpenAM OpenAM Release 10.0
http://forgerock.org/openam-archive.html
FERIZOWTIR, RESZRLTES0,

https://wikis.forgerock.org/confluence/display/
openam/OpenAM+Release+Documentation

OpenAM D HEfE & 72 5 XL —F 4 > 7 3 25 | Windows Server 2008 R2 Enterprise
N

OpenAM @ 1 — R4&MD Apache Tomcat Tomcat 6.0.2.0, Tomcat 7.0.29

http://archive.apache.org/dist/tomcat/tomcat-7/
v7.0.29/bin
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B vt oBEOER

aAVKR—%Tk N—o3y

OpenAM O Java Development Kit (JDK) O} | JIDK7 7 v 75—k
LIpDBARV—TFT 4 T VAT A

Web 7 7 7 Internet Explorer 8, 9, 35 & U Mozilla Firefox
10, 11

UM YA A UDRERMDEELGER
A

SSO DOFHEMNATREZRBR Y FMIZEIMEST B2 L 5. SSO 2R ET HHINCKDIHFRENET D Z L 2 H
H"LET,

* OpenAM VAT LDA VA R—I)L RXR—ZADF XL —T ¢ AT A (Windows P72
E) DEMELTWAZ AR LET,

* OpenAM M3 A 41 5 Windows Active Directory (AD) H—/SD5E2(Effi K A A 4 (FQDN)
HEZEOET,

* OpenAM % A > A b —/L 7§ % Windows —/30 FQDN Z#E XD E 7,

* IM and Presence Web 7 7'V 77— 5 VDA LT 7 ", 7T AZRNOTTO IM and
Presence / — R C—EH L TRESNTNDLZ L 2R L. TDOXA LT U MaxEZHD
¥ 9, Cisco Unified CM IM and Presence D& P CLI ZfH L T, show webapp session timeout
av Yy REANL, AT Y MEZMEGEELET, FBMICOWTIX,  [Command Line Interface
Reference Guide for Cisco Unified Communications Solutions (Cisco Unified Communications >/
Va—varflavr R A0 E—TxA A V77 LA HAR) ] #BRLTLE
S,

[sAMAccountName] % =—% ID @ LDAP J&t:& LT L T, Active Directory (AD) 7>
Ha—HY &R 5 X 9 2 Cisco Unified Communications Manager 235% i SV T\ 5 Z & & Hife
BLET, FEMIZOWTIE, [ Cisco Unified Communications Manager System Guide (Cisco
Unified Communications Manager A7 & 54 K) I @ [DirSync h—t 2] OEAZZHRL T
<TEEWY,
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svnyqvtrrogeeesBnszs I

UGN AT UDERELEEDRRY

»

UL YA A D Active Directory D O ES 3=

&
ATv T2

ATFv7S3
ATvT4

ATy TH
ATvT6

ATy 17

ATvT8
ATFvT9
ATy 710

[T L& BHIIC

Windows Server 2008 28 A > A h— /L &NV — L Z Y R— " T HZ 2R LEST, VAR—F
' —/LZ. Windows Server 2008 I2F 7 /L A VA h—LENTWET,

FIE

Active Directory (AD) $—NlZm 74 o LET,
[Start (BA#R) ] A ==—"TC, [Programs (7’77 7 A) ]>[Administration Tools (Z¥>Y—/1) | %
I L., [Active Directory Users and Computers (7277 47 74 L7 h) a—HF L aR—x>
) 1ZERLET,
[Users (=—) 12 H27 U w7 L, [New CHR) 1>[User (=—¥) ] &RINLET,
[User logon name (—H% 174 4) 17 4 —/L KiZ, [OpenAM H— _"DHEA N4 Z AT L
£,

GE) OpenAM H— X DR A M KA V452 EFHDHZ LITTEER

Moo

[Next ((K~) 1%&27Vv7 LET,
NAT—=R&ZASL, ERLET,

ZONRAT— RIZAT » 7 10 TRETT,
[User Must Change at Next login (—H kD v 7 A VRHIELE T HMERNHV ET) [T
Ry 7 A%A 712 LFET,
Next (k~) 1%27 YU v 7 LET,
BlLwa—3 7Hh s bOERERK T3 2121, [Finish GET) 15227 U v 27 LET,

gy R 7ur T EpbkOa~wy REHHA LT, AD % —30 keytab 7 7 A L&k L £ T,

ktpass -princ HTTP/<hostname>.<domainname>@<DCDOMAIN> -pass <password> -mapuser <userName>
-out <hostname>.HTTP.keytab -ptype KRB5 NT PRINCIPAL -target <DCDOMAIN>

i
ktpass -princ HTTP/serverl.cisco.com@CISCO.COM -pass cisco!123 -mapuser serverl -out
serverl.HTTP.keytab -ptype KRB5 NT PRINCIPAL -target CISCO.COM

EIXRDO ERY TT,

NG A—4H HL:l

hostname OpenAM H— 3D7R A R4, (FQDN Tik7e<) , 72& 23X, serverl
domainname AD RAA 4%, T=& z0E. cisco.com,
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SUTNYAL VT UDRELEEDERY

NS A—% B

DCDOMAIN FIRIFROKRICFTASI END AD KAL v 4, ZOBITHE,
CISCO.COM,

password Z DOFEIOFNET OpenAM — "D 2—HF T H 7 > M ZAER LIz & &

R E L7/ A U — NH,

userName 257 v T4 TANLIZAD 7 AV > M, ZOfEIE OpenAM H—3
DERARA NG THHVENHY ET, ZOHFITIL, serverl,

GE) HBOFIRTHEAT D72 -princ & FEHEF L E
s
ATV TN keytab 7 7 A VB IEFITVERR S 72 5, OpenAM — SDIGFTIC keytab 7 7 A L& 2 B — L £ 7,
ZO/NAE, $£TOpenAM K ECTHELET, T4 L2 VA C:\>DFIT/ERLT, Lo
X—2T TryANVEa—LET, & xlE, C:/keytab/serverl.HTTP.keytab,

OGN AUFVRADISAT U T5OYERTE
TIGIPER—ZAD I FGA T N TS Y —3 3 2SSO T 28415, Web 75 w453k
ETHMLENHY ET, ZIZTiE, SSORFEHTLIEICIIFAT U N T T UV ERERET D HiE
IZOWTEBH L9,

DU YA oA VB Internet Explorer D% E

SSO #&BEIL. Internet Explorer % 5247 L C\>% Windows 7 74 7> b &% HR— kL £, SSO %
9 % 721 Internet Explorer 5% E7 5 21%, IROFIAZFATL £ 7,

Evb HR—FEND Web 77 U FOFEMIZIONTIE, —F=FT /YT y=7 LT
AT DY AT LERCEET LD Py 7 2B LTI IZE N,




ATy T

ATvT2
ATvT73
ATvT4
ATv75

ATvT6

ATy 71
ATvT8
ATvT9

ATv 710
ATvIN

ATvT12
ATv713
ATy 714
RATwT15
2T v 716
RATvT1
RATvT18
ATvT19

ATy T2

ATv7T2An

svnyqvtrrogeeesBnszs I

FIE

[Tools (*—/V) ]>[Internet Options (A > % —F v ks A7 =) ]>[Advanced GERE) 14 7%
BIRLET,

[Enable Integrated Windows Authentication (#:75 Windows s8sEZ AT 5) [ &#A4 I LET,
[OK] %27 VU w7 LTEREZRFELET,

Internet Explorer % FFELE) L £ 97,

[Tools (*’—/V) ]>[Internet Options (A > ¥ —F v h A7 3 ) ]>[Security (EF¥= U7 1) ]
>[Local Intranet (2 —#/L A > b Z %> ) 1ZiER L, [CustomLevel (L X/LDHAH~< A X) ]
Vw7 LET,

[User Authentication (—38:
V= TORBEBMIIIR AT D) ]
[OK] %7V v LET,

[Sites (A4 N) 1227 U v T LET,

[Automatically detect intranet network (A > F 7Ry FORy MU —27 ZHERIZHRIE T 2) 124
ST LET,

[Advanced G¥fH) 1227V v 27 LET,

[Add this web site to the zone (Z D Web A % ' —IZEBMT5H) 17 4 —/L KIZ, OpenAM H—
730 FQDN % https://OpenAM_FQDN DOJEXTAH L £,

[Add GEIN) 127V v 7 LET,
[Close (FAL%) 127Uy 27 LET,
[OK1 %27 U v 7 LET,

[Enable Protected Mode (fRi#E— REZHMNZT D) 12471 LET,
[Apply GEH) 1227V v 27 LET,

[OK] %7V v LET,

Internet Explorer % FRACE) L £ 97,

Windows L' A b =5 ¢ X &R & £,

) 1. [Automatic Logon Only in Intranet Zone (f >~ 7 X k
ZIERL ET,

WONTNPOBIEEZEITLET,

* Windows XP ¥ 721 Windows 2008 TiX. [Start (B%h) ]>[Run (3Z1T) 1 & ZIR L.
EATILET,

* Windows Vista 3 &2 U8 Windows 7.0 Ti%, [Start (BA4s) 1227 U v 7 L. [lregedit) & AJJL
¥ 9, Windows Vista Ti&, [Continue () 1227 Vv 7 TH50ERHY F7,

lregedit |

A Fk¥— [HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Contro\LSA\] ™ F @ [New (#r
) 1>[NewDWORD (32-bit) value (DWORD (32 &' k) fi) 1&4A27 UV v LT, #ERL,
SuppressExtendedProtection ({24 Hi a2 H LE T,

EEH DA DWORD % ik ETE £,

WOMEEFHELET,
* [Base (F£7C) ] : [hexadecimal (16 i) ]
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* [Value data (fEOT—%) ]: 002

B LAEMSNTZDWORD IE, LSAT 4 L7 b U U R MIKDO LI IZFRINET,
* Name: SuppressExtendedProtection
* Type: REG_ DWORD
* Value: 0x00000002 (2)

BEErEYY
VTN A F T = RN TFT YT Ny 2T L AT ADOEM, (170 X—)

VI YA oF D Firefox DERTE
SSO #%fiEl. Firefox #3179 5 Windows 7 7 A4 7 b &V HR— kL TWET,

Evk HR—=FINTWNWDEWeb 777 DO—FEIZONWTIE, = =T 48y T vy T L
VINYAUF DV AT AEM] TS v 7 ESRL TSN,

FIE

ATv 1 Firefox P&, %D URL # AJJ L £, about:config

ATw T2  [network.negotiate-auth.trusted-uris] ~A 7 7 —/L #7 L [PreferenceName (7' 7 7 L > 24) |
ZH27 U w7 L, [Modify (%) 1Z8IRLET,

ATvT3 KAA Y (7=& 21X, cisco.com) [ ZXFFMEEZRE L F9,
ATy T4 [OK] %227V w27 LET,

BMELEYY
VTN A F T = RN TFT YT N =T AT ADOEM, (170 X—)

Real-Time Monitoring Tool (RTMT) Fi® Windows L X k ) E% 7

Real-Time Monitoring Tool (RTMT) H® SSO & EIIFETY, ZORELXZFEHT HITIT, T A7
Fy T IIFAT L FOFH LNV T AN F—ZAET D LENRH Y £F (Windows XP E 7213
Windows 7) .
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svnyqvtrrogeeesBnszs I

G¥)

&

ATy T2

ATvT3
ATvT4

BHEL, AT vy T 7747 PAD Tallowtgtsessionkey] VYA KU F— xR
HRETLHMNENRHY ET,

ZOHLWL I Z MY F—(F, FRNL—TFT 4 TV RAT AU T, IROBFFTONTINARTE
L/i‘j‘o

FIE

AT DAV =T 4 7 VAT ATE T, ROBFFHOWTNTBEE L ET,
* Windows XP : HKEY LOCAL MACHINE \ System \ CurrentControlSet \ Control

\ Lsa \ Kerberos

* Windows Vista/Windows 7 :
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\Kerberos\Parameters

TANEEF7 ) v L, [New (Hi#) ]>[DWORD (32-bit) Value (DWORD (32-t >~ k) ) ]
IR L., Tallowtgtsessionkey) \Z4HIEEE LET,

BLUSIER SN LY ARNY =242V » 7 L, [Modify (%) J2&IRLET,
[Value data (fEDT—X) 1 74— F iz, 1) EASLET,

JavaDA VA =)L

&
ATv T2

ATvT3

OpenAM (X Java Runtime Environment (JRE) 2SEIEL CTWAMENH Y £§, ROFIEIZ, OpenAM
R—=2AD VAT LEERT % Windows $— /2 JRE &4 A h—/LF 572 OFEfll & 2tk L &
ﬁ—o

FIE

http://www.oracle.com/technetwork/java/archive-139210.html (Z A F 57,

Y= T —%TF 7 F ¥ (Windows x86 F 72 1E Windows x64) (ZXIT DT 7 A EIR L T,

IDK DA VA=)V 77 A NVOHRERNSR—=V g 270 n—RKLET,

G¥) HIRINDY 7 b 2T OR=Ta O—EIZHONWTIE, Yo I A Aot —
RNR=F7 YT N =T OV AT LAEMICEHE L Y 7 2SR T EE0,

Foyrua—RLETZ7ANEX TNV Y7 LT, IDKDOA YA M—VERIGL, 42 A F—/L

T 4P R TR ENDET 7 4V MEEZ T AR E T,

G¥) AVAR=NLT 4 L7 N ZEESEDTLIIEIN, ZOfEIL, JavalREONVEZR L,
IDK DT 4 L7 NY NRAZHWT 570 TEET, HHIN 5 IDKEIZE T
T, B 7 VOMEITIRO L 512720 797,

®* jre-path=C:\Program Files\Java\jre7
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B Ly A nBELEEDERY

RATvT4

ATvTH

ATvT6

ATy 71

ATvT8

ATvT9

ATv 710

ATy TN
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* jdk-path=C:\Program Files\Java\jdkl.7.0 03

Java®— X N7 L REAHS b X 2 U T ¢ GEEIEL, Apache Tomcat THEIfES 5 OpenAM H—
NADEX 2 THERERDIZTDEDICHLELE INET, ROWTNULOBIELFEITLET,

* OpenAM/Tomcat ® Fl LB X = U 7 4 iEEEAFEHT 25815, A7 v 7 SICHERET,

* OpenAM/Tomcat DFRFE/R (CA) BAMEZBX =V T (GEAELHEAT2EHEIE. AT v
LIZHEARET,

Windows #—/3 @ Windows 2~ > K 7m 7 FE Z LIk T, £, 2~ REFTT
HZ Lo TavaFd—A NT&{ERK LET, EfTT5a~2 RFRD EFBY T, c:\>"c:\Program
Files\Java\jdkl.7.0 03\bin\keytool.exe" -genkey -alias tomcat -keyalg RSA -validity 1825
-keystore C:\keystore

ZDa< NiE, C:\keystorelllava¥—A N7 77 A L ZEEHR L ET, keytool T~ NiZ
<jdk-path>/bin 7 4 L' 7 FVIZH Y. EFEda~ 2 D keytool 2~ R~DIEMEZR /S A [T &
NDHIDK D=2 3 AR > TERRDLGHE1RH D £7, keytool 2~ FOFEMIZ-DOUWTIL, http:/
/docs.oracle.com/javase/7/docs/technotes/tools/windows/keytool.html Z £ L T< 72X W),

F—ALT NRRAT—=RE2ANTLLIRDOENTES, AAHRF—AT NAUV— Rz A/ LE
I, =& 20X, Teiscoll23] 728 T, F—RARNTXT IV BRATAELENHLDT, F—A KT
WAV =R zEHEZEHOTBNTIZENY,

GE) EBE Y — S THEOFZFEHET, F—A NTOERGORAT— REZFEHALTIES
WV, ZDO/RAYTU— RiX, Apache Tomcat 27 4 Xz b —T a3 77 A LBV —
TAVTADTL—2 THFARTERENET,

LBLCEEATNTEEI9RD LS, OpenAM H—/3D FQDN  (hostname.domainname) % A
JILET,
Flo, Mk =y M MRS E I, WEAR, BLO2 XFOEE T EANT D &

IRDHNET,

Tomcat XA TV — R ANTAHLIRDLINTZS, Tomeat 77 A X— h F—|ZFELF— AT D
NAT— REFEHT5I20F, [Return] F—% L E9, Java ¥ — R h 7 [T keytool 2~ > R THIE
éj’]«fx_ Fﬁ {?Wéhijﬂo fikifi\ C:\keystore '6’9]—0

WDa<y REMFEHLT, F—A M7 O Tomeat sFIAEZFRTEET,

1
C:\>"C:\Program Files\Java\jdkl.7.0 03\bin\keytool.exe" -list -v -alias tomcat -keystore
C:\keystore

Tomcat DECBAL X2 VT 4 fEELBIRT 255813, ZOFINEOKEZIZEHR, ZOX AT %
EITERST L T EE 0,

OpenAM/Tomcat DFEFER (CA) BADEx =2 U T 4 iEAEERFT D702 Java F—A T %
YERE LE4, Windows 3 —"Ta~w N a7 alHEx, koa~wr RE2ETLET,

i -
C:\>"C:\Program Files\Java\jdkl.7.0 03\bin\keytool.exe" -genkey -alias tomcat -keyalg RSA
-validity 1825 -keystore C:\keystore


http://docs.oracle.com/javase/7/docs/technotes/tools/windows/keytool.html
http://docs.oracle.com/javase/7/docs/technotes/tools/windows/keytool.html

ATv 12

ATy 713

ATV 714

ATv 715

ATv 716

ATV T

ATv 718

svnyqvtrrogeeesBnszs I

Zoa~vr RiE, Ckeystore (2 Java ¥ —A b7 77 A VEERK L £, keytool =~ > R,
<jdk-path>/bin 7 4 L7 FUI2H 1 . FROFIO keytool T > F~DIERE S AL I 115 IDK
D=2 a3 N K> TRRDGERH Y £9, keytool 2~ ROFEHIZ DV TIX, http://
docs.oracle.com/javase/7/docs/technotes/tools/windows/keytooLhtml Z 2 L T 7230,

F—ART RRAT—=KRZANTHLIROONTZE, FRF—ART RXAT—KZ A LZE
9, 7=z, feiscoll23] 728 TH, F—ANTIZT 7 AT HMERSHLHDT, ¥—A LT
NAT = REZHZRHDTBNTLEEN,

FEBE Y — N THEHOFIZEHE T, F—A T OEAFONRATY— MEZEHL T ZEn, 20
/NAT— RiX, Apache Tomcat 2> 7 f ¥ a2 b —1ay 77 A NVBLR2—FT 4 VT DT L —
VTRARNTCERRINET,

LB LCEEZ AT L L IRD LTS, OpenAM H—/3D FQDN  (hostname.domainname) % A
HLET,

Flo, Mk =y M, Mk E I, BEMAR, BLO2 XFOEE S EANT L L
IRDHLNET,

Tomcat /XA T — R&EANTHLHIRDENZH, Tomeat 7T A X— k F—|ZFLF— A T D
NAT— REMFHT DI, [Return] F—%#F L £9, Java ¥ —A h 7T keytool 2~ R THIE
éﬂf:%?ﬁllﬁfﬁkéhiﬁ‘o e & Z)_fi\ C:\keystore Tﬁ_o

WDa<wy REfHL T, ¥—RX 7O Tomcat iEFHEEZF R TE £7,

i -
C:\>"C:\Program Files\Java\jdkl.7.0 03\bin\keytool.exe" -list -v -alias tomcat -keystore
C:\keystore

OpenAM/Tomcat 1 & A & > ZDFEAEZFAZR (CSR) AR L £ ¥, Windows r— S Ta~
F7mr7hafE, kOa<vr FaFTLET,

i -
C:\>"C:\Program Files\Java\jdkl.7.0_ 03\bin\keytool.exe" -certreqg -keyalg RSA -alias tomcat

-file certreq.csr -keystore C:\keystore

CSR % CAIZEfE L. CSRIZEBA L, GEMELZENT 52 L& CAIZERL XY, OpenAM H—
NE 72 % Windows H— NITIROFEAEEZRG L, a— L%,

*CA DEH F 1TV — FFEHE
* THEBAGEHE GEYT550)
BT D B4 fFE OpenAM/Tomcat FIEFH
(6=3) INGDOERT EFETTHFIRCONTL, CADY=a27 LEZRLTLES
AN

25w P11 HERE SNz Javax— A R TIZCADEL E- 13— FaFEAY AV FR— ML ET,
Windows 4 — R_Ca<> R o 2X. TZ0IHEAFETLET)] EW0HFa 7 b
W R (yes) | EIRETLHRDa~y REFETLET,

51

Cisco Unified Communications Manager Release 10.5(1) T ® IM and Presence Service D% & &1 [ ]


http://docs.oracle.com/javase/7/docs/technotes/tools/windows/keytool.html
http://docs.oracle.com/javase/7/docs/technotes/tools/windows/keytool.html

l Cisco Unified Communications Manager Release 10.5(1) T IM and Presence Service DEELEHE

SUTNYAL VT UDRELEEDERY

ATv 719

ATy T2

ATFyT2A

ATv T2

ATvT23

C:\>"C:\Program Files\Java\jdkl.7.0 03\bin\keytool.exe" -import -alias
root -trustcacerts -file <filename of the CA root certificate> -keystore
C:\keystore

WDa<wy REFEHLT, F—ZXA 70 CAZBLOIAELRRTEET,

1 :

C:\>"C:\Program Files\Javal\jdkl.7.0 03\bin\keytool.exe" -list -v -alias
root -keystore C:\keystore

AT v 711 TER S 7z Java F— A M TICMOF B FEAE G4 T558) 21 o F—h
LEd, Windowsh— " Ta~vr F7e 7 haE, TZOFHEEZFEITLET) &0 7
27 M HE (yes) | SINETHAROa~v Ly REFEITLET,

151 :

C:\>"C:\Program Files\Java\jdkl.7.0 03\bin\keytool.exe" -import -alias
inter0l -trustcacerts -file

<filepath of the intermediate signing certificate> -keystore C:\keystore

—alias A 7Y a v & Java X — A T ICEEDECEFRTLHLERHY 3, 9 LARWEE, A
VA= MBI T4 R — R SR TWARWEERREL, alias<inter01> I3 CTIZIFELET) O LD
T T =T E9,

RO~ REERLTHF—ZX N7 OFHBELTEHFELL R TEET,

i
C:\>"C:\Program Files\Java\jdkl.7.0 03\bin\keytool.exe" -list -v -alias
inter0l C:\keystore

-alias A7 2 U EFRT HHREREAEOMIET A U T AMETEHTLLERH Y £5, E
FLOBE,  linter0l] OV TNV =g VT AMEEZEH L ET,

AT 711 TYERC S 4L72 Java F— A b 7T D B4 Z AEE O OpenAM/tomeat Rl % A
VIR— b LET, Windows V—_Ta~vr F 7o 7 ha&, koa~vy REETLET,

il :
C:\>"C:\Program Files\Java\jdkl.7.0 03\bin\keytool.exe" -import -alias
tomcat -file <new certificate filepath> -keystore C:\keystore

WDa~<y ReEH LT, F—A M7 OH LV OpenAM/Tomcat sEI E A FKRTE F7,

i -
C:\>"C:\Program Files\Java\jdkl.7.0 03\bin\keytool.exe" -list -v -alias
tomcat -keystore C:\keystore

ZDOH L tomeat SEFAEDOTEITE 1L CA £7213TH CA D 1 5TT GE4THHE) .

BErEY Y
TN YA T TOY— K= F 4 /YT N =T L AT LAOFEM, (170 —)
IM and Presence #— A ~® OpenAM GEFHED A VAR —F, (196 ~—)



svnyqvtrrogeeesBnszs I

OpenAM ~ () IM and Presence SIEAZ D 1 > 7K— b

OpenAM [T SSO N A ZNIFEE & 41724 IM and Presence V—E A/ — RIZfFfET 5 2EE =— ¥ =
AR R EBETOILNENRDY T, ZOBEIIKE{LINTETF vy XABRHETH LT
W, MR X 2T 4 FGEHES OpenAM (24 VAR — M T A0LENH Y £17,

OpenAM H— N3 FESE SN D K54 SN 72818 7 ¥ R /L D4 IM and Presence h—E A /) — R34
R LHEXR2 VT AAEAELEETOMNENRH Y £, OpenAM IL OpenAM F— 2 [ 7 ~LEL7R
X2 VT 4G EE A VR T2 TEX 2 U T 4 EAGEHLET, FED IM and
Presence F—E A /— RiX, ¥X 2 U T (GEAEDO2FESY L 1 D2 TEXET,

* HOEBAREE

* CA-signed RIFAHE

G¥)

ATy

ATvT2
ATvT3
ATvT4
ATvTH
ATvT6

IM and Presence #— £ A ™ Tomcat GEB]E & tomcat-trust DfFF A k771X OpenAM D& % = 7 i
BEOODOEX=2 )T 4 FEENRE LN ET, o> IM and Presence H— "2 DFEH & B
THEMEA N 71X SSO WZIFRE LA (72L& 21E. cup. cup-xmpp, cup-xmpp-s2s % 721
ipsec) .

H B4 REHEZE T 5 X 912 SSO %)t IM and Presence — B A B2 5% E T 25 E81%. B
CEAAEHELE ZNZI, OpenAM 124 ' AR— T HMERH Y £7,

CA BAfTEFFAELZMEHT 2 XL 912 SSO X f? IM and Presence V-— B A BV RE I N D256
%, CA/V— FREE I L ORHE 3 2 P RIGEI #E 4 OpenAM (21 VAR — M 2 0ERH Y £77,
F 72 OpenAM/Tomceat A > A% AT CA B4 EFEAELMHEHT 2560, ERINDH CAL—
FREER L OHREEAEIL OpenAM F— A FTIZT TICA VAR — FENTWDHAREMEDR H Y £
R

ZOFJEIE, Java B A A b—/L L7ZKEZ, IMand Presence —tE 2 / — RiIZ K> TEA SN S
X2 VT 4FEHED X A TR 55k fERE 72 OpenAM ¥ — A h 7 IZREIEZ A
N— b T D HEOFHMA R L 7,

FIE

SSO %tit~@ IM and Presence ¥—E & / — K ® Cisco Unified IM and Presence XL —F ( 7
AT LOEBIZY A A LET,

[Security (£ = Y7 1) ]> [Certificate Management (REFAEDEFH) | # RN L 7,

[Find (lg5R) 1227V v 7 LT,

Tomcat DFEHEDOLFIO=Y N Z O F7,

Tomcat REAAE D[Description (FiA) 151 & MR L E9,

AN Tomcat sEHE I AT MM X o TAKR SN A CBAGEHETH L Z L2 RmTHE.
IM and Presence '— B A / — RN A CEBAGEAELZFEH L TWAHAZ LE2RLET, ZOMNZ
WEE . CA BAM S ENEHTE £,
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*HOBAAEOBRAIL., AT v T IR E T,
*CA BAMEIEHEDHREIL. AT v 7 13 1THERF T,

ATw 71  [tomcatpem (tomcatpem) ]V 27 %27 U w7 LT,
ATv 78 tomcatpem 7 7 A /NEHX 71— KT 5(21%, [Download (#F 7> u—FK) 127U v7 LET,
ATv 79 OpenAM H— (T tomecatpem 7 7 A L& 2 B — L £,

RATY T Java kA A b—/L LIZFEIZ, OpenAM H— S TIERR S LD F— R FTIC(EHEHTE DREW#E L L
T tomcat.pem 7 7 A V& A 7" — k LE T, Windows —~% (OpenAM) Ta~vr K 7m 7k
EHE, WOa~r FEFEITLET, BEICGDE Tkeytool 2¥ 2 RO/NR L F—X N7 DOHT
DfED =~ FE2FHT D123, [ZOMEAEZEFELETD) Lo T 7 M T3 (yes) |
LISELET, C:\>"C:\Program Files\Java\jdkl.7.0 03\bin\keystool.exe"
-import -alias cupOl -trustcacerts -file <full filepath of the tomcat.pem>
-keystore C:\keystore

G¥) salias A7 v a vidlavaFd— A M TICEBAOETESNTLHLERH Y £3, £ 9 Thn
Bald. A VR— MMERRO L S 22T =2 5NN H Y £, [ R—F &
N TWRWGERAE alias <cup01> (X TIZIFEL £ 97
ATYTN BREICAEDE Tkeytool 7~ RO/SRAL X=X N7 OHFHOMEEEHTHZ LT, koa~vr K
ZHEH L THF—A 7 O tomcat.pem KR TE E T,
C:\>"C:\Program Files\Java\jdkl.7.0 03\bin\keystool.exe -list -v -alias
cup0l -keystore C:\keystore

G¥) malias A7 a L, ATy 10 THHAT LI —ET 2 0E R H Y £F, £ 95 Thn
AR, AT = N UDBRRONLRWEERHD £,

ATY 12 AT 9716 1R ET,

AT v 713  IMand Presence ¥— E A D Tomcat fiFFAEDEA (M 7z CA /L— FEFAE & i EEH & 2 5%
BILET, CAMND OpenAM H— NIZHERFEHE (CA V— FEWIER KO RIGEE) 24
vra—RLET,

ATV T8 FHEHINDAEHEL LTOpenAM —"OF — 2 N T2 b OFEAELZ A Vi R— R LET,
Windows —/% (OpenAM) Ta~> K 7o o7 F&B&, BREICA DT Tkeytool 2~ KD /X
AL X —RANTOEHOEOa~y REEHTHZ LT, ¥yra— R LEEAEZNLZIICK
Davwy REFETL, TZOHEFELEFRLET)] LI a7 M NIy (Yes) | & X
£7,

C:\>"C:\Program Files\Java\jdkl.7.0 03\bin\keytool.exe" -import -alias

root ca -trustcacerts -file <full filepath of the certificate> -keystore
C:\keystore

G¥) -alias A7 3 Ui Java¥— A MTICEERMETCERH T L2LERHY £3, £ 9 TRV
Bt A VAR — MMERRO L) R T —IZRHAREMNH Y T, MR-
AVTWARWGERE, =4 U 7 A <root_ca> X9 CICHFIEL £77
ATv 715 BREICADE Tkeytool 2~ RO/NRRLFXF—Z N7 ORFOMBEEHTHZ LT, kOa~vs K
EHERALCEF—A N7 OREAEZFRTEET,
C:\>"C:\Program Files\Javal\jdkl.7.0 03\bin\keystool.exe -list -v -alias
root ca -keystore C:\keystore

l Cisco Unified Communications Manager Release 10.5(1) T IM and Presence Service DEELEHE



svnyqvtrrogeeesBnszs I

GE) salias A7 g UE, AT v A THEAT2EIC T 2MLERHY £T, £ 9 TR

GalE, =AM = NUDBRONLRWEERH D £,
AT 16 SSO BANIHRE STV D IMand Presence / — RZNENT, ZOFNEEZMY KL F9,

GE) IM and Presence F—E' X /— RTHEH IS CA BAFZEHETIE, FT CAREIE
& HHFER %2 OpenAM F— A h 7 IRl A VAR — M 20 EIEH Y FH A, IMand
Presence —E A / — RMRFE L CAGEBAEB L O RGEAEIC L > TEL SNz Z %
BT 25%46. OpenAM ¥ — A R 7IZZEN B OFEEEZ A VA — M T A0 ETH Y £
Mo

Tomcat DA VX b—)L

OpenAM Tl Apache Tomcat Web = > 7 F % OpenAM H—/N @ Windows H— /3N X— X DT X7
LA VAN VTHRMERHY £T, ZOFIATIL, OpenAM Windows X—AD T AT L TDH
Apache Tomcat DA A h—/VOFIEOFHMZHHALET, ZOFIETSHREINDEHOFHHIC

DNTIE, ROKXEZZHRL T TZEN,

= 20 . ZHOERHA

ZH Bl

<certstore-path> Java 7 7'V /r—3 =3 > & Apache Tomcat Cf ff]
ENBJavaF—A R T ~DT 7 A )L %A, 13
HTE OV —"ORMGEHFIZIZOF—A b7
IR FESINET, Java¥— AT DT 7 AL
INALRET DIZOIZROFIEDO AT v 75 %
IE I 2SR TSN,

<certstore-password> <certstore-path>(Z& % Java ¥ — A R T ~D7T 7
TR HT H/SAT— R, JavaF¥F—A LT
INAT — R 2 ERET DI, RO
FIEDAT v 76 £72iT 12 2B LT ZS
AN

FIE

ATYF1  OpenAM X—RA VA7 A&EAERKT % Windows ¥—/3Z Apache Tomcat DHEFENN— = & H 7
n—RLET, HBINE Y7 02T RV ar0o—BlZonTiE, YAt L4 m
P—=FRNN=FT YT =T AT LAEICET S FEy 7 22 R L T30,

GE) 32bit/64bit Windows h—E A 4 A =T DFEITR[EET 7 A NV E X U a— RKLE
R

Cisco Unified Communications Manager Release 10.5(1) T IM and Presence Service DX & B2 i
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ATy T2

ATvT3
ATvT4

ATy TH

ATvT6

ATy 71

ATvT8
ATvT9

ATv 710
ATy TN

ATvT12

il Cisco Unified Communications Manager Release 10.5(1) T IM and Presence Service DX & HIE

Apache Tomcat DA > A b — V& HIGET HITIE, FUrua—RLEETZ7ANVEXTNLNT Y v 7 LE

7

Apache Tomcat £ b7 v 7 7 ¢ #— FT[Next K~) 1227 V27 LET,

[License Agreement (7 A & AEHE) | XA TRy 7 AT, [lagree (RIETD) | #27V v

7 LET,

[Choose Components (> R—F 2 hEEIR) | XA TRITRY AT, A VA N—NDFAT L

LC. [Minimum (&%) 1427 U 27 LT [Next (K~) ] ZERLET,

[Configuration (X&) | XA TR RNy 7 AT, 774/ MREICHEL, [Next (R~) 157

Vw7 LET,

[Java Virtual Machine (Java{ii#B~—2) | ¥ AT 2Ry 7 AT, £ A P—=LEZH T35 JRE

D/NA7) jre-path DEIZERE SN TWD Z & &R LET,

GE) Java DHESENR—2 a VAEHT 56, RNAXT 740 b TERESNET, Java OHE
BWNR—=Va VEMEHLRWGSIE. AJILTe/RAN Java DA A b —LRFZER S h
TemRAN—ETHZ L afER L ET,

[Next ((K~) 1%#7Vv7 LET,

[Choose Install Location (1 A h—/VJeDiRIN) (XA T 0 TRy 7 AT, 774/ NREEZT

AT, [Install (f A=) 1227 Vv 7 LET, B TREIZRDDT, Tomeat DA A h—

NeaBEEHTIIEIN,

G¥) A VA M=EE, ZOBOFIET ltomeat-dir] & FEIZIVE
R

[Finish (] 7) 122V >y 27 LET,

HEIRIZ B35 X 9 12 Apache Tomeat 5% E L £ 7,

a) [Start (BH%A) ]> [All Programs (§XTCPH 7w 7 Z L) ]>[Apache Tomcat 7.0 Tomcat? (Apache

Tomcat 7.0 Tomcat7) ]>[Configure Tomcat (Tomcat DF%XE) | ZBIN L £,

b) [General (&f%) 14 7 . [Startuptype (EE)Z 1 ) 1% [Automatic (HBE) JITHRELET,

¢) [Apply GEM) 127V v LET,

d [OK] &7 Vv Z7 LET,

Apache Tomcat 7 > % A L /XT A —Z g E LET,

a) [Start (BH%A) 1> [All Programs (3XT»O 71~ F &) ]>[Apache Tomcat 7.0 Tomcat7 (Apache

Tomcat 7.0 Tomcat7) ]> [Configure Tomcat (Tomcat DFXE) | 3R L £,

b) [Java] # 77/, KD [Java options (Java 47> 2 >) | &ZEBIML £,
-Djavax.net.ssl.trustStore=<certstore-path>

-Djavax.net.ssl.trustStorePassword=<certstore-password>
-XX:MaxPermSize=256m

ek BEOBHICOWTIL, ZOFIBEOHDDONRT A= T—TLESRLTLES
U,

&1 -

-Djavax.net.ssl.trustStore=C:\keystore

-Djavax.net.ssl.trustStorePassword=cisco!123



ATy 713

ATy 714

ATvT15

ATv 716
AT T11

ATv 718

svnyqvtrrogeeesBnszs I

-XX:MaxPermSize=256m

¢) [Initial memory pool (RHID AEY 7 —/) 1% SI2ITHRELET,

d) [Maximum memory pool (kKD AEY 7 —/) ] %1024 IZFREL 7,
e) [Apply GEM) 1227V v LET,

f) [OK1Z27 Vv Z LET,

TXAM T 4 X &AL T, <tomcat-dir>\conf 7 /XD FiZdH 5 serverxml 7 7 A L%
BI& £9, <tomcat-dir> DIEEZRET DT, AT v 7 9EBHL TN,

1 :
fEDHNIX Tc:\Program Files\Apache Software Foundation\Tomcat 7.0\conf] T
ﬂ—o

8080 =X/ X IR— a2 a XA MILET, KOXIITa—FREAHLET,

i :

<!-- <Connector port=”8080"” protocol="HTTP/1.1”

connectionTimeout="20000"

redirectPort="8443" /> -->

443 AR B R—h&ET v aXy MILET, 8443 a7 ¥ Dtk D <!- - code at the beginning

and--> ZHIBRLET, IR ZOREIC, SHIZ3ODBMELZEBNTLLENHY 7,

* keystoreFile (JavaZ A A h—/L Lo & ZIERENTF—A T 7 7 A VDY, 2 DOH
T, Cc:\keystore IZ/Ef SN FE LT2)

* keystorePass

* keystoreType

ROEIZa—FRe AN LET,

i -

<Connector port=78443" protocol="HTTP/1.1” SSLEnabled="true”
maxThreads="150"” scheme="https” secure="true”
clientAuth="false” sslProtocol="TLS"”
keystoreFile="<certstore-path>"
keystorePass="<certstore-password>"

keystoreType” JKS” />

Evht  BHOBPIZONTE, ZOFIEOYDDIRT A —H T—T NV EHR LTS
AN

serverxml 7 7 A IV EIRE L ET,

Tomcat —E 2R & BHtA L £ 9,

a) [Start (BH%AE) 1> [All Programs (3-XT»O 7' 1~ Z &) ]>[Apache Tomcat 7.0 Tomcat7 (Apache
Tomcat 7.0 Tomcat7) ]>[Configure Tomcat (Tomcat DF%E) ]

b) [General (£ ﬂx) 1% 7 C[Start (B%R) 15227 V2 LET, Tomcat —EANT TIZEITS
AT EIE, [Stop (FEIRE) 1227V » 7 L, WIZ [Start (BHAR) 1227 U v 7 LET,

RIEET A MTHITIL, Tomeat A > A X > A% Windows ¥—/3D Web 7' F 7 &2 BitA L,
https. //localhost:8443/tomcat.gif (77 AL TL &V, Web 77 7473 Tomcat

Cisco Unified Communications Manager Release 10.5(1) T IM and Presence Service DX & B2 i
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AVAB VAL o TRREND X2 U T AGELEELLRVOT, Web”7 7 U THtEFa

T IRBHRIC T 2B EXA T e I RRARINDGERHY £T, FEHELHRE T L, v—Av

FEAE AR M TICEEAEABINT 52 & C. 77 UEPRREREEAEET 20, AR T 7 U

aryha—AEHEHLTCWeb 77U r—vay (LVEWExaT A7V a ) OFIEEFEITT

TFET, HENIELWEES, Tomcat 7 F1X Web 77 7% 7 ¢ RUIZEREINET,

AT v F19  Apache Tomcat ~DFEFHEHEZFF AT 5720 Windows 7 7 A 7 74—V EFELET,
a) [Start (BA%A) ]>[Administrative Tools (&L —/L) ]>[Windows Firewall and Advanced Security
(Windows 7 7 A 7 W4 —ABLOT RAVA R EX2 U7 ¢) 2RI LET,

b) [Windows Firewall and Advanced Security (Windows 7 7 A 7 7 4 — /LB LT RNV A R ¥ =
U7 4) ]>[Inbound Rules (£ > /37 K )b—)L) | 23R L 7,

¢) [Inbound Rules (f > /X7 > K —)) 1&H27 Vv 7 LET,

d) [NewRule (FrLwvvib—n) 12270 v 27 LET,

€) [What type of rule would you like to create (EDX A 7 DON— NV EEKRLETH) | A7 a0
YA KRT[Port (K—1F) JZERLET,

f) [Next (k~) 1227V 7 LET,

g) [Does this rule apply to TCP or UDP? (Z ®/L—/LZTCP% 7=IZUDPIZHEAH L £ 92 147 3
>®DY A KNT[TCP (TCP) ] Z@&IRL £,

h) [Does this rule apply to all local ports or specific local ports? (Z D /L—/L&F_XTD I —h )L F—
FEITFEDO R —H L R— MIEHLETD) 1473 DY & T [Specific local ports

(FrEDOmr—J VKR — ) 1 ZBRLET,

) 18443 # AJJL. [Next (R~) 1527V w7 LET,

J)  [What action should be taken when a connection matches the specified conditions? (F#5¢ A3 F& & S (12
—FTBEA. COBREEZLETH) AT a DU A kT [Allow the connection (£t 12
H32) 12&IRLET,

k) [Next (k~) 1%227 U v 7 LET,

1) [When does the rule apply? (\o/— L&A LET2) 147 a DY A T [Domain (K
AAL) VTSR L ET,

m) [Next R~) 1227 Vw7 LET,

n) BT HL4RTEFHHAE AT L, [Finish (K1) 1227V 7 LET,

AT TN REETAPTHITIE. Xy hU—=ZDOHIOARAR M7 A LT, Tomeat f > AKX v A%ZGie
Windows ¥—/3XD Web 7' Z U & BIlA L. https://<openam-fqdn>:8443/tomcat.gif M
Tomcat f > A X > A % & e Windows — NDZERER N A A 4 TH D <openam-fgdn> &5
WLET, Web 7T 7% Tomeat f V' AZ L AL o TERENLHEF 2V T 4 AEBHELEIHE
L72WD T, Web 77 U TIHEX o7 0BT 285X AT a0V RERRINDIGERH Y
F9, AFAEZERT I, o— AV GEHER NTIGGEHEZBINT A Z & T, 7T UGN
EAEHT D0, HEHARER 7 T U o ba— &2 EH L TWeb 7 7Y r—3 3> (X DEW
X a7 ATV ar) OFIEEZFATTEET, RENELWEE, Tomeat 2 /X Web 77 74
T4 RUiir— FENRRINET,
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Apache Tomcat T @ OpenAM War ) &4

ATy T

ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

ATy T17

FIE

ForgeRock @ Web 1 M HHELEZ L5 OpenAM UV U — R %X 7 u— RKLET,
Evh  FEMICOWTIE, VI A A I BIT DY R =T B T =T VR
TLAERIRT D Py 7 2SR LTI EEY,

zip 7 7 ANVERG L, zip 7 7 A /VICHE £415 opensso.war 7 7 A VEFRB L ET,

OpenAM H—/ 3 & 72 % Windows H—/NMZ WAR 7 7 A /L& a2 B—LEF, @ Windows H—/

1L, DARTIZERE S 47z Tomeat 1 —EAZ AT T HLERH D £,

Apache Tomcat % — B ANETH DEEIL, Apache Tomeat h— B A& 4F 1 L E T

a) [Start (BH%A) 1> [All Programs (§-XT®D 712 7 2) |>[Apache Tomcat 7.0 Tomcat7 (Apache
Tomcat 7.0 Tomcat7) ]> [Configure Tomcat (Tomcat DFZE) | 3R L £,

b) [General (£f%) 1% 7 . [Stop (5I1k) 1227V v27 LET,

WAR 7 7 A )V ERDOBFATIZC 2 E—95 Z L2 L 5 T Tomeat A > A X > A % & TrWindows H—/3
D WAR 7 7 A NVEJEFLET, <tomcat-dir>\webapps

i -
C:\Program Files\Apache Software Foundation\Tomcat 7.0\webapps
(6= <tomcat-dir>EEOFHINZ OV TIL, Tomecat DA A h—/LIZHT L FE Y 7 &2H
BLTSZZE W,
Apache Tomcat —E X Z[i5 L £ 7,
a) [Start (BH4E) 1> [All Programs (§XTC@D~7'm 2 Z ) 1> [Apache Tomcat 7.0 Tomcat? (Apache
Tomcat 7.0 Tomcat7) ]> [Configure Tomcat Tomcat7 (Tomcat Tomcat7 D% E) | ZER L £77,
b) [General (£fi%) 1% 7 C[Start (Bi4h) 1227V v LET,
GE) WAR 7 7 A WL, B DIPNIZERIZER SvE 7, webapps 7 4+ /L X112, WAR 7 7
ANV E R CARTTIEZR HEEEF (war) DHIBRS 2B RTTH LW 7 4 L X DMERLE
nET,

Web 7' 7 U AEENIT 50, £721F https://<openam-fqdn>:8443/<war-file-name> %
AN L THREZMR L ET, £ TD <openam-fqdn>, OpenAM/Tomcat{ > A X > A& &Te
Windows — 30 FQDN TH Y . <war-file-name> | ZILIET (war) 25HIER X 4172 OpenAM
WAR 7 7 A VDLFTTY, HENELWEAEIEL, OpenAM FHA > ¥ —7 = A AT Web 77 7
P RuRe—RInET,

EENEY D
TN YA F L TOY— RN—F Y T N 2T L RTF AOEM (170 —3)
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GUI Configurator £ L /= OpenAM Dty k7 v 7

ATvT1

ATvT2

ROFNATIL, OpenAM DR EHIEZEE L LT, BEFD OpenAM +— 3 H 256, 721X
OpenAM |2 DWW THEFEIZERE L TWAHEIE, T — 2RI ETE £,

OpenAM H— 33 KOV I2EE Policy =— Y = > MZIE, A1 Y A F—NEFITTHV LV DFRA M,
® FQDN B METE, A A b—/b, RE. HHORBENFEAELR2NE S1Z,  Tlocalhost) ® X
VIR A NG ETZIT T192.168.1.2) DX I RETFOIP 7 KL ADOMHEHZBRET 5 = & #58 < HELE L
9,

OpenAM [E Web 7 7 U ZEH L CTT7 7 AT 20303 H %, Morzilla Firefox 72 £ D Web ~— 2
DEBA B —T 2 A4 A R LET, OpenAM IZHIDTT 7 B AT H5A1%,
https://serverl.cisco.com:8443/opensso 72 &® URL T, OpenAM #— 3D FQDN %
T HZHENRHY 3, OV 7O URLETIX, OpenAM WAR 7 7 A /LS opensso &
LCEAINDZEDNBESNET,

OpenAM % ER L O'e F o 7[F# 13 OpenAM/Tomeat > A X v A% FATT D 2=V DHR—LT «
L7 MVIZHD 20507 4 L7 b VITHEFERMEINTWET, 72 2L

*C:\opensso (ZDHFE, 7+ /VF 41T OpenAM WAR 7 7 A VD T=HIZERE 415 URLIZ
—#% LEd, /=& xiE. opensso)

*C:\.openssocfqg

SEPICRIENKAE LSS, a7 4 X2 b—Z IS5 — Aot —UkF A LET, AlRe/
BlE, =7 —Z2BELT, REZCVELET, RKOuZ 7740 T 4 V27 b UIIESLOEH
PRALTAGENRH Y 7,

* Tomcat Web 27 F D1 7 : tomcat-dir\logs

*OpenAM DA > A h—/L B 7 : C:\opensso (7 #/LZ4%OpenAM WAR 7 7 A L D72
B & D URIIC—E L £, 7=& 21X, opensso)

7 7 4L hTliL, OpenAM [% Windows 77 > h 7 4 — LD C:\opensso O FIZJBEHIILE T,

FIE

Web 7' 7 7 &R &, kd URL Z{#H L T OpenAM H— NZBEH L £9°, https://<fgdn of
openam server>:8443/<WAR filename>,

i -
https://serverl.cisco.com:8443/opensso
GE) OpenAM (21D TT 7 A9 5 & XL, OpenAM DOWIHIFRE & 1T 9 72 1T Configurator
\CHEE S HLE T, OpenAM ([ZHJOHTT 7 29 2% & &%, [Configuration Options (F% &
FTar) v RUBRERSNET,
[Create Default Configuration (7 7 4 /L MEXEDIVERR) | Z#IRL £7,
GH) TT—PRAELEGAIE, a— ANV vV TAT v 7 1 E25BVIRLTLES
VY,
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ATvT3

ATy T4

ATy TH
ATvT6

ATy 717

ATvT8
ATvT9
ATv 710
ATvIN
RATvT12

svnyqvtrrogeeesBnszs I

[OpenSSO Configurator (OpenSSO 2> 7 4 ¥ = L —H) |V 4 > KU T, OpenAM &
(amAdmin) &7 74/ F RY v— =V = hO2—H (UrlAccessAgent) D/XA T — K&
EL, #ERLET, T7ANVIF R =2V b =P, ZOREHTITHETHALE
A, amAdmin |¥, REEZEF T H720IZ OpenAM IZ0 7 A VT 5= NIHEH L ET,
G¥) amAdmin (% OpenAM ‘& BLE D Z 8 FH S 40 25 HESEE C
R
[Create Configuration ({8KD1ERK) 1227V v 7 LET,
RIENT T THEEAMINET,
[Proceed to Login (72 7'+ > ~ifte) | 23N L £,
amAdmin 2, RIZERE Liza— W4 &8 A T — RafiH L CRER L7= OpenAMWeb 7 7V 47—
aviiun A4 LET,
[Access Control (77 A = bu—)v) | # 7T, [/ (TopLevel Realm) (/ (F EArfdEk) ) ]
Vv LET,
[Authentication (GEFE) 1 ¥ 7 C. [Core (=7) &7 Vw7 LET,
[All Core Settings (X THaT7DOHE) 17V v7 LET,
[User Profile (==—% 7'u 7 7 A /L) ]% [Ignored (JEfR) JICEREL £,
Ta7 A NEERT DL, [Save URTF) 157 U v LET,
OpenAM GUI 2»Hbu 77w LET,

OpenAM H—/STORY O —DERE

WOFRTHELLMHATERY = b— L ZEH LT OpenAM — X R > —%ky v 7 v 7L
e
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ATy T
ATvT2

ATv73
ATv74

ATy TH
ATvT6
ATFvT17
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®21: K1) — )L—I)L

H—ERXR 247 E2:T] )Y—2R4% FToay
URL ®FRY 3 — = — | <hostname>-01 https://<IMP Enable GET, Value =
Yxr b (VY—=RA FQDN>/ * Allow Enable POST,
- Value = Allow
EEte) <hostname>-02 https://<IMP
FQDN>/* 2%
<hostname>-03 https://<IMP
FQDN>/*?*?2*
<hostname>-04 https://<IMP

FQODN>:8443/%

<hostname>-05 https://<IMP
FQDN>:8443/*?*

<hostname>-06 https://<IMP
FQDN>:8443/*2%2*

COFIETEREINTNDLEBVIZRY >— L— V&2 H4 5 L. IMandPresence D4 B/ —
A H =T 2= R TRO URLERXEZHH LT Web 77 U TORT 7 RANRAREIZ/R Y 97,

*https://<IMP FQODN>: 7= & ZIX, https://IMP-Node-01.cisco.com

*https://<IMP FODN>:8443 : /=& 213, https://IMP-Node-01l.cisco.com:8443/

https://<IMP HOSTNAME> (/=& 21X, https://IMP-Node-01/) 7R EDKRA ML TIZT & F5
E+ % URL Zf# ] L T Cisco Unified CM IM and Presence D&Y/ —H f L X —T = A AT 7
AT BHZLIFTEERA,

FIE

OpenAM EHA V' H—T = A4 AlZun /A4 LET,

[Access Control (727 A 2> hm—)b) | X7 T, [/ (TopLevelRealm) (/ (kv 7 L~ULD L
JVA) ) 1 EEIRLET,

[Policies (ARY —) ] Z 7T, [NewPolicy iRV v —) 127 Vv 7 LET,

[Name (£7) 17 4 —/L RiZ, RY—4 (IMPPolicy 72 ¥) # AL, [OK (OK) 1227V v/
LET,

IMPPolicy |4 < £ THHLHETT, AMRAROMEZEHTEET, ZOBRORETIE, 20
EITMED Y 5 A,

WEDT=DIZ, H LAY > — [IMPPolicy (IMPPolicy) ] Z{R L £,

[Rules (b—) &2V w27 LET,

WONEFTA—LZBIMLET,

a) [Rules JL—/L) 17 a>C, [New CHiR) 1227V v27 LET,



ATvT8

ATvT9

svnyqvtrrogeeesBnszs I

b) [URL Policy Agent (with resource name) (URL DRV ¥ —T—T x> bk (VY —RA4%E
tp) ) 1 & LT [Service Type (h—ER X A7) [ #TRLETS,

€) [Next ((k~) 1227V v7 L%ET,

d) [Name (&#0) 17 4 —/V FTiE, EEEOKRY v— —)L T —T )L OHLE S LIz L— L D4 il
% ANJJ L. <hostname> % IM and Presence / — KD FEERDKRA "4 TEEHZ FT,

e) fEffk &1 5 [ResourceName (U Y —A%) |17 4 —/L KT IM and Presence / — KD FEEED A
R R A A 4 & <IMP EQDN> IV . ZO—Lisitst 2 ) V—24 52 A LET,

) Allow [E T Get 77 v a 2R L £,

g8) Allow fETCPOST 77 ¥ a v &R L £,

h) L= OFEHEE T T DHITIE, [Finish #&T) 1227V v 7 LT,

) RU— T v 7T —FaRMFETHI20%, [Save RTF) 1227 U v 27 LET,

) ERTF—Tro—n ki oﬁ:na Rz L, [Finish (]7) 1227V v27 LET,

SSO DA 724 IM and Presence ' —E X / — N2, 2D 6 2D/L—/LDE v hZBEIT HHLEN

b ET,

RV =21 207V x7 FE2EBMTHRLERHY £, ROXHICYT7V=7 MEBIMLE
7
a) [Subject (V7= k) 127 3T, [New CGHR) 1227V w7 LET,
b) [Subject (7 V=2 k) ] #A 7L L [Authenticated Users (GERFEL—Y) ] Z&IN L £,
©) [Next (k~) %227 Vw7 LET,
d) [Name (% mi) ]fi& LT [IMPSubject] Z AL E7,
IMPSubject 138 < £ THHEHETT, EEOADRMEEBEHNTEET, Z0®RD
DIEIZMEDH D £ A,

e) 7=y F@E%ﬁ%%TTéG:&i\ [Finish F&T) 1227V v LET,
) RV — T 77— 2RET5I21E, [Save (BRTF) 1227V v LET,

B4 IM and Presence '—E A J — RN U T YA VA TEREAIZ. 1 OOV T V=)
KNZFNZORY > —THETT,

RY =2 1 DOFRMEBNT 2UERHY £T, WROXIICHKEEZEMLET,

a) [Conditions (5:ff) 1&BZ 3T, [New (Fii) 1227V 7 LET,

b) &% 4 7L LT [Active SessionTime (7277 47 kv ar XA L) | #ERLET,

©) [Next k-~ 1%227 Vw7 LET,

d) [Name (4%Hi) ]1ME & LT lMPTimeOutCondition] % AJjL £,
IMPTimeOutCondition |3 < £ THHELHE TS, AHRAHMOELZHEHN T EY, ZOROK
ET, ZOEPLETT,

€) [Maximum Session Time (minutes) (B Kt a B (43) ) 1& LT 1200 #AHL=E
R

f) [Terminate Session (v a D T) 1 74— F2BN[No (W z) JIZRESNTNWDHZ &
R LET,

8) V7V s NOEHEE T T HITIE, [Finish (K1) 1227V vy7 LET,

hy RV v—7 v 77— M RIFT D21, [Save URTE) 15227V v LET,

ET, Z

e
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SSOECaA—ILAVARBARD

&
ATy T2

ATvT3

ATvT4
ATy S5

ATvT6

ATy T17
ATv7S8
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#5 IM and Presence —E A /) — R723SSO CTHZRGEIE. 1 DOFBTET R ZORY & —T
WV THDHZ EITHEBLTLIEEN,

=L

63 AE

ZOH—DFY 2—)b A AKX AL, [l U Active Directory K A A > 23NEBH K THEH S uTu
BRRY . SSO MFRE I N TV AHED IM and Presence V—E R /) — REILFTHZ LN TEE
T #HD Active Directory KA A A FLHATFT VAT, ZOV=a 7 L TIEHRALEE

/1/0

FIE

OpenAM EHIA v X —T = A2 A LET,
[AccessControl (77 A = hu—/L) [Z 76, [TopLevelRealm (v 7 L~LD L L A) ]

Vv LET,

[Authentication (F8FE) ] % 7 C. [Module Instances (¥ =2—/b A LV AX L R) (%227 Y v/ LE

B

[ModuleInstances (£ 22—/ A VAKX A) |74 RUT, [New CGHH) 127U v27 LET,

FLnarsAfry EYa— A AX R (IMPKRBZ: E) # A LT, [Type (XA 7) 1V A
k %>& [Windows Desktop SSO (Windows 7 A7 k> 7 SSO) | # R L £7,

[OK] %7 Vw27 LET,

TDEVa—)b A AR AL, % T IM and Presence / — R T SSO ZHENCT 5 & X 12

SNET,

[Save (fR1F) 1227V w27 LET,
[Module Instances (E¥a—/L A LV AZ L R) U4 RUT, LW s A 2 EY 2—/LOLAH]
(72 21F, IMPKRB) ZE#ER L, ROEREZAD L ET,

INTGA—H

Bl

=X TY L
(Service Principal)

ZOEIF Y > TV A A D Active Directory /R BV g =
D EXIHRESNTIAEL 0T FLTHLULENRD Y £7°,
7o & %X, -princ flE T,

7ok 21X, (openAM DH— 34 & R AL L &AFEH L O)
HTTP/serverl.cisco.com@CISCO.COM,

F—HT T AN

ZOMEIZY v IV A A D Active Directory 2 7 BV g =
T LIz ZIHER SN X —2 T T 7 A NVORGFTCHDHLENDH Y
i‘é—o

7= & 21X, (Windows 77 v K 7 4 —LAT)
C:\keytab\serverl.HTTP .keytab T,




svnyqvtrrogeeesBnszs I

INTA—A BL)]

Kerberos L/l 2 OpenAM H— "D KA A ) T2 & 21, CIsCo.coM,

Kerberos D% —34; (Active| AD #—/3¢0 FQDN Z 42t UE3, AD ¥ — (3@, Kerberos N
Directory) AAf v arybn—5TY, 7x—/LA—"—DHKTEED
Kerberos KA A v 2 br—FFET H8561L, KUY 5L L
Tawvy () #FEHLTTNTO Kerberos KAA > 2 hr—
FTEBRECEET, & xE, ad.cisco.com TT,

Authentication Level 7L 20F. 22 T,

ATYT9  [Save (RTF) 127U v7 LET,
FVa—)b AV AZ U ADIMPKRB & W) AHTCERR SN ET,

ATYF10 SSOEFY =2 —/LWAE72 Windows =—HF & L TWindows T A7 by F v gicua s A 4
52 ETIEMICHRET D Z L 2R LET (AD ICFEETIEY R Fa—FTus (L,
BERET 7y MIEA LR TLEEY) . IROURLIZT ZEALTLEE,
GE) TIIWIZSSOMEESN TVILENRSH Y F

o
https://<openam-FQDN>:8443/<war-file-name>/UI/Login?module=<5S0O Module>

FNENOHPTZRDO LB T,

RS A—4 i

<openam-FQDN> OpenAM H—/30 FQDN,

<war-file-name> EA X35 OpenAM War 7 7 A VD4 EI, 72 & ZIZ,
opensso,

<SS0_Module> WindowsDesktopSSO E ¥ = —/L D44 Hil,

BE ST 7 A AT LIS L 2@ L E T,

OpenAM H—/STOD JAET—C x> k TAT 7 A LDHRTE

J2EE =— = X, SSO M A%N7245 IM and Presence Service / — R TA VA X L ALENDHW
HarR—3r2 T3, REET—Y x> hZ &2, OpenAM H— 3 CEI# % I2EE =— Y =
TR T s ANERETDHMLERHYET, LIeB->T, REE=—Y = b 7r7 7 A )L%
SSO A %N723XT? IM and Presence Service / — R THLETH, D/ — K% SSO FITHE
T2HEIE, REET—Y =0 b a7 7 AV EBNOF ) — RIERT 20BN H Y £7,

R DOFIZ, IM and Presence Service / — NIZMHE/R REE 70 7 7 A )L Z—T = DO/ T A —H
BRI LET,
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R22:LZEETOT7AILDI—Czo bty b7y T INSA—2 DR

INDA—A

A B

Name (£ Rij)

J2EE Policy Agent D44 i, 72 & 21X, <hostname-j2ee-agent>, Z DIGH .
hostname |3 IM and Presence Service / — FDHR A N4 (7= & 212,
impNode01 j2ee agent) T,

Password (/XA T —
K)

J2EE Policy Agent D/XA T — K,

GEx) /XA U — K% IM and Presence Service TSSO Z A%&hiz+ 5 & &
WEEA SR ET,

Configuration (F%E)

J2EE Policy Agent i% & M ERAT S AL TV D 5T A Hilf L £ 5,
[Centralized (—Jcfk) ] ZEIRL £,

Server URL (¥—X
URL)

OpenAM H—  D5E4 72 URL,

7= & 21X, https://<OpenAM FQDN>:8443/opensso, < DA
opensso (% .war JEIR T3 HIBR & 41L72 OpenAM War 7 7 A /L D4 i C
TO

Agent URL (=— =
> k URL)

OpenAM 23l %1% /X7 U » o =3 % J2EE Policy Agent ™ URL,
72 & Z1X. https://<IMP FQDN>:8443/agentapp
G¥) i Tagentapp] (X EFEOH > 7L URL OEEIEE TY,
agentapp HZHEHT 254, R —xo—Y = MR

B SN DGATICRH T 2 22 A/ LT EE W] EnH
a7 MRFERINTZE ZIZ Tagentappl EANLET,

R DFZ, IM and Presence Service D4 Web GUL 7 7' U r—avoua /A 74 —50 URI %

—RFERLET,

%% 23 : IM and Presence Service DWeb GUI 7 7)) 75— 3>® Q5 A > T+ —L1L.0D URI

FIVr— a3y

H o JILE

Cisco Unified CM IM and Presence O & # /cupadmin/WEB-INF/pages/logon.jsp

Cisco Unified IM and Presence *— E" A7 'Y 5 ¢ | /ccmservice/WEB-INF/pages/logon.jsp

Cisco Unified IM and Presence @ L 7R — k /cucreports/WEB-INF/pages/logon.Jjsp
Cisco Unified IM and Presence OS D& H /cmplatform/WEB-INF/pages/logon.jsp

I

IM and Presence D7 4 A% U H/NY 25 | /drf/WEB-INF/pages/logon.jsp

l Cisco Unified Communications Manager Release 10.5(1) T IM and Presence Service DEELEHE




ATy I
ATy T2

ATvT3
ATy T4
ATvT5
ATv 76

ATy T17
ATvT8

ATvT9
2TFv 710

ATy N

ATvT12
ATy 713
ATy 714
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TIVr—vay Ho 7B

Real Time Monitoring Tool (RTMT) /ast/WEB-INF/pages/logon.jsp

Cisco Client Profile Agent /ssoservlet/WEB-INF/pages/logon.html
FiE

OpenAM EHIA L X —T = AlZu A LET,

[Access Control (727 A 2> bu—/)v) 1 ¥ 7T, [/ (TopLevel Realm) (/ (Fx_EALfENR) ) ]
Vv LET,

[Agents (=— = ) 1#776, [J2EE (J2EE) | # 7 #@ER L £7,

[Agents (=— x> k) 17 3T, [New (HH) 1227V v27 LET,

REEY Y N7 v T NI A—=F 2 AN LET,

[Create ({EFK) 1227V >y 27 LET,

<hostname-j2ee-agent> D4 Hij C J2EE =— ¥ = > FAMERK S IV E T,

{ER L72 I2EE =— Y = > & @IR L E7,

[Login Processing (7 7' »HLEE) &7 > 2 > @ FD [Application (7 7V r—av) 147 T,
IM and Presence Service D4 Web GUL 7 U r—va>ro v/ A2 74 —2L0 URI ZBINLF
D

[Save (FRfF) 127V v 7 LET,

[OpenAM Services (OpenAM H¥—E &) ] % 7T, https://<OpenAM

FODN>:8443/<war-file-name>/UI/Login?module=<SSO_Module> ® X 9T OpenSSO D

774> URL Z#BIMMLET,

Ev b ANT D <SSO Module>fEMRSSOEV a—/b f VAR LU Ay NT v 7T 5LE
AN LTZEIC T 20 ERH Y £3, =& 203,
https://serverl.cisco.com:8443/opensso/UIl/Login?module=IMPKRB C

R
T XA ME T, 227 A 2 URL USDOTXTO URL ZHIBRLE T, RIOAT v 7 THRELEZR
7' A > URL DHNBTHFA MERIZY A FINTWDHIMERH Y £7°,
[Save (R1F) 127 Vv 7 LET,
[Back to Main Page (A A v X—VIZKED) 1227 Vv 7 LET,

SSO ITEZNTT 5 ZF D4 ~T? IM and Presence Service /— RO REE 7u 77 A )L =— =
VREERT AT DIL, AT T AN AT v T 13 EBDIRLET,

BEErEYSY
GUI ZfE L7z v YA o ofF80b, (201 =*—2)
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OpenAM £ 3> 24 LT FDERE

ATv I
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6

OpenAM &> 3 > # A A7 7 RE, IMandPresence —E A/ —RiZty h&hvdtEya v
HALTT R NRIGTA=FIYHREVEIZEETAMLENH Y £9°, IM and Presence —E &
=Ry ary A4 LT T MEZRETHIZIE, CLIZEHALCRDa~r RE AL TL
720,

show webapp session timeout

FIE

OpenAM EHIA L X —T = A AlZu A4 LET,

[Configuration (X7E) ] 4 7 T. [Global (F/'m— L) | ZBINL 7,
[Session (‘B> ay) | &#27 Uy 7 LET,

[Dynamic Attributes (¥ A I v 7 @tk) 122V v 7 LET,

[Maximum Idle Time (Ffx K7 A RK/VREH) 17 4 —/L RIZEZ AT L E T,
[Save (RfF) 127 Vv 7 LET,

IM and Presence H—E X ~® OpenAM FEBAZE D 1 > 7Rk— k

>

SSO @ IM and Presence —E X / — Ri%, HE{L I 72T v R/L#%H O OpenAM H— N L i{E

LET, B b INZ@ET ¥ RVOMENIEL, OpenAM — N2 K-> TR ENDEX =2 U 7 o
FEAEZEHHT H7-0I12, SSO #H9 54 IM and Presence V"—E A/ — RN MLIETE, IM and

Presence #—E A / — N3 tomcat-trust DIEFEA N TIC B 2w ¥ 2 U T 4 GEELY A VR —
HZET, EX2 VT 4iHELEEHLETS,

ME72FINAIL, OpenAM H—/3D Java ¥ — A b7 OERKRFIZHEHT 2 8% 2 U 7 o ®EIZEL - T
R0 ET,

* OpenAM/Tomcat f > A X LV AOHEELEX 2V 7 GFHZEZEH L £,
* OpenAM/Tomcat A & A% ZAD CA BAfE X2 T 4 EAFLHEA L X7,

MY

OpenAM FEHIFED A LB — MIY—ERITHEE L, AT F 1 AREHIHFIC OpenAM FEWIE %
AV R— R T B L EMAERELET,

G¥)

il Cisco Unified Communications Manager Release 10.5(1) T IM and Presence Service DX & HIE

REED A VAR — N OFEHIZ DWW I, [ Cisco Unified System Maintenance Guide for IM and
Presencel] #ZM L T EEW,
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ATy T2
ATvT3
ATvT4

ATy TH
ATvT6

ATy 71

ATvT8
ATy

ATy 710

svnyqvtrrogeeesBnszs I

FIE

SSO *}J&? IM and Presence 7 — & ~X—Z /X7 Y »» % /— R® Cisco Unified CM IM and Presence
DEMIZa 7 LET,

[System (A7 ) ]>[Security (£¥ = U 7 1) ]>[Certificate Import Tool (FEHIED A >R — kK
VL) | EERLET,

FERAEASHE A 7 & L C [Tomcat Trust (Tomcat [548) ] Z 3R L £,

[Peer Server (E°7 H—3) ] & LT OpenAM H— "D5ERES KA A &2 A LET,

[Peer Server Port (7 $r— S AK— 1) 1&LT8443 # AJILET,

[Submit (GXfE) 1227V v/ LET,

AEEA AR — b Y= E 2 O T X M EEITLET,

* [Verify reachability of the specified certificate server (pingable) (&7 L 7-FEBHEY— 3 (ping
DAARE) OB|ZER[REMEDOMERR) ] : OpenAM H— 373 Z @ IM and Presence @ / — RIZH|EE
ARER Z L 2R L ET, 20T A MIKMT 25613, ping#fF4 7 v > 7925 OpenAM
R—Z2D Windows VAT A7 7 AT 74— )VNRKTH D AREMENH Y £9°, Windows 7 7
AT 7 —/)L T ping Z#F A9 5 IM and Presence " — B A ~D OpenAM FEFHED A >R — k
ICBET D FE Y 7 2BRLTIIEEN,

* [Verify SSL connectivity to the specified certificate server (& L 7Z5ERH & — /3~ SSL ##¢
DOWEFR) 1: Z @ IM and Presence / — K73 OpenAM H— NIZZRITHHE T 5 2 & BATREN E
IMEMRLET, ZOT AN RERFEORE] IZX > TR 25613, LERFEVFHF
DRONGT | BEXa TR EAHE L CEEFA, ZOT7 A PR LIEEEIX. ROTFIE
CERFET, ZOTANMIEIILIESE. AT v 715 ICHELET,

GE) COTARN TRT TN 2a—Z THIT T —=NEELELZ] OAyE—UNRE
RENTRIT 256, ROAT » SRS, FEHEOREELZ T 7Ly a—
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[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D4 El) >
[System (3 A7 L) ]>[Service Parameters (H—E R /RXT A —4) 1 2R LET,

[Server (H—/3) ] A==—2>5, IMand Presence #—t A /— RZERIN L F7,
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[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& 2E) >
[System (A7 ) ]>[Service Parameters (—E A /XT X —X&) | Z@RINL E T,
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T, /= RO ST 74w BNz, T —H_X—ADT 4 A7 EESEE S NET, K



&

ATvT2
ATvT3

ATvT4

ATy TH

FrvrgEozt I
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[Enable Persistent Chat (/X— A7 > b F v v hOFML) 1241 LET,
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[Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& #E) >
[Messaging (A »—3"> 7)) ]>[Group Chat and Persistent Chat (7 /L —7" F % v bk L keHy72
Fyv b)) 1 Z@&RLET,
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BaiE, KB T vy M AA— AR EN TV ENRT —H R—ADNRT =< A%
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BCXET, LAF ACERSIETEA U T X EFBCT B, Frv b/ — A
HEDICEBICFETTHZEEHY A, VAT AL, mAHA
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(Cisco Unified IM and Presence @7 H14:) ]>[Tools (*—/1) ]>[Control Center - Feature
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CEDOF ¥y b ) ROTA VT AL —ETRITINERD FHA, VAT AEZ T AZLR

WCHELZZT vy N /) —RFOZA VT AEERT HZ L &2BEET,

Cisco Unified Communications Manager Release 10.5(1) T IM and Presence Service DX & B2 i



B s~vtr/—Fzqu7zongm

*Fxyvh J—FROZA YT AL % IMand Presence RAA VA4 ERIUCICTAZ LI TxER
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AU N—F I TERE ORI E L — AT EENETE TEX 5 L9127 5%4A 1L, [Roomowners can
change whether members and administrators who are not in a room are still visible in the room (/L — A2
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change whether rooms are backwards-compatible with older clients (/L —AZHEWZ F AT M DT
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*UserBi%., 7L RBEKERZZ 1T AXL, UserB I3 UserA DRSS Y 2 MIBIMENET,
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FIE
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WFRICTHMENRHY F9

Nickname (= 27 %—.1) HAESLY A N = MY D=y 7 Rx—L4, ZHIZE, &K
255 AR TE £,
Group Name (7 /L —7"4) ZHUERANT A—HZ TT,

WU A NUBRBMEND T V—T D4R, =
ITIE, K255 XF a2 H & £,

G¥)
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DUWTUWET, [Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and
Presence D& HL) ]>[System (/A7 ) ]>[Service Parameters (h—E X /XT A —%) ]>
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IM and Presence Service 7 5 X 2D 11— DT .

G¥)

REATY 7 v Mo LDAPHEEZ M 256, 2%, T3 TO2—H 239~ T Cisco Unified
Communications Manager 33 J. O IM and Presence %"—E A 7 7 A X (ZRM &, =—HF» 1
DY TAZZDHTA B ASNTWDLEEE, 22— E2BEHTILEITHY A,

HLWAR—2L 77 2% OET 5 OU ICBAT2— V2 BEIT 2 HIEOFHMIC OV TIL, LDAP #
Hv=a 7 VESRLTIIEE,

a—HOBE%, TV LDAP OV T XA Z 035 LDAP = b ZHIRT 2 5LE RN H D £,

ROE%E
HLWER—L 7T AZ~Da—FOREICHERE T,

HLWR—L 7T AL ~D2—F DR

&

ATy T2

LDAP 73 Cisco Unified Communications Manager (Z72 > T\ 5354, 1 LU 74— A Cisco Unified
Communications Manager 27 7 A Z (22— Z [T 5 MLE )R & Y £7°, Cisco Unified Communications
Manager C Z 7L % F8) CHEIMJ 52>, Cisco Unified Communications Manager C A7 ¥ = —/L S U7z
FHHED T D E TR TE £,

Cisco Unified Communications Manager C. [l 4 F8) T4 5123, ROFIELZFETLET,

FIE

Cisco Unified CM DB C, [System (A7 .A) ]>[LDAP (LADP) ]>[LDAP Directory (LDAP
TALZ P EBEIRLET,

[Perform Full Sync Now (FERF#IZ4T<HEmE) 1227V v 7 LET,

RDIEZE
IM and Presence ' —EAD2—FEHHIL, HLWI FAXOD2—WFIZTA B A&E5T 3
FNEIC L F T,
EENEY D
H LY Z AKX D IM and Presence h—E A D2 —HFDAHME, (258 X—)

Cisco Unified Communications Manager TH %1 Tld%: L\ LDAP EI#A

LDAP [A]# 73 Cisco Unified Communications Manager CHZHIZ 72 > TV W5 i LU Cisco Unified
Communications Manager 7 7 A% Ca—H 2 FE TR a =0 730 ERNH Y £7, FHM
IZ2W X, [Cisco Unified Communications Manager Administration Guide] %2 L T IZEW,
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HLWLWS S5 XA DIMand Presence H—E XD 1—HFDEIL

ATv 1

ATy T2
ATvT3

ATv74
ATv7TS

FLWAR—LA 7 FAZTa—YRFAMENTWELE, FLEFTFHTTatYa =73t
DA%, FE)TIM and Presence — B2 1 L UY Cisco Jabber D —F 2 HF T HMLERZH D
\ijqo

FIE

Cisco Unified CM O BEC, [User Management (=— D4 EE) |>[End User (=2 K =—H) 1%
IR L ET,

7 4 NVA &R LT, IMand Presence Y —E A2 BN T D 2—VE2HMEBLET,

[End User Configuration (L K 11— ®E&%E) | Wi T, [Enable User for Unified CM IM and
Presence (Unified CMIM BL O LU R ca—VE2EMLET) |24 LET,

[Save (fR1F) 1227 Vv 7 LET,

TEahf ¥ £ O CSF @ Cisco Unified Communications Manager D= —H% 47 m v a =7 LET,
SEMIZ DWW T, [ Cisco Unified Communications Manager Administration Guide)] % 2/ L T 72 &
AN

22— E—FEFHT D HFIEIZOWTIL, [ Cisco Unified Communications Manager Bulk Administration
Guide] #ZM L TIZEW,

RDEE
HLOAR—L 7 F AL OEEHY 2 DA Y R— MR ET,

R—L I SXITOERE)A DA VR—F

&
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BAT SN —VOMR ST —# 2 H 0T 5121, BEEY A MaA VA= T 20ERH Y F
b@‘O

FIE

AICT 7 AR — hENTEER Y A RO CSV 77 A VET v T u—RKLET,

a) [Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& EE) ]>
[Bulk Administration (—#5%& HE) ]>[Upload/Download Files (7 7 A VDT v 7 u— K/Z 7
n—R) JZ@ERLET,

b) [AddNew (HHEM) 127V v27 LET,

¢) HEHEY A RD CSV 7 7 A L ERINT 521X, [Browse (BfR) 1227V v 7 LET,

d) #—/% > k& LT [ContactLists (GHAEIHLY A k) J&EIRL £,

e) T ¥ s ar ¥4 7L LT [Import Users’ Contacts — Custom File (=—H D#fi&IED A
R k- B ALK T AN) | ZRIRLET,



ATy T2

ATvT3

IM and Presence Service 7 5 X 2D 11— DT .

f) MBS U T [Overwrite File ifitexists (7 7 A AR FEET HHEAIT EEEZT5) (24 LE
—é—o
2 [Save (R1F) 122V w2 LT, 774V %T v 7 u—RFNLET,

HWAESRY A N Va7 DAV R—MEFEITLET,

a) [Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D& 1) ]>
[Bulk Administration (—#E&FH) ]>[Contact List GHEfESEU A ) ]>[Update (FEH) ] %8R
LET,

b) 27 v 71 T7 v 7 r—KRLIZCSV 77 A VEBRLET,

O LECYa 7oumMEEHLET,

d) Va7 %453 <ETTHICE, [Runlmmediately (53 <HEIT) 1227V v 7 LET, B TEH
Z AV 2 —/)V 9 5I21%, [Run Later ($ CTFEIT) 2R L £,

e) [Submit GE(E) 127V v 7 LET,

WAESE Y A RDA U R—F AT —=F 2 &2E=F LET,

a) [Cisco Unified CM IM and Presence Administration (Cisco Unified CM IM and Presence D4 #E) >
[Bulk Administration (—#5%&#) ]>[Job Scheduler (a7 AT =—7) | &&RLFE T,

b) [Find (k) 1227 Vv 27 LT, $XTOBAT Pa7xY A LET,

Q) AT —ZANFETEWEINTSL, EEEVA MDA VAR —F a7 DVa 7 IDEZRRLE
R

d) HEHEY A b 77 A NVONEEFERT HITIE, [CSV File Name (CSV 7 7 A /L4) 112U A b
SNTWLT7 7 A NVERIRL 7,

) [LogFileName (=2 77 A N4) (V7% 27Uy 7 L, uZal&xEd,
Va7 ORGRZ] LR TR AR R S, BROEMN bR RSNET,
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IM and Presence Service D Z E &Y HR— %

—

&

c alr—)DA A=), 261 RX—
* IM and Presence Service ~D R 7 —/L f VA N—F DA A ~—)b, 263 X—
* TT— Avyb—, 265 N—

CU—NTAREINET T r—a s, 268 NX—

O7—ILDOA 2R =)L

#EDFFE%E AR — 3 % Cisco Unified Communications Manager & IM and Presence h— &" 2 % 3%
ETEET, AR M—/AHRERYR— FFFEOEITHIRITH L EH A,

www.cisco.com (21X, B 7 —/V[EA D/N— 2 @ Cisco Unified Communications Manager @ & %7 —
JU A A R—F & IMand Presence ' —E 2D —L £ VA M—FRHAZENTVET, D
27—V A LUAN—FIEIVAT LEEERLA VARV LET, TOL A N—TEFERTS
b, =P RPR—FINTWDAS U F—T oA RAEFEHTLH LI, R LEREAT X A
FEIF b= (BEAAREREE) 2RREIIRETEET,

7 F AH D4 ) — RIZ Cisco Unified Communications Manager % > A h—/L L, T —H X—R %

Ty Ty LTS, alr—L&E A A M—=LLET, IMandPresence &—tE & / — N TCTHIE
Drlr— kA A M= T DH5EIE, &AIC Cisco Unified Communications Manager 2 7 A #

TIA] UE @ Cisco Unified Communications Manager D &2 77—/ 7 7 A L&A VA h—/L T HLERN
HYET,

VTR T DT w77 L— RKRFET L7212, Cisco Unified Communications Manager @ / — R
L IMandPresence ' —E A J— R T —/L& A A M—/L 3 BIT0, ROEDOEHREZEH L FE
7,
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AT—ILOA X =L

a—+¥asr—)

a—HF alr— 7y A I, BEOCSELEICETASEERNEGENET, 22— er—n
TrAME, 2—YRRRL7za r— LV OEGEEITIHORELT XA NERA AT T |
(EHRERSEES) . 22—V T 7V r—vay, BXUOWeb_R—V 2L LES, ZhboT7y
ANE, ROT7 7 ANGORTLEFEHALET,

* cm-locale-language-country-version.cop (Cisco Unified Communications Manager)

ps-locale-language country-version.cop (IM and Presence Service)

Iy kD=0 asr—j

Sy hU—7 alr—)b 77 A%, BiEE b—. Annunciator, ¥ — bV A F—l7pL, XF
SFERry NU—JHEHOEBEO 7 v A NV ERIELET, HEXY MUY= v — L T 7 A
IV DFEFIT., RO EBY T,

* cm-locale-combinednetworklocale-version.cop (Cisco Unified Communications Manager)

lo0oalr—L A A M—=FIZEBEORY N —7 ar— LA SN TWAERARHY £
—g‘o

G¥)

v A 2 7KGRO Cisco Unified Communications Manager DAL A DORE DRt 5 Y — N3
Bovlr—nLE Y R—FCEET, BHROur— L A LA N—TFTEL VAN TEHILIZ
k0, 2—PIIEEOu  r— A nHBRIRTE S L1220 £,

nr—)L 77 ANE, YT U T Ty T T L—REL VA= ATIHHEALRAL 7oA
EEFALTC, va—A V—RAFERFIVE—F V—ZANBA VA=V TEET, 7TRAZD
% —RlZ, BEoulr— 1V 77 A NEL VANV TEET, FITAXNOTITD ) —
Fa) 7 —hLRWE, BRERITAEDCRY EH-AL, 7 TAZHNDTITO ) — R TTFRTD
a2 —NDA LA RN—APETTEHET, /— K2V T—FL2WNEDIZHERIBEIDLET,
W OFEBR®ZIC ) — RE2 U 7 — LT, a— VIO FWEZi/NRIZE EH T EEN,

A5—ILDA VA M—)LICEET 2ZEEIE

7 T AH D4/ — KRIZ Cisco Unified Communications Manager % > A h—/L L, T —HX—R %
Ty b7y L ThB, var—nN%A A —/LLET, IMandPresence V—E R /— R THFE
ouy—NEA A M= T H5EIEL. &I Cisco Unified Communications Manager D 2 7 A ¥
ClA] UE® Cisco Unified Communications Manager D 27—V 7 7 A L&A A h—/LF DN
HYET,

I ABEDE ) — Nz, Bkoasr— L7 ANV EA A N—)LTExET, LN r—L%7T
T 47T BT, A VA M=V BIZT TAXDOE ) — REeHESTILERND Y £7,

gy — N7y ANI. VT NI 2T T T —REA LA N—LTHESLEREL 2t X% E
ALT, ga— V—RFEHFVE—F V—ANBA VA= T&ET, n—hL JV—RF



IM and Presence Service ~NDO7—)L A VA =5 DA VX b—JL [ |

7ZIZVE— R V—=ANEDOT v 7T L— ROFEMZIOWTIL,  [Upgrade Guide for Cisco Unified
Communications Managerll % 2R L T 72 &0,

A4g—J)L 274)L

7 T AKX DF / — RIZ Cisco Unified Communications Manager % 1 > A h—/L L, T —%X—RA%

Yy Ty LTS, alr—L&E A A =L LET, IMandPresence —E & /J — K TCHE
Dulr—EA A N—IVT DAL, B Cisco Unified Communications Manager D 77 5 A #

TR UE @ Cisco Unified Communications Manager O &2 47—/ 7 7 A L&A A h—/L T HLEN
HYET,

T IGAREDE ) — R, BEoOulr—nN 77 ANV A N—=LTEET, HFLLVOr—LET
7T 4 7T BT, 4/x%~w%z&7x&@%/~%%ﬁ£@?éb%#%@iﬁo

J—RTurlr— &AL AN=TLHREE, RO 7 A NVEAL A= LET,
o= ar— Ty IRLDT 7 A, BEOSHELEEOSHEEENEENT
WET, ROKFENMEH S NET,
cm-locale-language-country-version.cop (CiscoUnified Communications Manager)

ps-locale-language _country-version.cop (IM and Presence Service)

*HEXY MU= v lr— TN TRTOECKHE LT, &E8Eexrxy NU—JIH
H (BiF#o b—> . Annunciator, BLIOTF— b = A bh—r%ETe) OEEAHFEDOZ 7 AV
DEMEINTHWET, ARy NU—7 alr—)L 77 A NVAOETIL, ROLEEBY TT,

cm-locale-combinednetworklocale-version.cop (Cisco Unified Communications
Manager)

IM and Presence Service ~ODO%5— )L A VA —5DA X =)L

[T L& BHIIC

* Cisco Unified Communications Manager (IZ 2 77—V A VA =T % A VA =)L LET, HFE
pst o v r— v a9 55561, Cisco Unified Communications Manager & IM and Presence
Service DWW FICHU R EFEA VA =T %A VA M= VT DMENRDH D 5,

* IM and Presence Service 7 7 A XD /) — KRB HGEIL. vor— VALV AN—FNRT T
x&mmﬁ&f®/~Pm4/xb—wémfwé_t%%wbiﬁ(%7x774ﬂ/—
R®OFIIZ IM and Presence T — X X— 2 X7 vy J—RIZA VA=V LET)

e _XToar— VA YA N=FRHITO AT ANIa— RENLHET, 2—HFrar—
IWEBRELZRNWTLIZE, B5—/b A A h—7 7 Cisco Unified Communications Manager
e — REN7=%TH->TH. IMandPresence Service (IZ 2 — K EN AR —HF BN 2—HF o
TNV ERELTLEI &, MENEAETHIZ N £9, MEIHRESINEZHEIE. &
Z—H|Z%f L. Cisco Unified Communications Self Care Portal (21 >4 > L, vr—/L%&H]

FEDFEN G [English (RFE) WCEE L ThOMUIARSEICRT L O ICHERT 2 Z L 2 HE5
LET, BATY—LEHEHL Co—Y mr— 2l SiEIcml s b TEET,
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AT

ATvT2
ATv73
ATvT4
ATv 75

ATvT6

ATy T1
ATvT8
ATv79
ATv 710

ATvIN
ATvT12
ATy 713
ATvT14
RATvT15
AT v 716
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CEEEFNCT H=OIE, VY= "EHEBTILERNHY T, vr—DA A —)L
FIERTRCRET LIS, ZITAXZNOEY—NEHEEHLET, 7 ITAXNOTITOD
P —NEREETHET, VAT LATEFR I TONLEFAL, =D 77— FMEIZH—F
ANFEEB LT,

FIE

cisco.com IZ®HE) L. IM and Presence Service DX—Y g o pualr—)L f VA —F %2R L £
7,

http://software.cisco.com/download/navigator.html?mdfid=285971059

{EZERETIZH L7- IMand Presence 2 7 —/L £ VY A h—FDNR_X—Ta %7 U v 7 LET,
TrANEF T a—RLIzb, N—R RI7A4TIRFEL, 77 A VORGFSTE AELET,
SFTP # AR — T2 —NZZDT7 7 A LEabt—LET,

BHEDOT 7 N NAY— RZ{#H LT Cisco Unified IM and Presence AL —7 ¢ > 7 /A
TLDEEIZY A A U LET,

[Software Upgrades (Y 7 b7 =7 7 w77 L— R) ]>[Install/Upgrade (A > A b—/V/7 v 77
L—R) JZ2@RL £,

V7 R =7 ODAFHEE LT [RemoteFileSystem (UE— K 77 AV AT L) [HBRLET,
[Directory (7«4 L7 hU) 17 4= RIZT7 7 A NVORGEEHT (/tmp 72E) ZATILET,
[Server (H—/3) |7 ¢ —/L RIZ IM and Presence Service D% — %% AT L ET,

[User Name (=—¥4) 17 4 —/L K& [User Password (=—¥ /X2AT— 1K) |7 4 —/b RlZz2—
PHENRRT—R 7 LTy La AN LET,

[Transfer Protocol (#z1%~7°'m k=)L) ] C[SFTP (SFTP) ] Z&®IR L 9,

[Next ((K~) 1%&27Vv7 LET,

FRFFERD Y A 725 IM and Presence Service 277 —/L o > A h—F Z R L 7,

[Next (k~) 1227 Vv 27 LT, fVA =T Ty A Eu—RL, BiEL 7,

07—/ DALARN—NABET LD, 7 7 AZAOFZY— " ZHEE LET,

A VA N—=NENDRT—NDT 7 v NEREIL, [English United States (3555 CK[E) ) 1T,
IM and Presence Service / — ROFEENHIZ, LEISUT, ¥Uvruv—RLEA YA M—FDnR
TF=MIEDETT I UFOEEEERE LTI,
GE) IM and Presence Service |ZH1E Safari 7 7 V¥ 2 YR — F L TW\WFEH

Ao

a) Internet Explorer /N— 3 6.x T 25613, ROFIEZFETLET,

1 [Tools (*’—s) ]>[Internet Options (A > ¥ —F v b 7T a ) | &R LET,
[General (—fi%) ] # 7 #®IN L £7,
[Languages (S7f) 1227 U v 7 LET,
[Move Up (E~) [ARZ ML T, BT 254 ) X FOLEHIIBEI L £,
S [OK1 %7 Vv Z7 LET,

A W N
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IZ—AytE—2 [ |

b) Mozilla Firefox /N\—3 2 & 3x AT 25613, ROFIEEZFETLET,
1 [Tools (*V—/v) ]>[Options (A7 a3 ) ] ZEIRL FT,
[Content (> T ) | X7 HERLET,
[Languages (E75) ] &2 a2 ® [Choose (IR) 1227V v 7 LET,
[Move Up (b~) TARZ &AL T, BT L2550EE Y A FOKRBHICBEIL 7,
5 [OK]%#7 Uy 7 LET,

s W N

AT TN 2—FRPR—F SR TWERGEOnr — L2 RINTE D Z L 2R LET,
Ev bk I FGAZRNDOTRCOY—ANZRELarR—xr "2 A =L LTLEE
A%

IS—Avt—v

=V A AN=TETIT 4TI TDHEEICRETHARMEOSH D A v = OFHHIZHON
TiT, WOFEEXZBRLTLLEES N, =5 —RNEAELEERITI. A VA =1 lhHbHAyE—
VEFRRTEET,

R28: OF—)LA VA F=5DIS5— A yt—T LERHA

Ay—3 356

[LOCALE] File not found: F i R RNTEINT B 2 1 — A SRR S
<language>_<country>_user_locale.csv,the | 31,2 CSV 7 7 A LR RO B R NEA I - D=
ng;ggsc:le has not been added to the SO NRALEF. CHIEELR TR ADTT—%

' ARLTWET,
[LOCALE] File not found: T RXR=Z|EMT D5 Ry NU— 7 v — LN
<country>_network_locale.csv, the network | peih X 31TV 2 CSV 7 7 A LN O S 22N RA T =
locale has not been added to the database. DTSR LEF. “HIEEL R TaE 20T
7 —%&RLTWET,
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IS—Ayte—

Ayt— B
[LOCALE] CSV file installer installdb is not | justalldh & FEIZNAT AU 77— a U IMFET B 2 &
present or not executable BHERTHMERHYEST, ZOT7 7V r— g 0%

CSV 7 7 A VICEENDERE DAY | ZhEd ¥ —
T T —=H_XR=RZELLEHLEST, ZOT7 7Y
r—a URREONBIRWEE . Cisco Unified
Communications 7 7' r—>a & EHiZAf VA b—
NENEhoTz 1FEAEHVEERA) | HIBREN
7o (ATREMEIZ® DV £97) | E£721F/ — FIZ Cisco Unified
Communications Manager <° IM and Presence Service 72 £
@ Cisco Unified Communications 7 7"V 7r—3 3 » A
VAR SRTWERAL (RO ATEERH Y £7)
T2 _X— 2 Y e L a— RS TR &
0 — VIHERE L7232, B — L DA VA h—)b
TR EnET,

[LOCALE] Could not create
/usr/local/cm/application_locale/cmservices/
ipma/com/cisco/ipma/client/locales/maDialogs
<II> <CC>.properties.Checksum.

[LOCALE] Could not create
/usr/local/cm/application_locale/cmservices/
ipma/com/cisco/ipma/client/locales/maMessages
<II> <CC>.properties.Checksum.

[LOCALE] Could not create
/usr/local/cm/application_locale/cmservices/
ipma/com/cisco/ipma/client/locales/maGlobalUI
<II> <CC>.properties.Checksum.

[LOCALE] Could not create
/ustr/local/cm/application_locale/cmservices/
ipma/LocaleMasterVersion.txt.Checksum.

NI —id, VAT AR TF 2w IV ATy AL
DOIERRIZ R L= 35818 LET, R & LT,
Java EIT7 7 A LD
/usr/local/thirdparty/java/j2sdk/jre/bin/java
BIFELRD, Java 7—HA T 77 A1D
/usr/local/cm/jar/cmutil.jar WIFLE LRV
HELTWD, Java 7 7 AD
com.cisco.ccm.util.Zipper SF(E L72W\EE
LTWAZERERBEZOLNET, TNHOZT—N
BET HEHETH, Cisco Unified Communications
Manager Assistant % FRUNC 1 7 — LIE5 | X e & 1B
FHELET, ZDHA. Cisco Unified Communications
Manager Assistant Ci&, 72— 74 X Z}17z Cisco
Unified Communications Manager Assistant 77 7 A /L (D22
xR cEEEA,

[LOCALE] Could not find
/usr/local/cim/application_locale/cmservices/
ipma/LocaleMaster Version.txt in order to
update Unified CM Assistant locale
information.

IO T %, WUIRBATNZ T 7 A AR EOMNE R0
BARCEALET, FRELTI, EAVRTaERD
TIT-NEZLNET,

[LOCALE] Addition of
<locale-installer-file-name> to the database
has failed!

TOZT—%, v — DA A M=V E LT
S NDORBMNBREENTZTZOICRELET, &R
A R L TWET,
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IS—Ayte—Y

Ayt—o

BLL

[LOCALE] Could not locate
<locale-installer-file-name>

Zoulr—IT7T v 7 L— KRBTSR TR A,

HFyra—REnk-elr—v AL A= 77 1)L
X, Forma—Ralr—ya AENPMNTHERA,
BEhE TR SN RERH Y £, 20T —
DOEREIILL . Cisco Unified Communications 7 7" J
r—=rarDT v T T L— R —n A A h—
FERBHEHT L, L= A A N—=F%X
vrue—RLCGHEHTI2MNENHDZ EERLET,

[LOCALE] Could not copy
<locale-installer-file-name> to migratory
path. This locale will not be migrated during
an upgrade!

Fora—RaInhkcalr—nVA LA N—=F 774 V%
BAT SR ae—T&EHA, ZOTT—DOHEREX
& <. Cisco Unified Communications 7 7'V 77— 3
DT v I T b—Rgizar— A A b —7 ZHiE
ToH0 FLoer— LA A—FTEX T n— K
LCEATOIMNERNHDLZ L ERLET,

[LOCALE] DRS unregistration failed

0=V A LUAN=TIIT A FARAZ YUDNRY VRT
LN BERMRBRETEEHATLE, Ny T v T E
TV AT La—Rdgaer—nLA A M—T13EF
NEHFA, A A M—LDOu 7 %3851 T, CiscoTAC
IZBMWEDbELIZS W,

[LOCALE] Backup failed!

FAFERZ YHNY VAT AL, oo — RS-

=)L A AN —F 77 A LD tarball Z1ERL T &

FHATLE, N2 7 v 7E2RADENZ, B—H )

AVAM=T%HEHLTIEEN,

G¥) VAT AOE LRI T r— )V E FEICHA
A= THZELTEET,

[LOCALE] No COP files found in restored
tarball!

NI T T77ANVOBHEIZE-T, vrr— A
AR =T T ANOREPRLTZRREERH Y F

KR
G¥) alr—) A VAN—FEFETHEHT

&L BT AREEIEITLSNET,

[LOCALE] Failed to successfully reinstall
COP files!

R T vl T77ANVOBBEIZE->T, nrr—i A

A N—F T ANDBEE LR H Y 97,

GE) nl—) A A N—FEFHTHEATD
L. = AnEeIlETENET,
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Ayt— B
[LOCALE] Failed to build script to reinstall | 5 «» f 7 +— AT, B —/LDOFA A h—/Lf#
COP files! HaEhs 22 )7 FEBIICERTE £EATLE,

GE) a7 —N A A N—T % FEICHEHT S
L. BT ARERIETLINET,
A h—vDnr J &5 LT, TAC IZEBHW
b TEEN,

A—ASARXINE=7TYsr—3>
IM and Presence Service 7 7' U 77— g VIS EFIEARSTEE Y AR—FMLET, n—F 74 XSh
277V r—a VBIXOEAMREREED U X MZOWTIE, ROKXREZHL T ZEW,

x29: O— A4 XENET7 TV r—2avBLUHYR—FEhBHEEDOIYX L

A28 —Tx4R HR—rEhDHEHE

EE7 Uy —ay

Cisco Unified CM IM and Presence | thifglss (h[E]) | #e6. AR (AA) | lfEzE (W)
oles

Cisco Unified IM and Presence A~ | HEFE (PE) | 9555, BARE (BA) | @ERE mE)
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5217)  (Failed Over

with Critical Services

Not Running)

T F =Ny 7 ZHUTEBIRETT, VAT LNy T v 7 E—RTCEET S/ —F
(Falling Back) 75 Z @ IM and Presence Service / — RNIZ7 4+ —/13y 7 LTWET,
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Mode)
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7N A KEE A [RE/HERNE
TAY EHED | Tx— |EEEN |EHET —RF200 =1 ~OFEHT 5 —
Ny rH I bOEER | Ny s | BOFER ARy 7 EFBLTVET, FEIT 4 —Ny
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Ny 7 | Tx—n | Ny sh | Tx— | RBRRSh, #ITHTT,
(Taking | /Nv 7 (Falling | /N> 7
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R L ET,
J—F1H» 7 x—vA— =7 (Failed
Over) DIRREIZEATT DL, €D/ —F
X, BEREDNFEN T A — NNy 7 BRITL
TT LB ARSI N—TND /) — K& IE
% (Normal) JIRERIZIE LT 2 72 O D (3
Bk,
7x—)b | EHER Ny HER BERYP—EAR ) —F1THTLELL,
F—R— | =R | TS P—E & |IM and Presence »—E R |3/ — K2 ~DHE)
wHhH (EH | For T—RT |FUv T =A== FTLET,
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s HELI-a—FID =T —D%(E, 281 <—

s EEELITENSLRT L7 M) URI =T —D%5, 282 ~X—

FHELF-1—HIDTS—ND2(E

g =— VP IDAEEL VWA LERT T I7—22%ELE L, b2 —F OHKELE
HAEE L7270 $H5A,

fRRE WMDAT v T 2FATLET,

1 utils users validate { all | userid |uri} CLI =2~ > RZH L T, £22—HF DU A M E4ARK L
9, CLI O OFEMIZ S\ I, [Command Line Interface Guide for Cisco Unified
Communications Solutions] ZZH L T 720,

2—HIDIHEWTEHE L= IDDOTTE RS> TS —D Y X "B, Ry MIER
ENFET, kO CLIENOBIE, HHREOZ—FID =T —%2/RLTWET,

Users with Duplicate User IDs

User ID: user3
Node Name
cucm-imp-1
cucm-imp-2

2 FULa—FR2B0DI T AXIZEV B TENTWAES., WTNLD T TAZNLZFD
2 —FDOE) Y TEMERELET,

3 Yoy I RETREZA—FICFELaa—F ID NED Y TENTWAEEES, WTFnroa—F
Wt L2 —Y IDEOLFIZEE LT, BEENRVEIICLET,

4 o—PERNPEDE - 1T22 A DA, Cisco Unified Communications Manager Administration ¢
GUI ML T, ZOa2—FO2—F IDHFREEEL ET,
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Configuration (=2 F 2—%DE) 1V 4 > KU ([User Management (—F DEFHL) 1>
[EndUser (=¥ K =—¥) ) T2 LT, HBEISCT, 22—FIZHEHR=2—F 1D
F7ET 427 MU URIMEZHEFEICHEE L ET, FEMIZOWTIX, [ Cisco Unified
Communications Manager Administration Guidel] %ML T 230,

A

GE) 2—HF T 7y AN TO2—YID &7 ¢ L7 U URI 7 ¢ —/L RiX, LDAP Directory (2 v
TENDLEERDHY T, ZOHEIE. LDAP Directory H— S TEIEZITWVE T,

6 HHEL7-2—VFIDZT—NFNLLERWD L A2fERT 51T, CLLa~v > Rad ) —EFET
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BEEFLIEENGETAL2 P URIZS—DRI(E

fifE =—% T 4 L7 Y URIBEHEHELITIEG THLI 2 RT T I—2 %G LEL, 2
nNoO2—FOEEAFTREEL LTI ¥ A,

BiRix WROAT v T HFEITLET,

1 utils users validate { all | userid |uri} CLI =~ > R&f#H LT, £2—HFDU A FEAKLE
9, CLI OfEHOFEMIZ W TIE, [ Command Line Interface Guide for Cisco Unified
Communications Solutions] %ML TS0,

74 L7 NVU URI OfE, FHWCEEEZIZER 2T L7 MU URILOILE 78> T AHH—N
DY AR, fEREY MZFERENET, KO CLIBAOBNIL, MFETF = v 7 REIZHRE S
72741V 27 FUURI=T7—%R L CVNET,

Users with No Directory URI Configured

Node Name: cucm-imp-2
User ID
user4

Users with Invalid Directory URI Configured

Node Name: cucm-imp-2
User ID Directory URI
userl asdf@ASDF@asdf@ADSF@cisco

Users with Duplicate Directory URIs

Directory URI: userl@cisco.com
Node Name User ID
cucm-imp-1 user4
cucm-imp-2 user3

2 FLa—FR2EB808DI T AZIZED B TENTWAES., WTFNDLD T TAZNLED
=P OEN Y TEMHERLET,

3 Wy I AZ TR —PIZEUT 427 Y URIDEID B TENTWAEHEE, WThno
=PI LT 4 L7 U URIMEOARTZEE LT, EEN2VWE I LET,
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A
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A) ] TT— A yk—, 288 N—

Web 77 7|2 HTTP 404 =7 — 3R S5, 288 ~<—

Web 77 U HIZ HTTP 500 =7 — R F RS20 . ZZHOBE AR RIS ILD, 289 X—
[Authentication Failed GBREIZRIALE L) | A vtE—, 289 ~—¥

Web 77 7 |2 OpenAM O 1 7' A VHE AR R S4LDH, 290 ~—

Web 77 v 412 IM and Presence Service D12 7 A VBEH AR R IND, 290 ~—

2 —H4 L XA T — RO Internet Explorer ® 7' 11> 7" K, 290 ~—

['User has no profile on this organization (=—¥IZZ OO 7' 17 7 A MEH D FHA] A v
=, 291 RN—v¥

SSO Az D, 291 ~—

FEHET T — 291 N—U
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B tx1v5/ 58— 2rve—3

XAV TAEEISI— AvE—D

MRE S I YA A R AR AT DL, [Security trusterror (E¥ = U7 4G —) |
LWV Ry —UNFIRENET,
£z bnBEE IM and Presence Service / — KT OpenAM / — RAXEHHI N WEIF E LT
X2 U7 4 iEAEOMENEZ ONET,
fBiRE Javaz A VA P— VLT L EWZEBR LT 70 —F Th o725 D OpenAM H C. B4 GE
L, BN, JavaZ A VA M—/L LTz L ITERLT2T 7' v —F Th - 72454512 OpenAM Gk
BAEIZEL L= — MEEBAER X OV B EEBHE Y IM and Presence Service / — K. 3 X O Fid#E)
L 7z IM and Presence Service / — R® Tomcat % —E R IZT7 v 7B — RSN TWAHI L 2R LE
T, F£72. SSO ZABNT L7z & &ITIE LV OpenAM URL % GUI THEE SN TV D Z & bR
LR HY £, OpenAMURL IR — FELSZHE LT REM AL A THLLERDH Y
F9, 72& zIE. https://openam-01.corp28.com:8443/opensso 72 & T,

BEErEYY
Java DA A F—)b, (177 =X—7)
Java DA A F—)L, (177 _—)

7%

[nvalid Profile Credentials (7O 2774 IL LT v ILNENT
) 1 AytE—
RAg8 SSO #Axhizd 5 &, llnvalid Profile Credentials (27 7 A /L 7 LT oo ¥ L NERS T
1) ] LW Ry E—UNRERENET,

£z 5nBEE IM and Presence Service / — R J2EE = — Y = o MIGR S Z4R & /RA T — K%
FEELTWARIREEMERH Y £97,

fRiRsE OpenAM — XD REE =—Y x> h 707 7 A VHICERE SNIZARTE XA T — ROfHE
ZHERLET, ZHODOEIE, SSO ZHMIT L L ETIHEETLHLLENH Y 7,

BEErEYY
OpenAM H— XTO REE =—Y x> F 7027 7 A VOFKE, (193 2—)

[Module Name is Invalid (E> 2 —ILEZMNENTT) | Avt—

RS v NP A A EAENCT S L, [ModuleNameisInvalid (830 = — /L& NBEZTF)
LWIHI Ay E—UNERENET,

EZZONBERSSOEFY 22— /LA VAR A CEST-ZHIERTE L TCWAAREERH Y 77,
fRRiE SSOEV 2— L A VAR U AZRETHFIELZMHR L £,
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lnvalid OpenAM Access Manager (Openam) Server URL (OpenAM Access Manager (Openam) +-—/\ URL .
NEHTY) | Avt—o

EELEY D

SSOEV a—/b £ L AR ZDRE, (192 2—3)

lnvalid OpenAM Access Manager (Openam) Server URL (OpenAM
Access Manager (Openam) H—/\NURLAEMTY) | A vtE—o

MIRE > N YA U F AT H L&, Mnvalid OpenAM Access Manager (Openam) Server URL
(OpenAM Access Manager (Openam) $—/NURLMEZNTT) | LW IH XA v —URRREINE
j—o

EZZbNBEE SSO ZH T L7z & X2 GUI £721% CLI THE7E L 7= OpenAM URL 23345 T
W RREMER B D F 5,

f@gikix  SSO Z AT L7 & &2 GUI THRE L72 OpenAM URL 3 IE LW Z & 2R L £ 97,
OpenAM URL |3 — FESZHE LB REM N AL LA THLINENRD Y £7, 7-& 203,
https://serverl.cisco.com:8443/opensso 72 & TY, F72, OpenAM V— 33 E5 8¢
HY. OpenAM BHLGUILIZT 7B ATE DI L E2RIET DM ERDH Y 7,

Web 7592401 TS5—MHARREIND
RA88 IM and Presence / — K SSO 5t Web 7 7V r— g 27 7B AT 5L, Web 77 U
IZ HTTP 401 =5 — 22— FRFRRINFET,
EZZONBER 22—V OT7 T UV OREICHEND D AREENH 0 97,
fRRE VTN YA F U HCITAT N T ERBRETAFIEE MR L ET,

BErEYY
TN A F DT AT s 7T uYRE, (174 =)

Web 755243 TS5 —ARFRINF-Y, ZEOEENRTIND
R9%& IM and Presence Service / — R SSO X}& Web 7 7'V r— 3 X772 ATH E, Web 7
ZUYPIZHTTP 403 =7 — a2 — RREHOBEHENE R SNET,

EZZHbNBEE O IM and Presence Service / — K ® OpenAM R U o — DX EIZFEN & 5
ATHEMER BV E T,

f#Rkix Z @ IM and Presence Service / — R®D 6 HOKRY —HHIZ T XTEML, T XTOKRY
—HHIZNGET/POST 7 7 ¥ a ' THMI > TWAH Z L 2R LET, /2, 7 V=27 b &
RU—IZBMLIEZ L 2MRTHILERNH Y 7,

Cisco Unified Communications Manager Release 10.5(1) T IM and Presence Service DX & B2 i



[ | lUseris not Authorized to Perform this Function (11— (3 C O#EEERTT HERAHY EFEA) | T5—
Ayt—o

BMELEYY
OpenAM H—/ XTOR Y > —DO%E, (189 ~X—)

[User is not Authorized to Perform this Function (11— (X Z D#EE %=
[TTHERIAHYFELBA) | T5—AyvtE—9

s Web 7 UV r—2 a3 ic7/7k8AL, R=VITI7EALLS E95E, [Userisnot
Authorized to Perform this Function (—13Z OMREZ AT T HMERBH Y FHA) | LWV IH Ay
U NFEREINET,
Zz5hnBEE IM and Presence Service (ZE| Y 4T HI TV D 2—F DOMHEBRIZ N & 5 A HE
PERBHY 9,

fi#sri%  IM and Presence Service Web 7 7' U r— g U ~D T 7 ATEKWT A5E1T, F0O2—
PN, R CCM A—3— 2—W 7 )L—7 F£721% 2 @ IM and Presence Service / — R Clr% /3%
HE2EFDOTIN—T DAL NR—THDHZ 2R L ET,

Web 7S5 9H([ZHTTP40d TS —HAERRINB

%8 IM and Presence Service / — KD SSO ki Web 7 7'V r— g T 7B AT HE, Web 7
T UHIZHTTP 404 =T — 2 — RBRFRINET,
EZbNBEE Z D IMandPresence Service / — R ® OpenAM 7N U & —§% &, % 7213Z OpenAM
J2EE =— Y = F O EDWTIHIEN & 5 fREMERH Y 7,
fRiRE KA ML DOHLEET URL 24 L TZ @ IM and Presence Service / — FIZ7 7R L L9
ELTWARNWZ AR LET, ZiE, WebT7 7V r—3 3 2% L TSSO BANT 72> T
HHEAIEYR—FENEHFA, ZDIM and Presence Service / — RORY 2— )L— L 2R L £
9, F72. OpenAM H—/3D Z @ IM and Presence Service D J2EE =— = o FNREIL R 7 A AL
FIURI Z BN L7722 & bR L £,

MErEY Y
OpenAM H—/ X TOKRY > —DFRE, (189 *X—)
OpenAM H—/NTO REE =—Y x> h 707 7 A VORE, (193 ~<—)
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I
Web 75+ HTTP500 TS5 — Ak Tant-Y, ZaoEasrxrsnd [§

Web 75 JHIZHTTIPS00 T 5 —MARTRSN-Y ., ZEHDEENARTS
nas

RS%E IM and Presence Service / — K SSO %tz Web 77U rr— g T 7B RA9T5HE, Web 7
7 7WFIZHTTP 500 =7 — 22— RRZEHOHEEH AR RS NET,
EZZbNBHEE D IM and Presence Service / — K ® OpenAM J2EE =— < = o F D% EIC
RIE S 2 A REER H VY £,
BRsk 1) 2O/ —KOREET—Y x> hOr s A B URL ZBML7-Z &, BXLO2)
[OpenAM Services] # 72 v 7 A ALELURL ZiB1 L, £ X Towu /4 > URL ZHIFRLT-
TEEERLET,

MENEY Y
OpenAM H— X TPO 2EE =—Y = > h 70 7 7 A )LDOFKE, (193 X—)

N

[Authentication Failed (EBSEICKERLFEFL) 1 AvtE—

RS9%& IM and Presence Service / — R ® SSO %fJits Web 7 7'V r— 3 N7 78 AT D &
[ Authentication failed GEREIZARIMLELZ) | &9 A vE—T %R T OpenAM 12 7 A [l

DERRSNET,
EZzbNBEE WindowsDesktopSSO D12 7' A v F =2 — WZHEN & 5 AREMENH D 9,

fERE 1) T R_RTHOSSOFEYa— L AL AZ L ADBRENELWZ L. 2) EBELEF L2 B
VWX —FT T ANADEETDH L, BEIO3) 7 a v 7 BKROF A 2125 LCRBUE S

TWLZ LR LET,
*fERE — YO Windows N—AD AL 2—H
* f@iRi%  Active Directory

* f2iRE OpenAM H—

* fZiki% IM and Presence Service / — K

BEErEYD
SSOEY a—/b f VAH L AD®RE, (192 2—)
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B Web JS5H+IcopenAM DO S VEELARTENS

Web 75 (2 OpenAM DO 5 4 VEEAR RTINS
RE9%8 IM and Presence Service / — R SSO X5 Web 7 7V 7 —2 3 LI T 7B AT H E, Web 7
7 7 WIZ OpenAM O 1 7 A VHEIHAE RS NET,

EZbNBEE T D IM and Presence Service ./ — FH® OpenAM I2EE =— ¥ = ' h DR EIT
RIS D ATREMER BV £37,

f@gikix v 2/ A > URL % [OpenAM Services | % 7 |ZIBM L, o3 XTha /A > URL ZFR L
2R LET,

BErEYY
OpenAM H—/NTO REE =—Y x> h 707 7 A )VOKE, (193 X—)

Web 7S5 9+ (Z IM and Presence Service D A4 4 VEEMNR RTINS

5% IM and Presence Service / — K SSO %z Web 7 7V r— g T 7B A9 5L, Web 7
SUPITWeb 7 F YV r—aroal A U EHERFRINET,

ZzZbnBEE @ IM and Presence Service / — KD OpenAM I2EE =— 3 = > h D& EIC
MR & 5 AlREER H D £,

figiRi%x = @ IM and Presence Service / — RO REE =— = h® 1 7 A ALEL URL #:8/0 L 72
T EERMBERLTIEEN,

BMENEYY
OpenAM #— R TO REE = —Y = b 707 7 A LOFE, (193 ~<—)

A—HH E/NRT— FAD Internet Explorer ® 70> 7 k

R%8 IM and Presence Service / — KA D SSO %this Web 7 7' U r—3 g 27 7 A3 35 &, Internet

Explorer Web 7 7 U N2 —HH L XAT— RO AN EZRD DL A v =V 2ERRLET,
EZoNBER 2—VOT7 7 UVORTEICHERH 2 R H Y £,

RRE VU IN YA LTI TAT N T TV EHRETDFIEAMHR L ET,

BENEYD
TN A F D TAT s T YEERE, (174 2—)
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[User has no profile on this organization (1—HICC QMDD TOT 7 A ILIEHYEEAL A vE— B

[User has no profile on this organization (L—ICZD#MEBOTOT 7
AIIEHYFRAL A vE—

9% IM and Presence Service / — FH® SSO %tits Web 77U r— a N7 7k A5 &, Web
77 W2 [User has no profile on this organization (L —IZZ OO T w7 7 A ViZH Y 8
A) 1 EWVD A=V REIREINTZ OpenAM HIEHNR R R INE T,

EZz25NBEE OpenAM L — 7’117 7 A /L [ignored (FER) | IZERE STV A[REME
N F9,

iRz GUI =27 4 F 2 b—FZfEH L T OpenAM X ET D FIHEZ S L T 7230,

BErEY Y
GUI Configurator Zf# ffl L 72 OpenAM Ot~ R 7 > 7, (188 ~X—7)

SS0 Exnib DEE

RIRE SSO MEEAX AN TE EHA,

EZBONBEE OpenAM H— PR ST D Tomeat A > A X APINE L7g, F20X
ZeR v v M E T LTz8A 13, IM and Presence Service DSSO #EREAZ H N TE RN &
»H Y E9, SSO % IM and Presence Service TIEFH IZANIT HITIL, OpenAM DEMERIEETH
HWEENBH Y £9, IM and Presence |5 OpenAM Tomcat 1 > A ¥ L A G L EH A, ZORE
H. ZOFEAITKE LT IM and Presence Service 7 7 — A F 7o B AT SV EH AL

fiZiki%x Cisco Unified IM and Presence 4 XL —7 4 > 7 v A7 LADOEBE GUI 7> 5 SSO ZH NI T
TG E L. OpenAM H— 3T Tomeat NFEATINTWDH Z & 2 LE7T, OpenAM #—3
T Tomcat NEITINTND Z & 2R L% B RIEN S E & AT 55 51X, OpenAM H—
/3T Tomcat Z FFEEEI L, & 9 SSO ZAMNZ L THA TS ZINY,

fi@iRix OpenAM H—/NTC Tomcat 737 7 v ¥ 29 % &, OpenAM MISENHRIREEIC /2D . 2
IM and Presence Service |ZiBEI SR WA H D F 9,

SIBAET S —

9% OpenAM & IM and Presence Service [H] D5 Z# BT 572012, FEAEA VA — K V—1 %
3% &, [Verify SSL connectivity to the specified certificate server (F§7E€ L 7ZFEBHE Y — 3 ~D
SSLEFGOMERR) | 7 A N T I —MNRETHHAERH Y £F, ZDTFT A NI, [TheTroubleshooter
has encountered aninternalerror (k7 7 /Ly 2 —# TN 7 —2 &N ELE) | Lo =T—
TR DATREER H D £7,
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B auszs-

EZZ25NBEE ZDOxTT—(X., OpenAM/Tomcat 1 > A X L AN HTTP 2 %7 X &% E L= )7
ERRETHL5E08H Y £7,

sk WOFIREZFETL, EHEOT T —2MR L £,

1

OpenAM/Tomcat #—/ 3T serverxml 2> 7 f ¥ b—Ta 77 A )V ERBELET, BHE.
DT 7 A NMINIRDBFINS T 7B ATEET,

C:\Program Files\Apache Software Foundation\Tomcat 7.0\confl\server.xml

AR— MEDS 8443 @ [Connector (%7 %) ] @ [clientAuth] BHOMEE v P 2R LET, =
DEMEN True IZERE SN TWD & GEHEA VAR— N Y — A BRI T D AEERH D £77,

[clientAuth] J&4: % [want] F 7= 1% [false] ICAE L 5,
OpenAM H—/30 Tomcat — B A % FEE) L £ 7,

REREA AR — b Y — /L& BT L, IM and Presence Service (2 OpenAM aEf#E % 1 AR — b
LET,

clientAuth BYEZ SCOEIZERE L £,
OpenAM H—/30 Tomcat h— B A % FEE) L £ 77,

EENEYD
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- 20.

IM and Presence Service D b5 JJ)LS 21—
TAVTIZERTSHFL—X

* ML —RAZfER L7= IM and Presence Service ® b 7 7 /Ly o —TF 4 7, 293 NX—

* IM and Presence Service / — FIZHIED L —R vl 77 A VOLHET, 294 _X—

* IM and Presence Service D 2 7' A B L OREFED k L— A, 295 ~_X—

CTRATEY T 40 M, BREEY AN BRI A= Fr v O RL—2R, 296 N—Y

C RN—TF 4T a L ENTE RAAL N T =F L—3 3 2 MOC BIfEED T XA ST s B X
ONIM ORED s L—2, 297 ~—3

* XMPP RXR—ZAD RAA U7 =2F L — g VlREDOT AT YT 4 BLOIM OfED
ML —2R, 298 _X—

*SIPR—ADRKAAL V7 2T Lb— g VIEREDOT AT )T o BIOIM ORED k
L —A, 299 NR—

s LA — FL—ZR, 300 _X—Y

* UITALAEFEM N L —ABI O TAXMHRE N T TN a—H, 300 _X—
*SIP7=FL—3y hL—2A, 301 _*—

* XMPP 7 =5 L —3 3y hb—2Z, 301 _—3

* BMCPULIKVM DT I—b DT TNy a—T 47, 302 R_X—

L—X%{#EHALT7T-IMandPresence Service D cS5 I a—F 4 >
b

Cisco Unified IM and Presence +— 27 U 7 ¢ Z{FHH L T, IM and Presence — & 2 BB TR
BEEET HTDDO ML —2 %A TEET, ML —XEHRIT L7-#%IZ, Real-Time Monitoring
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B 'MandPresence Service / — FIH@ED FL—R EQY 77 4 LOBH

Tool (RTMT) 72X hb—A 0T 77 AT 7 EBRATHIZIE, a~v RIA A F—Tx=—
A (CLI) ZfHLET,

IM and Presence H—E A TH—E AT VT ¢ FL—RXEMHT 5 FIAIZOWTIL, [Cisco
Unified Serviceability Administration Guidel %Zf L T 723V, RIMT O A > A h—/L3 L UE
FICEET 2REMc DWW Tk, [Cisco Unified Real-Time Monitoring Tool Administration Guide) % %
LTS, F—RA Bl 77 AT 7ERAT L7200 file list 3 L U file get 72 £ CLI
a~ Y ROFEHAOFERIZOWTIX,  [Command Line Interface Guide for Cisco Unified Communications
Solutions] Z#ZML T ZEW,

Evb  fileget REDCLI A~y FEFEHLTT 7 AV EEEIXT DX, SFTP — DLzl L E
R

IM and Presence Service / — F[ZHBD FL—XEBQT T74ILDI5

Fr
R DF\Z, IM and Presence Service / — R &R DO 7 77 A NV THEITTExHLBE ML —RZ R L
F9, UTNEA LERY —L (RIMT) ZEMT 257, filelist Pfileget e EDa~ K I 14
AE—=TxAA (CL) a~ F2HL T —2A 07 77 ANV ERRTEET, fileget /2
EOCLI a~y REMEHT 57 7 A VEREIZIE SFTP B — O A %2 LE 9, RTMT DA > A
b= v B L O FICEE T 2 3EMITE®RIZSWTIE. [ Cisco Unified Real-Time Monitoring Tool
Administration Guide (CiscoUnified V 7 /L4 A AEERY —VEET A R) | #28L TLI &0,
No—2aZ 77 ANMIT 7 AT HCLI 2~y ROMHIZOWTIE,  [Command Line Interface

Guide for Cisco Unified Communications Solutions (Cisco Unified Communications ¥ V =—3 3 =2

R TAUAE =T A ATAR) ] EBRLTLIEEN,

%z 32 : IM and Presence Service / — FIZH @D FL—RE L—RX OF 7741

H—EX fL—XBITDT 744

Cisco AXL Web Service /tomcat/logs/axl/log4j/axl.log

Cisco Intercluster Sync Agent | /epas/trace/epassa/logdj/icSyncAgent.log

Cisco Presence Engine /epas/trace/epe/sdi/epe.txt
Cisco SIP Proxy /epas/trace/esp/sdi/esp.txt
Cisco Syslog Agent /cm/trace/syslogmib/sdi/syslogmib. txt

Cisco Tomcat Security Log /tomcat/logs/security/log4/security*.log

Cisco XCP Authentication /epas/trace/xcp/log/auth-svc-1*.1log
Service
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IM and Presence Service D 05 1 U &5 & UFREED F L—X B

H—EX

fL—RBITDT74ILE

Cisco XCP Client Connection
Manager

/epas/trace/xcp/log/client-cm-1*.1log

Cisco XCP Config Manager

/epas/trace/xcpconfigmgr/logdj/xcpconfigmgr.log

Cisco XCP Connection
Manager

/epas/trace/xcp/log/xmpp-cm-4*.1og

Cisco XCP Router

/epas/trace/xcp/log/rtr-jsm-1*%.1log

Cisco XCP SIP Federation
Connection Manager

/epas/trace/xcp/log/sip-cm-3*.1log

Cisco XCP Text Conferencing
Manager

/epas/trace/xcp/log/txt-conf-1*.1log

Cisco XCP XMPP Federation
Connection Manager

/epas/trace/xcp/log/xmpp-cm-4*.1log

Cluster Manager

/platform/log/clustermgr*

Client Profile Agent (CPA)

/tomcat/logs/epassoap/logdj/EPASSoap*.log

dbmon

/cm/trace/dbl/sdi/dbmon*.txt

IM and Presence Service DA 4 U HE K VEREID FL—X

IM and Presence Service D—W, 7 I A4 T V7 h = TIZY A o3 HBICHBEICER LT
WOHEGE, =R Ty g =27 & TV 5 IM and Presence Service / — R C k L — & & 1T
TEET, kOFKIC, PL—RATDHH—EADY X F%&/RLET, Real-Time Monitoring Tool

(RTMT) . F7zidfilelist B X O fileget 2 EDa~vr R IA4 v A F—T A A (CLI) Da~
VREFEHTAHZET, Fb—RA BT Ty A NVEFRRTEET, fileget2EDCLI 2~ F&
AL CT 7 A MREEIT D) HEIE, SFIP Y — OBz A LET, RIMT OA A F—/1LE
FOMERA DT O\ TCIX, [ Cisco Unified Real-Time Monitoring Tool Administration Guide] %%
BLTLEEY, h—2uZ 774 N0~DOT 72 AZHT 2 CLI 2=~ RO HOFHIZS
WL, [ Command Line Interface Guide for Cisco Unified Communications Solutions] %2 L T<
7230,

£33 040 FUVRIMENFHETHEAT S FL—R

H—EX L—ZXOF 774 ILDEH

Cisco Client Profile Agent (CPA) /tomcat/logs/epassoap/logdj/EPASSoap*.log
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B 7R 5EUT4 M EREUR L, BEUTL—T Frv bOrL—2

H—EX

fL—Z2X 0O 774 ILDEH

Cisco XCP Connection Manager

/epas/trace/xcp/log/xmpp-cm-4*.1og

Cisco XCP Router

/epas/trace/xcp/log/rtr-jsm-*.log

Cisco XCP Authentication Service

/epas/trace/xcp/logs/auth-svec-1*.1log

Cisco Tomcat Security Logs

/tomcat/logs/security/logd/security*.log

TFRALASEYT 4. IM, BREVA L, BEUTIL—TFxy bD +

L—A
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IM and Presence Service D/EBRDO T XA Z U7 ¢ IM, #ELV A N, BELORINA—TF ¥ v b

DT TNV 2a—T 4TI R L —AZEITTHIENTEET,
WDFEIZ, —MRIZFEETHIED ML — AR INI T —E A 2R LET,

RU: TRASEY T4, IM, BEREVA L, BLXUVITL—T F¥y FOBBIZHESIND FL—X

Mg/ )a— 3y

H—EX

Ty R a—=YOEEIEO AR E TS TUIST N1 T
EUT 4 AT —FARFE ST RRENRND, o
T _AT VT 4 AT —HARKREINET,
TR a—H LN T Ya = rEns M
and Presence Service / — RIZB# STV D4 —E R|Z
DNTD L —AZFTLET,

* Cisco XCP Connection Manager
* Cisco XCP Router

* Cisco Presence Engine

U R 2—FHEROFEF AT —F AL IR HAT —
BARIREDT XA ZE T 4 AT —FAZMER® Y
£75

Ty Ra—FRNTFXu b va =2 X% IMandPresence
Service / — RIZHH N TWB Y —ERIZONTO b
L—AZFEITLET,

* Cisco XCP Connection Manager
* Cisco XCP Router

* Cisco Presence Engine

TV R a2—FDA U AZ A Ay =T DOEZEICH
BRHY £7,
REHELZEEN oY a =7 &5 IMand
Presence Service / — RiZ#gf S LTV 5 —E R IZon
TORL—RAEZFITLET,

* Cisco XCP Connection Manager

¢ Cisco XCP Router




K—F 4L aUbINERASVRTTFL—2 30 MOCEREDTRISEYFs kv MoiEE [}

DEL—X
M@/ )a— 3y H—EX
T R 2= FICROBEO TP AEL TOET, * Cisco XCP Connection Manager
*F ¥ v b = ADOERETIIAENTE R0, « Cisco XCP Router
*Fx¥ v h—A AybE—URAN—2BIZEE + Cisco XCP Text Conferencing
SV A WAAAN Manager
*Fx v b L—L2DOMORE,
FX¥y M I—LBDA L R=pNT b Va=r73nbd
IM and Presence Service / — FIZ#B#E I TV D —E
ANWZDONTD ML —RAEFTLET,
Fﬁ%ﬁ%%é L?b ’ ZD %'\7 / ]:/V—A ;%ZKX b LVCI]\\{D * Cisco XCP Text Conferencing
J—=REMERER T v E Y a = T END ) — R Manager
7o TUWVET,
¢ Cisco XCP Router
Fyv v b L—Lh&EFRANLTWDS /) — REET L
WIZ, I N =25 23T LET, RIZ, Ty v
r —AZ%& AR A b LTUV5 IM and Presence Service / —
RTCROY—ERAD FL—RAEEITLET,

FL—ANETTHE, UTIE A LEHRY—/L (RTMT) ZEH3 57, file list <° file get 72 &
DavrRIf A F—=TxAA (CLI) a~> FEHEHLTNL—2A07 77 A VERRT
TET, filegetREDCLIa~ Y REMEHT 27 7 A NVESEIZIZSFTP b — OB 2 H L £,
RTMT DA > A b —/L 3 L OB 235G 2 DWW CiE, [ Cisco Unified Real-Time Monitoring
Tool Administration Guide (CiscoUnified U 7V 4% A LMY —VEBHT A F) | 2R L TL7ES
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