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F R T E T AHI21, no debug all I~ . NF721% undebug all I~/ FEfEHLE9,
show debug 2~V REFEH LT, TR I NBAT7ITHRoTNDLI L E2MERL TSI,

0L-27404-01-J |



| rSoRva—Fovsy—n
Cisco Secure Telnet B

Cisco Secure Telnet

vAaP—E AT Y=7 (CSE) IZ. Cisco Secure Telnet Z i L T, ¥ bk L Cisco Unified
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(Cisco CallManager (Active)) |V —E X &ZTINL 7,

4 [TLS X% v b ¥+ 7F ¥ 5% E (TLS Packet Capturing Configuration) ] A > FTAZ r—/L L
T Ty b XY 7 FryaRELET,
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[ ] [EBEENEXTE (Phone Configuration) 177 4 > K9 THD/IRT Y b ¥ TF Y DHRTE

Evb H—ERRTA=FIZONTE, VgV FVICERSINTNDNT A—F A4 F I35 M/ %
70 w7 LTLIEZEN,

GE) Ny b v TF v BFITT HITIE, Packet Capture Enable — B & /X5 X — ¥ % True (5%
ETDHUNENRHY £,

S EBHENEEZAHICT DT, [R1F (Save) 1227V v 7 LET,
6 X7y b RxTF ¥ OREEFATCEET,

BErEY Y
[ — F T =A OFEE (Gateway Configuration) |7V 4 > KRB IO [ M T 7 OFE (Trunk
Configuration) |V 4 > R TDO/NTy b Fx 7 F ¥ OiE, (13 3—)
[EFEORE (Phone Configuration) |V 4 > RUTO/Nry b v 7 F ¥ ORE, (123—
V)

== = = == - = ~ > 3 (] . O
TEEDERTE (Phone Configuration) 1™« > KO TNy b Fv 7
L
F v DEXFE
[h—EB R /NF A —% (Service Parameter) |V 4 > RUTAT >y M ¥ ¥ 7 F ¥ & A Fxr—7 LI L
72 5. Cisco Unified CM OEHD [EFEOFE (Phone Configuration) |V 4 > KU T, T34 AT
LTy F Xy T Ty ERETEET,
BT L, Ty N XYy T Ty EA XTI NERFT =T M LET, Ty kN ¥y
TF ¥ DT 7 4V FEREIL, None T,

FE Ny b X T ik, BEOEGE CRFCIEA 2= M LN 2 s HERE L 9,
CDRAATIZE T, Ry bU—7 THEHAINTWS CPU OFEHARN LHIT 2 AR H 5
7~ TT,

Nry Nexx 7T ¥ LgWE, 7234 A7 %58 7 L7z3¥A13. Packet Capture Enable - —
B R /RXT A — K& % False I[Za%iE LET,

B DTy b Xy T TF v ZRIET DI, ROFIEZEITLET,

FlE
1 Ry by 7 FXEHETIHNC, X7y b F¥ T FXYOXREICEHTDI Ny 7251
TLTIEEWY,
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| rSoRva—Fovsy—n
[¥— bz DEZE (GatewayConfiguration) 1 1 > F9E L U[F5 29 DFE (Trunk Configuration) 1 [
VA EITONRTY b Xy TF e DRE

(5]

[ Cisco Unified Communications Manager Administration Guide] DFBIIZHE- T, SIP %721 SCCP
HanE AR L E T,

3 [EFEDOFE (Phone Configuration) |V 4 > RUMNRERINLL, X7y b F¥ 7 F v Ok
EE] OIS T, PT TNy a—T 4 v TOREEZITVET,

4 FWENFET LIS, [BRTF (Save) 227 U7 LET,
5 [Vkvy b Reset) | #AT7ulRy 7 AT, [OK]Z27 U7 LET,

E> b  Cisco Unified Communications Manager D& BT NSA A% Uy T2 L HIZROLNET
B, NTy NaeXxY P TFry 3T 57DIIT A A%y M OMETHY A,

C DD FIR
HET DTN AR TA=T 7 PL—=RAZMHA LT, SRTP N7y b aF¥ v 7F v LET,
Ry hEX v 7F ¥ L7= 5, Packet Capture Enable #—E 2 /37 X — % % False IZRE L E T,
BErEY Y

¥ T F v LTy boghr, (16 ~—)

Ny b XX TTFYOREF =27 YA, (10 =)

[— kx4 DEFE (Gateway Configuration) 194 > FOE XUk
S5 U MDEXTE (Trunk Configuration) 1D 4V FOTONTy k¥ 7
F ¥ DERE
WKDF— KT =ABLOKT 71X, Cisco Unified CM OFELTHD /X » b ¥ 7 F v &Y R—
FLTWET,
* Cisco IOS MGCP %' — k7 = A
“H323 F— R = o
* H.323/H.245/H.225 N Z > 7

*SIP T U

Evbh Ry b XX T Tl BEOT A ATRBFCIEA 3—T M LN 2 L s L L F
T TOXATIZEST, Xy NT—=7 THHA I TS CPU DN LRI 5 AraefEN
HDHIHTT,

Ny NeXx 7T LIWGE, 70034 A7 258 7 LIz8A 13, Packet Capture Enable ¥ —
B R XT A—H % False IZFXE L E T,
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. [F— k2 x4 DEE (GatewayConfiguration) 177 1 > FUBIU[FS I DERE (Trunk Configuration) ]
DAV EITDIRTY F Y TFrOHRE

[7— b7 = A DFFE (Gateway Configuration) 17 4 > RUEIL[ M T 7 OFFE (Trunk
Configuration) |V 4 > R T/ v b ¥ 7 F ¥ OREEITHITIL, ROTFIREZFETLET,
FIIE

L Ry b #Xx7Fy2BRETHH0C, N7y M Fv T FYOREICHET D ey 7 22U
TLEEW,

2 ROWTNNOIEEEFEITLET,

* [Cisco Unified Communications Manager Administration Guidel] DFiBAIZHE - T, Cisco I0S
MGCP 7' — b = A Z B L E T,

* [ Cisco Unified Communications Manager Administration Guidell DOFIRIZHE- T, H.323 &7 —
l\ '7 @I /f %*ﬁ;‘? L/ i—g—o

* [Cisco Unified Communications Manager Administration Guidel] DFLHAIZHE- T,
H.323/H.245/H.225 b7 v 7 ZRER L ET,

* [Cisco Unified Communications Manager Administration Guide] OFLEAIZHE-> T, SIP ~F
VI ERBRLET,

3 REV 4 RURERENTEDL, Y b Fx7F v E—F (Packet Capture Mode) ] & [/¢
7w b F v 7 F v ] (Packet Capture Duration) | DR EE A MR L £,

CiscolOSMGCP 7 — b 7 = A % FL.21F 725 CiscolOSMGCP 7' — K7 = A DR — k% [Cisco
Unified Communications Manager Administration Guidel] DFBIZHE> TREL ThDH Z & 2R
LEJ, CiscolOSMGCP 7— bV =A DO/37r b F v 7FF v REMIT, =2 FAA > bl
FDO[7F— U =ADOFE (Gateway Configuration) |7 1 > RVICFEREINET, ZOU 1
RZT 78 AT HIZIE, EFAE—T oA A= ROV RRA 2 MN#Bl+%27 U v
=

4 [y b XX 7 TF Y OREM] ORPIHEST, VT TNva—T 4 T EFRELET,
5§ Xro b FxFERELES., [IRIF (Save) 1227V v 27 LET,
6 (Vv (Reset) | #A TRy 7 AT, [OK]Z27 U7 LET,

Jl Cisco Unified Communications Manager 5 TNoa—Fa4o9 HA4 K 1)1)J—X9.0(1)

Cisco Unified Communications Manager D& NS T NA A& Uty b TH KTk LNET
D, NIy NaeXY 7Ty T 070DIIT A A%y M OMETHY FHA,

C DD FIR
YT LT AL AMTA=T 7 PL—RAZEH LT, SRIP "7y bax Y 7F v LET,
N NEX ¥ 7 F ¥ L1256, Packet Capture Enable h— B 2 /XF A — & % False |25 E LE T,
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| rSoRva—Fovsy—n
nryrxrvIrroszEiE I

EErREYSY
¥y 7T LIy bOSHT, (16 <—)
Nro b ®Fx T FYORETF v 7 U AN, (103=)

Ny b X TFrDHEE

RORIZ, T— " U=A, FTU07, BIOEFEICNry N2y 7T 2RETDHEO[NT v
N ¥ ¥ 7F v T— K (Packet Capture Mode) |#XE & [/N7 > § ¥ ¥ 7T v ] (Packet Capture
Duration) ] #REIZ DWW T L E9,

RIE Bl

NRry b ¥ TF ¥ B— | ZOREMIL. WSO ST TN a—T 4 T E2ITIHEITIET
R (Packet CaptureMode) |fEHLET, X7y M ¥ ¥ 7 F ¥ 2 FETT 5L, CPUDEHFEN I
HALUCT, a—VENET SN REERHY T, Fry XXy
YURAN Ry Z AT, ROWNTNPOLT v a 2 @RLET,

*[72L (None) 1: ZDOA T v a i, X7y hFx 7 F v RN
ALRNZLERLET (F74VMRE) o« Ty b Fy
T F ¥ N5ET T 5H &, Cisco Unified Communications Manager /&
[Ny N ¥ %7 F ¥ E— R (Packet Capture Mode) ] % [72 L

(None) JIZERELET,

[Ny FALELE— K (Batch Processing Mode) ] : Cisco Unified
Communications Manager 7%, E 5k SNz A v — T4k
SNTVWRNA =TT 7 A NVITEZIAR, VAT L%
Ty ANERESILLET, YATATHE, BEHLLT 7 AL
DE LW X — 2 U CTIER S L E T, Cisco Unified
Communications Manager 1£~7 7 A /L% 7 HHER(F L, S HIZ7 7
ANEMEFALT D ¥ — LRGN RAF L E T, Cisco Unified
Communications Manager /%, PktCap K487 4 L 7 M VIZ7 7 A
NeRIFLET, 12077 ANVOHFINT, ZA LRZ T 3%
BILIP T RL A, B#EIRIPAR— b, 58P T RL A, N7y
Fo7a han, AyvkE—VORS, BIOA v =0 RE
ENFET, TACOT /Ny 7 YV —/)LTlk, HTTPS, HFEH D2 —
Pl ENRRAT— R, BLXORESNZAMEHEHLT, ¥+~
F X SNy FERFELTWARKE(LEAR T 7 A V% 1D
PIERLET, FRICZOY— AV Tlik, e b7 7 A LV EE
FT DO —EREER L ET,
Ev b TACIZBBWEDLEWEELENT, YT 5731
AW TA=T7 7 b —RZMH LT, SRTP/X7 > |
XY TFXYTOLENRDY £7,
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B v FvL7y OB

RE Bl

Ny M Xy T TR | ZOREEIL BELO NI TN a—T 4 T EITIGEICTET
(Packet Capture Duration) |fEH L E7, 7y b ¥ FFx 234795 &L, CPUDERHEN I
HLUT, a— VAR T 5D iR H D 5,

DT 4=V RIZiE, 1207y h ¥ 7 F v By g AlEHy
BT HEEM O LR (HAL) ZELET, 774V FEEIXO
<. #PHEIX 0~ 3004 T,

Ry k¥ T F v 2B TICE. 207 40— RIZ0 LS OE
EANNLET, "Iy hIXYy T FYyNETTHE, HOBRFERIN
F7,

BErEY Y
[7— R~ U =4 Of%E (Gateway Configuration) |V 4 > RUEB L[ M7 7 OFRE (Trunk
Configuration) |V 4 > RUTO/RT v ¥ FF ¥ O, (13 —)
[EFGOFE (Phone Configuration) |V o4 > R TO/RT v b ¥ 7 F ¥ O, (12—

V)

v TFv LIz y FOSH

Cisco Technical Assistance Center (TAC) 1L, T3y 7 V— V&AL Ty FEOWLET,

TAC IZBRWEDE WIS, YT 57 A AW TA=77 ML —RX%ZfH LT, SRTP
Nry baexy 7T LTS, ROFRENE LS, TAC ITEHZEBHWAEDOELZS

/AN

Ry N ¥y TTFx 77 A https://<IP T FLRAE =T H—/\4
>/pktCap/pktCap.jsp?file=mm-dd-yyyy.pkt, — 2SR L WEEFEL A (mm-dd-yyyy)
MONT >y b FXYTF¥ T A NVERDOTET,

* 77 A NDOF— : https://<IP 7 FLRAE [T H—/\F
>/pktCap/pktCap.jsp?key=mm-dd-yyyy.pkt, ¥ —ZZM L. WEEEL A (mm-dd-yyyy)
B DF—% O ET,

* Standard Packet Sniffer Users 7 /L —FIZF R L CWA T R a—F D2 —P4 L AT — |,

FEAMZSWTCIE, [ Cisco Unified Communications Manager Security Guidell % ZH L T 72 &0,
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| rSoRva—Fovsy—n

—BHE rS TN a—F1oF05825, v—i, s&vazrF I}

—BHE NS TN a—T A TDERY, Y—IL, &
FUra<vw> R

ZOHETIL,

et LET,

R2:CLIARVFEGUIDEED

=K T I RANRT 4 —T WIZ7 > T3 Cisco Unified Communications Manager
Y= RO RNT TN a—TFT 4 TN Davy RR2—T A VT 4 DI A7 VT 7 LU A%
ROFNZ, VAT LAOSEEERMEE T TNy a—T 4 7T 5720 OfFHIL
FIHEATED CLILa~v > REGUIEZE LD ET,

EE Linx 23> | H—EX7EUT/4DGUIY— CLavT> K
~ ¥
CPU fifiJfi 3 top RTMT Za ¥ CPU % ;

[ZZ~ (View) 1# 712 EN L. | show perf query class Processor

[Y—~3 (Server) ]>[CPU }:\)l FRTHOFaEADT Tt A CPU I -

£ U (CPUand Memory) ] %%

R show perf query counter Process “% CPU Time”
HxeDTarR Iy 2OFM (CPUMAELZS
ie)
show perf query instance <Process task name>

Fuat ZADOIREE | ps RTMT show perf query counter Process “Process Status”

[ZE (View) (¥ 7IZRBENL,

[Y—/% (Server) |>[7'mEX

(Process) ] & &R
F o2 {FEHE |di/du RTMT show perf query counter Partition“% Used”

[ (View) | # 72BN, | £ 7213 show perf query class Partition

[F—/N (Server) 1>[7 4 A7

fE & (Disk Usage) | % iR

AEY free RTMT show perf query class Memory

[Fr (View) 1# 7ICBEIL,

[Yr—~3 (Server) ]1>[CPU & A

£ 1Y (CPUand Memory) ] % i3

£

F v hU—2 A |netstats show network status
TS A

| oL-27404-01-J
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B B0 rSTL a—F4o508R9. Y=L, BLVaATUR

FSTLYa—FavTv—n |

Linux a< >

Y—EXT7EYT1DGUIY—

CLla<w >k

£

[ —/v (Tools) | % 7@
L., [Fb—A (Trace) ]>[Fh

L—=2BLUOr7 £ Il
(Trace & Log Central) ] % &R

N ¥
H$— D 1) 7 — | | reboot P =D [T T N T H—2LI utils system restart
(Platform) [Web-<X—izwm 7/
A
[—/% (Server) 1> [BlED
/N—37 = > (Current Version) ]
s 20)
hL—/m 7 OIL | Sfip, ftp RTMT Z7ANDY A | Aile list

T ANDF T a— R file get

77 A INVDFER : file view

WDOFEIZ, —FREEE, ZORN T TN a—T 4 U AFERTLHY—LDY A 2R LET,

Jl Cisco Unified Communications Manager 5 TNoa—Fa4o9 HA4 K 1)1)J—X9.0(1)
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kSIS a—FaoF VY=L

—BHE rS TN a—F1oF05825, v—i, s&vazrF I}

RI:CUATURFBEUVGUIEBIRA T a vIZ&B5—BHAEBRED FS T a—TF 4245

229

GUI Y —JL

CLila<w>F

T=ER=2T AT D

L

admin L LCuaZ A4 L, IROWTHIID show
a<w REFEHLET,

* show tech database

* show tech dbinuse

» show tech dbschema

» show tech devdefaults

* show tech gateway

* show tech locales

* show tech notify

* show tech procedures

* show tech routepatterns

* show tech routeplan

* show tech systables

» show tech table

» show tech triggers

* show tech version

* show tech params*
SQL =t~ > RZ&FATT HITIE, run =~ NZ&Af
MALET,

* run sql <sql command>

0L-27404-01-J
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B B rSIL a—F 0005829, Y=L, $LUBaATE
B2 GUI Y —)L CLiaw> K
F AT DEEFEZECT |[RIMT 2 947> h 77U #r— | file delete
(GE) Log/8—F 4+ a3y arEMEHLT, Y-
e s T A ngs | (Tools) 17 7IBEL, [hL—

. HERTE £

ABXOar o FT L (Trace &
Log Central) ]>[7 7 A /L DILEE
(Collect Files) | ZiEIR L F7°,

WEET D 7 7 A N ORPILNE S 3
WL, [77 A /VOHIER (Delete
Files) | A7 > a v DF =v 7Ry
I AFATLET, ZO#EEE
EITTDE T7ANNRPCIZF Y
va— F&Ei, Cisco Unified
Communications Manager —/3 £

77 A VITHIBRE N ET,

ay 7y ANERTTD

a7y Ty ANVEIERRTEEEA

2, RIMT 77U r—v a v &fl
ALT[ L —ABIOrT b
Z v (Trace & Log Central) |>[7
Ty ¥a X7 O (Collect

CrashDump) | Z@&RT 5L, a7
TrANEL T m— RTEET,

utils core [options]

Cisco Unified Communications
Manager — /30 F i )

YP—=RO[TT v b T r—A
(Platform) ] X—JlZm /A L,
[UAZ—}| (Restart) |>[BLIED

/X—3 = > (Current Version) ]2

BEL X3,

utils system restart

ML —ADT Ny T L~ %k
Y S

https://<server ipaddress>:8443/
ccmservice/ T [Cisco Unity
Connection ' —E 27 B U F 4 D&
2 (Cisco Unity Connection
Serviceability Administration) ] —
iAo LT, [FL—2A
(Trace) ]>[#X & (Configuration) ]

set trace enable [Detailed, Significant, Error, Arbitrary,
Entry exit, State Transition, Special] [syslogmib,
cdpmib, dbl, dbnotify]

KR+ 5

IR L FET,
Iy NT—=TDAT—H A% |72 L show network status

Jl Cisco Unified Communications Manager 5 TNoa—Fa4o9 HA4 K 1)1)J—X9.0(1)
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kSIS a—FaoF VY=L

FSsTInva—Favioert |

kS JILoa—T429DE k

WD#t > M, Cisco Unified Communications Manager ® kT 7 /vy = —F 4 ¥ JIZZRSLH F7,

Cisco Unified Communications Manager ® U U — A / — s CREMIOMEZMHR L ET, VU —
A — MZiE, BEEORMEOFI &M ISRPFTH I N TWET,

Bk

TINA ZADBERIC MR LET,

4 Cisco Unified Communications Manager 2@ 7137 7 A V&0 —4 )L ChL—A L9, EifkkF
72037 — b 7 = A 3EE D Cisco Unified Communications Manager (& SN TV B EE. £D
Cisco Unified Communications Manager T — /L3 E LD &, a— VALEIIE Z CEITESNE
3, MEZET /Xy 79 5121%. % D Cisco Unified Communications Manager =™ k L — X &V iA
BN T,

FTNRA AN T AT T A NRP—=RIZEHEINTWVDIZH b LT, 7Y vy —ED b
L—AERYALE VI FENRELSHY ET, ZOFL—R T 7 A MIFEALETT (20
T 7 ANMZEADO = AREENTVERA) |

FRA A1 % CMLIZEERL, T/ A2 % CM2 28 L TWAZOIClENEL S Z L H4<
HVET, TAANINBTNRA A2 %= LT 5HECMlI Ta—/b L —ARFETI, T4
A2MWTFNRL X1 a—LT5L CM2 ThL—ARETFENET, WEBOa—LEED F5
TN a—F 4 VT ETIEBIE. N T TN a—TF 4V ZICNE R T R TCOFEREE LTI,
it 5 ® Cisco Unified Communications Manager 2> 5 D 5D b L—ZARME L 70 ) F77,

| oL-27404-01-J

MED I L DORFZ 2B L E 7,

BHOa— VN RBESNIZTRERS D120, a—1DOBBLFORLZHEEL TS L, TAC
DA % TR ET 2 DI B £ 77,

Cisco Unified IP Phone 79xx DB FHHERIZ. i FIX 2R X 2777 47 a—AHiZ2H
LG TEET,

TAPEEITUCHEZEE L, HlRa AT 25813, MEZ R 2 2 DICRAIRRIROT —
ZERER LT IZENY,

* RIZMDFE S FE 2 ITHFERDOEZ S
CHREDLF Y FICERT A DB

s a— )LDOIFZ
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FSTLYa—FavTv—n |
B x7i@E0Y

A

GE) FNITNY =T 4 7R, TRTOMSRORZNEBEA TS Z &
DHEHETHLZ LICHEELTEEZ N,

MEZHHLTWAEAE. 77 ANVDERRMNEXA DAX T EHFHRT, ZTOEMBRO 7 7
ANERIRLUET, @l L —RZET HREOFEZ, MEEZFEL T 6T ITRGTO
T 7 ANEROTF, DT 7 A V% Cisco Unified Communications Manager %— /36 2 & —7°%
LT,

Evhd ol T7rANERELT, EEEXEINZVIOICLET,

T AN, BRIPEOE EEEINET, BRI TWAL 7 7 A L EFRHME—DTE
1L, A=a—/ =T [FRR (View) ]>[HE¥H (Refresh) ] ZiBIR L., 7 7 A /LD B & KL 2 HEE
THZETT,

~ — »
AT LEREOY
VAT ABR T EERTLE, VAT LAOHYA VA R—L, VAT ADT w77 L— K, Cisco
FFardDf A =L, DRSXY 77 v FEDRSHEIL, N—Ta 0z ) 7 — NERE
72 P OIEROME 2 th e 5 E0< IR TX £,
EENEYD
VAT NERET 7O (22 X—)
VAT ABREa T DT 44—V K, (23 X—=)
AT LBREO S ~OT 7R, (24 2—)

SRATLEREOT DHME

VAT LEER 71X, system-historylog & V) HiffiZe ASCIL 7 7 A /L& LTIRE S, £D7T —
BITFT—H _N—= AN SN E T A, A ZBRTIZRWEZD, n—F—ar&h5 2
ElEH Y EHA,

VAT NBRET 7 A iR, IROBEEENRH Y £,
CH—NREDOY T N 2T O A A M=V ERERLET,

VT NI 2T DET v TF— 1 (CiscodFvary 77A4VBLIORyF) O, KAk,
FExT oA LET,

CEITENDEDRS Ny I T v e EnaitdkLET,
*CLIEZIXGUIIZE s TRITENDNN—V g3 LI B2 OFEOH LA sk L £,
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| rSoRva—Fovsy—n
sz7uEEn 07— E I}

*CLIF/ZIEGUIICE o TRITENIFEHB IOV v v N T UVDOKFOH LAk L £
‘g_O

VAT ADEZET— MEEELET, BRI N ERET Yy FET MY L
e TWARWnWESD 7 — Mt FEHU 7—h, BFES A7, 3 h—xL=v 7
DFER L L TRAELEZLDTT,

CWHAA A M= VLIRE, FERIIEERFIR FTERIZ A > CTLUBED v AT NERE H—7 7 A b
WZEREF L E 9,

CAVAR— T A NVFIFELET, file 2~ K, F721% Real Time Monitoring Tool
(RTMT) ZfEH LT, CLIDHLuZIiIZ7 7B ATEET,

DATLERASD I 4—ILF

o7 oiE, WL, BN —TUa s BEOT =X A A=V A ERE ST, RO K D7
O~y X —DRNFIRENET,

Product Name - Cisco Unified Communications Manager
Product Version - 7.1.0.39000-9023
Kernel Image - 2.6.9-67.EL

VAT LR 7 DK/ R UIZIE, ROLORT 4= FRHY ET,
timestamp userid action description start/result
VAT LBRER DT 4L R, RO KD REREENET,
* timestamp : V—/3 L v —J V7% AAS & LA mm/dd/yyyy hh:mm:ss DIE A TERR S E T,
‘userid : 7V v a yEMON Lica—HFOARINERRINET,
*action : WOWTIDOT 7 v a VIRFERSINET,
* AV AP—)
* Windows 7 v 7' L— R
AR N—NDT T T L— R
Ty L—FR
*Ciscodr 7> ardDA A R—)b
AT IS V- 374
* AT LTFHIEE)
*vx v MUY
*7—Fh
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B  xFLEEOS~OTI+£ZR

*DRS N 77 v

*DRS ¢

* description : IROWT DDA v B—URFRRENET,

° Version : FeARA A h—)L, Windows 7 v 77 L— K, £ VA M—NLEFOT v 77 L —
R, 77T L —ROET 7 va v NERINET,

° Cisco Option file name : Cisco 7> a DA VA R—1ADT 7 v a rBRREINET,
° Timestamp : DRS /N> 77 v 7 & DRSEILOKT 7 v a U RERINET,
° Active version to inactive version : /3N— a2 VYV IEZ DT 7 v a VINFRSINET,
° Active version : ¥ A7 LFREE), Vv v MUY BEOT = bORT 7 Vg URRR
INET,
*result 1 IRDFERNERSNET,
* PH4s (Start)
2 E RSN
* %% &/ (Cancel)

WIZ, VAT LgHEw 7 opl 2R LET,

admin:file dump install
system-history.log

Product Name - Cisco Unified Communications Manager
Product Version - 6.1.2.9901-117
Kernel Image - 2.4.21-47.EL.cs.3BOOT

07/25/2008 14:20:06 | root: Install 6.1.2.9901-117 Start

07/25/2008 15:05:37 | root: Install 6.1.2.9901-117 Success

07/25/2008 15:05:38 | root: Boot 6.1.2.9901-117 Start

07/30/2008 10:08:56 | root: Upgrade 6.1.2.9901-126 Start

07/30/2008 10:46:31 | root: Upgrade 6.1.2.9901-126 Success

07/30/2008 10:46:43 | root: Switch Version 6.1.2.9901-117 to 6.1.2.9901-126
Start

07/30/2008 10:48:39 | root: Switch Version 6.1.2.9901-117 to 6.1.2.9901-126
Success

07/30/2008 10:48:39 | root: Restart 6.1.2.9901-126 Start

07/30/2008 10:51:27 | root: Boot 6.1.2.9901-126 Start

08/01/2008 16:29:31 | root: Restart 6.1.2.9901-126 Start

08/01/2008 16:32:31 | root: Boot 6.1.2.9901-126 Start

VRATLBEATADT VLR

VAT AERa 7T 78 AT BHI2iE, CLI £721X RTMT 2 Cc&x £9°,
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CLI D fEF
KOE ST CLID file 2~ FEEHT DL, AT LERER 7127 782 TEET,
« file view install system-history.log

« file get install system-history.log

CLIZ7AIL a~<y ROFEMZOWTIX, [ Command Line Interface Reference Guide for Cisco Unified
Communications Solutions] % ZM L T 72 &0,

RTMT D&

RTMT Z i L T AT LBEr 7127 722352 &b T&ET, [Trace and Log Central] % 7
T, [ A b= a7 DI (Collect Install Logs) ] =N L F 7,

RTMT O OFEMIZ DWW TIE,  [Cisco Unified Real-Time Monitoring Tool Administration Guide ]
EEML TN,

EEOxX >y

| oL-27404-01-J

LRI o ¥ 712 X > T, Cisco Unified Communications Manager & A 7 A D% iE D28 5 M
BOBERT T 7 7 A VTFU S NE T, AN ML, T 20ERH LT XTDOA X |
ZfELEJ, KD Cisco Unified Communications Manager =2 > 7K — % > MMZ X » TEEA A X2 bR
R ESNET,

* Cisco Unified Communications Manager Administration

* Cisco Unified Serviceability

* Cisco Unified Communications Manager CDR Analysis and Reporting

* Cisco Unified Real-Time Monitoring Tool

* Cisco Unified Communications Operating System

CTUFAX YU INY VAT A

* T H N

O RITA A HE—T A A

* Remote Support Account Enabled (77 =/ KR — K F—AIZ L > TEITEIND CLIa~vw

R)

Cisco Business Edition 5000 TiZ, ¥ Cisco Unity Connection = > 7R —R > MI X o> THERE A~
YRR ESNET,

* Cisco Unity Connection ™ % £

* Cisco Personal Communications Assistant (Cisco PCA)

* Cisco Unity Connection D% —E 2T E U F ¢

* Representational State Transfer (REST) API Z {19~ % Cisco Unity Connection 77 7 1 7 >
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WIZ, BEAXR FOFERLET,

CCM TOMCAT-GENERIC-3-AuditEventGenerated: Audit Event Generated
UserID:CCMAdministrator Client IP Address:172.19.240.207 Severity:3
EventType:ServiceStatusUpdated ResourceAccessed: CCMService
EventStatus:Successful Description: Call Manager Service status is stopped
App ID:Cisco Tomcat Cluster ID:StandAloneCluster Node ID:sa-cml-3

B A N MIBATAERA T EN TV OEARR 71X, WBEON—TFT 1 v a MCEZIAENET,
N0 S ONR—VF, b L—A 7 7 A L E[REERIZ, Log Partition Monitor (LPM) 2 X~
TEHEINET, 74V ETIE, IPMICE> TEEn 7R R—=VENE T, BEha—9%
Cisco Unified y—E A7 U 7 ¢ O [BEAE =2 —WEE (Audit User Configuration) |V 4 > KU
COREEELETEET, Wl —TFT 4 alOT A AVHEHENLEWVEEZBE XS L. LPMIZ
KXo TTI—MREEEINETH, 77— NI, TAAIBEEa TERITNL—X 77 AL
WL T ENTHL0E I NCEAT AEHRITEENTHER A,

EhuX 7Y AR— T H%ry hU—7 h—E XA Th 5 Cisco Audit Event Service I%, Cisco
Unified Y —ERATE VT s Dary fa—)L B ¥ —DF%y NT—7 B—E R |2FEREINE
T, BED 7 ~OEXALZDNTOIL/RWEAIE, Cisco Unified y—E A7 E Y 7 ¢ TV —/L

(Tools) |>[zv hr— k& H—DFRy NU—27 H—E X (Control Center-Network Services) ]
ZBRINL, 2OV —ERXZEELTHRLEBLET,

T _XTOEA = 7%, Cisco Unified Real-Time Monitoring Tool @ Trace and Log Central 7> & I4E .
For, BEIOHIBRL £, RTMT O Trace and Log Central T v 7127 78 A LET, [V AT
A (System) |>[VU 7 /%A A FL—A (Real-Time Trace) |>[E#& = 7 (AuditLogs) ]1>[/ — K

(Nodes) JIZBEILET, /—FREZRIRLEO, BIOT 4> RUIZ[ AT L (System) ]>[Cisco
Bifr o 27 (Cisco Audit Logs) | BWRRIINVET,

RTMT IZ1%, IROZ A T OEE o I NFRENET,
TV —vgrnad
CT=AR=2ns
ARV —T 4T VAT LTS

* U & — | SupportAccEnabled = 7

FI)—arnyg

RTMT @ AuditApp 7 4 NV FIIERENDT 7V r—2 a VEEA v 721, Cisco Unified
Communications Manager D& B, Cisco Unified —E 27 ¥V 7 ¢, CLI, Cisco Unified Real-Time
Monitoring Tool (RTMT) | 7 4 A% U H/NY 27 A L Cisco Unified CDR Analysis and
Reporting (CAR) D% EZHLA/REIE T, Cisco Business Edition 5000 D4, 77V r— =3
VEEA v 721X Cisco Unity Connection DB, Cisco Personal Communications Assistant (Cisco
PCA) . Cisco Unity Connection D —E 27 B U7 ¢ 33 J U'Representational State Transfer (REST)
APLEZERT 27 747 v Mot T 2EE kS E T,

TIVr—vary na 3T 74 b TA X—T N> TWE T2, Cisco Unified V—E 27 &
U7 4 T[Y—/ (Tools) ]>[Eifr 7/ 3%E (Audit Log Configuration) ] Z#EiRT 52 L1k - T
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REXEHRCTEET, REARRREAR V7 OKEIZOWTIE,  [Cisco Unified Serviceability
Administration Guide] Z#ZM L T 7Z&EW,

Cisco Unified —E AT U7 4 CEER I NT 4 B—7 Wb &, HrLWERD 73 Ek S
EH A,

| oL-27404-01-J

-

EEOr—LEZRHD S ToNca—F R REEe JORELERT HHREFF > T0ET,
FHOA A N—=NVELZT v 77 L— F&IZIE, 7 7 4/ kT CCMAdministrator {25 A5 D
72—V NED S THNET, CCMAdministrator (X, BED7ZOITER L2 —9 %

[Standard Audit Users] 7 /L—1ZEI VY THZ LN T&EEd, TDH%, CCMAdministrator %
Bl — L —T7 Bl TE £9,  [Standard Audit Log Configuration| = —/LiZi%, B
e 7 ZHIFRT 2 HEFR & Cisco Unified Real-Time Monitoring Tool, Trace Collection Tool, RTMT
Alert Configuration, [ hr—/L B % —Dx> kT —7 #—E X (Control Center - Network
Services) ] 7 « > K7, RTMT Profile Saving, [E# D E (Audit Configuration) 177 4 > N
7. B LV Audit Traces & VD FTHLY Y —ZA~DFEH IR0 /HEHERD 52 HILE T, Cisco
Business Edition 5000 @ Cisco Unity Connection D355, A > A b —/VIRHIAERR STz 7 7Y & —
va UEBT T2 M, Audit Administrator 2 —/UIZEID Y THNET, ZOT AU NI,
OEHE L —Y 2 ZOu—/UIEHID HTHIENTEET,

Cisco Unified Communications Manager Cid, 1 2O7 7V r— g VERa T 77 A ABERS
. REEHDORRTZ 7 AN YA RZEZETDE, ZOT77ANABHAELNTHLNT 7Y r—
VarEEn T Ty ANBMMERSRE T, VAT ATRY TrAADOu—T =Y a UNEES
TV A5 EE1E, Cisco Unified Communications Manager (& & > CTEREF A DIELD 7 7 A IV IMEAF
SNnFEd, a2 A2 bO—E X, RTMT SyslogViewer Z i L CTE/RTX 77,

Cisco Unified Communications Manager O & TIL, IRDA X MR INE T,
ca—You A /alT TR,

ca—HFDE— ANy TOER (—F BN, 22—V Ok, £hida—Yoe—
JL D FHT)

cu—LOEH CGHLVLa—LoBEM, HIER, F7IXEH)
CTNRA ADOFEH (BB LT — v =A)
Y NREOHEF (TT—LFEIX ML —RORE, h—EANRNTRA—F o X—TF4
ARG A=H IPT RLA, FARG, A=Yy NEEOEHE, X Cisco Unified
Communications Manager — /X081 FE 72 1XHIFR)
Cisco Unified ' —E A7 B U 7 ¢ TlX, DA X2 SRS E T,

CH—EXTEUT 4 T4 RUNLDY—ERDOT 75 4 74, 3ET7 77 1 74k, Blh, *
j eI

* PL—AREBLOT 7 —LREDEHE,
* SNMP & jEDZH,

*CDR BEHOLEHE,
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B =zoxs

*Y—ERATEVT 4 LR—R DT —HATDOLHR—FOZR, ZOa I ELR—%— /) —
FCTHRRLET,
RTMT TiX, IROA Xy MREEA R b 7T =& i@l IhET,
*T T — FORE,
* 77— hOHik,
CETA—IVDOERIE,
* ) =R T7F—hRAT—HFADOKIE,
77— hoiB,
*TI—hOBMT 7 a s,
*TI7—brDIYVT,
77— bhDAR—T L,
*TI7—hOHIRT 7 a v,
* 77— FOHIR,
Cisco Unified Communications Manager CDR Analysis and Reporting Tld, KD A X M PNFRER SN E
R
*CDR B—HX DAY 2—)b

* AW, Bk, HRO=Z—YF LR—F, AT AL LEAR—F, BIOTF A A LR—FDRFT
a—)

C A= RT A= B DRGE

o

CHAXIN T T DHRE
* = b= A ORE
CVAT ATV T 7 L ADRE
* HEWHEORE
* PR, R B L OE A E O = > U v ORRE
* QoS DFEE
* FRIZER VAR — PO ABBVAERRT T — FORE
* JBEABREE DR E
TAPARAZ VUBNY VAT ATHE, RO IRGEgksivET,
*BRARIC N E T IZRI L Te Ny 7 T v 7
* BRAAIC D F 7213 ik L7218 T
CELLSFy LI NTENRN I T T
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CETICEETITRI LTy 7T v 7

*SETICHEhE Ix M L 71T

NI T T AT a—VORAE, B HIBR, A x—T7 k. T4 kB—T 01k

NI Ty T DT NA ADOLRLE, B, HIBR
Cisco Business Edition 5000 ™34, Cisco Unity Connection DFHETlX, WRDA X2 M RGiEk SN E
¥,

ca—HonrsAr/mrT YR,

CIT RTORELE (—Y, HEK, a—LEFHA T2/ b, Xy bT—F AT L
B, TV 7 a=—RYE)

* B RIER (F AT ORI .
C—REEEY — L (—FEERL. —FEHIRR) .
CHARL F =Ny R~y (v 7T OHEH)
Cisco Business Edition 5000 D34, Cisco PCA Tlid, DA X2 MRk SN E T,
ca—HorrsA /T YR,
* Messaging Assistant T1TO4L72 T X TOREERE,
Cisco Business Edition 5000 ™34, Cisco Unity Connection D% —E 27 B U 7 ¢ TlE, IRDOA X
FNREER S IVE T
ca—HonrsAr/marT U R,
CTRTCOBRELH,
Y= RDOT VT 4 Tk, T 7T 4 Tk, BbA, F72IE L,
Cisco Business Edition 5000 D54, RESTAPL M T2 27 74 7 > R Tl IROA R h 3Gk
EhET,
ca—HorsAr (—% 0 APLFEGE)

* Cisco Unity Connection 7B BV g =7 A X —7 x4 A (CUPD) %fEHT % API FEOH
[—/o

T—AR=—Z2 07

RTMT O informix 7 4 VX IIERENDHT —F X—AEH T 7V TlE, 7 —FX—ADERB L R—
FanEd, ZourZiE, T 740 FTEA RX—T W5 TWER AN, Cisco Unified —t
AT YT 4 T[Y—/b (Tools) 1> [EEdf&n 7 E (Audit Log Configuration) | Z8IR$ 25 Z &2
Lo TREZLELTETET, HEARRREEAR VOREIZOWTIL, [Cisco Unified Serviceability
Administration Guidel %2 1L T30,
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Cisco Unified Communications Manager 4 — E X A28 L TLV\E M E 5 H D RERR

ZouZiE, TV —va VOREER AT LT SV = a vEEr 7 L3RR T—
5N~X@ﬁﬁ%§ﬂﬁbi@‘ Cisco Unified —E A7 B U T 4 TT—H X—RAEK P A X —
VIZERE SN D E T, informix 7 # /L Z X RIMT IZEREINE T A,

ARL—F4 5 VRFLAY

RTMT @ vos 7 A NV ZIZHFRRENBETRL—F 4 7 VAT AERa STl XL —F 47
VAT AL ST hRIT—ENDA R PR LR— kéﬂi#077jwk?@\4%~fwm
o TWnWERA, utilsauditd CLI =2~ > Rick > T, A X—7NFEHET 48— LD,
AR NDAT—HF AZRME L) TEET,

CLI CTEENA X—TNVITREINDE T, vos 7 A NVFIIRIMT ICERENE R A,

CLI OFEMIZ DWW TIE, [ Command Line Interface Reference Guide for Cisco Unified Solutions) % %
LTl EEn,

DR =Sl N el M Ry D O S| Z (4 =7

RTMT D vos 7 + VHZIZFREND VE— MY R—FTAV L b A R—=T /U 7 TiX, 77 =
HHHE—F FACEoTRFEND CLL A~y FRLE— FSHET, Z0or 7 0RER
EECEERA, 20T, ?7“ﬁw%f%%? MZEoTYE—F FHR—b THT
A =T IR E SN G AT TR S IV E T,

Cisco Unified Communications Manager H— E X h3fx{&) L
TWWAHME S ILDFESE

Jl Cisco Unified Communications Manager 5 TNoa—Fa4o9 HA4 K 1)1)J—X9.0(1)

H—/3 [T Cisco CallManager 1 —EANT 77 4 7 ThH Z & s s 2121, IROFNEZEELT
LET,

FIE

1 Cisco Unified CM D& B/, [F B4 —3 3 > (Navigation) ]>[Cisco Unified —E A7 £V
7 + (Cisco Unified Serviceability) ] =N L F 7,

2 [V— b (Tools) 1>[¥—E ADBA4E (Service Activation) ] Z IR L £,
3 [H—r% (Server) | T ANOMLERY— NEBRLET,

HAR L2 — "D [BIED S —,3 (CurrentServer) | &9 Z A hAVOBRICE RS, RIEFH
DY —EAERT—HOR Y 7 ANREREINET,

Cisco CallManager {70 [T 7 7 4 ~X—3 3 A7 —HX A (Activation Status) | % 7 A2, [T 7
7 4 71t (Activated) | 721X [FET 7 7 4 7 (Deactivated) | & RSN ET,

[7 77 471t (Activated) | £V AT —H ARERENTHOEHEE, BIR L2 — LT,
$87E L7z Cisco CallManager 4 —E AR T 77 4 T DOE LI/ H>TWVET,

[3ET 277 47 (Deactivated) | &) AT —Z ANERENTVDEEIT. BIEHEIRDAT v
THEFETLET,
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Cisco Unified Communications Manager 4— E XDV g L T\ 0 E 5 h DORERR [ |

HBYD Cisco CallManager +—EADF = v 7Ry 7 Aa A+ A2 LET,
[E# (Update) | RZ &7V v 7 LET,

F87E L 7= Cisco CallManager % — Y A{TD [T 7 T 4 _—3 3 > A7 —H A (Activation Status) ]
BT LT 7T 471 (Activated) | EFRENET,

IHT, EBRLEYV—ANEDHEELEY—E2ART 7T 4 712720 £,

Cisco CallManager & —EANRT 77 4 7 THHMNE I, BT —EARBIIEEIEL T 50
EOMEMERT DI, ROFINEZFATLET,

FIE

1

| oL-27404-01-J

Cisco Unified CM OB S [ B4 — 3 > (Navigation) ]>[Cisco Unified —E A7 &Y
7 4 (Cisco Unified Serviceability) ] Z 3R L 9,

[Cisco Unified &— A7 £ U 7 ¢ (Cisco Unified Serviceability) ]V 4 > RUNREKRINET,

[—/ (Tools) 1>[=2¥ ha—/L &% —DiHE —E A (Control Center — Feature Services) |
IR E 9,

[Vr—23 (Server) | T LBV —R"ERIRLET,

IR U 7= P — 32 Current Server &V 9 X A MLOBEICFTRREIN, REFAHDOY —E AL ~d
RNy 7 ARFRENET,

[AT7—# A (Status) | 7T L2, BIRL7CY—A_"TEOH —EZAREEL TWDHDNRRRE
ET,
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