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THERDHY £,
FlgnH=

enable

configure terminal

voice service voip

ip address trusted authenticate

ip-address trusted call-block cause <code>

end

N o ok~ Dd =

show ip address trusted list
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voice service voip 27 4 ¥ a2 L—3 3 v F— N& B4k

LET,

FrhE Ny N —DRFABLIEY R — D726, #FHIE H323 £
721ZSIP 57 a—AdIP 7 RLRARiEE A x—T )L
I LET,

IP7 RLUAEEY A MRIEE, 774/ R TA X—T )L
1272 > CTWEF, Ino ip address trusted list
authenticate] =~ FEZHEMT 5L, IPT7 FLAEHEHY
A NREENT 4 =T M2 £,

HIFa— 3 IP 7 N U AEHGERREC A L THEG S8
BICHE =2 — FERITLET,
S

GE) 1P 7 FLUAEERFHCRMLIZGEIX. &HE
VoIP = — /L& G4 % 72 1T call-reject (21) J A
a— RREITENET,

¥eHE EXEC E— RIZRD £,

FlED 4
aAv Y FERET7IVaY
A7971 enable
Bl :
Router> enable
A7Y972 configure terminal
Bl
Router# configure terminal
A7973 voice service voip
Bl
Router (config) # voice service voip
va74 ip address trusted authenticate
Bl :
Router (conf-voi-serv) # ip address trusted
authenticate
ZFy7T5 ip-address trusted call-block cause code
Bl
Router (conf-voi-serv) #ip address trusted
call-block cause call-reject
A7976 end
i :
Router () # end
A7v77 show ip address trusted list

Bl

Router# #show ip address trusted list
IP Address Trusted Authentication
Administration State: UP

Operation State: UP

IP Address Trusted Call Block Cause:
call-reject (21)

EE H323 £721%SIP h T 7 a—LoFRIPT R
APV AN, HERINZEEI—LVOI—)L Ty TR
FHERLET,
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Bl

Router #show ip address trusted list
IP Address Trusted Authentication
Administration State: UP

Operation State: 9)4

IP Address Trusted Call Block Cause: call-reject (21)

VoIP Dial-peer IPv4 Session Targets:

Peer Tag Oper State Session Target
11 DOWN ipv4d:1.3.45.1
9)4 ipv4:1.3.45.1

IP Address Trusted List:

ipvd 172.19.245.1

ipv4d 172.19.247.1

ipvd 172.19.243.1

ipv4d 171.19.245.1

ipv4 172.19.245.0 255.255.255.0""
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¥i#E EXEC E— K& A X2 —7 I LET,

o TRV ENRRRINIEH, NAU—REANLE
‘a—l)

Ja—) ar7 4 Fal—yary ET— REEBLET,

voice service voip 27 f ¥ 2 L—3 a3 v FB— &R
LET,

ip address trusted list €— RZB#H LT, A7 IP 7 KL
A FETEMTEDLLIICLET,

= =]
THREH
e Cisco Unified CME 8.1 LAfEDR— 3 o,
FIEDOHE
1. enable
2. configure terminal
3. voice service voip
4. ip address trusted list
5. ipv4 ipv4 address network mask
6. end
7. show ip address trusted list
FIEDEEH
ARV FFERETOIVa Y
A7971 enable
i :
Router> enable
A7v72 configure terminal
Bl
Router# configure terminal
AT7973 voice service voip
Bl
Router (config)# voice service voip
A7v74 ip address trusted list
i :
Router (conf-voi-serv)# ip address trusted list
Router (cfg-iptrust-list) #
vajS ipv4 {<ipv4 address> [<network mask>]}

Bl :

Router (config) #voice service voip

Router (conf-voi-serv) #ip taddress trusted list
Router (cfg-iptrust-list) #ipvd 172.19.245.1
Router (cfg-iptrust-1list) #ipv4 172.19.243.1

ip address trusted list T K 100 50 IPv4 7 KL 2 &8
mc&EEd, IPT7 FLAEEHIARMNTIP T RLADHE
BITFFAT SN ERE A,

o (f£E) networkmask : 7 %> NP 7 FL 2 & EH
TxE7,
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end

i -

Router (config-register-pool) # end

¥eE EXEC E— RIZRD £,

show ip address trusted list {5 H323 £71XSIP hZ > 7 a—VHORMRIP T K

-

Router# show shared-line

LADY A MEFERLET,

ROFNE, FERTEDLIP 7 FLAE L TRESNIZAWOIP 7T FLAZ/RLTHET,

Router#show ip address trusted 1list
IP Address Trusted Authentication
Administration State: UP

Operation State: 9)4

IP Address Trusted Call Block Cause: call-reject (21)

VoIP Dial-peer IPv4 Session Targets:

Peer Tag Oper State Session Target
11 DOWN ipv4:1.3.45.1
uP ipv4:1.3.45.1

IP Address Trusted List:
ipvd 172.19.245.1
ipvd 172.19.247.1
ipv4d 172.19.243.1
ipvd 171.19.245.1
ipv4d 171.19.10.1
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E{E ISDN a—JLIZHTHBFLVIL 4 VDERTE

EZIEISDN a2 — /LIt L CTHEA YL A U ERET DI, ROTFNEEZETLET,

HHEE

o direct-inward-dial isdn /%, #{E ISDN A —_—F v 7 X4 ¥ a—)LF{L L THFR—rEhEH

=]

¥i#E EXEC E— K& A X2 —7 I LET,

o T T IMFIRINTEH, RATU—FRKEATILE
j‘o

Ja—) ar7 4 Fal—yary ET— REEBLET,

BrEEm—EA A7y 47 (POTS) CTEFI—
PR a7 4FXalb—ary E— FEEBLET,

%18 ISDN HF Bkt 5414 v A4 (DID) %A F%—
T LET, HIEISDN (—fFF A YvL) a—iiF, &
FBWDID b7 I NOZEINTEL DA INET,
EEEEFFT. BREXAYLETORBIRICERENE T,
HA¥X ) b—3REEMCE A EEA,

/Vo
FIROHE
1. enable
2. configure terminal
3. voice service pots
4. direct-inward-dial isdn
5. end
FIEDEEH
av Y FFERIEFFTIaY
A7971 enable
i :
Router> enable
A7v72 configure terminal
Bl
Router# configure terminal
ATY73 voice service pots
Bl :
Router (config) # voice service pots
Router (conf-voi-serv) #
AZF974 direct-inward-dial isdn
Bl :
Router (conf-voi-serv) #direct-inward-dial isdn
AT975  exit
Bl :

Router (conf-voi-serv)# exit

voice service pots 27 4 Fa b — g v B— NEHKT
LET,
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Bl

|
voilce service voip
ip address trusted list
ipv4 172.19.245.1
ipvd 172.19.247.1
ipv4 172.19.243.1
ipv4 171.19.245.1
ipv4 171.19.10.1
allow-connections h323 to h323
allow-connections h323 to sip
allow-connections sip to h323
allow-connections sip to sip
supplementary-service media-renegotiate
sip
registrar server expires max 120 min 120
|
!
dial-peer voice 1 voip
destination-pattern 5511...
session protocol sipv2
session target ipv4:1.3.45.1
incoming called-number 5522...
direct-inward-dial
dtmf-relay sip-notify
codec g7llulaw
|
dial-peer voice 100 pots
destination-pattern 91...
incoming called-number 2...

forward-digits 4
|
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TFHAdEXUTIZILFXO R—bTORAVFYY FA4¥XIL b—2DT

TFIRITBIOTVZLVFXO R—FCTEAUFY XAV h—rviaTry 7351203, ROFIEE

=]

¥t EXEC £ — K& A4 X —7 iz LE T,

o TRV INBRRRINIEH, NAU—REANILE
‘a—l)

Ja—) ar7 4 Fal—yary T— REEBLET,

EER—Fary74¥alb—ay E— FEBEBLET,

s THulERIEIT VX NEFXO R— b EFEATILE
j‘o

Tl RBIOT VXNV FXO R— TR FY XA4F
v h—rETmy s LET,

He#E EXEC B— FNIZEDY £7°,

AyY
FITLETS
FIROMHME
1. enable
2. configure terminal
3. voice-port
4. no secondary dialtone
5. exit
FIEDEEHE
ARV FFERETOIVa Y
A7971 enable
i :
Router> enable
A7v72 configure terminal
Bl
Router# configure terminal
A7973 voice-port
Bl
Router (config) #voice-p 2/0/0
AZT974  no secondary dialtone
i :
Router ( (config-voiceport) # no secondary
dialtone
A7975 end
Bl
Router (conf-voiceport) # exit
A7976 show run
i :

Router# show run | sec voice-port 2/0/0

FEDEFR— R TEIFY AL b= BT 4
BT MCENTND Z LR LET,
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Bl

Router# conf t

Router (config) #voice-p 2/0/0

Router (config-voiceport)# no secondary dialtone
|

end

Router# show run | sec voice-port 2/0/0

Foreign Exchange Office 2/0/0 Slot is 2, Sub-unit is 0, Port is 0
Type of VoicePort is FXO

Operation State is DORMANT

Administrative State is UP

Secondary dialtone is disabled

BRENYHD—OBABLD STV a—TaTDEV L

#1E VOIP = — /L3 IP 7 R U ZEHGERREIC L » THEE SN 5HE1E, FEOHE~F — a2—F (IEC)
1.1.228.3.31.0 A= — Vg L = — NiICRfFSET, IEC AR — b4 o e, RLiza—LF
IFES SN — L EE=F TE LT, ELSNEa— A E2E=4T5120F, ROFIEZETLE
ﬁ—o

X797 1 show voice iec description =~ > K&#H LT, IEC =2— KOTF A Mt Z RoF £,

Router# show voice iec description 1.1.228.3.31.0
IEC Version: 1
Entity: 1 (Gateway)
Category: 228 (User is denied access to this service)
Subsystem: 3 (Application Framework Core)
Error: 31 (Toll fraud call rejected)
Diagnostic Code: 0

AFw7 2 Enableiec statistics =~ F&HH LT, IEC #iHERER R LET, kOB, EIHE v —DF
AT—LELETT— a— ROEDHIZ, 2 a—ARNESENTEZ 2 RLTVET,

fA :
Router# Enable iec statistics
Router (config) #voice statistics type iec
Router#show voice statistics iec since-reboot
Internal Error Code counters
Counters since reboot:
SUBSYSTEM Application Framework Core [subsystem code 3]
[errcode 31] Toll fraud call rejected 2

AFv 7 3 enable IECsyslog =~ F&HA LT, IEC =7 —ff& Ca— A3 @ishi s &lcissht
syslog * vt —V %R LET,
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il :
Router# Enable iec syslog
Router (config)#voice iec syslog

Feb 11 01:42:57.371: %VOICE IEC-3-GW: Application Framework Core:
Internal Error (Toll fraud call rejected): IEC=1.1.228.3.31.0 on
callID 288 GUID=DB3F10AC619711DCA7618593A790099E

show call history voice last =~ > REZHH L T, %1E VOIP 2 — L DEE LT RUAZHERLET,

Bl -

Router# show call history voice last 1

GENERIC:
SetupTime=3306550 ms
Index=6

InternalErrorCode=1.1.228.3.31.0

RemoteMediaIPAddress=1.5.14.13

IEC (X Radius Accounting Stop L' = — F®D VSA TR SV E T, SN RADIUS H— &M L <,
ERSNEa— L E2E=F TEET,

fl :
Feb 11 01:44:06.527: RADIUS: Cisco AVpair [1] 36
“internal-error-code=1.1.228.3.31.0"

IEC Ol % cCallHistorylec MIB 47 Y = 27 b6 L £3, IEC OFEMIZ OV TIE,
ttp://www.cisco.com/en/US/docs/ios/voice/monitor/configuration/guide/vt_voip_err_cds ps6350_TSD

_Products_Configuration Guide Chapter.html Z &/ L T 72 S0,
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Bl -

getmany 1.5.14.10 cCallHistorylec
cCallHistoryIec.6.1 = 1.1.228.3.31.0
>getmany 172.19.156.132 cCallHistory
cCallHistorySetupTime.6 = 815385

cCallHistoryPeerAddress.6 =

cCallHistoryPeerSubAddress.6

cCallHistoryPeerId.6 = 8000
cCallHistoryPeerIfIndex.6 =

cCallHistoryLogicalIfIndex.6
cCallHistoryDisconnectCause.6
cCallHistoryDisconnectText.6

cCallHistoryConnectTime.6 =

cCallHistoryDisconnectTime.6

1300

76
=0

= 15

= call rejected (21)

815387

cCallHistoryCallOrigin.6 = answer (2)

cCallHistoryChargedUnits.6 =

cCallHistoryInfoType.6 = speech(2)
0

cCallHistoryTransmitPackets.6

cCallHistoryTransmitBytes.6

cCallHistoryReceivePackets.6
cCallHistoryReceiveBytes.6 =

0
0

cCallHistoryReleaseSrc.6 = internalCallControlApp (7)
cCallHistoryIec.6.1 = 1.1.228.3.31.0

>getone 172.19.156.132 cvVoIPCallHistoryRemMediaIPAddr.6
cvVoIPCallHistoryRemMediaIPAddr.6 = 1.5.14.13

ETDHDSEEN

Z Z T, Virtual Route Forwarding (29" % BIEE EHZ SV TRt L £ 97,

BERE

BR%
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