BEENS

EExOXLH

BEEOY

T (1 =)

BAn el o L. BEMDONOR T 77 A WP AT AORELR PRSI NET,

(1R4)

im0 7Aoo TV D0, FEEEAE n X 7 A7 v a MTERES A TWRWEGE
L, VAT APERER o X THICEREINET,

RO X Vil 2 L. BRRAOHNOT 7 7 7 A VICY AT LAOFELFENTES N
iTOSmm%MMGmaﬂﬂyfﬁwW?Vﬁw—*y%7W7%FHX(QMMCmm-
Network Services) ] ® FIZ#E /R X415 Cisco Audit Event Service (2 XV, =—WF—237-7=, F
FlIa— Y — BRI L > TRE LV AT LANORELENET=Z I, v IS E
j‘o

Bifio 7 O E AT 9 I21E, Serviceability GUI @ [i#r v 7 D% E (Audit Log Configuration) ]
TAYRIIETIEALET,

FEYERE A 1 26 T ORERUTIRD L B8 Y T,

EHRuX LS T LA T =0 DT =AU =7k, Bl ST R P EEEIA
Ll-DIZTT—b T4 77V 2ERAT D API THERL S UE T, GenericAlarmCatalog.xml
ELTERINET 77— B EZa RN Inbo7 7—ANI#EHIET, SR AT A
aVR—R NTHEBOR XU IR ET,

LIFIZ, 77— L%&%EET 57291 Unified Communications Manager D = > 7R — K 2 K &
HT 52 ENAPL OB ZRLET,

User ID: CCMAdministratorClient IP Address: 172.19.240.207 Severity: 3
EventType: ServiceStatusUpdated ResourceAccessed: CCMService EventStatus:
Successful Description: CallManager Service status is stopped
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BNy horX o 7id, 7740 b TIE—acER I, Ak T EITERELT
<7Z&V, SyslogAudit EFEENDT 7 —AE=X Lo TrIINEZAENET, T 741
FTIE, B3 —7T =33 END X IITHRESNTWVET, AuditLogAlarmMonitor 73 B AF
AR FEEEALZ ENTERWEA, AuditLogAlarmMonitor [X 2 DT T — & HKA/RT T —
& L Csyslog 7 7 A /WIZFEER LE T, Alert Manager (%, SeverityMatchFound 77— F D —# &
LTCZO=T7—%2RELET, 41X 8 aX o 7nRIRLIESA S EBEOBNWEIXME S E
79, B w7139 X T, Cisco Unified Real-Time Monitoring Tool ? Trace and Log Central 7> 5 Y
£, T, BLUHIBRSNLET,

Cisco Unified Serviceability DiZEA/ R b OX 25
Cisco Unified Serviceability TIZIR DA X2 kv ZICiigk S v E T,

= RDT 7T 47k, FET 7T 4 T, BB, £ ER
s FU—AREBLIOT 7 —LREDEH,

* SNMP & E DL H,

« CDR HHLDOZ W (Cisco Unified Communications Manager D #)

cH—EATEYT 4 LR=FDT—HATDLR—FDEH, ZouiE, LiR—M
J— RCTHRRENET, (Unified Communications Manager ¢ )

Cisco Unified Real-Time Monitoring Tool DA RN F OFX 4

Clsco Unified Real-Time Monitoring Tool Ci, &A1 X2 b 77— L& EFLIROA X khinm

B =50y

TRERESNET,
« T T — FORIE
77— hDO—IFE I
BT A—NVDORE
« )= RT7T—F AT —HZADHIE
« 77— hDiBi
T IT— L OEBMT Vv a s



| 250y
T EDZAC T |

T TI—rDIYT

« 77— kDA F—T Ak

« 77— FDOHIRT 7 v a v
« 77— MOk

Unified Communications Manager 1Z# 4 N> k OX 25

Cisco CDR Analysis and Reporting (CAR) T, RO A X2 MIETAEREw VR EREINE
‘dAO

O —H DA 2= T

« B, WK, ARVAR— b DRV a—V 7

o« A=) INT A —H DRIE

XA XN T T URE

S — MUz A DERE

VAT AL TN T 7L ADKRE

- HENH EORRE

o BEAEEIR], BREZ). B L O A E ORI Y DR E

« QoS DFEIE

s FRIERM VAR — FOBABERMT T — FORE
IR EE DR E

Cisco Unified CM Administration D{E# 4/ XY k OX 4

DA X N, Cisco Unified Communications Manager DEEL D X F JF/paR—xy MZ
XL TR SN ET,

e o Fepr I m I T b

c A—F—DE— VA NR=y TOEH (2—F =B, 2—F—DHIER, Ezida—
V=D —/L D)

e —/LOWH FEHrLwvve— LB, Bk, E7-35E)
c TNRA ADFEH (BB L™ — v =A)

cH—RREOHEH (TIT—LEIE P L—RDORE, F—ERRFGA—F 2 H—TFF
ARNRT AL IPT FVAL KA M, A=V 3y MRIEDOKRE, LU Unified
Communications Manager " —/N— DB IE 72 13HIER)

BE0Y
|



B ==y gz

gx0s |

Cisco Unified Communications Z)L 7 77 iR—Z LDBE ARk OFX DY

Cisco Unified Communications /7 77 R—HZ WZxtd b 2—HF ax o/ (2—F ar( v

ba—¥ o r77ouR) A Xy MRS SNET,

ARV RSAVAVE—T A RADFEEARV L OF VY

AT RIA A F =T 2 ATRITENTRTO A~y Fn ZZRE S E T (Unified

Communications Manager & Cisco Unity Connection D lj 7).

Cisco Unity Connection Administration D124 XY k OX > 5

Cisco Unity Connection Administration CIXIK DA X2 h3 v ZIZFigk S ivE T,
ca—Y—oursAf /7Ty b

s TNTORELE (22—, Hieh, a—VEHAT V27 b Xy NU—7 VAT L
HE, TV 7= L)

« X AJEH (X A7 OFME/AEE)
o —FEEHY — L (—4E1ERL, —FEHIFR)

e HAZ L F =y R~vvT (v 7 DOEH)

Cisco Personal Communications Assistant (Cisco PCA) DIZ# A/ A2 k OFX LY
Cisco Personal Communications Assistant 7 7 A 7 3 s TIZIRDA X b3 a ZIZiieE S E 1,
cax—Y—ousA /a7y b

* Messaging Assistant TT O 72 T X TORELE

Cisco Unity Connection Serviceability DIZ#E A/ X2 ~k OX 25

Cisco Unity Connection Serviceability Tl DA X 3w ZZFgk S v E T,
ca—HF—ousA /TR,
c TRTORELEE,

e —ERDT 7T 4 T, ET 7T ¢ THk, B, F£I13ELE,

Representational State Transfer APl Z{&Fi 9" % Cisco Unity Connection 7 54 7> kDA X2k O
xoT
Representational State Transfer (REST) API Zfifi 113" % Cisco Unity Connection 27 7 A 7 > b Tl
RDOA Xy hdm 7GRS ET,

cax—Y—oursAr (=% —0 APIFEGEE) .

« Cisco Unity Connection 7R BV a =7 A X —T7 = A4 A% HT 5 APLIFFOMH L,

B =50y



| gx0v
ganxoy oze)

Cisco Unified IM and Presence Serviceability DIZ# A N> k OX 5

Cisco Unified IM and Presence Serviceability TIZIR DA X2 k3w ZIZitdkSInE 7,
=207 T4 T, FET 7T 4 7k, BE), FIHEL
s PU—AREBLOT 7 —LREDEHL
* SNMP & E DL H

e —ERATEUT 4 LR—F DT —HATHOLR—FFDOERE (Zoa 7L, LAR—TH
J— RTERENET)

Cisco Unified IM and Presence Real-Time Monitoring Tool D24 R k OFX 24

Cisco Unified IM and Presence Real-Time Monitoring Tool CTi, Bi& A X2 h 77— A& & TR
DA R " a I\ ZRREkR S E T,

« 77— FORE

o 7 T — bD—KFHE Ik

BT A—IVDOHRE

« )= RTT—h AT —HADRE
« 77— ROEM

T T—bDEMT Vv a v

T IT—FrDIYT

« 77— DA R—=T L

T 7 — NDOHIERT 7 v a v

« 77— FOHIER

Cisco IM and Presence Administration D{Z# A/ A2 F OX 25

LLFDA X hX, Cisco Unified Communications Manager HHD S F X F /2 v R—x > MZ
XL CRERSNET,

« BHEIFDOu X7 (Administration, OS Administration, Disaster Recovery System, Reporting
72 @ IM and Presence DA > X —7 = A4 A~OuR T AL BILOa 7T 7 ~)

s 2—P—Dr— LA NR—=y TOFEH (22— —DBEM, 2—F—0DHIkR, Fizida—
PF—D 1 — LD FH)

s —LOEH FHLv e —LoB. HI. F R
« TNRA ADEH (BB L — v =A)

gzxzns I}



gx0s |
B ==0=xs

e = NR—FEOEH (77 —2FIL MV —ADRE, Y—EANRTRA—HF T H—F
FTARNGA—=H IPT RLVA KA, A=y NXEDEHE, XLV IM and
Presence H— /S — D BINE 72 13 HIFR)

IMand Presence 7 71— a U DIEEA R b OFX VY

IMandPresence 7 7V r—2a VO S EXERaVFR—FR 2 M TR, ROA X2 FR3a ZIZE
EInET,

MV ITATV h DTy Fa—Y—pua Ay (a—V—oual/f/mrs7 7y b, BX
e 7 A L EIT O

e IMF ¥ v hl—A~DL—HF—DAEE LOHEE

cIM F ¥ vk — ADOIERR & Rk

ARV RSA VAR —T A ADEEA/ A L OXLT
avw LRI AU E =T oA ATEITENZTRTCOavy RRa ZICigksnEd,

BEEOX>T (FH)
FEEAE X 70X, BN (T 740 N) B JIURE SR WVIBINOREE T kT 5
F7 v a UHERETT, IR A JITRESN DI TR TORFRICTINZ T, AR £ 7102
X, BEREINELEO, B, BH, EFHIBR SR EERB bIRFINET, A
B X TNET T b N TEINZ R o TWET R, [ r 7 #%E (AuditLog Configuration) 177
YRUTHMNITHZENTEET,

Audit Log Types

DATLEEREOY

VAT LA T 7Tl LinuxOS 2—H—DfEpk, £H, Hlkk, v 70oR S, BLO7 74
NWETFT 4 V7 N OHERICKT2H0DEHEEZ ML —ALET, ZOXA TOEER S
E. EESNDT = NRKEIZRDIZDIZT 74V N TT 48 —T MR THET, ZOH
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NET, ZOFTvalid, 77747 R"=T 4 arDE&n /I
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M LES, 77 ANVDERKREIZS000E2B25Z LiiTaxthi, 2
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BINLET, BIRULEZEBREL EOFTRTO Syslog A vE—U23, U

Syslog Audit Event E— b Syslog (255 SN E T,
Level
evel Z i, IM and Presence Service (2D & S E 9,
WKT 7 ANV QNI EDDL T T ANDRRKEEATDLET, 774/ MEREIL250 T
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