VPNV 5472 bk

e VPN 7 T4 T sOME (1 <—)
« VPN 7 54 7> FORHESAME (1 =—2)
s VPNV FA TV "REDX AT 7Tua— (1 =)

VPNV 547 > bOBE

Cisco Unified IP Phone [ {J Cisco VPN Client (Z & ¥ | fEEEHOWEB D2 DT F 27 72 VPN
Pe N F2BL L £, Cisco VPN Client D% %9 T Cisco Unified Communications Manager
Administration Taxi& L7, N TEFHEEARELTZL, 2—PIEXZOEFHEZ 72— AR
N—Z DR TET THRFFICHO R v FU— 27 1T TE £ 7,

N

GE) VPN A=a— X047 v a ik, KEESIFREG S /3— 3 > ® Unified Communications
Manager TIIFIHTE £ A,

VPN U 547> FDHEIIREHR

BEEAFERIC oY a =07 L, HENR Yy N2 N THIABEG 2 FESr L, BaE Ok E & B
BLET, REITTTICETZICWMYAENTVATZD, ZHLIFEIL VPN 2 U CHE 2k
NTCEET,

VPNV 5472 REREDFAY 70—
AT B ED 3207 L, #NF Y T — 7 ORI R L, R ORE &

BLET, BEIFTTTICEFICRVIAENTWAT S, LKL VPN 246 U CHfe 2 ik
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VWNYSAT7U k|

Flig
avy RFEEEFT7IVa Y ]3]
ATw 71 |CiscolOS OFIFEEMEDET (34— |Cisco I0S DRifEEMEA - LET,
V) Cisco I0S VPN Z % ET HITiE, Z D
T varEFERITLET,
AFw 2 |IPPhone VAR — 157D Cisco |IP Phone TVPN 7 5 A 7 > ~® Cisco
I0S SSL VPN OFEE (3 X—) I0S #i%E L £ 7, CiscolOS VPN %
BET AL, ZOT Va2 F T
LET,
ATv 73 |AnyConnect HI D ASA iS4 ~D %t | AnyConnect F D ASA HifE4M: % i 7=
s (52— LE9, ASA VPN Z&EETDHITIE.
IOT I arEETLET,
ATy T4 |IPEFE TCOVPNZFA47 > D  |IP Phone TVPN 7 A 7 h® ASA
ASA DFETE (6 X—) ZRELET, ASA VPN ZiRET D
WZiX, o7 7y arE2FETLET,
AFYTE5 |[VPNAF— YA L IZVPNav® |a—FR ) —  NEFO 77— AT <
Y RL—HEERELET, TRREBRET v 77 L—RT5L
TIWCBIENEL R D D& 5 7=
H, VPN a2ty FL—&TRy b
U — 27 N® TFTP H—/NF 721X Unified
Communications Manager #— /33T <
Yy b7y LET, Zhxy b
U— 7 N CARA[EE725A . VB TFTP
HP—NFE/- e — F $—,3% VPN o
e L—=FORRICE Y Ty
HZELTEET,
ATFYT6 |VPNa B hL—ZOHEOT v |[VPNa By L —Z DEHEBELZ T v
Ta—FK (8—) Zu—KRKL%E7,
ATy Tl |VPNZF— b oA DFE (92— VPN ¥ — F Y = A R ELET,
)
ATFv T8 |VPN ZA—TFDFHEE (10 2—) VPN 7 v —7 % ERf LTc %, #kiE LTz
VPNZ— 7 = A DTN EFD T
N—TIBINTE £3,
ATYFT9 | ROWTNNEFEITLET, VPN7' B 7 7 A VEHRET HHLEND
. e 5D, BEEDO VPN 7 LV—F 52 L
« VPN 7Y1u 7 JLDF 11
PRI 7 HE TWABEATTTT, [VPN Profle]
_ 3} 7 4 —/V Ri&, [VPN Feature
. (/.L\l; ° - ==y
Y\})Eﬁ%)ﬁb@/\7 A—sOBGE (13 Configuration] 7 4 —/L K X 0 H B X

NET,
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cisco 108 DTz #0xT [

ATV RFEERFT7YYa Y =]
AFyv T |LEOEFHE T2 7 7 A4 L~DVPN D | @O ESE T2 7 7 A VI VPN 7 )L—
fMoEmm (15 <—=) TEBIORVPN 2 7 7 A V58BNl F

KR

AT 71 |Cisco Unified IP Phone ™7 7 — 27 = | To run the Cisco VPN client, a supported
7% . VPN 2% 85—k L5 3— | Cisco Unified IP Phone must be running

St Ty IS L—RLET, firmware release 9.0 (2) or higher.

Ty =AUz T DT v T T L— RO

A DOWTIX, 2 @ Cisco Unified

IP Phone &7 /L ® Unified

Communications Manager (2383 %
['Cisco Unified IP Phone Administration

Guide] &ML TS 7Z3Wy,

ATvT12 | PR — hEHTW5D Cisco Unified IP | Cisco Unified IP Phone % VPN (Z85#5¢ L
Phone % fif fH L C., VPN #i 2 et L | £9°,
F7,

Cisco 10S DRAHREHNDTET

W DOFENEZH T LT, Cisco [0S DHHESMEZ5ET LET,

FE
ATV F1 CiscolOS Y7 b7 =7 3= 3 151Q)T LlgE A VA =L LET,

et ~ N Z A > A : Universal (Data & Security & UC) for IOS ISR-G2 35 J. OV ISR-G3
F§net » N/Z A 2 A : Advanced Security for IOS ISR

AFv T2 SSLVPN FA L A%T 7T 4_X— ks LET,

IP Phone ZH 71— 9 5718 Cisco 10S SSLVPN D% E

IPEBFHEAY R — T 572D Cisco I0S SSL VPN 2 FEIT4 5121, ROFIEEZER L £,

Fg
2Tw 1 CiscolOS #r—H /L TRELET,

a) XAy hIT—7 A X =T A AERELET,
il
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B 1P rhone £47k— 3 512050 Cisco 108 SSLVPN D3 E

b)

router (config) # interface GigabitEthernet0/0

router (config-if)# description "outside interface"
router (config-if)# ip address 10.1.1.1 255.255.255.0
router (config-if) # duplex auto

router (config-if) # speed auto

router (config-if) # no shutdown

router#show ip interface brief (shows interfaces summary)

KDOa~vy REFALTCAZT 4 v 7 = T T30 b —bERELET,
router(config)# ip route <dest_ip> < mask> < gateway_ip>
i

router (config)# ip route 10.10.10.0 255.255.255.0 192.168.1.1

AT w T2 CAPF iEEZ ARk L O Sk L C LSC ™ A - 7= IP Phone #F8iE L £ 77,
AT 73 Unified Communications Manager 7> CAPF FEE A A R — ks LE9,

a)

b)

d)

[Cisco Unified OS Administration] 75, [£F 2 1) T« (Security) | > [REBAEDERE
(Certificate Management) | Z 38R L £,

GE)  Z OEPTIE Unified Communications Manager D /N—3 g U (ZHED & F97,

Cisco Manufacturing CA 33 X UNCAPFFERAEZ o7 £9, pem 7 7 A Vv E XU a— K
L, txt 77 AL LTRIFLET,
CiscolOS Y7 F 7 =7 TRrJF A FRA & FaAERRL £,

hostname (config) # crypto pki trustpoint trustpoint name
hostname (config-ca-trustpoint)# enrollment terminal
hostname (config) # crypto pki authenticate trustpoint

Base 64 Th 5k S4L7z CA GEMEZ RO LN -GAIL, ¥ 7 a— KL% pem 7 7 A /L
DT F A M BEGINITEBIOENDAITE Ebica—L, BiofHTEd, ZoFEEZMD
FEREIC B R LT,

R @ Cisco I0S H &4 AEA & % 4 ik L C Unified Communications Manager (28 &7 2 7>,
FTIXCADPLA VAR — N ULIZFEETESRZ $7,

c HOBAREAEZ AR L ET,

Router> enable

Router# configure terminal

Router (config) # crypto key generate rsa general-keys label <name>
<exportable -optional>Router (config)# crypto pki trustpoint <name>
Router (ca-trustpoint)# enrollment selfsigned

Router (ca-trustpoint) # rsakeypair <name> 2048 2048

Router (ca-trustpoint) #authorization username subjectname commonname
Router (ca-trustpoint)# crypto pki enroll <name>

Router (ca-trustpoint) # end

Unified Communications Manager @ VPN 7’12 7 7 A )L C/RA M ID F = v 7 ZHN L
T, HEBAGEHEZ AR L X,

1l -

Router> enable

Router# configure terminal

Router (config) # crypto key generate rsa general-keys label <name>
<exportable -optional>Router (config)# crypto pki trustpoint <name>
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AnyConnect FA ASA BTIREHAD RIS .

Router (ca-trustpoint) # enrollment selfsigned

Router (config-ca-trustpoint)# f£gdn <full domain

name>Router (config-ca-trustpoint) # subject-name CN=<full domain
name>, CN=<IP>Router (ca-trustpoint)#authorization username
subjectname commonname

Router (ca-trustpoint) # crypto pki enroll <name>

Router (ca-trustpoint) # end

HERR & 72 REBAE % Unified Communications Manager (28 6% L 97,
i
Router (config) # crypto pki export <name> pem terminal

AN T FA M ab— LT, pem 77 A /LE LTHRIEFL, 4% Cisco Unified OS
DOEH A LT, Unified Communications Manager |27 v 7' 12— KL £,

AT v 74 AnyConnect % Cisco IOS {21 > A h—/L L E T,
AnyConnect /N v 77— % ciscocom /N H XA 7 a— KL, 77 vy allf A=/ LET,
fi

router (config) #webvpn install svc
flash:/webvpn/anyconnect-win-2.3.2016-k9.pkg

ATy 5 VPNHEREAZZTE L 7,

GE) ERRCREE & AU — NEREOM G 23 25613, EiHD MAC 7 R LA Z4EH]
LCa—¥aEgLlEd, 2—PHOMETIE, RXFLPXFRXFIENES, &
(2Bl R LET,

username CP-7975G-SEP001AE2BC16CB password klkLGQIoxyCO4ti9 encrypted

AnyConnect D ASA FIIZS A~ D Xt

AnyConnect DHIFRGAFA5E T T HI1T1E, WOFIAEZMEH L £7,

FIE

ATYT1 ASAY 7 b7 (X—=T 328040 BLXOHEMEMEDHD ASDM %A A h—/L L F
j—O

ATv T2 HEVEDSH S AnyConnect /X 77— % A A —/L LET,
RTYT3 T4 AET VT 4 _X—hLET,
a) KOaA~Y REETLT, BIEOT A U ADOMEEZ MR L T E &0,
show activation-key detail

b) MEARBAIL. BMDOSSLVPN ¥ v a r THLWT A o A& B L., Linksys Bk %
BT LET,

VPNV SA47 2k .
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ATV T4 FTH VRSO URL DO F )b =T RBESNTWAS Z L 2R LET,

tunnel-group phonevpn type remote-access
tunnel-group phonevpn general-attribute

address-pool vpnpool

tunnel-group phonevpn webvpn-attributes

group-url https://172.18.254.172/phonevpn enable

F 74V FLSNO URL ZRETHEEE, ROZEEZBFLTLLIEE,

cASADIPT RL AT U w7 DNSTV MUMEFENTWDEEE., ZNEZEE KA
A4 (FQDN) IZEZ#R 5 &M TEET,

» Unified Communications Manager CiX, VPN %" — k7 = A |[Z%} L CTH.— URL (FQDN %7-
[XIP 7 FLRA) ORZHHATEET,

FERE CON 72130 7 ¥ = 7 MUTABKEREGEIX, 70— URL ® FQDN 7213 IP
TRV AE—BIEET,

« ASA FEHAED CN X° SAN 2 FQDN = IP 7 K L & & —E L7241, Unified
Communications Manager D78 A N ID F = v 7Ry 7 A A 712 LET,

IPEZE TOVPN Y 5147 > ~FHD ASA DERTE

VPN 27 547 FHD ASA % IP EFE CHRTET HIZiE. WOTFEEFEHL EI,

)

GE)

ASA GFAEZ E & #i 2 5 & Unified Communications Manager (3 f T& 72 < 720 £,

FIE

ATYT1 a—h%E

a)

b)

Xy NI —T A B =T AEFELET,
il

ciscoasa(config) # interface Ethernet0/0
ciscoasa(config-if) # nameif outside

ciscoasa(config-if)# ip address 10.89.79.135 255.255.255.0
ciscoasa(config-if)# duplex auto

ciscoasa(config-if)# speed auto

ciscoasa(config-if)# no shutdown

ciscoasa#show interface ip brief (shows interfaces summary)

ALT A4 W—hEeT T4V b — FEHRELET,
ciscoasa(config)# route <interface name> <ip_address> <netmask> <gateway ip>

1l

ciscoasa(config)# route outside 0.0.0.0 0.0.0.0 10.89.79.129
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c) DNSAZHELET,
il

ciscoasa(config) # dns domain-lookup inside
ciscoasa(config) # dns server-group DefaultDNS
ciscoasa (config-dns-server-group) # name-server 10.1.1.5 192.168.1.67 209.165.201.6

AT w 72 Unified Communications Manager & ASA |[Z VB 72 g E A2 ARk L CBER L £97,
2 B IR OFEN % Unified Communications Manager{ " — s L £,

« CallManager : TLS /> K>/ = A 7 D Cisco UCM OFBGFE (RAE— KD T A X TOH
VL)

+ Cisco_Manufacturing CA : #iE T CTA VA h—/V ENAFEHAE (MIC) Z#H L7z 1P &S

DRBAIE,
« CAPF : LSC Z#fEH L 7= IP ik DRI,

Z #U 5 Unified Communications Manager®D R E Z A AR — b 5121%, IROFIEE FEIT L £
ﬁqo

a) [Cisco Unified OS Administration] 2>, [£F a2 T« (Security) ] > [ZEFAZEDEE
(Certificate Management) | Zi®&R L £,

b) FEBIE Cisco Manufacturing CA & CAPF # ADOF£7, .pem 77 A V& XU — R
L, .txt 77 A VELTHREFLET,

¢) ASATKRIANKAY FEERLET,

il

ciscoasa (config) # crypto ca trustpoint trustpoint_name
ciscoasa (ca-trustpoint)# enrollment terminal
ciscoasa (config) # crypto ca authenticate trustpoint_name

Base 64 T a2 — RENTZ CAFEFAEZ RO ON-HEIE. ¥ ue—FRL7z .pem 7 7
ANHNOTFA % BEGINITBEOENDfTE L hicae—L T, BT Ed, ZoF
JIE 2 A, D FEBA B DWW TR D IR L E 9,

d) &D ASA B B4 FEAE % 4 L € Unified Communications Manager (Z8&k7 22>, £72
IXTCADBA AR — LG ETEE R ET,

c HOBAEELZER L E T,
i

ciscoasa> enable

ciscoasa# configure terminal

ciscoasa(config)# crypto key generate rsa general-keys label <name>
ciscoasa(config)# crypto ca trustpoint <name>
ciscoasa(ca-trustpoint)# enrollment self

ciscoasa (ca-trustpoint)# keypair <name>

ciscoasa(config) # crypto ca enroll <name>

ciscoasa (config) # end

+ Unified Communications Manager ® VPN 70 7 7 f )L THEA N ID F = v 7 BN L
T, BOBAGEHELER L ET,
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ATvT3

VPNt

il

ciscoasa> enable

ciscoasa# configure terminal

ciscoasa(config)# crypto key generate rsa general-keys label <name>
ciscoasa(config)# crypto ca trustpoint <name>

ciscoasa (ca-trustpoint)# enrollment self

ciscoasa (ca-trustpoint)# fgdn <full domain name>
ciscoasa(config-ca-trustpoint) # subject-name CN=<full domain name>,CN=<IP>
ciscoasa(config) # crypto ca enroll <name>

ciscoasa (config) # end

ARk S AU7- R E % Unified Communications Manager (2 %5¢8% L &£ 77,
B

ciscoasa(config) # crypto ca export <name> identity-certificate

IARNDT FA M2 ab—L T, pem 7 7 A /L& L TERAIEL, Unified Communications
Manager |27 v 7' u— R LET,

VPN BBEZRE L ET, UTICRTY 7L ASA REOWEL , HREOHTA K& LTHAT
EF7,

(F) EEECTIEAFE LAY — FRREEO W T 2+ 25613, EilD MAC 7 R L X & 4f ]
LCa—HEERLET, 2—FHOMAETIE, RKIXFE/DILFENEBISNET,
ciscoasa(config) # username CP-7975G-SEP001AE2BC16CB password klkLGQIoxyCO4ti9
encrypted
ciscoasa(config)# username CP-7975G-SEP001AE2BC16CB attributes

ciscoasa(config-username) # vpn-group-policy GroupPhoneWebvpn
ciscoasa (config-username) #service-type remote-access

ASA GEEAZ DR E

ASAFEWI BOREICHIT B REMIE,  TASA LOORENI #38FEA i L 7= AnyConnect VPN
EHOWE) #BWLTIES

fL—A2DIRED 7y JO— K

VPNHEREZ Y AR —F 25X 01ty b7 v 7 DBIC, ASA TREIEZ AR L £9, AlRS
NIZFEEL PC 7213V — 7 AT —va ¥ v rr— RLThb, ZOHETHA I TW
5 FNEIZAE > T, Unified Communications Manager (27 » 7' 72— K L %9, Unified Communications
Manager [XFEH 3 % Phone-VPN-trust U A MIfRTEL 97,

ASA [ESSL N> Ry A 7 RRZ Z OFERAE % 2415 L. Cisco Unified IP Phone |3, Z OFERAE%
EEEE VPN HOEHEHY A MIEMHINTWAE & i L ET,

0 — 5L CHEERFEE (LSC) 28 Cisco Unified IP Phone (24 > A h— L EINTWHHE, T
7 4V N TIEZED LSC Bk S E 7,
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ATvT1

ATy T2
ATvT3

ATvT4
ATy T5
ATvT6

vens— ko ozz ]

TINA A LUV OFEAERGEZE A3 5 121E, ASA 12— bk MIC $£721% CAPF iEBAE % 1
A b —/L L. Cisco Unified IP Phone 2MEHE N5 L H I LET,

Unified Communications Manager |ZFiE1 &% 7~ 71— K95 21X, Cisco Unified OS Administration
R LET,

FIE

[Cisco Unified OS % # (Cisco Unified OS Administration) ]72>5, AT 2R L ET, [EFa )
T 4] > [FREEAZEDEHE)

[REHEOT v 7u— K227 Y v 7 LET,

[REFAED BH) (Certificate Purpose) | K2 7% 7> U A KT, [Phone-VPN-trust] % 4R L &
D

[7Z7 DX (Browse) |#7 Vw7 LT, 7v7m—RT577 A VERINLET,
[Z7ANVDT v 7 r—LK (UploadFile) 17V v 7 LET,

Ty T —RTLRDOT 7 ANEEIRT D, LD (Close) 127V w27 LET,

A OWTIE, TREHFEOEFR] o B2 LTS,

VPN 55— kO A4 DEKRTFE

ATy T

ATy T2

ATvT3

ATvT4

VPN — b2 TEICVPNa B FL—2RNRESNTNDLHZ LR LET, VPN
vREVRNL—XDOFRTER, VPN a2 ML —HDiFHEEZT v 7 n— K LEd, FEMiz-o
WTIE, VPN a2ty b L—HDFEAEDT v 77— K (8 X—V) BB LTI EEN,

VPN 7 — D = A R ET DL, ZOFIEEZFHEHLET,

FIE

[Cisco Unified CM & # (Cisco Unified CM Administration) ]2>6, PA N Z3IR L E T, [PhiRE
BE (Advanced Features) 1>[VPN]>[VPN % — ko 4 (VPN Gateway) | Z3#R L 7,

RONTNINOVERZRITLET,

a) [FFREM (AddNew) |27 U7 LT, HiLWwyue 77 A VERELET,

b) AE—FTLHVPNST— U =A DRIZHD [TE— (Copy) |27 Vv LET,

¢) JEEIZRVPNT— U =A 2RO T, REXZELL, MFO7m 77 A VEFHLET,
[VPN Gateway Configuration] 7 > R T7 4 —/L RZFEL£3, FEMICHOWTIZ, VPN 2
TFATY ROVPN A=+ xA 7 4—L K (103—=V) 2L TN,

R7TE (Save) 1227V v 7 LET,

VPNV SA47 2k .
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VPN SA72RDVPNS— b4 TJ4—IL K
VPN 27 A4 7 "D VPN 7= DU =A 7 4 —/L RIZOWTORHE LET,

KR1LVWNISATU LD VWPNTF—roxA4 T4—)L K

J4—ILFK Bz

[VPN7—hTU =A% |VPNT — U =A DARTIZATILET,
(VPN Gateway Name)]

[VPNT— T =A D |VPNFT— T =A OitAZ AT LET,
FLFH(VPN Gateway
Description)]

[VPNF— T z2A D | 5= T2 ANOEE/R VPN 2 FL—ZDURL AL FE

URL(VPN Gateway 4+

URL)] . .

GE) VPNt RL—ZIZ1ODO 7L —FURLEZREL., 2D
URLZ4%—F7=A URL & L CHATAILERHY £,

FEBRIZOWVWTIE, RKOLHIBRVPNary By NL—FD~v=a7
IR LT TEEN,

+ ['SSL VPN Client (SVC) on ASA with ASDM Configuration Examplel

[ZOHF/ATOVPNGER | ERAIF—B L O TFTRAIF—2#H LT, EAEEZ 7 — o =1 (2E
F(VPN Certificatesin |V 4 TET, 7 — bV = AIZFEHFELZHIV Y TRWVWE VPN T4
this Location)] Ty MIZOarty NL— X ~OEFHCHE LT,

GE) R 10 DFFHELZ 1 SO VPN A — 7 = A ITED Y THZ
ENTEET, Fo, V= b =A120< EH 1 DOFE
HEZH VY CTHMLENRSH Y 7, Eif & VPN R OFHEMEHE
BRICBEIFRAT T S N7 GEIAE T A, i/ Al HE7Z: VPN GEFHE D
UAMIERRINET,

VPN Y IL—TDEXRTE
VPN 7 )—T7 %2R ETHICIE. ZOFIEEZFEHL E4,

FIE

AT+ 71 [Cisco Unified CM % ¥ (Cisco Unified CM Administration) ]7>5. PLF 28R L %4, [HEoRHE
#t (Advanced Features) ]>[VPN]>[VPN ' /JL—7 (VPN Group) | &R L £,

ATY T2 ROWTNPOEELZFATLES,
a) [FFEM (AddNew) |27 Vv 27 LT, LW RT7 7 AV ERELET,
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b) BEFDO VPN V' L—F % abt’ —4 2% VPN ZL—70fIch 5 [aE— (copy) 1227 Y v 7
L\i—a—(}
¢) WYIZRVPNF — RV oA ZROTT, FEEZEELEL, BFEOTR 77 A NV ERFHLET,

AT w73 [VPNGroup Configuration] 7 1 > RUNDEK T 4 —/L REFELET, Mz OWTE, 70—
U R DFEMIZOWT, VPN Z 74 7Y RO VPN —h 7z A 7 4—/L K (10 <—2)
EHZLTLLIEEN,

ATy 74 [1RT%E (Save) 127V v LET,

WNISAT72RDVPN G IL—T J4—JL K
ZOETE. VAN 75472 RO VPN ZL—7 7 4 —L KIZ oW T LTS,

R2ZVWPNYSATURDVPNGL—T T 4—)L K

J4—ILFK E &

[VPNZ )L — 74 (VPN | VPN 7 )V —T7 D4 i A2 AT LET,
Group Name)]

[VPNZ )L—7 D@ | VPN 7 v —7 OfiHE A LET,
(VPN Group
Description)]

UERFREZ2 T XTCD | A7 r—/L LT, HAERTXTO VPN — Y= 2T R LE

VPNZ'— h 7 = A (All |7,
Available VPN
Gateways)]

[ZOVPNZ V—TN | ERAIR Y & FREAZ 2R LT, AR/ VPN S — F U =
TEIRINTF—F [AH%ZDVPN I A—TICANT D ZL—TF0ne44 L0 LET,

é;;&ﬁﬁﬁ&ﬁ VPN 7 54 7 hCTEBERT T —RIEAEL, HED VPN F— 7=
Group)] AHHETE VB, U R FORD VPN 57— h U = A ~OBH)

R AET,

EET, Flo. VPN Z—TNOGEHERIL, AFFT10
TTT,

VPN 7O 714 ILDKRTE

VPN 707 7 A VEFRETDHITIE, ZOFIEEZHEHLET,

VPNV SA47 2k .
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ATy

ATy T2

ATvT3

ATy T4

VPN 7 547

FIE

[Cisco Unified CM % # (Cisco Unified CM Administration) ] 7226, AT 2R L £, [HE5RHE

#t (Advanced Features) ]>[VPN]>[VPN 7B 77 4 JL (VPN Profile) ] Zi&R L £,

RONWTIINOIEEEFATLET,

a) [FFREM (AddNew) 1227 U w7 LT, LW B 7 7 A VEHRELET,

b) o7 e 7y A NEa—45 VPN 77 7 A LOIZHS [aE— (copy) 1 %27
Uy LET,

o) BEfFo7 a7 7 A VEEHTHITIE, %435 7 1 /L F % [Find VPN Profile Where] TH&/E
L. (% (Find) 127V v 7 LTREZERLET,

[VPN Profile Configuration] 7 f > R CTHE 7 4 — /)L RERELET, iFMZONTIE, 74—

)V RBBOFEIZDONT, VPNZ I T PO VPN TR 7 7 A0 74—/ K (125—2)

EHRRLTLIEEN,

[fR7F (Save) |27 U v 7 LET,

RDOVPN 7B 7A4)L T4—ILF

ZOFTIH. VPN BT 7 ANV T —)L ROZERIZ SOV T LE T,

RIVPNTOT7AIL 74 —IL KO

TJ4—ILF EE
P VPN 7027 7 A VDL TIHATILET,
A VPN 71 7 7 A VOHHE AT LE T,

[HEIX Y hU—28 | Z0OF 2w 7Ry 7 Rt it bE, VPN Z T4 72 MM, #WN

% 4 %h{t.(Enable Xy NT—=75MZH D 2 LB S NIZGAICRY FATTEE T,
Auto Network Detect)] F7 40 k¢ [E5)(Disabled)]
MTU KL=y b (MTU) O%A X% A4 METADLET,

T 7/ k1290 /XA B
[t O FJW (Fail to VPN b RVOAEREIC, v 7 A R 3B N T+ 5 £ T
Connect)] T D REM 2 HEE L £ 7,

T 74k 308

ZOF v IRy 7 ANF OGS, 7 — MU = AGEHED
subjectAltName ¥ 721X CN 23, VPN 7 74 7 s O e ® URL &
—HBLTWAIRERDH Y 7,

F 7 4V I : [4%)(Enabled)]

[RA RNDF = v 7 %
A 7%h{t.(Enable Host ID
Check)]
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| veNsSATFUE
ven a5 x—a oz [

J4—I)LFK EE

(V74T bRES | Fry 7 X VARG, 72747 e A RN L £7,

Al(Client Authentication AR . e
Method)] [ —YP B LT/ AU — F(User and password)]

o [/NA T — R D Ix(Password only)]

« [FEBA#(Certificate)] (LSC % 7213 MIC)

KL XA — R%& | ZOF 2y IRy I R&eF T 5HE, v A4 ORI, 2—HFIC X
AN E(Enable Password | 5 FEND/SATV— KD 27 V7 EEEO Yy b E£7ITERITIND
Persistence)] FT, 2T DONRRAY— NITEFIRFEINET,

VPN #EED /NS A —F DEHRTF
FE

AT w71 [Cisco Unified CM & H (Cisco Unified CM Administration) ] 75, LA F &R L F7, [HhiRH
BE (Advanced Features) ]>[VPN]>[VPN #8Es%%E (VPN Feature Configuration) ]

AT 72 [VPN Feature Configuration] 7 4 > KU D7 4 —/)L R&EFHELET, FHMIZ OV TIEL, VPN k%
BRONRT A—=% (13 X—V) ZZRL TSN,

ATYT3 RE| 27V v 7 LET,
ROVEEZEATVET,

* Cisco Unified IPPhone D7 7 —2L U =7 %, VPNEZHVR—F L TWNWAERX—=T g 0T v
JL—KRLET, 77—LU=TDOT v7 7 L— RFEOFHEMIZOWTIE, ZfiH Cisco
Unified IP Phone 5 /L@ [Cisco Unified IP Phone Administration Guide]] Z#Z&M L CT< 72 &
/AN

o AR — F & TV 5 Cisco Unified IP Phone Z {85 f§ L C, VPN #5c 2e~r L7,

VPN #EeD /NS5 A —4&

VPN #ERE/N T A — 2 OFEZRITRLET,
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B venvisos52—5

R 4:VPNIEEED /NS A —4

VWNYSAT7U k|

(Keep Alive) ]

Z14—ILF Tk
[EBIR Y hT—27 4 |[True] DA VPN7 TAT M HRR Y RSN HD T L
tH % %) t.(Enable PR SNTEHEITRY FITTEET,
Auto Network Detect)] | _.
7 7 #/V I : False
MTU RREBEERMAZRRELET,
T 74V K 1290 /34 |k
/IME 256 /31 b
BKAE : 1406 /31 K
[(X—T TI747 X—T T IAT Avbt—VEEXETIMBELERELET,

GE) ZoENREalICTHY | 7> Unified Communications Manager

THESNEMELY b/hSWGEE, VPN FL—2 D
X—T T I TRTEICLSTIOREN LEXINET,
T7HNE 60 R
B/MHE 0 F
BAME - 120 7

[#2#5¢ D KB (Fail to
Connect)]

VPN ko RV DVERLIC, a7 A R I3BEHR EN R T 5% T
Fet%9 o HEM 2 E L £,

FT7F k308
S0 R
: 600

e/ ME
SN}

[V T4 7 v Falakhi
(Client Authentication
Method)]

Ky 72T VARNPL, 72747 2 Mg F AR L £,
o [—H3F L OVA T — K(User and password)]
o [/NA T — R D Ix(Password only)]

« [FEPA #(Certificate)] (LSC % 721% MIC)

T 7 4V b [2—PEBLUVIA T — K(User and password)]

[ S AT — R %
A 7%h{t(Enable Password
Persistence)]

TrueD&HA. Uty MZResetdR & o Fizid Mg ) NEH I TW
HE, =P —O/RAT— RPEERICRTESNE T, EifkoE
I -5E, £ il%u”jﬁﬁ@&“ﬁ? VEy hEahizgGae, X
AT — RIS, EFRIGRGEEHEFROAN 1 2RO 57T 0 7 b
ERRALET,

F 7% /L b : False
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#£ENEETO 774 L~0 VN o@nen [

J4—IJLF T4k

[RA MDF = v 7 % |[True] DYty 77— b7 = A GEFIED subjectAltName F721L CN 23,
AWM (Enable Host ID |VPN 7 Z A 7 > R O/ URL & —E L TWARLERDH Y £,

Check)] 57 /v b i [True]

HBOEZFZTOT 74 I)LAD VPN OFHDEN

—fRE 7R ERE T 0 7 7 A VT VPN OFEMIZ BN 2121%, ROFIEZFEH L E9,

FIE

AT w71 [Cisco Unified CM & # (Cisco Unified CM Administration) ] 75, LA FZEIRL EJ, [T/84
A (Device) | > [T/ 31 AMEZKE (Device Settings) > [#BENEZE SO 774 /L (Common
Phone Profile) ].

ATy T2 [#F (Find) 1227V v 27 LT, VPNOFEMZBINT 2@EFLE 707 7 A LV EBERLET,

AT v 73 [VPNIE#H (VPN Information) ]2 3 a > T, J@bl7 [VPNZ /L—F (VPN Group) ]H L
[VPN7' 12 7 7 A /L (VPN Profile) ] Z&#{R L £,

ATy 74 [RTFE (Save) | & [REDEA (Apply Config) 127V v 7 LET,
ATy s BEOWHY +  FUTOK] 227V v 7 LET,

VPNV SA47 2k .
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



