Ov Y FDEEE

* set account®* (2 ~X—3)

» set accountlocking® (4 ~X—73)

e setcert* (6 X—7)

e setcli* (15 —2)

* set commandcount (16 ~X—3)
esetesrgen (17 X—3)

* set cuc jetty* (18 ~X—1)

» set cuc srsv timeout (21 ~X—737)

s setcuc trace (21 ~X—37)

e setdate (22 ~X—730)

* set dscp* (23 X—7)

* setipsec* (26 ~X—7)

* set key regen* (27 ~X—3)

* set logging (27 =X—73)

» set Login Grace Timeout (28 ~X—72)
* set network* (28 ~<X—737)

* set password* (53 ~—1)

* set replication-sync monitor (65 ~X—17)
» set samltrace level (65 ~X—3)

» set session maxlimit (66 ~X—1")

s setsmtp (66 ~X—3)

* set timezone (67 ~<—717)

* set tls min-version (68 ~X—17)

* set trace* (69 ~X—71)

» set tlsresumptiontimeout (70 ~X—737)
» set tlstrace* (71 ~X—7)

* set web-security (72 ~X—7)

* set webapp session timeout (73 ~X—1)

* set webapp session maxlimit (74 ~X—)

|
(B ])

AR FDOHRE .
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. set account®

» set workingdir (77 ~X—2)

set account®

set account enable

TDawy KL, RRTU—KBET I T 4T THDHTEOILT 4 B—T I > Tz 0S = —
T N FZ—T M LET,

set account enable wuser-id

B DEREA INT A—  EREA
3

user-id TAE—TMbEENTET AU FO2—YFIDERELE T,

AT K E—F Y (admin:)

EZH
Ay FREL~UL 4
T 77— RO« RA]

1 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H#— 1" A Cisco Unity Connection

setaccountssorecoveryuﬂaccess

Zoavwry REEHLT, 9y N7+ —LEHEEDOSSO U ANNY URL T 7 B AEHRE -
ITEC L E T,

N

GE) TI7ANVPTE, 77y b 74 —2EHEL V41TV B NRY URLIZT 7 BATEET, 7
Ty N7 —LEHELNVAREHEDY HRYURLT 7B AZFHLLIETHLE, =5—
NERENET,

set account ssorecoveryurlaccess {enable | disable}userid

BX DA INTA—4 & A

enable TTy N T —LEHEDOY AN A A AT T
VEHIMILET,

B o~ roxE
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set account ssouidvalue .

INGA—5 AR

disable Ty b7 —LEHEOY AN A A AT a
VR L ET,

userid ¥FE D Cisco Unified ARV —F 7 ¥ AT LDOEFE
Thor bafRELET,

avY kK E—FK B (admin:)

FEREDHA K4

\}

GX) cBEICERNETITENZ 2> T B Y AR A v T a BN E BT
HE, TT—NERINET,

+ Unified Communications Manager O > A h—/VIKFHIZ & AT AT L > TERR S VA B ERE T
ATy M4 OFHELVSADRH Y T, BHAL, CLIOTATOa~vy RERITTE
i .ﬁ‘o

EZH
avy REEL~IL - 4
Ty — RO A
ji# %t 22 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
HF—r X
set account ssouidvalue
Zoavy REMEALT, BEOT T v b7+ — LEE OEABRN T OME EHLET,

set account ssouidvalue wuserid

BX DA INTA—4 R
userid ﬁ?ﬁ%”%@fﬁé’ﬁ%ﬁj—é VB & 5 B E D Cisco Unified
AR =T A VT VAT AOEEET T N EREL
\i?—o
AT K E—F A (admin:)

I avrroEE I



. set accountlocking*

EREDAARZA

\)

avrroEE |

GE)

* set account ssouidvalue userid =~ > RZ (T35 &, UIDEAZIEET L v 7 F3FER
N FET, UID ENZEH DA, samaccountname 17 7 4 /L bk T ssouidvalue & L CHRTE
SHET,

« HET S UID [EQFET 2 561E, =7 —nFnRanE7d,

EH
o<y REFHEL~UL 4
Ty 77— RO - RA]

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
"j_“_‘ t\\ =z

set accountlocking*

set accountlocking

Zoawy RiE, BEOEBRT Ao bOT A vy A X —TNVEREET =T
W LET,

set accountlocking {enable | disable}

BX DA

aAvU kR E—F

FEREDHA K4V

\}

INTS A—  ERBA
A

enable Thorsaw 32— LET,

disable Thyrbay7&%7 4 =7 LET,

FHZE (admin:)

GE)

DA<y R&EFITL T enable Z8BNT 2 L, BEE o VHENFEI Y, THhov b ay
77U NOBENBIFNCHEINENFET,

B o~ roxE
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set accountlocking count .

B2

i F %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A Cisco Unity Connection
set accountlocking count

ZoavwyRiE, =T hH o "By 7 ENDETOTa— iAo A dFTRE %
HELET,

set accountlocking count attempts

BX DA INT A— ERBA
3

attempts T H UL IR0 v I ZNDETOYA A U EITRISEERLET,
fEDOHPH - 2 ~5

F 74V MHE 3

avY R E—R EEE  (admin:)

FEREDHA KSq4y =TTV MR ay 7 SNDETOYA A VRITRED 7 o — SUEZEE 3 5121,
Tavry REFETLET,

)

CB)  Zoa<vry KNI, TAVC b By I BA X=TNVOGEICOBRAHTY, TAV b ayr
ETAE=TMITDE, THVY Ry 7 OEIFVAT LMICRIFSREEA, EORT I Y
YhBRyTEAR=TNIT DL, T T AN MED I DR S ET

=
o< REHEL~UL 1
77— REFOfER ;- AIEE

1 %14 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A Cisco Unity Connection

set accountlocking unlocktime

ZDa~< RiX, BAED Unified Communications Manager BHEEE T A v > hD v v 7 ZfRkrd
LI 2R E LET,

set accountlocking unlocktime seconds

I avrroEE I



. set cert*

avrroEE |

BXDEREA

\}

NS A—4H ERBA

seconds 2 7 wfiRERS 5 R 2 RV AL THE L £,
fEDOEPH = 30 ~ 3600
F 7 4V ME : 300

GE)

s THUY MI, RESNTWD e v 7 RSB S 255 0A, BEIZ e v 7 7R
EnEd,

DAy RE, TV MY I PARX—TNVDOGERICDHREHNTT, ThU by
TR TDHE, T buyrony 7 BRI AT DRESNLEYAL, £
D®%RT AT vy P EEMNCTDHE, T 740 MED 300 MEH I ET,

aAvU R E—F

set cert*

B (admin:)

EH
aw 2 REFHEL UL 2 0
Ty 77 L— RO - RA]

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
#— 1" X Cisco Unity Connection

set cert bulk consolidate

Zoavwy RE 2=y CHEHATRER TN TOMEREEZREAE LET,

set cert bulk consolidate wunit

BXDERA

ATV R E—F

HEREDAA K1Y

INTA— ERER

2

unit A=y MEERLE
ﬁ—o

B (admin:)

CERT O—#E#AFIZME A2 SFTP — NMEFREFEET 2L E R H Y £,

B o~ roxE
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set cert bulk export .

B2
a2 REHEL ~UL 1
Ty 77 L— REEOM : AlRE
i F x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H— R ¥ X Cisco Unity Connection,
EErEYY
set cert bulk sftp (8 ~<—3)

set cert bulk export

Zoa<wy NI, 2=y FCHEARMRERT R COEREEZ =7 AFR—FLET,

set cert bulk export unit

BX DA

O R E—F

INT A—  ERBA

A

export DI TZAZANDZ D=y MIERFRERT X TOFEHEFEL, FANIRE L
SFTP 7 —3 g /7 AR—F LET,

unit 2=y MERLET,

B (admin:)

ERALDAA FSc > CERT O fEH{EIHMAT 5 SFTP %— S ET 2 BEADH 0 £,

¢
o< REHEL ~UL 1
T w77 L— RO FlEE

i x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E X, LW Cisco Unity Connection,

1

admin:set cert bulk export all
Successfully exported tomcat certificate(s) to sftp server.
Successfully exported tftp certificate(s) to sftp server.

BMELEYY
set cert bulk sftp (8 ~<—1)

avrroEE I
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. set cert bulk import

set cert bulk import

ZDa< RiE, SFTP OSFTNIH D EAIEES N 2=y FOEEA R TIZA »AR— b
L\i‘a_c

set cert bulk import unit

X DR INT A — EHBR
>
unit =y MEERLE
—é’—o
avy R E—FK wEH  (admin:)

ERLOHA F5 4~ CERT O FEHEI T 5 SFTP H— A e+ 2 LER S Y £,

Z#H
a2 REHEL ~UL 1
T 7T L— REEOER - nRE

1 %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

1

admin:set cert bulk import all
Successfully imported tomcat certificates.
Successfully imported tftp certificates.

EErEYY
set cert bulk sftp (8 ~=X—72)

set cert bulk sftp
STy Wi, —AFREICHERT S SFTP Y— SO T 0 v 7 L kR LET

set cert bulk sftp

avy R E—FK EELH  (admin:)

EALDAA RS54 > CERT O—AFEEICH AT 5 SFTP H— WA fET 5 LER B ) £,

EZH
avy REREL~L 0 ]

B o~ roxE
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set cert default-ca-list disable .

T T L— RREOMEM - AlEE

1t F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, LW Cisco Unity Connection,

set cert default-ca-list disable

Zoavwy NI, VI AZNOTRTCOY =T, TR_RTCELIIFEDT 7 /1 + CAFFHE
N UET,

Zoa<wry REFEITLEYETHE, ZORETTXRTERII/REDT 7 44 D Cisco CA
REEZENCT D VI BERX v —URRRINET,

set cert default-ca-list disable {all |common-name}

GH) « Z M3~ K% Unified Communications Manager ®/37 U w3 % — /— KB EIT LT
L2 EEMERLTIIEEN,

« 7 7 )L h®D CA FEHEL ZHE T 5121%, show cert default-ca-list =~ > FAZFE{TL F

‘j‘o
X DA INTG A—4 SRER
all I IGAERNDT XTOY—"N5T 7 40 b
D CAGEAEZ T X THIBRL £,
common-name TG AARNDOTRTOY—" 5, BEoTs
7 /v b CAREAEZHIR L £7°,
ATV RE—FK B (admin:)

FEEEDHA KSqy 7 74N O CAGEHEFEZ T NTENCLZE T, ROFHRICOWV TR L T ZEN,

+ [Cisco Tomcat] . [Cisco CallManager] . [Cisco Tftp] . [Cisco Certificate Authority
Proxy Function] ¥ —ERXZHEEHL FT,

BEDT 7 3V bD CAGEHEZENC L% T, ROBFEHRIZOWTHRFT L T EE,

« [Cisco CallManager] . [Cisco Tftp) . [Cisco Certificate Authority Proxy Function| H—
EAZFEELET,

« [VeriSign Class 3 Secure Server CA - G3] FEHIEAZ I LTV H851X,.  [Cisco Tomcat |
P —ERADHZB/EHTHIET0 T,

I avrroEE I
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. set cert default-ca-list enable

=
a2 REHEL ~UL 1

i %4 : Unified Communications Manager

1

admin:set cert default-ca-list disable all

WARNING: This operation will disable all Cisco CA certificates that have been installed
by default. You can use the "show cert default-ca-list" to view the list of default
Cisco CA certificates.

You must restart the "Cisco Tomcat", "Cisco CallManager", "Cisco Tftp" and

"Cisco Certificate Authority Proxy Function" services after running this command.

This command should be run from the Publisher.

Do you wish to proceed (yes|no)? yes

Successfully disabled the default Cisco CA certificates.

Please wait for a few min to UI to reflect the correct status.

admin:set cert default-ca-list disable common-name

Enter the Common Name of Default CA Certificate : CAP-RTP-001

WARNING: This operation will disable the "CAP-RTP-001" Cisco CA certificate.

You must restart the "Cisco CallManager", "Cisco Certificate Authority Proxy Function"
and

"Cisco Tftp" services after running this command. This command should be run from the
Publisher.

Do you wish to proceed (yes|no)? yes

Successfully disabled default "CAP-RTP-001" certificate.

admin:set cert default-ca-list disable common-name

Enter the Common Name of Default CA Certificate : VeriSign Class 3 Secure Server CA -

G3

WARNING: This operation will disable the "VeriSign Class 3 Secure Server CA - G3" Cisco
CA

certificate. You must restart the "Cisco Tomcat" services after running this command.
This command should be run from the Publisher.

Do you wish to proceed (yes|no)? yes

Successfully disabled default "VeriSign Class 3 Secure Server CA - G3" certificate.

admin:set cert default-ca-list enable common-name
Enter the Common Name of Default CA Certificate : capf

The capf certificate is not in the list of default Cisco CA certificates.
admin:

set cert default-ca-list enable

Zoa<wy NI, 7 ITAXNOTRTOY—T, CAPFEHZRS T RTCERIIRHEDT 7 +
VN CAFEREZAENC L E T, CAPFFHGEHEX., 7 7 A X 2K TiL7: <, Unified
Communications Manager ®/3X7 U v o ¥ — /— K TOLAEFMMILET,

Zoawr REFITLEIETHE, ZOBIETIT XTERIIREDT 7 4 /L b D Cisco CA
FERAEAEEGEAEL LTANCT A WO BE X o —UNERENE T,

set cert default-ca-list enable {all |common-name}

. avY RmE



I avy Fmi%

\}

set cert default-ca-list enable .

G¥)

« Z =2~ K% Unified Communications Manager /37 U w3 % — /— KB EIT LT
LHZLEMBELTIEIN,

« 77 3/ D CA iFHES Z BUS T 5121%. show cert default-ca-list =~ > FZEITL £

R
BX DA IRTA—4 SR
all 75 ARNOFTRTOHF—NOF 7 4L kD
CAGEHAEEZ T X THEDICLET,
common-name 75 ZBNDFTXTOY—NTHEEDT 7 +

O R E—F

FEREDHA R4V

U CAFEHEEZAICLET,

P (admin:)

F 74V hD CAGFHEEZ T RTHEMMCLZE T, ROBHRICOWTHRHF L T ZEW,

+ ICisco Tomcat] . [Cisco CallManager] . [Cisco Tftp] . [Cisco Certificate Authority
Proxy Function] #—UE A& FEE) L £7,

YEDT 740 FD CAFEHEZEEZ AN LI T, ROBFTHIZOWVTHRETL T X,

« [Cisco CallManager| . [Cisco Tftp] . [Cisco Certificate Authority Proxy Function| H—
EA &I L XTI,

« ['VeriSign Class 3 Secure Server CA-G3] FEHHEZ AN L TV A5G, [Cisco Tomeat)
Y —EAD L Z FEETIUL 5T,

B
a< Y FEFHEL UL ]

1 %14 : Unified Communications Manager

1

admin:set cert default-ca-list enable all

WARNING: This operation will enable all default Cisco CA certificates

as trusted certificates for all nodes in this cluster.

You can use the "show cert default-ca-list" to view the list of default

Cisco CA certificates. You must restart the "Cisco Tomcat", "Cisco CallManager",
"Cisco Tftp" and "Cisco Certificate Authority Proxy Function" services after
running this command. This command should be run from the Publisher.

Do you wish to proceed (yes|no)? yes

Successfully enabled the default Cisco CA certificates.

Please wait for a few minutes for the UI to reflect the correct status.

avrroEE I
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. set cert delete

admin:set cert default-ca-list enable common-name

Enter the Common Name of Default CA Certificate : CAP-RTP-002

WARNING: This operation will install the "CAP-RTP-002" certificate as a trusted certificate
for all nodes in this cluster. You must restart the "Cisco CallManager",

"Cisco Certificate Authority Proxy Function" and "Cisco Tftp" services after running
this

command. This command should be run from the Publisher.

Do you wish to proceed (yes|no)? yes

Successfully enabled default "CAP-RTP-002" certificate.

admin:set cert default-ca-list enable common-name
Enter the Common Name of Default CA Certificate : VeriSign Class 3 Secure Server CA -

G3

WARNING: This operation will install the "VeriSign Class 3 Secure Server CA - G3"
certificate

as a trusted certificate for all nodes in this cluster. You must restart the "Cisco
Tomcat"

services after running this command. This command should be run from the Publisher.
Do you wish to proceed (yes|no)? yes
Successfully enabled default "VeriSign Class 3 Secure Server CA - G3" certificate.

admin:set cert default-ca-list enable common-name

Enter the Common Name of Default CA Certificate : CAP-RTP-003

The CAP-RTP-003 certificate is not in the list of default Cisco CA certificates.
admin:

set cert delete
Zoa<wy NI, A=y P OEBEDEAEY 7 A VA HIBRL F9,

set cert delete unit name

X DR IS5 A— EHER
]
unit 7 3 O4Fi% Town) F721X Twust) IZRELET,
hame REED 7 7 A V4,
ATV K E—F B (admin:)
=5

o< REHEL ~UL 1
T o7 L— REEOMFER - aJHE

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, LW Cisco Unity Connection,

1

admin:set cert delete cucm siptest.pem

. avY RmE
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set cert import .

set cert import
Zoavy Rk, BESNEAED X 4 TORE SN EL A VR — P LET,

set cert import type name [caCert]

XX DA INTA—  EiEA
3
type FEAED X A 7% Town) F72ix Ttrust) ITHEELET,

name 2=y MaERLET,

[caCert] CAFEFAEZ 7 A VDOL4RTIZE L E T,

aAavY R E—R BELE (admin:)

EZH
gy RERHEL ~L @ 1
T o7 L— RGO FIRE

i F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

1

admin:set cert import trust tomcat

Successfully imported certificate for tomcat.

Please restart services related to tomcat for the new certificate to
become active.

set cert regen
Zoawy RiE, AESN-2=y FOBIEE AR L ET,

set cert regen name

EX DA INT A— EmBA
>
name o=y MEFRLE
7T
avY R E—R BELE (admin:)

I avrroEE I



. set cert regen ITLRecovery

avrroEE |

=
a2 REHEL ~UL 1
77— REFOMER - AR

18 %52 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A ¥ X Cisco Unity Connection,

1

admin:set cert regen tomcat
Successfully regenerated certificate for tomcat.

set cert regen ITLRecovery

oA~y RiE, BE SN2 = F® ITLRecovery #slE % R4 L £,

Zoa~v RuE AL T, tokenless CTL Z i L T\ %2>, ¥ X OF CallManager RIEPH & 4 FA4=
L TN NERRT DEERA v —UNFRRSNIZH, CTL 7 7 A /W S 4172 CallManager
FERAENH Y . FORFHAENRT Y RRA M L TEHSNTWS Z L 2R L £, FEH
HEHAERT DT, Tyes) Z AN LET, BERLRWSGAIE, Tnol ZANLET,

set cert regen [TLRecovery

B DEREA

aAvU R E—F

NS A—5 B
ITLRecovery ITLRecovery sEFH#EZFR L £,

B (admin:)

=25

TIT 477D X ICHEAER SN T-FEHED ITLRecovery (2B 25— B A & HiEL#i 4 %
VENRHD £77,

oy REFEL L ]
T ST L— REFOER - ARA]

it F %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, I LW Cisco Unity Connection,

il

admin:set cert regen ITLRecovery

WARNING: If you are using a tokenless CTL and if the CallManager certificate is recently

B o~ roxE
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set cli*

set cli* .

generated, please ensure that the CTL File already has the new CallManager certificate
and is

updated to the endpoints, before generating the ITL Recovery certificate. Are you sure
want

to proceed?

Proceed with regeneration (yes|no)? yes
Successfully Regenerated Certificate for ITLRecovery.
You must restart the services related to ITLRecovery for the regenerated certificates

to
become active.

set cli pagination

Zoavwy RNI, BEOCLI Yy Y g V THEISRR—V 2 A 34 7 LET,

set cli pagination {on | off}

B DEREA

INT A—  ERBA

on WR—TEF N LE
TO

off HR—=TEA I LE
R

AR E—F

EH#E (admin:)

Z¢
gy RERHEL ~L @ 1
Ty 77 L— REEOER - ARWA]

it F %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, I LW Cisco Unity Connection,

admin:set cli pagination off
Automatic pagination is turned off

set cli session timeout

TDavw NI, TIT 47 RCLIE Yy a U RNEA LT LB EN D E TORM 245
NMTERELET,

avrroEE I
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. set commandcount

set cli session timeout minutes

EX D NS A— FEA
3
minutes 77T 7R CLIE Y ¥ a yNEA LT T N LY E D £ TORMZ 3 HALT
HELES,

o [EDO#EPH : 5 ~ 99999 43

e T 7 )L ME : 304y

a<vY R E—F EHE (admin:)

FEELEODHAKSqy HLlnkyrar XA L0707 MEZ, HILWCLIE Yy v a U TRELICHMICR S Z LIk
BELTLEE, L. 72747 vy a i3 cd A4 L7 7 MEZIRFFLET, 7.
show cli session timeout =~ > R CiX, BfEOE Y > a VB LWMEZMEH L T RWEET
b, ZTOENPKBESIET,

\)

CE)  ZoREIX. VY7 T Ty — Rk TS, 74V MEIZY By hERE
A,

Z¢
g REFEL~UL @ 1
Ty 77— REEOER - AW

1 %14 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H— B & ¥ L Cisco Unity Connection,

set commandcount

Zoavw s RiE, CLIavwy Ry 7 REER LT, ETEADCLIaZ~Y Y ROBMPERS
NnNHEHTLET,

set commandcount {enable | disable}

B DR

ul
&

INS A—  ERBH

2
enable aw L RO T e F AT LET,

disable g KOOI " e F Il LET,

B o~ roxE
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setesrgen ]

avYRE—R BELE (admin:)

=5
o~ REREL L ]
T w7 T L— RO - R

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set csr gen
Toa<wy KNI, 2=y D cesr KR LET,

set csr gen name

BX DA INTA—  EREA
3

name REAEEART A=y FEBEELET,

avY kR E—FK B (admin:)

=2

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, I LW Cisco Unity Connection,

1

admin:set csr gen tomcat
Successfully Generated CSR for tomcat.

Z¢
gy RERHEL ~L @ 1
Ty 7T L— REEOER - ARW]
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. set cuc jetty*

set cuc jetty*

set cuc jetty stderrlog

Zoawy R, Jetty V=L OBETICRAET HIHEOHHIERELT —DTT— 0 DA
EA RX—TNERITT 4=V LET, ZOZT— R ERIND L, XK
/var/log/active/jetty/ DH ATFAEEIZR D £,

set cuc jetty stderrlog {enable | disable}

BX D& INT A=A s BA
enable Jetty ' —_Ox=T7— v /i A
F—7MZ L ET, enable T
[ e S N S A E W [T
NHZEIERLTLES
AN
disable Jetty f— D= F— a /%
F 4 E—7 NI LFET, disable
TIE, RICFE NS
INDHZEICERELTLES
AN
ATV RE—FR HEH  (admin:)

EREDAARZA4

A

AR Jety VO T— T kA X =T NEIET 4 B—T M L%, Jetty — B A Z L
T LHMLENDY FT,

=2

vy REHEL L 10

Ty 7T L— REEOREHR] « R

1 %42 : Cisco Unity Connection @ 7,

Jetty Y —/\DITS5— 0T %4 R2—TIIZT B4l

admin:set cuc jetty stderrlog enable

Command is executed successfully
To effect changes restart jetty server
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set cuc jetty stdoutlog .

Restart Jetty Server through Unity Connection Serviciabilty .

Go to Tools -> Service Management -> Restart Connection Jetty Service.
Check the logs that should not be generated after running above command.
Check the requestlog by sending one voice message through webinbox.
Notifications should not come in logs

set cuc jetty stdoutlog

Zoawy R, Jetty br— "L OBEHFICERSINOEEDO AN B IO v 7% A4 2 —7 1
FLET =TI LET, ZOREEOANBIOH I n FBRERESND &, /N A
/var/log/active/jetty/ OB ATFAEEIZR D £97,

set cuc jetty stdoutlog {enable | disable}

BXDEREA

aAvU R E—F

FREDHA FSA4 Y
A\

NS A—4H E1EA

enable Jetty — "DIEHED A T3 X
OCHim 7% A4 x—7 2L
F 9, enable TIL, KXFL
INSCFIRER S D T EITTE
BELTLEEN,

disable Jetty —/"DIEHED A1k &
e 77 48—7 i
LF7, disable TiX., K¥XF
EINUFERERI SN D Z &I
AELTLIEEN,

EHHE (admin:)

IE

Jetty = NOEED A B IO Im 7% A X —TVETXT 4 B— 7 I LT2tRIE, Jetty
P RAEHEBTLILENDH D ET,

EH

avy RRHEL~UL 1 0

Ty 7T L— RGO« Aw]

i F %42 : Cisco Unity Connection @ 7,

Jetty H—/\DEBEDAAB I UVHAQTEA X—TILIZT B4

admin:set cuc jetty stdoutlog enable

Command is executed successfully

avrroEE I



. set cuc jetty requestlog

To effect changes restart jetty server

avvroHE |

Restart Jetty Server through Unity Connection Serviciabilty .

Go to Tools -> Service Management -> Restart Connection Jetty Service.
Check the logs that should not be generated after running above command.
Check the requestlog by sending one voice message through webinbox.

Notifications should not

set cuc jetty requestlog

come in logs

ZOa=y RiE, TXTOERBEHNSNLHEIT, Jetty V— bR S ERn 7 & A
R—=TNEFT A= M LET, ZOFRe IRERENDL L, /A

/usr/local/jetty/logs/ PHATFHREIZR D £7°,

set cuc jetty requestlog {enable | disable}

B

Jetty r— "D HR 1 7% A
F—T7 M LET, [lenable]
Tl KRICFE/NSCFH A
SN EICEBELTLES
U,

Jetty b — DR w 7% T 4
t—7 Mz LET, [disable]
Tl RICFE/PSCFH A
SNDHZEITERLTLLES
W,

X DR NS A—4H
enable
disable

aAavY R E—FK P (admin:)

FREDHA FSA4 Y
A\

ER Jetty V—OFRT T EA X —TNETNET 4 B—T M LIRIE, Jetty H— B R & L E)

TOBENRDY £,

B2

Ay REFHEL UL 0
T T L— REEOMER - ASAf
1 H %4 : Cisco Unity Connection 7,

Jetty F—/\DEXRO T & A R—TILIZT %451

admin:set cuc jetty requestlog enable

. avY RmE
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set cuc srsv timeout .

Command is executed successfully

To effect changes restart jetty server

Restart Jetty Server through Unity Connection Serviciabilty .

Go to Tools -> Service Management -> Restart Connection Jetty Service.
Check the logs that should not be generated after running above command.
Check the requestlog by sending one voice message through webinbox.
Notifications should not come in logs

set cuc srsv timeout
ZPDa<wy RiE. SRSVt ary FA LT Y NOEEBZELET,

set cuc srsv timeout timeout value

B DA INTA—% FRBA
timeout value 2~ a0 77 NOEMERELET,

avU R E—R EELHE  (admin:)

=2

v RRHEL -~V 0]

Ty T L— REEOMH - ARA]
1 %4+ Cisco Unity Connection

set cuc trace

IDawry REERATLE, BESNEZ ML —ABLO L —R L\LE A X—TVE T2
TAE—TNCTHIENRTEET,

set cuc trace {enable | disable} trace name level

X DERHA INT A —
A

enable Connection h L —AZ A X —7 /M2 LET,

t8A

disable Connection b L —RZ2%&F 4 Z—7 MIZLET,

trace name A X—7)VEIIT 4 =T NI TDH L —ADOAFTERELET, FL—24
TiE, RXFEANLFRRAISND Z LITEBEL T ESVY,

I avrroEE I



. set date

AU kRE—F

FEREDHA K54

avrroEE |

INT A—  ERBA
2
level AFX—TNEILTT 4 B—TWIZT D trace name DL~V EFFELET, & hL—

AL, RT3 DLV LIRS AL, 005 30 OFFNFIFohET, BE
SN b L—RIZELT, &L-VUIGE L TRRD XA TOERPM RSN E T,
BEDOL_NVEA Z—TNVNELITT 4 =T N THEEIE. Hor~Z2ERLT
LAV XEI0 | A 7R L TLLO#EERTZENTEET, 23—
AIFEHTE EH AL

¥ (admin:)

BEAINZ > THD FL—RE FL—RZ2 LLD Y A &2 FRT 5HIZ1E, show cuc trace
levels =~ >’ (Cisco Unity Connection D) Z i L 7,

=2

vy FRHEL UL ]

T 7T L— FEEOER « RA]

J A %14 © Cisco Unity Connection 0D 7,

VUl fL—X 1, 13, B&UTM1T~20%F 1 R—TILIZT B4

admin:set cuc trace enable VUI 1,13,17-20
VUI trace levels are now set to: 1,13,17-20

VUl FL—R LALLM BEIVBIZHESNTOHKETWI FL—R1T~20%T 1
T—TNIZT Bl

admin:set cuc trace disable VUI 17-20
VUI trace levels are now set to: 1,13

EErEYD

show cuc trace levels

set date
Zoawy R YDA E B EEFELET,
set date HH:mm:ss:MM/DD/YY

BX DR INS A—  FiEA
A

HH:mm:ss B (24 BefIER) 2R LET,

B o~ roxE
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set dscp* .

RS A— B
5

MM/DD/YY AfERZFR L ET,

GE) HAER, MM/DD/YYYY b f57E
TEET,

AT KR E—F B (admin:)

FEREDHA RSy T—=7SDSMENTP = LRI 2 L) ICRESNTWDEE, Zoavy FEMTLIc
I, TNHEDONTP b= ~NTHIFRT 2LERH Y £,

=2

1 H %4 : Unified Communications Manager 33 J2 TY Cisco Unity Connection,

HEZ2122F4A 138F% 2105 3B IZHRET S5

admin:set date 14:10:33:04/13/12

=
oy REFEL UL ]

T o7 L— REEOER - RA]
set dscp*®

set dscp defaults
Zoawy Rk, TRTCOR— b ¥ 7% THHFATRFO DSCP % EICi%E LE T,

set dscp defaults

ATV RE—FK BELE (admin:)

FEREEDHA KSq4y ZOIAXUFEFETTLE. T 74/ MSOFTTO DSCP REDVHIFRSNET,
show dscp defaults =~ > RZHH LT, THHMIREO DSCP % E xR T 7,

=
oy REFEL L ]

Ty 77 L— REEOER  ARW]

I avrroEE I
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. set dscp
it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,
set dscp
ZOa=y RiX, 8 TCP £721X UDP /N7 v h®D DSCP v —F > V& A X —T)VETIET «
=T M LET, BH—OR—k ¥ 7 EF7FTTOR— K ¥ 7O DSCP & —FEIlA X —
TNVERIFT 4 =7 M TEET,
set dscp {enable | disable} {allport tag}
EXDERH INS A—  EiEA
A
all TRTODSCP R— |k 7 %&T 1 E—T /M LET,
port tag  DSCPHR— b X7 %K LET, DSCPHR—k X7 &iX, A— NafEHTL77Y
r—a rEWT 57O TCP £721Z UDP R — MIv vy B 7 ST 5
FH|TT, i, showdscpdefaults =< > R &1l 9 5 BRI E R S5 [portTag]
T A=V ROTEDOETT, A—F ¥ 7 OREITFANICERINET,
AT R E—FR EHE (admin:)

Z
oy REFEL L ]
T T L— REEOEH - RA]

it Fl %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set dscp marking

Zoa<r RiE, BEEODSCP 7 I ABLOEIEEZHEHAL T, A"— s ¥ 7 ODSCP~—F > 7
EERELET,

set dscp marking port tag value

B D

un
&

INT A— EqBR

2

port tag  DSCPR—h #7 %K L%d, DSCPR—h X7 L1E, R—bE2EHATHT77Y
= a VEBIT DI TCP £721X UDP AR — M~ v BV 7 3N TW5H X
FHITY, ZAUL. showdsepdefaults =~ > N & 95 BRICF R S 415 [portTag]
T 4=V ROTEOOETT, A— bk ¥ 7 OFEILFANIERINET,

B o~ roxE
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set dscp marking .

INS A—  EqBH

value DSCP DfE T4, BEZND DSCP 7 7 A DL Hi1&H ANJ1T 50, £330 %2 10
HEFIT 16 HEEILTASNTE 4, 16 HEFLOEMEOFNIC 0x 7213 0X &2 fHF
iﬁ—o

AT KR E—F B (admin:)

FEREDHA KS4 > DSCP TERINDARRT 7 A%IF, RO LEY TT,
e 7T AL/ ZDIE : CSO, CS1, CS2, CS3, CS5, CS6. CS7

7 A L7 Z (CS) OftilX IP Precedence DB IZ %t L. IP Precedence & 55412 H.H#atk:
NH FEJ,

« RAWAROME : EF

EFPHB (L., {HHSNE ., fREEHIRNE, D720 IE, Dy v X B2 MFE L 32 VoIP 72 E D
T r— g AZELTWET,

¢« XA N 74— hOfE : BE

ZOfEIXT 7 4V s PHB & HFE AL, EARIIC0x00 E~—27 SH 7y FEEELE
@—O

Fo. XY FT—7 —ENEDOMKDRA N =7 3 — MOV —E 22 EE L ET,
o HERBHAE OO © AF11, AF12, AF13, AF21, AF22, AF23, AF41, AF42, AF43

FHAE 7 T AT ATEEH Y . ENEN3 OO My TEENENRH Y £,

IO DERNE.DEIZ, X7y ERRy N =7 DRRBRIC L > T Re y 7S blEF %

ERLET (MERES) o 2& 21T, AF13 7 5 AD /34y NI AF12 O34 > - ORi
W Re vy 7EnEd,

¢
o< REHEL ~UL 1
T T L— RO - KA

i x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E X, LW Cisco Unity Connection,

avrroEE I
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. set ipsec*

set ipsec®

set ipsec policy_group
Zoavwr Rt BESNERY — I —TZ4Dipsec R Y —% A F—T M LET,

set ipsec policy_group {ALLZ /L —7"}

X OEREA NS A—4H Bl
ALL T_TDipsec R Y v— T N—T %A F—T LT
LET,
group A R—=T NI T DREED ipsec R ¥— 7 —F
DL4RTERRELET,
avY R E—F EHE (admin:)
EZ¢

av s REHEL L 2 ]
Ty T b— REEORER] « ]
1 %15 © Unified Communications Manager 33 J2 UY Cisco Unity Connection,

set ipsec policy_name
Zoa<wr RiE, FFED ipsec RV —% A F—T M LET,

set ipsec policy_name {ALLpolicy name}

BX DA NG A—4H £ EA
ALL T_TOD ipsec B Y —% A
F—=T M LET,
policy name A F—T NN T DHFE D ipsec
RY —OXAHTZHE L %
j—c
avy R E—FK EEH  (admin:)
BH

a2 REHEL ~UL ]

B o~ roxE
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set key regen* .

Ty T — RO AR
Ji 5%t 28 : Unified Communications Manager 33 J2 U8 Cisco Unity Connection,

set key regen®

set key regen authz encryption

Unified Communications Manager /X7 J v % /— R CZDa~vy R&3479 5 L Cisco
Jabber FERE TN S 4125 OAuth 77 B A b —2 B X OHH b— 72 v 2Kk 3 2 PG 7
F—EHAERTEET,

Aa<wY R E—FK HHZE (admin:)

EZH
gy RERHEL ~L @ 4
T L— RIGEOMER © AF]

Ji %28 : Unified Communications Manager, IM and Presence ¥—E &,

set key regen authz signing

Unified Communications Manager /X7 J v % /— R CZOa~vy REETT 5 L, Cisco
Jabber FFETHEH S5 OAuth 7 7 £ XA b—27 VBRI UEH b—27 LCELT DT DIEXS
FRRSA F— T ZHAERTE ET,

avY kR E—FK BHFE  (admin:)

FREDHA K514 EH
g REFEL~UL @ 4
Ty T L— REEOFER - ARA]

18 FH %42 : Unified Communications Manager, IM and Presence H— & %,

set logging

Zoa<wy REfEATSHE, CLIAdmin 2 7% A4 2 —T7NVERET 42— NMITBHZENT
xFET,

set logging {enable | disable}

I avrroEE I



. set Login Grace Timeout

avrroEE |

BXDEREA

aAvU R E—F

INT A—  EREA
A

enable aX T EA N LET,

disable X e d I LET,

FHE (admin:)

=5
a2 REHEL~UL 2 0
Ty T L— RO A

i F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A IO Cisco Unity Connection,

set Login Grace Timeout

Zoawy REMHT % L. LoginGraceTimeout fH % 8 € DEIZERE TE £,

set Login Grace Timeout LoginGracelimeout value

BX DA

aAvU R E—F

T A—4 B2l
LoginGraceTimeout value 7 7' A LRI D % A4 57 7 b+ %777 LoginGraceTimeout fifl % 5% i
LE7,

B (admin:)

=
a2 REHEL ~UL 1
Ty 7T L— RO AR

1 F %42 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A F I Cisco Unity Connection,

set network*

set network cluster publisher

IR NE Ry bPI—=7 7 FAZNTV oY DRRA MBI ORIPT FLAZREL
i‘a_o

B o~ roxE
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set network cluster subscriber details .

set network cluster publisher {hostname | ip} name

EX DA NS A—4H HoL:L
hostname X NI—7 7T AZDKA
N EREELET,
ip Xy NT—=0 7 FAZDIPT
FLRAZRRELET,
name Iy NT—0 T RE RT
Uy xIZEDYTHEA L
HEZIZIP T KL ATY,
ATV RE—FK EHA (admin:)
EH

gy RERHEL ~L @ 1

T w77 L— RREOREH] © ATRE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence

H—E X, I Cisco Unity Connection,

set network cluster subscriber details

Tomcat Web % — 334 7> L CGUILIZT 7 B ATERWEIE, Zoa~vr REEHLTHT
AT A /3% processnode F 7213 appserver 7 — 7 /UITEIN L E 7,

set network cluster subscriber details servertype hostname ip domainname

BX DA INT A=A

Bl

servertype

ZDOsXT A—H|ZE, Unified Communications
Manager, IM and Presence ¥— E A Cisco Unity
Connection DWTNNAORLAEIRL ES, 2D
74—V RIZMZETT,

hostname

U T ARIENTS ) — ROKRA M, mA ML
FCRAAS L THR—=FEINFET, ZOT7 44— K
{iLIZ\ZE\VGTo

ip

7T AZEBIMNT D) — ROIPv4T LA, IMand
Presence /X7 U » I ¥ 33 L U Cisco Unity Connection
DA, THIEIMET 4 — R TT,

avrroEE I
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. set network cluster subscriber dynamic-cluster-configuration

INGA—=5 Bl

domainname IM and Presence 4 —E A X7 U v ¥ D KA A
4, IMandPresence /X7 V) v o ¥ DA, TN
H7 4 —)V KT,

avY kK E—FK B (admin:)

¢
o< REHEL ~UL 1
T w7 L— RO FlEE

18 F%}5 : Unified Communications Manager, IM and Presence — A 35 & O Cisco Unity
Connection,

set network cluster subscriber dynamic-cluster-configuration

NIV X THEAT I VT IV TAZBEEAFT—TNMITHIZE, Zoa~vr ReEFEHALE
T, Zoavy REFEHALT, =R TRI7 54 R ) — KT vy =N F—7F
JNZIBINTE DI ZRE L E T, T T AT T4 ) — ROBIMNIEHICEIESND 129,

INBED /) —FRid, YT AT TAN ) —=RDA A N—)VHHZ, TV v % OFEHI 2%
HUETIHY FH AL

set network cluster subscriber dynamic-cluster-configuration {default | no. of hours}

X DA INT A—  ERBR
2

default UREMFA T I v T IV TAZEEEA F—T VI LET,

no. of 1 ~ 24 B O ZfRE L 7,

hours
avY RE—F EHE (admin)

EZH

ji# %42 : Unified Communications Manager, IM and Presence $— "2 33 J O Cisco Unity

Connection,
set network dhcp eth0

Toavy NI, A=Y Xy h A FZ—T A ZA0DDHCP #A X —7INVEIZT 4 —7
MILET, A — PRy P A Z—T A XA 1TIFTRETETET A,

set network dhcp eth0 {enable | disable } {node ipnet maskgateway ip}

B o~ roxE
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set network dns .

BX DA INT A—H A
eth0 A—=PFy b A F—=TxAA0EEFELE
¥,
enable DHCP % A x— 7 /WZ L £ 7,
disable DHCP %7 4 &—7/WZ LE T,
node_ip PF—ROREEIP T NLAZRLET,
net_mask P—=RNOH TRy N AT ERLET,
gateway_ip TI7HNVENT—=b T2 ADIPT RLAZRL
ES I
ATV R E—F B (admin:)

FEREDHA K4V

R BT AL, VAT AREEBIINET, WThAOIP T FLREEE LEGAIE, LT
RTCO/ — REMEHT5 2 L2 BEn LET,

EH
o~ REREL L ]
Ty L— REEOER « ARWA]

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence

H—E X, I Cisco Unity Connection,

set network dns

T4 ERIFEHI L FY DNS Y —DOIP 7 FLAEZRELET,

set network dns {primary | secondary} addr

X DEREA INSA—4 B
primary
secondary
addr T4V ERTEIZY

DNSH—_DIPT KL A%
LiTo

avrroEE I
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. set network dns options

avY R E—FK EELH  (admin:)

=5
o~ REREL L ]
T 7T L— RO - RA]

it f %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

GE) DNSH—1DIPT FLAZETET HEA X, utils system restart CLI =2~ > REHH L CTH—
NEeFRETHLENH D T,

set network dns options
DNS 47> a v a#ELET,

set network dns options [{timeoutseconds}] [{attemptsnumber}] [{rotate}]

BX DA NS A— EREA
3

timeout DNS XA L7 hNEZTELET,

attempts  DNS ZROMITEE AR E L 7

rotate REENTWVWADNS Y — "D —F—3 g U270, ARMaomISTEd,

seconds — DNS X A L7 7 M 2R EA THRE L £,

number AT AEEE L ET,

FERALDHA RSy ZOa~vr RERTTLE BEIVAT AFEH S TOLET,

a<vY R E—F EHFE (admin:)

=
gy REFEL L 2 0
T ST L— REEOE T - AlRE

i F %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, I LW Cisco Unity Connection,

B o~ roxE



| a~>ro®

set network domain .

set network domain

\}

VAT IAD RAAL A EFRELET,

GE)

\}

RAAL B ZBERETDE, Ty 7n— RSN TXTOY— R =7 ¢ WOBL & FEHEL
e 9~ T Unified Communications Manager st Bl E23 HEIIZ AR SNV E T, F— 0 H
ICHES L%, EX =27 (BRE) £— RCEMETL2EHEEIZ, CTLZ 747 M2k b
RO LW CTL 7 7 A W ~OEF 2T 5 TH— T TE £ A,

GE)

N IE LB ESND Lo, —"Z 16T OomEHLET, AL U ADEEFED
FEAZDUWTCIE, [ Changing the IP Address and Hostname for Cisco Unified Communications
Manager] ZZH LT 7Z30,

set network domain [domain-name]

BX DA

aAvU R E—F

FEREDHA FS1 Y

NG A—%  EHER
domain_name £|) M TAHI AT AL RAAL 2R LET,

B (admin:)

Zoa~y FOFETERT D0 E I hismhRbivET,

BATT D& Ry BT =7 B —RRICYIr S E T,

EZH
o~ REFEL L ]
T o7 L— RO - K]

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, LW Cisco Unity Connection,

set network failover

Z @3~ RiE, Media Convergence Server * v NV —727 A 2 —7 = A A J7— R® Network
Fault Tolerance % 1 *— 7 /VE 72137 4 E—7 MIZ LET,

set network failover {ena | dis}

avrroEE I



. set network gateway

avrroEE |

BXDEREA

aAvU R E—F

INTD A— EREA
ena Network Fault Tolerance % *r—7 /L2 LE T,
dis Network Fault Tolerance %25 4 & —7 /LIZ L £7,

FHE (admin:)

=5
o< REHEL ~UL 1
Ty T L— RO A

i F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A IO Cisco Unity Connection,

set network gateway

Xy b= F=F T2 ADIPT RLAZHEELET,

set network gateway addr

BX DA

ATV R E—FR

HEREDAA FZ14 Y

A

INT A —  EREA
5

addr BV U TCHERY MU= F— A DIPT RLAZELET,

A (admin:)

Zoa~y FOETERT 20 E ) hismhbivEd,

IE

BATT D&, VAT ANHEBHISNET,

=
a2 REHEL ~UL 1
77T L— REFOfER - AR

1 %15 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A IO Cisco Unity Connection,

B o~ roxE
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set network hostname .

set network hostname
Toavwy NI, BHENRY NU—T RAMEHFREL, J—FODIPT FLRAEEE L,
VAT AEBHEECESLLICLET,

Zoa~wy RERLAFNC, EHEITIENRDRF AN 7T v T H2 ST AMLENRH Y £3°,
T/, RAM (FFRIFFRARLEIPT RLR) OEFELEZRLHENC., BHEIIRZFEITT

LLENH Y E7,
« show hcs cluster verify detailed #5217 L, 7 7 A X REICHE LORED RN & 2k
LET

» set hes cluster config Z3E/TL, 7 7 AXREELHLET

« show hes cluster verify detailed Z321TL, 7 7 A X REZMER L ET

set network hostname hostname

BX DA INT A—  EREA
3

hostname L 2T LDEFH LWLy NT—T RANEPELET,

G¥) ZDRA MAIE, ARPANET R A A OHRANIHEY RERH Y £7°,
FHERRBIZT V7 7 Xy NCFTRITUT R T, ZALSAOEASITIE
BT, N T U EGHTEET, AR MMOESIZ3 LTETTT,

avyY R E—FR EHE (admin:)

s
=3

FEREDHA KSq4y ZOATY FOFETERTDH0E D phsmRONET,

A

R BITT AL, VAT ARFEEIINET,

=2

o=y REMHEL UL 0

T T — FREOMEH - R

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, I LW Cisco Unity Connection,

1

admin:set network hostname

WARNING: Changing this setting will invalidate software license
on this server. The license will have to be re-hosted.
Continue (y/n) :

2%y FORE
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. set network hostname

Continue (y/n)?y

ctrl-c: To quit the input.

*** WARNTING ***
Do not close this window without first canceling the command.

This command will automatically restart system services.
The command should not be issued during normal operating
hours.

Note: Please verify that the new hostname is a unique
name across the cluster and, if DNS services are
utilized, any DNS configuration is completed

before proceeding.

Security Warning : This operation will regenerate
all CUCM Certificates including any third party
signed Certificates that have been uploaded.

Enter the hostname:: app-lfwelty5

Would you like to change the network ip address at this time [yes]::

Warning: Do not close this window until command finishes.

ctrl-c: To quit the input.

*** WARNTING ***

Note: Please verify that the new ip address is unique
across the cluster.

Enter the ip address:: 106.1.34.154

Enter the ip subnet mask:: 255.0.0.0

Enter the ip address of the gateway:: 106.1.1.1
Hostname: app-lfwelty5

IP Address: 106.1.34.154

IP Subnet Mask: 255.0.0.0

Gateway: 106.1.1.1

Do you want to continue [yes/no]? yes

GE)  HIHIL [yes] ZIETHZLICEoT, MAREIPT RLADWHALEETE £
T, KA NPT EEET S0, [no] ZEELET,

. avY RmE
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set network ip eth0 .

set network ip eth0
A —FFXy AL F =T 2 A ZAO0DIPT RLAZZRELET, A—F Ky h A F—T=A
A TIERETEET A,
ZOavy RERBDLHNS, EHFIIERRDRF Ny 7T v T hfio TWHRLERH Y £7,
Fo. IPT7 FLAOERZR A DHNS, BHEFIIREFATTLILERDH D £,
« show hes cluster verify detailed #5217 L, 7 7 A X REICHE LORED RN & 2 gk
LET
* set hes cluster config ZE(TL, 7 7 AXREZLHLET
« show hes cluster verify detailed Z321TL, 7 7 A X REZMER L ET

set network ip eth0 addr mask gw

DR NS A—H ERBA
eth0 =Py b A H—TxA
A0 ZfRELET,
addr HODYBTARIPT RLRAZERL
i‘a‘o
mask EYYTHIPVAIERLE
7,
gw BB THRIPT 74 b F—
Y= BRKLET,
avY R E—FK ‘EEH  (admin:)

FEREDHA KSq4y ZOATY ROFETEHT D20 E D phmRONET,

A\
EE BHTTH L. VAT AREEBESNET,

=

o< REHEL ~UL 1

T 77— FREOMEH - R

i FH %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E X, LW Cisco Unity Connection,

2%y FORE
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. set network ipv6 dhcp

set network ipvé dhcp

Zoa<r Rk, Y—EDODHCPV6 7 AT baKEL., IPv6 VR — & A F—TLIT
LFEY, BEEZNBT DI, V—"EEHE#SHTILERHY £,

set network ipv6 dhcp {enable | disable} [reboot]

X DERHA INT A—  ERBA
2
dhcp P — R EDDHCPV6 7 FA T v "R E LET, 7 74/ hTid, DHCPv6 7 7

ATV beA X—=T NI LB TH—NEHE# Sh A, ZEEZMRT DT
I3, reboot/NT A —F ZIRET HNFE T — A" HEHTLZLICL T, P—
NeBEBTLIHLENRD Y T,

enable IPv6 i — h & A 2 —T M LET,

disable IPv6 R — r 2T 4 E—7 NI LET,

reboot (fEE) 2~y FOANBIZYH—"PHBMICHESH T XL 51 LET,

AT RE—F WEE  (admin:)

=5
oy REFEL UL ]
T ST L— REFOER - ARA]

jt F %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network ipvé gateway

ZDa<wry RiE, =D IPV6 ¥~ b= A ZRELET, BEENT BT, V—1%
HEETHMLERHD F9,

set network ipv6 gateway addr [reboot]

B DA INT A—  EREA
3
gateway  H— D IPv6 S — MV oA ZRELET, 7 74/ T, —D IPv6 7 —
P =2A ZRE L BITFEES I NEFYT A, BHE KT 521X, reboot/ 37 A —
2ERETONTECTYH—"EHEETLZLICL T, P—"2HEET L
BN ET,

addr IPv6 7— T =4 7 FLATY,

B o~ roxE
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set network ipv6 service .

INT A—  EREA
A

reboot (EE) a2~ FOANZRICH— PN EERICHEERT 5L 5T LET,

ATV R E—F

B (admin:)

EZH
av REREL~L 0 ]
T L— RIGEOMER © AF]

it F %4« Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network ipv6 service

Zoa<wy R, =R EDOIPV6e Y —E REA F—TNVEITT =TV LET, BE
P A%, A" HEETALERSH Y 7,

set network ipv6 service {enable | disable} [reboot]

B DEREA

AUk E—F

INT A—4 EHER

service HP— R EDO PV P —EZZRELET, T 74/ FTiE, $—D IPv6 ¥ —
ERAEAX—TNEITT 4= NVICRE LT RITEEE I NETA, BF
M A2, reboot /8T X — X BFRET H0FTEI T — N FHEET 5 2
LIZE T, V—"EHEHTILERLY £,

AF—=TN HB—=RDIPv6 b —E A& A X —T /I LET,

1k
disable P— DO IPv6 b —E 2 %2TF 4 E—T /I LET,
reboot (EE) o~ ROAARBICH—"NEEMICHES TS L5 LET,

FHE (admin:)

Z¢
o< REHEL ~UL 1
T 7T L— RO - RA]

18 FH %42 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
P — A, ¥ L Cisco Unity Connection,

avrroEE I
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. set network ipv6 static_address

set network ipv6 static_address

Zoa~xy RiE, —NIZETEIPVe T RLAZEIY Y TEd, BEEAKWT LI, —N
EHEMTALENRDD 7,

set network ipvo6 static_address addr mask [reboot]

BXDEREA

aAvU R E—F

INTA—5 FREA
static_address -— N|Z[EE [Pv6 7 KL AZEI VY CTEF, 774/ hTiE, EEIPV6 T K

LVRAZE) YT TH— IR SN ET A, BREENT A2, reboot
IRTGRA—=HERRETDHNTEI T —R"EHEEESHTIZ LIk -T, —12H

EET 2 0ERH Y £7,
addr F—IZED Y THEEIPV6 T KL AZRELE T,
mask IPv6 X v hU—2 ~227 (0~ 128) ZHELET,
reboot (EE) a~y ROANBIC—A"DNHBNICHEET L9 LET,

FHE (admin:)

=
o< REHEL ~UL 1
Ty T L— RO A

i F %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A IO Cisco Unity Connection,

set network max_ip_conntrack

Z®» =z~ Ridip_conntrack max fHZF%E L £ 7,

set network max_ip_conntrack ip conntrack max value

BX DA

AR E—F

NFA—4 B
ip_conntrack_maxvalue ip conntrack max DEZFEE L £,

GE)  ip_conntrack max DfEIZ 65536 LL ETH 5 M5
bV ET,

B (admin:)

=
a2 REfHEL~UL 2 0

B o~ roxE
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set network mtu .

Ty L— RO« RA]

1t F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, LW Cisco Unity Connection,

1

admin:set network max ip conntrack 65536

set network mtu

BRKMTUEEZHELET,

set network mtu mtu_max

BXDEREA

O R E—F

FEREDHA R4V

A

RS A— B
5

mtu_max  FEHRKMTUEEZEELET, VAT LADOF 740 FO MTU {E1E 1500 T,

FE UDP R— 8500 EODF B v h &y h&ERO/X7 » Fid ) — RETR
PEINH5E. WANL—ZIZDFE Y 227 U7 L TREVT » K
BT TTAMETDHRY =0 ST 5 & dbreplication D[]
REPREAET HAMREMER H D £,

FHE  (admin:)

ZDawy ROFETEGTHNE I PBRFRALNET,

IE

BATT DL, VAT LDF Y MU —ZHERN R kb E T,

=
oy REFEL L ]
T T L— REEOER - ARA]

1 F x4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

il

admin:set network mtu 576 WARNTING

This will cause the system to temporarily lose network connectivity
Do you want to continue ?

Enter "yes" to continue or any other key to abort

avrroEE I
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. set network name-service hosts cache-enable

yes
executing...

set network name-service hosts cache-enable

o=y RN, nsed BE S v v a2 FITLET,

set network name-service hosts cache-enable value

BX DA

aAvU R E—F

RS A—  5iE
5

value T — UL yes F2lE no DWT NN THLILENRH Y 77,

EHHE (admin:)

Z¢
gy RERMEL ~L @ 1
T 7T L— FEEOER - ARE

i f %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network name-service hosts max-db-size

Zoawr NI, =B RTHFASNDHERYT A XERELET,

set network name-service hosts max-db-size value

B DR

un
&=

avU R E—F

INT A—  EREA
3

value Fe B R—Z P A DN, N EEASLET,

B (admin:)

Z#H
g REFFEL~UL ;1
T 7T L— REEOER - ARE

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, ¥ LW Cisco Unity Connection,

B o~ roxE
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set network name-service hosts negative-time-to-live .

set network name-service hosts negative-time-to-live

Zoa=wy RiE, HEEINTEZY—EROF Y v aNOAEOZ MY E73RKLZ7 =0 O
1Ffee rTRERER (TTL) ZRELE 7, T, Zoa~vy RE#HT 5L, =—¥ID (UID)
WEVFTES, VAT AT —AXR—ATHEATERVWSEIERT 7 ANDHLYED N
T —< U ANAELET, 72&21E, Linuk h—%/V V—ATL—hrE LTHEATER 77
ANTT, ¥y a0 —-BUREORBEEZENT HI2IE, 208577 7 A VO /R
ZAVERDHY £797,

set network name-service hosts negative-time-to-live value

B DEREA

aAvU kR E—F

NS A—  FiBA
3

value W AE AT LET,

P (admin:)

=%
o< REHEL ~UL 1
7y — RO ;- AlRE

i FH %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E X, I LW Cisco Unity Connection,

set network name-service hosts persistent

Zoaxy RiE, Y= OFEHR I —EADF v v 2 ONFERFLES, Z0a~vy
RiZ, "7 A7 T= FBRRESNTVLHAICRILLET,

set network name-service hosts persistent value

BXDEREA

AU K E—F

INT A—  ERBA
A

value Y= XOfEEATILET,

B (admin:)

Z¢
o< REFEL~L ;]
T ST L— REEOMER : ATHE

1 F x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H— & ¥ L Cisco Unity Connection,

avrroEE I
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. set network name-service hosts positive-time-to-live

set network name-service hosts positive-time-to-live

Zoa<wr R, HESNEY—ERAOF ¥ v V2 NOEDT Y MY £IFREI L7 U D
fEfe rTRERF#] (TTL) A E L E ¥, IR TRELET, KREWVEZHRETH L. Frv v
Yadby MEREEL, EHREREAE RV ET, L, REWEITF Yy v 20—
EMEOMBEZHEL L ET,

set network name-service hosts positive-time-to-live value

B DEREA INT A —  EREA
3

value W AEASLET,

AT K E—F A (admin:)
=i
o=y REMHEL UL 2
T T L— RO FTRE

1 %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network name-service hosts suggested-size
Zoawy Rid, WEbANy Y 2 T—TOY A4 REETLET,

set network name-service hosts suggested-size value

BX DA INT A—  EREA
3

value Rl R e ERT A I100%, EXEF AN LET,

avY kR E—FK B (admin:)

¢
o< REHEL ~UL 1
T 7T L— RO FlEE

i x4 © Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E X, LW Cisco Unity Connection,

B o~ roxE
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set network name-service services cache-enable .

set network name-service services cache-enable
ZOa<wy KX, nsed EF v v 2B L ET,

set network name-service services cache-enable value

X DR NS A—  EiBA
A

value T — UL yes F2lE no DWT NN THDLILENRH Y 77,

ATV RE—FK ‘BELE (admin:)
Z#
gy RERHEL ~L @ 1
T 7T L— REEOER - ARE

i F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network name-service services max-db-size
Thawy Rk, F—ERCHASND R A REBE L ET

set network name-service services max-db-size value

WX P E——
A
value N METIEEANLET,
avY RKE—F B (admin:)

Z#H
gy REfEL~L 1
T 7T L— REEOER - ARE

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network name-service services negative-time-to-live

Zoa<wy NI, BEENEZY—EADF Y v a2aNOADT Y ) F23kK L7272 D
e fReERsE (TTL) Z2RELE T, F0d, Zoa~vr REEfAT5 L, =—FID (UID)
WWEVATEEN, VAT AT —HRXR—ATHATE WIS EIERT 7 AN DIGEED

I avrroEE I
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. set network name-service services persistent

Txr—<UANMELET, 72 XE Linuk h—FRV VY—ATL— L THEHATES7 7
ANTT, FvvraD—BHEOMBEEZEETI2E. 20X 577 7 A4 VO EER/RIZI
ZDMBENRHD T,

set network name-service services negative-time-to-live value

B DEREA

AR E—F

NS A— FiBA
5

value BB RN R A FHT 21203, FEREANLET,

B (admin:)

2
g REFFEL~UL ;1
T o7 L— RRFOE A FIRE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network name-service services persistent

Zoaxy RiE, Y—"OFEHERE L —EADF v v 2 ONFERFELET, Z0a~vy
X, "7 A7 T= FBRRESN TS HEICRLLET,

set network name-service services persistent value

B DEREA

avY kK E—FK

INT A—  ERBA
3

value Y —E2ROfEE ATILET,

P (admin:)

¢
o< REHEL ~UL 1
T w77 L— RO FlEE

i x4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E X, LW Cisco Unity Connection,

set network name-service services positive-time-to-live

Zoa<wy R BESNEY—ERADOX Y v v aNOEDOZ M) F23kBI L= U D
Tl REER (TTL) 2R TELET, Z20a~<wr RIZKIXVMEZANTBEE, v v ad

B o~ roxE
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set network name-service services suggested-size .

by FRAEEL, FEESERMAELS R 3, 2L, REWVEZF Yy v a2 0—BHED
[RIRE 2 0 L £

set network name-service services positive-time-to-live value

BXDEREA

aAvU R E—F

RS A— B
5

value WEEATTLET,

EHFE (admin:)

EZH
av REREL L 0 ]
T 7T L— RIGEOMER  AlEE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network name-service services suggested-size

Zoawry R, NEAy Y2 T—T L0V A X EHRELET,

set network name-service services suggested-size value

B DR

i
&

AT R E—F

NS A— FiBA
3

value Bl 7R A2 FEBT HI12%, FEEANLET,

B (admin:)

=25
o< REHEL ~UL 1
T 7T L— REEOFER - alHE

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, I LW Cisco Unity Connection,

set network nic eth0

ZDARYRE A=Y Ry AL E—T 2 ZA0DT O NRT 4 ZRELET, A —HF Xy b
AV HE—T A A FHRETEEHA,

set network nic eth0 {auto | {en|dis}} {speed| {10]|100}} {duplex half| {half|full}}

avrroEE I



. set network ntp option

avrroEE |

BXDEREA

NS A—4H ERBA

eth0 A=Y Ry AL ¥ —TxA
A0 ZRELET,

auto HEjrdvo—a & A
RX=T T DT 4 E—7
T D ERELET,

speed A —H 3y NEROEE A 10
Mb/F) E 7213 100 Mb/BP DU
NNZHRELE T,

duplex Y HFELIFAE CEHEEEL
EJs e

AU R E—FR

HEREDAA FZ14 Y

\}

A (admin:)

Zoa~y FOETERT 20 E ) hismhbivET,

GE)  —HEICT /74 7ICTELNICIE 1 2121 T,
A
ER BUTTH L NICAY By FENDMAR Yy b U —2 Hiss —Rc kb Ed,

E2¢
g REEL~UL @ 1
T T L— REEOFERH  ARA]

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H— 1 2 ¥ XU Cisco Unity Connection,

set network ntp option

O R E—F

ZDa< NiX, noquery 7' a % /etc/config 7 7 A /MZBIMLET,
set network ntp option

P (admin:)

E2¢
g REEL~UL @ 1

B o~ roxE
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set network pmtud state .

T T L— RREOMEM - AlEE

1t F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, LW Cisco Unity Connection,

set network pmtud state

RNRAMTIU T 4 ZAINRNV A X—TNVNEITT 4 B—T7 NI LET,

set network pmtud state {enable | disable}

BX DA INT A—  EREA
3

enable INAMTU T 4 AANY e 2—=T W LET,

disable NZAMIUT 4 AANRNY BT 4= M LET,

Aa<vY R E—F HHF (admin:)

FEREDHA KSq4y OIS ROFETEREIT D0 E I s bhET,

A

AR OBUTT DL, VAT ADOXR Y MU T HERNS R RDIVE T,

¢
o< REHEL ~UL 1
T 7T L— RO - KA

i x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E X, LW Cisco Unity Connection,

1

admin:set network pmtud state enable WARNTING

This will cause the system to temporarily lose network connectivity
Do you want to continue ?

Enter "yes" to continue or any other key to abort

yes

executing...

set network restore
BELEA—V Xy b AR—FTHRELEZEEIP T FLAZHEHTLLIICERELFE T,

set network restore ethQ ip-address network-mask gateway

I avrroEE I



. set network restore

avvroHE |

BX DA INT A=A

Bl

eth0

A—YRry b A H—T A A0EHEELET,

ip-address

BWLBCHT I~V E2T® I ZUDNS Y — ol ry hU—7 F—
FY2ADIPT FLREZRLET, HATTDHE. Ry MU — 7N —REIC
stz d, 77A4~YDNSH—DIPT NLRAEEET LHA1L, Cisco
Tomcat —E X L FEEN T A MLERH Y £, FEMIZOVWTIL, atils service =
<V RFEZBRBLTLLEES Y, £/, IPT RLRAZ 1 HOTHEEFELZE &, &
TITRTO /) — NEeFEET L2 L 2HELET,

network-mask

Y=Y TRy b v AT ERLET,

ip-address

VS THTITA~Y Elidw 2 UDNSH— Flidxy hT—7 F—
F7x2ADIPT RLAZRLET, FlTT DL, Ry MU —TERN K
st d, 77A4~YDNSH—DIPT NLRAEEET AL, Cisco
Tomcat —E X L FHEENTAMLERH Y £, FEMIZOVTIL, atils service =
<V REZBBLTLLEES Y, £/, IPT RV RAZ 1 OTHEEFELZE & T, &
TIRXTO/ — FeBE#T L2 L el £+,

ip-address

BIWYBCHTIA~V ElTEI XU DNSY— iy hU—7 F—
FYxzADIPT RLREZRLET, HATTDE. Ry MU — 7N R
girsnEd, 774~V DNSH— D IP 7 KL RAEEET 5HA1E. Cisco
Tomcat —E A L FHEEIT 24BN H D £9°, FEHIZ OV TIL, atils service =
<V REZBRLTLLEE Y, £, IPTRLAZ 1 OTHLER L& &1, &
FTIRTO/) —FaBEHTL L a#ELET,

avY R E—FK HELH  (admin:)

FREDHA FSA Y

A

AR Zoavwl s R4 a it o setnetwork 2~ REFEH L TRy MU —7 & ELT
ERVWEAICORMERALET, Zoa~vr RTIE, BESNZXy hT—F A F—T xR
T 5 FETORY U —T 3R EN., Network Fault Tolerance & & 8 T X CHIBR I N FE T,
Zoawr REFATLESRAIE. 0L URIORy NU—REAZFHTHEHITTAILENRDHY

£,

FE O Zoavwr o REFETTLEE, —R"0ORy MU — I EER I Kb E T,

B2

a2 REHEL~UL 2 0
777 L— REFOMER ¢ AIEE

. avY RmE
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set network status eth0 .

ji# %28 : Unified Communications Manager, Unified Communications Manager ® IM 3 X OV L
£ A% — B X } LW Cisco Unity Connection,

1

admin:set network restore eth0 10.94.150.108 255.255.255.0 10.94.150.1

set network status eth0

TDa<vwyRE, A=Y XY FODAT—Z AT v 7EREL T A LET, A —VF v b
A B =T A A IFHRETEERA,

set network status eth0 {up | down}

BX DA INT A— ERBA
el
eth0 A—HXy N AL X —T A A0EBELET,
up A=HP XY A H =T 2 A AODAT =L A%T v S ITHELET,
down A—H Ry b AL F—T 2 A0DAT—F AELZ T AR ELET,
ATV R E—F EHFE (admin:)

FEREDHA KSq4y OIS ROFEITERETDHNE I piFRONET,

A

AR BUTT DL, VAT ADOXR Y MU EERN—RIICRDVE T,

=5
o< REHEL ~UL 1
Ty T L— RO A

i F x4 : Unified Communications Manager, Unified Communications Manager @ IM 3 XUV L
£ 2% — B2 3 LU Cisco Unity Connection,

set network name-service
Zoavwy NI, X—bLP—ER2OF vy v BEEERLET,

set network name-service [attribute] [value]

I avrroEE I
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. set password complexity minimum-length

BXDEREA

Bt =}

Paranoia T—=U T UL, Yes £21ENo DWTFNNTHLNEN DY £F, T /AT
F—RFZADNT DL, F—o P—EXARPEHRICHER L £,

debug-level L ~L30 LY KREWGE, XF—LA $—EREIT Ny ZHH D EERLET,
LoULINE L R B2 0T, AN TTRIZZR Y £77,

reload-count Xy o Vo NLEEINDENCF ¥ v e La— R e— NahbE¥E
BRELET, HXF Y vz La—RCBEA LT ERHVET, ZOXA
AT U NBHIREINIZ/R D &, F—b = RAFY r—KTD (F—FNE
HENTWRWESE, NSSH—ERAEFHERST ) i, i key 7L
£,

restart-interval X5 / (7 £— FAENIC L CEHN R FEE 2G0T 55513, HEH
Mk 2 P EALICERE L E T, T 7 4 /L MEX 3600 T,

ATV R E—F

B (admin:)

=
gy REFEL UL ]

Ty 77— RREORER] ¢ ]

set password complexity minimum-length

\}

ZDawry R, OSEHET H UL FOR/INVIAT— REDEEZEE L ET,

G¥)

NAY — ROXFOEMS 2AN LB THEMRLET,

set password complexity minimum-length max-repeat

BXDEREA

AR E—F

NS A— FiBA
5

value 6L EDEEZATILET,

B (admin:)

=
vy REFEL L ]
Ty 77— NREOFEH AR

B o~ roxE
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set password* .

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence

H—E X, I Cisco Unity Connection,

set password*

set password age

Z O a< KX, Cisco Collaboration Communication OS (C30S) T H 7 kDI/NAT— KD
BRI A BB TERELET,

set password age {maximum | minimum} H (days)

BX DA

INTA—%H HL:L

maximum B RADHMZHETELE T,

minimum B/ NAEDEREZRETE LET,

days INAY — RO KA %
BELET, ZofFix, 90 H
UETHBIMVENDD £,

AR E—F

B (admin:)

=
a2 REHEL ~UL 1
77T L— REFOMER - AR

1 %15« Unified Communications Manager, Unified Communications Manager @ IM 3 L OV L
£ A — B R ¥ L Cisco Unity Connection,

set password change-at-login

B E IO =N AT AMIREY A A T D EZIINAT = REERT L L O
sl oIciE, Zoawr ReEHLET,

set password change-at-login {disable | enable} userid

BXDEREA

INT A— ERBH
A

disable Z— PN ZA T — ROEEZImEH L EH A,

avrroEE I
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. set password complexity character

185 A—  ERBA

2

enable =NV AT AREIA AT DHEEIT, NAT— ROEE &35 L E
j‘o

userid WEEZ T2 Tho NEEELET,

AR E—F

FEREDHA FS1 Y

FHAE (admin:)

F7 N TR, Zoavy RIZFR2—FIC L TA X—T7 I ENnd7=h, 2—FFv A
FAIHDTH A A LT XN AT— REEETAILERH Y 4,

=2

gy REFEL UL 4

T 77— RREOMEH - AA]

1 F %42 : Unified Communications Manager ¢ IM and Presence #—E A D,

set password complexity character

\}

INAY— RO TF- ORI T H/NA T — NEMES LV— Ve A X—T NVETITT 4 B—T
I LET,

GE)

NRAT—=ROBMES A F—T M LTetk, Zoa~<r Nid, SRAU— ROBRENEEA F—
T2 o TOWRWIBEIZA R—=T7 /M LET GEMIZ OV TIE, set password history =1~ >
RESRL T ZE)  BlZ/RAT— REEZ A X—7 /ML TWRWESEIE, /"AT—F
JEIE D number /X7 A —HZEA 10 IZERESNET, AHZ 10 RHOEEHEH L T2 — K@
[ A X —T N LTt Z0avwy REFTLEE, RN 102Uty hSivET, A\
10LL EOEZEH L CRAY — RgEE A 2 —7 W LTERAIE, Zoa~y REFIT LR
WEOETITH Y FHA,

set password complexity character {disable | enable} num-char

BXDEREA

INT A—  ERBA
A
disable ZhIE. CFEAA A LT R T — FOEME 4 712 LET,

enable ZHUE, LFEXA TR L TRAY— ROEMEEE A 2 LET,

GE)  RRU— FOBEMEE 2023 55513, password character difference,
password character max-repeat, and password history & 52 L &7,

B o~ roxE
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set password complexity character difference .

INS A— ERBH
2
num-char 4 SOXFX v b UNCF, KT, BT, BT OFNENNDEOMLER
LT ERELET,
« EDHIPH : 0 ~ 8
« F 74V ME 1
avY R E—FK EEH  (admin:)

ERLDHA KSq Y SAV— ROEMEZ A 32— T M LTz5E1E, SAT— ROEY Y TRHZLAF DS A K7 A
N RERH Y £,

« num-chars DEAEDFH EMLL_EOEEO/INCTREEN TV DHLERH Y £,

« num-chars DHAEDFR T EDOEE DO K LFREENTWDLMENRD Y 97,

« num-chars DBEDRREMLL EOEBOBFNFENTWDLMERSH Y 7,

* num-chars OHLE DR EMELL EDOEE DR LTNEHEENTWDIHERH D 7,

e F—AR—=FLETHIVE>TWHLXFEHEHTHZ LT TEETA (72L& 21T qwerty) &

« NAT— RIEREPRFFT 2" AT — R BT L URONAT — REFMMAT 52 813 T
T EHEA,

« T 7N FTIE, BHEL—F RNZATU— NI, 4RI —ELMEETEEEA,

EZH
av REREL~L 0 ]
T L— RIGOMER © AF]

1 FH %} 42 : Unified Communications Manager, Unified Communications Manager @ IM ¥ X OV L
£ A% — B X ¥ L Cisco Unity Connection,

set password complexity character difference

ZOavwy NI, BTLWRRATY— ROUF—7 AN HEWWRAY — RYFE—r A L7
SRR bW TFEEREELE T,

set password complexity character difference num-char

I avrroEE I
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. set password complexity character max-repeat

BX DA INTA— FREA

num-char  FHLWSA T — RO LR —F U ANRH WA T — RgE—F o AL B b
TR b7 W IFERERELE T,

e [EDHIPH : 0 ~ 31

AT KR E—F B (admin:)

FEREDHA RSAY BEORRNI LZRTIIFZ0ZANLET,

\}

GE) SR U— ROERER 3 T,

=

a~w U REHEL L @ ]

Ty 7T L— REEORER] ¢ ]

1 %14 : Unified Communications Manager, Unified Communications Manager @ IM 3 L OV L

£ A — B X} L Cisco Unity Connection,
set password complexity character max-repeat

ZOa=wy R, LS RA T — ROPCH—LFE2EGERIZE Y KT Z LN T B EE
TELET,

set password complexity character max-repeat max-repeat

X DERRA INS A—  ERBR
3
max-repeat Fr L\ A T — RO CH LT 2 BHEMICHE D IRT Z LN T 2 EEEFE L
7,
 EOHH : 0~ 10
T 74/ ME:0
ATV K E—F B (admin:)
E¢

aw s REFHEL L 2
Ty 77 L— RO - RA]

B o~ roxE



I eI NOE!
set password expiry maximum-age .

ji# %28 : Unified Communications Manager, Unified Communications Manager ® IM 3 X OV L
£ A% — B X } LW Cisco Unity Connection,
set password expiry maximum-age

Z ® o< K, Cisco Collaboration Communication OS (C30S) OFHET H 7 K XA T —
ROBAREIN DR RKANBOBREEA X —TNVERIET 4 =TI LET,

set password expiry maximum-age {enable | disable}

BX DA INTG A=A FiEA

enable Cisco Unified XL —7F ¢
T VAT LOEHET T
kN2 T— ROHIRREIILD
REDWMOREE A 1L
F 9, setpassword expiry enable
2~ R Ci&. Cisco Unified
FRX—T 4 T VAT HD
BEET AT R NAT— R
DERRXA AR L3650 H (10
) ITREINET,

disable Cisco Unified XL —F ¢
T VAT LOEBRET T
kX2 T — FOWREIN O i
KREDHE O EE A 7IZ L
F 7, set password expiry
disable 2~ K& 5795
& . CiscoUnified XL —7 ¢
VT VAT LOERET T
v N T/RRAT — R ifR LI
(27267272 £9,

ATV R E—FK EH¥ (admin:)

=
oy REFEL L ;]
T ST L— REEOER - ARA]

1 %52 © Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

avrroEE I
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. set password expiry user maximum-age configure

il

admin:set password expiry maximum-age disable
Operation Successful.

set password expiry user maximum-age configure

o< Rk, BED Cisco Collaboration Communication OS HFEE T H 7 o b D RK/XA T —
RO (B8 228ELE9,

set password expiry user maximum-age configure userid maximum password age

BXDEREA INT A—45 Bl

userid Cisco Collaboration Communication OS (C30S)

DEHET I e A LET,

maximum password age HRNAY — R (B 2 AL E
T, ZOfEIE, 10 HLLE3650 H (1047) A
ThHHVLENRDY £7,
aAavU R E—R wEE (admin:)
=5

g REEL~UL @ 1
T 7T L— REEOFER - AJHE

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E 2 ¥ L Cisco Unity Connection,

set password expiry minimum-age

Z P a~ KX, Cisco Unified XL —F 4 V7 VAT LADOEBET H U b 2RAT— KD
HWIRBYI O/ NEWWIM OB EE A F—TNVFEZEFT o B—T M LET,

set password expiry minimum-age {enable | disable}

B o~ roxE




| a~>ro®
set password expiry user maximum-age .

BX DA INT A—45 B

enable Cisco Unified AL —7F ¢
T VAT LOEBET 1T
K RAT— ROHIREIN O
NI ORRE & A 1T L
%9, setpassword expiry enable
2+ KT, Cisco
Collaboration Communication OS

(C308) OEHET AU K

INAT — RO/ NG RN
1 H (24 B5fH) ICiRESNE
R

disable Cisco Collaboration
Communication OS (C30S) @
BHETHU N RXRRAT—F
DWIREIH D/ N I D
BEEAZIZLET, Zh
X, BEHET AU FDOIRR
J—RIIWSOTHLEETE D
ZEEEWRLET,

avU R E—F EHE (admin:)

EZ¢
o< REHEL ~UL 1
Ty L— REEOFER - RA]

18 %52 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H— R ¥ XL Cisco Unity Connection,

1

admin:set password expiry minimum-age disable
Operation Successful.

set password expiry user maximum-age

Zoa<wy N, BED CiscoUnified AL —F 4 VT S AT LADEBET I XA T —
KON O KEDHMEZ A F—T NV EZEZT =TI LET,

set password expiry user maximum-age {enable | disable}userid

I avrroEE I



avrroEE |
. set password expiry user minimum-age

XN INS A—  ERBR

enable ¥#7E @ Cisco Collaboration Communication OS (C30S) DOEHLET I 7> k /XA
U — FOWIREIN O R KA IR O EE A I L E T, set password expiry user
enable =~ > R Tl&. Cisco Unified AL —F 4 v F VAT LOEBET T v
KRR — ROBERAZHIMIZ 3650 B (10 4) ITRESNET,

disable ¥§7E D Cisco Collaboration Communication OS (C30S) DOEFHET v vk /3R
U — ROWIRYIN O KA DM OB EZ A 2 LET, set password expiry user
enable =< > KT, Cisco Unified Z2L—F 4 7 VAT LADEHET 7
R RRAT— RORKABIIL 3650 H (10 4F) ICRRESNET,

userid ¥§E D Cisco Collaboration Communication OS (C30S) OEBET 7 v N & fEE
l—/i To
avY KR E—F EH# (admin:)
=

vy REFEL L ]
Ty 77— RO R

1 %15 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A I Cisco Unity Connection,

1

admin:set password expiry user maximum-age enable
Operation Successful.

set password expiry user minimum-age

Zoa<wy R, BED CiscoUnified XV —F 4 VT VAT LADOEBRET T h /RAT —
ROmKEIE 2 A4 2 —TNVEEFT 42— NI LET,

set password expiry user minimum-age {enable | disable} userid

BX DA INTG A=A B

enable ¥ € D Cisco Unified 4~ 1L —
TAT VAT ADEHET
TR RRAT— RO/
IR DR EE A N L E
7

B o~ roxE
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AU R E—FR

set password history .

NS A—4 ERBA

disable ¥ 7E D Cisco Unified AL —
T AT VAT DDOEBRET
T RAT— ROE/NE
R OREE A 7IZLE
7,

userid ¥ 7E @ Cisco Unified AL —
T VAT ADOERET
Y M EfRELET,

BHE (admin:)

=2
oy REFEL L ;]
Ty T L— REEOMH - RA]

i F x4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, I LW Cisco Unity Connection,

il

admin:set password expiry user minimum-age disable
Operation Successful.

set password history

Zoa<wy RiE, OSEHT U FOBREICEFEIND AT —ROFEEELETS, T
ICREE SN TWAE/RA T — RIZ—ET 28 AT — RiIER s nE T,

set password history number

BXDEREA

INS A—  EnBR
]

number  JEIEICARFFT D MHD/NSAT — FEERRE L E T,

AR E—F

FEREDAA RS>

B (admin:)

T 4 =T MITHITIE. 0 AT LET,
« 7 7 )V MZE 10 TY,
o EfRIZ 20 T,

avrroEE I



. set password inactivity

set password inactivity

B2

avrroEE |

a2 REHEL ~UL 1
77— REFOMER ;- AIEE

18 A%} 52 : Unified Communications Manager, Unified Communications Manager @ IM 35 L OV L
£ 2% —E 2 3 LU Cisco Unity Connection,

set password inactivity {enable | disable | period} H (days)

BXo

Bl

aAvU R E—F

FEREDHA FS14 Y

INT A—  ERBA

2

enable NAT—=KROIET 7T 4 T 4 70— U FZ—T ML, ZOREICHKES
T4 D OS 2—HZFHLET,

disable  SZ2U—ROIET VT4 ET 4 &7 0—rVUIT 4 E—=T ML, ZOREIC
o Tl %2 D OS 22—V ETH L £,

period SR U—KOIET 7T 4 T 4 WiHE 70— IUZRGE L, TOBREIHEST
ffl 2 > OS =—HZHHF L £,

days INAT — RRHIRGINIC s TS T AT IR T 4 B—=T W7D FTOIET

ITT AT A DORRERELET, AO7&MAILZ 1 ~ 99 TT,

B (admin:)

« NAT—ROIET VT 4 BT 4 %7 B —NUIA X—TWIZT HITIL, setpassword inactivity
enable 2~ REFETLET, ZOa~vr NE, RRAUY—ROIET /747 4527 01—
PA =T ML, ZOREIHE > T4 D 0S 2 —F 2 HH L £,

e NAU—ROIET 7T 4 €T 4 %70 —rVUIT 4 B—TWICT HITIE, set password
inactivity disable =~ > F&ZFATL£7, ZOa~vr Nd, WNRAUYV—=ROIET 7T 48T 4
B R—NULT =TI L, EORETHES TEZ D OS 2=V &2 HH L £ T,

THYY ENT 4 =T Mo TWDHA—FRHEL AT AT 51213, VAT 4
BEHEICHWEDELZLERH Y 7,

NAU—ROIET 77T 4 €7 4 WIHARET DIZIE, set password inactivity period days =
<V REHTLET, COa~vy FiE, ARAT— ROFT I 7 4 EF 4% 7 a—rSci
EL, TOREHESTEH~A D OS 2—HFEEH L ET,

=25

a~ Y REFEL L 2 0

B o~ roxE
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set password system hootloader encryptHash .

Ty L— RO« RA]

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM 3 L UV L
£ A — B X} LW Cisco Unity Connection,

set password system bootloader encryptHash

AU R E—F

ZDawry NI, VAT A T—FB—FDgrub.conf 77 A NVTCHEFILINTZANAT— R
ERETHEDIHEHLET,

set password system bootloader encryptHash

A (admin:)

EH
o<y REFHEL UL 4
Ty 77 L— RO - RA]

i %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H—E A, I LW Cisco Unity Connection,

set password user admin

avY kK E—FK

FEREDHA KSM4 Y

\}

Zoawry Reffldos, BHEONRAY - R ZETEET,
set password user admin
HHF (admin:)

PIHTO/RA T — REFH LVWIAT — RO A 2RO I ET,

GE)

s —FRa A LIZERET AT FONRRAT — OB EEETEET,
« NAT = RIF6 LT ETRIFIIER LT, VAT AP AY — FOBEZHER L ET,

Z¢
o<y REFEL~L ;]
Ty 77— REOER - AW

1 %15« Unified Communications Manager, Unified Communications Manager @ IM 3 J OV L
£ A — B R ¥ L Cisco Unity Connection,

avrroEE I



avrroEE |
. set password user security

set password user security
Zoavwr REFHTLE, EXa2 VT 40 XAU—REETTEETS,

set password user security

AT RE—FK HELE  (admin:)

GREDHA KS4> PHEIOASZT—REHFLVWIRT = ROANZRDLNET,

N

GE) RRAU=PFE6 XLFULTRINERLT, VAT LRNRAT—FOBEZHRLET,

7T AZNOF—EOWEEILZ. X2V T4 XAT—FREFEHLCRIEESNE T, BF=

T A NAT—=REBERE LB, 77AFEZ )y bTHXLERHY 9,

1. BX¥=2U7 4 XRAT—RERXTY vy —nxX (1 /—FK) TEEL, 0%, ¥—
N (/J—FK) 2#)7—hFLET,

2. MOFTRTOF—RBLIR)— T, EX2UF 4 XRT—KE2H1 . — RTERLES
AT—FRLEFRILLDIZEFELTND, RNAT— RFOEFENMT L7202, 77U r—
vary —REEDTINLD /) — REHEEESHLET,

GE) BV N"TRRAU—F2EELIER, TOF—"2BEHTLLaBEI0 LET,

)

GE) Y= (V—F) 2V T—b LRV, VAT AP —EAOMENEETDIEN, TR T
A /N H— 3 ED [Cisco Collaboration Communication OS (C30S) D% # (Cisco Collaboration
Communication OS (C30S) Administration) | 7 « > K7 CRIENEA L E7,

¢
g REEL~UL @ 1
T 7T L— RO - KA

i F %4 : Unified Communications Manager, Unified Communications Manager ¢ IM and Presence
H— 1 2 XU Cisco Unity Connection,

B o~ roxE
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set replication-sync monitor .

set replication-sync monitor

Z®a< > RiX, Cisco Replication Watcher ' — B A2 kX A EDOE=4% Y o T4 x—T )V F
72137 4« B—7 M2 L £, CiscoReplication Watcher ¥— B A Tld, 7 —# — 2 DERHFH
EESNTHEE EBVEBETAETHOY—E 2AOBBR T e v 7 ShET,

set replication-sync monitor {enable | disable}

X DR INT A—  ERBAR
A

enable HilpT =) TS —EREF I LET,

disable WHlpE=—FJ VY —t 22+ 7ICLET,

avYy R E—F BHFE (admin:)

=24

aw U REFHEL L 2 ]

Ty T L— RGO« ARA]

18 A %42 Unified Communications Manager @ IM and Presence — £ & D %

set samltrace level
Zoa<y K&, SAML FL—RX L ULERELFET,

set samltrace level trace level

HX DEREA INT A— EREA
3

trace level 1L — 2 L~ULEEBELET, ROLT T a o 2HEATEXF4,
* DEBUG

« INFO

* WARNING
* ERROR

* FATAL

GE) F 74N FDFL—Z LT INFO T,

I avrroEE I




avrroEE |
. set session maxlimit

avY R E—FK EELH  (admin:)

=i
a~ Y REFEL L 2 0
T ST L— REEOE R - ATRE

it f %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

set session maxlimit
Zoawr RiL, Aty g oo EREAFRELET,

set session maxlimit [value]

X DA INT A—  ERBA
A
maxlimit -~ o~ R, FRFE Y v a VO EREZRELE T, FERATRERMEIZ 1 ~
100 T,
ERRE AT L2 EIE, 7 7 4L ME®D 10 73 sshd_config /37 A — X [ZH] D) 4
THIET,
value A ATREZR L 1 ~ 100 TT,
AT RE—FK B (admin:)
=Y

gy REfEL~L 1
T 7T L— REEOER - AJRE

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM 3 LUV L
£ A — B X } L Cisco Unity Connection,

set smtp
ZToa<y RiZ, SMTP #—_"OKRA N ERELET,

set smtp hostname

B o~ roxE



| a~>rosE
set timezone .

X DR INT A —
A

hostname ~ SMTP YV — 4 %K L F T,

t8A

aAavURE—R EEH  (admin:)

=5
gy REFEL L 2 0
T ST L— REFOME R - ARAf

1 FH %142 : Unified Communications Manager, Unified Communications Manager @ IM 3 X OV L
£ A — B X ¥ L Cisco Unity Connection,

set timezone
Zoavy REMEHTLE, AT AORMEALEE X FE T,

set timezone zone

BX DA INTA— B
3
zone B UOERH 2868 L Ed, R 2 —BICHT 272012, e Rsessl £z

= ATy 7 AIDEANLET, AR FA L) =DV A NERRT
%121, CLI =< K show timezone list Z{#H L F 7,

AT KR E—F B (admin:)

EELEOHA KSq4> FLWETZ - BISHNTE 57200072 A LET, FHHEOARTTIX, KICF &/
KBNS T LI LT &,

EFE MW AELTE LG AIE. VAT AZHEETAIMNERS Y 7,

=
o< REHEL UL 1 ]
T w77 L— REEOMF - RA]

1 %1 4¢ : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E X L Cisco Unity Connection,

I avrroEE I
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. set tls min-version

FfEl o & KT R ISR E S 561

admin:set timezone Pac

set tls min-version
Z M3~ RiX, Transport Layer Security (TLS) 7’2 f IO/ —2a V2R ELET,

\}

GE) cH/INTLS N—=Va VERTETDHE, VAT AN T—FLFET,

c %) — RICER/NTLS AN—V 3 L AR ELET,

set tls min-version tls minVersion

X DA INTA—4H EHEA
tls ROAT v arDOTNEAN LT, TNEHR/NTLS N—Ta & LTRIE
minVersion LE1,
« 1.0
« 1.1
1.2

avY R E—FK EH (admin:)

FREDHA FS414Y Efl
oy REFEL L ;]
T w77 L— REEOMF : AlRE

1 %1 4¢ : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—rx

il

admin: set tls min-version 1.1

This command will result in setting minimum TLS version to 1.1 on all the secure
interfaces.
If you have custom applications that makes secure connection to the system, please ensure

they support the TLS version you have chosen to configure.
Also, please refer to the Cisco Unified Reporting Administration Guide to ensure the
endpoints in your deployment supports this feature.




I av Y FORE

set trace®

set trace* .

KA A A kA A R A A A A A A Ak A A R A A A Ak A A Ak A AR A A A Ak A A kA A Ak A A A kA A Ak A A Ak A A A kA Ak kA Ak Ak kA hk kA Ak kA khk Ak hkh kA hhk Ak hkhkhkhkhkhkhkhkhkhkhkhhkhkhkkrxkk

Warning: This will set the minimum TLS to 1.1 and the server will reboot.

KA A AR A AR A A A A A A Ak A AR A A A Ak A A Ak A A Ak A A A Ak A A Ak A A Ak A A A Ak A A kA A Ak A A Ak kA hk kA Ak kA hk kA hkh kA Ak kA khk Ak hkh kA hk kA hkhkhkhkhkhkhkkhkhkhkhkhkhkhkkrk*k
Do you want to continue (yes/no) ? yes

Successfully set minimum TLS version to 1.1

The system will reboot in few minutes.

set trace disable

Toawy NI, BESNEXAIDRNL—RA T IT A4 ET 4 OBREEMHRBELET,

set trace disable tmame

B DEREA

AR E—F

INT A—  ERBA
3

disable B2 N —ZADREEMELET,

thame Mo—RET 4 —TMITDEX AT EFLET,

FHE (admin:)

2
oy REFEL L ]
Ty T L— REEOMEH - RA]

1 %15 : Unified Communications Manager, Unified Communications Manager @ IM 3 X OV L
B AP — B R $5 LU Cisco Unity Connection,

set trace enable

Zoavwry NI, BESNEZAIICNL—ATIT 4T 4 #RELET,

set trace enable {Arbitrary | Detailed | Entry_exit | Error | Significant | Special | State_Transition}
tname

BX DA

INTA—%  FRBA

Arbitrary AT N L—AFRTE% arbitrary LoUVICERTE L E T,

avrroEE I
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. set tisresumptiontimeout

NS A—4H SR BA
Detailed H AT N L —ARE% detailed L~IVIZERELE T,

Entry_exit 2 AT KL —AREZ entry_exit L-YUIZRELET,

Error B A K L—AFREH error LYLICERE L E T,

Significant B AT K L—RAFRIE % significant L-~UUWZEEE L E T,

Special B AT L —ARRIE % special L-YIUVIZERE L E T,

State_transition % =z 7 L — RFRE % state transition L ~UUIZERE L £,

thame M —RAZ2T 4 =T NITHEXATEELET,
ATV RE—FR EHE (admin:)

Z¢

oy REFEL L ]
Ty L— REFOMER - ARHf

1 %14 : Unified Communications Manager, Unified Communications Manager @ IM 3 L OV L
B AP — B R 35 LU Cisco Unity Connection,

set tisresumptiontimeout

Zoa<wy N, TLSEHEREFIZEELZ2WE, By a o RNENCINAREERELE
ﬂ—o

set tlsresumptiontimeout seconds

X OERHA IND A—  EREA
3
seconds 3600 LA FOfEEZ AN LET, RESINTEEZBESH L, TLS® v v a U ES)
W20 F£9,
ATV K E—F A (admin:)
Z#H

a2 REHEL~UL ]
T 7T L— REEOER - nHE

. v FOERE



| a~>rosE

set tistrace*

set tistrace* .

it F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

Unified Communications Manager Release 11.0 LAfE, —E 2D TLS ~ L — R Z A% F 72 13 HEL)
IZCTEF9, BLE, tomeatid, VAR — I TWBHE—DY—E AT, Unified Communications
Manager & @ TLS £ 8 RI L 72 B 2 K" 9 572 0IC CLL 2~ > REfH L7,

KD TLS XR—AD CLI 2~ FIZTLS O b L— A |ZEMENET,

set tistrace disable

ZOCLI 2= RiZ, Y—EADTLS ® k L — R Z M2 LE T,

set tlstrace disable service

BXDEREA

ATV R E—F

NS A—  EREA
2
service TLSD b L— A Z T A= DA+ 52— 22 EL £,

EH#E (admin:)

1

admin:set tlstrace disable tomcat
TLS tracing is disabled for: tomcat

EZH
o~ REFEL L ]
Ty L— RO« RA]

set tistrace enable

ZTOCLIl <y Rif, Y¥—EAXADTLS ® F L—RAEEHHLET,

set tlstrace enable service

B DEREA

NS A—  EREA
A
service TLSD F L —AZHNCTH-DIEHAT 20— 228 ELET,

avrroEE I



. set weh-security

avYRE—R BELE (admin:)

1

avvroHE |

admin:set tlstrace enable tomcat
TLS tracing is enabled for: tomcat

=2

g REFEL~UL @ 1
Ty T L— REEOFEH  ARA]

set web-security

Zoawy R,

FRU—F 4 T VAT A Web X2 VT ¢ A EFEREBZTELET,

set web-security orgunit orgname locality state [country] [alternatehostname)

X nEiHA NG A—4H Bz
orgunit Mk =v b (OU) 4AEEKLET,
Zoavwy REFEATL L, GO~ =y N2 AT TEET, EEOM
=y MEANT DI, = N A ~TRUIV E4, ho~&2sE
ez ML, = FUNOA v ORNCHRE S EZ A LET, M=y
Mt L TEEOEZ AT 5101, Zoa<y FOFITRT L I ITEE
MR CHAET,
GE) JTTIINRY I ATy vaPBFGENTOD OU TiL, SLM &&ké L
THI 1 OONY T ATy varw ALK SICLET, £5
THE, A AN IUIRICCSRBAERIZKT D2 EndH 0 £3,
orgname ML 2R LUET,
locality Mo a £ LET,
state MR OREEZ R L ET,
country (EE) MfkoEEERLET,
alternatehostname ~ ({£3&) Web ¥ —/3 (Tomcat) AFFAEZARKT 5 & EIHEHENDS, AR b

PDREA ZHELET,

alternatehostname Z 1/ L T, HOBEAGENEOY 7V =7 MUERA 4
ERECTEET, CSROVT7 V=7 MUEFRA MIT, [REAEDE B
(Certificate Management) ] ~—Y TEFRINET, ZDa~vr FaL
TCSR DA A M ERET HE, CSRAERT B AZL>T, WES
NI A MalIcEE B2 b ET,

. avY RmE



| a~>rosE

\}

set webapp session timeout .

G¥)

ATV R E—F

AR A PIZIEMNT ABRICEREENTZ Web EX 2 U T ¢ o< FAWEA I, Tomcat,
CallManager, CAPF, TVS, IPsec 72 & DFFRAEMK SN DH T TOH CSRITEBME L ET,

EHFE (admin:)

Z¢
gy RERHEL ~L @ 0
Ty 77 L— REEOER - ARWA]

J# F %4 : Unified Communications Manager, Unified Communications Manager @ IM and Presence
H—E A, I LW Cisco Unity Connection,

il

W, T~ RO O A L THEBOME L = v N EZFEET 5 web-security =
<~V ROFIZRLUET, GEHEICIZ3 2O 0U 7 4 — /L RBH D £7°,

* OU=accounting
» OU=personnel, CA
» OU=personnel, MA

admin:set web-security “accounting,personnel\,CA,personnel\,MA” Cisco Milpitas
CA
set web-security "Voice\Video" "Cisco" "RTP" NC

set webapp session timeout

Z M3~ RiX, Unified Communications Manager Administration 72 £ Web 77U 7r—3/ 3
MEALT Y N La—Faa At 745 TORMESBEMTRELET,

HLWwebapp By a v XA LT U7 MEFMIT HIZiX, Cisco Tomeat H— B R & FH )4
HLENBH Y £, Cisco Tomeat B — E 2 & F#E) 35 £ TiX, show webapp session timeout
Ty RCHEH LWVERKBSNETN, VAT MIHWEZEHB IO LT E3, =
Davy RTE, —E2AZ2H{EEHTL0EI0EMNGbEs e 7 FRRRINET,

Cisco Tomcat Y —EAZHEFNTDHE, IXCOT 7747 By aryBDETL, VAT A
NI =~ VA BEE 2 5BENRHY £, Z0a~vy REETTDO1TIEE— 7 K
P T A L EHERELE T,

avrroEE I
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. set webapp session maxlimit

\}

GE)

DHJ/EIT. V7 NI 2T T F 7L — Rk THiE S, 740 MEIZY Y FERE
A,

set webapp session timeout minutes

BXDERA

AR E—F

INTA— ERBA

A

minutes  Web 77V r—a VinZA LT U ML, 2—FEu AT T 5FE TORME S
HALTHELE7,

s EOHH : 5~ 99999 7>

e T 7 )L ME 3045

FHE (admin:)

25
o< REFEL L ]
Ty L— REEOMER - ARHf

1 %1 4¢ : Unified Communications Manager, Unified Communications Manager @ IM 3 X OV L
£ A% — B R ¥ L Cisco Unity Connection,

set webapp session maxlimit

Zoavy N Hx—VORKEWeb 77V r—var by va VORKEERELET,
TN, RDA o H—T oA A SN ET,

* Cisco Unified CM Administration

* Cisco Unified Serviceability

* Cisco Unified Reporting

« Cisco Unified Communications &/ 7 77 AR—4 )L

« Cisco Unified CM IM and Presence ™ & i

« Cisco Unified IM and Presence —E A7 U 7 ¢

» Cisco Unified IM and Presence @ L' 7" — k
Ty v a VIRKBIRERE E AT HITIE, E B AS Cisco Tomcat — B A & BB 9~ 5 2
N ET,

B o~ roxE
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set webapp session maxlimit .

FE  Cisco Tomcat VY —ERAZHEETHE, T _XTOT 7747 By arnkTL, VAT A
/\71‘“—“\7/1 B R B2 D5BFENRHV ET, Z0a~vr REFITT5HO13IEE— 7 I
Pl N AP W ¢ 2 A =

\)

CE) ZoREIX. VY7 T Ty — Rk TS, 73V MEIZY By hERE

set webapp session maxlimit number

X NN NS HL: )
r—4
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admin:set webapp session maxlimit 4
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The Cisco Tomcat service needs to be restarted for the changes to take effect.This will
disconnect active web sessions and all web applications on this node will be unavailable
until the service restarts.This service restart will take several minutes to complete.
Do you want to continue (yes/no) ? yes

*************Restarting Tomcat***************
Service Manager is running

Cisco Tomcat [STOPPING]

Cisco Tomcat [STOPPING]
Cisco Tomcat [STOPPING]
Cisco Tomcat [STOPPING]
Cisco Tomcat [STARTING]
Cisco Tomcat [STARTING]
Cisco Tomcat [STARTED]

The webapp session limit has been successfully set to 4.
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admin:utils EnhancedSecurityMode enable
The system is operating in NON-FIPS and NOT operating in Enhanced Security Mode.

Enhanced Security Mode can be enabled only when the system is operating in FIPS mode
Do you wish to enable FIPS mode as well (yes/no) ? yes

Warning : This operation will modify the password policies

1) Password Length should be between 14 to 127 characters.

2)Password should have at least 1 lowercase, 1 uppercase, 1 digit and 1 special character.
3)Any of the previous 24 passwords cannot be reused.

4)Minimum age of the password is 1 day and Maximum age of the password is 60 days.
5)Any newly generated password's character sequence will need to differ by at least 4
characters from the old password's character sequence.

Warning : This mode will limit the total number of concurrent web application sessions
to 3.
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This will change the system to Enhanced Security Mode and will reboot
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Do you want to continue (yes/no) ? yes
The protocol for communication with remote syslog server is already set to tcp. No changes
required.

The system is already operating in contact search authentication enable mode; no change
required. Exiting.
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set workingdir .

The concurrent web application session limit has been successfully set to 3.
Setting password restrictions as part of Enhanced Security Mode enable
Calling fips enable

Security Warning : The operation will regenerate certificates for

ITLRecovery

Any third party CA signed certificates that have been uploaded for the above
components will need to be re-uploaded.

If the system is operating in mixed mode, then the CTL client needs to be run
again to update the CTL file.

If there are other servers in the cluster, please wait and do not change the

FIPS settings on any other node until the FIPS operation on this node is complete
and the system is back up and running.
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This will change the system to FIPS mode and will reboot.
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set workingdir
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