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THZENRTEET,

FIE

[Cisco Unified CM IM and Presence Administration] =— A > ¥ —7 = A AlZu /A4 LET, [/

¥ A (Presence) |>[RKAA M7 =5 L—3 3 (Inter Domain Federation) ]>[SIP 7 =5

L— 3 > (SIP Federation) ] Z#H L 7,

CHTELEN (AddNew) 1% 2 U 27 LET,

[FAA 4% (DomainName) ] 74—/ KIZ7 2T L—T v K RASL VA E AN LET,

[#B3 (Description) | 7 4 —/V RIZT7 =T L—7 v K RAAL U E2@HT 580002 A LET,

[Manage Domains ( KA A > OEH) | ¥ TN T 78 ATE B Ciscolabber V U —AX8x DT T A

N /‘—Eﬁﬂi“ﬂi 2= L TIDOTFA MLFIINERINET, 207, 2—PiL o
TFINDRT WAL U EANTTDHE L TIEE N,

&@% DWFTINNEBIR L ET,

a) FAA UMD OCS/Lyne (Inter-domain to OCS/Lync)

b) KA A URA 5 AOL (Inter-domain to AOL)

Microsoft OCS & D7 =7 L — a U EHRET HHEIE, [FA V7 b 727 L —T a3 (Direct
Federation) | F = v 7Ry 7 AMA 71T/ >TNWDZ MR LET,

[R1E (Save) 1227 U 7 LET,

SIP7 =7 L—7 v N RAA &8, Mk, E3HIBR L%, CiscoXCP/L—# 2 FiE) L %
9, [Cisco Unified IM and Presence Serviceability] =—H% A > ¥ —7 = Alcua /A4 LET, [V—
/v (Tools) ]>[=2¥ hmr—tr ¥ —-Fvy hTU—27H%—E R (Control Center - Network Services) ]
ZBEIRLET, ZHICL D, CiscoXCP/L—& % ffL#)9- % & IMandPresence H— B2 T T
D XCP H—E ANFEE) L £,

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzTL—YavAMAF



| SIP7zFL— 3 M0 IMandPresence #—E R DHTE

IM and Presence Y —EX TDIL—T 4 VT HRTE [ |

IM and Presence Y — E X TDIL—F 14 VT EHE

SP2xTL—23>®0DNSEE

w7 — 77 /L IM and Presence m— B A3 Tld, DNS SRV %l U T K A A > %3 IM and Presence
P—ER ) — REMEERTE 5 X 912, IM and Presence — £ 2734 12— % )L IM and Presence H—
EA RAALUIIDNSSRV La— R&EXT Y v o LRFIUER Y 8 A, DNSSRV L o2— KiZ
ENENNRFRCARATY v 7 IPT VARSI NDLERH D 77,

Microsoft D= > % — 75 A4 X A CiL, IM and Presence ¥— E A7 IM and Presence %h— &2 K A
A DDNSSRV L a— REAAT 5 Z LARO B ET, IMandPresence 17— B X % Access Edge
PF—=NORTY w7 IM TR HZ L LTRETH0HTT,

IM and Presence h— Y ADxT ¥—7 5 4 XEATIE, &— k5061 T
_sipfederationtls._tcp.imp_domain %" A >~ 3% DNSSRV L a— RERET HMLENRH D £,

Z Z°C. imp_domain 1% IM and Presence —E A KA A > O HFITY, T DNSSRV %, /L—
7 4 > 7 IMand Presence %t —E A /— KD/X7' U » 7 FQDN Z$5E L CWAHLERH Y £,
ZDOFQDN (X, 7V » VTR FTRE T D T & MMETT,

IM and Presence h—E ARSI KA A U EFER TE B LT BITiE, MR A A > DIEA >~
H—7 = A ZAD FQDN ZH487ET HHMIE N A A > 0 DNS #—/3Z DNS SRV L =t — RE(ET 5 i
R E7,

AOL EDSIP 7 =7 L—3 3 V&R E LT, AOL TIX FQDN & X— R |2 /V—T 7 T
bihEd, TDizd, NV—7 (7 HIMandPresence ' — 2 / — KO FQDN %, X7V v 7 |C
IR FIRECH D Z L MMBETY, AOL TiX, DNSSRV L v 7 7 v FI3E TSNS, bz IM
and Presence ¥— B A D FQDN NEHUICERE SIVE T, £D7=H, ZD FQDN (I/37 Y v 7 (Zfif
RATRECH D Z L DME T,

DNSSRV V> 7 7 v F&E(TTHIZE, ROa~vy R r—r A FRHLET,

nslookupset type=srv _sipfederationtls._tcp.domain

IM and Presence — & A 2337 »» 7 DNS lookup THMMBAE A fiFI TE IRWEAIEL, BED A X
T4 v = MeRELRITERY T8 A,

FAAL VBT 2T L—2 3 o EAD SIPDNS SRVs

WOFITIL, EHDOr—)v RAA 2 %T_XTCHEU/N7 Y » 27 FQDN IZfi# L, DNSSRV L =2—
K% IM and Presence & — B RABBATHRA FENTZ R AL T EIZAB LR TIZR Y A, K

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7

L—varv#A4F IR



SIP 7 =7 L—3 3 VA IMand Presence —E DT |
B SEEALERET A vY L— FORE

ORI, 3 20—V RALUBFHETDRAAL 7 =T Lb—2 g VEADOHZRLTCVE
9, 4% KA A > ® sipfederationtls DNS SRV L =— R & /AR L £,

K14: SIPR—XDI7xTL—TYFK FAS VEEADER ALY

Synergy Corporation

(e
e
1 B . :
1 IM and Presence Service |

SYNErgY.com
synergy.co.uk ;
synergy.online.com ' Cisco ASA
M| T,
- --5'
] | Immmmyl [T T 1
P - - e I - »
¥ N — - ---‘l
T T T[] I l--lsl
} - o e
—H FQDMN: asal.synergy.com
4 IP: 111.222.333.444
Internal Metwork DMZ %
w
r ‘8

% DNS SRV L z— RiZ, ROKMP/RT L IIZDMZ (FR— b 5061) (ZE A &7z Cisco Adaptive
Security Appliance DA (VX7 Y » 7)) IP 7 KL A®D FQDN (LR SN AMERH Y £,

15 : Cisco Adaptive Security Appliance @) FODN % fi#;R 3 % SIP DNS SRV

_sipfederationtis DNS SRV records

SAV: _sipfederationtls.tcp. synergy.com J

External [P Address Fublic FQDM of
of Gisco ASA Cisco ASA

A fr
E IF:111.222.333.444 asal.synergy.com: 5061 '(—L SHV: _sipfederationtls. fop.synergy.co.uk
£

SRV: _sipfederationtls.tocp synergy-online.com J

351503

ESpEREYS
TLS ZfHH L= A% T 4 v 7 — FDOFRE, (52 5—)

TS #FERALI=XE2T414 v IL—FDEKE
Y

GE) ART 47— FOFEIX, SIP 7 =F L—2 a3 VOBEDBLTVET,

IM and Presence F—E A / — KA DNS SRV Z{#H L T/ K A A VR TERWIEEIE. IM
andPresence " —E A LT, FTONL AL L DOHNEA L Z—T =2 A RZADI) AZT 4 v F Jb—

FNERETDLENRDHY T,

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzTL—YarvAAF



SIP 7z 57 L—>3 > HA®IMand Presence H—E ADH{RE

ATy T

ATy T2

ATvT3

—

JrFL—varvor—54251552—408% I

FIE

[Cisco Unified CM IM and Presence Administration] =— A > X —7 = A AlZu /A4 LET, [/
LB A (Presence) |>[/V—7 1> 7 (Routing) |>[AXT « 7 /b— bk (Static Routes) | % 3%
WLET,

ABT A4 N—MIBETHENRNTA—ZEZLLTOLHIICHTLET,

CHRPENH — N, AN =T TA X RAAL VA E RIS TR ET DR ENH Y
9, =L 2. RAA P domaina.com THILL, [FE5E/ 3% — 2 (Destination Pattern) ]
DfEIX .com.domaina.* &7V £,

*[*xZ7 A v (NextHop) ] DML, Microsoft OCS & D7 =7 L—3 a > OEE TSN
Access Edge D FQDN £721XIP7 RL A AOL & D7 =7 L — =3 > O541% AOL SIP Access
Gateway @ FQDN 721X IP 7 KL A T9,

*[F7 A Ry R—bF (NextHop Port) ] DF =1 5061 TI,
*v— bk #47 (Route Type) | DfElE domain T,

*[7u b=z %A (Protocol Type) ] TLS T,

[fR7F (Save) |27 U w7 LET,

HErEY D

JxTL—23 DI—T 42T INTA—FDERE

X L& BHIIZ

#HTIMand Presence V' —E X% A VA =L T BEE, =T b—ar —T 4T R
A—=HE, X7V vy J— FOFQDN (Z HEEIZFRE S 41, IM and Presence V— B &%, &
TATTAN ) —=RIZZOEEELET,

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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SIP 757 L—3 3 FA® IMand Presence H—E R DERE I
B o7 3000 —F1oF R54—208E

FIE

AT w71 [Cisco Unified CM IM and Presence Administration] =—% A > X —7 = A AjZu /A LE7, [~
AT I (System) ]>[Hh—E R /3T A —% (Service Parameters) | Z 3R L 77,

ATFw T2 [P—3 (Server) | Ka v 7 &7 U A R» 5 [IMand Presence — B A (IM and Presence Service) |
J— RZE@RLET,

AT9 73 [P—ERA (Service) | Ky 7 & U A KD [Cisco SIP 7’12 % ¥ (Cisco SIP Proxy) ] % i#iR
LET,

ATYT8 [T L—var =T 4T RT A=K (7T AZ%LK) (Federation Routing Parameters
(Clusterwide)) |27 > a T, [7=T b— 3 )L—7 1 7 IMandPresence ® FQDN (Federation
Routing IM and Presence FQDN) ] /37 A —XDOfEL LT, X7 U v 7 FQDN # A L F 7,

* Z® FQDN fElX, #® IM and Presence H—E 2 KA A L D/X7 Y v 7 DNSIZH D
_sipfederationtls = h V| —FH L CWAMERH Y 7, RIZHlZrLET,

° 7 LB X H—/IFQDN 7% impl.cisco.com ., DNS SRV 73 _sipinternaltls._tcp.cisco.com
(FQDN impl-public.cisco.com AR A > ~) DEFH, 72T b—va s v—T 47
FQDN (X imp1-public.cisco.com (2725 Z L3 H 0 £,

° 718 R H—,IFQDN 7% impl.cisco.com ., DNS SRV 73 _sipinternaltls._tcp.cisco.com
(impl-public.ciscoext.com) D¥FH, 7 =7 L— 3 Jb—7F 1 7 FQDN L
imp1-public.ciscoext.com {2725 Z &3 H D F£7,

GE) ZONRITA=2F, TULB A =L Lyne b= DBIZT7 7 A4 T 74—V
(ASA) L TLS VXV NFETH 72T L—vay, BIOR[TLEL A
(Presence) ]>[ KA A »fi]7 =7 L—3 3 > (Inter-domain federation) ]>[SIP~ =

F L —3 g (SIPFederation) | D FD[F ALY h T =F L—3 g (Direct
Federation) | F = v 7Ry 7V ANF T oTNWDH 7 =7 b—a ST S
EFH A,

* a2 —¥&/)L—7 17 A IMand Presence F—E R / — RIZEID B THYA. 2@ FQDN fi
% IM and Presence h—tE &2 / — ROFEFED FQDN LRI CIZT 5 Z LT TEEH A,

AT T5  [fR1F (Save) 1227 U v 7 LET,

RDEFE

IMandPresence ' —E A D7 =7 L— 3 )b—T 4 7 FQDN /T A —X 25 L 5E1L,
Cisco UP XCP /L — % % 3 iL#) L £ 9, Cisco Unified Serviceability D=~ —% A > % —7 = A A|Z 1
AL, [V—/ (Tools) |>[=2> kv — L& ¥ —-Cisco Unified Serviceability D % > k7 —7~
H—E A (Control Center - Network Services in Cisco Unified Serviceability) ]| % %R L ¥,

Cisco UP XCP /L —#Z ZHi#h4 5 & . £ LY IM and Presence —E A DT D XCP ¥ —
EANHER) L ET,

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzTL—YavAMAF



| SIP7zFL— 3 M0 IMandPresence #—E R DHTE

IM and Presence ¥ —EX Tt F 1) 714 DHRTE [ |

BErE YD
=T b—va Y HETA—AOAEE, (191 X—)

IM and Presence Y — EXTODtEF2) 714 DHRTE

)

GE)

COREFENEHSND DI, BENICT7 =T L—ra VEEATHERICEX 2 772 TLS
P e MWEBE LTG0 E, 72T Lb—1a BB AT 5TH7 - T Cisco Adaptive Security
Appliance ZfEH L 72 WEE DR TH,

Microsoft Lync (%, EC 55 &V R — N LEH A, ECHZ XA BINT 28515, FEEC
5 RDHh, ECHiZ R EIFECH B HARDOOMD &L o nERINT Z08RH Y £,
EC B 5 D H 2 BR L 72T 7280,

G¥)

Default Cisco SIP_Proxy Peer Auth TLS Context T, BIND XV R fiﬁﬁ%ﬁiﬁ%@ﬁfé’f
£9, BEARREICESOTHEYRE ST AZBNTEEY, FASM VT =T Lb—arz
RETDHANC, BRUEBE SR X 3BT OYR— FaARESHNE L Tnsr 2 Lx
MBI D MENRH D T,

HHETISE7 I FOERL

AT

ATy T2
ATvT3

Cisco Adaptive Security Appliance &% = U 7 ¢ GEH]ZE % IM and Presence — E AT A VAR — 95
L. IM and Presence — E & X Cisco Adaptive Security Appliance 2 TLS £°7 7 V=27 F& LT
HEIZEBIM L 9, ZD7=H, IM and Presence —E A TiX, Cisco Adaptive Security Appliance
ZTLSEY 7Y & LTFETENT2XLEITH D A,

FIE

[Cisco Unified CM IM and Presence Administration] =—% A > ¥ —7 =4 X{Zu /A4 LET, [~
AT I (System) ]>[EF = U7 1 (Security) ]>[TLS &7 # 7= b (TLS Peer Subjects) ]

EIRLET,

CHBLEM (AddNew) 1227 U v 27 LET,

ROWFNNOEE A LET,

a) MicrosoftOCS & DSIP 7 =7 L— 3 Y ERET HHAIEL, [T 72 =2 b4 (Peer Subject
Name) | 7 « —/V RiZ, Access Edge — 3D FQDN # A LE 3, Z DOfEIZ, Microsoft
D Access Edge V' —/NZ Lo TR SN DFEHFEOMA CN & —ET 5 MERH D £7,

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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ATvT4
ATvT5

SIP 757 L—3 3 FA® IMand Presence H—E R DERE I

BRLETISETH TSI F YR MADTLS E7DEM

b) AOL D SIP 7 =7 L— 3 V&R ET H84G1E. AOL SIP Access Gateway D44 FQDN %
AJTLET, ZOfEIX, AOL SIP Access Gateway ¥— M2 X - TH/R S HAEHEDO A4 CN
E—HTOMERDHY FT,

[ (Description) ] 7 « —/V RIZHANEY — DL HTIEZATILET,
[fR1F (Save) 1272 Vw7 LET,

ROEE
BINLAZTLS ET 7V 227 b UAM~DTLS E7 OB, (56 ~<—)
BMELEYY

IM and Presence #—E 2 ~D H LEAGEHAZEDO A AR — K, (61 ~—)

ERLETISE7Z HT0 I F YA RADTLS E7 DIEM

ATvT1

ATy T2
ATvT3
ATy T4
ATy 75
ATvT6
ATy T17

ATvT8

ATvT9
2Tv 710

IZC®H5HII
HHTLS ©F7 727 FOERR

FIE

[Cisco Unified CM IM and Presence Administration] = — A > % —7 = A Alza /A4 > LET, [~
AT I (System) 1>[EF = U7 1 (Security) ]>[TLS =27 % & hg&E (TLS Context
Configuration) ] Z&R L £7°,

[#5% (Find) 14227 Y v 27 LET,

[Default_Cisco SIP_Proxy Peer Auth TLS Context] #7 V v 7 LE T,

fEHAIREZR TLS W55 D U A b N TOM &2 RN £7,

KENZ27 V27 LT, BRIz TLS K55 (Selected TLS Ciphers) | £ TCILH OS2 BEI L
£

EHAEEAR TLS 7 72 =7 bDOU R hnb| HIOETRELZTLS VT 727 b2
UwZ LET,

KENZ27 Y 7 LT, BRENTWATLSEY 7 V=7 M [BRSNTETLSEY 7=

I (Selected TLS Peer Subjects) ] (2 &) L £ 7,

MicrosoftOCS & 7 =7 L — a VAT I AL, [ZBDTLS 77 7 A F Ot (Disable Empty
TLS Fragments) | F =y 7Ry 7 A& F AL ET,

[rfF (Save) 1227 VU v 7 LET,

Cisco SIP 7' & ¥ H—E 2 2 FHiLH) L F7,

GE) AOL 7 =7 L —3 3 > & Microsoft OCS 7 =7 L —3 3 > % [A] U IM and Presence #—t
A ) — R EICERT2EAT. [ZDTLSY 7 7 A > FOELE (Disable Empty TLS
Fragments) | = > 7Ry 7 2% A2 L TH, AOL7 =7 L—r 3 LI ETH Y £
A,

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzTL—YavAMAF



| SIP7zFL— 3 M0 IMandPresence #—E R DHTE

sPozFL—varvy—eExoant [}

EErREYSY
HHLTLS ©°7 %72 =7 NofERk, (55 2—)

SP7x7L—3>H—EXDOEDEL

&M

ATy T2
ATvT3
ATy T4

ATy TH
ATvT6

4 IM and Presence "— "2 /— K ETCl&, Cisco XCP XMPP Federation Connection Manager — £’
ARG DRERHY T, ZOY—ERXZHENTIHE, TNEFND /) — R ETTrEY
=V LB PIIK L TSIP 7 =7 L—a VHSEER AN 0 3, ZoEEE, 774

ZND ) — RZTEIZFETTOMLERHY £7,

FIE

[Cisco Unified IM and Presence Serviceability] =—% A > ¥ —7 = A Az /A4 > LET, [V—/b
(Tools) |>[V—ER T 277 ¢~X—3 3> (Service Activation) | ZER L £7°,

[RA K (Host) | ey 7 Xy UARNLY—R_EZRRLET,
[(B#) (Go) 127V v27 LET,

[IM and Presence H— E" A (IM and Presence Services) | &2 2 2 > C, [Cisco XCP SIP Federation
Connection Manager] % —E ADHEIZH DR X 2RI L 77,

[fRTF (Save) 1227 U w7 LET,

SIP 7 =7 L—ya UEFMT 5729I21%, Cisco SIP 71 F 3 $r— B ZARFAT I TV D LENR
%V F9, [Cisco Unified IM and Presence Serviceability] =— £ > % —7 =4 AlZu /A v LF
9, [V—/v (Tools) ]>[#4AREY— A (Feature Services) ] Zi&{R L, CiscoSIP 7' E ¥ #—b
AMFETESNTNWDZ L 2R LET,

EErREYD
TrxTFL— g ToOaX SO, (195 2—2)
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SIP 757 L—3 3 FA® IMand Presence H—E R DERE I
B sPozFL—rary—Ex0EME
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%5%

Cisco Adaptive Security Appliance [Z & % SIP
JxzTlL—YarvteXxal) T4iHEDEE

==

X

S

G¥) IM and Presence ¥—t A U U —2 9.0(1) LA TiL. Microsoft Lync £ D KA A U7 =5 L —
YarBPYR—bFESNTHNET, OCSED AL U7 =T L—3a U ~OZRITIE, Bk
IRI72FREN IR WBR Y | Microsoft Lyne 235 E SV E T,

* IM and Presence #— £ & & Cisco Adaptive Security Appliance D[E] TO 3 = U 7 ¢ FEIAEAL
#, 59 X—v

* Microsoft CA % fifi H L 7= Cisco Adaptive Security Appliance & Microsoft Access Edge (/M1 »
B—TxAA) OMTOEF 2T ¢ AHELH, 64 <—Y

*TLS 77 L—ya O Lyne Ty ¥ —=N"TOEX =2 U7 4 iEHEORE, 75 X—

IM and Presence H-— E X & Cisco Adaptive Security
Appliance DRI TOEF 2 ) T« SIBHER ML

Cisco Adaptive Security Appliance TO X —XR7 L LS X MRSV D
ARk

ZOFERAEIZX L TH— X7 (], emp_proxy key) % {ER L. Cisco Adaptive Security Appliance
75 IMand Presence #— B A ~D H E B4 GEHELZ#T 25 7 A AL >~ (B, imp_proxy)
EERETHMLENH Y F£9, CiscoAdaptive Security Appliance T H CLBLAFEAEEZER L TW5H Z

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7

L—yarv A4 F
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Cisco Adaptive Security Appliance [IC& 5 SIP 7z FL—> 3> X2 ) T EAZDHRE

B Cisco Adaptive Security Appliance TOD BT ERIAZDERK

ATy

ATvT2

ATvT3

LERIRTT-OIRGES A T % [self] CFRETDHEE BT, FEAEOY TV AL X —
TxA ANDIP T RLAZEETHILERDH Y £,

[F L& BHIIZ
ROBIZFHH SN TWDIREF AT ZFIT LI L 2R LET,
*SIP 7 =7 L —3 2 »H® IM and Presence H— B ADFRE, (49 *X—7)
*SIP 7 =7 L—1 3 |27 % Cisco Adaptive Security Appliance (ASA) DFXE, (77 21—
V)

FIE

T—FICAD £,

e
&l

Cisco Adaptive Security Appliance T, §#
> Enable

> <password>
> configure terminal

WDa~<ry REALT, ZOFEREOXF— T 24K LET,

crypto key generate rsa label imp proxy key modulus 1024

WO—ED <> Kz AJJL T, IMand Presence —E AD kT A hRA > hEERR L £,
crypto ca trustpoint trustpoint name (for example, imp proxy)

(config-ca-trustpoint)# enrollment self

(config-ca-trustpoint) # fgdn none

(config-ca-trustpoint)# subject-name cn=ASA inside interface ip address
(config-ca-trustpoint) # keypair imp proxy key

FNITNYa—=T 47D |

show crypto key mypubkey rsa I ¥ . FEAS LT, F— KTﬁ‘iJﬁZéﬂTU‘é ZLERMERLE
D

RDOEZE
Cisco Adaptive Security Appliance TP B &4 it EDERK, (60 ~<—)

Cisco Adaptive Security Appliance TOEHCE R SIBAZ D ERL

[T L& BHIIC

* Cisco Adaptive Security Appliance TOF¥—X7 & kT A k R4 > hDARKL, (59 <—) @
FEZFAT L £,

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzTL—YavAMAF



Cisco Adaptive Security Appliance [IC& 5 SIP 7z FL—> 3> X2 ) T EAZDHRE

ATvT1

ATvT2

ATvT3
RTv74

ATy TH

ATvT6

IM and Presence H— EA~ND B ELEBHED A VR— b+ .

* ZOFINEEZFEITTBHITIL. UNIXHIGDT F A b =F ¢ X NV T, Microsoft 7 — K %y
K, /3= 3 5.1 £7213 Microsoft A EIE, /3—37 3 1 5.1 Service Pack 2 Z# #E24E L ¥ 97,

FIE

wRo=a~r Fe AN LT, ACEAEHEZER L £,

(config-ca-trustpoint) # crypto ca enroll trustpoint name (for example, imp proxy)

BTV NAZT AL ADV N TNEGEEZDDH I EEHERT DA v E—UNERRINIZD,
no L ASJLET,

HOBAGEAELERT DL IORDL T a7 MIxF LT, yes TIVE L E T,

WD~ Ru& AJJ LT, IMand Presence $—E A7 AR — M HREELZER L £,
crypto ca export imp proxy identity-certificate

THZE-T, & xE PEM T2 a— RENET AT T 47 4 GEAENERICR R S E
R

Cisco Adaptive Security Appliance it EDOHNAE 2K EZ 2 — L, U— KXy R AEIRO 7 7 A /L
(pem OHEIET-Z AT 5) (/D (HT £,
pem 7 7 A NVEO—H) 2 U AMRIFELET,

RDIEZ%E
IM and Presence ¥—E A~D H CEBLEAED A R — b, (61 *X—)

IM and Presence Y —EX~DBCZELZIIHAEND A VR— k

&

ATy T2
ATvT3

([FC&HBAEIIC
DOFNEAEFIT L E T, Cisco Adaptive Security Appliance TP H B4 GEHEDER, (60 ~<—)

FIE

[Cisco Unified IM and Presence Operating System Administration] =—% A > % —7 = A A|Za /A >
LET, [EF=2UT 1 (Security) 1> [REFIFEH (Certificate Management) ] Z %R L £,

[REBAEDT » 7' v — K (Upload Certificate) | %27 U v 27 LE7,

[Certificate Purpose (GIEFAFE H ) ] T, [cup-trust] Z &K L E 7,
GE) N— DT 4=V FIZEADE LI L THBEE
R

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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ATvT4

ATy TH

Cisco Adaptive Security Appliance 2k 3 SIP 7T FL—> 3> €1y FoiABEDNRE |

IM and Presence +— E X TOH L L EIBAZED £

[ (Browse) |27 Vw7 L, B—h)L ara—4%T (RIOTFNETHYER L7) Cisco Adaptive
Security Appliance @ .pem FlEFHE 7 7 A V& RE L £ 7,

[Z7ANVDT v 7ra—K (UploadFile) 127 VU v L, iE&E% IM and Presence H—E X / —
Niz7 vy 7a—RLET,

NFGTNYa—T 4T Db

FEFAEDO—% T, <asa ip address>.pem & <asa ip address>.der ZMETH L. Ao
N0 ET,

ROEE
IM and Presence —E A TOH LW FEHAEDO AL, (62 _X—)

IM and Presence —E X TO#FH L LSEBAZD &K

A

G¥)

&

ATy T2
ATvT3
ATvT4

CiscoASA 7 7 A 7T U —/LOFEAEIL, WA TH— BRGEEMNE 7 T4 7 v FRGEBRMED TR
EESNTWIMLERH Y £4, Ziud, dFAEOMbx—FH (EKU) T A —% £33k
DA77 =7 ~MID (OID) DEZEFR~SZ & TR TEET,

1.3.6.1.5.5.7.3.1,1.3.6.1.5.5.7.3.2

X L& BRI
DOFNEAZFIT L ET, IMand Presence 4 —E A~DHCEBLIFAED A VR—F, (61 *—)

FIE

[Cisco Unified IM and Presence Operating System Administration] = — A > % —7 = A X217/
A LET, [BF¥=U 7+ (Security) |>[FEFIEEPL (Certificate Management) ] Z 3R L E7,

HTHRVERL (Generate New) 1% 7 U w7 LE7,
[REBEH®Y (Certificate Purpose) | K w7 72 U A RN TC, cup Zi®IN L E7,
[Z£5% (Generate) | %7V 27 LET,

ROEE
Cisco Adaptive Security Appliance ~@ IM and Presence F— B AFEHED A AR — |k, (63 X—)

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzTL—YavAMAF
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Cisco Adaptive Security Appliance ~® IM and Presence — E RSEBIE D 1 R— + .

Cisco Adaptive Security Appliance ~® IM and Presence H-— E X iEFRE

DA R—

N

IM and Presence ¥ — " A GEH]#E % Cisco Cisco Adaptive Security Appliance (21 > A" — hJ 51213,
IM and Presence ' —E X5 A AR — b LIZGEAEZENT 270D T XA FaRA b (Tod 2
IX cert_from_imp) Z{EpK L. [terminal] & L CHEEkZ A 7 %45 L. IM and Presence — & A
NOEFG LIEGEENGRICRV T OND Z L 2R RTIMLERH Y £7,

G¥)

&

ATy T2

ATvT3

IM and Presence — £ A & Cisco Unified Communications Manager @ ./ — K| 72 5 NZ Cisco
Adaptive Security Appliance (%, [ U NTP ¥V —ANSRIET 20BN H VD 5,

XL ®HBHHIIC
* IM and Presence — E A TOH LWGEAED LR, (62 X—) OFIHEEZFETLET,

* ZOFNEEFEITT BITIE, UNIXAGEDTF A N =5 4 Z RS T, Microsoft 7 — /3y
K. "= 3 5.1 £7213 Microsoft A EMfE, /X—7 3 5.1 Service Pack 2 ZHE4E L £ 9,

FIE

a7 4 Xalb—var ET—RFERBLET,

> Enable
> <password>

> configure terminal

WOa<wy K v—472 A% AL T, A>3 — b L7 IMandPresence —E RFEHED FF 2 |
RA Y FEERLET,

crypto ca trustpoint cert from imp enrollment terminal

WD a< K& AJJ LT, IMand Presence —E AN GEEAELEZ A VAR — M LET,

crypto ca authenticate cert from imp

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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Cisco Adaptive Security Appliance 2k 3 SIP 7T FL—> 3> €1y FoiABEDNRE |
. Microsoft CA % {Ff L 7= Cisco Adaptive Security Appliance & Microsoft Access Edge (54881 > 32— =4
R) OETOEF2 T4 HBAERR

AT w4  [Cisco Unified IM and Presence Operating System Administration] =—% A > ¥ —7 = A|Za /A v
L ¥, IMandPresence H—E AT [EFx =Y T 1 (Security) ]>[FEHIEEEL (Certificate
Management) % 3&IR L E£7,

ATy TS5 W% (Find) 1227V vr LET,

ATv 76  HIOFNETIER L7= IM and Presence — & AFEIE A K E L £,

ATy 71 [#vrv—F (Download) 127V v LET,

ATY T8 HRINTWHLTXFANZT XD 1 DAL T, imppem 7 7 A L& & £7,
ATv 79 imppem DANEEYIV B> T, Cisco Adaptive Security Appliance Ui A (Z G Y 1) £ 4,
ATYTN0 quit Z A LET,

ATV TN GEHEORRBEMERT DA vE—UNRNEREINTZD, yes EASLET,
ATYT12 FFHEAFRT HITIL. show crypto ca certificate I~ RAFEITLET,

RDIEFE

Microsoft CA % f#i i L 7= Cisco Adaptive Security Appliance & Microsoft Access Edge (4MHiA % —
TxAR) OEITOYX =Y 7 ¢ GEBAERZL, (64 2—)

Microsoft CA % {&FH L 7= Cisco Adaptive Security Appliance
& Microsoft Access Edge (4V &1 32— x4 X) D]
TOE*x1Y) T 4EAERH

ROFNEIZ. Microsoft CA Zffi ] L CREMFEAZRET 2 k& R L72#ITT,

)

GE)  VeriSign CA #fEfH L7=FIEOHNE, ZO~=a 7 VOIS TnET,

CARSRERAD b+

T A RNKRA Y NEAERT 256, N T A RKRA Y Mot L CTHEAT 288 TIEEZRET 245
B FF, BEHEE LTIE, Simple Certificate Enrollment Process (SCEP) Z T £

(Microsoft CA #fli i3 % 44) . SCEP T, enrollmenturl =~ REZfiH LT, 5L~ b
Z A RARA L b SCEP IZ X D8I T 5 URL A EFR L ET, &£ L URLIZE, HTS
CA D URL (T DBENDH Y £77,

ZDIENTETE 28EITEITIL, FEBREPH Y £, FEIEETII. enrollment terminal
avy REMHLT, CANLRAE LTCAEHEZ ¥ — I /MR T £3, WTFnoXRekhiEo
FIEIZHONWT S, ZOHETHALE T, BEFEOFHEMIOWTIL,  [Cisco Security Appliance
Command Line Configuration Guidell %2 L T 1230,

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzFL—Yarv (4K
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SCEP % {# /8 L 1= Cisco Adaptive Security Appliance TOIBAE DR E [ |

SCEP Z {4 % 121%. R®D URL 75 Microsoft SCEP 7 RA v Z XA o a— R4 AMERNH Y £
j—o

http://www.microsoft.com/Downloads/
details.aspx?familyid=9F306763-D036-41D8-8860-1636411B2D01&displaylang=en

SCEP 7 KA 1%, GEMIEA X E T 5 Microsoft CA IZA VA M—/L T HUENRH Y £7,
WKDOEIIZSCEP 7 KAV E Xy u— RLET,
* scepsetup.exe ¥ ¥ U — RNL, EITLET,
‘[r—HN AT A THY Lk (local system account) ] 3R L E 7,
* [&$%kT 5 SCEP F+ L ¥ 7 L— X (SCEP challenge phrase to enroll) ] & #RAZ: L £,
*CA OFFMEZ AT LET,

[# 7 (Finish) 1% 2 U » 2 LT, SCEP® URL ZHfF L £9, ZDURLIZE, CiscoAdaptive Security
Appliance (ASA) TD T A RARA > N OBERRFIHEH L £,

SCEP #{$1FH L 1= Cisco Adaptive Security Appliance TOEBAZE DR TE

ATy T

ATv T2

ATvT3

ATvT4

ATvTH

ATvT6

ATy T17

ﬂll

FIE

wDa<w FEANLT, CADOX— X7 EAERKELET,

crypto key generate rsa label public key for ca modulus 1024

RDO=a~r R AN LT, CAZihldT % 87 A MRA Y bafElk LET,

crypto ca trustpoint trustpoint name

client-types I ~v Y FEMEH LT, NTFANKA L NI TA T N A T EBELET,
DI ITAT v MEGS A TR, 2= PERICBEEM T S REAE 2 BEE T 5 7o T E
i'@’ﬁo client-types ssl %&“E%?’éﬁé“f%ﬁ/ﬁ@ﬂvy ]\%)\jj‘?‘é - k’f‘\ ZD f‘:fx }‘7\1‘\0/]"/ ]“
A LUTSSL 7 747 & MERMPHEGR TE L Z L2 REL T,

(config-ca-trustpoint)# client-types ssl

WwDa< R&EA LT, 237 Y » 2 IMand Presence ' —E A 7 KL AMDFQDN iR E L £9,
fqgdn fqgdn public imp address
GH) T, VPNREREICHT 2EENBITSNIBENH D £
R
ROa~vw ReANHLT, FFAMRAS L bOF— XTH2RELET,

keypair public key for ca

WDa<vy REASILT, PTARA L NOBRGFHFEEZRTELET,

enrollment url http://ca ip address/certsrv/mscep/mscep.dll

WDa<xry REANLT, BELIZI T AMRAS L O CAGEAEZRELET,

crypto ca authenticate trustpoint name

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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FEIZ & 5% F A L 1= Cisco Adaptive Security Appliance T®

Cisco Adaptive Security Appliance 2k 3 SIP 7T FL—> 3> €1y FoiABEDNRE |

FE)Z & 548 % E A L - Cisco Adaptive Security Appliance TDIIBAZDHRE

ATvT8

ATvT9

ATv 710

ATy TN

ATy 12

ATy 713

ATy 714

o

% axX AE

INFO: Certificate has the following attributes: Fingerprint: cc966ba6 90dfe235 6fe632fc
2e521e48

CANDDFEHEDOEBAMRT DA v E—UNERINTED, yes EASTILET,
Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

cwﬁomemdlﬂVyF%iﬁbiﬁo
crypto ca enroll trustpoint name

WOEEDH N NFERINET,

SWARNING: The certificate enrollment is configured with an fgdn that differs from the system
fgdn.If this certificate will be used for VPN authentication this may cause connection

problems.

BERDOFATE MR T DA v E—UNERINTZD, yes EATTLET,
Would you like to continue with this enrollment? [yes/no]: yes

)

% Start certificate enrollment..

Ty LY NAT—=REERTHEIRDLT a7 M LT, XAV —REANLET,
% Create a challenge password.You will need to verbally provide this password to the CA
Administrator in order to revoke your certificate.For security reasons your password will

not be saved in the configuration.Please make a note of it.

Password: <password>

*RkKKKF XK Re—enter PasSword: *Ekxk ks

VT2 VAT A ADYV I T NFESEEZODL LR T DA v E—UNRRENTH,
no & ASJLET,

CAICGEELZZERT L IORDDA v E—UNERRINIED, yes EATILET,

Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

CAICBEIL, IRE SN TWIEREAEZ BT LE S GEHEN BBIICRIT S LTV R o728

) o

RDEE
A48 Access Edge 1 > % —7 = A ADFEHEDHRE, (68 <X—)

IE BA

CAGEHEDT v 7u—RIZLD T A MARA OB

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
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Cisco Adaptive Security Appliance [IC& 5 SIP 7z FL—> 3> X2 ) T EAZDHRE

ATy T

ATv T2

ATvT3

ATvT4

ATy TH

ATvT6
ATy 71
ATvT8

ATvT9

ATv 710

ATy TN
ATvT12

ATy 713
ATy 714

FE< & 548 % A LT Cisco Adaptive Security Appliance TDIIBAZDHRE [ |

FIE

WwDa<wr FEANLT, CAD¥F— X7 EAERKELET,

crypto key generate rsa label public key for ca modulus 1024

RDOa~ B o= A2 AN LT, CAZi#T o M7 A MRA Y baERLET,
crypto ca trustpoint trustpoint name fqdn fqdn public imp address client-types ssl keypair
public key for ca
GE) *FQDN fEi%, /X7 VU v 7 IM and Presence F— & A 7 KL 2D FQDN T& % /L E )3
HYET,

* ¥ — AT EIE. CA HITERL SN2 — T THOILERH Y 97,
WDa<wry ReEATJLT, FTAMKRA L FOBGEHEEZRELET,

enrollment terminal

wKDavr REANLT, iEAELEEIEL 7,

crypto ca authenticate trustpoint name

CA O/— MEEEAZBG L £7,

a) CA D Web X—IIZBBE)LET (B : http(s)://ca ip address/certsrv) .

b) [CAGEAE, FEHETF =—> | F7/-IXCRL 0)5 7 > 1 — R (Download a CA certificate, certificate
chain,orCRL) 1 %27V > 27 LET,

C) Base 64 ZiEIR L E 7,

d) CAFEHEDF T m— K

e) FEHER cer 7 7 AV E LTHRTELE T (] : CARoot.cer) o

J— NFEAE (cer 77 AV) 2T XA =7 4 X THEET,

Cisco Adaptive Security Appliance S R ICFEHEHEDONEEZ 28— 7 F X=X M LT,

FEFAEDOERZHRT DA v —UNERINTZD, yes EATILET,

Cisco Adaptive Security Appliance D/ 7 U v 7 ZEAEIZ CSR 4K L £7,

WDAZ Y R A LT, CAICHT 2 BBIREEE LET,

crypto ca enroll trustpoint name

VTVl MCT A ADV Y TNESEZDLNE I ez d7nr 7 M LT, ne T
AL ET,

FEAEERZ R RTHLIRDDHL T a7 MIxH LT, yes TIHE L E T,

Z D Base-64 FEELZ 2 — LT, 7F A b =T 4 XAV T ET (OFIETHEHT 57
»)

BIFREREFERTDHLIRDD 77 MK LT, no TIHREALET,

(FllE4 T —L72) base-64 iEHE % CA OFEIEERAN— VA (1T £,

a) CA D Web X—IZBBE)LET (B : http(s)://ca ip address/certsrv) .

b) [REEZZRT S (Request a certificate) ] %27 U v 27 LT,

©) [REMAEOEROFEMRE (Advanced certificate request) ] &7 U v 7 LE 9,

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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. 4\E8 Access Edge f 2 — 7 =4 RDIIAZEDRTE

ATvT15

AT v 716

d) [Base 64 = 21— F CMC £721X PKCS#10 7 7 A VA& L CREMIEDOER 212657 5...
(Submit a certificate request by using a base-64-encoded CMC orPKCS#10 file...) ] Z&IR L £7°,

e) (FNH4 T —L72) base-64 GEBAEA LY £HF £,

f) EREZXEL, CADDIEAEEZRITLET,

g FFHEEZZ 7 e — KL, cer 77 A NVE LTHRIFLET,

h) SERELZ T XA b =7 4 X CHE, NWEZ 2 — L TRERICI Y T E£9, BIOITIC quit &
WO HEEZ AL THETLET,

WDa~<wry REATILT, CADLRE LEFEHELS A AR—FLET,

crypto ca import trustpoint name certificate

BERZHATT oM E IR 7T a7 MIXF LT, yes TIRELET,

RDOEE
S\ Access Bdge f > % —7 = A ADFEEOHRE, (68 <—)

5V EB AccessEdge 1 32— =4 ADFEHAEDERTE

ZOFNETIE, AX v RT7 a2 CAZMiH L T Access Edge h— /S TREBEZ R ET 5 HIEIZ O
T LET,

CARERAEFz—rDHFyrA—F

ATFv T
ATvT2
ATvT3

ATv74

ATy TH

ATvT6

FIE

Access Edge F—/ 3T, [A&— b (Start) ]>[31T (Run) ] Z&N L E 7,

http://<name of your Issuing CA Server>/certsrv Z AL, [OK] %7 U v 7 LET,

[Z# A7 DRI (Selectatask) | A== —7n5 [CAREIE, fEHEF =— EZIFCRLOKX 7
72— R (Download a CA certificate, certificate chain,or CRL) 1% 7 UV v 7 L¥7,

[CAFERAE, FEHETF = —>, FIT CRLOX 71— K (Download a CA certificate, certificate
chain,orCRL) | A ==2—25 [CAFEAET = — D& 7 u— K (Download CA certificate chain) ]
7V w7 LET,

[Z7ANVDZ T a— K (File Download) | A 70 J ARy 7 AT, [{R1F (Save) ]2 U v
LET,

= NDN—=RFT 4 RT RTIALTIZT 7 ANERIFLET, ZO7 7 A VOYLIEFIL pTb TY,
ZDOpIb 77 ANEHRS &, Fo— RO 2 DOFEHENTRRINET,

a) X% K7 urml—k CAFFAEDA ]

b) 2% K7 a0 L CAGEHEDCLTHT (H25HA

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzTL—YavAMAF



Cisco Adaptive Security Appliance [C& 5 SIP 7z FL—Y a3y vXxa ) T4 EAZNHRTE

41%B Access Edge 1 2 — 7 = 4 ADFEAEDEE [ |

ROEXE
CAFEAETF = — 2 DA VA F—Jb, (69 —)

CASIBAZF z—2DA VA M—JL

ATv 1
ATy T2
ATvT3

ATvT4
ATy Th
ATvT6
ATy 717

ATvT8
ATvT9

IZC®H5HII
DFEZFEITLET, CAFFHEF =z —rDF T a—F, (68 <—)

FIE

[A&—]b (Start) 1>[3#1T (Run) ] ZERL £7,

mmc Z AJJL, [OK] %22V v 27 LET,

[Z77 A4/ (File) | A==2—T, [AFT v 7 A rDEMEHIFR (Add/Remove Snap-in) ] 3R L F

T

(AT 714 OEMEHIFR (Add/Remove Snap-in) | XA 7 17Ky 7 ATLHEM (Add) |1 %7

Uy 7 LET,

[FIHFTEE7/2 A% > K7 v A+ w7 A (Available Standalone Snap-ins) ] U A k T [Certificates
GEFIE) 12@RLE7,

LEM (Add) 1227V v 27 LET,

[ Ea—% 77~ (Computer account) ] Z iR L £ 7,

[Next] 27 U » 7 LE7d,

[ B a—Z DR (Select Computer) | XA T RI Ry 7 AT, RDZAZ ZF{TLET,

a) [KR—A) AL Ba—F> (Z0ary—LEZFTLTNDHarBa—F) [RRRIATH
L2 LEMERLET,

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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4\E8 Access Edge f 2 — 7 =4 RDIIAZEDRTE

ATv 710
ATvIN
AT 712

ATv713
ATy 714
RATvT15
2T 716
ATv T
ATy 718
ATy 719
RTwT20

ATy IT2N
ATvT2

b) [# T (Finish) 1227 U v 27 L%,

[FAC% (Close) 127 Vw7 LET,

[OK] %27 Vw7 LET,

[FEBIZ (Certificates) |1 > Y — /L DEMD A T, [FEHE :
Local Computer) | Z B L £,

[E#E S 7=/b— PAERARERS (Trusted Root Certification Authorities) | % BB L £,
[FERAE (Certificates) 12 4H 27 Vv 7 L, [TXTCHOX A7 (AllTasks) | &#AHRA > MLET,
[-f >A—bF (Import) 127 Vw7 LET,

[4 > AR—1F (Import) 1V 4 H—KT, R~ (Next) 127V 7 LET,

[ZH (Browse) 1227V v 7 LT, ifHETF = — U HRFLSGITICBE L £,
TrANEERRL, < (Open) 1227V v 7 LET,

[Next] 7 U v 7 LE7,

[FEAEZ T XCTA FTIZEET D (Place all certificates inthe store) ] & WD T 7 4 /L MED F FIZ
LT, [REBIFEA T (Certificate store) | D FIZ [{FHH 415 /v— NEEFIEERS (Trusted Root
Certification Authorities) ] BNERINTNDH Z & ZfERLET,

[Next] 27 U » 7 LE7d,
[# 7 (Finish) 1227 U > 7 L¥7,

n—ha v a—4# (Certificates:

RDEE

CA =MD OFEFAEDER, (70 ~X—)

CA H—/\Hh b DEEBAZE D EK

[T L& BHIIC

DOFEEZFITLET, CAFHEF = —r DA A=, (69 2—2)

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzTL—YavAMAF
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RATvT1
ATvT2
ATvT3
ATv74
RATvTH

ATvT6

ATy 71
ATvT8

ATvT9

ATy 710
ATy TN

41%B Access Edge 1 2 — 7 = 4 ADFEAEDEE [ |

FIE

Access Edge "—Niza 74 > L, Web 7 7 U ¥ &EBI& £9°,

URL http://certificate authority server IP address/certsrv % B F7,

[FFAE A 2K 4% (Request a Certificate) | %27 U v 27 LE9,

[FERAEOHE R OFEMERE (Advanced certificate request) |27 U v 7 L9,

[ZD CA ~DFERZEZVER L CTEET % (Create and submit a request to this CA) [ %227 U v 7 LE
T

(72 FERF OFEH  (Type of Certificate Needed) 1 U A E22 b [£DH (Other) |27V v 7 L%
T

4, 384 12 Access Edge #MEl A v % —7 = A AD FQDN % A1 L £,

(A7 Y=Z MD (0ID) ] 7 4 —/V RIZ, ROEEATILET,
1.3.6.1.5.5.7.3.1,1.3.6.1.5.5.7.3.2

GH) OID DHRIZHDH2OD 1 & H~TRYY %
R

RONWTININDOFIEELETLET,

a) Windows Certificate Authority 2003 Z i i 9~ 2 85415, [F%A 7> 3 > (KeyOptions) ] T[1—
A A a—ZFEHER T ICGERE Z &8 (Store certificate in the local computer certificate
store) | F =y IRy A&F AT LET,

b) Windows Certificate Authority 2008 Z{/H L CW25EI1E, ZOHED [N T T Ay a—TFT 47
Der ] THHAL TODHEEERZZ] L T IZE0,

PHYRTWARTIZ AT LET,

[4E (Submit) 1 &7V v 27 LET,

RDOEZE
CAV—"MB0FFHEBOX Y a— K, (71 =)

CA Y —N\HSDIEFED ALY v O— R

[T L& BHIIC
DOFNEZFITLET, CAV—NBOFEREB]OTER, (70 X—)

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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Cisco Adaptive Security Appliance [Z& 5 SIP 7z FL— 3> X2 ) T4 SIBAZEDHRTE I
. 4\E8 Access Edge f 2 — 7 =4 RDIIAZEDRTE

FIE

ATY 1 [AX—] (Start) |>[EFH Y —/L (Administrative Tools) > [#ZFE/ (Certificate Authority) ] % i3
WLT, CAar Y —zEBLET,

ATYT2  EMOSAL T, REHOER (Pending Requests) 1 &7 U w7 LET,

AT T3 AUOSL T, 2—PREE LA EERE A7) v 7 LET,

ATy T4 [T RTHOHX A2 (All Tasks) ]>[31T (Issue) | ZTIR L £,

ATYT5  CAZFITL TS Access Edge —/3T http://local server/certsrv ZBHE £7,

ATYT6 [REPOFFAZERDIREEDFK R (View the Status of a Pending Certificate Request) 1 %27 U v 7
L. sEZEEREZ 27V v 7 LET,

ATYT1  [ZOFEHEDA A h—/L (Install this certificate) 1% 27 V v 27 LET,

RDEE
Access Edge ~DFEHEDT v Fm—FK, (72 —)

Access Edge ~DiIBAZEND 7 v JO—F

ZOFRIATIE, FEAEY « P— &AL T AccessEdge v — NIZFEAEE T v 7' — K35 5k
WCOWTHB LET, E72. AccessEdge M — NZIZFEN CHEHEL A AR —F 252 b TEE
9, EITIE, [Microsoft Office Communications Server 2007] > [ & /37 ¢ (Properties) > [T v
VA ¥ —7xAA (Edge Interfaces) ] Z R L E7,

(X L& BRI
DFNEZFEITLET, CAV—NLOEHEOE T — R, (71 <—)

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzTL—YavAMAF
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ATy T

ATvT2
ATvT73
ATvTa
ATv75
ATv 76
ATvT1

ATvT8
ATvT9

ATv 710
ATy TN

IVA—T 54 XBHERZEHEA L T- Access Edge D H R 2 LEIBAZEDERL [ |

FIE

Access Edge W—/ T, [A ¥ — b} (Start) ]>[&FF>Y —/L (Administrative Tools) ]>[Z > B = —#
DOEH (Computer Management) | Z &R L 9,

FEAfld~A > T, [Microsoft Office Communications Server 2007] #4527 U v 7 L £ 7,

[FERAE (Certificates) 1 &7 U v 7 LE,

[Next| 227 U w7 LET,

[BEFDREAEZEIY 4 T% (Assignanexisting certificate) | ¥ A7 A7 v a w7V v/ LET,
[Next] #7 U » 7 LE7,

SR Access Edge £ v Z — 7 = A R HFEEFEZ IR L, [k~ (Next) 127 U v 7 L&
—§—O

Next] 27 U v 27 LET,

[2y Y =D TY v A2 H#—7 x4 A (Edge Server Public Interface) | = v 7R v 7 A
AL, [k~ (Next) 1227 U v 27 LET,

Next] #7 U > 27 LET,
(¥ 7 (Finish) 1227V >y 27 LET,

ROEE
Cisco Adaptive Securiy Appliance T? TLS 7' & ¥ ViR E, (91 X—)

I ARA—T54 XBAB/%EEALT= Access Edge D h X2 LEIBAED

YERX

WO FNAZESRTHMLENRDH D DL, Microsoft =2 ¥ —7 7 A X Certificate Authority Z{#H L T
Access Edge DAMA » & — 7 = A A F 7213 Cisco Adaptive Security Appliance (227 7 A 7 > KW —
N = GERELRITT H5E T,

[ L& BHIZ

ROFNEZ FITT 5101, REERNRT ¥ —7F 4 X CA T, Windows Server 2003 ¥ 7213 2008 ™
Enterprise Edition |24 A h—/L I TWDHLERH D £77,

ZDOFNEDFERIZ OV TIL,  http://technet.microsoft.com/en-us/library/bb694035.aspx (2GR S 41T U
% Microsoft DR ZZ ML TS 7230,

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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http://technet.microsoft.com/en-us/library/bb694035.aspx

Cisco Adaptive Security Appliance 2k 3 SIP 7T FL—> 3> €1y FoiABEDNRE |

IVA—TS54 XBEE/B%EEA L T- Access Edge D H X 2 LEEBAEDERK

NRZLEAET Y TL— FOERE K UHRIT

ATy T

ATy T2

ATvT3

FIE

XD URL (2 & % Microsoft %4 K [Creating and Issuing the Site Server Signing Certificate Template on
the Certification Authority] O FNA 1 ~ 6 Z#FITL £,
http://technet.microsoft.com/en-us/library/bb694035.aspx#BKMK siteserverl

Evbt  FIES TIE. ZOFRRRT 7 L — M ARG ER E O R AR 2 L E

o

Microsoft %4 FDFIA T ~ 12 DRV IR O FNEEFAT L E T,

a) [fz3E (Extensions) | ¥ 7 &R L3, [7 7V r— a>DR U — (Application Policies) ]
D FIZ[Z T4 7~ FadiE (Client Authentication) 35 KONV —/338GE (Server Authentication) ]
WHY ., MORY =B L ZMEE LET, THDHDORY =N RaWgEIE, BeiTd DAl
(BT 5 0ERH Y £97,

[TV r—ay KU —OPEEOMRSE  (Edit Application Policies Extension) | %A 7 &
TRy 7 AT, B (Add) ] EZERLET,

[ TFV = ardRY —DiBM (Add Application Policy) 1 # A 7 1 /R v 7 AT,
[7 747 > Ni&GE (Client Authentication) ] Z &R L, Shift Z# L T2 6 [Y— 3385
(Server Authentication) | ZZR LT, LEM (Add) 127V v 7 LET,

[TV = ay R —OEROMSE (Edit Application Policies Extension) ] %A 7 1
IRy 7 AT, MUY =3 biuT, £ AR L THIER (Remove) AR L £,

LT 7 L— D7 a7 ¢ (Properties of New Template) | #4707 ARy 7 A2, [T
7V —a @R Y r— (Application Policies) | D& LT, 7 74 7> hi#iE (Client
Authentication) & ¥— 3 F83E (Server Authentication) DU A M MNFREINFE T,

b) [FATEM: (Issuance Requirement) ] ¥ 7 Z 3R L £ 9, FEENHBEICHITINRNE DT
L7=WGE 1, [CAREBE~ 3 — Y ¥ OFFAl (CA certificate manager approval) | 23R L £ 7,
_mu%®ﬁA I, ZOA TV a I EAHOEFICLTEEET,

©) [BEXx=UT ¢ (Security) | ¥ 7 Z#RIRL, LERTXTOZ—H L 7N —T1Ta4 00 HER &
BERHER 2 LT 5 L ET

d) [ZRDOMLE (Request Handling) 1 % 7 AR L, [CSP]RZ %227 U v 7 LET,

e) [CSP ™R (CSP Selection) | ¥ A 7 VR w7 AT, [ERTKRD CSP DWT i

(Requests must use one of the following CSP’s) | Z A4 2 LE T,

f) CSP DV & F735. [Microsoft Basic Cryptographic Provider v1.0 3 X U Microsoft Enhanced
Cryptographic Provider v1.0 (Microsoft Basic Cryptographic Provider v1.0 and Microsoft Enhanced
Cryptographic Provider v1.0) ] Z#3E{R L, [OK] ZER L £,

KD URL (2 & % Microsoft #1 k [Creating and Issuing the Site Server Signing Certificate Template on

the Certification Authority] DA 13 ~ 15 (2L F T,
http://technet.microsoft.com/en-us/library/bb694035.aspx#BKMK _siteserverl
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http://technet.microsoft.com/en-us/library/bb694035.aspx#BKMK_siteserver1
http://technet.microsoft.com/en-us/library/bb694035.aspx#BKMK_siteserver1

| Cisco Adaptive Security Appliance =& 3 SIP 7 = FL—> 3> €% 1Y F 1 AHEDNHE
MST7zTL—LavADLne Ty D H—N\TOEF1) ToEHEDHRE .

ROEZE
A N = RBAMHEOER, (75 X—)

YAk F—NELEHEOENR
FIE

ATv 71 KO URLIZH % Microsoft % k [Site Server Signing Certificate for the Server That Will Run the
Configuration Manager 2007 Site Server] O FJH1 ~ 6 ZFEIT L E 7,
http://technet.microsoft.com/en-us/library/bb694035.aspx#BKMK siteserver2
Evb FIES TR MHARGREREAEZR L. UENSIER LIZREE T 7 L — F O4 Rl 2 841

L. [4#1 (Name) ] 7 4 —/L RIZ Access Edge D#M4 FQDN 2 A L 97,

RATwF2  Microsoft 4 NOFIET ~8 Db VICROFIEEFEITLET,

a) FEIEEDRA HERICRITESN D 5E1E. BAGENEEL A VA M=V T 547 v a UPMRRS
NET, [ZOEHEDA > A h—/L (Install this Certificate) | Z &R L F 77,

b) FEMIEEORY A BRI SN2 T IVTRENEEZEAT L OICERE /L ET, BiTshic
b, WaeFITLET,

* AN Y — 3T Internet Explorer # 27— N L, http://<server>/certsrv DT KL
AZMH LT Web Bkt —ERITHEHE L E T, 22T, <servers I ¥ —7J 4 XCA
DARTETNLIP 7 L AT,

*[£ 9 Z% (Welcome) ]X—T T, [RETOIEAEDHEROINEE (View the status of a
pending certificate request) | 3R L £,

C) FATSNIZFEEABIR L, [ZOFEHED A > A h—/L (Install this Certificate) ] % 3R L &
D

TS 75T L—>a ADLne Iy H—/I\ThHEFxa
) T 4 AEBAEDETE

Microsoft Lync & ® TLS 7 =7 L —3 3 > FIT Access Edge E TRERAEZ R ET D HIEIZ DN T
IZ. URL http://technet.microsoft.com/en-us/library/gg398409.aspx {Z & 5 Microsoft TechNet 7 1 7 Z 1
DLEEZBWR L TLZEV, IMandPresence M —E ATV =5 L—F v Rkt 21T 9 IZI13FE A TLS
POREDN LB 72 T2 P — NGRAEE 7 T A4 T > FERAEZ W YA — 9% K 9 Microsoft Lync 7EH]
BERETDMLERHY T, LELOTA NI HEIEL, 2FEHOHEAZ ATy 7L T3FHFHD
HIZBE L ET, ZOHIZIE, AOL LD/ T Y v 7 IM iz AR— b2y ¥ — DI

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7

L—rarvAq4r
I


http://technet.microsoft.com/en-us/library/bb694035.aspx#BKMK_siteserver2
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Cisco Adaptive Security Appliance 2k 3 SIP 7T FL—> 3> €1y FoiABEDNRE |

B wSsozFL—avAnnc Ty S H—nNThEx1Y T ¢ IHENETE

A B =T = A ATk U CREEER Z BT 2 FIEMA TS STV ET, AOLIZH, IM and
Presence V—t R & [A] UFH A TLS fEFEEMHNH Y £9°, ZDH A K, TLS E T IM and Presence
P—EREDT 2T L —Ta UEEHATO X9 Lyne Server xR ET D DICHHEHTE L7,
AV N 72T b—3a & 1725 X9 LyncServer CTAXT 4 v 7 Jb— N EFET D IFIEIC
DWW TIE, IMand Presence 7°5 Lync ~DA X T (v 7 )b— FORGE, (122 ~—) #ZHRL T
TEEW,

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [

JzFL—Yarv (4K



%6%

SIP7 =7 L—% 3 »IZEE9 %CiscoAdaptive
Security Appliance (ASA) DERTE

A

GE) IM and Presence h— B2 U U —2 9.0 LLf% TlE, MicrosoftLync & D KA A U] 7 =7 L— =
UNYAR—FENTWET, 72 IMand Presence —E A U U —2 9.0 LIFEDOHE., OCS &
DRAA 7 =T b—3 3 r~OZRITIL, BIEPIRZRIBEEN 2R Y | Microsoft Lync
WHREINET,

* Cisco Adaptive Security Appliance (ASA) O =7 7 A4 R ala=fr—r gy 74P —F,
77 e

* AMBBLOWEA v H—T = ADFHRE, 18 =V
* RAAT 4 v IPIL— FDORE, 79 N—

* R— K 7 FLAZH (PAT) , 80 ~=—

* ZAXZT 47 PAT 2w ROF, 85 ~—

* BEfFDE AIZxIT 5 Cisco Adaptive Security Appliance (ASA) 7 v 77 L— K A7 3,
89 ~L—

Cisco Adaptive Security Appliance (ASA) O 2 =7J 74 F
OXa=4—23ar )4 —F
RO RAAL M7 25 L—3 3 Vi AIZE—O IM and Presence ¥— B 2 Z 8 A+ 5411,
Cisco Adaptive Security Appliance T+ =774 NaIa=r— a3 U4 —RK&H L T, Cisco

Adaptive Security Appliance & IM and Presence ' —EADHE DO LB A 72T L — gy Fr¥k
VERETEET,

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7

L—varv#A4F IR



SIP 7 = 7 L—3 3 VIZBF % Cisco Adaptive Security Appliance (ASA) DHE |
B ASsEURSBSA T ROBE

2=y Rala=r—vary U4 P—KRFRINTWDIRERZ, kD URLIZH D IM
and Presence " —E A2 9 5 RF¥ 2 A T —3 3 v wiki TTHERLS T3,

NEBELUVREBAS 2 —T 14 ADERTE
Cisco Adaptive Security Appliance T2 DDA V' X —T7 = A4 AL RET HIZIE, RO LI LET,

1ODAE =T 2 A AEINA L F =T A AL LTHERALES, 2L, A ¥ —Fy
B EOINE R A A > H—,3 (f5], Microsoft Access Edge/7 7 B X 7a %) ~DA X —
7z A ATY,

DEHDODA L E—T 2 A ATNHFA L FT—T oA AL L THERLEST, 2. ZFEHADE
A U T, IMandPresence V' —EA~DA L Z—T =2 A4 AW, B— KA XT P DA o H—
Tz A ATRYET,

CAE =T A RAERETHE, A=y hOXFATEY b A =Py MDA & —
T2 ARBZA T AU E—T oA A Ay NERET HMENH Y 7, Cisco Adaptive
Security Appliance D A & > ~ 01ZiX, 4 DDA —H Ry b R— FNEZIIFHE Y b R— kR
fiibo>TWET, LEIC, A2y M 1IZSSMAGE £V 2 —L&BEIML T, A2y b1 T4
DOOFXHEy b A =Py b K= EFEBETHILEHLTEET,

N—h "TT 4T ~DAH =T 2 A AT LN, A X =T 2 A AZHEIPT FLABE
ETAHULERSHY ET, NEA 2 —T oA ZADIPT FLAEINEA LV Z—T = A 2D IP
T RVRFIRZ2D Y TRy MZEENDIRLERHD ET, 2FEV, bV T~RIR3HD
WENBH Y £7,

KA HE—T 2 A ADEF VT 4 LoULE, 0 (RIK) ~ 100 (Fei) ORITH D MEN
HOET, EX2UT 4 LUVEL0IE, KbEFaT Rl X —T A A (NEA 22—
TxAR) TT, BX2UT7 4 L-YMEOIX, kbEXF2T7 TRV, U H—T oA ATT,
WA X —T = A ARINBA v B —T 2 A AL TEF 2 U7 4 LV EIRIICERE
L7254, Cisco Adaptive Security Appliance (24X 0 5 7 /L F T 100 IZRRE SN E T,

*CLI ZfEH L THMNIA v — T = A ABLONEA 7 — T = A AZRIET D TIEDFEMIC
DUWTIE,  [Cisco Security Appliance Command Line Configuration Guidell % ZH L T 72 &
AN

A

6= WNESA > 2 —T 2 A ABLOSNERA % —7 = A A1Z, ASDM H) (ASDMstartup) 7 4 ¥ —
REFHLCHRETAZEHTEET, £72. ASDM T[&RE (Configuration) |>[7 /3A A%
7E (Device Setup) |>[Af > ¥ —7 = A A (Interfaces) | ZHTIRTHILIZILH-TA U H—T =
ARERRELITRET D2 L HTEET,

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzTL—YavAMAF
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SIP 7 = 5 L— 3 »IZBF % Cisco Adaptive Security Appliance (ASA) DE%TE

za574voPL—roBE I

A2 TF4 99 IPIL—FDETE

&

ATy T2

ATvT3

Cisco Adaptive Security Appliance /£, OSPF, RIP B3 X WNEIGRP 2 E DX A F I v I —TFT 4 7
Tahanb A2 7 v — b el b AR— ML TWET, KRG EZEBT HITIE, Cisco
Adaptive Security Appliance DN A > ¥ —T = A ANV—T 4 VT EINDHIP 8T 7 4 v 7 &, 4t
WAL H =T 2 A RIN—T AT END T T4 v 7T DRI A NKRYy T T RURAEER
TOHARZT 4 w7 N— FERETDHUNERDHY £T, IROFIAT, dest_ip ¥ A7 I THEHLEL v b
T—27®DIPT RL A, gateway ipfEIZR7 A N Ky TONV—FFEFF— b 7= DT RLAT
D

Cisco Adaptive Security Appliance T7 7 # /L h b — hBLORAZ T 4 v 7 — N2 ET D 5k
DFEAMZSWTIL, [ Cisco Security Appliance Command Line Configuration Guide) %ML TL 72
S,

([FC&HBAEII
DFNEZEITLET, MBI OREA v F—7 = ZORE, (18 =)

FIE

a7 4 FXalb—varyE—FReBBELET,
> Enable

> <password>

> configure terminal

WDa<vr REANLT, NEA v X —T =2 AZAXZT 47 b— a2 BILET,

hostname (config) # route inside dest ip mask gateway ip

WDa<wy REANLT, AMFA v 2 —T =2 A RTAZT 47 — b E2BMLET,

hostname (config) # route outside dest ip mask gateway ip

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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SIP 7 =7 L—2 3 ~IZB % Cisco Adaptive Security Appliance (ASA) DE&TE I
B A+ 7FLR%HR (PAD

GE) F72. ASDM T [i%E (Configuration) ]>[7 /A AF%E (Device Setup) |>[/V—T 1
7" (Routing) ]>[A&X T « v 7 /b— b (StaticRoute) | ZEHINTHZ LIZLH->TRAH
TA VI = ERRBIORETHI L TEET,

16: ASDMZERLIE2a—DRET 1499 L—F

Configuration > Firewall > HAT Rules (]
d add ~ & Edic [[] Delete 4+ & % [ -} Q, Find F=4 Diagram o) Packet Trace

i = i Original | Translated
| b Source Destination Service Interface Address
| = inside (5 Static rules, 1 Dynamic rules) [
1 v Shatic B 10,53.46.178 i 5061 outside = 10.53.46.199 |
2 17 Shatic B 10,53.46.178 w5070 outside [ 10.53.46.199 |
| 3 i1 Shatic B 10,53.46.178 1 5052 outside = 10.53.46.199 |
| 11 Skatic Bl 10.53.46.173 ek sip outside B 10.53.46.199 |
5] 1EEE Dynarmic @ any outside 3& 10.53.46,199 a
| i@
=
[+']
ROEE

R— K~ 7 RUAZEH (PAT) , (80 _X—2)

mR— bk 7 KLAZH (PAT)

KRBITBELGR—F 7 FLAZEH
A

GE) IR R A A 2 TRID IM and Presence Y —EAD L X —F 5 REAL DT = F L—3 9
EITOHA/1E, A—F 7T RLVALHBLEHL £9,

KA % FEBLT 5728, Cisco Adaptive Security Appliance TR — b 7 KL AEH (PAT) B LW
ABT 47 PAT ZfEHLTRA vtE—Y 7 RUALEEAEIT > CUVET, Cisco Adaptive Security
Appliance TlX, KA ZFEHT L7201y NT—27 7 RUAZH (NAT) [ZEH L TWEHE
Mo

KA TiE, PAT 2 L C. IMand Presence " —EAMBEEENTZA v —U %A KA A
N (FTAR—F A=V TV w7 Avk—U2) BfaLET, F— K T FL AL
(PAT) &%, X7y FNOEEOT RLABI Y — 2 R— MR F Y b —7 ETr—
T A TARER Yy S ENET RUABIREADOR— MIERINDLGZEAE®RLET, 20
EEHETHEH SN ZBEEOTn e AT, FEOIP T RLALR— vy 7SN IPT
RLVAER—RNIERLET, RoTL BT 7 4 v 7 Tid, BN [ticEESINET) ,

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzTL—YavAMAF



SIP 7 = 7 L—3 3 ~IZB9F 5 Cisco Adaptive Security Appliance (ASA) DE%TE
wpaicnEar—r7rLzzR ]

Cisco Adaptive Security Appliance I, IM and Presence —E 2D 7 Z A X—KIP 7 KL A &L KR—
FaRXT Y7 IPT RLARLE 1 DUEDOATY v R— MIAEHE$ 5 Z & T, IM and Presence
P—EZAMBIE R A AL ANZEEENTZA v —T% (T4 RXR—=F Ao —=UnbT ) v
Avt—I2) BHLET, 2D, a—H/L® IMandPresence " —E A RAAL L TiL 1 oD
NTZ Yy 7IPT RLADORKZEMAH L E T, CiscoAdaptive Security Appliance I%, MHA 4 —7 =
A AINAT 2w REEIV YT, 2OA ¥ —T 2 A ATZEENTALEDA vy E—VDIP T
RFLZABIOR— 2RO T X O ITERL T,

17 . IM and Presence Y —E AN SHRE R A L UA~AD Ay — D PAT DA

ASA Outside Interface
s Translate outgoing traffic to use IM and Presence pubic address
» Undo translation for returning traffic

10.X.X.1A
cUCMm
IM and 65.130.1.3/% | G
Presence - —_— anl ™ » Access
us - k2
(us) \J@e}_j Edge
A L |
¥
IM and
Presence
(UK) | 10.X.X.2/2
CcUCM
§
3

*Cisco Adaptive Security Appliance

M R A A 526 IM and Presence H— B ARG S8 LWV A »E— U DA Cisco Adaptive
Security Appliance |Z A % 7 4 ~ 7 PAT Z{#] L C IM and Presence ' —E &2 O/X7 J w7 [P 7 K
LA LR— MIEGEENTZ A vE— V% E S L2 IMand Presence —E A / — RiZvw v B
LEd, AXT 47 PAT 2T 52 LT, EBEOIPT RL A2~y 7SN IP 7 LA
L, FEEOR—  NEEFE~y VIR — MEBICEBRTEET, EBROR—FNESZFRT
A= EFZICHRRDIAR— NEFICOEBRT LN TEET, 2085, F— FEFITROK
WZR K D12, @Y7 IM and Presence F—E A/ — R&FBIL T, A vb—YERAMNI L F
R

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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SIP 7 =7 L—2 3 ~IZB % Cisco Adaptive Security Appliance (ASA) DE&TE
B 5 R rEROR— M7 RLRDITY v I BEROA— M7 ELAADZEHE (PAT)

A

GE) IM and Presence " — B2 / — RIZ2—HWR3{FE L7256, IMand Presence h— B 2 JL—7 ¢
YT )= REITAEMN—T 4 TR LTA =T ER VXA LT N LET, 7T
DIGZE DY, M and Presence $— Y A JL—7 ¢ 27/ — Kb Cisco Adaptive Security Appliance
WZEE SN ET,

18 NBEAAUDBEEENA Vv E—VITHLTRE T4y T PAT

ASA Qutside Interface

» Static PAT to translate all new traffic
from foreign server

* Port number iz uzed to identify

the IM and Presence server
}

10.X.X.1/5061

CUCM |
IM and 147.168.22.18/5061

Presence f_',_\_"} -

Us) < *ASA fones
—i Internet  J Edge
% | /

IM and

Fresence

(UK) | 10.X.X.2/5062

cuch |

J44407

*Cisco Adaptive Security Appliance

T5AR—FERDEKR—MT7 FLADINTYYHERDEKR— T K
LA~NDZH#: (PAT)

AKFEEEEBRTHED, 754 X—F AvtE— RLADONRT Y v o Avt— RLA~DOE
B IZR DR EN LI £97,

CEBLUTCWERDOIP T L AR KON — MESEMBIT D NAT b— L2 ELLET, 20D
%6 . Cisco Adaptive Security Appliance 2ZNFA ¥ —7 = f A TZAZEINTAEED A vt —
VIT NAT #EZEHT 5 &) NAT b— L& E LET,

O A F =T A AMBREINDA v E—VIEHT A~y SEINTET RURAEZIRET
H7u—r U NAT BIEARE LE T, ARG EHEBTHITIE, 727251207 RUAEZIRE
LET PATZMEHTH720) . NATHEIETIX, (WA v ¥ —7 A ATRZEINTZA v
t—T?®) IP 7 KL A% IM and Presence —E ADXT Vw7 T RLAIZ~ Y7 LET,

T D3RI, Cisco Adaptive Security Appliance J U — 2 82 £ 83 D/ u— VL 7 RL A% o~
ROl ZRLET, PIOFTIL, BH—0" IMand Presence ¥— A D A Tt #44 IM and Presence
P —EROEANTHMNETT, 2FHDOITIX. H—0 IM and Presence V— A D& A D 4% %t 5
ELTWET, 3FBHDOITIE. #HED IM and Presence —EADEAZRHE L TWVET,

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzTL—YavAMAF



SIP 7 = 5 L— 3 »IZBF % Cisco Adaptive Security Appliance (ASA) DE%TE

PHRERIZHTSRE2 T4 v PAT

R13: 00—\ F7 FLARZE#RaTY KOA

R E P

Cisco Adaptive Security Appliance
J1y—x8250—/\)Lavy
k

Cisco Adaptive Security Appliance
Jy1)y—x8350—/\)Lavy
k

Z O NAT s EBNL, kA
H—T A AT 1O EDIM
and Presence tF— B X/ — K723
by, NSO T 7 AT
Tx—I)V 8T T 4 T DIRN
HATCHEHTEET,

global (outside) 1
public imp address nat
(inside) 1 0 0

object network obj_any host
0.0.0.0 nat (inside,outside)

dynamic public imp address

Z D NAT BEFNT. PIEA >~
H—T A AT 120 IM and
Presence —E' A / — R & ZD
o7 7 AT U F— b T
T4y IR LENTHMATE
£

global (outside) 1
public imp address nat
(inside) 1
private imp address
255.255.255.255 global
(outside) 2 interface nat
(inside) 2 0 O

host private imp address nat
(inside,outside) dynamic

public imp address

object network my inside
subnet 0.0.0.0 0.0.0.0 nat
(inside,outside) dynamic

interface

Z O NAT &REFNX, N1
H—T = A Z|\ZHEED IM and
Presence —E' X / — N&ZED
D77 AT UV r—)V bT
T4 IR LHEANTHEHTE
F7.

global (outside) 1
public imp ip nat (inside) 1
private imp net

private imp netmask

global (outside) 2 interface
nat (inside) 2 0 O

object network

obj private subnet.0 255.255.255.0
subnet private subnet
255.255.255.0 nat
(inside,outside) dynamic

public imp address

object network my inside
subnet 0.0.0.0 0.0.0.0 nat
(inside,outside) dynamic

interface

G¥)

ROI DITIZ R T ERI T, Cisco Adaptive Security Appliance D75 1% (Z #2547 IM and Presence
P—ER J—RKRHDHHEIZ, ZT5HO IMand Presence —E A /) — KRBT RCHE LY

Xy P RICFEET D22 EEMELTWET, BEREIZZ2T 5 & TS TOWHE IMand Presence
P—BER = RPN 222x24 %y NU—T7NIZH D86, NAT 2+ > Rid nat (inside) 1 2.2.2.0

255.255.255.0 £ 720 9,

MAEKICHT HRAEZT 14V PAT

KEEZERTH-D, 794 X—F A=Y RLAONART Y w7 AytE— RLANDE
Pl ITR OB EN LB Y £37,

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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SIP 7 =¥ L—% 3 ~IZE99 % Cisco Adaptive Security Appliance (ASA) DE&TE I
B ASDMTONAT L—L

* TCP TA— bk 5060, 5061, 5062 B LTN5080 Ik L TAZT 4 v/ PATa~ L FERELE
‘g_O

*UDP TA— bk 5080 (2% LTHIDAZT 7 PAT 2~ FEHRELET,

AHETHEAT 2R — FOBBIL, kDO LBY TT,

* 5060 : Z ?OAR— kX, Cisco Adaptive Security Appliance C—#% 72 SIP M A 21T 5 7= I H
INET,

* 5061 : ZDOAR— MISIPERBEE I, THUCESTTILS NN Ry = 7B MY T—E
i—é—o

* 5062, 5080 : ZiL5H DA — L, IMandPresence %— E A (Z X ¥ SIP VIA/CONTACT ~~ v & —
NTHH S ET,

N

G¥) IM and Presence ' — B 2 D V' 7 #EE Y 2 F— %2R 51213, Cisco Unified CM IM and Presence

Administration |22 71 > L, [ A7 A (System) |>[7 7'V — 3 U AF— (Application
Listeners) | AR L £,

EErEYD
ABT 4 v PAT 2~ ROHBl, (85 2—)
Cisco Adaptive Security Appliance DFERI, (217 ~<—)

ASDM T NAT )L—JL

ASDM T NAT V— /L& KR T HITIE, [XE (Configuration) ]>[7 74 7 U +—/L (Firewall) ]

> [NAT /L—/L (NAT Rules) ] ZiER L E3, WOKITRINTWDHEMD 550D NAT b—/LE
ABT A4 PATZ N T, EDHEA T I Z FPIIETRTORIENT 74 v 7 &R T
U w7 IMand Presence ' —E 2 [P 7 KL ARB L OKR— MZ~ v 7T 5F(E PAT RE T,

19 : ASDM T® NAT )L— )L DR

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzTL—YavAMAF



I SIP 7 = 7 L—3 3 ~IZB9F 5 Cisco Adaptive Security Appliance (ASA) DE%TE
PP VI EEI O |

Configuration > Firewall > NAT Rules O
@ add - B Ede Joekete + & ¥ 2 W Q Find 23 Diagram & Packet Trace
# e COriginal e : Translated
Source Destination Service Interface Address
=l inside (S Static rules, 1 Dynamic rules)
1 : Stabic = 10.53.46.178 e 5061 outside = 10.53.46,199
2 *h v Static ® 10.53.46.178 e, 5070 outside =l 10.53.46,199
3 'E‘ Static S 10.53.46.178 Ky S062 outside Sl 10.53.46,199
4 v Static ™ 10.53.46.178 e sip outside = 10.53.46.199
_
W .: Drynamic @ any outsnde = 10.53.46,199

BErEY Y
ABT 4 w7 PAT A~ FOf, (85 <2—2)
Cisco Adaptive Security Appliance DF%ERI, (217 ~<X—)

A3 T4 v PATa<T Y KDOHI
N

GE) Z DOIETIL, Cisco Adaptive Security Appliance U V) —RZA 83 B LT U U —R 82D a~ N
ZRLET, Ihhbooa~vwy Rk, 7=7 L—3 3 I Cisco Adaptive Security Appliance 7
BRREZTT O G BICET T ORENDH Y £,

IM and Presence HY—EX / — FZIL—T 4253 518D PAT 3% E

WRDOFEIZ, ETEEEY A — R— F2 5062 DIFEIZ IM and Presence — B R/ — K& /)L—F ¢
VI BHIEDDPAT A~ RERLET,

Y

(GE)  Cisco Adaptive Security Appliance (ASA) 83 FREDHA, A7 V=7 MI—EEFKT DT T
B Oa~y FNTERTEET, RALAT7 V27 FE2MELERTILEETH THA,

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7

L—yarvHA K
|



SIP 7 =7 L—2 3 ~IZB % Cisco Adaptive Security Appliance (ASA) DE&TE

IM and Presence Y —E X / — R &)IL—TFT 1 253 51=8D PAT

BRE

% 14 : IM and Presence 9 —E R / — R&EIL—FT 4 535D PATaT VR

82MRAT4wy AV

Cisco Adaptive Security Appliance ') 1) —X

Cisco Adaptive Security Appliance ') ') —X 8.3 ® NAT
av vk

static (inside,outside) tcp

public imp ip address 5061

255.255.255.255

B, koa~vr REEHRALET,
static (inside,outside) tcp
public imp ip address 5061
255.255.255.255

static (inside,outside) tcp
public imp ip address 5080
255.255.255.255

static (inside,outside) tcp

public imp ip address 5060

255.255.255.255

routing imp private address 5062 netmask

JL—F ¢ 79 % IM and Presence J-— & &
DETFIEY A =27 17— R 23 5061 D

routing imp private address 5061 netmask

routing imp private address 5080 netmask

routing imp private address 5060 netmask

object network obj host public imp ip address
(for example object network obj host 10.10.10.10)
#host public imp ip address

object network
obj host routing imp private address host

routing imp private address

object service obj tcp source eq 5061 service

tcp source eq 5061

object service obj tcp source eq 5062 service

tcp source eq 5062

nat (inside,outside) source static
obj host routing imp private address
obj host public imp ip address service

obj tcp source eq 5062 obj tcp source eq 5061

JL—F 42795 IM and Presence ' —E A DT
FREY A= 7 IR— RN 5061 DEAIR. kD=~
Y REFEALET,

nat (inside,outside) source static
obj host routing imp private address
obj host public imp ip address service

obj tcp source eq 5061 obj tcp source eq 5061

object service obj tcp source eq 5080 service
tcp source eq 5080 nat (inside,outside) source
static obj host routing imp private address
obj host public imp ip address service

obj tcp source eq 5080 obj tcp source eqg 5080

object service obj tcp source eq 5060 service

tcp source eq 5060

GE) 5060 displays as "sip" in the service object.

nat (inside,outside) source static

obj host routing imp private address
obj host public imp ip address service
obj tcp source eq 5060

obj tcp source eq 5060

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [

JzFL—Yarv (4K



I SIP 7 = 5 L— 3 »IZBF % Cisco Adaptive Security Appliance (ASA) DE%TE

95 RAABE L VUY 5 X2 K IMand Presence F—E X / — F D PAT %2 7%E [ |

Cisco Adaptive Security Appliance ') ') —2X | Cisco Adaptive Security Appliance ') ') —X 8.3 0 NAT

B2MRAT 4wy AR UK av vk
static (inside,outside) tcp nat (inside,outside) source static
public imp ip address 5062 obj host routing imp private address

routing imp private address 5062 netmask | obj host public imp ip address service

255.255.255.255 obj_tcp source eq 5062 obj_tcp source eq 5062

MENE YD
FrHERIZHT DA T ¢ v 7 PAT, (83 X—7)
7T ALMEB LY Z A% IM and Presence r—E A/ — K@D PAT % 7E, (87 ~X—7)

HS5RABEELVULY S5 XA A IMand Presence —E X / — KD PAT

Lo

ax ;&

~)IVF ) — REZE7 T A X[ O IM and Presence $— B A D& A C IM and Presence —E A 7 5
ABZNDIENV—T 7/ — RINEHE Cisco Adaptive Security Appliance &1l 5256, 2 b
D) —=RITELICAZT 4y 7 PAT A~ ROty FaRETLHLENHY £, KICY XD
Av R B—0/ =R L TRET DLENH DAL T 47 PAT A~ ROy O]
T,

EEOR— P EHEHATEETN, MEAOR—FTHHILENH Y £, ST HEF S 2R
HZEERMERELET, 2L L, 5080 DAL, REHOEEDOR— N XS5080 ZfEH L £, =
Z T, XiXIMandPresence —tE R 7 F AX B E/-157 T AX N —NIZEFIZY y 7 I TH
HEFITHY LET, HlazsT 25 &, 45080 1FFFED / — RICEFICY y 7S TEY . 55080 1%
RO — RIZEAIZYy 7SHTHET,

WDOFRIC, FEL—TFT 4 7 IMand Presence —E & /) — RIZxfT 5 NAT =2~ RERLET,
FEL—F > 7 IMand Presence —bE 2 J— RZLica<wy REEVIERLET,

G¥)

Cisco Adaptive Security Appliance (ASA) 83 RTEDHA. A7 V=7 MI—EEHRT LT T
HEOa<w FNTERTEET, ALAT7 V=7 N EMELERTILETIHY TH¥A,

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7

L—varv#A4F IR



SIP 7 =7 L—2 3 ~IZB % Cisco Adaptive Security Appliance (ASA) DE&TE
B /5x4%M&&£UY 525K IMand Presence —E X / — K PAT 7%

#£15: IEIL—FT 1 >% IMand Presence 5 —ERX / — FIZxt3 5 NATa< Y K

Cisco Adaptive Security Appliance (ASA) !)
)—RB2DAATAwY AT K

Cisco Adaptive Security Appliance (ASA) ') 1)—X 83
DONATOT UK

static (inside,outside) tcp
public imp address 45062
intercluster imp private address 5062

netmask 255.255.255.255

7 A 4[] IM and Presence h—E A D BT
FREEY A= 7 AR— N 5061 OBEEIE,
WDa<r ReEffHLET,

static (inside,outside) tcp
public imp address 45061
intercluster imp private address 5061

netmask 255.255.255.255

object network
obj host intercluster imp private address host

intercluster imp private address

object service obj tcp source eq 45062 service

tcp source eq 45062

nat (inside,outside) source static
obj host intercluster imp private address
obj host public imp ip address service

obj tcp source eq 5062 obj tcp source eq 45062

7 5 A A ] IM and Presence — B A D BT IHFEY &
=27 K= R 5061 DAL, ROa~ > Riafi
HLET,

object service obj tcp source eq 45061 service
tcp source eq 45061 nat (inside,outside) source
static obj host intercluster imp private address
obj host public imp ip address service

obj tcp source eq 5061 obj tcp source eq 45061

static (inside,outside) tcp
public imp ip address 45080
intercluster imp private address 5080
netmask 255.255.255.255

object service obj tcp source eq 45080 service
tcp source eq 45080 nat (inside,outside) source
static obj host intercluster imp private address
obj host public imp ip address service

obj tcp source eq 5080 obj tcp source eq 45080

static (inside,outside) tcp
public imp ip address 45060
intercluster imp private address 5060

netmask 255.255.255.255

object service obj tcp source eq 45060 service
tcp source eq 45060 nat (inside,outside) source
static obj host intercluster imp private address
obj host public imp ip address service

obj tcp source eq 5060 obj tcp source eq 45060

BEErEYY
FORERICRT D A% T 4 > 7 PAT,

(83 =)
IM and Presence —E R /) — K& )L—F 1 73 572D PAT % iE,

(85 =—7)

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
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SIP 7 = 5 L— 3 »IZBF % Cisco Adaptive Security Appliance (ASA) DE%TE

FREJPRC!

N

BEfFDE A IZxt9 % Cisco Adaptive Security Appliance (ASA) 7w 7S L—K A7 a3y B

AIZxt9 % Cisco Adaptive Security Appliance
(ASA) 7w T JL—F AT a3y

Cisco Adaptive Security Appliance (ASA) @ U U —282% J U —RB3IIT v 77 L —RKT5HL,
Cisco Adaptive Security Appliance (ASA) TIFBEHFED 2~ RBRT— ALV A IZBITSNET,

G¥)

IM and Presence % —E 2 U U —2 9027 v 727 L— KN LA 1L, Cisco Adaptive Security
Appliance (ASA) |ZEFL X} TV % IM and Presence ' —E & 9. 0 /— RZ &Iz, Cisco Adaptive
Security Appliance (ASA) DA — k5080 % 4 — "> HMERH Y £9°, Z4E, Cisco Adaptive
Security Appliance (ASA) &7 v 77 L— R L7 E 9 DT ERHR T,

BEfF D 7 =7 L —13 3 >3 AT IMand Presence $-— £ & & Cisco Adaptive Security Appliance (ASA)
DM G ET v 77— RTH5H1F. ROWTNNOT v 77— RFRZEHL TS,

TyvITUL—FFIEA T a1

1
2
3

IM and Presence F—E A% U U—290{Z7 v 77 L— RTDFIRIZONTIEHHALET,
Cisco Adaptive Security Appliance (ASA) D7R— b 5080 | NAT LV —/VERE L ET,

IMandPresence ' —ERZA DT v F 7L — REZIZT7 =T L — a3 VB ATHEELTWAZ L
MR L ET,

Cisco Adaptive Security Appliance (ASA) # U VU —RZ 83T v 77 L —RLZET,

Cisco Adaptive Security Appliance (ASA) D7 v 77 L— KKZIZT7 =7 L—3 3 V)38 A CHERE
LTWDZ L aRERLET,

TyvITTL—FFIEA T av2:

1

IM and Presence F— ¥t X / — K% U U—2 9.0, Cisco Adaptive Security Appliance (ASA) %
JU—=RA83IZENENT v T 7L —FLET,

W HFDOT 77 L— K., Cisco Adaptive Security Appliance (ASA) D7R— b 5080 (Z NAT /L—
NERELET,

TxT L= a UNEANTHELTWD Z Ea2HERLET,

Cisco Adaptive Security Appliance (ASA) [ZEE I LTV 5 F X T? IM and Presence —E & U
U—290/—RIZFLTHR—F 5080 &4 —7F5I121F, BERa< REHY F7,

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7

L—varv#A4F IR



SIP 7 =7 L—2 3 ~IZB % Cisco Adaptive Security Appliance (ASA) DE&TE
B BEfFDE A IZx9 % Cisco Adaptive Security Appliance (ASA) 7w 75 L— KA T3y

& 16 : R— b 5080 ~O CiscoASA < > F

Cisco Adaptive Security Appliance (ASA) ')
)—RB2DAATAwY AT K

Cisco Adaptive Security Appliance (ASA) ') 1J—X
83MNATa<T K

static (inside,outside) tcp
public imp ip address 5080
routing imp private address 5080 netmask
255.255.255.255

static (inside,outside) tcp
public imp ip address 45080
intercluster imp private address 5080

netmask 255.255.255.255

GE) 75 A 4[] IM and Presence % —t
290/ —FRZTkizzhbmoa~
YREREL, =T EIER
HIEEDOR— R EFERHLET,

object service obj tcp source eq 5080 # service

tcp source eq 5080

nat (inside,outside) source static
obj host routing imp private address
obj host public imp ip address service

obj tcp source eq 5080 obj tcp source eq 5080

object service obj tcp source eq 45080 # service

tcp source eq 45080

nat (inside,outside) source static
obj host intercluster imp private address
obj host public imp ip address service

obj tcp source eq 5080 obj tcp source eq 45080

GE) 75 A 4 [#] IM and Presence ¥— E A 9.0
J—RIZllzZnboa~vy RERE
L. W= TEICRRDEBEDOR— &
ERLET,

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
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%’7$

Cisco Adaptive Securiy Appliance T® TLS 7
A% JEE

IM and Presence —E" A U U — 2 8.5(2) LAFE CTld, MicrosoftLync & D KA A VW] 7 =5 L— 3
UHBPAR— XN TWET, F72 IMand Presence —E R U U — 2 8.502) LAKEDEHE. OCS &
DRAA V7 2T b—3 a3 r~OZRITIL, JIEPIRIZRIBEMN 2R Y | Microsoft Lync 73
BESIVET,

TLS 7 u ¥ ViR EDOHRB DOV U — A FHRIZOWTIL,  [Cisco Adaptive Security Appliance
Configuration Guide] #ZM L T 72 &0,

* TLS r¥3, 91 ~_—
* TR VRARNOEREDOEM:, 92 RX—
* TLS 7Vu Xy f VARV ADRE, 94 ~N—

C VITAR T EMHALIET VA YA NETLS 70Xy AV AX L AOBHAHT, 96 ~2—
>

* TLS 7'm ¥ OFIML, 97 _—

* Cisco Adaptive Security Appliance D7 7 A % [ AR E, 97 ~—¥

TLS 7o x>

Cisco Adaptive Security Appliance /%, IM and Presence % — & &2 L A — O D TLS 7'm % &
L CHERE L £9°, D F V. Cisco Adaptive Security Appliance (%, (TLS##izBthrL7=) +— D
ROVIZTLS A v =Y%M L, 7rX b LTOASNL I I7A4 TV MITLS A vbE—U%
N—T 47 LET, TLS 7rX Ui, HELV Yy 7 DTLS A vt —U %2 LEIZSC TES{b, &
BBIOMEELTHL, WEVY T DT 7 4y 7 2lES L LET,

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7

L—yarv A4 F
I



Cisco Adaptive Securiy Appliance TD TLS 'A% L% %E
B 77txuzrozgcoss

A

GE) TLS 7'u % v %3 ET HHiIZ. Cisco Adaptive Security Appliance & IM and Presence ¥— £ A [
& . Cisco Adaptive Security Appliance & #MEH—/Sfi]IZ Cisco Adaptive Security Appliance LB E:
ERETHLENHY T, ZHEITHIE, WOEOFIREZFATTHLERH Y £,

* IM and Presence #— E" A & Cisco Adaptive Security Appliance D] TDO&F = U 7 ¢ FEE
A, (59 N—2)

* Microsoft CA % {#i H§ L 7= Cisco Adaptive Security Appliance & Microsoft Access Edge (#1
A B —TxAR) OMTOEX =2 T ¢ A ELH, (64 2—)

BErEY Y
— %72 Cisco Adaptive Security Appliance @ [HJRH & HESNE X 40 5 #efE, (203 ~<—2)

TR A MDEEDEN

ZOWETIX, H—0® IM and Presence V' —E A B AICKERT /A VA NOBREZY AR LE
7,

MY

GE) CTIREAVARNIEIL, ®ETDHITAV Yy TERETHELEDBIZ, R v—~v 7D
Jua—rSU R —lm s b BRETDOIVLENRHY 9,

* IM and Presence —E A D T ERFEY A F— R— h BB (Z1%. Cisco Unified
Communications Manager IM and Presence Administration |22 7 > L, [V AT A
(System) 1>[7 U r—3 2 U 2 — (Application Listeners) ] 23R L £7,

*® 17: B—0 IMand Presence b —E X 7O R )R FREDEH

] = B

Bl U A 1 DL EOAES R A A > L9 5 IM and Presence — B &2/ — K

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzTL—YavAMAF




Cisco Adaptive Securiy Appliance TD TLS 7’0 ¥ L% 7E

7otz Uz rtoaE0EHE [}

IHH

Bl

AE B

IMandPresence " —E AN T = F L — g VT AN R AL T2, IRD2D
DT A VA NERELET,

* IM and Presence ¥— E A3 — b 5061 THEE R A A A v B—T % K(E
TEXALALIHCT VR VA NERELET,

* IM and Presence " —E AR — bk 5061 THFL R AL VDB A=V %%
FTEDL5T7 78R UAMERKELET, Cisco Adaptive Security
Appliance V U — 2 83 #fi 3 5454 1%. IM and Presence #— £ A 73 SIP
TxTlb—yarkE) v AT HEBEOR— &AL ET (IMandPresence
P—ER ETRIEDOY A F— R— FEHERLTLIZIW) |

FEH

access-list ent imp to external server extended permit tcp host

routing imp private address host external public address eq 5061
Cisco Adaptive Security Appliance U U — % 8.2:

access-list ent external server to imp extended permit tcp host
external public address host imp public address eq 5061

Cisco Adaptive Security Appliance V U — 2 8.3:

access-list ent external server to imp extended permit tcp host

external public address host imp private address eq 5061

GH) BRROT 782 YA T, 5061 1%, SIP A vE&—2 0 7 ThbhTn
RN E D & IM and Presence F—E AR Y v AT 5K — KT,
IM and Presence —E AR — K 5062 %2 U v AT 51X, 77
AU A RMZS5062 #fRELET,

FE ST U A

77 AL MEM, Ziux, v vF /- FREICOERSLET,

BB

7 F A48 IMand Presence & —tE & /—RZT L2, RO2ODOT7 7EA U R K
ERELET,

* IM and Presence V-— E AR — b 5061 THFH KA A NTA v E—2 % KE
TEXLLICT /7 EBA VA MERELET,

* IM and Presence — EADMEE AR — b 5061 THE KA A B A vE—
EZETELLIICT 78R VA MERELET, Cisco Adaptive Security
Appliance V U —Z 83 Z M 13 25551, IM and Presence — £ A 73 SIP
TxTb—yark )y AT HEBEOR— M &AL ET (IMandPresence
P—E R ETFEDO Y A — FR— F 2R LTI EE) |

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7

L—varv#A4F IR



Cisco Adaptive Securiy Appliance TD TLS O ¥ 3% E I
B nsJoxs 1oz8 z08E

IHH B

ZEM access-list ent intercluster imp to external server extended permit tcp host

intercluster imp private address host external public address eq 5061

Cisco Adaptive Security Appliance U U — % 8.2:

access-list ent external server to intercluster imp extended permit tcp host

external public address host imp public address eq arbitrary port

Cisco Adaptive Security Appliance V Y — X 8.3:

ent external server to intercluster imp extended permit tcp host

external public address host imp private address eq 5061

AR T 78 A2 U A KT, 5061 1%, SIP A v —U 0 70T TR e
5 3% IMand Presence " — E A3 Y » A 4 AR — b ¢, IMandPresence V-—
EANRR—F 5062 %Y v AL THEEF,. 778A VA MIS062 #f8ELE
7,

EErEYY

Cisco Adaptive Security Appliance DFEER], (217 ~<—7)

TLS 7u sy A U AX U ADRE, (94 X—)

JITAy T EMEALET 78 A Y ARNETLS 7%y A VAKX ZAOME T, (96 2—
V)

TLS 7w x> Ofa70k, (97 ~—)

O N -~ N =L
TS 70X A VXAV ADETE
RFEEEBT DT, 22D TLS TrF Y A VALV AEERT HMERH D 77, WW@
TLS 7’2 % 3 CiX, IM and Presence ¥— B A23Bi4A L7z TLS Bfi 2 WBE L £9°, Z 2Tl 1
and Presence & —E A7 T A4 T b, SNBRAA AT —TT, ZOHE, Cisco Adaptive
Security Appliance 73, IM and Presence ' — Y 2% 27 747 F & 45 TLS — & L CTHEREL

T 2BHDTLS 7’ F v Tlk, MR A A 1T ;of%%éMtns@ﬁ%ﬂﬁbiﬁo__
T, WMEERAA X7 A4 7 > FC, IMand Presence —E AN — /3T,

TLS 7’a$y A VAF VAL, P=—NETTAT U POWFIZH LT TR ITARKRA VU M 2E
ELET, TLSANY Ry = 7 BB ENTZHFHICE T, —R"BILOI T4 T hDa<w
TERIND T A MRA V FBRRESHET,

*TLS /> K = A 7 73 IM and Presence ¥ — B A B AN K A A A2 [A10y> CRRIEE NG
X, =N a<w RTHEETS b T X KA » MZIE, Cisco Adaptive Security Appliance H
CEAGEEZEDET, 7747 avw 2 RTRET S M7 A MARA > MZiX, Cisco
Adaptive Security Appliance & /M KA A > DD TLS /N> R = A 7 TEM &5 Cisco
Adaptive Security Appliance iEIEZ & O F T,

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzTL—YavAMAF



Cisco Adaptive Securiy Appliance TD TLS 7’0 ¥ L% 7E

ATy T

ATy T2

ATvT3

ns7axy 122422208 B

SNV RV A TN R A A 535 IM and Presence H— B A [Z[H] > TRRMA S V=861,
=N a<w U RTHEET S FT A MARA > MZiX, Cisco Adaptive Security Appliance & Z15
RAA DD TLS /~> R = A 7 T3 % Cisco Adaptive Security Appliance B 3% 5
WET, 77478 avw L RTHRET S M7 A MARA > MZiX, Cisco Adaptive Security
Appliance A CEAREHFELZ GO LT,

[ C&BHIIC
TR YRNDOEREOEM:, (92—) OFIEEFEITLET,

FIE

Oy 7 4 X2l —aryE—REHBLET,
> Enable

> <password>

> configure terminal

IM and Presence ¥-— B A2 Lo TR S 72 TLS #Elcxf LT, TLS 7R &y of VA X U A% AE
B LET, IROBITIX, imp_to_external £\ 9 TLS 7 m ¥ A VA Z U AR S IVE T,

tls-proxy ent imp to external

server trust-point imp proxy

client trust-point trustpoint name

client cipher-suite aesl128-shal aes256-shal 3des-shal null-shal

SRR B AA NS Ko TR SN TLSHfE Il LT, TLS V' u s o U AZ U Az fER L £
WOBITIL, foreign to cup &VVH TLS 7B F L A VAKXV AMER I NET,

tls-proxy ent external to imp
server trust-point trustpoint name
client trust-point imp proxy

client cipher-suite aesl28-shal aes256-shal 3des-shal null-shal

ROEE

TJIAR TR LET 7R VARETLS Vaxy A AKX U ZAOBENMNT, (96 _X—
V)

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7

L—varv#A4F IR



Cisco Adaptive Securiy Appliance TD TLS O ¥ 3% E I

B /527y TEERALETIER YR METS TOXS £ VRS U ROEER T

HDSAIYTEFRALE7I9ER YR LETIS TOX S
AR RDEESIT

&M

ATy T2

ATvT3

IRy avwr s REFHALTC, DENCERLIEEIB AL T78A UXMITLS 71
XA URARE A BAEMTAMLERDH Y FT,

[ L& BHIIC
DFNEEZFEITLET, TLS 7% 4 U AZ U ADRE, (94 2—)

FIE

Ay 7 4 F¥alb—vary E— FEBBLET,

> Enable
> <password>

> configure terminal

ET7RAVANI, VIR TPERTLHTLS 7 uxy 4 AX R EEEMFTET, 7
Z A~ 7 IMandPresence ' —EAMBIHE R A A L ~DA 8=, ABRAAL D
IM and Presence W —EA~D A vE—TV NI LT, B|IRT 2 TLS XN R 7,
WOHTiE, IM and Presence 1 —EANFE KA A U ~EESNTZA v E—VOT 78R U A B
23, IM and Presence H— B A |2 X - THi#h 417z TLS ##%i @ lent imp to external] &> TLS
TaXy A RZ L AZEEMN T O ET,

class-map ent imp to external match access-list ent imp to external

OB TIL, SMEE R A A D35 IMand Presence 4 — E A ZEEINDA v E—DT7 78 A U R
k2%, Tent external to imp) &Y% AR — 2 L - THIAAE & 4172 TLS #5520 TLS 71 ¥ A
VAL A EEEMATONET,

class-map ent external to imp match access-list ent external to imp

7 A% B IM and Presence 3"— B A E A2 H L TV 541X, 4 IM and Presence "—E A2/ —
NZ7 7 A~y 7THRBREL, URNCER LI —"O%4T 57 782 U X MZBEERT ET,
wIZHl =R L ET,

class-map ent second imp to external match access-list ent second imp to external

class-map ent external to second imp match access-list ent external to second imp

ROEXE
TLS 7u X OFMME, (97 ~X—)

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzFL—Yarv (4K



I Cisco Adaptive Securiy Appliance TD TLS 7’0 ¥ L% 7E
ns7oxsoamt |}

(o) —t
TLS 70X DAt
RV v— =y avy REFEHALT, BIOHTEKRLIEZZ FA vy T EIZTLS 7a X a2 f
M T DMERH Y T,

A\
G¥) 77 L—7 v REAIZXF L, Cisco Adaptive Security Appliance T L~L £F% =2 U7 1 D
sip-inspect AR U & —~ v 71d, REL THRETL72OMEHTE EHA, KL~L/FotEF=
V74 R ==y T 2RI 0ERHY £7,

(X CH BRI

DFIEEFITLET, 7 I7A~STEZFEHLEZT 78R VARNETLS 70Xy f VAL AD
BT T, (96 ~X—2)

FIE

ATFYT1 ar74Xal— gy ET—REHBLET,
> Enable

> <password>
> configure terminal

ATw T2  sip-inspect RV v — v v T EEFRLET, RICHEZRLET,

policy-map type inspect sip sip inspectParameters

ATYT3 =R v— vy T EERLET, WIBIEZRLET,
policy-map global policy class ent cup to external inspect sip sip inspect tls-proxy

ent cup to external

Cisco Adaptive Security Appliance DV 5 X 2 B A FHEE

7 7 A4 [# IM and Presence " — & A A TlL, IM and Presence —E & /— K& BINT B 7=
2. Cisco Adaptive Security Appliance TR DR EZIT I LENH D £,
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Cisco Adaptive Securiy Appliance TD TLS 7O ¥ V%% |
B Cisco Adaptive Security Appliance D% 5 X 2 & A X E

FIE

ATw 71  IMandPresence V' —tE A /— RIZxdHBMT7T 7 A YR MEERLET,

ATw T2  Cisco Adaptive Security Appliance Z & = U 7 ¢ fEB#E A 45 L, IM and Presence —E & / — F|Z
AR —FLET,

ATw 73 IMandPresence ' —E A %= U T ¢GEHEE 4 L, Cisco Adaptive Security Appliance (2 >
A—hLET,

ATYTE AL LTI TR~y THFRELET,
ATFYTS IRy T ETua— LR — vy FITBEMLET,

BENEY Y
IM and Presence #— £ A & Cisco Adaptive Security Appliance D] CO& % = U 7 ¢ GEBA EAI 4,

(59 ~—)

IM and Presence F— £ 2 & Cisco Adaptive Security Appliance D] TOE F = U 7 ¢ AEB EAH,
(59 ~—)
JIARyTEFALIET 7R VA NETLS 7Rk A AKX U ZAOMELT, (96 ~X—
V)

TLS 7ua X OHFME, (97 X—)
7 I AZMEHE~ILVF ) — REE, 4 X—)
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Office 365

Office 365

%8%

Office36b E D F AL 72z T L—23 Y

* Office365 RAA V7 =7 L—ya OB, 99 ~—

* Office365 KAA VM7 =F L — gy ZAY 7a—, 99 R_—

KAAL 7T L—o 3> 0E

IM and Presence — E A%, Expressway #%H @ Office 365 L DEEM KA A U7 =T L— 3
YEVAR—FLET, ZOEABEE TIL, Expressway 232 DD A7 AMICEE SV, N7 74>
7 kL £9,

Expressway |£, KD L 9 72— 3D~7 TEIfEL £9, Expressway-Clx, =% —7 T4 X Xy
FU— 27 NIZELE S 4L, IM and Presence — B A Z#2f¢ L £ 9, Expressway-E [, =% —77
A X RAAL Dz PITHE S HL, Office 365 R AA L@ LE T,

FAAVE T T L— /3/9Z77D—

Office 365 M ABE TOE YR AR RAAL V7 =F L—3 a U ERET A2, IMand Presence
P—E 2 ETINHDE AT HFEITLET,

Flig
av v RFEEET7TIa Y Br

2Ty I IM and Presence —E 2 DNS |IMand Presence K X A D /X7 U » 7 DNS
SRV L =— KdiEh, (100 ~<— |[SRV L 22— K% 3 Ebiﬁ SRV I
V) Expressway-E D IP 7 R (TR S Zh B WaEL

NhHET

ATvT2 IM and Presence ¥— & A ~® Office | IM and Presence %— A2 T, Office 365 K A

365 RAA DN, (101°—) | A = M) ZBMLET,
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I MandPresence —E 20 DNS SRV L 31— R yi&fn

Office365 LD KA 4 Y7z FL—vay |

ARV RFERRETIVa Yy

E]:g]

ATvT3 Cisco XCP /L— % OFELH), (101 |9XT? IM and Presence —t A /— KT
A=) Cisco XCP /L — ¥ % Fitdh L £ 97,
ATvT4 Office 365 ~DAZ T 4 v 27 Jb— |IM and Presence — E X T, Expressway-C ~
FORRE, (102 2—) DTLS AXT 4 v 7 N—ba&RELET,
ATvT5 TLS £°7 & L T® Expressway @i | IM and Presence %+ —E AT, TLS 7 & LT
o, (102 ~=—3) Expressway-C & &V X CE 7,
ATv 76 T 7 AHIEY A R ~D IM and Presence h—E AT, HET /&A=
Expressway OiE/1, (103 <—<7) | > hw—/L U & I Expressway-E #— 3% 8
j][] Libado
ATvIT AEIEF O, (104 ~—) WABRBEIZE I TN DY — Nl TRE E &
ZZHL L F£ 9, IM and Presence ¥— B &2 TlZ,
Expressway-C flE#F = — > % cup-trust A ~
TWT v 7a— RTAH0EINHY T,
ATvT78 Office365 & 7 =5 L —3 2 %47 |Office 365 LD K AA VW7 =T L—3 3

9 72 @D Expressway D% &, (105

)

F @ Expressway D&% iE

IM and Presence H—E XD DNSSRV L O— F®D3EM

IM and Presence " —E AP X7 Y » 7 DNSSRV L a2 — RAZRELEJ, DL a— KL,

MY

Expressway-E @ IP 7 R L R | S B MEHRH Y £9°, Skype for Business 1X, ZD L =2— K%
ffFH L C. IM and Presence " —E A~ kT 7 ( v 7 % Expressway f&fH C/L—7 4 > 7 LE T,

nslookup
set type=srv
_sipfederationtls. tcp.expwye

Z Z T, expwye Id Expressway-E ® K A A > T,

GE)

DNSSRV L' a2 — KR L TCRAAS V72T L—a v aRETHIEH TEE T, Skype
for Business % —/3T/L— F & FEITEMNTA2LERZH Y T, TNETOLEIT. ZTOX A
7R TEET,

RDEE

IM and Presence " — B A~® Office 365 K A4 > DiEM, (101 ~<—)
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| office365 LD RAS LRI FL— 3>
IM and Presence 4 — E X A Office 365 K * 4 > DB/ .

IM and Presence — E XA Office 365 K A 14 > MD1EM

IM and Presence —E AT, Office 365 % — D7 =5 L —7 v K KA = M) ZBMLF
j—O

FIE

AT w71 Cisco Unified CM IM and Presence Administration T, [7 L ¥ A (Presence) ]>[RAA VM7 =5
L —3 3 > (Inter-Domain Federation) ]>[SIP” =7 L —3 =3 > (SIPFederation) ] ZER L F7,

ATw T2 [HHEMN (AddNew) 1227V v 7 LET,
ATFY T3  [FAA 4 (DomainName) | 7 o« —/b FIZ, Office 365 KA A »Z AN LET,

ATy T4 KAA 2O [HM (Description) 12 AN LET, 72& ZIE, office 365 federated domain & AFJ
LET,

AT TS5 [MAXA T (Integration Type) | K2 v F X 7T, [ KA A L[]/ 50CS/Lync (Inter-domain to
OCS/Lync) ] ZiEIRL £7,

ATvFT6  [fRTFE (Save) 1227 Vw7 LET,

ROIEXE
Cisco XCP /L— % O FiLH), (101 =X—)

Cisco XCP /L— % O HiZE)

SIP 725 L —7 v K RAALUZEBIMLED, CiscoXCP V—H #HiEE 2 08N H Y 97,

FIE

AT w71 Cisco Unified IM and Presence Serviceability T, [ —/V (Tools) ]>[2> hr—/LkE L Z—-F v k
7 — 7 % —E Z (Control Center — Network Services) ] ZE4R L £9,
G¥) va— kI h& LT, CiscoUnified Communications Manager ™ [Cisco Cloud Onboarding

% E (Cisco Cloud Onboarding Configuration) 17 « > K7D [AT —4% A (Status) ] A v
t—Yic [z ha— X —-FRy NU—Z7 % —E X (Control Center - Network
Services) | U v/ BERRSINTGEIL. TV 7 %27 ) v 7352 8I2K0, [
fa—ntr ¥ —%vy hU—274%—EZ (Control Center - Network Services) |7 1 K
VEBRS ZENTEET,
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Office 365 D KA 1 VR 7z FL—a> |
B ofice3sss ~DRETF 1 v L— FDORE

AT9FT2  [P—s% (Server) | Fr vy 7 H D URA KRy Z ANE, IMand Presence 7 — X _X— 2 /X7 v
Ty J—FRERBBRLT, [F1T (Go) 127U vy 7 LET,

ATw 73  [IMandPresenceh—t A (IM and Presence Services) ] C. [Cisco XCP/L'—# (Cisco XCP Router) ]
F—EREERLET,

ATy 74  [HEHE (Restart) 1227V v 7 LET,
AFwv T  F_TOIMand Presence V' —E R 75 2% ) — RTZOFEEHEYELET,

RDEZE
Office 365 ~DAX T 4 v 7 b— FORE, (102 <4—)

Office 366 ~D A A T4 VY IL—FDERTE

IM and Presence — & A C, Expressway-C f&H ® Office 365 ~D TLS A ¥ T 4 v 7 )b— h & HE
LET,

FIE

ATwF1  Cisco Unified CM IM and Presence Administration C, [/ L £ & (Presence) |>[/V—7 4 v 7
(Routing) [>[AZ T « 7 /— b (Static Routes) | =N L FE 7,

RATvTF2  [HHELEN (AddNew) 1227V v 27 LET,

ATwF3 [543 — (Destination Pattern) ] 7 4 —/L FIZ. Office 365 ® FQDN Z i DX TAS L £
T, T2 z2E. FAAL VN office365.com DEATL. .com.office365.* E AJTILFET,

ATvT4 [F7 ARKyT (NextHop) |7 1 —/L RiZ, Expressway-C D IP 7 KL A F 72X FQDN # AJj L
£

AT9 TS5 [%Z ARAKyTAR—F (NextHopPort) ] 74—/ I, 5061 & AL %7,

ATYT6 [L—hrZA7 (RouteType) | ke v 7 X UARINL, [KAA Y (Domain) ]Zi&R L E T,

AFvFT1 [FubanrZA7 (ProtocolType) | K 7 H 7 U KRy 7 Ak, [TLS]Z#IRL £7,

ATy T8 [IRfF (Save) 127 U v LET,

RDOEZE
TLS 7 & L C® Expressway D801, (102 ~<—)

TLS E7 & L T Expressway DB

IM and Presence #— E" A T Expressway % TLS ©'7 7Y =7 N & L GEINT 25612, ZOF
NEAAEH L £,
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Office365 D KA A V7T L—> 3>

ATy T

ATy T2
ATvT3

ATvT4
ATy TH

7 U XY X kA~ Expressway 03BN [ |

FIE

Cisco Unified CM IM and Presence Administration C, [ A7 A (System) |>[EF =V T ¢
(Security) ]>[TLSE'7 %7 =2 & (TLS Peer Subjects) | Z &R L £,

[FrBLEM (AddNew) 127 U w27 LET,

[E7 %7 =2 44 (PeerSubjectName) |7 1 —/L RiZ, Expressway-C D5E2Efi KA A 4%
ATTLET,

[HA (Description) ] & AL ET,

[fRfF (Save) 1&27 Vv 7 LET,

RDOEZE
7 7 AHIE Y A R ~D Expressway OB, (103 ~<—)

70t XFE) X k-~ Expressway 03B/

DY

IM and Presence #— B2 T, Expressway-C 7358:E72 L T IM and Presence #— B A|ZT 7 EATX
% £ 912, Expressway-CV— NHOFEET 78 A2 br—L U A2~ (ACL) => U ZBIL
£T, wAVFI7 TALEANRETIX, £7 7 A4 ECZOFIREZFATLET,

G¥)

ATy I
ATy T2

ATvT3

Ja—)v T 7 A ERMT S ACL (Allow from all) A& 5HE. %7213 Expressway-C
P —RNDFET D RAA 2 ~DT 7 v A %M 5 ACL (Allow from company.com?’2 &)
N DAL, Expressway-C — 3D ACL = b U ZBII4 5 M813H 0 £ A,

FIE

IM and Presence ' —EZDNT Y vy ) —RliZa /A4 LET,

Cisco Unified CM IM Administration T, [ A7 A (System) |>[% & =V 7 ¢ (Security) ]>[515

ACL (Incoming ACL) ] Z3®IR L £,

ACL > b U 2B L £

a) CHHLEM (AddNew) 1227V > 27 LET,

b) HrLWACL=> kU D[#H (Description) 12 AL EJ, /=& 21X, Skype for Business
Federation via Expressway-C &EAJJLFET,

¢) Expressway-C DIP7 KL AL 72X FQDN ~D 7T 7 ¥ A& 4295 [7 KL A% —> (Address
Pattern) | Z# AJLET, =& 21E, Allow from 10.10.10.1 £7ZiFX Allow from
expwyc.company.com & AJJLET,

d) [fR17F (Save) 1227V v LET,
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B avzoxs

ATvT4

HIEEELOES

ATvT1

ATy T2

ATvT3
ATvT4

Office365 LD KA 4 Y7z FL—vay |

e) BID ACL = b U Z{ERT 2121, ZO—#HOFIEAZM#E VKL ET, — T 722t
THIIE, 2200 b)Y (B—"DIPT FLZD ACL & ¥—,30D FQDN @ ACL) 78342 T
-é‘o

Cisco SIP 7m ¥+ H— 2 HiEE L E7,
a) [FLEBL A (Presence) |>[/V—7 4> 7 (Routing) ]>[fXE (Settings) ] ZHER L F,
b) [TRTHOTrxy h—EADY ZAHX— | (Restart All Proxy Services) 12727 UV v 7 LET,

RDIEZE
FERAEOR S, (104 2—)

i

BARBEICEIN TV D — \HTEHEFEL SR L ET,

FIE

BARRICH DK VAT DL EL Y U o — R LET,
* IM and Presence —E' 2 (NEGEHEHEZACEATHZ LN TEET)
* Expressway-C (NHGREEZ HOBATH LN TEET)
* Expressway-E (SMHGEIIEL CA B4 THMLERH Y £T)
* Office 365 —/N UMBREWF A2 CA BT HLERH Y £7)

IM and Presence — t" A T, Expressway-C iEE T = — % cup-trust A 77 v o — RNLZE
D
Expressway-C C, IM and Presence H— B AGEEL T v 7'm— R LET,
Expressway-E C, Office 365 st E%#7 v 7 u— KL ET,
GE) BEM7 =7 L— 3 o TiE, BHFEOSHED Expressway-E REE % Office 365 —/NZ
Ty 7u—RTL0NERHY £T,

SEREICEY 5 EEER

* IM and Presence ¥ — E A Ci&, Cisco Unified IM OS Administration ® [FEBZEFE (Certificate
Management) ]V 1 > FU ([BE¥x = VU7 ¢ (Security) |> [REFIEEE (Certificate
Management) | Zi3{R) 2OIEAEEA X v n— NLCT7 v a— FCTEXET, il FIE
DWW T, http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/
products-installation-and-configuration-guides-list.html (Z & % [ Configuration and Administration
Guide for IM and Presence Service] @ [Security Configuration] DEZZMHL T 7Z3I W),
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http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/products-installation-and-configuration-guides-list.html

| office365 LD RAS LRI FL— 3>
Office 365 & 7 = 7 L—> 3 U %175 1=H D Expressway D% E [ |

* Expressway slEFAE OB ELIZ-OUWCTHE,  http://www.cisco.com/c/en/us/support/unified-communications/
expressway-series/products-maintenance-guides-list.html (2 & % [ Cisco Expressway Administrator

Guide] ZZML T ZE0,

RDOEE
Office 365 & 7 =7 L—3 3 V' &4T 9 729 @ Expressway DX iE, (105 =X—7)

Office365 & 7 =7 L— 3 V%175 =6 D Expressway DX E

IMand Presence #—E A L TCRAAS VM7 =2F L—3a U ERE LS, Office 365 & DR R
AA U7 =7 L—1 a3 Y HIZ Cisco Expressway & v k7 v 7 LE7, Expressway ik iE D L
WIZHOWTIE, ROBGFATIZ® D [Cisco Expressway Options with Cisco Meeting Server and/or Microsoft
Infrastructure] %ML T 7ZE0,

http://www.cisco.com/c/dam/en/us/td/docs/voice ip comm/expressway/config guide/X8-9/
CMS-Expressway-Deployment-Guide X8-9-2.pdf

ROER

BERM T =T L— g9 UBBERET 5 7-9121%, IM and Presence ' —E 2L 7 =2F L — 95 L9
2. FHFOSFEIT Office 365 BMARBEAREL THH O MERH Y 7,
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%9%

SkypeforBusinesséE D A A VBl 7T L—
vay

* Skype for Business KA A V] 7 =7 L—a3 b, 107 _X—Y

* Skype for Business 7 =7 L —3 3 > ¥ A7 7u— ({EM) , 107 ~—¥

Skype for Business F A A VBl 7z TFL— 3 Y

IM and Presence " — & A%, MR EICI T D Expressway #%H @ Skype for Business & @ K A A
Y7 =T v—varEYAR—hLET,

Z O ABRELTIL, Expressway 2 2 DD Y AT AFICEE S, 2 OOV AT AMD NT 7 4 v
7 ik LE9, Expressway (&, IRD X 9 ¥ — DT TEIEL £7, Expressway-C |&, =
H—TF AR 3y hU—27NIZHLE SH, IM and Presence ¥— E A IZHE6E L £ 77, Expressway-E
X, Z =T T4 X RAAL DTy VIZRE S #U, Skype for Business N A A L i@fE L £ 7,

SkypeforBusiness 7t 7 L— 3> 2 RY 70— (%
&)

ZE[HE A BREE C IM and Presence $— £ A & Microsoft Skype for Business D[] K A A /[#] SIP
TxTb—=varkty b7y T TOGEAIC LTFOX AT ZFATLET,

FIE

AR NEERTIYa Y =[]

& IM and Presence @ DNS SRV @ |IMandPresence N A A > HD /37 J 7 DNS SRV
ED YT, (109 <—) La— R&EFELET, SRV L, Expressway-E
DIP T RLAIZFRRSNDLERH Y £,
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Skype for Business 7= FL—> 3> 49 70— (4%R[)

Skype for Business £ D KA A U7z TFL— 3>

ARV RFERRERTO Y

GE) DNS SRV L =1— R72 LT KA A > [#]
TxTL—valERETLHIELT
%= £, Skype for Business t—/3T
N— N ETFETENTA2LERH D F

TO

ATvT2 IM and Presence ~~( 7 =7 L— | IM and Presence #— £ 2 T, Skype for Business F
T R RAL OB, (109 | AA v = R ZBIMLET,
=)
ATvT3 Cisco XCP /L— % OFE#H), ( |3 T? IMandPresence / — R T Cisco XCP /L —
110 ~—2) Z - RAEEEHLET,
ATv74 IM and Presence =0 X %7 ¢~ |IM and Presence — E" 2 T, Expressway ~@® TLS
7 = bORE, (M1~N=) |AFT 4 w27 b— FaRELET,
ATy 75 TLS 7 & L T® Expressway @ |IM and Presence —E X T, TLS E'7 & LT
B, (111 =) Expressway-C # %0 4 CE 9,
ATy 76 772 AHEY A R ~D IM and Presence — B AT, #5777 kEAX=a
Expressway OB, (112 ~X— | 2—/L U A [Z Expressway-C t— 3z 81 L &
V) R
ATvI1 Skype for Business & 7 =7 L-— | Skype for Business & O KA A V{7 =7 L — 3
v a U EAT 9 T2 ® @ Expressway | > I Expressway Zix & L £ 7,
DFRE, (113 2—)
ATvT8 a—PEHEALE DML, (113 | Skype for Business %—/3C., IM and Presence - —
=) PO2—PEHERELHAI L ET,
GE) EYURAM T =T L— 3 T,
Skype for Business D% & & 8 F D=t
IAT> THbWET,
ATv79 Ja—s3)L 7 =7 L—3 3 7 |Skype for Business —/3C, 7 =7 L— 3 U
78 AREDOHA, (114 X— | OT7a—r T 78 A2y VRELERLET,
V)
ATV [FFAESNERAA L ELTOM| ZUIA T > 3T, ZOFIEIL, Skype for
and Presence MBI, (115 ~3— |Business 72—/ )L 77 ¥ A = v VR ETIM
) and Presence N A A V3FFA] SILTWVVRWWGAIZ
DHFEFTLET, ZDFAIE. IM and Presence
=R RAAL ZHFAITOREDT M &
EMLET,
AT7v 71 |[IMandPresence 1D SIP 7 =7 | ZUIA 7> 2 > T, ZOFIAEIL, Skype for

L—F v R7af Z—b LT

Business 7> 5 IM and Presence %— B A2  F
T4 T EN—T 479 5L X|ZTDNSSRV L
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|  SkypeforBusiness £ KA1 Y7z FL—vay

IM and Presence 0 DNS SRV D E| L) 25T [ |

AV RERETI3 Y EL:Y
O Expressway O3B, (116 ~5— | 2= FZHEH LARAWERICOAMEHLES, 20
) %alt. IMandPresence KA A VDO SIP 7 =5
L—v 3 v S aNg Z—L LT Expressway & F
TEMLET,
AT 712 GEREORM, (116 ~—)  EABRBIICE LT D Y — M TREA & % 2
L%,

IM and Presence @) DNS SRV D Z||Y) LT

IM and Presence —E A D/X7Y » 7 DNSSRV L a— RZ%ELET, ZDOLa— Kig,
Expressway-E @ IP 7 R L R [T S B M EHRH Y £7°, Skype for Business 1, ZD L =2— K%
i LT, IMand Presence — ¥t A~D k7 7 1 v 7 % Expressway #&H T/L—7 4 7 LET,

nslookup
set type=srv
_sipfederationtls. tcp.expwye

Z ZC, expwye IE Expressway-E @ K A A T,

GE)

DNSSRV L a— R L TRAS U7 2T L—va b B ETHI EHTXETA, Skype
for Business "—/3TC/L— F 2 FEITEMNTLO2LERNH Y 5, ZNEITOHAIE. ZDX R
7 B TEET,

RDIEZE
IM and Presence ~D 7 =7 L —7 v K KA A OB, (109 =*—)

IM and Presence ~D 7 =T L—Tv Kk FAA2DENM

IM and Presence ¥ — E"A T, Skype for Business —/ X7 =7 L —7 v K RAA 2 = N %38
muEd,
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Skype for Business £ KA 4 Y7z FL—vay |

. Cisco XCP /L— % D E#2E)

ATy T
ATy T2
ATvT3
ATvT4

ATy TH

ATvT6

FIE

Cisco Unified CM IM and Presence Administration C, [/'L B A (Presence) |>[FA A M7 =T
L —3 3 (Inter-Domain Federation) ]>[SIP” =5 L —3 =3 . (SIPFederation) ]Z &R L £7,

[FBLEN (AddNew) 127 U w27 LET,
[FAA 4 (Domain Name) | 7 4 —/V RIZ, Skype for Business N A A > & AJJLET

RAL LD [%ﬁﬁﬂ (Description) ] = AN L\i‘g—o Yt Z)JZE\ Skype for Business federated domain
EANLET,

[#A % A7 (Integration Type) | Ku v 7 X 7 T, [ KAA U []H>50CS/Lyne (Inter-domain to
OCS/Lync) | Z#®IRL 9,

[PRAF (Save) 1227V v 7 LET,

ROE%E
Cisco XCP /L — % OFLHE), (110 ~<X—)

Cisco XCP /L— % O HiZE)

ATv 1

ATy T2

ATvT3

ATvT4
ATy TH

Skype for Business KA A %+~ 87 v 7 L7256, CiscoXCP /L— ¥ ZHiEHE L £,

FIE

Cisco Unified IM and Presence Serviceability T, [ —/L (Tools) |>[2 ¥ hr—/LEr ¥ —-F v k
U — 27 % —EZ (Control Center — Network Services) ] ZER L £,

GE) v a— A w h& LT, CiscoUnified Communications Manager @ [Cisco Cloud Onboarding
%€ (Cisco Cloud Onboarding Configuration) 17 1 > RUD[AT—4# A (Status) ] A
t—vic[zvyba— kX —-Fy RU—27 % —E R (Control Center - Network
Services) 1 UV v 7 MEREINTEZHR/ITE. Z0V 2% 7 ) v +hZ LIk, [

fa—ntr 2 —Fxv hU—27H%—E A (Control Center - Network Services) | 7 4 > K
TEAS ZENTEET,
[V—2% (Server) | ey 7 Z oy URA KRy 7 A5, IMand Presence 77— # v X— R /X7
Ty = FEEIRLT, 1T (Go) 127V v 27 LET,
[IM and Presence— & & (IM and Presence Services) ] C, [Cisco XCP/L'—# (Cisco XCP Router) ]
P—ERAZEIRL £7,

[FFEE®E) (Restart) |27V 7 LET,
F_XTC@ IM and Presence ' —E R 7 5 2% /) — N CZOFIEZEVIRLET,

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzFL—Yarv (4K



|  SkypeforBusiness £ KA1 Y7z FL—vay

IM and Presence LD X271 v JL— FDRE .

RDIEE
IM and Presence DA X7 ¢ v 7 b— hOikE, (111 ~—2)

IM and Presence ED X2 F 4 v JL— FDERTE

ATy I

ATy T2
ATvT3

ATvT4

ATvTH
ATv 76
ATvT1
ATvT8

IM and Presence ¥-— A C, Skype for Business L—HDAX T ¢ v 7 L—  ERELET, AKX
T4 7 b— NI, TLS ZfiH L. Expressway-C Z7RA > T DM E N H Y 7,

FIE

Cisco Unified CM IM and Presence Administration C, [7/'LE > A (Presence) |>[/V—7T « ' 7
(Routing) [>[AX T « 7 /b— b (Static Routes) ] Z=IN L F 7,

CHrRLEIN (AddNew) 127 U v 27 LET,

4645/ % — > (Destination Pattern) | 77 4 —/L R|Z, Skype for Business ® FQDN ## O TA
JLET, 2EXIE, RAAL VD sdb.com ODEEIX, .com.sdb.* E AT LET,

[r7 A R 7 (NextHop) 17 « —/b RIZ, Expressway-C ®IP 7 KL A F£ 721X FQDN &= A Jj L
5

[* 27 A A > 7 AR —K (NextHopPort) ] 7 4 —/V KIZ, 5061 & AL FET,

[V— bt A7 (RouteType) | K7 X7 UARNSL, [KAA Y (Domain) [ZER L E7,
[7'm h=2/vZ A7 (ProtocolType) | Ry X URA KKy 7 AMnb, [TLS] Z&#INL ET,
[fR7F (Save) 1227 U w7 LET,

ROEE
TLS &7 & LT Expressway D801, (111 ~<—)

TLS E7 & L T® Expressway O3B0

IM and Presence H— £ A C Expressway & TLS ©'7 + 7V x= 7 k& L GBEBIIT 28541, Z0F
EZAEH L ET,

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7

L—varv#A4F IR



Skype for Business £ KA 4 Y7z FL—vay |
[ | T 2R R b ~D Expressway DB AN

FIE

AT w1 Cisco Unified CM IM and Presence Administration C, [> A7 A (System) |>[Ex =V T «
(Security) ]>[TLSE' 7 #7 =2 & (TLS Peer Subjects) | Z &R L £,

ATvT2  [HHELEN (AddNew) 1227V v 27 LET,

ATV T3 [ET7H TP =x7 ~4 (PeerSubjectName) |7 1 —/b RIZ, Expressway-C D5E2{EHfi K A A 4 %
ABLET,

ATy 74 [ (Description) 1 Z AN L £,
ATv TS5 [fRTFE (Save) 1227 Vw7 LET,

ROEZE
T 7 AHIE Y A R ~D Expressway OB, (112 ~<—)

70 XEE) X k-~ Expressway 03B/

IM and Presence #— B2 T, Expressway-C 7358:E72 L T IM and Presence #— B A|ZT 7 EATX
% £ 912, Expressway-C YV — NHOEFET 7 A a2 br—L U A2~ (ACL) => U ZBINL
£T, v AVFI TALEANRETIX, £7 7AX ECZOFIREZFATLET,

DY

G¥) Ja—) T 7 A ERMT S ACL (Allow from all) A& 5HE. %7213 Expressway-C
P —RNDBFET D RAA 2 ~DT 7 A %4235 ACL (Allow from company.com?’ &)
N DAL, Expressway-C —/3H D ACL =2 b U 2B+ 5 M4813H 0 £ A,

FIE

ATv 71  IMandPresence ' —EADNT Y vy J—RliZrs A LET,
AT w72  Cisco Unified CM IM Administration T, [ A7 A (System) ]>[t =V 7 ¢ (Security) ]>[E15
ACL (Incoming ACL) ] Z3®IR L £,
ATv7F3 ACL=» MV ZERLL £,
a) CHHLEM (AddNew) 1227V > 27 LET,
b) HLWACL=> kYU D@ (Description) 1% A/ LE9, /=& %X, Skype for Business
Federation via Expressway-C EAJJLET,
©) Expressway-C DIP7 KL AL 72X FQDN ~D 7T 7 ¥ A& 4295 [7 KL A% —> (Address
Pattern) | Z AJLET, & 21E, Allow from 10.10.10.1 £72iFX Allow from
expwyc.company.com & AJJLET,

d) [fR1F (Save) 1227V w7 LET,

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzTL—YavAMAF



|  SkypeforBusiness £ KA1 Y7z FL—vay

ATv74

Skype for Business & 7 = 7 L—3> 3 > %17 5 1= D Expressway D% E [ |

e) M ACL = U ZERT HI2iE, ZO—HOFIEEZHEVIRLET, — 7 7 &R &7t
THIIE, 20200 FY (B—"DIPT FLZD ACL & ¥—,30D FQDN ® ACL) 8N %EET
‘é‘o

CiscoSIP m v —E A2 FHii# LE T,

a) [FLEL A (Presence) |>[/V—7 4> 7 (Routing) ]>[fXE (Settings) ] ZHER L F,
b) [TRTHOTrxy h—EADY ZX— b (Restart All Proxy Services) %727 UV v 7 LE,

ROEE
Skype for Business & 7 =7 L —3/ 3 V%47 9 729D Expressway DX &, (113 <—)

—_—

SkypeforBusiness & 7 =7 L— 3 U % 1T 3 f=¥ D Expressway D% F

A—Y{EEE

&
ATy T2

ATv73
ATv74
ATvTH
ATv 76

IM and Presence #—E A L CRAAL V7 =7 L—3a U EERE LT D, Skype for Business & ™
RAA V7 =7 L—3 3 I Expressway &% v b7 w7 L ¥, Expressway i i€ Dtz
WL, IROGATIZSH 2 [ Cisco Meeting Server with Expressway X8.9 Deployment Guidel % 28 LT
<TZEvy,

http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/
products-installation-and-configuration-guides-list.html,

ROEE
Expressway % 3% & L 72 5. Skype for Business D v F7 v FIC#EHLFE T,
A—VPEEREOHK, 113 ~—)

=X TE D&

Skype for Business #—/3"C, 7 =7 L —7 v K IM and Presence == — . — (S HHERE &ML L
i‘j‘o

FIE

Skype for Business h—/MZm 71 » L £ 7,

Mo —va =T, [7=T b—ya &7 7 & A (Federation and External Access) |
7V w7 LET,

Ny B— R—=T [T 7 & AR Y 2 — (EXTERNAL ACCESS POLICY) 1% 27V v 7 LE7,
[FH (New) 1227V 27 LT, [—HHYU — (UserPolicy) | iR L ET,

(47 (Name) ] 7 4 —/V RIZ, IM and Presence KA A & ASJLET
ROFT v avrkd AT LET,

* T xTF L —TF v Ra—Y LO@EEZ AT S (Enable communications with federated users)

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7

L—varv#A4F IR
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Skype for Business £ KA 4 Y7z FL—vay |
B /o LozFL—yvar 7O ERBEOEM

*UE—ha—HF L DEEEAZCT S (Enable communications with remote users)

X7V w7 a—WLDBEEEFNIT D (Enable communications with public users)

RTvT1  [HeETD (Commit) 1227V v7 LET,

ROEZE
TJa—s\)v 72T Lb—gy TR ARTEOMER, (114 X—)

J0—NIL 2xTL—23a v TOEABREDERM

Skype for Business —/3C, SIP 7 =7 L —a VHO a0 — )L T 7B A Ty UREEMER L
ij‘o
FIE

AT 1 EMOFEr—v a3 =T, [7=T b—y a3 4T 7 A (Federation and External Access) |

7 Vw7 LET,
RATYT2 A~y —N—T [T7EATy VHE (ACCESS EDGE CONFIGURATION) 1% 7 U v L &%
D

ATFYv T3 [ u—UL (Global) | &2 LET,
RTFYTE TRTDORAAL DT 7V AE 70— rVZHFAT 520, ROFF T a v 2@R LET,
FE, AT AL T v a U EBRRL T,
*TxTL—varenRT Yy 7 IMEZ ANCT 5 (Enable federation and public IM
connectivity)
*N— " — R AL O EFHZHZT 5 (Enable partner domain discovery) : DA 7T 3 v
L. /X7 U w7 DNSSRV L a— RZHH LT KT 7 ¢ v 7 % IMandPresence % — & A2 /L—

T AT TEHEAITEIRLUEST, DNSSRV L a— R&EMHH LAWES. £7-1X DNS SRV L
I— RZFELTWRWESIT, 2oF 7> ara2F 70 LET,

*VE— =T 7B RAEHHIZT 2 (Enable remote user access)
C DB ADEL L —YT I AEGMTT 2 (Enable anonymous user access to conferences)

G¥) TR RE T O —UIZEFR LR WG AR, A R AL VBEOSIP 7 27 L—
7w K 7’a/A Z—L LT IM and Presence Z FE CTEMTAHNLENRNH Y F9°,

ATy 75 [MEETH (Commit) 1227 U7 LET,

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzTL—YavAMAF



|  SkypeforBusiness £ KA1 Y7z FL—vay

RIS Mfz KAA > & LTO IM and Presence M3EN B

RDIEFE

IR & T 7 B AZRE LGS (DFE0, O a—N"V AT a b 7OFEEIC LY
A 1. FAENT RAA L LTO IM and Presence D300, (115 ~2—30)

T IR RE T a—UZFFA] L7228, IMandPresence V' — Y AV —T 4 TR HONRT Y
7 DNS SRV L 22— F&HfS L T\ 725403, IM and Presence D SIP 7 =5 L—7 v K 7'
INA K — L L TP Expressway DB, (116 X—)

70X, T/ BRE 70— UZEFRI L C, IM and Presence b — BRI N T T 4 v T B —T 4
YT HHD/NT Y 7 DNSSRV L a— RERG L TV DAL, sEBEOZR M, (116 ~<—
V)

FafEnf=KF A4 > & LTOIMandPresence MiE

ATy I
ATvT2
ATvT3
RTv74

ATvTH

ATvT6

Z OFIEIE, Skype for Business — A ED S0 — L T A Ty VRBRETTRTD RAA N
TSN TWRWEAIEH LE T, ZDEE1E. IMand Presence —E A KA A L HDREFED
= M) EBMLET,

FIE

EMOF e —2 g =T, [ZT=T b—ar &dlT 7 7 A (Federationand External Access) ]
7V w7 LET,

Ny L — N—T_ [SIP7 =T L—7 v K KAA > (SIPFEDERATED DOMAINS) |47 U v 7 L
e

[FH (New) 1227V 27 LT, [[FrI&7z KAA > (Allowed domain) | ZEIN L F 7,
[FAA >4 (Domain Name) | 7 4 —/V RiZ, IMand Presence KA1 &% AJJLE T

[77kAxTy P —ERX (FQDN) (Access Edge Service (FQDN)) ] 7 4 —/L RiZ, Expressway-E
DSEREM FAA B E AT LET,

(32 (Commit) |27V v LET,

ONES

X7V v 7 DNS SRV L 22— K %{#i [ L T Skype for Business 7> IM and Presence " — £ A~ h
TIA TP —T 4 T INTWNDENE I DEHERLET,

*DNS SRV L @— RMEM & TWRWEGA X, IM and Presence JHD SIP 7' m /3 X — L LT
Expressway # F#E) TiE L £ 7, IMandPresence HDO SIP 7 =7 L —7 v K a4 X —L&
L CT® Expressway DB, (116 X—) #ZBL T3,

*DNS SRV L a— FRFEH SN TWAELEIR, FEEORHE, (116 X—) |

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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Skype for Business £ KA 4 Y7z FL—vay |
B IM and Presence FAD SIP 7 = 7 L—TF v K JH/A 4 —& L T Expressway DB

IM and Presence D SIP 7z 7 L—FT v K ZANA A —LLTD
Expressway 03B/

Skype for Business 2>5 D N7 7 4 v 7 Z DNSSRV L a— R&EFEH L T/L—F 4 7 LTV RN
12, Skype for Business % — S ECZ O FRIREZFEH LET, Z DAL, IM and Presence —t
AHDSIP 7 =T LA v al T assAf X —L L TExpressway # FEICIEIMNT 20BN H YD 7,

)

GE) IM and Presence — E Z D DNS SRV L 21— RRIEET HIBHIL. ZDOX A7 2EETE=E
7,

FIE

AT w71 Skype for Business #—/XT, [7 =T L—3 3 4T 7 & A (Federation and External Access) ]
V7 LET,

RAFvF2 [SIP7x=F L—F v RF /A % — (SIP FEDERATED PROVIDERS) 1% 7 U v 7 L£7,
ATY T3 [HH New) 1227V 7 LT, [KAT v KFv,31 X — (Hosted provider) ] ZE4R L £,
ATy T4  [FuAfF—% (Provider Name) ] 7 4 —/V KiZ, IM and Presence KA A > & AS L £

ATy Ts [T/ AxTy ¥ —EA (FQDN) (Access Edge Service (FQDN)) ]~ 4 —/L NIZ, Expressway-E
P —ROEREMNAA B E AT LET,

ATv 76 [MEETDH (Commit) 1227 U7 LET,

RDIEZE
REREO L, (116 ~—2)

AlEBAE 0D R R
Skype for Business HABREE L O KA A V7 =7 L—3 3 NZBWTH— M CREA E % A d

LB EIT, ZOFIRICHENET,

)

GE) Skype for Business = ¥ % —/ N b OSMRT v PREEIT, RIRF— LA RO OID fHIC
o TWOHMENRH Y £7,

o P NEREE . (1.3.6.1.5.5.7.3.1)

U TAT Y NiAEE : (1.3.6.1.5.5.7.3.2)

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzTL—YavAMAF



Skype for Business & D FA A VE Tz FL—3 Y

ATy T

ATvT2
ATvT3
ATvTa
ATvT5

eSS N |

FIE

BANRRIZOLE VAT APLAEAELZ XYV o n— R LET,
* IM and Presence —E' 2 (NHGFEHZHEZACBEAL T HZ LN TEET)
* Expressway-C (NiEIEZHCOBATHZ LN TEET)
* Expressway-E (JMTFEAEZ CA B4 THLERH Y £9)
* Skype for Business = v ¥ #—/3 SN v PREAFEL CA BL T LHLENRH D £7)

IM and Presence F— ¥ A ¢, Expressway-C ;EfAE %7 v 7o — KL $£7,
Expressway-C C, IM and Presence —E AFEEEZT v 7a— KL ET,
Expressway-E T, Skype for Business #Mii— » UREEALZT v 7 r— R L £,

Skype for Business = ¥ % — /T Expressway-E AMGEEEZ T v 7 — KL E T,

FIFAEICRET 5 EEEIE

* IM and Presence — E A C|Z, Cisco Unified IM OS Administration ® [FEFZE L (Certificate
Management) |V 4> R ([E% = U7 1 (Security) > [FEFAEEHE (Certificate
Management) ] Z#R) 2HIEAHEEL XV vn—NLT7 v 7 r— RTEET, FMRFIA
(2 DW T, http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/
products-installation-and-configuration-guides-list.html (2 & % [ Configuration and Administration
Guide for IM and Presence Service] @ [Security Configuration] DEZZM L T 72X,

* Expressway slEFAE OB BLIZ- S ClE,  hitp://www.cisco.com/c/en/us/support/unified-communications/

expressway-series/products-maintenance-guides-list.html (2 & % [ Cisco Expressway Administrator
Guide] #ZHL T IZ30,

* Skype for Business aEFA D #5451%, Skype for Business 3 A 7 ¢ Y — K& ffi ] L CREHEZ A
VAN NVERIF T om— R L ENTEET, U P FEFATLC, REHZEOE
Ry A A b=, F2ITEID BT (Request, Install or Assign Certificates) | 472 3 > % i
RLUET, ST OV TIX, Microsoft Skype for Business D~ = = 7 /L2 S M L T 72X,

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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Skype for Business £ KA 4 Y7z FL—vay |
B aszoxs

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
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MicrosoftLync ~D KA A VB 7T L—
vay

* BN Microsoft Lync ~D KA A U] 7 =7 L— 3, 119 ~—

* Microsoft Lync 7 =7 L — a3 > DX AT 70 —ORE, 120 _X—

>

ZE RO Microsoftlync ~D KA A U7z T L—2 3>

R20: T23—T54AXHADH—NAD KAL Tz FL— 3>

IM and Presence Service Deployment
(imp.example.com)

Cisco Unified Active Private Netwark of
Communications ! Directory Enterprise X
Manager |

i Microsoft Server Deployment
PlM and : (msserverexample.com)
Communication fosance || > [ Microsoft
Intercluster ! SaRiar
________ Presence |
: i Front End "
! Cisco Unified M and i Interdomain Federation i MS'CE?\:?_H
| Communications ! Presence | Microsoft Database
| Manager Cluster ! || Server
: x 1 *|| Front End
i i (UK) |

IM and
Presence

IM and
Presence
IM and
Presence
Cluster
(U8

Cisco Jabber
(Ann)

s

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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Microsoftlync 7z 7 L— 3 >DERY JO—DHRE

MicrosoftLync ~D KA 4 Y7z FL—vay |

Microsoft #—/33 L UM IM and Presence F— B A KA A U RERR 545 GRENT7 =T L— 3
ERECTEET, FAASUBRRZNFZENOIERZEICEHAT 22N TELD, T RAL
EHERATAMLEIIHY EH-A, FEHlICOVWTEL, V=T Lb—var YT KA DNy I %
S LTLIIEEN,

- — s R =/ =
Microsoftlync 7 7L —32 3 VDA R JO0—DETE
IM and Presence H— E A & Microsoft Lync DO 7 =F L —y a vz v b7 v 7T 5842,
UTORAZZFATLET, ZOREIX. T¥ > NOLOEAREE LT ¥ v b+ #EEOM T DE
ANBREEZ AR — R LET,

FIE

ARV KRFEEETIa Y

=)

&M

=W @ Microsoft Lync KA A >
o, (121 *—2)

IM and Presence #— E" A G, Microsoft Lync N A A
YDT7 2T =Ty R NAAfL 2 M ZBIL
%4, MandPresence V' —E A%, 7T L —T v
N RAA L =2 b OFE(E ACL & HERYIZIEM
LET,

ATvT2

IM and Presence 7> 5 Lync ™~ A
2T 4 w7 v—bOBGE, (122
)

IM and Presence #— "2 T, Microsoft Lync —/3
RAL L ZEIEBDTLS AX T 4 v 7 — b &
HELET, H/b— ML, F#ED Microsoft 7 v &
by Ry =R A FTHHLERHY 97,
GH) TLS AZ T 4 v 7 — N ERET D
EMRH Y £9, TCP L. Microsoft Lync
EDT 2T L—va T AR— &R
FHA,

ATvT3

Microsoft Lync 7 =5 L —3 5
FH® Expressway 7 — k7 = A Dk

E, (123 2—)

INEFF T a T, Fry b @O

BECTDH, Expressway 7 — N7 = A ZiBILE

9, 7 — b U= A T, Microsoft OFH A #EFM: &

SIP 7o —h—%FELET,

GE) F v v b OHROEABE T,
Expressway 7 — b 7 = A [T B H VY £
Mo

ATvT4

Lync #— 3T, LU FOFNEDOVNT
NPEHEALCTILS AT 4 v 7
N—FERELET,

* Lync 7> Expressway 7 —
T2 ANDART (T
J— hOFFE, (1232—)

Fx v b+ lEEOEANRE LT 55613,

Expressway 7 — b = A ~D TLS A X T (4 v 7
N— R ERELET,

Fx v FOHLOBEANREZENT 25613, IM
and Presence —E 2 JL—F 4 L7 ) — R~D
TLS A4 T 4 v/ N— b ERELET,

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
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| Microsoitlync ~D K4 4 Y7z FL—> 3>

LERO Microsoftlyne K 1 >oem [l

ARV REREEFTIVa Y BHY
* Lync 7> 5 IM and Presence ™~
DAZT A 7 b— DX
i, (125 =)

ATv 75 |Lync —/XTOEHHFE T 7V |Lync %—/3T, IM and Presence ¥— B A & (S #E#
r—varyORgE, (127°—) |AT7T 7V r—var& LTGEIML, ThZhoIM
and Presence 7 7 A% ) — REAGHHE AT 7V r—
gy =R LB L ET,

ATYT6 | bR Yo7 Y via, (130 |Lyne V— T, hARpYZ2aI v hLET,
NN

ATV T1 |Lync& 7 =7 L—3 3 > %47 572 | IM and Presence — B A T, Lync t— SFEHEIC
¥ @ IM and Presence FDFEMED | B4 5 CA D/L— FiEMFE 4 IM and Presence
ty b7, (130 =) Y—vRZT7T v Fa—RKLEd, £/, TLSET
BTV NERELET,

2R D Microsoft Lync KA 4 > DB

&

ATvTF2
ATv73
ATv74
ATvTH
ATvT6
ATvT1
ATvT8

Lync =D 7 =257 b —7 v K KAAL > = M) EFET S &, IMand Presence — B R |
72T b—=7y R RAL L 2 M) OEFEACLEZBBRICEMLET, ZOEFEACLAT =7
L—7 v K RAA 2 EBEHEAT T 537z Z & % [IM and Presence Administration] CTHERE T F 9723,
EIEACLIFAE LV HIBRLIZY 25 2 LT TE £t A, &F ACL ZHIBRTE 201%, (B
fFFon) 7= b —7v K KAA > = M) ZHIBRT 2557210 T,

FIE

[Cisco Unified CM IM and Presence Administration] =—% A > # —7 = A AlZu /A LET, [
LB A (Presence) [>[RAA 7 =7 L—3 3 (Inter Domain Federation) ]>[SIP 7 =7
L'—3 = ¥ (SIP Federation) ] Z# L £,

CHTBLENT (AddNew) 1 &2 U v 27 LET,

[FAA 4% (DomainName) | 74— /L RIiZ7 =25 L—T v K RASL A4 EB AN LET,
[#B] (Description) | 7 4 —/V RIZ7 =T L—T v K RAAL VE@#BIT 58002 AT LET,
[ KA A 225 OCS/Lync (Inter-domain to OCS/Lync) | Z &R L 97,

[#A4 V7 b 75 L—3 3 (Direct Federation) | F = v 7Ry 7 A4 2 LET,
[fRTF (Save) 1227 U w7 LET,

SIP7 =7 L—7 v K RAA &8, . £72IFHIBR L7, CiscoXCP/L— & Z FfLHE) L £
9, [Cisco Unified IM and Presence Serviceability] = —¥% f > ¥ —7 =4 Aizu /A4 LET,

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7

L—varv#A4F IR



MicrosoftLync ~D KA 4 Y7z FL—vay |

B IM and Presence n 5 Lync ~ND AR T 1 v 7 JL— FDEXE

[— (Tools) 1>[=2v hr— & ZDxRy NU—Z +—EZ (Control Center - Network
Services) | iR L EJ, Cisco XCP /L —# Z FLE) 3 5 &, IM and Presence —E &2 OF T
D XCP H—EANFEB) S NET,
GE) 75 AHZNOT T D IM and Presence #— b &/ — KT Cisco XCP /L — % % FiL@) 4
DRENRHY FT,

ROEZE
IM and Presence 75 Lync ~DA X 7 4 v 7 Jb— FORE, (122 X—)

IM and Presence /5 Lyne ~D A AT 4 v IL—EDHKRTE

ATy

ATy T2
ATvT3

ATy T4

ATvTH
ATvT6
ATvT1
ATvT8

Microsoft Lync —/% R A A > %A~ 3% IM and Presence —E A LD TLS A ¥ T 4 v 7
N— hEBRETDHEIC. ZOFIHEZMHM LET, 45 Microsoft ¥—/3 KAA AMEBIDO AL T 1 >
I N— BT H0ERHYET, By N v T THRAEZT 4 v 7 b— NI, FFED Microsoft
Lync Enterprise Edition 7 7 > k= R —/3& 7213 Standard Edition % — /3% 481 > N3 5 M2
b0 ET,

INATRATZEYT 4 25572012, & Microsoft h—/3 AL VOB 7T v T AXT 4>
I N—beBRETEEST, NI T v 7 N— FOBRIEMIIELS . T4~V RAET 197 L—
FNOWRDAE 7T RUAIZERETERWERICOAMEN S ET,

FIE

Cisco Unified CM IM and Presence Administration C, [’V & (Presence) |>[/V—7 4 7
(Routing) ]>[A¥ T « v 7 /L— |k (Static Routes) ] Zi®R L E 7,

ETHLEM (AddNew) %27 U v 27 LET,

R A A F 721X FQDN 23272 5 K 912 [3855/ 4 — > (Destination Pattern) J{EZ A L E£7,
7-& 21X, RAA D domaina.com DFEiL. .com.domaina.* E AN L ET,

[R7 A R& 7 (NextHop) | 7 « —/V RiZ, Microsoft Lync %—/3XD IP 7 N L 2 % /=% FQDN
EANNLET,

[*27 A A > 7 AR —F (NextHop Port) ] 7 ¢ —/L RIZ, 5061 & AJJLET,

v—hZ A7 (RouteType) | Kr vy FH T UR RN, [RAA Y (Domain) ]Zi8IR L FE T,
[7a hz)v& A7 (ProtocolType) | K v XU URXARNKRy 7 A0G, [TLS] &I L £7,
[(RfF (Save) 1&27 Vv 7 LET,

RDIEE

F v v b+ #FEDOEABREE DA Microsoft Lyne 7 =7 L' — 3 O Expressway 7 — k7 = A
DIRE, (123 =)

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
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| Microsoitlync ~D K4 4 Y7z FL—> 3>
Microsoft Lync 7 = 7 L—2 3 > F® Expressway ' — b = 1 DEFRTE .

T v v b OIZRDOEBEARE DA Lync 205 IM and Presence ~D A X 7 ¢ v 7 Jb— hOERE, (125
o)

Microsoft Lync 7 = 7 L—3< 3 > F® Expressway 7 — k™ = 1 DERE

F ¥ v b+ EFEOHAREED A, Expressway 7 — F 7 = A T, Microsoft DFH A #EHMEZFRE L,
SIP 7 10— — %A% LET, Expressway 7 — b U = A FKEICOWTIL, IROYGFTIZH S [Cisco
Expressway and Microsoft Lync Deployment Guidell %2 L T 72 &0,

http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/
products-installation-and-configuration-guides-list.html,

Y

GE) Fx v bOHBOEANEREE TIX, Expressway 7 — MU = A ZE AT HMERNH D FH A,

ROEZE
Lync 705 Expressway 7 — b 7 = A ~D AKX T 4 v 7 b— FOFFKE, (123 X—)

Lync /5 Expressway ¥ — b DT A ~DRA A T4 v JL— bDEEKFE

F v v b +EFEOEABRE DA D&, Lync %—/3C, Expressway 7 — k7 = A O5g2fEHfi R A
A4 (FQDN) #HRA > hTHTLS AZT v 7 L— FERELET,

M
GE) ABT 47 —FNOFQDN 28 Lync 72 b = K P — "I BLRAETH DL Z & &
Expressway 7 — h U = A OIELWIP 7 KL AR ESND Z L 2R L E7,

FIE

ATY 1 LyncServer M — NEH L 2 LR A VA b —LENTZa Ly Ea—HIZ, RAALUVEHERDD—
ncturzA L LET,
B>k  RTCUniversalServerAdmins 7 /L — 7D A > 737> New-CsStaticRoute =~ > KL v %
FOETler— A _X—=2A 77X ar bu—/ (RBAC) m—/L & LT, B/ A 95
VBN £,
ATFw T2 [AF— ] (Start) |>[TXCTHOF 17T L (All Programs) ]> [Microsoft Lync Server 2010] > [Lync
Server B = /- (Lync Server Management Shell) ] DJRIZIEIN L £ 7,
B>k Microsoft Lync #—/30D /38— 5 Z) LT, Microsoft Lync Server 2010 % 721% 2013 %
AJTLET,

ATYT3  TLSA— FEEHRTDHITIE, kOavr REANLET,
StlsRoute = New-CsStaticRoute -TLSRoute -Destination expresswayGateway fgdn -Port
expresswayGateway TLS listening port -usedefaultcertificate $true -MatchUri

expresswayGateway domain

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7

L—rarvAq4r
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MicrosoftLync ~D KA 4 Y7z FL—vay |
. Lync 5 5 Expressway 5 — b DT A ~NDRAEA T4 v IL— bDOFE

S5 DR

INTGA—5 Bl

-Destination Expressway 77— ~ U = A OFEREM KA A 4 (FQDN) , 72 & 23,
expGateway.sip.com & AJJLET,

-Port Expressway 7 — h 7 =A EOTLS YV A=V R—b, T 74/ DY
A= R—FiE 65072 TY,

-MatchUri Expressway 77— F V= A D NAA L, 72& 2IE, sip.com& AN L ZE
‘g‘o

i -

$tlsRoute = New-CsStaticRoute -TLSRoute -Destination expGateway.sip.com -Port 65072

-usedefaultcertificate $true -MatchUri sip.com

(6=3)) * RAAL DT RAAL NI HE DTN, -Matchuri /NT A—HX |2, =& 2iE
*sipecom 7R ED YU A )L R — MEZIEETE ET, ZOMETsipcomV 7 4 v 7 A
EROEORAAL LK LET,

* Microsoft Lync Server 2013 T IPv6 Z il 2355, -Matchuri /NT A —F D * U A
NRA—=R AT a3 R— S THEREA,

* _usedefaultcertificate % FALSE |ZF%E L7=¥& 1%, TLSCertlssuer 3 L O
TLSCertSerialNumber /X7 A — X Zf8ET 5 M\gﬁl DNET, ZNHDNTA—X
IZIE, NN, RZT 4 v 7 )b— O SN DEAEZRITT 23850 (CA)
DAFTE TLSFEHED L U 7 VR SEHEELET, ZNH6D/RT A — ﬁ@%%m
DU TIE, Lync Server BHl L = /LA S L T 72X,

AT T4 BHULMERENTZAET 4 v 7 V=2 RREHA N T THRESN TS Z L 2R LET, &
Da<w ReEANTLET,

Set-CsStaticRoutingConfiguration -Route @{Add=$tlsRoute}

ATYTE  FHLWAXT 4 v 7 — bEREFTDLEIICHELESE., a~r RBREFICETSNE-Z L%
R LET, ko< REASLET,

Get-CsStaticRoutingConfiguration | Select-Object -ExpandProperty Route

ATv 76 [ — 727 & A (External User Access) ] =V 7 T, Lync D= hr—/L Rp/LAP&E E
—g‘o

a) [Hii (New) 1227 VU v L., Lync?' (Expressway 7 — h 7 =4 R AA ) I L Expressway
F—=FTz2ADFQDN & 7 =T L—F LTS RAL L DORT Y w7 Tagd X —%EkL
ij‘o

b) HLWAT Y w7 Funf =T, ZOT A, =L DT XCOMEEHFTH2—F L
NVOKGEE R E L ET,

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
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Lync 5* 5 IM and Presence ~D A XA T4 v 9 JL— kD

MicrosoftLync ~D FA A U7z TL—2 3y

Lync 5\ IM and Presence ~D R 2 T 1 v JL— b DERE [ |

ROEE
Lync ' — /N COEHFHT 7V r—a yO%E, (127 3—)

=JL ==

ax ;&

F v v hOHZRDOEAREZHEHAT 554513, Lynec %—/3 1T, IMandPresence %h— & X L—F ¢
V7 )—=FR~DTLS AXT 4 v 7 )— h&EFHELET, IMand Presence — R EBEHIZEE D
TIAENDLEAETH, MAE ) —RNIAZT 4 v 7 V— e TRAXZMET J— RixniTih

HIEKT 2B ZTH Y TH A,

72720, AXT 4 w7 Jb— ML, % IMand Presence ' —E X KA A L THETY,

WDFEIZ, ZOFETHERA LIEZERENNTA—ZFEZRLET,

& 18 : Microsoftlync D TLISR AT 4 99 L— bRADY U TIL IS A—4

Bl BTN A—4
IM and Presence "—E A / — K FQDN (IM and Presence #— &' A / — | | impserverPub.sip.com
BEN—T 4 )
FQDN N IELWIP 7 R L AR CE D 2 L b LE T,
IM and Presence —tE 2 /— R IP 7 KL A (IM and Presence #—t 2 | 10.10.1.10
J—R&EN—TFT 4 7)
IM and Presence % —E & J — K® TLS ;R— b 5061
TLS R— MEBNBERESNIZA v F—T 2 ADZ—WF L L H—T = A A

LB SEDIVENDHY £7, EZMEET 5121E, [Cisco Unified CMIM
and Presence Administration] = —% 1 ' ¥ —7 = f 2|z /A L, [V
AT I (System) |>[7 7V r—3 3 U XS — (Application Listeners) ]
>[7 74/ k CiscoSIP 7§ TLS U 2F— - 7 #%E (Default Cisco
SIP Proxy TLS Listener - Peer Auth) | Z 3R L £,

GE) TAAIAR— 5061 AHERELE T, 2L, A— k5062 & fE

HTx%E9,

IM and Presence —E X /— KD KA A sip.com
Lync X5kt — lyncserver.synergy.com
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MicrosoftLyne ~D KA A U7z TL—2 3y

B Lync 55 IM and Presence ~D X2 T 1 v JL— FDETE

A

G¥)

ATv 1

ATy T2

ATvT3

* Transport Layer Security (TLS) ZfEH T 23551, A% T 4 v 7 NV— FOFEENRE —2
T % FQDN X, Lync D71 b =2 R H— LR ATRETH LM ENH Y %
T, FQDN N AZ T 4 v 7 /b— F 2389 IM and Presence ' —E A / — KD IP 7 KL A
IR SN D Z xR LET,

*LyncFQDN 2/ 8—7 4> a v AV N T RAAL v 727 L—3 3 VICEH IS IM and
Presence ' —E A RA A NIRRT LT TEEH A,

FIE

Lync Server —/NEH S 2 L3 VA M — b SNTca B a—HIZ, NAL UVEBEREOR —

LcersArLET,

B>k  RTCUniversalServerAdmins 7 /L — 7D A > 737> New-CsStaticRoute =~ > L v %
YTl — L _R—=RAT77EAar ha—/ (RBAC) #—/LE LT, asA4 95
VBN £,

[A%— K (Start) |>[FT_XTPHFr 7 2 (All Programs) | > [Microsoft Lync Server 2010] > [Lync

Server HEE Y = /L (Lync Server Management Shell) ] DJIEIZEIN L F 5,

B>k Microsoft Lync %—/3D/3—37 5 Z) LT, Microsoft Lync Server 2010 %7213 2013 %
AN LET,

TLS b— &2 ERT DT, KO a2~ REANLET,
$tlsRoute = New-CsStaticRoute -TLSRoute -Destination fgdn of imp routing node -Port

listening port imp routing node -usedefaultcertificate $true -MatchUri destination domain

{1 :
$tlsRoute = New-CsStaticRoute -TLSRoute -Destination impserverPub.sip.com -Port 5061

-usedefaultcertificate $true -MatchUri sip.com

54 D Fi

INTA—4H EnBA

-Destination IM and Presence +—E & )L—F ¢ 7"/ — K® FQDN,

-Port IM and Presence " —EAD/)L—F 4 F J— KDY ZA= 7 R—
I\ o

-MatchUri %6 9¢IM and Presence — B &2 KA A 1

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
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| Microsoitlync ~D K4 4 Y7z FL—> 3>
wne y—ncoE@EFa7 Fur—varoge M

Gx) * RAALLDF RAAL N SEDITIE, -Matchuri /NT A —H |2, 72L& 21X
*sip.com 7R EDT A )V R — NMEAZIEECE £ T, ZOfEIEsipecomP~7 47 A
EROEDRAAL TS —HLET,

* Microsoft Lync Server 2013 T IPv6 Z i 2355, -Matchuri /N7 A —X D * U A
NVRI— R AT a iR — S TWERA,

* _usedefaultcertificate % FALSE |[ZF%E L7281, TLSCertIssuer 35 LY
TLSCertSerialNumber INTG A =B ERET DA gﬁ) HVET, Zhb 0)/\ TA—H
L, FENEN, AFT 4 v 7 — NCHEHAISNDIEAEZREITT 58 (CA)
@%wkﬂsﬁﬁé®/)7w%ﬁ%?ﬁbi¢o;h%@A7% 2 DFERIT
DU TIE, Lyne Server BHL L = LA SH L TS 7E 30,

ATy T4 HLAMERENIRAZT 4 v 7 L— b REHZ P T TRESN TS Z L 2R LET, K
Da~xy ReATTLET,
Set-CsStaticRoutingConfiguration -Route @{Add=$tlsRoute}
GE) IM and Presence ' —tE R /) — R&)L—F 4 7T HGEOHZOFIAEFETLE
TO
ATYTE HLWAZT 4 w7 — FERFFT D LOICRE LIS E, a2~y RREFICFETINZ L&
MRLET, kKOoavr REANLET,

Get-CsStaticRoutingConfiguration | Select-Object -ExpandProperty Route
ATv 76 [ — 727 & A (External User Access) ] =V 7 T, Lync D> hr—/L Rp/LAR& E

7

a) [HH (New) 127 VY v 7 L. Lync 2 (IM and Presence ¥ —E A &) IM and Presence ¥ — £ A
J—ROFQDN ¢ D7 =7 L—a b EFITLTNWD RAAL L ONRT Y w7 TFansg —%
ERE L £,

b) HrLWART U v s TanfZ—T, ZOTa " X—LDTRCOEEEHFAITL2—Y L
~VORRGREERE L E T,

ROEE
Lync 4 — S CTOEEEAT 7V r—a VORE, (127 X—)

Lync Y —/N\TOEEEFHAT7 TV 45— 3 VDHRE

Lync —/3T, IMand Presence — E A ZFHFE AT 7 r—a & LTEIML, £AZFho
IM and Presence 77 7 A% /— R&EHEFEHRT 7V r—ray =" T —LZEBMLET, Z0O
FNEIX. Enterprise Edition & Standard Edition O j /5 @ Lync ¥ AR IZEH S E T,

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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MicrosoftLync ~D KA 4 Y7z FL—vay |

Lync Y—/N\TOEBEEAHT TV r—2 3 VOHRE

ATy T

ATy T2

FIE

PIFDa~> REMHL T, IMand Presence h—E AR L TEETE 27U r—va v
Y= BB L £
Erb OBV —EZXD FQDNEAMFET 2 721 get-cspool # AJJ T F

R
New-CsTrustedApplicationPool -Identity trusted application pool name in FQDN format -Registrar
Lync_Registrar service FQDN -Site ID for the trusted application pool site
-TreatAsAuthenticated $true -ThrottleAsServer $true -RequiresReplication $false -OutboundOnly
$false -Computerfqdn first trusted application computer

i -

New-CsTrustedApplicationPool -Identity trustedpool.sip.com -Registrar lyncserver.synergy.com
-Site 1 -TreatAsAuthenticated $true -ThrottleAsServer $true -RequiresReplication $false
-OutboundOnly $false -Computerfqgdn impserverPub.sip.com

B3 DA

NS A—4 5 BA

-Identity IM and Presence % — Y AR DB AT 7V r—ya v F— 1V O4HI %
AN LET, ZIUIFQDNEXTHLIMLERH Y 5, # :

trustedpool.sip.com
E> b ActiveDirectory |21 72\ = 2 BT DG X o — U AL L,
EEZEHLET,

-Registrar T DLV AT H—1 A ID £7213 FQDN, #i :
lyncserver.synergy.com

ZDOfEIE., =2~ N Get-CsPool & L THEFR TE £,

-Site BHETELT7 7V r—yay P2 ERT 594 ORI,

Ev b Get-CsSite S = /Lo~ REHEHLE
R

-Computerfqdn IM and Presence +—E A )b—F ¢ > 2/ — K® FQDN, #i :
impserverPub.sip.com

* impserverPub = IM and Presence #—E X &R R 44,

* sip.com = IM and Presence —tE X KA A

#IMand Presence — B A / — Rk a~< READL, FTLWT F U r— a3 77—z
HTX57 7V r—arParyta—4L LT/ —ROFQDN #iBhL £,

New-CsTrustedApplicationComputer -Identity imp FODN -Pool new trusted app pool FQDN

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
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| Microsoitlync ~D K4 4 Y7z FL—> 3>
wne y—ncoE@EFa7 Fur—varoge M

il

New-CsTrustedApplicationComputer -Identity impserver2.sip.com -Pool trustedpool.sip.com

5% DA

NS A—=4 Bzl

-Identity IM and Presence #—E' X /— R® FQDN, # : impserver2.sip.com

GE) Zoavy REFHLT EETEL27 SV r—varoay

t'=—4 & LT IMand Presence —E X )L—7F 47 /) — RN%&
BIMLRNTLZEWN,

-Pool IM and Presence $— & A BB CHEHA SN HEBFEAT 7V r—a v 7—

JL® FQDN, f : trustedpool.sip.com

ATY T3 BHLWEEEAT 7V r—ra B ERL, ENEFRT 7V r— 3y =BT 512
X, koa~< REAHTLET,

New-CsTrustedApplication -ApplicationID new application name -TrustedApplicationPoolFgdn
new trusted app pool FODN -Port 5061

i -
New-CsTrustedApplication -ApplicationID imptrustedapp.sip.com -TrustedApplicationPoolFqdn
trustedpool.sip.com -Port 5061

F1E DA

INGA—5 BrLL]

-ApplicationID T r—a v O4RL ZHUHMEBEOMEICT S D LR TEET,

% : imptrustedapp.sip.com,

-TrustedApplicationPoolFqdn | [M and Presence #— & 2 BB DEFEKHT 7V r—a v F—)L
#—/30 FQDN, i : trustedpool.sip.com

-Port IM and Presence +—E % /— KD SIP Y A=>2 &R— k., TLS ®
WA, AR— ML 5061 T,
ROEZE

FRBRYONT Y vz, (130 X—)
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MicrosoftLync ~D KA 4 Y7z FL—vay |
B rKosoxdyuvsa

crARBOD/NTYwa
FIE

ATYT1  Lync h—NEFEH LB A LET,
AT 72 Enable-CsTopology =~ K& AN LT, hARuYzHcLET,

ROEZE
Lync & 7 =7 L—3 3 > %17 9 72 @ IMand Presence EOFEAEDE Y 7 v 7, (1303—2)

lync £ 7T L—2 3 %7518 IMand Presence L DEEEHED
'ty TV T
Microsoft Lync & 7 =7 L' —3 3 > %17 9 72 ® IM and Presence Service #—E X / — K LEDFEH

Ervy N T TBEAEIC. ZOFIEEERALET,

FIE

ATw 71 IMandPresence —t 2 T, Microsoft - — "DFFAEICE4 T 5 CA DNV — FEEAELZT v F o —
l\\\ Li‘é‘o

*CUPBHGEAEL L CGEHELZ T v 7 a— R LET,
*v— FEEBE (Root Certificate) ] 7 4 —/L RIZZEHADE EIZLE T,
* IM and Presence 4 —E AIZHEEBAEAELZ A VR — M LET,
ATw 72 CAJ IMandPresence — B A DFEFE|ZE A T 5 X 9. IMand Presence ¥— & A (Z%f9 % CSR
ZVERCLE T, GEBHEICEATDHCAICCSRET v 7 u—RLET,

BEE *CAVX., TH— BREE] & 75470 FREREl Ol F T by —) Z2HF LT
DL EILHOWVWTELTIHLENDY £7°,

* Microsoft Windows Server CA DA 1%, [H— \385E) & 17 947 bERGE) %FF
OHEAET L — b EFEHTALERDH Y T,
AT T3 CABLNMEHHEL CAL— MEAELZ ST 584 1%. IM and Presence — B A2 CA B4 ()
TREAE L CAV— MEHEELT v e — FLET,
*CUPEHEFEAE L LT — FEHET v 77— KL%,

*CUPCA BAfTEGEELZT v 7'r— RLET, /— FEEE L TOL— MEWE pem 7 7
ANERELET,

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
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MicrosoftLync ~D FA A U7z TL—2 3y

ATvT4

ATy TH

lyne £ T FL—3 3 V%7518 IMand Presence tDIRED Y +t7vT |

OCS % —/ 3@ IM and Presence 4 — B AIZ TLS V7 $ 72 =7 F%&BIM L £9, Microsoft —/3
® FQDN ZAfEH L £,

[ERENT-TLS BT 7Y =27  (Selected TLS Peer Subjects) ] U A MZ TLS B 7 2B L £
D

*[TLS = > 7% A hg% & (TLS Context Configuration) ] CTLS RSA WITH 3DES EDE CBC SHA
SRR SN TND Z L 2B LET,

CEDTLS 7T 7 Ay "R ENTWD Z & &MR L ET,

ROER

Microsoft Lync #— 3T, MEiRF—EMIE] O TH— G8GE) & 127 T4 7 » FREGE] I
o TWHIEAEZLZ Yy b7 v 7 LET, FEMICOVTIE, KEZRLTIZ3V,

*CA =6 OFEHEOER, (70 X—)

* http://technet.microsoft.com/en-us/library/cc731256(v=ws.10).aspx {Z & % [Microsoft TechNet Library,
Windows Server — Implementing and Administering Certificate Templates]
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MicrosoftLync ~D KA 4 Y7z FL—vay |
B unctTozFL—232%175150 IMand Presence tDEREN LY F7 v T
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- 1T,

MicrosofOCSND F A A VBl Z7 T L— 3
>

* B3N Microsoft OCS ~D KA A V{]7 =T L—3 3y, 133 =

* Microsoft OCS 7 =5 L— g VDR AT 7a—DRIE, 134 ~—

>

12NN Microsoft OCS~D KA A UEI 7z TL— 3>

R21: T283—F54AXHADH—NAD KAL U T7zFL— 3>

IM and Presence Service Deployment
(imp.example.com)

Cisco Unified Active Private Netwark of
Communications ! Directory Enterprise X
Manager |

i Microsoft Server Deployment
PlM and | (msserverexample.com)
Communication [o38N0h . % 1 = Microsoft
Intercluster ! SaRiar
N e e »| | Presence ! Front End "
H Cisco Unified M and i Interdomain Federation Ms'gf\:ih
| Communications | Pressnce ! Microsoft | | patabase
| Manager Cluster ! > Satver
; : (UK.) | *! | Front End
- K. !

IM and
Presence

IM and
Presence
IM and
Presence
Cluster
(U8

Cisco Jabber
(Ann)

s
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Microsoft 0CS A KA A Y7z FL—vay |

B Microsoit0CS 7z FL—> 3> D5 R JO—DFE

Microsoft 0CS 7 = 7

Microsoft #—/33 L UM IM and Presence F— B A KA A U RERR 545 GRENT7 =T L— 3
ERECTEET, FAASUBRRZNFZENOIERZEICEHAT 22N TELD, T RAL
EHERATAMLEIIHY EH-A, FEHlICOVWTEL, V=T Lb—var YT KA DNy I %
S LTLIIEEN,

— ~ ~ Enrl-'
L—2a AR 720—DFRTE
IM and Presence }— E 2 & Microsoft OCS DREID 7 =F L —F v R U v 7% ®y N7 v 7458
Bl UFOX A7 52 F4TLET,

Access Edge ¥"—/3 1%, Cisco Adaptive Security Appliance & i 37|12 IM and Presence ¥-—E A/ 5
OCSIZHIEY =7 L — a VEMH L TV A 5E1E, OCSH— D45 KA A 2 TTLS £72I1L TCP
DAZT 4 v 7 V= eRETLILEPROYET, TNHDAZT 427 /b—FE, IMand
Presence —E A /— R%& 741 s LEJ, Cisco Adaptive Security Appliance <°> Microsoft Access
Edge IZMETIZH Y £ A,

* Standard Edition TiZ. 9 X T® Standard Edition " —/"XTCARA X5 4 v 7 JL— FERELE T,

* Enterprise Edition TliX, X TOS =NV TARAET 4 v 7 L— EHELET,

FIE

ARV RFEERTIVaYy | HHW

ATy T 1 | BEND Microsoft OCS K A1 |IM and Presence ¥— £ A T, Microsoft OCS K A A >
Y DIEM, (136 _X—) D7x2T =Ty RRAL = M) ABMLET,
IM and Presence —E AL, 7=T L—FT v K KX
Ay = b DOFEE ACL # HEIWIZBINL £9°,

AT 72 |Microsoft — 3] ® IM and |IM and Presence ¥-— & A T, Microsoft OCS ¥ —/3 K
Presence ' —EADRAZT 4 v | AL T EIZEBIDOAZ T 4 v 7 — FNERELE
7 b— hORE, (136 2— |7, KL— L, ¥ED Microsoft 72> b — 2 K
V) Y= NERmA U T HRERH Y £,

GE) OCS CTlx. v ban #A47& LTTTCP
ETLS DWVWT NN EBRIRTE F9,

AT w73 |IMand Presence — A2 %7 |OCS #—/3C, IM and Presence —E A2 KA A %
A FTDHOCSODALET 4 v | KA NTHTCPEZIXTLS AXT 4 v 7 )L— &
7 N— hOFGE, (138 ~— |&ELET, F/— ME, FFED IMand Presence H—
V) R ) —RNERAV NTHVLERDY T,

ATy T4 | TREEY 2T —DfEER, ( |IMandPresence —E AT, E'7ERIEY A F—RNR—
139 ~—0) k5061 & LCEREINTEBY, — 3F8GEY 2 —
PAR— B 5061 IT72 > TWRWE & AR L £,
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Microsoft0CS 7= T L—> 3 VMDA RY JA—DRE

ARV RFERRTI VY

S]]

ATvT5

OCS T® IM and Presence ¥ —
R — FHERA FNERET
N U @EM, (139 _X—)

OCS #—/3C, IM and Presence —tE & /— KT &
(ZARA FRRRET Y B Y Z30E LET, TLSHE S{b A AL
M3 2546 1%, IMandPresence / — K Z L IZkD 2o
DO N ZBNT H0ERHY £,

*IM and Presence / — KD IP 7 KL A& EET D
|l Ny

* IM and Presence / — K@ FQDN #{§E7 5 1 D
DT Y

TLS S Z2{#H H L2254 1%, IMand Presence HH—
ERA /) —RZEiZ, J—KOIPT RLVAZHRET D
1 DORA MRIEZ Y M) EHRELET,

ATvT6

RAAL V7 =T L —3 3
D OCS FEOFFHEDHKIE,
(141 ~<—2)

OCS & IM and Presence V— B A D T TLS MR E
NTWABEETEL, OCS T IM and Presence HF— B A
EDRAA U7 =F Lb— g VHOIFHEAREL
e

GE) TLS # i L2 WGEIE, ZORT v 7%

BIETE £,

ATy IT1

0CS H— NTOF— k
5060/5061 DAL, (141 ~2—
V)

OCS #— 3T, TLS HDO Y XA F—AHK—F (hTF 2R
AR— k& LTMTILS 7213 TLS 2 R[EE) £7-1%
TCP DYV A} — F— FRRESNTND I L &k
BLET,

*OCSH—"~DTLS A X T 4 v 7 )b— NDEH
X, R—F 5061 ZfFH L £,

*OCSH—/S~DTCP AHZ T 1 v 7 )b— b DYE
(T, A— 1 5060 ZfEH L £9,

ATvT8

FIPS #3572 OCS ®
HE, (142 2—2)

TLS Z{F A4 234513, FIPS 242 X 912 OCS
FHRELET,

ATvT9

TLS #% H @ Microsoft ¥-—/3 &
D7 T Lb—varyfHoM

and Presence —E A /— K

FOFERHFEORE, (143 _—
V)

TLS 2 A3 235581%, OCS Vr— FEHEICEL T
% CA ®J)L— hFFHE % IM and Presence — E & |2
Ty u—RLET,
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Microsoft 0CS A KA A Y7z FL—vay |

[ | =MD Microsoft 0CS K A 1 > DB

{2 KD Microsoft 0CS K A 4 > M3EMN

ATy I

ATvTF2
ATv73
ATv74
ATvTH
ATvT6
ATvT1
ATvT8

OCS H—"HOZ7 =27 —7 v K RAL L = MY %ZFRET H &, IM and Presence $— B A1
72T =Ty R FAASL Y =2 FUOEEACL Z HBIMITBEMLET, ZOEFEACLRT =7
L—7 v K RAA > EBEHEAT T 547z Z & % [IM and Presence Administration] CTHERE T F 9723,
EHEACLIIZEHE LEVHIRLZD 5 2 L3 TEEtA, A8 ACL ZHIBRTE 201, (i
fHroni) 7=Fbv—7v K KAL Yy =2 M) ZHIRT 25567210 T,

FIE

[Cisco Unified CM IM and Presence Administration] =—% A > #Z —7 = A AlZu /A LET, [
LB A (Presence) [>[RAA M7 =7 L—3 3 (Inter Domain Federation) ]>[SIP 7 =7
L—3 3> (SIP Federation) ] Z#{R L £7,

CHTBLENT (AddNew) 1 &2 U v 27 LET,

[RAA 4% (DomainName) | 74— /L RiZ7 =25 L—T v K RASL A E AN LET,
[#BH (Description) 1 7 4 —/V RIZ7 =T L—7 v K RAA U E#BIT20HEA LET,
[KAA 25 OCS/Lync (Inter-domain to OCS/Lync) | 23R L £9,

[#A4 V27 b 7=F L—3 3 (Direct Federation) ] F = v 7Ry 7 A4 AL F T,
[fRTF (Save) 1227 U w7 LET,

SIP7 =7 L—7 v N RAA 2B R, E7IFHIBR L7728, CiscoXCP/Lb— & ZHBEH L %
9, [Cisco Unified IM and Presence Serviceability] = —¥% f > ¥ —7 =4 Aizu /A4 v LET,
[V—/ (Tools) ]>[=2¥ hr—L B ZDFXy NU—7 H—EZ (Control Center - Network
Services) | iR L EF, Cisco XCP /L —& Z FH#EI T 5 & . IM and Presence —E &2 O3 T
D XCP r—EANFEE SN ET,
GE) 75 ZAHZNDOFTTOD IM and Presence — 2/ — R T Cisco XCP /L — % % F e @4
LHVENRDHY FT,

RDOEZE
Microsoft %-—/3H @ IM and Presence " —EAD A X T ¢ v 7 Jb— hORE, (136 2—)

Microsoft —/\FH @ IM and Presence " — EXDRX A T4 v JL—F

SJL =

ax AE

IMBEIRT XA TV T %727 L—7 v K Microsoft h—/3 KA A 2 &34 % & X2 TLS
AT D, E721X0CS RAA OHEIEL TCP 27 % X 9 1Z IM and Presence 7 — B2 % 3%
FET D%, Microsoft — 3% 74 >k L. Microsoft Access Edge DA —= » IR A > b L7

WA X T 4 w7 )b— k% IM and Presence ¥ — E A IHET HLENH D £,

£ Microsoft #—/3 RAA NMEBIDOAZ T > 7 )v— N EBINT 504N H Y 9, Microsoft
Y= RAAL L DAZT ¢ v 7 )b— M, FFED Microsoft H— /3D Enterprise Edition 7 = > |k
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&

ATy T2
ATvT3

ATvT4

ATvT5

Microsoft 4—/\F O IM and Presence Y —E XD XA T 4 v JL— FDRE .

TR Y= RELFARAF AR 2T 4 al $—DIPT RLRERA L N TELERDHY
iﬁqo

INATRAZEYT 4 2572012, & Microsoft ' —/X RAAL OB I T T RAET (v
I N—RERETEET, N7 v 7 )— bOEERIBEMIELS ., FTI9A4~T RET 4 v 7 )L—
FDOWRDAKR Y7 7 RUAZBGETE 2 WEAICORMEHA SN ET,

FIE

[Cisco Unified CM IM and Presence Administration] = —#% A > % —7 = f A2 /A LET, [/
LB R (Presence) ]>[/V—7 4> 7 (Routing) 1>[AXT « 7 /— bk (Static Routes) ] % &
RLUET,

CHTRELENT (AddNew) 1 &2 U v 27 LET,

RAA >, 2% FQDN NITIZE D X 9 [585573% — > (Destination Pattern) % A L7,
WRITHI 2R L E T,

* RAA U2 domaina.com DAL, %6/ XF—2DfEE LT .domaina.* .com & AJJ
Lijqo

ZOMDIRT A—ZIFKD L HICATILET,

a) [%Z7 A b7y 7 (NextHop) ]MEIZIE Microsoft h— 3D IP 7 KL AE 72X FQDN # A L %
j‘o

b) [xZ A N A v AR—1k (NextHopPort) | DFBLBLN[7 1 k=)L ¥ A7 (Protocol Type) ]
DIEZRDO X IR ELET,

*TCP TlE, [7'v h=/L % A7 (Protocol Type) ]IZ TCP, [*7 A bR v 7 AR —1F (Next
Hop Port) ] D& 5 & LT 5060 Z &R L £,

*TLS CiX. [7'm k=)L Z A7 (Protocol Type) ]JIZ[TLS]. [*Z A k&> 7 AR —F (Next
Hop Port) ] D& H & LT [5061] &R L F7,

GE) Microsoft OCS ¥-— XX, TCP £7/-IX TLS BAEAD 7 =T L — a3 2R — |k
LEd,
¢) =k XA (RouteType) ] ke v 7 XU ARG, [KAA 2 (Domain) | Z 3R L E
R
[fR1F (Save) 127 Vw7 LET,

ROEE
IM and Presence V' — Y A %& KA > b9 25 0CS DAXT 4 w7 )b— hDORE, (138 2—)
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Microsoft 0CS A KA A Y7z FL—vay |
B MandPresence ¥ —EX%EHA Y FFB0CSDRET 1 vy L— FDBRE

IM and Presence H—EXEZ R4 3T B0CSDAATF 4 v JL— bk
DEXTE

XA VL7 k77 L—3 3 YHICOCS 23 IM and Presence h— B A IZHEREL—T 4 L7 TE D
£ 2127 512iX, % IM and Presence Hh—E A KA A 22D\ T OCS H—/3C TLS F£72{3Z TCP D
AET A4y V= FERETLOILERHY T, ZNHDAZT 47 /l— L IM and Presence
=R ) —FERA 2 FLET,

GEx) * Standard Edition D& . X T® Standard Edition " —/ 3N TZ OFNEE EITT 2 LER H
V) \i —é—o

* Enterprise Edition DA, X CHOT =LV TZDOFNEEZFEITTILERH D 7,

FIE

ATy Tl [AHX— D (Start) |>[7 02T L (Programs) |>[EEY —/L (Administrative Tools) ]> [Office
Communications Server 2007 R2] & &R L £ 7,

ATw 72 J#'E Enterprise Edition 7 —/L4 % 72 1% Standard Edition — % &2 47V v 7 LE T,
RATv T3 [FusF 4 (Properties) ]>[7 2> k=2 K 71,87 ¢ (Front End Properties) ] 3R L £,
ATy T4 [V—T 17 (Routing) | ¥ 7 ZERL, B (Add) 1227V 7 L%,
ATv S5 foo.com 72 &, IMandPresence —E R J— KO RAAL 2 A LET,
ATw 76  [HEFEURI (Phone URD) | F = v 7Ry 7 AN TIZ/oTCNDEZ EEMERLET,
ART9T1 FIZANKYT FTFUAKR—bF, RA—h, IPT NLA/FQDN fEZFHE L £7,
*TCP OELEIX, [RZ AN F vy FT7 AR — b (Next Hop Transport) ] fEIZ [TCP] % &R

L. [*Z7 A b &y 7 R—h (NextHop Port) ]fEIZ 5060 Z AT LET, F7 A &7 IP
7 RL AL LTIMandPresence —E X /J—RKDIPT KLAZ AN LET,

*TLS &AL, [R 7 AN Ay FF AR —F (Next Hop Transport) ]fEZ [TLS] % &R
L., [*Z A K &y 7 HR"—1 (NextHopPort) ]{EIZ 5061 Z AJJ L%, FQDN & LT IM
and Presence '—E A / — KD P 7 KL AZ AN LET,

GE) *TLS DAXT 4 w7 )— MIFEHT DA — Mi&. IM and Presence F— £ A
)= RTHREINEZETHIED Y A F— R — MI—ET 2L RHY £,

* FQDN (X OCS $— /N TR A[RETH 2 LN H Y £3°, FQDN 7% IM and
Presence '—E A /J— RO IP T RLURA|TEEINDZ L 2R LET,
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ATvT8

ATvT9

ATv 710

eraayz+—oz I}

[ER URI O A k& &EH#2 (Replace hostinrequest URL) | T = v 7Ry 7 ABRA 728> TWNWDH I
LERERLET,

[OK] &7 V> 7 LT, [#HL— kBN (Add StaticRoute) ]V 4 > R &AL ET, HLWLA
BT 47 =R PI—TF 4 7 VA NMIEREINDITTTT,

[OK] #FFE®INLC, [7r > b = R % —,X 71,37 ¢ (Front End Server Properties) | 7 A >
N ZPACET,

RDIEFE

Cisco Unified Communcations Manager 7/ 1 RC [Verify Peer Authentication Listener in the Interdomain
Federation for IM and Presence Service] # S L T 7230,

E?mt‘.\nIE J Zj— @ﬁ&mb\

ATy I

ATv T2

ATvT3

ATv74

IM and Presence " —E A CE T I AFT—NELLHEINTWNWAEZ ¢ 2R LET,

FIE

Cisco Unified CM IM and Presence Administration C, [ A7 A (System) 1> [7 Vo — 3V

AJ— (Application Listener) ] Z3&{R L £,

[k (Find) 122V >27 LET,

REFHDOT TV r—var JAF—R— b O—ERRRINET, 774V FOETIRIEY A
F— A= b Y —FEEY A — R— b %%Téﬂi@”

[77 #/V RCisco SIP7 2 % T TLS U A —-t" 7 3%GE (Default Cisco SIP Proxy TLS Listener - Peer

Auth) 1 AR— F2 5061 122> TNDH 2 EE2MERLET,

[7 7 4V FCiscoSIPZ' 1 % T TLS Y A F—-%— GRGE (Default Cisco SIP Proxy TLS Listener - Server
Auth) JAR— F235061 272> TWRWZ L AR LET, ZOR— FA35061 & L TREINTY
D% e, MOMICER T2 0ERS Y 3, 2& 215063 L AT LET,

ROEE
OCS T® IM and Presence +—tE & /— FHBE A FNEFEZ > N U DB, (139 ~<X—)

0CS T IM and Presence  —E X / —FRAFRX RREET > M) DB

fin

FRFEA K8 5319712 OCS 28 IM and Presence H— B 2 705 SIP ER A AGRTE 2 L 9103 DI1TiE
IM and Presence V" —E R /— RKZ L2 0OCS THA RRIFm L RN 2RETALERNH Y £97,
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B ocs coIMandPresence b —E R / — FEARR FRSET Y kY DB

A

OCS & IM and Presence V" — E A D TLS BB L 2R ET 254, RO L 9124 IM and Presence
P—ERA J—=RIZ2ODKRAMNRIEL Y M) ZBINTH20ERNH Y F9,
IO kU2, IM and Presence —E & / — F® FQDN & 8 54BN H D £3,
*2oHDT > FVUIZIL, IMandPresence —E 2 /— RKDIP T RLZZEDHVLERH Y E
‘a—O

TLS B 5/t & % E L72 W A 1. IM and Presence F—E A2 / — RIZ 1 DDOKR R "RiF > U D
BHEEMLET, ZOKRA MBI b VI, IMandPresence 9 —E A J — KD IP T KL AR
EENTVWALERHY 9,

ROFNETIL, BEARARA FRIET Y b Y 218007 2 HIECHO W TR L £,

G¥)

ATy T
ATy T2

ATv73
ATvT4
ATvT5
ATv 76
ATvT1

ATvT8

* Standard Edition D34, X T® Standard Edition 34— XTZ OFELZ ETTHHLENH
U \i—a—o

* Enterprise Edition DA, X CHOT =LV TZDOFEEZFEITTIHILERH D £7°,

FIE

OCS @ [ A FEBEE (Host Authorization) ] % 7 Z &R L £9°,

RONTNINOFIEZFETLET,

a) OCSTIP7 FLAIZL > TIRA Y (RZ ARy T) OarEa—FEBETHAEZT 4
7 V= hERELTWDLEEIL, ARRSNIEFAMDOIPT RLAEZALET,

b) OCS TFQDN 2L > TRA Y7 (RZ A MKy ) OarvCa—FERETDIHAXT 4 vV
N— FERELTWDGATL, KB SNZAA MO FQDN Z A LET,

GBI (Add) 1227 Vv 7 LET,

[IP] 2N L F£ 9,

IM and Presence —E A /—RKDIPT7 KL A& AT LET,

[r—E L ThHAB v bV (Throttle as Server) | T = v 7Ry 7 A4 A2 LET,

[FRREfF & & U CALEL (Treat as Authenticated) | F = > 7 R 7 XA&F A LET,
G¥) [FEE DA (Outbound Only) | F = v 7Ry 7 A& AN L7RNTLES
VY,

[OK1 %27 U v 7 LET,

ROEXE
RAAL V7 =F L—3 3 O OCS FoGEHEOZRE, (141 =—)
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KAfvzzFL—vavAnocs toiEnznse [

KAA B Z7zTL—2 32D 0CS EOSIBAZEDERTE

N

OCS & IM and Presence V"— B A DT TLS 23R /E S TWAHEA 1L, OCS £ T IM and Presence
P—ERALDRAA V72T b —2 g VHOIFHEZELZRELET,

G¥)

ATy I

ATy T2

TLS #fFH L72WGAlE, ZoOFIEEEE TS E7,

FIE

CA /— REEBIFE & OCS BAT EFEAE LG T 121X, LFTOFIEZFEITLET,

a) CAiEHEF = —v & Xy —RFBLU0A VA =L LET,

b) CA — NZREPIFLER L E T,

¢) CAYV—bitFEA XY 7 n— RLET,

[OCS7 v hx v RY—_D 71,357 ¢ (OCS Front End Server Properties) | T, [FEFAE

(Certificates) | & 7 &R L. [REFAEDEIN (Select Certificate) (%27 U v 7 LT, OCS B4
ZAEAEA TR L ET,

RDIEZE
OCS — R TOHR— b 5060/5061 DFEZNE, (141 =—)

0CS H—/\T O HR— b~ 5060/5061 D F 31k

ATv 1

ATy T2
ATvT3

ATvT4

ATy Th

OCS = R~D TCP A X T 4 v 7 Jb— hOEEIL, &R— b 5060 ZfH L £,
OCS = S~D TLS ZZ T (v 7 )b— FOBAIEL, R—F 5061 ZEH L £,

FIE

OCS C, [A¥— |k (Start) |>[7' w7 F 2 (Programs) |> [ ELY —/ (Administrative Tools) ]>
[Microsoft Office Communicator Server 2007] Z 3R L £ 97,

7uy kT R —"OFQDN 247V v 7 LET,

[m /37 ¢ (Properties) |>[7 1> k=¥ RO 137 ¢ (FrontEnd Properties) | &R L, [£&
M (General) | ¥ 7 &ZER L £ T,

[#%#5¢ (Connections) ]IZ74— b 5060 %7213 5061 2 FLik STV WA, B (Add) ] %
WLET,

KOEHIZ, A—MEEZRELET,
a) [IP 7 KL AfE (IP Address Value) 112 [T (Al) | =R L ET,
b) A— MEZRIRL ET,
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B APs 2RI 570D 0CS DBRE

ATvT6

*TCP D4, AR— MEE LT [5060] ZER L £,
*TLS DA, A— ME L LT [5061] ZEIR L £,

©) FiEEA BN L T,
*TCP DIFEIE. [T AFR— bk (Transport) ] DfE & LT [TCP] 2R L £ 7,
*TLS C, [ N7 AR — K (Transport) | D& LT [TLS] R L £,

[OK] %27 Vv 27 LET,

ROEXE
FIPS #fi -9 57-® D OCS OixE, (142 2—3)

FIPS 29 571-6®D 0CS DEETE

ATwT1
ATvT2
ATvT3
ATvT4

ATy 75
ATy T6

ATy T17

OCS #—/STFIPS ZiXE LE¥, ZOFNEIL, TLS DA (SSLv3 TIiX72 < TLSvl) ZffEH L T
WABBICOBFEITLET,

FIE

OCS D [m—HNtFX=lT 4#RE (Local Security Settings) | %[ & £,

2y V=)L YU —"T, [m—H/NR U — (Local Policies) ] %R L £,

[E%=VU7 4 A7 3 (Security Options) | Zi&IR L £ 7,

Bk, Ny Yo, BIXOE4HO System Cryptography:Use FIPS Compliant 7 /L =2 ) A L% X7
N7 U7 LET,

X2V T ARECADILET,

[OK] #72 VU v 27 LET,

GE) AT HITIE. OCS ZHEHT 2 XERH Y *

IM and Prej;;ce P —EROFFHEICEL TS CA D CALV— FFAELZ A VR— ML X1, FFH
FEAT v T A o EEH LT OCS DIEHA P77 CAVv— FEHEL A R — M LET,

ROER

TLS #&H @ Microsoft — 3¢ D7 =5 L—3 5 > O IM and Presence — bt 2/ — K _FDEERA
EORE, (143 X—)
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TLS #2 D Microsoft —/S DT =7 L—3 3 »FH® IMand Presence Y —E X / — F L DIIBAEDERTE .

TLS 2 D Microsoft H—/N DT =7 L— 3 >~ FHO® IM and Presence
H—EX /—FLDIIBRENEHETE

&M

ATvT2

ATvT3

ATvT4

ATy TH

Z ®OFJEIX, IM and Presence ¥— E A & Microsoft —/E]D TLS A ¥ 7 4 v 7 — &t v b
Ty LTSRS OEHE S E T,

FIE

IM and Presence — £ A T, Microsoft " —/SDFEAEIEZ L T 5 CA D/L— MIEAEEZ T v o —
KLZET,

*CUPGHEREHE L L CGiElEEZ T v 7 m— KL,

*v— MEEBIE (Root Certificate) ] 7 4 —/L RIZZEHRDEEIZLET,

*IM and Presence —E A B EB4EHEEZ A VAR — M LET,
CA 73 IM and Presence F— B A DFEEIZEA TX 5 L 5. IMandPresence % — B X {Z%f9 5 CSR
EUERC L9, GEBHEICEATDHCAICCSRET v 7 u—RLET,

BE *CAVX., TV — BEGE] & 79470 FEREl OlF T Ifbx—) 2L T
DI EIWLHOWTELTIHLENDY £7°,

* Microsoft Windows Server CA D&%, [H— 38GE) & (7947 NlGE) %Ff
ODFEAET L — b EEHATOILENRHD 77,
CA BAFTZFEHAEL CAV— FEAELZ TG T 585513, IM and Presence ¥ — B A2 CA B4 17
ZAEAEL CAV—FEAEZ Y v e —RLET,
*CUPBHEEEAE L L Tb— FFHETY v P — F L X9,
*CUPCABANMEFEEL Y v e — N LET, /— MEHEE LTV — MEFE pem 7 7
ANERELET,

OCS ¥ —/30 IM and Presence " —E A2 TLS B 72 =7 M ZiBI L E£9., Microsoft —/3
® FQDN Z i/ L £,

[EIRSN/ZTLS BT 7Y =7 bk (Selected TLS Peer Subjects) ] Y A NI TLS 7 BN L %
D

*[TLS 2> 7 F A Fi%E (TLS Context Configuration) ] CTLS RSA WITH 3DES EDE CBC SHA
RS NBIRESNTWDZ LR LET,

CTEDTLS 7T 7 Ay "R ENTWD Z & &R L ET,
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B TLSEEO Microsoft ¥ —/NE DT = F L—2 3 ~FAD IMand Presence 4 —E X / — K L OSIBAE DR E

ROEE
Microsoft Lync #— 3T, RRF—EHIE] O TH— G8GE) & 127 T4 7 FEEGE) I
o TCWDiEEEZE Yy 7 v LET, L

*CA V=B OFEHEDOTR, (70 _X—)

* Microsoft TechNet Library, Windows Server — Implementing and Administering Certificate Templates :
http://technet.microsoft.com/en-us/library/cc731256(v=ws.10).aspx
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VHICEREINTWANN—FT ¥ LIP T FL A% AJ]
Lij‘o
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FQDN [T E L £,

2 [7=FVb—¥3r /)L—F (7 IM and Presence
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FQDN) ]: 12— K /X7 %@ FQDN (2% E L £
EE

FHLTLS BT 72 =7 FOERL
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PALEl1I

static (inside,outside)
tep
public imp ip address
5061

routing imp private ip address
5062 netmask
255.255.255.255

W%

static (inside,outside)
tcp public imp ip address
55061
routing imp publisher

private ip address 5062
netmask 255.255.255.255

ZEREHT
object service obj tcp source eq 5061 #

service tcp source eq 5061

nat (inside,outside) source static

obj host routing imp private ip address
obj host public imp ip address service
obj tcp source eq 5062

obj tcp source eq 5061

AN

object service obj tcp source eq 55061

# service tcp source eq 55061

nat (inside,outside) source static

obj host routing imp private ip address
obj host public imp ip address service
obj tcp source eq 5062

obj tcp source eq 55061

(FOFR—FTr—F
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t—UEY v RATH
BaETh) T Y vy
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27 RLRAICEESH
7= A v —U B RE
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5061 load balancer vip
5062 netmask
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object network obj host load balancer vip

# host routing imp private address

object service obj tcp source eq 5061 #

service tcp source eq 5061

nat (inside,outside) source static

obj host load balancer vip

obj host public imp ip address service
obj tcp source eq 5062

obj tcp source eq 5061
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AYDOF LT A
UARMEBEMLET,
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AT I AT BHMEE
DHLMBREAAL T
iz, 77EA YA L
BT HMERH Y
F7.

access-list ent lber to external ocs extended permit tcp host

subscriber private ip address host external domain public ip address

5061

access-list ent lcs to lber routg imp extended permit tcp host

external domain public ip address host imp public ip address 65061

EENEYD

ART 47 IPIL— FORE, (79 2—)
R— K 7 FLAZH (PAT) , (80 =—3)
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FIE
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Cisco Adaptive Security Appliance Y U —Z 82 38 L83 D=
~ R

access-list ent lber to external ocs extended permit tcp

host virtual IP address host

external domain public ip address eq 5061

12— R X7 UHOEEIP T R
A, IM and Presence ¥— £ &

J = R A v B— MR R
AALDOF LT 72 AU A N
BAL £, IM and Presence —
BT 7B AT HMEDEH D5
HRAL T, T7RAY A
NEBINT D MERH D £7,

RV v DA
Cisco Adaptive Security Appliance J J —Z 82 D=~ K

access-list ent lcs to lber routgimp extended permit tcp
host external domain public ip address host

imp public ip address eq 5062

Cisco Adaptive Security Appliance J J —Z 83 D=~ K

access-list ent external server to 1b extended permit tcp
host external public address host

loadbalancer virtual ip address eq 5062

TI7EAVARNITLIC, HrLWT
7 A R R ERISAT T D DB
LWrZ I R&EBMLET,

class ent lber to external ocs match access-list

ent lber to external ocs

72 A Z &2, IM and Presence
=R Lo THt SNz A v
t—Y D> U % policy-map
global policy (ZfER% L £ 7,

policy-map global policy class ent lber to external ocs

inspect sip sip inspect tls-proxy ent imp to external

7 FAZEIT, AR R A A L TH
WBani-Ayke—voxzr )&
policy-map global policy (Z{ERK L
35

policy-map global policy class ent Ics to lber routgimp

inspect sip sip inspect tls-proxy ent external to imp
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2Ry REH

MERAA OS2 U access-list ent imp to externalPubimpwlber extended permit
F AT T FTAT AL, @—H )L | tep host external domain private imp address host

RAAL L DRTY vy b Y7 % | public_imp address_local domain 55061

7 A NHITERS 2/1/71':13’:‘3%'2‘@ access-list ent imp to externalSubimpwlber extended permit
W= ~DT 7B A LT %4 tcp host external domain private imp address host
§Eﬁ§§)b jf?fo public imp address local domain 65061

TIEAY AN EIC, HILWT
7B AV AN EHIPIATTZD D
LWZ I 2% BIML £,

7 A Z &2, policy-map
global policy 2> h U ZERK L
i —540

BMELEYY
TI7RA VR NOFREDOEML, (92 =)

TS 7AFX> A VR VADEH
Cisco Adaptive Security Appliance T TLS 7B ¥ f LV AX A EHH LET,
FIE
R
tls-proxy ent external to imp server trust-point msoft public fqdn
client trust-point imp proxy
client cipher-suite aesl28-shal aes256-shal 3des-shal null-shal
tls-proxy ent imp to external
server trust-point imp proxy
client trust-point msoft public fqgdn
client cipher-suite aesl28-shal aes256-shal 3des-shal null-shal
IR
tls-proxy ent external to imp server trust-point msoft public fqdn
client trust-point msoft public fqgdn

client cipher-suite aesl28-shal aes256-shal 3des-shal null-shal
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server trust-point msoft public fqgdn
client trust-point msoft public fqgdn

client cipher-suite aesl28-shal aes256-shal 3des-shal null-shal

EErEYY
TLS 7%y 4 VAKXV ADHRTE, (94 X—)

CAZRfStEXa!) TAiAZDEH
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AEBAE DERTE
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HEZRETDIOICBHERFIROME LR L ET,

BRY FIE

Cisco Adaptive Security Appliance T2 — |crypto ca enroll I v R&ZfHEH LT, v— R NN7
RAXZ YD CABA AT EFEHEZAF | 400 FQDN Z45& L £,
}& Lij‘o

Cisco Adaptive Security Appliance 7*H 02— | B— K NT oD =2 T VEZBZR LTI ZI 0,
RAT I CABA EREAEZ A
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= — R /357 T Cisco Adaptive Security | 2 — N ANT D~V =27 V2B LTI ZE0,
Appliance H ® CA B4+ Z FEWE A 1FERK
Li‘j_‘O

2— R XZ %035 Cisco Adaptive crypto ca trustpoint I . R&{FHL 7,
. . - =] _ = -
Z?tﬁ‘}ﬁﬂ?ﬁ;m BAMSTEIE | rggans ¢ e | ST 2 & 2 HERT B ICIE. show
- ° crypto ca certificate X< F&fEH L EJ,

BErEY Y
SCEP % {#i [l L 7= Cisco Adaptive Security Appliance TOREAEDFHE, (65 2—)
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BERET DI LER FIROME L R LET,

BRY FIE
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(RTVwvx J—RKEFTR | B—=RFRARXT VD=2 T AESRLTIIEIN,

I FAN )= Ripb) m—F A
Z I CABLA I EFEHELY A
ViR—HFLET,

Microsoft 2 > 7/R—f > FODEH

o— RS UYOFEMAF A LT, —E0 Microsoft T > R — R N2 EHTHALERHY £9°,
Fig

2Ry FIE

FQDN O RTDA VAKX A%
m— R XF O FQDNIZ—E T %
EOHEFLET,
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TREERROEHOO— KNS VHORE SIP 7z FL—Lavngs) |
B Rl rOEH

BRY FIE

g—RKNXZ P EEHALT, IMY7
ONAHEYAXRND RAAL 5 EH
L/iTO

1 413 Access Edge —/3TC, [A¥— b (Start) ]>[&H
' —/ L (Administrative Tools) ]>[2 > B = — & OEH
(Computer Management) ] % 3&R L £ 7,

2 DA T, [Microsoft Office Communications Server
2007 24527V v 7 LET,

3 [IM 7 a"A% (IMProvider) | ¥ 7 %271V v 7 L%
ﬁ‘o

4 (B (Add) 1227V w7 LET,
5 [Allow the IM service provider (IM —E & 7'm/ 34 &
BT D) 1T =y Ry 7 AeF A LET,

MY —ERTFa X, XDy NTI—27 T RLA%Zua— R
NZHDRT Y 7 FQDN & LTERLET,

EErEYY
SIP 7 = F L—3 a Y HAOHEY—N a v R—3x o hoEE, (145 2—)

AOL O R—ARY FOEFH

THHADAOL 7 =F L—y g VE A — R AT U EABADEAIT, o— K AT 92
T BN OO/ E Z AOLICIMET 2 LENH Y 9, FHEAC W TIL, BEhEEBEENDOIEAZ S M
LTL7Z&EW,

BErNEYD
AOL ¢ DSIP 7 =F L—3 3 VOB
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-

XMPP 7 = 7 L—< 3 > FH®IMandPresence
H—EXNDETE

* Cisco Expressway #&H O/ EE XMPP 7 =7 L—3 3 V) 161 ~X—

* XMPP 7 =7 L —3 3 » DO—RINARREDIEE, 163 ~—

* XMPP 7 =7 L— a > ® DNS OF%E, 166 ~<—

* XMPP 7 =57 L—3 a3 VDR Y —RIE, 173 ~—

* XMPP 7 =7 L — a > HIZ Cisco Adaptive Security Appliance # %X E T 5, 175 ~<X—

* XMPP 7 =7 L—ray —EREFNITDH, 176 X—

Cisco Expressway #ZHDNEEXMPP J = T L—2 3 >

SNBXMPP 7 =7 L— 3 U EE AT A - DICHERE X 415 J7ikIL, Cisco Expressway & #%H 95
Z LG9, Cisco Expressway |%, 5> XMPP & A @ Expressway-E = — Li@{FE T 5 72%, IM and
Presence — B R ZRER I N2 —HFE A X—T M LET, KOKIEL, XMPP X vtE—UN
Expressway-C, Expressway-E D2 7Rl —v gy my Y VY Ja—vala2 N LTAH7TLIR
IM and Presence #—E' A #— 067 =7 L—7 » K XMPP — LD L5 ITREIEE I T
WHNERLET, £/, AvEBE—UNDMZ 77 AT U4 —/V iy 5 & SIS D8
LA — hERLTWET,
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L—yarv A4 F
I



XMPP 7 = ¥ L—% 3 FI® IM and Presence 4 — E DBE |
B Cisco Expressway 2D ERXMPP 7 = FL— 3>

A

GE) Z I Tl Expressway-C & Expressway-E OFAEHOHR /R I TWE T2, VCS Control & VCS
Expressway OfAGOEZMBEH L TWH5EE S, [ UM XMPP 7 =7 L—3 3 e &l
ATE £, Expressway v U —XDA 7T a OFEMIZOWTIL,  [Cisco Expressway
Administrator Guide (X8.2)] ZZM L TL 72 &V, VCS &7 3 » OFMIZ OV T, [Cisco
TelePresence Video Communication Server Administrator Guide (X8.2)] Z#Z&M L T 72 &0y,

22 : Cisco Expressway ZFHDNERXMPP 7 = TL— 3>

Expressway-C Expressway-E Federated
Ao A XMPP server
ephemeral FRif 7400 ﬂ ephemeral =% 5zagrﬂ
I 5269 I ephemeral
ephemeral /
{ DNS

i

bob @federated.com

IM and
Presence

r

i

7400

b ik ]

alice @ example.com

G¥)  SIPBEIUXMPP 7 =7 L—va 3RlobDThHY | HAEICKELZEZEEA, 72821,
IM and Presence $—E A D SIP 7 =7 L —3 3 > & Cisco Expressway DFMH XMPP 7 =7 L —

VaraERTL I ENTETET,

YR—brEhd7zT7L—23>
Expressway E (3R DB LD XMPP 7 =F L—3 g AP R—FLET,

* Cisco Unified Communications Manager IM and Presence —t 2 U U —2Z 9.1 LI
* Cisco Webex Connect J U — X 6.x
* XMPP HUA% LY — /3

YR— SN DEARE

WD XMPP 7 =5 L—3 9 VOB AAT Y 3 UHMERFTRE T,
* SO XMPP 7 =7 L—3 2 D2 (Cisco Expressway THE 1)
*NHEBD XMPP 7 =7 L—3 = > DZ (IM and Presence ¥— B A TH i)

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
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| XMPP 7 7L —2 3 R0 IMand Presence — £ R DE
xvpp 7z FL— avo—gungeoke [l

* NI L OV D XMPP 7 =5 L—3 3 > (IM and Presence H— E & TR M E(EHks
AT DL T 7 AT U4 —IVERETHLEND Y £7,

Cisco Expressway #FH DABXMPP 7 =7 L —1/ 3 NI DWW TOFEMIC OV TIE,  [Cisco Expressway
Administrator's Guide (X8.2) ] &ML T Z&W,
L ERERE]

* IM and Presence ¥ — &' A | T X415 [RIRFNER XMPP 7 = 7 L— 3 3 & & Cisco Expressway
ECHIBENDIEEXMPP 7 =T L—3 3 VI AR— &N EE A,

| o

BE  Cisco Expressway %1 U CHMEE XMPP 7 =5 L—3 a3 U 28 AT 554, IM
and Presence — £ A | T Cisco XCP XMPP Federation Connection Manager #&#E
Y= RET 7T 4 7L LN T E &N,

* Expressway-E X (B A—/L 7T KL ARED) XMPP DT KL ALz R— Kk LEEA,
XMPP 7 =7 L —3 3 |Z Expressway-E Z i 19~ 2535413, IM and Presence H— & 276 1
AT 47 T LB A Jabber ID ZfEH L2 iT 1720 £8 A,

XMPP 7 x5 L—S3>— MR ENDIEE

XMPP 7z TL—> 3 VOBE

IM and Presence " —E R X, ROZ L X —T T A XLDXMPP 7 =5 L— 3 & R—FLE
—é—O

* Cisco WebEx Messenger Release 7.x
* IBM Sametime Release 8.2 33 L T* 8.5
*IM and Presence J U — R 9.x UL I

IM and Presence H— E" A & WebEx Enterprise D 7 =7 L —3 3 > & FE{T4 54, WebEx Connect
7547 v b ==X IM and Presence —E A 2 —H %~ T v v b L—DbF 2T —
AT N Fxy b= AMIHFTEEY A, ZiUEL, WebEx Connect 7 7 A 7 2 MId HiREHD
HFID =TT,

IM and Presence #—E 2% XMPP T7 =75 L —3 9 VA2 F(TTELH L HICTHITIE, ZOFEDOTF
JIEIZ9E > T IMand Presence '—E 2 TXMPP 7 =57 L — g VA AT L, RETHDLERH Y
£7,

D IM and Presence h—E X 7 Z2AEZNHLGE. 1 DDV FAZITDREBL 120D/ — R
TXMPP 7 =7 L—ya AL, RETOHOLERHY EF, £/, TXTHOITALT
XMPP 7 =7 L—a UREZFRCICT2HERNHY 7, bZI TN a—RB8 T, 77X
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XMPP 7 = ¥ L—% 3 FI® IM and Presence 4 — E DBE |
B P oFL— a3 AY—EROBERICHET 3H4EEE

S 4RO XMPP 7 = 7 L — 3 VREBHE S AL, 7 T AZBIKTXMPP 7 = 7 L— o VikE
MEICDE I DD LAR—FINFET,
77 AT U A —/LD7= I Cisco Adaptive Security Appliance %35 A3 5354, RO AIZER L TL

=TT A=) RXT Yo IPT RLA, BLOCAHERDOEEFHIZOWTIL,
HAEDHERICET 2 Ny 7 2B L TLLIZEN,

CTRA NG, ALY —r, Tay T EORHRFMFEROKEIC OV TIL, Cisco Adaptive
Security Appliance ZFRET DX A7 B L T Z S0,

XMPP 757 L—> 3 VBAY—EXROBEHICET H4F5i0FE1E

XMPP 7 =7 L — a UBRIEDWT N2 ZHE 554513, Cisco XCP /L—# L Cisco XCP XMPP
Federation Connection Manager % 3 LB T2 L ERH Y £9°, V—E A ZHEET 521X, IMand
Presence Serviceability = —% | > ¥ —7 = A Az /A LET,

* Cisco XCP /L—# (X, [V—/V (Tools) |>[a hu— LB X —_-Fy NT—7 —E R
(Control Center - Network Services) ] Z i34 L £,

*CiscoXCPXMPP 7 =7 L— a VEfie~ 1+ — Y % T, [YV—/b (Tools) [>[2> hr—L &
A — - HEEEY— B A (Control Center - Feature Services) ] Z &R L 7,

Cisco XCP /L—# Y —E 2 Z#Hi#E#Id4 5 & . IMand Presence V' — E A2 K - T4 _Td XCP ¥—
EANFEB XN ET,

120/ —RFTXMPP 7 =7 b — a3 U aA X —TNVELIET =7 WIZT 5846, XMPP 7 =
FL— g EARX—TNEIIT 4= NI LTz ) — RET TR, 79 AZNITHHTN
TOD ./ — KD CiscoXCP/V— & Z Pl 2 413 H D £9°, CiscoXCP /L —F DZ D3 <TD
XMPP 7 =7 L—3 a VREILOW T, REEZEE L/ — FOLZBEET 5 LERH Y
R

/J—RTXMPP 2z TL—>3 %4 2IZT 5

F 7 H ) N TZOFEITEL) T,

FIE

AXFw 1 [Cisco Unified CM IM and Presence Administration] = —% A > % —7 = A Alzu /A L%7, [/
LB A (Presence) |>[FAA U[]7 =7 L —3 3 (Inter Domain Federation) ]>[XMPP 7 =
7 L —3 3 (XMPP Federation) ]>[f%/E (Settings) ] Zi®IN L E7°,
[XMPP7 =7 L—3 3 ¥ /) — ROAT—H A (XMPP Federation Node Status) | K2 v 77X U
ART, [F> (On) JZ&EIRNLET,

ATvT2  [MRMF (Save) 15227V v 7 LET,
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| XMPP 7 7L —2 3 R0 IMand Presence — £ R DE
XMPP 7z FL—>avnexayrBesEEssd M

NF TN a—T 4 HHE

J—=RTXMPP 7 =7 L—3 3 & A X—7 /LI L7V & IMand Presence —E' 2/ — T XCP
XMPP Federation Connection Manager % — B 2 Z {8 TX £+ A,

ROE%E
XMPP 7 =7 L—arObXa V7T o REERET D, (165 3—)

XMPP 757 L—>3 DX ) T4HEEZIBET S

[ZC®H5HIIC
C T T L —a URBONE AL N TLS i bR — T A0 E I NERELET,

* TLS 3 L OV SASL [EH A O EIL, %L%~F@Um(ﬁfyay)(H&mmmn]itm
[TLS (#ZH) (TLS Required) ] Z&IR L7ZHAICOARET T £7,

*TLS #ffl L CIMandPresence ' —E R & IBMEID 7 =5 L— g VERTEL TWAEE.
SSL &— K [TLS (#%ZH) (TLS Required) ] Z % L. SASL G+ HLENH Y £
‘g—o

FIE

AT w71 Cisco Unified CM IM and Presence Administration D —+ A > ¥ —7 = AlZu /A LET,
[ZLE¥ A (Presence) |>[FAA L7 =5 L—3 3 (Inter Domain Federation) ]>[XMPP 7 =
7 L—3 3 (XMPP Federation) |> [F%7E (Settings) ] Z# R L F7,
ATvFT2 Faov7Hyr VAL xalT 0 E—RE@RIRLET,
a) [TLS 721 (NoTLS) ]:IMand Presence — I:“X T, AEE R A A > & D TLS B 3L S
o I RAAL DT =T L— a3 VZERF AL ST R WA S, hoy—
/WND%&%TéuiﬁHA?4?WA/7%ﬁﬁXA#ﬁﬁéﬂi?o
b) [TLS (47> =) (TLSOptional) ]: IMandPresence —t AT, 4 KA A LD TLS
ﬁf)i‘ﬁfﬁﬁéi’bi?‘ IM and Presence #— B A CTLS Bt OFESLIZ RIS D & — 1A YL
Ny ZIZRY . o — 30 ID BRGEES I E T,
¢) [TLS (& \ZE) (TLSRequired) ]: M KA A v DEX 2T (HEE{L) #EIMMRESNE T,

ATY T3 — hCAGEHIEIT R L TN R A A 2 H— S OFEE 2 jE IS EET 5 2 & 2 MAICT 5121
[Z7 747> MilOEX =V T ¢ FEHESLE (Require client-side security certificates) | = v 7
Ry 7 AkA A LET, [TLS (A7 a>)  (TLS Optional) ] £7-1% [TLS (#42H) (TLS
Mwmw]@ﬁ%:U?%&E%@R?%k\?7%»%T’®&ﬁiﬁny
G¥) WebEx & D XMPP 7 =5 L —y 3 VABRELTWD vAaT Mﬂle)Jzﬂe;)
T A FEFAER LI (Require client-side security certlﬁcates) ] Fzv IRy I AeF N
RNTLIZENY,

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7

L—rarvAq4r
I



XMPP 7 = ¥ L—% 3 FI® IM and Presence 4 — E DBE |

B xwrozFL—L a3 AODNS DHE

ATvT4

ATy TH

ATvT6

ATy 71

[T R TOFHERHHD SASL EXTERNAL % A%023 % (Enable SASL EXTERNAL on all incoming

connections) | F = v 7R v 7 A& A2 L, IM and Presence ¥ — B R DN EEHEREATTD SASL

EXTERNAL OH% R — &7 K/NZ A XL, SASL EXTERNAL #FE% FEIT L E T,

AR — 373 SASL EXTERNAL % 3R 7535412, IM and Presence ¥— B A2 L > T SASL 33

ID DM R A A NCHRFEIZERF SND L 52T DHI1iE, [TV b3 > R T SASL = H 3k
(Enabling SASL on outbound connections) | F = v 7R v 7 A& 4 N LET,

IM and Presence " — B A ~D ki & AT T DAY — 3D ID ZMEET A 72912 DNS &35

WA, EAYN RNy —T by &2 AN LET, IMandPresence V- — E A%, DNS 234 H—

XD ID ZHFET 5 £ T, AT — b0 v M EZITAREE A,

[fR7F (Save) |27 U w7 LET,

Evk c X2 VT AREOFEMIZONWTIL, AT ~ATEZBL TSN,

cH— NN T AXMEAD—EDLGE, RCtX2 VT A RTEEFHLTET T A
AERETDIDVLERHD T, T _TH/—FTRIUREICRD LT, VAT A
]“?7\\/1/“/;_1“—& %%?ﬁ‘bij—o

EErEYY
J—RTXMPP 7 =7 L —>a v A it s, (164 ~2—)

XMPP 7z 7 L—<3>FHA®DNS DXTE

XMPP J =z 7L—_ 3 FDNSSRVLI—F

IM and Presence " —E A THREED XMPP 7 =5 L—7T v K RAAL VEBRHTES X 92T 51T
X, 72T =Ty R Z—T 74 X537 Y w7 DNS H—/30 xmpp-server DNS SRV L
a— REARTIXLENRSH Y £, [AERIC, IMand Presence —E AT KA A HIZDNS & A U
DNS SRV L =— REABRTLMENDH Y £, MGTDOT 2 =TT A XTAR— b 5269 225
HVENRHY £, ABIZI7Z FQDN i, DNS TIP 7 R L R IR TE AMLERH D F7°,

DNS SRV L =— (&, IM and Presence % — &R EABEEIN D B A A NI L TART 245 H
% F£9, [Cisco Unified Communications Manager IM and Presence Administration] == —H A > & —
T2 AREMEALT, TRXTCORAAS DIV RAMEFRRTEET, VAT LHNDTXTDORKAA
DY ANERRITHIZIE, [FLEA RAA L (Presence Domains) |V ¢ > RV IZBE L £
3, [Cisco Unified IM and Presence Administration] {22 271 > L, [ LB A (Presence) ]>[ KA
4 > (Domains) ]&&IRL F T,

TxTb—a UEREOE T AV T RUAREGEX, [V=T Lb—Ya Y HETA—L
R A A > (Email Domains for Federation) |V 4> RUZEH LT, v AT LANOTXTDA—)L
RAAL DY R NERRTAHI EHTEXET, [Cisco Unified IM and Presence Administration] = —
Ao BZ—Tzf R T A LET, [LE A (Presence) |>[FAA V725 L —3 3
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XMPP 7 =57 L—3 3 > F® IMand Presence 4 —E R DERTE

xmpP 7z 7FL—> 3 @EDONSSRV La—F [

> (Inter-Domain Federation) ]>[fE+ A —/V 7 =T L —3 3 KAA > (Email Federated Domains) ]
EIRL £ 7,

MBEZ2DNS L a— Rk B0 TY,

_xmpp-server._tcp.domain
WO, R AA > example.com ¢ xmpp-server DNS SRV L ==— K DNS iR EHl &~k L T\ E
D

23 : " xmpp-server” @ DNS SRV

_xmpp-server Properties j

Service Location [SEY] | Securil}ll

[lomair:

Service: I_Hmpp-server

Brotocol: I_tcp

Frigirity: iﬂ—
Wweight: iﬂ—
Fort number; |5255—

Huost offering this service:

Lef Ll

hostname. example.com

o ]

Aol i

277995

7T AL TEH—/"TLIZ2 OO DNS La— FRKBETY, DFED | IPv4 IO DNS L =1— F73
1 2IZIPv6 HODNS L2 — K23 H 9 1 2T9, L a— KRB IPv4 £721L IPv6 N—T 3  O%E
X, [ZOY—ERAERMF DR A N (Host offering this service) | 7 « —/V K C [hostname] DB %

T2 LICE, RLTLES W, RICHZRLET,

* hostname-v4.example.com [X DNS L' 2 — K3 [Pv4 N— 5 U ThHHZ L &R LET,

* hostname-v6.example.com [X DNS L' =2— K3 IPv6 N— 5 VU ThHHZ L EZRLET,

IM and Presence +—E A (T4 2 U E—F b— K 77 AENH 5. nslookup & FEITL T

7=F L=y B RAL BRI ) 2 fli T £,
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XMPP 7 = ¥ L—% 3 FI® IM and Presence 4 — E DBE |

XMPP 7z 7L—> 3 FHDNSSRVLI—F

-

DNSSRV /by 77 v 7% FATT HI120F, ROa~xy K o—r o 2 LET,
nslookup
set type=srv
_xmpp-server. tcp.domain
(domain 137 =7 v —7 v R 2o X —TF3 A XD RAAL L TT)
Zoavy RiE, ROFO XS %2R LET, [lexamplecom] (7 =7 L —7 v K #—
WD RAALTT,

_xmpp-server. tcp.example.com service = 0 0 5269 hostname.example.com.

H—DI FAZDEE, 7 TAZNDL /) —RTOHRXMPP 7 =7 L—ya i Rx—T7 Il T
HVENHY ET, TV w7 DNS T H—TFF 44 XD 1DNSSRV L a— REABLET,
IM and Presence ' —E A2 L > T, T _XTOEFERFRERIL, IMBRAS BT 2T L— 3 %
FITTDH /) —Rin—7T 4 7 ENFET, ZNO6OERIE, NEAIIZIE IM and Presence H— B A
kv, Fo—Pict > CHllAg ) — Riav—7 4 7 &N F4, £7~. IM and Presence —E
ANZE ST, TRTORBERII, XMPP 7 =7 L— a3 VEFEITTLH ) — RI—T 47 &
nET,

R EZ IR TH56X. ) #HED IMand Presence ' —E A 7 T A X %2 /RXT U v a2 LD
tEoTXMPP 7 =7 L—3a v &% 7 FAZICOELR LY 1 OTORMITHLERDH 5
BRETE, HEODNSSRY La—RaA"7 ) viad 528 TEET, XMPP 7 =7 L —

varyTiE, SIP 72T Lb— 3 832D IM and Presence — B R MELE S BZE R 2
ANCH LT MY RA IR RE 1 DOTHILETH Y FH-A, D78, IM and Presence
=2 E, XMPP 7 =7 L— g VHICA X—T VT 57 TRAZNORBSh TS ) — R
DOWFNNTK LT, FREREN—T 4 T TEET,

7 T AZMEB IO~ /IVF /) — R 7 F A X IM and Presence H— B A JEBHTlX, 4MH XMPP 7 =7
L—7 v R RASLUBH LWy v a v BT HE, BEREL—T 4 VT T 2EMERET D
Te®OIZDNSSRV Ly 7 7y FIRETINET, & AL Tk L THEEDO DNSSRV L a— R %
NIV w2 LizE. DNS/Ly 77 v P TIIEHOENIE I E 9, IM and Presence —E
ATIX, DNS THT U v ¥a S0 iod— g | %ﬁ%w~%4yﬁ¢é:kﬁﬁéi
T, TNHOIFERIL, NERYIZIE IM and Presence ¥— AT L Ba—WITE o Tl ) —
Rizv—7 4 > 7 & F 9, IM and Presence ¥— & & LLJZO“C\ 5%1:-%* IXMPP 7 =5 L —
varEFTTL// —Rv—T 47 E3NET,

XMPP 7 =7 L—a B FEITLTWD ) — RS H561E. X7 Y v 7 DNSHT/AAT U »
V2T /) —FE 1 ORTRIRT 52 TEET, ZOREDHE. XMPP 7 =7 L—3 3
ZFEITLTND ) — FEERICERERN 0 — R RT3 7 &85 D TiE7a< . IM and Presence
F—EANLZEDOH— /) — NIZT X TOHFFEERDBNV—T 1 7 S E T, IM and Presence H—
BRI, BEERED—RF AT L, XMPP 7 =F L—3a VY EFEITT D ) — R b D%
REREZEGFELET,
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XMPP 7 =57 L—3 3 > F® IMand Presence 4 —E R DERTE

A

xmpP 7z 7FL—> 3 @EDONSSRV La—F [

G¥)

ABAT 2 DNSSRV La— K& & (T, ®5T 5 DNSABLNAAAA L a— REBIT 54
ERHY ET,

KAA U7 T L—3 3 UEED XMPP DNS SRV

WOFD RAAL U7 =2F L—3 3 VB AT, 20 IM and Presence '—E A/ — K7 XMPP
TxT b—a VHICEMNIZ/R Y £9, DNSSRV L =— K%, IM and Presence ¥ — b&" A& ALRHE
THRARSINDE RAAL AT L TART ORERH Y ¥, ROKIL, 3 20—/ RAA

UIFET D RAAL V7 2T b—2a VIEADEIEZ R L TWET, RAAL T &2, _xmpp-server
DNS SRV L o — R& KRBT D BENH D £,

24 : Interdomain ® XMPP X — X D ESIBIEHEM KA A

Synergy Corporation
| IM and Presence Service b .
SYNergy.com : !
synergy.co.uk :
synergy.online.com : ;
i — g e F T
' impnode1.synergy.ong ﬁg’ﬁ ox .--.;: |--|’E
111.222.333. 444 -g’mﬁ : ==='i ==='I_"
= : o — )
d= | (S T 11
. Em ; 1 |
impnode?2.synergy.org :
111.222.333.555 ; i
Internal Networl DMZ I,gg
‘8

ZDNSSRV L 22— RiZ, XMPP 7 =F L — 3> T 7 4 v Z7ICHEE &N 5 IM and Presence V- —
E'R ) — RO FFO/R7 U 27 FQDN TR S5 82385 W £7°, FQDN |Z IM and Presence
HF—BER ) —ROANEBIP 7 L AR ENALERNH Y F5,

25 : IM and Presence 4—E X / — KM/\T) w4 FADN |[Zf#iR S 5 XMPP DNS SRV

_xmpp-server DNS SAY Records

External IP Addresses
of Nodes

L IF: 111 222 333 444 J(—[ impncda1.3ynargy.0rg:5299_]“|_(
[ IF: 111,222 333,555 J(—[ impnudeE.Bynarg\l.Drg:SESQJ

Fublic FODM= of Modas SAV: _xmpp-sarvertopsynargy.com ]

SAV. _xmpp-sarvericpeynargyco.uk ]

'—|—( SRV _xmpp-servartcp. synergy-online.com ]I'SE
8
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XMPP 7 = ¥ L—% 3 FI® IM and Presence 4 — E DBE |

B XwPPozFL—2 a3 nF vy MgEEADNSSRY La— K

A

GE) DMZ NIZERE SN 7 7 AT 74— 3/ — FONEIP 7T FLAIZIP 7 KL 2 (NAT) %
EHCXxET, /—RKOFQDNR/X7 U v 7 IP T KL AZRIRTE HNENH Y £,

EENEY D

XMPP 7 =7 L— 3 OF v v MMEREH DNSSRV L a— K, (170 ~<—Y)

XMPP 2 xT7L—23>®DF vy MMEGEADNSSRV La—F

XMPP 7 =5 L — g 8 ABREE CIMand Presence ' — B2 J — RDOF v v MEREAZFRET DI
iZ. DNSTF ¥ v b /J— R A VT RENBRTLI2HLERNHY £,

F¥v b J—KODNSSRV L a— REMRLIZFA ML, X7 Y v 7 IPT7 RLRICERESH

*4, BAREIC K-> TiT

. XT VI IPT RLANTIOOFRE, Xy hT—THNOF ¥ v k

J—RZEIIZRT Y o7 IPT RLAR 1 ODEERH Y £,

®21: Fvy FEROIN—T 425

& F

Fxy FEROL—T 425

12O T Y 7 IPT
KL R NI
D) —FK

XMPP7 =7 L—ay /) —RiZT_XTOF ¥ v NERENLV—T 47

LT, Fyy b ) —R—T 4 79 5I120%. ROFNEEZFEITL

F9,

1 S99 J—FZAYUT7ADDNSSRV #7R— |k 5269 |ZHE L FE
ﬁ—o

2 publicIPAddress:5269 % XMPPFederationNodePrivateIPAddress:5269 |Z
~ v 79 % NAT 22~ > F% Cisco Adaptive Security Appliance ¥ 7213
firewal\NAT H—/MZRRE L £,

DT Y > 7 1P
7 RU A, NEHICH
o) — R

NRTV w7 IPT RUARERSDIHE. v v NEREZ#EY T v >~
k) — RICEBL—F 4 v 7 TXFET,

1 5269 DIAAODAEEDOR— b (25269 72 &) AT 521X, F¥ v b
/) — KM@ DNS SRV Z&HELET,

2 textChatServerPublicIPAddress:25269 %
textChatServerPrivateIPAddress:5269 (2~ v 7§ % NAT 2~ K%
Cisco Adaptive Security Appliance & 7213 firewal \NAT $— S IZFE L
7,

GE) Fxv b /) —RTHEE7 =T L—var 7%A MERE
MBI TEDH X 52T HITiL, F¥ > b/ — K TCiscoXMPP
Federation Connection Manager = H 023 D LR H D £
D
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| XMPP 7z 5FL—3 3> IMandPresence ¥— E R Dk

XMPP 7z FL—>avdF vy kb /—RADNSSRV La— FoiE

IM and Presence —E A TF ¥ v MEREZ R ET D HIEIZOWTIL,  [Configuration and
Administration of IM and Presence Service on Cisco Unified Communications Manager] %2 L T 72
S0,
EErEYY

XMPP 7 =7 L—a»OF ¥ v b /—FHDNSSRV L a— FORRE, (171 ~—)

XMPP 7z TL—23>DOFvy b/ —FHADNSSRV L O— FDERTE

ATy T

ATvT2
ATv73
ATvT4
ATvTH

FIE

Fxv b )= VT REEGT DI, WOFIEEZFATLET,

a) [Cisco Unified CM IM and Presence Administration] =—% A > ¥ —7 =4 A|jzu /4 L£7,
[AvE—Y 7 (Messaging) 1> [/ /Vv—7 F x> b =" UTAD~ >y 7 (Group
Chat Server Alias Mapping) ] Z3%&R L £,

b) [ (Find) 1227 Vv 27 LC, vy b J—RZA VT ADY A EFRLET,

€) conference-2.StandAloneCluster.example.com’2 &, DNS TABT2F ¥ v b / —
KA VT 2AEBIRLET,

example.com RAA D/ 7Y w27 DNS H—/3T, KA A . StandAloneCluster & {FR% L £ 97,

StandAloneCluster K A A > C, conference-2 K A A »Z1ER L F9°,

conference-2 N A A T, _tep FAA U &AfERL £,

tep RAA > T, _xmpp-server F1D 2 SDH LV DNS SRV L 21— F&ERL L 9, 1 -Oi3 IPv4
M. 69 121 1Pve I TH, DNSRE L a— ROFNZONTIE, ROKEZZRL T ZE0,
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XMPP 7 7L —< 3 VD IM and Presence 4 — E A DR FE
B WP oFL— 3 0Fvy b /—FEDNSSRV La— ROBRE

() I 7F A MRE I =D A YT AN
conference-2-StandAloneCluster.example.com DA, FIE2 D KA A 0%
conference-2-StandAloneCluster TV, FIE3 ZAF v 7 LEd, FlH4 T,
conference-2-StandAloneCluster (2 _tcp N A A AAERRK L £,

26 : F ¥y MgEEED_xmpp-server @ IPvd DNS SRV L O — K

_xmpp-server Properties ﬂ E

Service Location [SAY) | Securit}ll

Domair: Iconference-2-8tand&lone[ﬁlusterabﬂm_e Xample.com
Service: I_xmpp-server j
Frotocal: I_tc:p j

PFricrity: |2
weight: ID
Fart nurnber: |52BS

Host offering thiz service:

cup-dodE7-v4.example.com.

2
ak. I Cancel | Apply | Help o
5
27 . F ¥y MEEEED_xmpp-server @ IPv6 DNS SRV L 10— F
_xmpp-server Properties ﬂ E
Service Location [SRV] | Securit}ll
Domair; Iconference-2-8tandAIoneEIustetabDDal_example.c:om
Service: I_xmpp-server j
Frotocal: I_tc:p j
PFricrity: ID
‘weight: ID
Fart nurnber: |52BS
Huost affering this service:
cup-dodE7-vE. example com.
QK. I Cancel Apply Help E
=2

28: F v MEEERD DNS % E
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| XMPP 7 7L —2 3 R0 IMand Presence — £ R DE
xmep 7 7FL—>aroRyv—8E I

& DNS Manager [ [=]x]
File Action  View Help

[osta
on (SRY) TosT0) 526%] cup-dode7-v6.
[1)[0)(5269] cup-dod67-v4.
[0

371255

EELEY Y
XMPP 7 =5 L—3 3 I DNSSRV L a— K, (166 ~=—)

XMPP 7 xFL— 3> DR O—ERTE

R —DBINEBEDETE

XMPP 7 =5 L—3a DT 74/ b iR ) —JIIHIAFHEEZHRETE 9, HISFEEIZIL, B
NEEAZBERAT DB EAAL &, FOFIEIEIZET 2 MLV ERETHILERH Y £,
RN —DOBISEED A A B ERETHHATE. ROBIZERELTLLEEN,

* —W D URI £721% JID 7% user@example.com DA, BINFEONE KA AL 4%
example.com ERELFE T,

A H—T T A AR —F D URIL £ 721Z JID IZ hostname.domain # {5 H L TWAHE (7=
& 21X user@hostname.example.com 72 &) | HISAFHDOINEL A A 4%
hostname.example.com {ZFZE L E7,

*BISNFHOINL KA A XTI A NV I — R (*) 2EATEES, =& 2.
* .example.com DA, example.com & example.com DT XTDH T KA A
(somewhere.example.com 72 &) IZAR Y —NEHAINE T,

F 72, IMandPresence ' —E AR Y —OHFINEHEZEHT 2 H A HIEETH2HLERNH D £,
WROFMAT v a v EEHTEET,

[EFREDO RAAL /A REDE TRV ENDHTXTOT7 =T L—7T v K X7y kb (all
federated packets from/to the above domain/host) ] - IM and Presence #— & A C, fHE L7z K X
AVEDRERBNT 74 v 7 TRTEFAELIFHELGLET,

[LRD RAAL VIEANNLERERTDH 72T L—T v K37y hdDF (Onlyincoming federated
packets from the above domain/host) ]-IM and Presence —E R I E L7Z AL VDL DOHF
F7B—FR&¥ A bEZETEETH, IMand Presence ¥ — E AN DG ITEE L EH A,

[EFRDRAAL /R AMNEETDH 72T L—T v K237 hdDF (only outgoing federated
packets to the above domain/host) ]-IM and Presence %—E A [FHFE L7= KA A ~DKEFT
02— F¥ v A M&EETEZET7, IMand Presence —E 2 2 OIREITZELEHA,
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XMPP 7 = ¥ L—% 3 FI® IM and Presence 4 — E DBE |

B O wrozFL—arnRys—%8%ETS

BEErREYY
XMPP 7 =5 L—2 g DR —%2RETH, (174 2—2)

XMPP 7z 7L—3>0DR) O—%FHFT S

A

TE

&

ATy T2

ATvT3

ATvT4

XMPP 7 =7 L— a URIEDWT I EZEH 3 5354 [Cisco Unified IM and Presence
Serviceability] = — A > ¥ —7 = A A D Cisco XCP /L —#% ([V—/L (Tools) ]>[=2> hr—
Nl DFy NU—27 H—E A (Control Center - Network Services) ] ZE4R) . Cisco XCP
XMPP Federation Connection Manager ([>/—/V (Tools) ]>[2 ¥ hr—/b & ¥ — - $&AE) —
B A (Control Center - Feature Services) | Z3R) CTH—ERAZHEETILERNH Y 7,
Cisco XCP /L — % #—E 2 & F L@ 9% &, IM and Presence h— B 2|2 L > TH TP XCP
2R EEERINET,

FIE

[Cisco Unified CM IM and Presence Administration] =—% A ¥ —7 = A AlZu /A LET, [
LB R (Presence) >[N AA M7 =75 L—3 3 (Inter Domain Federation) ]>[XMPP 7 =
7 L—1 2 > (XMPP Federation) 1> [ YU > — (Policy) ] Zi®IRL 7,

Kay 77Xy JARNPBRORY U —REEIRIRLET,
* [ 7] (Allow) ]-1IM and Presence —E A%, RV ¥ —DFIFFHEDO —E THRIIZHES L
IeRAA LV ERE XMPP 7 =7 L—7 v K RAAL VLD TRTOT7 =7 L—FT v K b7
T4y EFAILET,
* [#E5 (Deny) ]-IM and Presence — B X%, RV o —DHIHNFHEDO—E CH/RINIFFAT L
T RAALVERE, XMPP7 =7 L—7 v R RAAL U PHEDTRXRTO7 =7 L—7T v K b7
T4 v EERLET,

RY S —DPINFEEO—ETRAL U ERET AT, ROFEEZFEITLET,

a) [HEEMN (AddNew) 1227 U v 27 LET,

b) SEEY— D R A A VA ETITARA A ERRE LT,

©) RV —DPIEELAEHT D HHEHELET,

d) RU—DOHFISNEEY ¢ R THRGF (Save) 1227 U v 27 LET,

RV — 4 RUTHRTE (Save) 1227 U v 7 LET,

B2k

T2 lb—3ar RN —OHEREEIZOWTCR, A TA L ST EBRLTLLEE N,

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
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XMPP 7 =57 L—3 3 > F® IMand Presence 4 —E R DERTE

XMPP 7 = 7 L —< 3 U HIZ Cisco Adaptive Security Appliance %% E 3 % .

EErREYSY
KU —ORNFEORE, (173 X—)

XMPP 7 = 7 L —< 3 > AIZ Cisco Adaptive Security
Appliance %9 5

Cisco Adaptive Security Appliance (X, XMPP 7 =7 L — g VIR LTI 7 A4 T U4 —LELTD
FF%HE L £ 7, Cisco Adaptive Security Appliance & Tld, 3515 & BIFEDMH D XMPP 7 =7 L —
Ty R M7 4w 71Tk LTHR= I 5269 ZBH< BERH Y £7,

KIZ., Cisco Adaptive Security Appliance, U U —2Z 83 THR— k5269 ZfH< 727 X U X s D%
~LET,

N—h 5269 L TEEDT RLAMBEBEDT RLASND FT 7 4 v 7 ZdFal 584
access-list ALLOW-ALL extended permit tcp any any eq 5269

=1 52690 ETIEEDT RLANBAEBED YV IV ) —F~D T 7 4 v 7 #4558
access-list ALLOW-ALL extended permit tcp any host private imp ip address eq 5269

FROT7T 782 VA MEREETIC, DNS TEMOXMPP 725 L— 3> /J— REART2
AL, ROBIOX S, BINTHE /) —R~DOT 7B AZRETHLENRDH D F9°,

object network obj host private imp ip address

#host private imp ip address

object network obj host private imp2 ip address

#host private imp2 ip address

object network obj host public imp ip address

#host public imp ip address

IRDONAT =~ RadiE LET,

nat (inside,outside) source static obj host private impl ip obj host public imp ip service
obj udp source eq 5269 obj udp source eq 5269

nat (inside,outside) source static obj host private impl ip obj host public imp ip service
obj tcp source eq 5269 obj tcp source eq 5269

H—p/X7 U 27 IPT7 KL A% DNS TR L, EEOR— AT 551%, RERELE
7,

(ZOBITIE, BMOXMPP 7 =7 L— gy /= FR220HY £7)
nat (inside,outside) source static obj host private impZ2 ip obj host public imp ip service
obj udp source eq 5269 obj udp source eq 25269
nat (inside,outside) source static obj host private impZ2 ip obj host public imp ip service

obj tcp source eq 5269 obj tcp source eq 25269
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XMPP 7 = ¥ L—% 3 FI® IM and Presence 4 — E DBE |
B OxwPozFL—varvy—ERELVIZTS

nat (inside,outside) source static obj host private imp3 ip obj host public imp ip service
obj udp source eq 5269 obj udp source eq 35269
nat (inside,outside) source static obj host private imp3 ip obj host public imp ip service
obj tcp source eq 5269 obj tcp source eq 35269

FTARTHR— b 5269 AT HEED/XT Y » 7 IPT KL A% DNS CTABRTA5681F. KEK
FELET,

(ZOFITIE, BMOXMPP 7 =7 L— gy /—RR22H 0 E)
nat (inside,outside) source static obj host private impZ2 ip obj host public imp2 ip service
obj udp source eq 5269 obj udp source eq 5269
nat (inside,outside) source static obj host private impZ2 ip obj host public impZ2 ip service
obj tcp source eq 5269 obj tcp source eq 5269
nat (inside,outside) source static obj host private imp3 ip obj host public imp3 ip service
obj udp source eq 5269 obj udp source eq 5269
nat (inside,outside) source static obj host private imp3 ip obj host public imp ip service

obj tcp source eq 5269 obj tcp source eq 5269

BErEY Y
SIP 7 =7 L — 3 289 % Cisco Adaptive Security Appliance (ASA) DFXE, (77 —)

XMPP 7 =z 7L—23>HY—ERXRZXUIZT D

XMPP 7 =7 L— a3 & FE{TT 54 IM and Presence $—E X /— KT, Cisco XCP XMPP
Federation Connection Manager F—E A TCAH NI T HMENRDH D £, [V—ERT 7T 4 X—3
> (Service Activation) ] ¥ 1 > K7 )5 Federation Connection Manager —E A & 4 1295 &
IM and Presence ' —E A2 K > CTH—ERABEEFHMICEEI INET, [ he—n B & — -
AEY—E A (Control Center - Feature Services) |V « > RU»HY— Y A2 FECEREIT 2 LEIT
HYEHEA,

[T L& BHIIC

Unified CM IM and Presence Administration 75 / — KO XMPP 7 =5 L — a3 V&4 I L E T,
FEHIZOWTIZ, /— FTXMPP 7 =5 L—a a4 02T 5, (1642—) 2BRLTL
é 1/ \O
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| XMPP 7 zFL— 3> M IMand Presence %—E R DR
XMPP 7z FL—>avy—ExE+vz75 M

FIE

ATw 71 [Cisco Unified IM and Presence Serviceability] =—4 4 v #—7 = Rizu /A v LET, [V—
(Tools) ]>[Y—VE R 7277 4—3 3 (Service Activation) | =N L 7,

RATvTF2  [P—s% (Server) | Fuv 7 HZ oy JRARNLHP—NE@RLET,
AT9 73 [BEH (Go) 127V v7 LET,

AT w74 [IMand Presence —E A (IM and Presence Services) ] = U 7 . Cisco XCP XMPP Federation
Connection Manager —E ZADFICH DR X 27 ) v 7 LET,

ATvT5  [MR{F (Save) 157U v 7 LET,

EErEY D

T7x2T L=y a T LY —EATEY T 0 ORGE, (195 5—)
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XMPP 7 =7 L—% 3 FA® IM and Presence 4 — E R D& E I
B xwrozFL—oary—ERELFVIZTS
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XMPP 7z FL—>3VICEATdEx
)T« SEBAZEDERTE

* XMPP 7 =7 L—ya T 58X 2 U T 4 iEAZEORE, 179 ~—
* XMPP 7 =F L—yardu—hL RAAL UREE, 180 ~<—

* LT H— NGEEOHEE, 180 X—

* XMPP 7 =7 L—3 3 VICHABEARGEAEZHEHT 5, 181 ~X—

* XMPP 7 =7 L — a >~ CA BLT G EOMEH, 181 ~—

* XMPP 7 =5 L—y 3 D/—k CAFEAEEZ A ViR — 35, 185 X—

XMPP 7 T L—Y 3 VICERT S X1 TA4EAE
DEXTE
XMPP 7 =7 L—yaHOtXxa )T 4 ARET DX, LTD XL D REAELIT 5 BN
HET,

1 cup-xmpp-s2s ilEBEZ LT DRI, TXTOR—HI)V KA AL PRV AT ATIERE X ORE
SNTWDLZEZERL, REITSL T, AOonbna—) RAAL o ZFETHERLE
‘3‘0

2 ROWTNILDZ A TOIHELER LET,
*XMPP 7 =T L—a VHOBH BN E OB — NFEHE
*XMPP 7 =7 L— a3 VHO CABLF & OB —Y— FEEE X~ LTI — R GEAE

3 —bFCAGFHEEZ A VHR—FLET,

FEEELTCOARAVWCAZERT A2 U =T T4 XD 72T L —2 g U EFEICRET D
T2ONT, ZOBEEBYIELET, FERIC, 72T L—ya b EHiICRET D=4 —TT
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XMPP 7 = FL— 3 VICERT 5t T ABEOZEE |

B O xwPozFL—sarono—hi KA VR

A ZXPACELMAELFEH L COD5EE ZOBREEZITOMNERHY £5, Zo%HE, Lv—
r CAFEHEDCRDVICHCBAEAERT v Fu—FEnE T,

XMPP J 7 L—>3>MOB—hI)L AL UFREE

T ILFHY

FTRTOBR—I)V RAA X, ARSI ITE cup-xmpp-s2s DFEHEICEENTWAMERH D F
9, cup-xmpp-s2s st EZ ALK T DRI, TXTOR—D)V RAAL UPRRESINLTNT, [FAA
> (Domains) ]V 4 ¥ RUICEREINDL Z LR LET, FHHIZEENTND FAAL 2 FH)
TEMLETH, B—I)b FAAL DY A MIUFIFERSNETA, LEXE 2—FRED 4T
SRTVRN AL T, BHEOHBE AL DY X MIFRINEE A,

[Cisco Unified CM IM and Presence Administration] =—¥% A > ¥ —7 = A Rjzun /A4 L, [FLE
> A (Presence) |>[ R AA > (Domains) ]%&i®IR L FJ,

FTRTDORAAL VIRV AT ATERINTND Z & 2R LIZH%IL, XMPP 7 =27 L—y a3 UH
DOHCEAEAEE 1L CA BAMEFEHELMEH LT, cup-xmpp-s2s A EZ (ER T 5 FIRIZ
ELZENTEET, 7=T b= a VHOEFA—NLVT FRLARFEARGEIE. T XTOE
A=) RAAL UHAEAFEIZE D 0N H Y £,

o—J v RAA U &BIN, BarE =3B LT, cup-xmpp-s2s iEFAE 2 HA KT 55514, Cisco
XCP XMPP Federation Connection Manager - — & A Z FLgEI¢ 2 MR H D £, 0P — 2%
FELEY 9% (21d, [Cisco Unified IM and Presence Serviceability] = — A > ¥ —7 = A Alza /A

L. [Y—/ (Tools) ]>[Z2> bu—/L & % —_f§EEY—E R (Control Center - Feature Service) ]
IR E7,

%®
EELEY D
EW A=V RAL UEBMEZTESTDH, (192 2—)
XMPP 7 =7 L— 3 VICHEBAEHEEZEHT 5, (181 <—)

XMPP 7 =7 L—3 3 U ~D CA BAMZGEHEOHEH, (181 ~X—)
EA A=)V RAL L BFRTRT D, (1923—)

—/\;iIBAZE D E

IM and Presence " — B A%, tomcat, cup-xmpp., 3 £ cup-xmpp-s2s DFEHDIZHIZ, v /VFH—
/N SAN N—2DFEHEZ YR — F L TWET, WU ZRGEHEEZSEKR (CSR) AT D720
W2, YN = ARNE AT =B 2RI TE £, El SN BATE L FH—2
REE & BT DT O —HOBLAGEAFIL., 7 T A ZNOME 2 DY — N2~ L FH—NGE
HEELT v 7 u— T 58I, 77 AZNOMOY—NICE#BICEMINE S, vALFHF—nN
FSEFAE OIS\ TIE,  [Release Notes for Cisco Unified Communications Manager Release 10.5(1) ]
DFHERE & B SAVTBERBICR T 2 EA SR L TS 7230y,
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| XMPP O zFL—YavicEAT 2% T4 AABORE

XMPP 7z FL—yavicaeEaianezEmts I}

XMPP 7z FL—> 3 VICECELIIRREFFHT S

&M

ATy T2
ATvT3

ATvT4

ATy 75

2T XMPP 7 =T L—3 a3 VCHEEBALIFHEERFERAT 2 FECHOVWTHALET, CAE
KAt FEAEOMH FIEIC OV TIZ, XMPP 7 =5 L—3 3 »~D CA BAfT X ZFEOM, (
181 X—2) #ZML T LI,

FIE

[Cisco Unified IM and Presence Operating System Administration] = —4 o > ¥ —7 = A X|Zu /A >
LET, [BEF=2UT ¢ (Security) 1> [REHIEEH (Certificate Management) ] Z %R L £,

[B B4R E 24K (Generate Self-signed) | %7 U v 27 LET,

[REHEOHE (Certificate Purpose) | KB v 72 7 U A h)x6 | [cup-xmpp-s2s] 23R LT, [4E
f% (Generate) 1 %7V v 7 LET,

Cisco XCP XMPP Federation Connection Manager — & 2 % B3 i@ L &9, [Cisco Unified IM and
Presence Serviceability] = —Y% £ > ¥ —T7 = AiZua /74 LET, [V—/b (Tools) ]>[=> b
n—/L k¥ -Fxvy hU—2 H#—E A& (Control Center - Network Services) ] Zi®IR L T, ZDOH—
E 2 A4 HEE L E T,

EHEEZ L7 u— RLUTHIOTZ Y Z—T7 T 4 RIZK(E LT, XMPP — "DOIFHE T & HRE &
ELGBEMTEE T, ZHUZiE, IMand Presence % —E A/ — RE 7213510 XMPP H— 372 L
HYET,

ROEXE
XMPP 7 =7 L—3 3 U ~D CA BAMZFERAEOMHH, (181 ~2—)

XMPP 7z 7L—23>~DCAEA{TZAEDHEH

T I TlE. CABATXGEAEAFHATAHFIEICOWTIHALET, HOBLAMXERAEOM S
FEIZOWTIE, XMPP 7 =7 L—y a VCH BRI EZFEHAT S, (1813—) 2L T
<TEEV,

XMPP 7z 7 L—L 3 VDEAEZERERZTERT S

)

Z Z CliX. Microsoft Certificate Services CA DREAIEE 4 3R (CSR) AT 5 HIEIZ >V Tt
Eﬂ L/ij‘o

G¥)

Z OFNE T Microsoft Certificate Services CA @ CSR # AL L3728, R ORIER OFFHE
EERTHLGAIE. CSREAEKTAFRIR (FIE1~3) DEHINET,
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XMPP 7 = FL— 3 VICERT 5t T ABEOZEE |

XMPP 7z 7 L—> 3 vDFAEEREREERT S

ATy T

ATvT2

ATvT3

ATvT4
ATvTH

FIE

[Cisco Unified IM and Presence Operating System Administration] =—% A > ¥ —7 = A A|Za /A >
LET, [EF¥=2VU 71 (Security) ]>[REFIEE P (Certificate Management) ] ZiER L E£7,
CSR Z/ERT 21T1%, ROFIAZETLET,
a) [CSR D1ER% (Generate CSR) 1 %7V v 27 L7,
b) [REBAEDOMH® (Certificate Purpose) | KB v 7 & 72 U Z ik GEBAEAS IZ [cup-xmpp-s2s]
%%WLET
o) FfEHICiX, H—B4 SNIFEAEL AR T o — I — Eld~ T — S EE
ém#évw?#~ﬂ(%N)@HmN%@mLiﬁo
GE) WHDOF 4 AR Ea—tard7FrarTid, T R_XTOBGFEO RAL Y, B A—
)b R A A % XL OY[Cisco Unified IM and Presence Administration] — % A > % — 7 = —
ATCRESNTZIN—T F x> ROV — N2 YT AL, Ak S7- CSR IZHE)
P& ENFE T, [Multi-server (SAN) (/L FH—,3 (SAN) ) (AT vz &R L
72%A . 4 IMand Presence —E A / — ROAFR A M4 £ 72T FQDN 1%, Ak Sz
CSRIZEMENET, vATF P — SFEHEOZEMIZ OV TIEL,  [Release Notes for
Cisco Unified Communications Manager Release 10.5(1))] DFHEHE & A S 7= #EEEIC
BT oEAZHLTITZE,
d) [ZERk (Generate) 1% 7 VU v 7 LE9,
G¥) [Multi-server (SAN) (= /LFH—,X (SAN) ) | Z##IRL7=HE, CSR T T A ¥
DMODOFTXTDIMand Presence —E A/ —RKDOT7 7 A )V VAT AZat—3InE
R
©) [BAL D (Close) 127 U w7 L, AAOFEAEY > RUICED £7,
.cst 77 ANER—HN v UAIF T ra— RTHITE
a) [CSR ## 71— LK (Download CSR) 1 %7 U7 LE7,
b) [REAEHM (Certificate Purpose) | K12 v /& 72 X =2 —/1 5 [cup-xmpp-s2s] Z 4R L £9,
¢) [CSR%Z% 7> m—FK (DownloadCSR) 1%#7 U7 LT, TOT77A/VEr—H)L < C
ZFyrm—RLET,
TXA M TT 4 X EHEH LT cup-xmpp-s2s.csr 77 A NEREET,
CSR 7 7 A VONEZav—LET,
ROATIND |
- BEGIN CERTIFICATE REQUEST
ROITETOFEHRET X TaL—LET,
END CERTIFICATE REQUEST -
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| XMPP O zFL—YavicEAT 2% T4 AABORE
XMPP 7z FL—Lav~ADCAEL&EBEE7vI0—rT3 |}

AT9T6 AF—Fy hTITUFT, CAVh—"%2RLET, HLxE, ROLIITHEELET,
http://<name of your Issuing CA Server>/certsrv,

RATv 1 [FEHEZERT D (Requesta certificate) 1227 U v LET,

ATY 78  [FEHEOEROFEMEE (Advanced certificate request) 1 %27 U v 7 L,

ATY T [N—RA64xTra—FCMC £721E PKCS#10 7 7 A V& L CGREHEER 2 BET D0, ~N—

A 64 T a— NPKCSH#7 7 7 A VAR L CHREBIZERAZEET S (Submit a certificate request by
using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded

PKCS#7file) |27 VU v 7 LET,

ATV F10 FES Tt — L7 CSR 7 7 A VOWNEZ [{RfF L7-ERK (Saved Request) | 7 « —/L RIZHEY ff
JET,

ATy 7N [XE (Submit) 1227V v 7 LET,

ATYT1R2 A X=Xy s TT7U9 T, IROURLICEY £9, http://<name of your Issuing CA
Server>/certsrv

ATY 13 [REFPOFFAZEOEROIRGE (View the status of a pending certificate request) 1% 27 V v 27 L,
ATy T4 FIOEHTHEIT LN EDOERE U v 7 LET,
ATy T15 [RN—RZ 64— (Base64encoded) |27 VU v/ LET,
ATYvF16 [[EHELZ X7 a—F (Download Certificate) 127 U v 27 LEJ,
ATV TN FEEZ—IL v ARIELE T,
a) FEHET 7 4 V4 cup-xmpp-s2s.pem ZEE L E9,
b) GEELZ X ) T ABAEL LTRIFLET,

RDOIEXE
XMPP 7 =5 L—3 g U ~D CA BATEFEAELZT v 7 ua— K15, (183 X—)
NN a—=T 4T DB b

*IM and Presence " —EZADHHR—FZND RAAL DY A NBRERINLLEAIEL. BiLWER
AA 2 VA NERBET 5 X 9T cup-xmpp-s2s AFAE A AR T HLERH D £9,
XMPP 7z 7L—3 AN CAELFEIBAEZT7y TJO—FKT 5

[T L& BHIIC
XMPP 7 =7 L—3 9 v OIFEBL TR ALK TS, (181 2—2) OFIEEXFETLET,
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XMPP 7 = FL— 3 VICERT 5t T ABEOZEE |
B XM ozFL—L 3 ADCAELHEHREET v TO—FF 3

FIE

ATw 71 [Cisco Unified IM and Presence Operating System Administration] ==—% A > ¥ —7 = A A|Za /A
LET, [EF¥=2VU 71 (Security) ]>[REFIEE P (Certificate Management) ] ZiER L E£7,
RTvT2  [GEHEFEHEF =—> DT v 78— K (UploadCertificate/Certificate chain) 1% 27 U v 7 L%,
ATw 73 GFHERIC [cup-xmpp-s2s] ZER L F7,
ATYT4 m—H v UIRIE LT CA BAM SN EOG T A SR L £,
ATY TS [T7ANDT v Fur—FK (UploadFile) 127 U v 7 LET,
(6= 2T Y — 30D SAN X—ZOFEAEL ERL LTSGR, 7 7 A ZNOEED IM and
Presence ' —E' X /) — R~Zia7 v 7e— RCT&ET, TNEFETTLHE, MREL
TEAGHEBRSL SN~ VT « Y= SEEHFE LT = — N7 T XX O x DY —
NINT A ZEFEAFEDT v 7 r— KD T2 ZNOMOY — N2 BERICEAG S E
T BHOEBAGEHED ) — ROWTINIHL5E. T LWEET — A SOFEHEIZ L -
ThEHEEZESNET, wATFH—SFBEHEOFEMIC OV TIL,  [Release Notes for Cisco
Unified Communications Manager Release 10.5(1)] DBiF¥EE & B SN 7-#REICEE4 55
ML TSN,
RATw7F6  Cisco XMPP Federation Connection Manager #-— £ 2 % Fjf@ L £ 9", [Cisco Unified IM and Presence
Serviceability] =—% 4 > H —T = A RA|Zu A LET, [V—/ (Tools) |>[2v hr—/L &
VA -F v hU—27 % —E A (Control Center - Network Services) | =R L T, ZDOHV—E A% H
EE L ET,
GE) Y NFH—RNOFEHEEZT v e — R 512X, 7 7 AZNDOFT RT D IM and Presence
P—ER J—RTXCP/NV—4 h—bERAZHEBTIHLERSH Y 7,

RDEE

M7 7AZAND /) = RHTYH—EATE) T A O/ nRFesr—va 2y RN— 4570
IZ. IM and Presence $— E"Z & Cisco Unified Communications Manager @ fi]?® Cisco Tomcat #— &
AEEA BT AHBRICFERB S ET,

IM and Presence #— ¥ A £ 721 Cisco Unified Communications Manager DV N3 413 TIrod B CLE4

ERGEAEZEZWZ D272 DI CABAM EFEHENER SN TS, JLOFEHEIX, / — KO —
EAEEA T CRESLET, Y—ERXEEX MTICEOACEAEAELZEZLTH, Thb

ERTY—EARRWD, BEICRY $HA, L, 2RO OGMAFTHIFRTE £33, Hl
F&iZ IM and Presence — £ & & Cisco Unified Communications Manager D[ 5 THEITT D LE R H
D ET,

http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/
products-installation-and-configuration-guides-list.html (Z & % [ Configuration and Administration of IM
and Presence Service on Cisco Unified Communications Manager] O34V V — X D% M HROF 9 &=

['Security Configuration on IM and Presence Service| (Zd> % [Delete Self-Signed Trust Certificates]
7varvEZRLTILEE N,
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| XMPP O zFL—YavicEAT 2% T4 AABORE

XMPP 7z FL—>3>vm—kCAGIEES vRk— T2 I}

XMPP 7 x5FL—3>MJ)L— FCASEBRZE AR A4 iR— bk

ER
)

GE)

ATv I

ATy T2
ATvT3

ATvT4

ATy TH

Z ZClE. cup-xmpp-s2s {EHEHAE E % IM and Presence M — B A [ TFETT v ' — KT 25 Fik
WZOWTHBH L ¥ 9, F7=. Certificate Import Tool Z i L C. cup-xmpp-s2s {SHEFEHE % H
T v e —RT52L b TEET, iEHFEOA R —F Y —L B UBIOT L
Yo RAEHI—Y 4 B —T =4 X[ Cisco Unified CMIM |27 7 B AT 5, [V AT A
(System) 1>[&F =V 7 ¢ (Security) 1>[REFAEA >R — b > — b (Certificate Import Tool) ]
ZIERL, 2OV —NVEHHTHFIEEZTET 24714 ~VTE2SRLTIESN,

IM and Presence —E AL =L X —T' T4 XD 7 =7 L—3 a3 UEITVD, HBOEETE 5380
Jy (CA) W B =774 XOFEHFEICEALT 555G, CA D/L— MEFFE % IM and Presence
=R /) —RT v 7 a—RTH0ERHY £,

HHDOEF TE D CANEA LIGEAETIE RS, BLBAMWELEN T 2202 —7 574X
L IMand Presence '—E 2D 7 = F L —3 3 U E(THE. ZOFIELHEH L TH O ELAPE
7 v 7 u—RT&ET,

[ZC®HBHIIZ
J— b CAFIHEZ Xy n— KL, a—0V <~V VIR FELET,

FIE

[Cisco Unified IM and Presence Operating System Administration] =—% A > % —7 = A A|Za /A >
L %7, IMand Presence —E 2T, [EFx = VU7 1 (Security) ]>[REHIEEEL (Certificate
Management) |Z &R L E7,
[FERRE/GEAET = — > D7 v 7 u— K (Upload Certificate/Certificatechain) %27 U v 27 LE£79,
AEHAEA I [cup-xmpp-trust] Z 3R L E 7,
GH) N—= DT 4=V FIFZEADEFICL TEBE X
o
[ZM Browse) 1227 U v 7, UHNZA Y m—FLTHr—0/ <= AXRfFELIZV— b CAGE
HEOEAESRLET,
[Z7ANVDT v 7ra—K (UploadFile) 1Z27 VU v L, iE&E% IM and Presence H—E X / —
Niz7 v 7a—RL%ET,
GH) FEEHELTCOWARVWCAERMEAT 20 =T I R DT =T b—3 3 U EHTITH
ET DT, ZOEELBYVIRLET, FRIC, 7=7 L—ya VEHTRICRET S
TUE =TT A ZAPHCEBLMAELZEH L TV D560 ZOBREZITOMNENSH Y £
T, ZOA. V— FCAGEHEORDLVICHCEBAEAENRTY v 7r— RanvET,

NIV a—T 4T DB
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XMPP 7z FL—> 3 VISERT 32Xy 7 EHBOBRE |
B XWPPozFL— a3 n— FCASEBRESR A VR— T B

EHEAAENACELOEAE, XMPP 7 =7 L— a0 Db8X 2 VT4 RET 4 RUT[ZF4

7 ¥ MUOFEAZEN L (Require client side certificates) /X7 A —H 4N F 5 2 LIF T EH
/IJO
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EF+A—ILT7 KL
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JxTL—a3VERED
A

mil

TDETIH, 72T b—a VHERELEEO FAAL VERETDHESFA—I/ T FLAIZHONT
DIFHAERE L F7,

* V=T L= a VLB AL, 187 XY
* T=TF L=V a VBT AN T RLAOEEFIE, 188 N—v

C TxT L=V arYOREBIOEFA—ND RAAL VEBRHESFA—/LT FLA, 191 ~N—
o

L—>avEMIERAEFA—IL

Tz b—a VEREAICEFA LT L A& 4235 L, IMand Presence —E A2 L -
T, =)L 22— O JID 25EELOBE A —L T RLACEFESNET,

7 I AZMEETIE, X TCHOIV IRAZW /) —FET725 b —v a3V HOBFA—ILT FLA
EEMNCTHAMLERHYET, 72T b— g VERRHOEBEF A —VE AT LT=%IL. Cisco
XCP Router ' — A& FHEITOLERH Y 97,

XMPP 7 =F L—3 g VBAREOES. 77 Lb—3a VSRR OB A—L T FL AT, B
1E~/)VF 7 7 A% IM and Presence J— B A8 AN CTO—BER) £ /213K TF v v b v—Lb &Y
R—FLTWERA, 2—H) RAAL ZHEED IM and Presence —E A 7 T A X NG HiEA
U AT, H%ﬁ”£%$@£%@ﬂD%7m?VﬂyaVﬁ%l%$K¥ET%iTO
Fr v M A—AIKT AW —DEET, 77— a UG —PICERENDLHFIN, v—
B A—FDOEFA =L T RLATE R e —h)L a—FDa—FID TH5HZ L TT, FDM
DF x> M —LOHEIZEFE EBVIHELET, 20X BRKRIIZ. 72T b—a U
=YL O TF vy b =L ER—=V AT N F vy b =LA TORFEELET,

SIPBLIRXMPP 75 L —>arD 77— g UESEDE T A —/L 7 L AT 5240
t OMEREZ AN T A FIEICET MOV T, 725 b —2a VREDEFA—I/L T R
AT Ry 7 EBRLTLIEE N,
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TJxTL—YavBENDEFA—ILTRLR
B 7L a3 AEFA— L7 RLROEESE

EErEYY
TxTb—va HEFA—NT RLUAOEERE, (188 X—)

ZxT b—va Y HETA—AOAEME, (191 <=2

—

JITT

L—a ABFA—ILT7RFLADEESIE

SIP £/ XMPP 7 =T L —3 3 VIZEFA—LVT KL AZEHAT 57212 IM and Presence ¥ —
EAZRET HEE. IMand Presence V' —E R L, 7 =T L— 9 U OEKEE OTXTOEE
ZBWT, =L a2—HYPDIMT RLAZZD2—FDEFA—NLT RLAIZEEHZ F1,

RAAL U7 2T L —2 a3 VHOBEBFA—NLVT RLAZFENCTH581E. LTFO&ICEELT
<TE&EW,

HEHRAAL DT 2T L=y a FE TRV, 72T b= a HAOES AT
RLUREGINZTHHENLLHEAIE, 22—V R 7257 L—T v NI EZ BT R Z
DRTEEHMNITDHZ L EBEOLET,

*TxTL—va Y HOBEBF AN T RLAEFEHILESEE TS, — %73 Active Directory
TEAFA—NL T FLRZHREL TR, IM and Presence ' —E 2 TIXF D2 —H D
IDN7=FLb—yaryfeELTEREINET,

* ZOBRRIL. &= —IZxd % Cisco Unified Communications Manager @ [ A —/L ID  (Mail

ID) 1728, TDOA—PDOREEREFA—IL T LA —FHLTND Z ENRHESEM L 20 £
7

Z—HFD [A—/LID MailID) |7 4 —/L RIZMHIFE I TWRNWEE, £ eRE

5N
F A= T RLUANEESIN TWARWEATL, IMand Presence —E A DT 7 3 /)L s OEME

LT, ZO2—¥DIMandPresence V—E R JID RN 7 =5 L—y 3 VAICERA SN E T,

T xT L=y alHOBEBTA—NT RLAEEJNC LGS, 72T b—vary aryy
hCEEF &N D DNEF A —LTlE7Z2 <, IMand Presence ¥— E &2 . —H# D JID Thiuif,
(ZFO2—WIZENRE T ANV T RLARRESINTNDHELTH) ZNHOERIEIM
and Presence ' —E 2|2 LY Ke vy 7 EnE1,

*IMandPresence ' —E A TiL, V=T L— a3 VIEEADEFA—1L T FLAIZHTHE
A=)V A VT ATV R— SN THERA,

)

GE)

ZOMEEIZ, SIP 7 2T L —Y a3 EXMPP 7 =T L—2 g DL LOESICLEATS 2
ENRTEET,
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JxTL—YavEENEFA—ILTRLR

BHORA VBT TFL—vavyR—r0oBFA—LT7 LR ]

BHEORFAA VB ITL—2a3 Y U R—FDEFA—ILT7 KLR

TxT b—va UEREAOETF A=A T FLAL, BEOFAA 2R —FLET, koK
3. 72T b=y F F I 74 v 7 IR SN DBEEDET A —/L FAAL O ZRL TV E
—g‘o

K29: EHDKRKAA DI T L— 3 Y R—FHEFA—ILTRKLR

cisco-alpha.com

cisco.com Federated traffic
/ webex.com Internal IM address is replaced
//,.—7 by email address for federation
R jabber.org
Internal.com
L‘:—_\_—_—; cucm.net

cius.net

3TTE

o — % /L IM and Presence h— B A B AREE T, HEOE T A —/L RAAL U E2EFHT LEEF.
O — VBT A= RAAL T L IZHE/RDNSSRV L a— REABTAHMERH Y 97,
XMPP 7 =5 L—3 3 U OHA. cup-xmpp-s2s X = U 7 4 FZEAEII TR TOR—A LV IMB LD
B A= RAALA N T V27 MEARBLALE L TEENTWOIHLERH Y 77,

BFA—ILDERAL VEREOHRE

TxTb—ra UEEHOESF A AT RUAIZEHTLE A —/ FAAL COFENIZ K 5B
BIXOWREIZ, 72 3> T3, IMand Presence ¥ —E A TiL, TNENDOZ—FDET A —/L
T RUVAZEIZ—ED AL UPREBIRICEEAAEIL, ZOEWMN 7 =7 b—3 3 VT OE
FA=NT FLRIHEHEND T2 T,

IM and Presence ' — B AHICEZHE SN TRV —FNRHEET DL KAAL U RHY, TNHD
2—YEHET DHTETHIUL, Cisco Unified CM IM and Presence Administration = — o >~
H—T 2 ZAEMBHLTENSD KA A % IM and Presence V— Y A IZFECTEMTE £4, W
ELX—FREDHTOHNTWRWDW AL NE, 2a—H A I =T =2 AT —ANVEF A= F
A LCHEBMIIERRENEEA,

TxTL—2aryDEBFA—INT FLRAHHEIND2—H FAA i, [Cisco Unified CM IM
and Presence Administration] = —% A > ¥ —7 = A AP [E T A —/V FAA > (Email Domain) ]
VAU RUICY AT AEB R A L LTERENET, Thbid, 2= A7 =—2ATH
ETXEHA,
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JIFL—LavBENEFA-—LTELR |
B Ao 0EEEICRET 21ER

N A A DEEEICIRET H1FH

7I?v~yaym®ﬁ%x~w7hvx%ﬁm T BAEAIE. MR AL DY AT NEEE
WX LT FDO XY RBEEFHEZFIOENTOILERH Y 7,

72T L —yalHAOBF AN T RLAZFEHALTWAZ L, BLXOSNT RA AL HND
a—WE, 72T b—T v NEELE KLY X MOBNT 288, BT A—L T RL A%
ETHVENDDZ &,

CHERAAL L EDT 2T L — a3 ET T T TRBY, o757 Lb—va HADE
A= NVEFNCTDHENS L5E. B RA AL NO—F %, #ELY 2 Mobh DR
D7 =F L—T v REKEEZWVSTZABIBRLZE%, 2607 =257 L—T v FE#gE 2 Hn
BML7EY AT, BFA—NT RLAERETHALERHD Z L,

IM and Presence H— E X 1 —H[ZIB {9 B 1ER

TxT L —a VOB FA—ILT RLAZHMICT H5EE1E. T3T?D IM and Presence $— £
A 2—PIZU T OFREZ BT ALELRH D £,

* 7 =7 L—7 v RS TlE, user id@domain 7 KL ATiH72<, B A—ILT KL ANME
HaEnhd izt &,

*7x7 L—7 v NI, FrLnar ¥y NaEEgLY 2 MGBNT 5B, user id@domain
DOV IZ IM and Presence ' — B A 2—H DEF A —/L T KL AZEHTHIVNERH S =
&O

*C (T L=y ar Uty T Y OHEREHEY A b ET) user id@domain #f5E L CEM I
BEfEOD IMand Presence —E &2 21 Z 7 MZOWTIL, Wo 2 BB L7-%%. IMand Presence
P—ER 2—YFDEFA—NT FLRAEZHEELTEMNMLETLERHY $9,

*IMand Presence ' —E AN T =T L— gy a7 b -7z user id@domain 7
RLZSETDOA vy =230 Thb Fry7SnEd (272 L, £DT FLRD Active
Directory [Z5%E SNV TWHEFA—/L T FLA, BILOIM and Presence ' — B A D=2 —
TTVCERESNTWAET FLRALRLTHIHEAITHREET)

*IMand Presence — B A 21—V DKL Y A M7 =T L—7 v REKELEN T TIEME U
TWABEAIL, ZdDIMandPresence 21— N7 T4 7 2 MIFEY A A LIERETED
e ]/““T/ REAGHEICHH LB A =N T RV ARAEZR Yy T T v T TERRTDHILENTE
é\—-éjo

A

Gx) TxTb—va HOETFA—NT RLAEZFYZT SH L, IM and Presence ¥— B A 2—H
IZ. IMandPresence %— & A ~DEEHGIHZ I TA T M ETTF =4 2EHW L2V, Hli&IMand
Presence V' —E R J — RETFT—HDORVEY 2 L7-0TH5ME R 20 F9,
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| IzFL—2 a3 BEDEFA—IL 7 RLR
BFA—LD A veBoEEDresREE |}

BFA—ILD KA OEHOEEEE L FIREIR
cu—H T T AXIIEEMITONTWAEHENEIT S KA AL L OHEZBINEZITHIRT
xFE7,
VAT ANEHT D RAAL VIRETEEE A,

s> T A ZICEEMT O TWD, VAT LANEETHINEITIEHRENEHT L AL
VIIRETEEE A,

QDI TABTRAAL VERETDHZEIITEETN, V7 V732 ZDOALTHEASNATY
BEEICEY £, 2, a— O T TRAIDV AT EANERTAE AL & L TERS
NETN, V7 FI7RAZTHHATCTH D LGS ET,

*TLS #/r T2 XMPP 7 =57 L—a Tk, IMT7 KL R RA A U&BIMEZIZHIRT 5
AT, TLS FEAE cup-xmpp-s2s = FHAERT 2 M E R H D F9°,

JxTL—Y a3 DEEREIUVEFA—INDEREAASAUE
HBHEFA—ILT7FLX

JzTL—Yar RABEFA-ILOERE
A

GE) 7 I AZMEANTIE, TRXTDOIIFAZM /) —FETT7 =27 b—va VHOBEFA—NLT R
VAN DRERHY £,

FIE

AFw 1 [Cisco Unified CM IM and Presence Administration] =—% A > % —7 = A Alzu /A L%7, [/
LB A (Presence) ]>[FXE (Settings) | Z=IN L E 7,

ATY T2 [FAAL V72T L —2arTHEFA—NT FLAOMHHA%ZALE (Enable use of Email Address
for Inter-domain Federation) | = v 7R v 7 A& A4 N2 L E T,

ATy T3 HEEX SV —VICHEZ®EL, [OK] 227V v 27 LET,
ATy T4 [RAF (Save) 1227V v 7 LET,

AT TS TxFL—ya HAOBFA—NEAIZ LTS, CiscoXCPRouter 2 FRELH) L £ 9, [Cisco Unified
IM and Presence Serviceability] = —% A X —7 = A AlZu /A LET, [V—/ (Tools) 1>[=
Yho—L v HDOFy hT—2 H—E X (Control Center - Network Services) ] Zi#ER L £,
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TIFL—YavBEOEFA—LTRLR |

B &7 FAAUERTTS

TBFA—IL
TBFA—IL
2Ty 1

EENEY D

T 2T L—arDV—T 4 T RTA—=HDHRE, (53 X—=)

FAAVERTT D

VAT LAEB R AL UBIOEHEETICI > TEBINDS 2 —H/L KA A X, [Cisco Unified CM
IM and Presence Administration] =—4% A > X —7 = A AD [BA A —/V KA A L ORPR/—EER

(Find and List Email Domains) |7V 1 ¥ R VIR RINET, o, 2OV 4> RUTIE, HEH
EWEHTARAL RO =BV T TRAHE BT VTR FITFOMFCREINENE D
NHRLET,

FIE

[Cisco Unified CM IM and Presence Administration] =—% A > % —7 = A AlZua /A LET, [V
LB R (Presence) |>[RAA 7 =5 L—3 3 (Inter-Domain Federation) ]>[&E 1 A —/L
7 x5 L—33r KAA Y (Email Federated Domains) | Z3&IR L F 9T, [BEFA—/ RAAL D

3R/ —% %7~ (Find and List Email Domains) ] 7 1 > RUNRFRINET,

FAADZEBMELITEHFIT D

[Cisco Unified CM IM and Presence Administration] Dt —4% A X —7 = f AZfFEHL Ca—h/
JIZAZIICFHTIMT RLA RAL UV EEBNTHZET, a—A)V I 7AZZHDHIMT KL
A RAAL L ERHFTEETS,

BR25LTFDORAAL L ANNTE, BERAAL NI TAZBETETHILERHY £5,
FEHTE X, RXFERITNLTE (a~z, A~Z) 7 (0~9) . "7 () £
TRy b () TF, Ky MI, RAALY TV REIDXFE L THIELET, FAAL Y T~L
DIRFALTHNA T AT HZ LT TEERFA, KEOTL (T2& 21X, com) OFEIAT %
AT HZ LI TEEEA, 728 2IE, Abclom [T KA A L TY,

AT APNEET D RAL b BHEPEET L0 —I RALUB[RAL L ORFE L —E
727~ (Find and List Domains) |7 1 > RVICRRINET, o, 2OV 4> RUTIE, HEH
FWEHRT D RAAL BN a =N s FAE BT 7 I8, £IEZOM G TREINIZNE D
MHRLET,

VAT LEBR AL IERAP O, ETEETA, EOIMT RLUA RAL U TIEV AT
AT TIZZ—FREELARVES (2L 213, 2—FOHIRIZED) | VAT AEBL N AL v
X, BHEIWICEBEEH R AL A0 £9, FHEOEHR N AL VIREEITAIBRTE £,

FIE

[Cisco Unified CM IM and Presence Administration] =—% A > #Z —7 = A AlZu /A LET, [
LB A (Presence) >[N A A Uff]7 =5 L —3 3 (Inter-Domain Federation) ]>[&E 1 A —/L
7 =T b—3 3 KAA > (Email Federated Domains) ] Z &R L F 9,

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzTL—YavAMAF



| 7zFL—2av8E0BEFA—LT7FLR

ATvT2

ATv73

EBFA—IL

FE ST REZT | S-S |

[ETFA—/V FAAL O/ —%FK < (Find and List Email Domains) ] 7 ¢ > KU &, FHE
BLOVAT AL o TEHINIZTRTOET A=V RAL URFRENET,

ROWTNDOEIEZFEITLET,

*[HHLEM (AddNew) 1227V v 73252 LT, HILLWRALS EZEBIMLET, [BETFA—L
R A A > (Email Domain) ]V 4 & RUNREKRENET,

CRAALDYARAINGHRET D FAAL U ZRIRLET, [FETA—/L RAA Y (EmailDomain) ]
U4y RUBRERRINET,

HLWRAAL A% [RAA 4 (DomainName) |7« —/V RIZATI L, [#RTF (Save) 1227 VU v
7 LET,

WR25 XLFO—BDO RAAL A% AT LET, HEHTE ML, KXFELITNLF (a~z,
A~Z) 7 (0~9) . ~"7> (1), IRy b () TH, FALY FULEANAL TV
THORNTLEEN, £, &EBEOT~L (& 21, com) FTEFTTHDH Z LT TEEE
A/O

Evbh BEAYE—IURFERENET, TLSXMPP 7 =F L— g U2 L TWAEAIT
B LW TLS GEHEZ AT 5 FIHICER L ERH D 5,

FAA ZHIRT S

Cisco Unified CM IM and Presence Administration D= —4% f > X —7 =4 A &fEHL T, v—7h
VI TGAENIIHLERENERTIHEFA—N T RLA RAL VUEHIBRTEET,

VAT LAEBRAAL I TORD, HIERTEERA, FOE AN RAL U TIETAT A
T TIC2—RFEELRWEES (& 201, 22—V DHIRICEY) | VAT LAEHRAA T
HEWICEFLEE L R A A A0 £9, FHEOEFL R A A AIREEITHIBRTE £9°,

G¥)

ATy I

0—H) 7 TAZELET JTAZOEFICRE SN EREOFER R AL VE2HIBRT S &
RAAL ANTEHEOEH R AL DY A B %ﬁéhiﬁokﬁb\%mﬁx4yﬁ577
TAE TOHRFEF,E~Y—7 SINET, BRIZZV MY ZHIBRT 2121F, RESNZTT
DY TAEANS RAAL CEHIRTDLERH Y £9,

FIE

[Cisco Unified CM IM and Presence Administration] +—% A > ¥ —7 = A4 AZun A4 > LET, [
¥ A (Presence) |>[RKAA M7 =5 L—3 3 (Inter-Domain Federation) |>[&E 1 A —/L
Z7xT b—3 3 KAA > (Email Federated Domains) ] &2 L £ 7,

[BT A=/ RAA L OMFR/—%FK (Find and List Email Domains) ] 7V « > KU &, FEHE
BIOVAT AL TEHINTHDETRTOESFA—/LT RLA RAL URFRINET,

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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TIFL—YavBEOEFA—LTRLR |
B &7 FAAUEHRT S

RAT9T2  ROFEO1OZHEH L THIBRT 2EHE OB R A A V&I L, RICHEINEH OFIBR (Delete
Selected) | %27 U 27 LET,

CHIRT A RAAL L OHDF = 7Ry 7 A F 2 LET,

CEHEDEHRNAAL DY RAFD RAAL T NTEIRT B2, [TXTEER (Select
All) 1227V v7 LET,

vk FRTOERZEZZVTTHIE, [TXCEZ7VUT (ClearAll) 1|27 U2 LE
j‘o
AT9TF3 [OK| %7V v LCHIBRZMEET 22, [BUH (Cancel) 1227V v 7 LET,

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
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o

JxTL—a3VICET A5 —EXTEY
T4 DEETE

* T FL— g TORXTOMH, 195 X—

* Cisco XCP Router # FEE325 J5HE, 196 ~X—
JITlL—YarcoaxrInER

SP7xFL—>3>004d 274 )LD

woalZ 77 ANMESIP 727 L— g VZHEATE FT,
* sip-cm-3 0000000X.log (/var/log/active/epas/trace/xcp/logild ¥ £7)

* esp0000000X.1log (/var/log/active/epas/trace/esp/sdiiZH Y £7)

T, b0 ulE RIMT O Xy 7 F Y952 L TEFET,

XMPP 7 xFL—>3>0A%9 274 ILDSAR

woay 77 AVNXMPP 7 = F L—a VICEHAEINET,

* xmpp-cm-4_0000000X.1log (/var/log/active/epas/trace/xcp/logild ¥ £7)

/-, IhHboulE RIMT ) oX Y FF ¥ T52 L TEET,

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7

L—yarvHAF
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JIFL—YavIcBTAY—ERTEUF 4 DEE |

B =-FL—arvooxosetiicsa

JrxFL—>aronX oy 4oz 3

ATv T

ATy T2

ATvT3

ATv74

ATy TH

FIE

[Cisco Unified IM and Presence Serviceability] = —H% £ v X —7 = Alcu 74+ LEF, [FL—

A (Trace) ]>[#%E (Configuration) ] Z &I L £,

[r—2" (Server) ] Fry 7 # w7 U X RH6, [IMandPresence’—E A (IM and Presence Service) |

Y= E@RL, (B (Go) 1227V v 7 LET,

[Service Group (F—ER Z—7) 1 U A K ARy 7 A0 5, IM and Presence $— B 2 & 3L |

[(B#E) (Go) 127Uy 7 LET,

RONWTININDOFINEELETL LT,

a) SIP 7 =7 L—yaryofs, [P—EA (Service) | Ku v XX U A )b [Cisco XCP
SIP Federation Connection Manager] #—E 2 Z 3R L, [B#) (Go) |27V v 7 LET,

b) XMPP 7 =5 L—3 g VOBE, [—E A (Service) ] Ry 7 &7 U & kb [Cisco XCP
XMPP Federation Connection Manager] & —E 2 23R L, [BE) (Go) |27V v 7 LET,

[FL—2%&H2l (TraceOn) %27 VU v LET,

[N —RA 7 4V ZDFE (Trace Filter Settings) 1 D [7/3v 7 kL —A L~ (Debug Trace
Level) |Z&IRLET, NL—RADT Ny T L Lhk A X—TNWITHEE, [T/ v 7 hL—2A
L~ (Debug Trace Level) ]2 [7 73> 7 (Debug) ] Z 3R L £,

Cisco XCP Router Z B89 5 A%

Cisco XCP Router

SIPE/ZIEXMPP 7 =25 L—3 3 VIREDHWNE LA H L7284 . IM and Presence ¥-— £ A C Cisco
XCPIL—& %Y AZ— T AHULENRHY E£T, CiscoXCP/L—~F % HiEd#hd % & . IMandPresence
P —E R FHEBICTRTCOT 7T 4 7 XCP b — Y R Hildd L £,

Cisco XCP /b —Z %, 1FIE L THAT 20 TIEAR<, BE#HTLIMLENH Y £3, CiscoXCP/L—
X EFRREIT 50 Tlid/e<E1k L4, IMand Presence 3 — B A2 L W LD F =T D XCP ¥—
EAMEIESNET, TDO% XCPL—F DOEJRZA 1L TH, IMand Presence h—E A2 LD
find XCP —E A ZHEICEEB SN EH A, FEITHO XCP Y —E AL EENT 5013 H Y
*7,
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| 7zFL—vavcBya9—ERTEY T ORE
Cisco XCP /L— & D EFTE) .

Cisco XCP /L— 32 D EHi{LH
FIg

ATw 71 [Cisco Unified IM and Presence Serviceability] =—4 4 v Z—7 =4 Rizu /A v LET, [V—
(Tools) |>[2v hu—L U ZDFy T —2 $—E A (Control Center - Network Services) ]
IEIRL £ T,

ATy T2 [P—sN (Server) | Ky 7 Xy URAIDLY— "EZEINLET,
ATy 73 [BE) (Go) 127V vr LET,

AT 74 [IMandPresence —t A (IM and Presence Services) ] = U 7 T, Cisco XCP XMPP /L —# H—1t
ADRIZHDRE %7V v 7 LET,

ATv 75 [HiEgE) (Restart) 127V v 27 LET,
AT9T6 UAZ— NIRFERDDD Z L BRT A v E—URE RIS, [OK] 227U v 7 LET,

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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JIFL—YavIcBET A —ERTEY T4 DEE |
B cCiscoxcP L—20BERH
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18.

:7:I'§£L/ i>'3 a/%ﬁ‘beYﬁimu

*SIP 7 =T L—ya UREAEIET D, 199 R_—

* XMPP 7 =5 L —¥ a VDR ELZMFET 5, 200 2—

= TP Ny =
SP7xT7L—23 UBRTFEHRET 5
ZOFJETIL, IMand Presence ' — 2 = % —7 5 4 Xi& A & Microsoft OCS = ¥ —7 5 A
RBADOEOT7 27 b—7 v K x vy T —7 OFELERIET 2 HFIEOWTHALET, LEIZ
Jia U TSRO S At T 256, ZOFEEZTA RELTHEAL T 7ZEN,
)

GE) #HE D — 47/ IM and Presence — B A2 KA A DA, Ko —h) RAAL L D2—HITD
WT, ZOFIAEZMY KL ET,

FIE

RTwF1  Ciscolabber 7 7 A 7 NI — K X—=FT A DXMPP 7 7 A4 7> hMcu 7 A v LET,
ATY T2 2007 =5 1—3 3 UHERO Microsoft Office Communicator 7 7 A 7> MZwa 74> LE1,
ATv 73 1 -25H® Microsoft Office Communicator 7 7 A 7 > MZOWTRD FIEEZFEITLET,
a) JE#%SE & L C IM and Presence ¥—E A —H &2 BN L £7,
b) Microsoft Office Communicator L—H D F LY L A YT 27 U FLa D% AN, Ty,
FIRITERAEERT DRy 7T v 7 A w— IM and Presence H— B A [ZFKR I ET,
¢) IM and Presence H— E"A = —# & Microsoft Office Communicator == —%23HE.D T XA F &1
TA BRI TEDLZ MR LET,
ATv 74 IMandPresence —E A 7T A7 F T, ROFIEEZEITLET,
a) &L L L C 2 2 H ® Microsoft Office Communicator == —% & 181 L £,
b) Microsoft Office Communicator = —H DT XA TV F 4 2R R TEDHZ MR LET,

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7

L—yarv A4 F
I



ATvTh

ATvT6

ATy FT17

ATvT8

ATvT9

ATv 710

ATy N

ATy 12

ATv 713

JrFL—YavanmR |

XMPP 77 L—> 3 v DBREERIIT S

¢) Microsoft Office Communicator = —# D —+ 7 5 4 7 > MZiX, Cisco Jabber = — H3HHE
ELTEMESNTEZ E2BHTLHRY T T v Ay —URERINET,

IM and Presence h— Y A —W D7 F A 7 b & Microsoft Office Communicator 7 71 7 > k@

W5 T, HEFEAT =2 ARGV B2 ET, K7 747 2 bOHEKTIZONT, (EfFAT —H AN

BodZ LxHERLET,

IM and Presence —E A —H D7 Z 14 7> F) 5, Microsoft Office Communicator = — % 1Z5xf L

TIM ZBs L ET,

Microsoft Office Communicator (Z, IM and Presence ' —E 2 Z—FNE5D A v E2—URH D L)

IMU 4V RURKRRINDZ L AR LET,

IM and Presence 4 —E A 2—H D7 F 4T FDIM ¥ 4 > K7 & Microsoft Office Communicator

JIAT Y RDIMUY 4 RUDH G EALET,

Microsoft Office Communicator == — %75 IM and Presence — B A =—H(Zxf L CTIM ZBAtA L =

7T

IM and Presence $—tE A 2—H D7 74 7 > ~IZ, Microsoft Office Communicator == —4 7> & D

AvE—URNHHENIIMY 4> RUBRERIND Z LR LET,

Cisco Jabber 7 7 A4 7> T, IROFNEEZFEITLET,

a) Microsoft Office Communicator —H DWWz 7 e v 7 LET,

GE) XEP-0016 - Privacy Lists # V7" — h LAWY — RKX—F 4 7 T4 T "BH Y, H—
RNR—=F 4 DXMPP Y 74T v b7y 7 LTHWAYEE, IMOANRT Y7 Sh
FT, 2—FET ATV T 4 DAT—ZRAEZRHTEET, —MlOMET
RATGEVT 4 %71y 73521, IMand Presence D [ —H 472 3 > (Users
Options) ] > % —7 = A A F721% Cisco Jabber ® [/'F A /S — (Privacy) | EEM
BT TAN—RELELLET,

b) = ® Microsoft Office Communicator == — %3, IM and Presence % —tE A 2 —H D7 XA Z Y
TANT T TA L EFREIND LI oT=Z LR LE T, 2 -2H D Microsoft Office
Communicator == —# %, IM and Presence ' — 2 2 —HVDIEFEAT — X A 2R TE £7,

¢) IMandPresence —E A 2—H D7 F 47 FTiL, 7B v 7 L7z Microsoft Office Communicator
ZI—PNF T A EFREIN, 71y 7 L7z Microsoft Office Communicator =— 9 {Z%f L T
IM ZBsTEET,

Microsoft Office Communicator 77 7 7 > b 7>5 IM and Presence ' —E A 2—% %7 u v 7 LE
7,

Microsoft Office Communicator L —3% D 7' L ¥ . A7 IM and Presence & — Y A 2—HF D7 T4 7
VINCHEHATERLS D EEMRLET,

XMPP 2 x T L—L a3 DNRTEZRIET S

ZOFNETIE, IMand Presence —tE R U U —R90 = ¥ —TFF 14 RBEA L, WebEx, IBM
Sametime, F 7215 IM and Presence ' —E R J U —ZR 90 X —F T 4 REAM DT =5
L—F v KXy NU—7 OREEHIAT D IHECHOWTHBALET, UTOFIETIE, IMand

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
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JxTL—Ya Ve nrER

A

XMPP 7z FL—yarvnBeEridTs I}

Presence +—E A U U —2 9.0 & WebEx JEBIDIGZAIZOWTCHIA L £9, thofEFED XMPP 7 =
TL—va IOWTHGET 256, ZOFIEEZTA FELTHEALTIZE N,

GE)

ATy I

ATvT2
ATFvT3

RTvT4

ATy TH

ATvT6
ATy T1
ATvT8
ATvT9

ATv 710

ATy TN

#H¥ Do —H /)L IMand Presence ' —E 2 KA AL U DPE, Fa—h RAAL L Da—P|TD
WT, ZOFNEEZBYIELFET,

FIE

IM and Presence — 12X U U —2 9.0 %— T3 % Cisco Jabber 7 74 7 M E /2T — K

INR=T A DXMPP 7 FAT v MZmr T F LET,

22007 =27 L—3 3 U5 WebEx Connect 7 74 7 MZmn 74 LET,

1 > H ?® WebEx Connect 7 7 1A 7> MIOWTKROFINEEZEITL £,

a) JHf%SE & L C IM and Presence V— B A = — ¥ A& B L £,

b) WebEx Connect L—H D7 LY LAY T A7) 7L a0zt A, 7ayr, 38R E
BRTHRY TT v A yE—7 IM and Presence —E A 22— DT T4 T MIFRE
nET, TRV T arEZFANET,

¢) IM and Presence — E"A = —4" & WebEx Connect L —W 0 FHA DT XA T U T 4 HFEK/RT
LT EEMRLET,

IM and Presence #—E A 2—H D7 F 47 F T, ROFIREFEITLET,

a) &L LT 2 -2H® WebEx Connect 1—H Z 1B L £,

b) WebEx Connect 7 7 A 7> MIR v 7T v I RFERENET, BT A7V Tvarwzzif Al
7,

€) WebEx Connect T—H DT XA TV T 4 2FRTEHI LEaMERLET,

IM and Presence ' — Y A —H D7 F A 7> k& WebEx Connect 7 7 A 7> M Dl 5T, 1EH A

T—H ARGV ERAET, K7 TAT U FOHERKEITOWT, fEHAT —FANEDD Z L&

BLET,

IM and Presence h— Y A —H D7 T A 7> h225, WebEx Connect DEAESEIZ%F LT IM % BH

WHBLET,

WebEx Connect 7 74 7 > hiZ, IMand Presence V" —E 2 22—V 5D IM B HDHEVHI IM T o

Y RUNRKRRINDZ EEERLET,

WGEDITFZAT N TIMY 4 RUEALET,

WebEx Connect ==— 7> IM and Presence ¥— B A —H|Zxf L CIM Bt L £,

IM and Presence " —E A —HF D7 7 A 72 I, WebEx Connect T—FMN5HD IM A H 5 &N

IIMUT A4 RUNRRINDZ L ZERLET,

IM and Presence ' — YA 2—H D7 T4 7> h T, IROFIEEFEITLET,

a) WA WebEx Connect +—H %271 v 7 LET,
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JrFL—vavikanwR |
B WP oFL— a3 nBEERIETS

GE) P—=RRX=FT A DXMPPV 7A 7 "a7ry 7 LTHH5E, IMOALRT 7YY
INFET, 2—HFEFT ATV T A DAT—HRAIZH}TEET, —MllOIM
ETRA TV T &7 vy 73521, IMand Presence @ [2—H% 47 3 >
(Users Options) ] > % —7 = A A F i CiscoJabber D [T A /3T — (Privacy) |
BENPL T TAN—BREEETLET,

b) Z ™ WebEx Connect =—H73, IM and Presence — 2 2 —H DT XA F YT 4 N4 T T
AL ERREND LTI oT2 2 L EMER L ET, 2 2H D WebEx Connect =—% (%, IM and
Presence —E A 2—HDIEFEAT — X A &R TE £ 7,

¢) IM and Presence h—t A2 22— D7 F 147 hTliX, 717 L7 WebEx Connect = — |
T4 ERRENE TN, Ty Z LTz WebEx Connect = —WIZIM #ik{E59 52 L1ET
ERZRAS/N= 3¢ g8

AT F12  WebEx Connect 7 7 A 7 > b 75 IM and Presence ' —E 2 2—H% 71 v 7 LET,

AT v T 13  WebEx Connect T —H D7 A Z U T 17 IMand Presence #—E A 2—H D7 T4 7 kT
HTERL 22 LR LET,

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
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SIP 57 L— a3 viaIcBBT s 3T
a—Tqa4 Y

* —f%M 72 Cisco Adaptive Security Appliance DRE & #HELE X 2 #1E, 203 R—
* —f%M 72 Cisco Adaptive Security Appliance DRE & HELE X 2 #1E, 207 R—

—fi% #4173 Cisco Adaptive Security Appliance D[ RE & 42
SNDOIRE

n]._tﬁﬂid) SEIZRAT S ElRE

IM and Presence — E X & Cisco Adaptive Security Appliance (D TOIIBAE LK

IM and Presence /— £ A & Cisco Adaptive Security Appliance [l DFEEDREIC=T —03H 0 £

R
Cisco Adaptive Security Appliance DIFZ| & 7 A L > — U IE L HIE SV TWRWAREMER H D F
—é—O

* Cisco Adaptive Security Appliance TRl & % A & V' — 2 HHELET,

* IM and Presence — £ 2 & Cisco Unified Communications Manager CTH§Z| & & A & V' — U MRIE
LLERESNTWVDZ L 2R LET,

OB DHHRRMEE R DREX AT, (35 =)

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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SIP7xFL—>av#aIcETa b3 ILa—F105 |
FSIBAEDEREICET 5

Cisco Adaptive Security Appliance & Microsoft Access Edge [EIDZFBAZE(CET 5 TS5 —

Cisco Adaptive Security Appliance ~®DFEBAED B FRIEFIZ, Cisco Adaptive Security Appliance & Microsoft
Access Edge ] DREEDR TN L £ Lz,

Cisco Adaptive Security Appliance T SCEP D% &k Z i/ L TW A5, SCEPT KA DA A h—
NVERRENIEL ATONTWRWATREMERH Y £9°, SCEPT RA Y%A A ML L THELE
‘déo
EENEYD

CA RTAREA LU, (64—)

SSL/\Y R AU TOREICHT SIS —
SSL Y Ry =A 7 CREHED T I —NFEIRSNET,
FEAAEIZFQDN 235 W £ A, IMandPresence —E A CLI T K A A > % 3% E L. IMandPresence
P —E AT FQDN 23 5l EZ AR T 2 MLERNHV £, FEHELFHAERT 555, IMand
Presence ' —E ATSIP 7 ¥ 2 HEIMNTIHIVLENHY £7,
MErEY Y
CLI 7*% IM and Presence —E A KA A U EFRELET,

SERAEER E R % VeriSign [IEET HEZFICTI ST —DRET S

RIERE DB SR VeriSign 2 L CWET, FEBIFEE A Zk % VeriSign D Web A ML D {117
HE, TT— (GEFIL406 72139442 =T —) BEREINET,

FEEEL BR O ITHERA Y £E A, BFHOIEHEELERK (CSR) 7 7 A /L% VeriSign
WZEET 2856, AEEBATROBALITITROERE GO DLLENH Y 7,

*[E (Country) (2 XFODE=—KRKDH)
* HBTENFIL (State) (WS L)

* HIXHETAT (Locality) (BH&72 L)

* fHf#%4 (Organization Name)

* #Hf#% (Organizational Unit)

* —fi%4%4 (Common Name) (FQDN)

AT P VIIROFERICT D2 LERH Y £,

(config-ca-trustpoint)# subject-name

cn=fgdn,U=organisational unit name,C=country,St=state,L=locality,O=organisation

BErEY Y
VeriSign HOH LW F 7 A MARA > AR, (226 ~—)

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
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| SPozFL—vav#aIcB@Ta ST -T2
ns7oxy s52 vy JERBENTIS— ||

IM and Presence H—E XD KA A VFE-IFHRA NG ELEET LD SSL TS5 —

CLI’»5 IMandPresence ' —E A KA A &K ET 5 L IMandPresence $— E A & Cisco Adaptive
Security Appliance ] C SSL REFAED = 7 —NHA L £7,

CLI 7>5 IM and Presence —E A KA A U4 %K ¥ 3 554, IM and Presence h— B AD H L&
44 RIEB 3 sipproxy.pem 2N FRAERL S IVE T, £ D728, sipproxy.pem il % Cisco Adaptive Security
Appliance [ZFFA ' AR— b T 2M0ENH Y £3, BIRAYIZIX, Cisco Adaptive Security Appliance @
BITED sipproxy.pem sEFAEAZHIBR L, (FFARR S47z) sipproxy.pem iEFEZ A AR — h L&
D

BErEY Y

IM and Presence — B2 & Cisco Adaptive Security Appliance D[] TOEF = U 7 1 GEEAH,
(59 =)

TS 7O0%L USRIy THERKEDIS—
TLS 7Rr*xy 7 I A Xy TEHETDHLEIL, ROTT—DRRSNET,
ciscoasa (config) # class-map ent imp to external

ciscoasa(config-cmap) # match access-list ent imp to external

ERROR: Specified ACL (ent imp to external) either does not exist or its type is not supported

by the match command.

ciscoasa (config-cmap) # exit

ciscoasa (config) # class-map ent external to imp

ciscoasa (config-cmap) # match access-list ent external to imp

ERROR: Specified ACL (ent_external to imp) either does not exist or its type is not supported

by the match command.

ciscoasa (config-cmap) #
HBRAA DT 78A VA SBFIELER A, BIROHF]|TIE, ent foreign to cup & VN5 7 7 &
AR 1\75§T?7£ LEH A, access list A~ RZHEHL T, AEERAAL L DIET 7R U R
MEERL L CTL 72 &0,
BMELEYY

TIEAYRXNOFEREOELE, (92 X—)

TLS 7uxv D7 /Ny 7 awr K, (238 X—)

H TR 1) T2 3 2h Access Edge [ZEIZE L 7% LY
Microsoft Office Communicator 7> 5 D7 A7 U 7 3 )3 Access Edge (222 L £8¥ A, OCS H

5, BT L LT AccessEdge (ZRHT 5%y hU—JHBEZ T —N L AR — b ZE T, AccessEdge
F—EANEE) L EH A,
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. 7w 7 L— K ® Cisco Adaptive Security Appliance O [fz8

Access Edge TlZ. [#F7] (Allow) 1 ¥ 7 & [IM 7' 34 % (IM Provider) ] % 7 ®iii}5 ¢ IM and
Presence —E A KA A U EZFRETEE 7, IMandPresence —E A KA A 3, [IM 7 /3o
4 (IMProvider) 1% 7 COHRRE L FT, AccessEdge ® [fFF] (Allow) |4 77> IM and Presence
P—E R RAAL U ZHIBRLET, [IMProvider (IM 7' 12/3A %) |4 7|Z IM and Presence ¥—t
A RAL D NI RDDHZ L EMHRLET,

G¥)

IM and Presence %"— B A 13D KA A 2P R — 1 LEJ, 4% IMandPresence K A A > &4
THER L., [FFA (Allow) ] ¥ ZIZHIBRT A2 HLENRH D872 MU NRH D0 E D I E R
=

7 v 745 L— K ® Cisco Adaptive Security Appliance M 5178

ATvT1

ATvT2
ATvT3
ATvT4
ATvT5
ATvT6

ATy T17

ATvT8

V7 N =T DT v 77 L— KRIZ Cisco Adaptive Security Appliance 37— h L £H A,

LWV T vy =T A A=, TFTP % —/335 X O Cisco Adaptive Security Appliance ©® ROM
Monitor (ROMMON) % f#i ] L C Cisco Adaptive Security Appliance |Z% 7> 02— R T& £,
ROMMON (&, TFTPCRE S 22 Wi —7 4 U7 4 TA A=Y Or— FERIGFEIT 5 IO ]
TX5avry R4y A v F—T =2 ATT,

FIE

a V=)= b B O TFTP — O R — MZ =V —/L r—7 )L (Cisco Adaptive Security
Appliance |2 BT 2 F QD —7 V) 8 LT,

HyperTerminal £ 72 1X[FFEOH D& B & 77,
KRINDTRTOT 7 4V MEZZ T ANET,
Cisco Adaptive Security Appliance %V 7 — h L £,
7 — MRFIZ Esc &4 L C ROMMON (27 7 A L £ 7,
WDO—HD 2~ K% AJJ LT Cisco Adaptive Security Appliance % A r— 7 /L{Z L, TFTP #—
MbA A=V Ly u—RFLET,
ip asa inside interface server tftp server interface ethernet 0/1 file name of new image
GE) BETDHA—V %y N ¥ —7xA A, Cisco Adaptive Security Appliance ? Inside
AB=T A AL —HTLILERHY £,
TFTP =DV 7 b U =7 A A=V EMRSNLGHT (TFTP V7 b7 =72k > THRARY %
T IRIFLETS
Fyrm— REfliad 5123, Roa~vr Fe A LET,
tftp dnld
GE) TFTP =D HOY 73y MIBT 256, F— MU =A ZERTLOLERH Y *
R

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzTL—YavAMAF
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£ £ {4 & Microsoft CA 4 —/\- 5 A 7 > M EREFEEEAE % Microsoft 0CS 2008 TA > X b—JLTER L [ |

Z £ {7+ = Microsoft CA H-—/\-7 S5 A4 7 > FFREEEEBAE % Microsoft 0CS
2008 CA R F—ILTEZLN

Microsoft CA |2 & » CTEL SNV — -7 T4 7 > MEIEREH E L, Windows 2008 % 51T L T\
% Microsoft Office Communications Server (OCS) O —H /L a2 Ea—H A RTIZA VA =)L
TEEHA, BEOZ—HF A N7 hbua—hrdarta—4 A NT~NGEHELZae—L L) &
TLHE, WEF—DRNEVNI T — Ay -V TRELET,

ROFNEZE FATTEET,

1 g—gra—FLlLToCSicuns A LET,
2 GEMEEERLET,

3 CAY— LA EEAGE L ET,

4 oCSicu s Aoz, FFHEEZ 77 A M7 AR — KL, BXF—0= 7 AR — IR T
DI EHEMERLET,

5 OCS (m—Harv¥a—4) hbualZ4 7 LET,
6 OCSIZHEo A LETH, ZOHEAEILZOCS FAL Ly a—F L LTl 1 LET,

T GEAETZ s A NVEA R — NTAOIGEREY 4 P — F2#ERA L ET, fEEE, v—r =
VB a—H ARTIZA VAR ENET, ZTORELT, [OCSFEAE (OCS Certificate) ] %
T CHEHEEZEBIRTEX L L9122 0 77,

— &Y% Cisco Adaptive Security Appliance D178 & HE 42
SN BHIRE

TFRASE) T4 E&XRBMTEEL
RS%8 Cisco Jabber & Microsoft Office Communicator [l T7 XA T VU T {EFREZHBTEX EH A,

fiZikix OCS/Access Edge. IM and Presence ¥— E A, 35 X UF Cisco Jabber {Z DWW CHtEi STV %
NIV a—T 4 VT FIEEFATLET,

OCS/Access Edge :

1 Access Edge D7 U v o7 A B —T7 2 A4 AT, GEPIENE L RE SV TORWATREMER &
Y £7, Microsoft CA I L TV 2 54&. 1.3.6.1.55.7.3.1,1.3.6.1.5.5.7.3.2 £\ H OID fHZ
MALTWL Z LR LET, GEFFED [ (General) ] # 7ITIFIEL K RWERFE RS M
7 (ELWEEEFRRSNETA) . £72. IMandPresence —E X & Access Edge fij?® TLS
N RV A 70) Ethereal N L— A THEL L RUVMEZHERTE ET,
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. IM DEZEICEY 5

AEAE O RS [ Oftt (Other) ] T OID fE7% 1.3.6.1.5.5.7.3.1,1.3.6.1.5.5.7.3.2 ® Access Edge
NIV v £ 08 —T = A ADFEHEEZ FAEMR L ET,
2 Ty by FH—sU8 0CS THEITSNTWARWATREMEDR H Y £,
Office Communications Server Front-End| P —EANETINTWALZ 2R LET, 20D
P —ERAEMRT DX, [AF— b (Start) |>[7'®7 7 7 A (Programs) |> [ —/L
(Administrative Tools) ]>[2 > B = —4% Q& E (Computer Management) | & 3R L £, [V—
ERA LT 7Y r—3 3 (Services and Applications) | C[h—E & (Services) | &R L |
[Office Communications Server Front-End] % — B XA &R L 9, FTINTWBEEHEE, Z0H—
EADAT—4& AL [BAth (Started) ] T9,

IM and Presence % —E A :
1 1M and Presence — b A TEFAENE LS RES N TWARWATREERNH D £9°,
IM and Presence #—E A D IE L\ sipproxy-trust slEBH % A5k L £ 7,

2 2827 497 —bEfHLTODEAE, Access Edge D/XT U w7 A4 X —T = A A%fRT
AET AT N—bFERELET, AZT 427 V— NI I RAL V] IZRESNIZL— |
A TaEL, MIRLEmAE Y — U PRESINTWAELERHY I, -Ex2E. 7=7
L—ay RAAL UM Tabecom) THDHEGEIL, 58587 KL AD/IH — 2% com .abe.* [ TF%
ETHMENDY T, AXT 4 v 7 — hE&ET 5L, Cisco Unified CM IM and Presence
Administration ZfEfH L C, [V B A (Presence) ]>[/V—7 « > 7 (Routing) |>[AXT 1 v
77—k (Static Routes) ] Z3&IR L £,

3 DNSSRV OF = v 7 BNETSI, WANEELZTO2—FDORAL VERRTEL L%
MR LET,

Cisco Jabber 7 A4 7 > b :

Cisco Jabber X7 747> b 2 B a—Z ) HARIEZ DNS REZIEGT 5 eEndH o £9, L
TEFEITTIHLENDHY 7,

1 79547 F a3 Ea—XDDNS REZMRLET,

2 DNSHEZXLHET HHAIL, Cisco Jabber ZFiELEI L £7,

BErEY Y
A Access Edge A > % —7 = A ADFEHEDOHRE, (68 ~<—)
IM and Presence —E A TOH LW FEHEDO AL, (62 _—)
SIP 7 =5 L—3 3 »®DNS #&iE, (51 2—3)

IM DEZ(E(12BT & fEE

Microsoft Office Communicator == —% & Cisco Jabber 8.0 = —V T IM Z %% E4 5 & & (ZRIE
HES,

DNS i%E. Access Edge, Microsoft Office Communicator 27 7 4 7 > ;. IM and Presence #— £ & (Z
ONTRHENTWDE M T TNy a—T 4 T E2FITLET,

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
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moxzEcETsmE I}

DNS & :

DNSSRV L =t — RAMER ST, IEL RE SV TWRWATREMEDYH U £9°, DNSSRV
La— RRFTRTO RAL AR LTELSEESNTNDNE S 0% 8 LT, IMandPresence
& Access Edge Dj /57> 5 D type=srv 2%} L T nslookup 3T L £ 77,

Access Edge {8l :

1 Access Edge D=2~ > K 7’1227 T nslookup & AL ET,

2 settype=srv E AL ET,

3 IMandPresence KA A > D SRV L a— Rz AJJLET, 72L& 21X, _sipfederationtls._tcp.abe.com
EANLET (ZDabecom [ FAA 4 TH) , SRV L a— FRFET 546, IM and
Presence " — £ A F£ 721 Cisco Adaptive Security Appliance @ FQDN 23K S 31 E 7,

IM and Presence #—E X :

4 JE— T ®ATH T FEMFEHAL, ssh TIMandPresence — Y A /—Rlca /A4 L
ij_o

S RO Access Bdge & RO FIEZEITLET, 7272 L, T2 TIEOCS RAAL VA %HALE
ﬁ—o

Microsoft Office Communicator 7 54 7 > b :

Microsoft Office Communicator 2007 = —V%{%, Hy D7 LY 2% [HV iAZHF (Do Not Disturb) ]

(DND) ZFRE L TW D AEEMEN H D £9°, Microsoft Office Communicator 2007 7% DND (23 E &
NTWBIEE, O —F5E IM 2515 LEH A, Microsoft Office Communicator == —# D7 L
B RERIORREBICHRE L T,

IM and Presence H—E X :

I DNSSRV TIERL AZT 4 v 7 L= aHLTWDEE, A¥T 4 v 7 Lb— FRIELIK
ESILTWRWREEENH Y £9°, AccessEdge D/XT Y w7 A F—T A ABFETAHK
TAYIT N—FERELET, AT 4y 7 =ML ITRAL ] TRESNTNV—F XA
TEFEL, MR LT N — U BPRESN TV DILERH D ET, 22X, 7=T L —
ar RAA B Tabecom) ThDOHGEIL, 568587 FLAD/NZ — 1% [ecom.abe.*] IZF%E
THIMENRNHY ET, AXT ¢ v b— KX, CiscoUnified CM IM and Presence Administration
T[ZLEBY R (Presence) |>[/V—7 « 7 (Routing) |>[A¥ T 1 v 7 /L— | (StaticRoutes) ]
RBEIRL TRELET,

2 [7xFlL—YaryIMary bao—)LEYa—/LDAT—H A (Federation IM Control Module
Status) | 37 4 B— 7 M ENTWDHATEEMA ® W £3°, Cisco Unified CM IM and Presence
Administration T, [ A7 A (System) ]>[H—E R /X5 A —4% (Service Parameters) | % i3
RL, [SIP 7u % $—E R (SIPProxy service) | #RLET, 74 FUD FET, IM
TR Tz AT —HA NG A—HRBREINTNDLI EafEl LET,

3 7251 =72 R RAALUBENMENTHZR20), ELSEESN T ARWAREERH D F
3, Cisco Unified CM IM and Presence Administration T, [ L ¥ A (Presence) |>[ KA A
V7 =5 L— 3 (Inter-Domain Federation) | #3&IRL, ELW 72T L —FT v K KA A
UHRBMENTWAZ 2R LET,
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B O LERAB L 7ARISEUT L IMOZBERATERCHS

BMELEYY
SIP 7 =5 L—3 3 »® DNS #&%iE, (51 <4—)
SIP7 =7 L—7v K RAL U OEM, 49 ~X—)
AN D Microsoft OCS KA A DiEM, (136 =—)

LULEENMEDETARASEYTALEIMORBZEFIATEZLGLGS
Cisco Jabber & Microsoft Office Communicator il C7 XA U F ¢ L IMAFTEET0, DL
RFRIZSHE D &, MEILT A TV T 4 2B TER< 20 IM bR TE R0 9,
OCS/Access Edge :
1 AccessEdge C. WHi—T v ¥ LA~ » Ui T OFQDN M[E U TH A AREMENH Y £3°, £/,

FTCFQDN D 25D [A] La—ROx= hURDNSIZHY, — B PDIPT R
2R EN, B ) —FRRAEB vy D IP T R AT EN D ATREER H Y 3,

Access Edge T, W#i— >y YD FQDN #Z 8 L, HH L/ a—F = VU % DNSIZEML
F£9, JoX& Access Edge DNEBIP IZARIE STV DNS = R U ZHIBR L E£4, £72. Access
Edge DN~ v U OFEAEZHRE LIE L X7,

2 OCSDOT7u— NUVERELET7u Yy by ROT 187 T, Access Edge ® FQDN 7233 -> TAS)
SNTWDAREMED & D £9°, OCS T, W= > P O¥ L FQDN Z K7 2% K 9 12 H—
axELELET,

DNS EX7E :

DNS SRV L a— FAMERR S TW RN, ELLSREENTWARWAREERH Y £, HLER
[A] La— K& SRV La—RZEBIMLET,

EELEY D

SIP 7 =7 L—3 3 YOI — N a0 R—3 FoFEE, (145 2—)

ARAT—3ADEREL IMEEDELE

Cisco Jabber & Microsoft Office Communicator [} C. IM and Presence ¥ — E R IRBEDZE T DOEE 3
FENLET,

IM and Presence $—t" A /— KT, Default Cisco UPS SIP Proxy Peer Auth TLS Context (Z [Disable
Empty TLS Fragments (220D TLS 7 7 7' A > b OEME) 147 v 3 U ISEIR STV 720l Redk
VAN SR g A

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzTL—YavAMAF
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ATy T

ATy T2
ATvT3

ATvT4

FRASEYT 4 $TRHY T aveRkiTL-#%(< 403FORBIDDEN iExh 3 [

FIE

[Cisco Unified CM IM and Presence Administration] = — A > ¥ —7 = A Az /A4 LET, [~
A7 L (System) ]>[EF = VU7 4 (Security) ]>[TLS =7 % A hi%& (TLS Context
Configuration) | Z 3R L £,

Default Cisco UPS SIP Proxy Peer Auth TLS Context U7 %27 U v 7 LET,

TLS = 7 F A MEROFEL T, [ZEDTLS 77 7 A > FOEZNL (Disable Empty TLS Fragments) ]
Fry IRy 7 A F A LET,

[fRTF (Save) |27 U w7 LET,

TFRASEY) T4 Y TR 1) T 32 %i47 L1=1£IZ 403 FORBIDDEN

MR EN B

IM and Presence " — £ A C Microsoft Office Communicator = —HF DT XA FE VT A |[ZHY TR 5
A7 LEHETHE, OCS —,375 403 FORBIDDEN 2 & —UMREE S ET,

Access Edge —/NT, IMand Presence F—E A / — KRR IM % —E X a1 & J X MBI
SN TWZRWAREMED B D £7°, Access Edge — 3T, IMH—tE R 7'm X4 XD U X MIIM
and Presence —E & /— RO MU ZBI L £7, Access Edge @ DNS #— 32, IM and
Presence —E R /— RD/XT U 7 7 R A%$E7 IM and Presence —E &2 KA A D
_sipfederationtls ' 23— R235H 5 Z & 2R L £7,

F72i%
Access Edge ¥—/NC, IM and Presence —E A / — F28 [#FA] (Allow) ]V X MIEM STV
LHAIREMED B W £9, Access Edge #—/NC., IMandPresence —E 2 / — R&FE3 [FFr] (Allow) ]
YA NPz MY ZHIBRLET,
EErEYY

SIP 7 =7 L—3 a3 VO — R a v R—3x v FORE, (145 2—)

NOTIFY A v E—CTDRA LTIk

NOTIFY X v & —Y%%E3 5 & %12 IM and Presence ¥— & & Microsoft OCS [#] ¢ TCP % [
LCEEZ =T L—a URNMThb TV A 5A. IMandPresence ' —E AN X A AT 7 b LET,

Vel L ->Tid, IMandPresence V—tE A /—RC[La—FKlb—hk N~y X —ThKhJF L AR—}
%f# Ml (Use Transport in Record-Route Header) | %A Rx— 7 /I THXLERH Y £,

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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B MandPresence ¥ —E RFIBAZAZ T AR LA AL

FIE

ATv 1 [Cisco Unified CM IM and Presence Administration] =—% A > ¥ —7 =4 R{Zu /4 LE7, [~
AT I (System) ]>[Hh—E R /3T A —% (Service Parameters) | Z 3R L 77,

ATy T2 [P—s% (Server) | Ky 7 X URA NG/ — RERINLET,

ATYv T3 [h—ERA (Service) | Fr v 7 X7 UA KKy Z AT, [CiscoSIP 712 (CiscoSIPProxy) ]
P AL LT,

ATv T4  [SIP/%F A—4% (Clusterwide) (SIP Parameters (Clusterwide)) 12 3 2> C, [La2— K b—k
~y XD T AR— hEfEA  (Use Transportin Record-Route Header) ]/37 A —% D[4 (On) ]
BERLET,

AT TE  [RfF (Save) 1227V v 7 LET,

IM and Presence Y — E XEFBAENZ (TAN LN ALY

Access Edge 7% IM and Presence #— E A6 OFEAEZZ T ANLEH A,

IM and Presence #— £ 2 /Cisco Adaptive Security Appliance & Access Edge f]®D TLS /N> Ry = A 7
MR L TWDAREMERH Y £7,

OCS/Access Edge :

1 Access Edge ® DNS #— 32, IM and Presence h—E A / — KOD/XT7 Y v 7 7 KL AZIET
IM and Presence %"—E A KA A @ sipfederationtls L 2— R385 Z L B LE 7, [7FA]
(Allow) ] Y A NIZIM and Presence #— B 2 @ FQDN % &% & L 72\ 54, IM and Presence ¥ —
B AGERAEOE4 O CN A% IM and Presence #— A K X A > 0 SRV L =— K FQDN (Zfifik
SNDHMENRDD 7,

2 FIPS 7% Access Edge TA % —7 /L THDH I L (TLSvI AT HZ L) ZHERLET,

3 0CST/Rr— VI 72T L= a P4 RX—T L ThY, 7 bz R =TT =7
L= a B Rx—TNThdIEEMRLET,

4 DNS SRV ik Cx 72\ G4, DNS 2V IE L < 3 JE 41, Access Edge 7> B type=srv @ nslookup
METEIND Z L 2R LET,

5 Access Edge D~ R 717 M nslookup & AJLET,
set type=srv & AL ET,
72& 21X, RO X 912 IM and Presence —E A RAA D SRV La—RKE AN LET,

_sipfederationtls._tcp.abc.com (Z @ abe.com (X KA A >4 T9) , SRV L 2— RRHFIET 55
A+ IM and Presence #— £ Z/Cisco Adaptive Security Appliance ® FQDN 23K S 4V E 9,

IM and Presence #— & A /Cisco Adaptive Security Appliance :

IM and Presence — E" A & Cisco Adaptive Security Appliance CHz /5% fE78 L £, [IM and Presence
Service Administration] {22 7 A > L, [V A7 A (System) ]>[EF = U7 1 (Security) ]1>[TLS

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
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ocsctcomor

ATvT1
ATvT2
ATvT3
ATv74
ATwvT5
ATv 76
ATvT1

ocscrov by R Hy—noesimErss W

a7 XA MEE (TLS Context Configuration) ]>[7 7 4 /L b Cisco SIP 7' % 3 v 7 583E TLS
27 % A b (Default Cisco SIP Proxy Peer Auth TLS Context) ]%i®&H L., [TLS RSA WITH
3DES EDE CBC SHA| M523 8iR$ 25 Z &L 2R L £,

BEENEYY
SIP 7 =7 L—3 a3 VO — R a v R—3x v FoRE, (145 3—2)
BIRLAZTLS E Y 727 b UZ RA~DTLS 7 OB, (56 2—3)

FTU R Y—/\DEBICRHENH D

OCS T7ry hxmy R H—"NEdh LEd A,

OCS T, AccessEdge D77 A X— K A H—7 = A4 ZADFQDN 7 KGR 7oA A & (Authorized
Hosts) J|D VU A MIEZRSNLTWDAEEMERH VY £, OCS O [AFB Sz A & (Authorized
Hosts) ] DY A k225 Access Bdge D77 A X— ks f ¥ —T = A AZHIFRLET,

OCS DA > A h—/UIREIZ, RTCService & RTCComponentService & VY9 2 DD Active Directory = —
FT I RMERENET, TNHDOT AUy MUTEHENER LI NATY— KR5S
FTN, INOWMEOT AU FNTIE, [NAT— REEHAIRIZT 5  (Password never expires) |74
T ayNT 7 40 hTERIRENIRN 2, SR T — RIZESIICHIREIIC/2 Y £9, 0CSH—
737G RTCService % 72 1% RTCComponentService D/XA T — K& Ut v M4 5121%, RO FNEE FEAT
LEd,

FIE

=Y TR AT Y v LET,

[NAT—FRZUtv b (Reset Password) ] ZIE#IRL 7,

2= T AT NI Y v LET,

[Za/ X7 ¢ (Properties) | #IR L E 9,

(77D (Account) | # 7 # IR L £7,

[/SA T — REMH[RIZT 5 (Password Never Expires) | = v 7Ry 7 A% A NI LET,
[OK]Z7 U7 LET,

AccessEdge (XL TYE—F TR by TEEFTTELL

Windows XP T FIPS Z A2 L TV 5354G, Access Edge — NIkt LTYE—F T A2 oy

BFRITTEER A,

Z#UiE, Microsoft OREADOMETY, Z OMEZ[EET 5121E, Windows XP 2 B2 —H |2

ET—R T RY N TEERT TV~ a B AN AT HMERLYET, VE—FT R
ry 7B 6.0 % A A F—/LF BIZ1%. IRD Microsoft @ URL IZE0# S LT WA NEIZHE » THAE
LTLIE&EW,

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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Bl AccessEdge ISHLTUE—F FTRY by FEEFTELRD

http://support.microsoft.com/kb/811770
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XMPP 7 x5 L—> 3 #iBICEHAT A RS
IJNoa—F4249

* VAT A NTINY a—HEHRT D, 215 N—

T Ls F“:7:f)ba/:L Glﬁfﬁﬁmu?r%S

ATy T

ATvT2

ATvT3

#3450 IM and Presence h—E A 7 Z A X Z#fliE L, XMPP 7 =7 L— a3 Y EARET 54, 1
DDY FTAZIDEMRLEHL 1 DD/ —=RTXMPP 7 =27 L—ya a4 NZT H0ERH D
FF, H£7TAXTIER L XMPP 7 =5 L—3a VOREL R O—%2IEETIHHVENH Y £
9, IMand Presence 4 —E A TIL, 7 TAXBIKIZXMPP 7 =7 L—a VREZ LTV r— |
LEHA, VATA NI TNV a—H0nbiE, 7 T7AZEEROXMPP 7 =7 L—1 3 VR EMNF
HEN TR EI PR LR—bESNET, VAT A FT TNV a—F TROMEREFEITLF
7

FIE

Q) JIAAMET R TXMPP 7 =27 L —2 g U N—BLTA X—7LZENT VD

b) /I AZMET 2R TSSLE— FA—BHLTRESN TV,

C) /I ALZMET RIKT [WMBENOHEMNR7 747 > MIOFEAE ] B—E L THRESN T
%,

d) 77 2ZMET 2R TSASLFHEN B L THRESINTND,

e) JIAAMET BIKTHEA YNV NNy =7 Ly FR—EBLTHREINTND,

) 79 2AXMETRETXMPP 7 =7 L—2a v DF 740 MEHRY O —R—EH L TRTEIN
TW5,

g) VI AAMETAETRY L — FRAMP—EBLTHREINTND

[Cisco Unified CM IM and Presence Administration] = —% A > ¥ —7 = RlZa /A4 LET, [
Wr (Diagnostics) |>[Y AT A kT 7/ =—H (System Troubleshooter) | Zi#&IR L F 9,

ROEHDOBIFREDT = v 7 ~— I BbD L aRB LET,

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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VAT NS TN 2a—325HERET S

*XMPP 7 =7 L—3 a3 VERENTRTDI T ALY T T—8T25 2 L 2B T 25 (Verify
the XMPP Federation settings match on all interclustered peers.)

*SASLBEENT R TDI FAXBET CTIELSBESNTWND Z L 2RI 5 (Verify that
SASL settings have been correctly configured for all intercluster peers.)

* XMPP B EEKTENI /> TNDN, TRXTHDI TAZNOLRL LS 1 DD/ — R THA)
W25 TWD Z L i 79 % (Verify that XMPP has been uniformly disabled or enabled on at least
one node in each all clusters.)

CTARTOI FZAZMET TT 740 FOBERAER) =0 — S T0D 2 L 2R T2

(Verify that the default Admin Policy is consistent across all intercluster peers.)

CHRARRY =BT RTOI TAXEET THR—INTND Z & E2iERT 5 (Verify that the

Host Policy is consistent across all intercluster peers.)

INHDOF =y 7 OWNTINZERH Y, TOREEE L R— T 2858, VAT A VT T
Voa— AR OBMENPHEBE SN TWET,

GE) VAT R TTIN Y a—FDTRTCOTAMIAKBLTNTH, IMETXATEYT 4 DAZ
TR A1, [T LB ARE (Presence Settings) | X— VD[ RAA U7 =7 L—
va VBB AN T FLRAOMHEZ AN 5 (Enable use of Email Address for Inter-domain
Federation) ] 737 7 AZRHIE 7T 2RI B L THESN TV DL EMR L ET,

BEErREYD
XMPP 7 =F L—groual 77 A LOEA (195 =2—0)

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzTL—YavAMAF
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Cisco Adaptive Security Appliance M % 7 {5l

*SIP7=FT L —YalDPAT a2~ RET 7R URAREREDH, 217 R_—

e

* XMPP 7 =T L—ya DT 78 A UANDFERERF, 220 _—

L=

* XMPP 7 =7 L—3 3 D NAT OF%ER], 221 ~—

SPO7xzTL—Ya3a>@OPATaAR U RETOERURX B
5% 7€ D151

T AMBOCS DT =TT A REAL T =T L —3 3 & T % IMand Presence Y —
EA = ROREREZRLET, B—WART =TT DEADLRIL, SHIZ22507 7
A & [#] IM and Presence H—E X / — F23H Y £,

ZOBREFITIE, ROMEMEH S ET,
* IM and Presence —E A2 O/X7 Y w7 [P 7 KL A =10.10.10.10
*IM and Presence D77 A4 X— k JL—FT 4 7 IP T RL A2 =1.1.1.1
*IM and Presence D77 A X— K BEH L FIPT KL A =2222
*IM and Presence D77 A _X— | — R IP 7 FL A =3333
* IM and Presence D E" 7 #&GE U 2 F— AR— |k =5062
* Ry hv A =255255255.255
* HME R A A > = abc.com
* Microsoft OCS #MHiA o % — 7 = A A =20.20.20.20

KD PAT =2~ K28 Ob—F 4> %) IMand Presence "—E 2 J — RHIZEZ SN TWET,

(Cisco Adaptive Security Appliance ') ') —X 8.2:)

static (inside,outside) tcp 10.10.10.10 5061 1.1.1.1 5062 netmask 255.255.255.255

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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B SPOFL—Ca OPATARUFETHER YR MEEDE

static (inside,outside) tecp 10.10.10.10 5080 1.1.1.1 5080 netmask 255.255.255.255

static (inside,outside) tcp 10.10.10.10 5060 1.1.1.1 5060 netmask 255.255.255.255

(Cisco Adaptive Security Appliance ') 1) —X 8.3:)

nat (inside,

outside) source static obj host 1.1.1.1 obj host 10.10.10.10 service

obj tcp source eq 5061 obj tcp source eqg 5062

nat (inside,

outside) source static obj host 1.1.1.1 obj host 10.10.10.10 service

obj tcp source eq 5080 obj tcp source eq 5080

nat (inside,

outside) source static obj host 1.1.1.1 obj host 10.10.10.10 service

obj tcp source eq 5060 obj tcp source eq 5060

TUH =TT READEE., 622507 F A Z[H IM and Presence —E A/ — KAHIZIRD
PAT 2~ REEFRLET,

(Cisco Adaptive Security Appliance ') ') —X 8.2:)

static (inside,outside) tcp 10.10.10.10 45080 2.2.2.2 5080 netmask 255.255.255.255

static (inside,outside) udp 10.10.10.10 55070 3.3.3.3 5070 netmask 255.255.255.255

static (inside,outside) tecp 10.10.10.10 55070 3.3.3.3 5070 netmask 255.255.255.255

static (inside,outside) udp 10.10.10.10 45062 2.2.2.2 5062 netmask 255.255.255.255

static (inside,outside) tecp 10.10.10.10 55062 3.3.3.3 5062 netmask 255.255.255.255

(Cisco Adaptive Security Appliance ') ') —X 8.3:)

nat (inside,

outside) source static obj host 2.2.2.2 obj host 10.10.10.10 service

obj tcp source eq 5080 obj tcp source eq 45080

nat (inside,

outside) source static obj host 3.3.3.3 obj host 10.10.10.10 service

obj tcp source eq 5070 obj tcp source eq 55070

nat (inside,

outside) source static obj host 3.3.3.3 obj host 10.10.10.10 service

obj udp source eq 5070 obj udp source eq 55070

nat (inside,

outside) source static obj host 2.2.2.2 obj host 10.10.10.10 service

obj tcp source eq 5062 obj tcp source eq 45062

nat (inside,

outside) source static obj host 3.3.3.3 obj host 10.10.10.10 service

obj tcp source eq 5062 obj tcp source eq 55062

COREWKIGETHT 7V A VA RERIRLET, 72T b—a VBT RAAL T L
I, FAA vabccom AICKD LS5 T 782 A NEBINTAMLENDY 9,

(Cisco Adaptive Security Appliance ') ') —X 8.2 : )

access-list

access-list

access-list

access-list

access-list

45061

ent imp to abc extended permit tcp host 1.1.1.1 host 20.20.20.20 eq 5061

ent abc to imp extended permit tcp host 20.20.20.20 host 10.10.10.10 eq 5061
ent second imp to abc extended permit tcp host 2.2.2.2 host 20.20.20.20 eq 5061
ent third imp to abc extended permit tcp host 3.3.3.3 host 20.20.20.20 eq 5061

ent abc to second imp extended permit tcp host 20.20.20.20 host 10.10.10.10 eq

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
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SP7zFL—LavoPATawy Re7owR Uz rEEDS [}

access-list ent abc to third imp extended permit tcp host 20.20.20.20 host 10.10.10.10 eq
55061

(Cisco Adaptive Security Appliance ') ') —X 8.3 : )
access-list ent imp to abc extended permit tcp host 1.1.1.1 host 20.20.20.20 eq 5061
access-list ent abc to imp extended permit tcp host 20.20.20.20 host 1.1.1.1 eq 5062
access-list ent second imp to abc extended permit tcp host 2.2.2.2 host 20.20.20.20 eq 5061
access-list ent third imp to abc extended permit tcp host 3.3.3.3 host 20.20.20.20 eq 5061
access-list ent abc to second imp extended permit tcp host 20.20.20.20 host 2.2.2.2 eq 5062
access-list ent abc to third imp extended permit tcp host 20.20.20.20 host 3.3.3.3 eq 5062
JIARyTIZENENDT 78R VR M EBEEMTET,
class-map ent imp to abc
match access-list ent imp to abc
class-map ent abc to imp
match access-list ent abc to imp
class-map ent second imp to abc
match access-list ent second imp to abc
class-map ent third imp to abc
match access-list ent third imp to abc
class-map ent abc to second imp
match access-list ent abc to second imp
class-map ent abc to third imp
match access-list ent abc to third imp

B LTz 7 TR~y 7O 7 a— ViR v—<y 7 2FH LET, ZOFITIE, IMandPresence
F—EANGHBEIND TLS ##iD TLS 7 u X A A X A% limp to_external] T9, £
o AN R A A VD BEG S VD TLS #ii D TLS 7' ¥ v A A X 2 AL lexternal to imp) T
D

policy-map global policy

class ent imp to abc

inspect sip sip inspect tls-proxy ent imp to external
policy-map global policy

class ent abc to imp

inspect sip sip inspect tls-proxy ent external to imp
policy-map global policy

class ent second imp to abc

inspect sip sip inspect tls-proxy ent imp to external

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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policy-map global policy

class ent third imp to abc

inspect sip sip inspect tls-proxy ent imp to external
policy-map global policy

class ent abc to second imp

inspect sip sip inspect tls-proxy ent external to imp
policy-map global policy

class ent abc to third imp

inspect sip sip inspect tls-proxy ent external to imp

XMPP Jz7L—2a ADT7V R )X LDEEEH
~

GE) Z OIEDOHIIL, Cisco Adaptive Security Appliance V U — 2 83 IZ@HA I E 7,

R—F569DFTRTDT RLAANDT I ERIZHELET,

ZOT A YR BMOREBTIZ, R— b 5269 ETHEEDT RLANBIEEDT KL A~Dix
ENFR S NET,

access-list ALLOW-ALL extended permit tcp any any eq 5269

EEDT FLAML R— 5269 EOFEBDE—-XMPP 7z 7L—>3y /—FADT7IER

TOT A UARNOREMFTIL, A— 15260 FTEEDT RLANSEED Y 7L XMPP
TxTb—al )= R~OImENRHFIIEINET, ZOFTIE, ROMEIMERASNET,

*XMPP 7 =5 L—> 3 IMandPresence ¥ —ERA VI —Z29xDTTFTA_X—KIPT KL A
=1.1.1.1

*XMPP 7 =F L —3 gDl A= R— |k =5269

access-list ALLOW-ALL extended permit tcp any host 1.1.1.1 eq 5269

FED7 FLANS DNS TRARENE-HEDXMPP 72z FL—23ay /—KADT7o R
TOTIERA YR RNOZEFTIE, EEZDOT KL AL, DNS TR SN HED XMPP 7 =
FlL—y gy ) — R~OETBERTFATEINET,

Y

GE) INGEDO/NRTY 7 T R RIDNS TAB 4L FE 37725, access-list 2~ > RIZIE7 T A _— |k
T RUARBRESNET,

= DRERITIE, ROMBAHE SNET,

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzFL—Yarv (4K
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xmep 7 7 L—>avAONATORES I}

*«XMPP 7 =5 L—3 3 > IMandPresence Y — X J U —ZA9x DT T A _X—KIPT KL A
=1.1.1.1

*eIMand Presence % —E XA U —R9x DT T A X—F AW NPT FLA=2222
*«IM and Presence —E XA U U —ZR9xIP DS T A X— |+ —FNIPT N XA =3333
*eXMPP 7 =7 L—a DY A= R— | =5269

access-list ALLOW-ALL extended permit tcp any host 1.1.1.1 eq 5269

access-list ALLOW-ALL extended permit tcp any host 2.2.2.2 eq 5269

access-list ALLOW-ALL extended permit tcp any host 3.3.3.3 eq 5269
BEDIzTL—230 FAMUNLDNS TRBSNBFEDXMPP 7 = TL—3> /— KA
DERT7IER

ZOT A UARNOREHFTIZ. BED 72T L —ay RAL L A0 B —T 2 AND,
DNS TABENT-HED XMPP 7 = F L—3 3y ) — ROEEEFE TN H A S E T,

GE) INGEDO/NRTY 7 T R RAIDNS TAB 41 E 725, access-list 2~ > RIZIE7 T A _— |k
T RUVABRERESINET,

ZOBEFITIE, WOMEMPEH S ET,

*XMPP 7 =5 L —> 3 IMand Presence ¥ —ERA VI —Z29x DT TFTA_X—KIPT KL &
=1.1.1.1

*IMand Presence ' —E A U —Z29x DT TFTAX—KEhH L RIPT FLA=2222
*IM and Presence ' —E R U —ZX9XxIPDTTFTAX— K P —RFI[P7T KL A =3333
*XMPP 7 =5 L—ya DY A=27 R—k =5269
* SR D XMPP A2 DA % —7 = A A =100.100.100.100

access-list ALLOW-ALL extended permit tcp host 100.100.100.100 host 1.1.1.1 eq 5269

access-list ALLOW-ALL extended permit tcp host 100.100.100.100 host 2.2.2.2 eq 5269

access-list ALLOW-ALL extended permit tcp host 100.100.100.100 host 3.3.3.3 eq 5269

XMPP 7 =7 L—3 3 > FH® NAT D% EH!
Bl1:XMPP 7 =7 L—y g VA F—TNDY TN ) — R
ZORRERITIE, ROMEMAERA S ET,
* IM and Presence ¥ —E & O 37U » 7 [P 7 KL A =10.10.10.10

*XMPP 7 =5 L —3 3 > IMand Presence —E 2 U ) —ZA9x DT T A _X—KIPT KL A
=1.1.1.1

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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*XMPP 7 =F L — 50D A= 7 R— kK =5269

nat (inside,outside) source static obj host 1.1.1.1 obj host 10.10.10.10 service

obj udp source eq 5269 obj udp source eq 5269

nat (inside,outside) source static obj host 1.1.1.1 obj host 10.10.10.10 service

obj_tcp_source_eq 5269 obj_tcp_source eq 5269

B2 : XMPP 7 =7 L—3 3 UNERESIL, TUVENNDNSHWORXT Y w7 IPT KL A% FFOH
¥/ — K
ZOREFITIZ, ROMIAMER SN ET,

* IM and Presence —E AD/X7 U » 7 [P 7 KL % =10.10.10.10, 20.20.20.20, 30.30.30.30

*XMPP 7 =5 L —> 3 IMandPresence ¥ —ERA VI —Z29x DT TFTA_X—KIPT KL A
=1.1.1.1

*IMand Presence ' —E XA VU =2 9x DT FTAX—KEhH L RIPT FLA=2222
*IM and Presence ' —E 2 U —ZX9XxIPDFTFTAX— K P —RF[P7T KL A =3333

*XMPP 7 x5 L—3 gD A= 7 R— b =5269

nat (inside,outside) source static obj host 1.1.1.1 obj host 10.10.10.10 service

obj udp source eq 5269 obj udp source eq 5269

nat (inside,outside) source static obj host 1.1.1.1 obj host 10.10.10.10 service

obj tcp source eq 5269 obj tcp source eq 5269

nat (inside,outside) source static obj host 2.2.2.2 obj host 20.20.20.20 service

obj udp source eq 5269 obj udp source eq 5269

nat (inside,outside) source static obj host 2.2.2.2 obj host 20.20.20.20 service
obj tcp source eq 5269 obj tcp source eq 5269

nat (inside,outside) source static obj host 3.3.3.3 obj host 30.30.30.30 service

obj udp source eq 5269 obj udp source eq 5269

nat (inside,outside) source static obj host 3.3.3.3 obj host 30.30.30.30 service

obj tcp source eq 5269 obj tcp source eq 5269
BI3:XMPP 7 =7 L—a UBRESNTNDS, DNSWO/NT Y v 7 [P T RLAFH T,
DNS TAB SNIAEE DR — b o8/ — K (PAT)
DNS T/ 7V v vz &ffeAR— K (PAT) .
ZOBEFITIX, ROMEHBEA S ET,

* IM and Presence —E 2 O/X7 Y w7 [P 7 KL A =10.10.10.10

*XMPP 7 =5 L —3 3 IMand Presence ' — 2 V) —RX9x DT F7A_X—KhIPT KL A
=1.1.1.1, &R— b 5269

*IMandPresence V' —E A VU —R9x DT T A X—KtEh FIPT KL A=2222, fF£FE®D
AN— b 25269

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzTL—YavAMAF



Cisco Adaptive Security Appliance 0 5% & 51

XMPP 7 =7 L—2 3 O NAT DEREH

*IM and Presence ' —E A2 J =2 9x DT T A _X— K P —RKIPT7 FL A =3333, f£FED

N—h 35269

nat (inside,outside) source static obj host 1.1.1.1 obj host 10.10.10.10 service

obj udp source eq 5269 obj udp source eq 5269

nat (inside,outside) source static obj host 1.1.1.1 obj host 10.

obj tcp source eq 5269 obj tcp source eq 5269

nat (inside,outside) source static obj host 2.2.2.2 obj host 10.

obj udp source eq 5269 obj udp source eq 25269

nat (inside,outside) source static obj host 2.2.2.2 obj host 10.

obj tcp source eq 5269 obj tcp source eq 25269

nat (inside,outside) source static obj host 3.3.3.3 obj host 10.

obj udp source eq 5269 obj udp source eq 35269

nat (inside,outside) source static obj host 3.3.3.3 obj host 10.

obj tcp source eq 5269 obj tcp source eq 35269

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10

10

10

10

10

service

service

service

service

service
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Cisco Adaptive Security Appliance & Microsoft
Access Edge & DFEl 2 H [T 5 VeriSign % {8
L7=t+a) 74 iEBAE R

* Cisco Adaptive Security Appliance TOE ¥ = U 7 ¢ GEEORE, 225 <—

* VeriSign 7l E % Microsoft Access Edge (21 > AR — K%, 233 X—

Cisco Adaptive Security Appliance TOt X ') 7« sEEAE
DERTE

= N &> — [o] Y74
BWEBAZER LUV S X MRSV FDHIFR
ZOFIMETIE, HOPREEAE, BAFHERAE, BLOL—FEHED T A bRA > b
Cisco Adaptive Security Appliance THIFRT 2 FIEICHOW TR L £,
[ L& BHIIZ
WOFEICFHHEH SN TWDIREX AV #FATLIZZ L 2R L ET,
*SIP 7 =5 L—3 3 @ IM and Presence H— E ADRIE, (49 X—)

*SIP 7 =7 L—3 3 2R3 % Cisco Adaptive Security Appliance (ASA) DF%E, (77 ~<—
V)

FIE

ATFvT1 arr74Fal—varE—REMBLET,
> Enable

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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Cisco Adaptive Security Appliance & Microsoft Access Edge & DRE(Z & (F 5 VeriSign ZERA L-t¥a ) 7T« 3L
BHE i
B veriSign BOHLL RS R MRS D FOER

> <password>
> configure terminal

AFvT2 WOa~vw s REAHLT, FTANRAL L MR RLET,

show crypto ca trustpoints

ATYT3  RKOavrREAHLT, FTARMRA Y b EBEET LAEHEFELHIBRL E7,

no crypto ca trustpoint trustpoint name

WOEEDHIINFREINE T,

WARNING: Removing an enrolled trustpoint will destroy allcertificates received from the

related Certificate Authority.

ATYT4  FTARNKRA U FOHIBREHET DA v E—VRFRINTED, yes EATLET,

ROEE
VeriSign AOH LW kT A Rl A > hDARR, (226 —)

VeriSign BDFH LW EFS R M RA > FDER
B

ATFYT1 ar74X¥al—iar F— REBBLET,
> Enable

> <password>
> configure terminal

ATFvT2 WkoOa<vr REAHLT, ZOHHEOX— T 24K LET,

crypto key generate rsa label keys for verisign

ATv T3 JkO—@#EOa<w F& A LT, IMand Presence —E 2D kT A2 hARA > b &2ER L 7,
(config) # crypto ca trustpoint trustpoint name
(config-ca-trustpoint)# enrollment terminal

(config-ca-trustpoint) # subject-name

cn=fgdn,OU=organisational unit,O=organisation name,C=country,St=state,L=locality
(config-ca-trustpoint) # keypair keys for verisign
(config-ca-trustpoint)# f£gdn none

(config-ca-trustpoint) # exit

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
JzFL—Yarv (4K



I Cisco Adaptive Security Appliance & Microsoft Access Edge & D28 (15 VeriSign ZFEA L-t¥a ) T« 3L
B E 3T
L—ritsEns vt—+ I}

G¥) FHOFEHAEEL ER (CSR) 7 7 A V% VeriSign [IZEET 2854, 4 OMEIZITRD
BWEESDOOINERND Y 7,

*E (Country) (2 XFDOE=T— RDOH)
FIENFI (State)  (BWE72 L)

XHTH] (Locality) (W&721L)
* fif#%4 (Organization Name)

il
* #H7#% (Organizational Unit)

* —fi%4 (CommonName) (FQDN) - ZDffiX 37V » 7 IM and Presence ?® FQDN
T HMENDH £77,

NIV a—=T 4T Db
show crypto key mypubkey rsa 2~ R&Z AL T, F— NRTPERESINTWDZ LR LE
R

ROEE
HEREREO A AR — b, (230 X—2)

JL— REEERZED A VA— b+

[ L& BHIZ
VeriSign HHOHT L b7 2 MR A » FOARL, (226 X—) OFIEEZFITLET,

FIE

ATv 1 a7 4 FXa2l—aryET— REEBELEST,
> Enable

> <password>

> configure terminal

ATvFT2 koavwr REALT, iE#E% Cisco Adaptive Security Appliance (2 >R — k LE 7,

crypto ca authenticate trustpoint name

ATYT3 KOLITCAFFHEEZ AN LET,

quit

Cisco Unified Communications Manager ') ') — X 11.5(1)SU2 £ @ IM and Presence Service KA A U7 =7
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BHE i

B isEssEkosm

ATvT4

GE) BT Tquit) LW O HFEEZANL TR T LE
—a—o
FEAEOKR MR T DA v E—VURERINTZDH, yes EANLET,

ROIE%E
SEHHEE L ERO A, (228 ~—0)

AEAZEE R ERDAER

ATy I

ATy T2

ATvT3

ATvT4

ATvTH

[T L& BHIIC
J— FEFHED A VAR— K, (227 5—) OFIEAZFEITLET,

FIE

Oy 7 4 F¥alb—vary E— RERBLET,

> Enable

> <password>

> configure terminal

WDa<ry REAN LT, CAICKTDBEEREZXEFLET,
(config) # crypto ca enroll trustpoint name
WOEEDH N NFREINET,

SWARNING: The certificate enrollment is configured with an fgdnthat differs from the system
fgdn.If this certificate will be used for VPN authentication this may cause connection

problems.

BIRDOBATE MR T DA v E—VDRRREINTEH, yes EATILET,

% Start certificate enrollment..%The subject name in the certificate will be: <fgdn>,
OU=<organisational unit>,O=<organisation name>,C=<country>,St=<state>,L=<locality>
VT2 MALT A ADV I T NESEEZODL LR T DA v E—UNERRENTH,
no E AN LET,

UARIZREFERZRTT D L2l T oA v E—VUNEIRENTE D, yes EASNLET,
AEAEER P FTRSNET,

RDOIEZE
AEFEE A Bk % VeriSign IZEET 5, (229 X—)

[l Cisco Unified Communications Manager ') ') —X 11.5(1)SU2 L@ IM and Presence Service K A 1 [
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I Cisco Adaptive Security Appliance & Microsoft Access Edge & D28 (15 VeriSign ZFEA L-t¥a ) T« 3L
B E 3T
TREELERE VeriSign =225 I}

FIBAEE L ER % VeriSign [ZiXET 5

AFAEEL TR ER(ET D &, VeriSign 2> IR DFEHAEY 7 A LRI F 3,
*verisign-signed-cert.cer (B4 FHIEAE)
*trial-inter-root.cer (FAZHHEI/L— MFEHIEH)
*verisign-root-ca.cer (JL— k CA FERHE)

FAEAE T ANV EX e — R LD, BIOXERT 7 A MIZGEAET 7 A VERFELET,

[F L& BHIZ
CFEEBAEROAR, (228 X—Y) OFIEEZETLET,
CREAEBAEREAMTHEEIX, ERLET Y LY NAT— RRREZR 0 £,

FIE

ATY 1 VeriSign Web %1 MZT7 7 A LZET,
ATvFT2  FEHEINTWDFIEICH > TGEHEBAEREZ AN LET,
ATvFT3  TurrTEREREINED, GEHEBELATEROT ¥ LY RRAT— REEELET,
ATV T4 FRENDY 4> RUIGGEHEBAERZAL D T £,
(6= 2) B—— BEGIN CERTIFICATE----- A e END CERTIFICATE----- FTxE (DT
S &G ) QR0 720l 8 A,

ROEXE
FERAEE A EORICEE A LGEEOHIBR, (229 ~<—)

REAAZEE R EKICER L -EEAZ DHIR
AERAE B A ESR O AR L- L — FEEAEIIHIRT 2 L ERH Y £,
FC&BHIIC
AEE B4 Bk % VeriSign ICE(ET 5, (229 X—2) OFIEEZFEITLET,

FIE

ATy Tl arr74Fal—varE—REHBLET,

> Enable

> <password>
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Cisco Adaptive Security Appliance & Microsoft Access Edge & DRE(Z & (F 5 VeriSign ZERA L-t¥a ) 7T« 3L |
BHE i
B rsEsmEos oK—+

> configure terminal

AT97T2 Rkoa<wr FEAHLT, GEHAEZFRLET,

(config) # show running-config crypto calook for crypto ca certificate chain trustpoint name

ATv T3 koa<wr FEAHLT, iEPEZHIRLET,

(config) # crypto ca certificate chain trustpoint name
(config-cert-chain) # no certificate ca 00b92f60cc889fal’7a4609b85b70S
ROELEDH N NRFIINET,

WARNING: The CA certificate will be disassociated from this trustpoint andwill be removed
if it is not associated with any other trustpoint.Any other certificates issued by this CA

and associated with this trustpoint will also be removed.

ATV T84 FTAMKRA L FNOHIREHRT DA v E—VRERRFENTZD, yes EANLET,

ROEE
PEFEED A R — b, (230 <—)

HEGEAZED A VR— k

[T L& BHIIC
AFRAEE A ORI LZGEE O/, (229 2—) OFIEEETLET,

FIE

ATFvT1 a7 4 FXal—aryET— REEEBELEST,

> Enable
> <password>

> configure terminal

ATv 72 koa<wr FE AN LT, GEHEZE Cisco Adaptive Security Appliance (21 > AR — F L £,

crypto ca authenticate trustpoint name

ATFYT3 KOLITCAFHEEZ AN LET,

————— BEGIN
CERTIFICATE----- MITEwDCCBCmgAwWIBAgIQY7GlzcWfeIAdoGNs+XVGezANBgkghkiG9wOBAQU. ... .--——~— END
CERTIFICATE--—-—--
quit
GE) BOATIZ Tquit] & WO BHFEZ AL TR T LE
R
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I Cisco Adaptive Security Appliance & Microsoft Access Edge & D28 (15 VeriSign ZFEA L-t¥a ) T« 3L
B E 3T
L—rimEED SR R v roks I

ATY T4 GIEOEKREMRT DA v E—UNEREINTED, yes EATILET,

ROEE
J— FEFAED N T A AR A FOERE, (231 2—30)

JL— FEEBHED FS R FRA 2 FOERL

[T L& BHIIC
FREEIEO A AR — K, (230 2—) OFIEXZETLET,

FIE

ATFYT1 a7 4F¥al—TarE— REEBLET,
> Enable

> <password>

> configure terminal

ATvT2 koOavr REANLT, MTFAMRA U MEERLET,

(config) # crypto ca trustpoint verisign root

(config-ca-trustpoint) #

ATFv T3 kO—EOavr REAHLET,

(config-ca-trustpoint)# revocation-check none
(config-ca-trustpoint) # keypair keys for verisign
(config-ca-trustpoint)# enrollment terminal

(config-ca-trustpoint) # exit

JL— FEEBRZE D 1 VAR— bk

[T L& BHIIC
J— NEED 7 2 MARA > FOERL, (231 X—) OFEEZFEITLET,

FiE
ATFYT1 av74Fal—arE— REBEKBLET,

> Enable
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Cisco Adaptive Security Appliance & Microsoft Access Edge & DR IZ3 175 VeriSign ZEHA Lf-t¥ ) T3 |
BHE i
B  szeazasgo of—t

> <password>

> configure terminal

ATvF2 koa~vr REAHLT, GEHEE Cisco Adaptive Security Appliance (21 > AR — k L £7,

crypto ca authenticate verisign root

AFvT3 WOEIICCAFHEZ A LET,

————— BEGIN
CERTIFICATE-—-—--- MIICmDCCAQECECC0167bggLewTagTia9h3MwDQYJKoZIhveNAQECBOAW. .. .————— END
CERTIFICATE--—---
quit
GE) BOATIZ Tquit] WO HEEZ AL TR T LE

ATyT4  FENFEOEKREZHRT DA v E—URBRENTZD, yes EATLET,

RDIEE
BN EREAEZEDOA VAR —F, (232 =)

ERTEAED A ViR— k

[T L& BHIIC
Jb— FEEAEDO A Vi R—F, (231 X—) OFIEEZFEITLET,

FIE

ATFvF1 a7 4Xal—var E—RNEfBLET,
> Enable
> <password>
> configure terminal
ATvT2 Wkoa<r RFuEAHLT, iF#HE% Cisco Adaptive Security Appliance (A >R — k L £,
crypto ca import verisignca certificate
ROEEOHNNFERINET,

WARNING: The certificate enrollment is configured with an fgdn that differs from the system
fgdn.If this certificate will be used for VPN authentication this may cause connection

problems.

ATY T3 GFHEOBEOFITEWHRTHIA v —URNERENTED, yes EASNLET,
ATFvTd  KOLIITCAFHEEZ AN LET,
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I Cisco Adaptive Security Appliance & Microsoft Access Edge & D28 (15 VeriSign ZFEA L-t¥a ) T« 3L
B E 3T
VeriSign ZEBAZE % Microsoft Access Edge [ > R— +3 5% .

————— BEGIN
CERTIFICATE----- MIIFYTCCBEmMgAwIBAGIQXtEPGWzZ0b9gejHejq+HazANBgkghkiGOwOB. .. .-———- END
CERTIFICATE-----
quit
GE) BIOATIC Tquit) &V HEEZAN L TR T LE
j‘o

ATv TS5 GIAEOEKREMRT DA v E—UNEREINTED, yes EATILET,

ROEE
VeriSign AIEBHE % Microsoft Access Edge (21 VAR — 35, (233 X—)

VeriSign SEBAZE % Microsoft Access Edge [ > 7R— b T
%

ZOFNATIE, VeriSign O /L— FFEE & HHFE 3 4 Microsoft @ Access Edge #r— /M2 A VR —
N2 HFEIZOWTHBI L E T,

([ C&H BRI
VeriSign 7> HHEAE S 72 FEHE A Access Edge —/% (C:\ 72 &) [CRFLE T,
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Cisco Adaptive Security Appliance & Microsoft Access Edge & DRE(Z & (F 5 VeriSign ZERA L-t¥a ) 7T« 3L |
BHE i

[ | VeriSign SEEAE % Microsoft Access Edge 21 > 7/R— 3 %

ATvT1
ATvT2
ATvT3
ATvTAa
ATvT5
ATv 76
ATvT1
ATvT8
ATv79
ATv 710

ATvIN
ATvT12
ATv713
ATy 714
RATvT15
2T 7T16
ATw T

ATy 718

ATy 719

FIE

Access Edge '—/NT, run 2> K225 mme ZFEITLET,

[7 7 A/ (File) 1>[AF > 71 ZiBN/HIER (Add/Remove Snap-in) ] Z3R L £7,
GEAN (Add) 1227V v 7 LET,

[REPAE (Certificates) 1227 U v 27 LET,

GEA (Add) 1227V v 7 LET,

[ Ea2—% 7H Uk (Computer account) | Z R L E 7,
[Next] #27 U v 7 LET,

[m—A 2 a—4 (Local Computer) | Z iR L FE 7,

(¥ 7T (Finish) 1227V >y 27 LET,

[(AF v 7 A & BIVAEIER (Add/Remove Snap-In) |17 ¢ > RUAZPALZIZIE, [OK]Z 27 U v 27 L
£7,

Ay ary =T, iEHEY ) —Z R L ET,

[E#E X v7=v— RAERAE  (Trusted Root Certificates) | D7 7 T %Pl & 7,

[REAAE (Certificates) 12427V v 7 LET,

[T_XTDOHX A2 (All Tasks) 1> [ A — b (Import) ] IR L E,
FERAED 4 P — RO [k~ (Next) 1227 U 27 LET,

C:\ T4 L7 FVITdHD VeriSign iEAEZ B L £7°,

[FEFAEZ T XCRDO A FTIZEE T 5  (Place all certificates in the following store) | %27 U v 7 L
i ‘j‘o

RERAEA R L LT, SNz — FEEBIBERS (Trusted Root Certification Authorities) ] % 34R
l/ \‘i ‘a—O

FIE 13 ~ 18 Z# VI L TIBAINOD VeriSign siEHEZ A AR — F LET,
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MEDT/INY JIEHR

* Cisco Adaptive Security Appliance DT /3 Z{E#H, 235 ~_—

* Access Edge 53 X OVOCS Hh— DT N 7 239 ~N—

Cisco Adaptive Security Appliance @ T /\v 715k

Cisco Adaptive Security Appliance D 7/\v 45 aA< 2 F

W DFIL, Cisco Adaptive Security Appliance DT /3w 7 a< > RO—ETT,

% 22 : Cisco Security Appliance DT /X5 A< K

=)

FRTHavUFk

=T

Cisco Adaptive Security Appliance
A B —T = A AT ping &k

F5T 572D ICMP /37 v MM
WMEFRLET,

debug icmp trace

NTTNYa—T 4 T REboT
B, FRYS A=V ET A —
TMZTHZ L Em BEID LET,
ICMPT RNy 7 Ayt —U%T 48—
TN T BHIZIE, no debug icmp trace

o< REMHALET,
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B Cisco Adaptive Security Appliance D7/3v 45 a< > K

HMEDT Ny JTHER

=)

AT Hav UK

EEC

IM and Presence #— E % /Cisco
Adaptive Security Appliance % 7=
1% Cisco Adaptive Security
Appliance/SM5 N A A [ DFE
HEFEOHGEIZEET 5 A v —
VhERRLET,

debug crypto ca

ZPOa~<wr NlZLogLevel /N7 A—%
ZiBJN LT, Cisco Adaptive Security
Appliance T 7' L~L % X 52581k
TEET, #:

debug crypto ca 3

debug crypto ca messages

ANBLOHARA v E—PDF Ry
T Ay —VORFERLET,

debug crypto ca

transactions

RSB arOF Ry T Ay
t—TOHREFRRLET,

Cisco Adaptive Security Appliance
2L CEE SN SIP A v
=V EFRRLET,

debug sip

(% CHeRB 4 2720l2) s
A= Ny T FITEEL
7,

terminal monitor

VAT LU Ay—=V%kA
R—=T M LET,

logging on

FNITNY a—T 4 TR ol
b, VAT AT ET =TT
THZ LM< BROLET, VA
ThAOT Ay—UEEHIT HI
X, no logging on I~ R&EFEH L
£

VAT A AT Avkb—TU%
Ny 7 7ICEE LET,

logging buffer debug

Telnet =~ > =2 » F7-1% SSH
tova NIRETHVAT A
ol XAob—UERELET,

logging monitor debug

VAT A BT Avb—Uk%
595 (syslog) H— %IEE
LET,

logging host
interface name

ip_address

* interface_name 5142, syslog
P — T 7B A4 5 Cisco
Adaptive Security Appliance 1 >
A —T A A&EELET,

*ip_address 51402 1%. syslog % —
NOIPT RLAZRELET,
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HMEDT Ny JTHER

Cisco Adaptive Security Appliance D 7/3v 5 a< v K B

=)

AT Hav UK

FEC

A B —T x A AT ping &%

ping

2 7 « w7 75 Cisco Adaptive Security
Appliance Z#2H CTX 5 Z & Z il 7
%7212, Cisco Adaptive Security
Appliance 1 > % —7 = A AT ping &
EETOHERE, R —T =
A ANZH DA A MHT ping X5 T
DEAEDFERIZ SOV TIL,

[ Cisco Security Appliance Command
Line Configuration Guidel ™

[Troubleshooting] ZZM L T 72X

AR

*7-. ADSM T [V—/v (Tools) ]>
[ping] Z1BINL TA FX—T = A AT
ping ZiEFETHIELEHTEET,

GE) /X7 U w7 @ IM and

Presence —tE A IP 7 K L
A~D ping & FATTEEH
Ao 7212, AV H—T =
A ATIL72\ ) Cisco Adaptive
Security Appliance © MAC 7~
R LA ARP T — 7 VT H
AREINET (arp-a) .

Nry hON— R ERFL—AL
*7,

traceroute

[—/v (Tools) ]>[hF L —A/L—k

(Traceroute) ] i/l L C ASDM @
Nry hONV—FEFL—RATHZ
EHLTEET,

Cisco Adaptive Security Appliance
ZI T 28y~ oL &
FL—2AL%ET,

packet-tracer

[¥—/ (Tools) 1>[/"7 v b FL—
4 (Packet Tracer) | Z3&R L T
ASDM D237y b DA & - L—
ATHZEHLTEET,

EENEY D

TLS 7u ¥ D5y 7 a< K, (238 X—)
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HEDTNy TER |

B At o8- RENFA L E—T A ADHADF ¥ TF v

NEA VA —T A RENFA VEZ—T A ADEIDF ¥ TF v

ATv T

ATy T2

ATvT3

ATv74

ATy 75

ATvT6

ATy T17

FIE

Ay 7 4 Xal—varyEB—REBLET,

> Enable
> <password>
> configure terminal

XX TTFTXYITDNT T4 I BEETHT 78X VA MEERLET, RIHFIZRLET,

access-list cap extended permit ip 10.53.0.0 255.255.0.0 10.53.0.0 255.255.0.0

XYy TTFXYNEEZ VT LTD, TANTHZ EaHELELET, lclearcapturein] 2~ > K%
FEHLTHHRA X —T A ADF vy 7F %27 U7 L, [clearcaptureout] =21~ K& LT
A v H =T 2 ADF Y T F v VT LET,

WDa<y ReEANLT, REA v Z—T7 =2 ADRry "eXy FF ¥ LET,

cap in interface inside access-list cap

KDa<wy REAN LT, A v Z—T oA ZAD Ny " oeXxy 7F ¥ LET,

cap out interface outside access-list cap

WDa<wr ReEANLT, TLSEAEDO Xy Yy haedy 7F v LET,

capture capture name type tls-proxy interface interface name

WDa<xr REANLT, Xry hOFy 7 F vy 2RELET,

copy /pcap capture:in tftp://xx.xx.xx.xx copy /pcap capture:out tftp://xx.xx.xx.xx

Woa<r ReEANHLT, HhET 4 AZiIcae—L, ASDM ([#1E (Actions) 1>[7 7 A VE
P (File Management) ]>[~7 7 A /M (File Transfer) 1) &AL CHIG L £,

copy /pcap capture:in diskO:in_1

TLS 78X DT /\vy5g av K

KOFIZ, TLS 7uF v DF Ny 7 a~y Ro—ETT,

K23 TUSTAOXLOFNvS avo kR

B#Y FERT S avTUK
TLS 7 ua X BEOT Xy B LW, debug inspect tls-proxy events
syﬂog Hjj70)¥§iﬁfh debug inspect tls-proxy errors

debug inspect tls-proxy all
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| @eoFysER

Access Edge &5 & U 0CS H—/ DT /Ny 5 [ |

=) EFRYSaTUL

TLS 7u %y v v a VHITOFRR show log

77T 4 7R TLS 7 a¥%3 kv g |show tls-proxy
DS

HEDTLS 7ua X% v g 2B 7 | show tls-proxy session detail
L EERIE M O R R

(Cisco Adaptive Security Appliance 7% IM
and Presence " —E A LA R A A L b
DOt % I HSL L7258 12 H)

Access Edge 5 & U 0CS H—/\DT/\ v 4

0CS/Access Edge TT/\v T v 3 U Z%BHIRT S

ATv T

ATy T2
ATvT3

ATvT4
ATy 75
ATvT6
ATvT1
ATvT8

FIE

M58 Access Edge —/3C, [A ¥ — |k (Start) |> [ Y —/L (Administrative Tools) ]>[= >
o — & OEM (Computer Management) | i8R L £,

KA DA > T, [Microsoft Office Communications Server 2007] #4727 U v 27 LE7,

[2¥> 7 >—/ (Logging Tool) |>[##l7T /Ny 7 & a3 (New Debug Session) | &R L
e

[m¥ 7 (Logging) 147+ 3T, [SIPAZ 7 (SIPStack) ] ZEIRL E£7,

LAV LT [T (Al ] A58 L £,

[2 7 DOBi4t (Start Logging) 1427 Vv 27 LET,

SET LD, [BeX 7 &L (StopLogging) 127 Vv 7 LET,

(22 77 A N%58T (Analyze Log Files) 1 %27V v 27 LE7,
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#EOT Ay IHER |
B AccessEdge ® DNS BE %1259 %

Access Edge @ DNS 2 E #1R:E 3 %
=

ATY 1 SN Access Edge h—/3C, [A ¥ — |k (Start) |>[#&H>Y —/L (Administrative Tools) ]>[=
B o — % O EL (Computer Management) | &3 L £,

ATw 72  JERDA D [Microsoft Office Communications Server 2007] #4727 V v 7 LE£7,
ATvF3 [FuvZ (Block) | ¥ 7&2&IRLET,
ATw 74 IMandPresence ' —EATHEEIND RAL VPRI T Y7 SNRWT EE2ERLET,
AT9 TS5 [T 7 EASE (AccessMethods) ]934 > TIRDA T L a UINBIRENTWD Z & 2R L £,
a) fhd KAAL &7 =T L —y 3 %1T9 (Federate with other domains) ]
b) [TxFL—ray = —ORNEZFFAIT 5 (Allow discovery of federation partners) |

ATwT6  Access Edge 2" DNSSRV L' o — FZAB L TWA Z L &MRELET,
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