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> Enable

> <password>

IM and Presence 4 —E X 1) 1) —212001) FA/ VAT zTL—2av A4 F )


cup0_b_interdomain-federation-guide-1201_chapter_011.pdf#unique_107
cup0_b_interdomain-federation-guide-1201_chapter_0101.pdf#unique_38

Cisco Adaptive Security Appliance & Microsoft Access Edge & DRE(Z & (F 5 VeriSign ZERA L-t¥a ) 7T« 3L
BHE i
B veriSign BOHLL RS R MRS D FOER

> configure terminal

ATYT2 RKOawrREANLT, FTARMKRA U EFRRLET,

show crypto ca trustpoints

ATYT3 koOa<wr RFEAHLT, bTAMKRA Vb EBETLEPAZLZHBRL £,

no crypto ca trustpoint trustpoint name

WOEEDH ) NFREINET,

WARNING: Removing an enrolled trustpoint will destroy allcertificates received from the

related Certificate Authority.

ATY T84 FTFRAMKRA L FNOBIREMHRT DA v E—VRERRENTZE, yes EATLET,

ROEE
VeriSign HOH LW T A RRA > ARk, Q=)

VeriSign HDHFLWNE TR MRS > FDERL
1B

ATFYT1 av74F¥al— gy E— REEKBLET,
> Enable

> <password>
> configure terminal

ATvT2 Wkoa<wr FEAHLT, ZOHHEOF— X7 24K L £9°,

crypto key generate rsa label keys for verisign

ATv T3 kO—#HOa< Fa& A LT, IMand Presence +—E AD T A2 hRA > M &2ER L 9,
(config) # crypto ca trustpoint trustpoint name
(config-ca-trustpoint)# enrollment terminal

(config-ca-trustpoint)# subject-name

cn=fgdn,QU=organisational unit,O=organisation name,C=country,St=state,L=locality
(config-ca-trustpoint) # keypair keys for verisign
(config-ca-trustpoint) # fgdn none

(config-ca-trustpoint) # exit
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*E (Country) (2 XFDOE=T— RDOH)
FIENFI (State)  (BWE72 L)
XHTH] (Locality) (W&721L)
* k%4 (Organization Name)
* KRR
* —fi%4 (CommonName) (FQDN) - ZDffiX 37V » 7 IM and Presence ?® FQDN
T HMENDH £77,
NN a—=T 4T DR
show crypto key mypubkey rsa 1~ RZ AN LT, F— XTPERENTNDEZ L 2R LE
R
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VeriSign HOFT LW T A MARA » FoARR, Q2~X—2) OFIEEZFATLET,

FIE

ATv 1 a7 4 FXa2l—aryET— REEBELEST,

> Enable
> <password>

> configure terminal

ATvFT2 koavwr REALT, iE#E% Cisco Adaptive Security Appliance (2 >R — k LE 7,

crypto ca authenticate trustpoint name

ATYT3 KOLITCAFFHEEZ AN LET,

quit
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ATV T4 FEEOKREZWRT DA v E—VRERENTZD, yes EATILET,

RDIEZE
AEEEA TR OAERK, (43—)

AEAZEE R ERDAER

[T L& BHIIC
N— FNEHEOA VR —K, (=) OFRIEEFEITLET,

FIE

ATFv Il arr7 4 Fal—varE—REMBLET,

> Enable
> <password>
> configure terminal

ATYvT2 WkoOa<wr FEANLT, CAICKTHBEERZEELET,

(config) # crypto ca enroll trustpoint name

ROEEOHNNFRINET,

SWARNING: The certificate enrollment is configured with an fgdnthat differs from the system
fgdn.If this certificate will be used for VPN authentication this may cause connection

problems.

ATV T3 BEOFGTEHRT DA vE—VURERINTZD, yes EATTLET,
% Start certificate enrollment..%The subject name in the certificate will be: <fgdn>,

OU=<organisational unit>,O=<organisation name>,C=<country>,St=<state>,L=<locality>

ATYT4 YTVl NMRET A ADVITNEGEEGDD L AR T DA v E—VURBRENZS,

no EAJJLET,

ATYT5  GRIGGEAEERERTRT DL EMRT A v E—UNERRINTED, yes EANLET,
AEAEER P FTRSNET,
RDIEFE

REE B4 BK % VeriSign IZXE T 5, (5X—)
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AERAEE A ER 26595 &, VeriSign 7 HIROFEAE T 7 A Lk S E 7,
*verisign-signed-cert.cer (BAFEHIEHE)
*trial-inter-root.cer (TALHR/L— FFEBHE)

*verisign-root-ca.cer (/L— b CA FEE)
EAEZ 7 ANV EL T a—RLeb, BIOAERT 7 A VICFEA#E Y 7 A VERELET,

[T L& BHIIC
CFEAEBEAEROAER, 4—) OFEEETLET,
CHFHEEBALAERAART AL XX, EELETF Y LY RAT— RNNWEIZRD 9,

FIE

VeriSign Web ¥ MZT7 7 &AL ET,

R STV D FIRICHE > TREIEBL ZEREZ A LE T,

Tur 7 ERERINTED, AEAFEELAEROT ¥ LY NATU— RERELET,

FREINDY 4 2 FUICGEAFEEA ER A0 T £,

(6= 2) B—— BEGIN CERTIFICATE----- A e END CERTIFICATE----- FTxE (DT
S &G ) QR0 720l 8 A,

RDIESE
AERA AL BRI LI2RE E ORI, (5 2—)

AEAEE R ERICHEA L 1=EEEAZE DHIFR

&

AEAE A RO AU L7z —FRib— REERFIZHIBR T 2 LERH D £,

X L& BRI
AEFEEA BR % VeriSign IZEFT 5, (5—) OFIEEZFEITLET,

FIE

Ay 7 4 Xalb—var ET—RERBLET,

> Enable

> <password>
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PREEEAED A VR—

> configure terminal

WDa<y REANLT, FEHEEZFE R LET,

(config) # show running-config crypto calook for crypto ca certificate chain trustpoint name
kDA~ R A LT, iEHEZHIRL T,

(config) # crypto ca certificate chain trustpoint name

(config-cert-chain) # no certificate ca 00b92f60cc889fal’7a4609b85b70S
ROEEDOHNNFRINET,

WARNING: The CA certificate will be disassociated from this trustpoint andwill be removed
if it is not associated with any other trustpoint.Any other certificates issued by this CA

and associated with this trustpoint will also be removed.

N7 A MRA L FORIRZHRT DA v E—UNRREINTZD, yes EATILET,

RDIESE
HRIGEAEO A VR — b, (63—)

HEGEAZED A VR— k

&

ATy T2

ATvT3

[T L& BHIIC
AERAEEA RIS LIZGEHEOHIE, (52—Y) OFIEEZFEITLET,

FIE

a7 4 F2lb—ay ET— RERBLET,
> Enable

> <password>

> configure terminal

WD a<r Rae AL T, fEHE% Cisco Adaptive Security Appliance (24 >R — s LE T,

crypto ca authenticate trustpoint name

WD X HIZCAFEFHEE AN LET,

————— BEGIN
CERTIFICATE----- MITEwDCCBCmgAwWIBAgIQY7GlzcWfeIAdoGNs+XVGezANBgkghkiG9wOBAQU. ... .--——~— END
CERTIFICATE--—-—--
quit
GE) BOATIZ Tquit] & WO BHFEZ AL TR T LE
R
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ATY T4 GIEOEKREMRT DA v E—UNEREINTED, yes EATILET,

ROEE
J— REEBHED F T 2 FRA V FOERE, (7 3—3)

JL— FEEBHED FS R FRA 2 FOERL

[F L& BRI
PRIFEAEZEDOA v AR—1F, (6 ~—) OFIEZFATLET,

FIE

ATFYT1 a7 4F¥al—TarE— REEBLET,
> Enable

> <password>

> configure terminal

ATvT2 koOavr REANLT, MTFAMRA U MEERLET,

(config) # crypto ca trustpoint verisign root

(config-ca-trustpoint) #

ATFv T3 kO—EOavr REAHLET,

(config-ca-trustpoint)# revocation-check none
(config-ca-trustpoint) # keypair keys for verisign
(config-ca-trustpoint)# enrollment terminal

(config-ca-trustpoint) # exit

JL— FEEBRZE D 1 VAR— bk

(X L& BHEIZ
Jb— REED 7 A AL FOERKR, (T~—Y) OFIEEFEITLET,

FIE

ATFYT1 av74Fal—arE— REBEKBLET,
> Enable
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> <password>

> configure terminal

ATvF2 koa~vr REAHLT, GEHEE Cisco Adaptive Security Appliance (21 > AR — k L £7,

crypto ca authenticate verisign root

AFvT3 WOEIICCAFHEZ A LET,

————— BEGIN
CERTIFICATE----- MIICmDCCAQECECC0167bggLewTagTia9h3MwDQYJKoZIhveNAQECBOAW. .. .————— END
CERTIFICATE-----
quit
(6=3) BIDATIC “quit” &) HEEZ AN L TRT L&
ﬁ—o

ATyT4  FENFEOEKREZHRT DA v E—URBRENTZD, yes EATLET,

RDIEZXE
BLANEZEAED A R— |, (82—

ERTEAED A ViR— k

[T L& BHIIC
Jb— FFHED A VR — T, (7T—) OFEEZEITLET,

FIE

RTYT1 ar74Xal—varET—RFEHBELET,
> Enable

> <password>
> configure terminal

ATvT2 Wkoa<r RFuEAHLT, iF#HE% Cisco Adaptive Security Appliance (A >R — k L £,

crypto ca import verisignca certificate

ROBEEDHAPFIRENET,

WARNING: The certificate enrollment is configured with an fgdn that differs from the system
fgdn.If this certificate will be used for VPN authentication this may cause connection

problems.

ATY T3 GFHEOBEOFITEWHRTHIA v —URNERENTED, yes EASNLET,
ATFvTd  KOLIITCAFHEEZ AN LET,
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————— BEGIN
CERTIFICATE----- MIIFYTCCBEmMgAwIBAGIQXtEPGWzZ0b9gejHejq+HazANBgkghkiGOwOB. .. .-———- END
CERTIFICATE-----
quit
GE) BIDATIZ “quit” & WD BFEZ AN L TR T L&
j‘o

ATv TS5 GIAEOEKREMRT DA v E—UNEREINTED, yes EATILET,

ROEE
VeriSign FIEBHE % Microsoft Access Edge (21 AR — k35, (93—)

VeriSign SEBAZE % Microsoft Access Edge [ > 7R— b T
%

ZOFNATIE, VeriSign O /L— FFEE & HHFE 3 4 Microsoft @ Access Edge #r— /M2 A VR —
N2 HFEIZOWTHBI L E T,

([ C&H BRI
VeriSign 7> HHEAE S 72 FEHE A Access Edge —/% (C:\ 72 &) [CRFLE T,
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[ | VeriSign SEEAE % Microsoft Access Edge 21 > 7/R— 3 %

ATvT1
ATvT2
ATvT3
ATvTAa
ATvT5
ATv 76
ATvT1
ATvT8
ATv79
ATv 710

ATvIN
ATvT12
ATv713
ATy 714
RATvT15
2T 7T16
ATw T

ATy 718

ATy 719
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FIE

Access Edge '—/NT, run 2> K225 mme ZFEITLET,

[7 7 A/ (File) 1>[AF > 71 ZiBN/HIER (Add/Remove Snap-in) ] Z3R L £7,
GEAN (Add) 1227V v 7 LET,

[REPAE (Certificates) 1227 U v 27 LET,

GEA (Add) 1227V v 7 LET,

[ Ea2—% 7H Uk (Computer account) | Z R L E 7,
[Next] #27 U v 7 LET,

[m—A 2 a—4 (Local Computer) | Z iR L FE 7,

(¥ 7T (Finish) 1227V >y 27 LET,

[(AF v 7 A & BIVAEIER (Add/Remove Snap-In) |17 ¢ > RUAZPALZIZIE, [OK]Z 27 U v 27 L
£7,

Ay ary =T, iEHEY ) —Z R L ET,

[E#E X v7=v— RAERAE  (Trusted Root Certificates) | D7 7 T %Pl & 7,

[REAAE (Certificates) 12427V v 7 LET,

[T_XTDOHX A2 (All Tasks) 1> [ A — b (Import) ] IR L E,
FERAED 4 P — RO [k~ (Next) 1227 U 27 LET,

C:\ T4 L7 FVITdHD VeriSign iEAEZ B L £7°,

[FEFAEZ T XCRDO A FTIZEE T 5  (Place all certificates in the following store) | %27 U v 7 L
i ‘j‘o

RERAEA R L LT, SNz — FEEBIBERS (Trusted Root Certification Authorities) ] % 34R
l/ \‘i ‘a—O

FIE 13 ~ 18 Z# VI L TIBAINOD VeriSign siEHEZ A AR — F LET,
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