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* Office 365 Workflow (Business to Business via Expressway), on page 1
* Skype for Business Workflow, on page 2
* Microsoft Lync 7 — 7 7 12— (Expressway f&H DFEN) (3 <X—2)
* Microsoft Lync Workflow (Business to Business via Expressway), on page 5
* Microsoft Lync Workflow (Business to Business via ASA), on page 6
* Microsoft OCS V—7 77— (HE#7 =27 L—ray) (63—)
* Microsoft OCS 7 —7 7 1 — (ASA %41 L 7= Business to Business) (7 ~<—%)
«SIP 7 =7 L— a3 VAT Cisco e MEe X2 V7 4 7T IA4 T ADU—7 7a— (8
cAOL ZfEIL72SIP 7 =7 L—> 3 VO T —7 71— (9 X—Y)
*XMPP 7 =7 L—Y 3 DU—77a— (93—=)

Office 365 Workflow (Business to Business via Expressway)

The IM and Presence Service supports interdomain SIP federation with Office 365 via Cisco Expressway
session classification in a business to business configuration. With this integration, Office 365 hosts the
Skype for Business deployment.

\}

Note Forinterdomain federation with Skype for Business without Office 365, see Skype for Business Workflow,
on page 2.

IM and Presence Service Configuration
1. Start Federation services. See 7 =5 L —> '3 > —EAD A4 .

2. Configure a public DNS SRV record for the IM and Presence domain. The SRV should resolve to
the Expressway-E IP address. See IM 35 & U Presence #— A DNS SRV L = — KB,
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. Skype for Business Workflow

3. Inthe IM and Presence Service, add the Office 365 domain entry. See IM and Presence #— E & ~
7 Office 365 N A A > DB

4. Inthe IM and Presence Service, configure a TLS static route to Expressway-C. See Office 365 ~®
AHBT 4 w7 J— N O,

5. In the IM and Presence Service, assign Expressway-C as a TLS peer. See TLS 7 & L T®D
Expressway 1Bl

6. Inthe IM and Presence Service, add the Expressway-E server to the inbound access control list. See

T 7' AU Ak~ Expressway DB,

7. Restart the Cisco XCP Router on all IM and Presence Service nodes. See Cisco XCP /L'— % O F.j2
).

8. Exchange certificates between the servers in your deployment. For the IM and Presence Service, you
will need to upload the Expressway-C certificate chain to the cup-trust store. See Exchange
Certificates.

Cisco Expressway Configuration

After interdomain federation is configured on the IM and Presence Service, set up Cisco Expressway for
interdomain federation with Office 365. For Expressway configuration details, see Chat and Presence
XMPP Federation and Microsoft P Federation using IM and Presence or Expressway at:

https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/
products-installation-and-configuration-guides-list.html

Skype for Business Workflow

The IM and Presence Service supports SIP federation with Skype for Business via Expressway in the
following integrations:

* Business to Business via Expressway—Federation with a remote Skype for Business server that is
located in another company's network.

* Single Enterprise Network—Federation with an on-premise Skype for Business server that is located
in the same enterprise network as the IM and Presence Service, but which is in a different domain.

)

Note Skype for Business can also be hosted by Office 365. For Office 365 deployments, see Office 365 Workflow
(Business to Business via Expressway), on page 1.

Following is an overview of the configuration process. For a detailed task flow, see Skype for Business
TrxTL—a DR AY Ta—,

IM and Presence Service Configuration

1. Turn on Federation Services. See 7 =7 L —> 3 > —E AD A4 .

. KA VB ZzTL—Ya v OBR7— 70—
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Microsoft Lync 7—% 70— (Expressway #2EH D1t A) .

2. Configure a DNS SRV record for the IM and Presence domain. See IM 3 JX UF Presence @ DNS
SRV OFY 4T,

* In business to business federations, it should be a public DNS SRV that points to Expressway-E.

* For interdomain federation within a single enterprise, it can be an internal DNS SRV that points
to Expressway-C.

A\

Note  You can still configure interdomain federation without the DNS SRV record, but you will have to add the
route manually on the Skype for Business server.

3. Inthe IM and Presence Service, add the Skype for Business domain entry. See IM 33 & TF Presence
~DT7 =T L—T v K RAAL OB

4. Inthe IM and Presence Service, configure a TLS static route to Expressway. See IM and Presence
DAZT 4 v 7 — k OREAL.

5. In the IM and Presence Service, assign Expressway-C as a TLS peer. See TLS 7 & L T®
Expressway 03B

6. Inthe IM and Presence Service, add the Expressway-C server to the inbound access control list. See
7 7 AHIE Y A R~ Expressway OB

7. Restart the Cisco XCP Router service on all IM and Presence nodes. See Cisco XCP /L — & O i
Hify,

8. Exchange certificates between the servers in your deployment. See Exchange Certificates.

Expressway Configuration

Configure Expressway for interdomain federation with Skype for Business. For Expressway configuration
details, see the Chat and Presence XMPP Federation and Microsoft S P Federation using I|M and Presence
or Expressway at:

https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/
products-installation-and-configuration-guides-list.html.

Additional Configuration Details

)

Note  For a more detailed view of the configuration tasks for Skype for Business, see Skype for Business 7 =
TL—YarDRAY Ta—,

Microsoft Lync 7—% 7 00— (Expressway f£H Dt A)

N+ U A4 T Expressway %41 L T IM and Presence Service & Microsoft Lync fij > K £ A >-[#]
T=Tb—va Y ERET HITE, ROFX AT ZFITLET,
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ZOFREF, Ty FOARDOERET v bMa—LOREROE =V HR—FLET,

IM and Presence Service D%

1. IM and Presence Service C, MicrosoftLync KA A > D7 =7 L —vay RAfL L = R
ZIBINL £9, IMandPresenceService X, 7 =T L —T v K FAA > = U DHIEACL
ZEHBMICEBML T, [{EFENTO Microsoft Lyne KA A OB Z&RLTL7EE
AN

2. IM and Presence Service C, Microsoft Lync #—/3 KA A T LIZ{#BID TLS A X T 1 v 7
N—FERELET, F— M. BFED Microsoft 71> b =2 N Y — _R—Z 54 M
N&H Y F9, [IMand Presence’»® Lync ~D AKX T 4 v 7 Jb— hOREE] 251 TL
TZE,

\}

GE) TLS AT 4 w7 N— NEHRETHLENSHY 7, TCP X, Microsoft Lync &£ D7 =7 L —
Va TR R- IR TWEREA,

3. IM and Presence Service C, Lync % — SFEBEIZEA T 5 CA O/L— hEH#E % IM and
PresenceService (27 v 7 a—RLE9, £/, TLISET7 7 V=7 FE2RELET, [Set
up Certificates on IM and Presence for Federation with Lync] ZZ&M L T 7230,

Expressway D% 5

F v v b+a— LEEDEA D, Expressway 7 — b7 oA ZBINLES, ¥—hT7 oA T,
Microsoft DFH H EHMEE SIP 7' v — 4 2% E L 9, Expressway Z 4% 9 % (21X, Configure
Expressway Gateway for Microsoft Lync Federation (237~ % 97,

\}

B Fx v FOALDOEBTIL, Expressway 7 — b7 = A [ZMEH Y THA,

Expressway 7 — bV = A D SIP 70— Z T 5F v v Ma—VEEOEE, AR— I
NS TV ADORICRESNE T, EVRAY—EVRAEFIR— SR THERA,

Lync DR
1. Lync ¥ —"—T, ROWTNNDOFNEZAMEH LT TLS §#H9L— 2k L £,

1. Frxvb+a—VEROEAEIL, Lync 7°5 IM 3 X O Presence ~D AKX T 1 v 7 Jb—
R~ DHERK

2. Fx¥ v bOHOREBEDEAIL, Lync 2> 5 Expressway 7 — k7 = A ~DOFI/L— kDO
Fil

2. Lync #—/3T, IM and Presence Service G T 27 7V r—a & LTEML, &%
IM and Presence 7 7 A% /— RE(GHEHTE L7 U r—a vy h—n_— F—LZEMNL
£9, [LyncServer COEFHTE L7 7V r—ra O 22RLTLIEEN,
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Microsoft Lync Workflow (Business to Business via Expressway) .

3. Lync¥—n—7T, hAav%2aIvy bLET, [ThAPOAM) 22 TIEEN,

Microsoft Lync Workflow (Business to Business via
Expressway)

\}

Note This deployment is supported for intracompany deployments only. Federation via Expressway Gateway
SIP broker is not supported for business to business federation.

Complete the following tasks to set up interdomain federation between IM and Presence Service and
Microsoft Lync in a business to business deployment via Expressway's session classification method.

This configuration supports both chat-only and chat+calling deployments.

\)

Note The minimum IM and Presence Service release for this configuration is 11.5(1)SU2.

IM and Presence Service Configuration

1. Inthe IM and Presence Service, add a federated domain entry for the Microsoft Lync domain. The
IM and Presence Service automatically adds the incoming ACL for the federated domain entry. See

AN TO Microsoft Lyne K A 1 > DB/,

2. Inthe IM and Presence Service, configure an individual TLS static route for each Microsoft Lync
server domain. Each route should point to a specific Microsoft front end server. See IM and Presence

26 Lync ~DAZT 4 v 7 Jb— DR,

\}

Note  You must configure TLS static routes. TCP is not supported for federation with Microsoft Lync.

3. Inthe IM and Presence Service, upload the root certificate for the CA that signs the Lync server
certificates to IM and Presence Service. Also, set up TLS Peer subjects. See Set up Certificates on
IM and Presence for Federation with Lync.

Expressway Configuration

Configure Cisco Expressway session classification. Refer to your Cisco Expressway configuration
documentation at https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/
products-installation-and-configuration-guides-list.html. For Release X8.9.2, refer to Cisco Expressway
Options with Cisco Meeting Server and/or Microsoft Infrastructure.

KA VB Z7zTL—a v 0ERT7—Y 70— .
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Microsoft Lync Workflow (Business to Business via ASA)

* Configure a federated domain on the IM and Presence Service for Microsoft Lync federation, see
SIP 7 =7 L—7 v K RAA DB

« Configure the DNS SRV records, see SIP 7 =7 L — 3 = > DNS /L.

« Configure the routing on the IM and Presence Service for Microsoft Lync federation, see IM 35 &
O Presence — B ZD/V—T 1 7 THERL

+ (Optional) Configure the email address for federation feature,see 7 =7 L —3 = O A —
N NTT D

» Configure the TLS security settings on the IM and Presence Service, see IM 35 J2 O} Presence —
EATEF =2 U T 4 REOHK

« Configure the Cisco Adaptive Security Appliance for Microsoft Lync federation, see SIP 7 = 7
L— a3 vad Cisco e X2 V7 4 77747 ADY—2 71— and TLS Proxy
Configuration on the Cisco Adaptive Security Appliance.

* Configure certificate exchange for Microsoft Lync federation, see Security Certificate Configuration
on Lync Edge Server for TLS Federation.

* Configuration of Lync Server 2010 and Edge servers for interdomain federation differs from that
outlined within this guide for OCS. For information on configuring the Lync enterprise for interdomain
federation with the IM and Presence Service, see Microsoft documentation.

Microsoft 0CS 7—4~ 70— (BHEJzTL—3Y)

IM and Presence Service & Microsoft OCS D KA A U7 =5 L —3 a3 VEFRTET HITiE. &K
DEATEFITLET, ZOREIL. CENTASA 77 AT U4+ —LZHHLARWSIP 7 =
FlL—ya Y HTT,

e

IM and Presence Service D% E

1. IM and Presence Service C. Microsoft OCS KA A D7 =T L —v gy RKALL R
ZBINL £9, IMandPresenceServicelX, 7=F L —F v K RAAL L = Y DEEACL
ZHBBNEM L £, [N TO Microsoft OCS KA A DN #BMBLTLIEE
/AN

2. IM and Presence Service C, Microsoft OCS %—/3 R A A T EIMHBIDO A X T 4 > 7 —
FERELET, K/L— ME, ¥FED Microsoft 7 > b =2 K —N—Z T HNE XD
D F£9, [Microsoft — 3D IM I L W\ Presence ' —E AD AKX T ¢ v 7 Jb— kDR
EBRLTIESN,
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Microsoft 0CS 7—% 7 O0— (ASA %4t L 7= Business to Business) .

\}

GE)  OCSDFE. Fa bz XA 7L LT TCP F£721% TLS Z I T= £97,

Microsoft 0CS D&k

1.

OCS #—/3—"C, IM and Presence Service N A &5+ TCP £/2IX TLS A ¥ T 1 v 7
N—FrEHRELET, £1— NI, ¥ED IM and Presence Service /— F&ZFF L T\ 5
ERHY FT, [TOCS TIM B LW Presence 4 —E RIZ[AIND AZT 4 v 7 Jb— kO
) 2SR T EE0,

IM and Presence Service T, ET7RRFEY A F—MNHR— b 5061 & L TEREI L, — 13—
REY AF—3AR— K 5061 TlXR2WZ 2R LET, [ETFGEEY AT —OR) 25
LT &0,

OCS #—/3—"7T, % IM and Presence Service / — FDHE A FMRFFET > MY 2R ELET,
TLS B 5k 2 H 9 2581, 4 IM and Presence / — RiZ2 DD x> kU ZiBI9 25 M5
ﬂ%@iﬁ‘loi/~bw7bvx%a@m/b) H 9 1 DIXFQDN Z#&dex s kU
T3, [OCS T? IM and Presence —E A J — ROKR A HAET Y b Y OB 250
LTL7EEN,

OCS & IM and Presence Service D 12 TLS 238% € &AL TV 55418, IM and Presence Service
EDRAAL T =T b —2a VHIIZ OCS CREMIEAZ R E L ET, TLS ZH L T\
WEEIE. ZOFIEEAF TS TEET, [RASUVHTZ7 =7 Lb—2 2 HDOCS TORE
HEOHM] 2R LTIEIVY,

OCS —_"—T, TLS (h T > AR— FT MTLS £721% TLS W huny) £7213 TCP @
JAF—HR—EPRREINTND I EE2HERLET, TLS AT, F— k5061 24
LEd, TCP OHEITE, A— k5060 ZfiH L EF, [0CSH— 3—TH— K 5060/5061
AN D) #SRLTIIESN,

TLS ZffH L CWAA1E, FIPS 242 L H5120CS #%E L£4, [FIPS Z i
572 ®D 0CS DfERk) SR L T EEW,

TLS Z il L CW 25513, OCS #— N—iEH#FICE4 T 5 CA D/b— FEEFI#E A IM and
Presence Service (27 v 7'm— R L £, [Set Up Certificates on the IM and Presence Service
Node for Federation with Microsoft Server over TLS] #ZM L T 72 &0,

Microsoft 0CS 7—% 70— (ASA %4} L 7= Business to

Business)

* Microsoft OCS 7 =5 L —=< 3 > JH® IM and Presence Service T7 =7 L —7 v K KA A
ERELET, [SIP7=7L—7 v K RAAL OB 25 L TIEIN,

«DNSSRV L 21— FOO#EkIZ., [SIP7 =5 L —3 3 > ODNSHERL] 2B LT a0,
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» Microsoft OCS 7 =5 L —3/ 3 ™ IM and Presence Service C/L—7 v 7 ZkEpk L £,
MM B XL W Presence 1 —E 2D /L—F ¢ » THER ] 2B LT &N,

- (FTvay) 7T v a UBRROBETF A AT FLRAEZRELET, [7=71b—
arHDEBEFA—NEANT L] EERLTL I,

* IM and Presence Y —E A TOEFX =2V 7T 4 ZHELET, IM I K Presence —E AT
X2 VT A REDHE 2SR LTI ZEN,

e Microsoft OCS 7 =5 L— 3 VD Cisco STt 2 VT 4 7 oA T 2 AR L
9, SIP7 =5 L—y 3 VAN Ciscol) ol X2 VT 4 T 7 IA TV ADT—7 71—
& Cisco il 2 VT 4 77T 47 2 ATOTLS Proxy DAL 2B L T 72 &0,

* Microsoft OCS 7 =7 L —3 3  OFEELRH AT E L £, I SIP Federation Security
Certificate Configuration with Cisco Adaptive Security Appliance] ZZM L T &V,

» Microsoft OCS ' — X—%RELET, [SIP7=F L — 3 O —— o RK—
T FOERK] ZBRLTLIEEN,

e (A7 vayv) WEMOEDIZe—RKRT U ERELET, SIP7=FlL—ralrd
TTEMYEDOLDOa— K RXZ O 22 LTEIN,

e MicrosoftOCS 7 =5 L —3a v D N T TNy a—F ¢ 7 ERIZHOWTIE, ISIP 7 =5
L—ya B0 N T TIN v a—T 4 7] BBRLTLIIEE N,

SIP 757 L—<32MITCisco@aEtEXal)Fa 7
TS53AT72ANDT—H 70—

e Cisco Tl 2 U 4 77T A7 A & IM and Presence Service (NZA X —7 =
A A) BOFEAZ 2R LET, [IM B L Presence —E A & Cisco inTltz = VU
TH4 TTIAT o AMDOEX 2V T 4GEAEOLH] 2L TIEE 0,

s Cisco LB X2 VT 4 TTIAT VA T x2T L—vay RAL Y OMBA v ¥ —
T R) WOIFAEEZHEMR L ET, [Microsoft CA Z1#H L= Ciscomnlt ¥ = U 7 ¢
T 7T AT A L Microsoft Access Edge (UMEiA X —T = A R) MOEF 2V T 1 7]
FOZH] 2B T TEE,

e TIAR=EMNHENRNT Y v T ADA = TOPAT V— IV ERELET, [HR—Fh
7 RUAZEH (PAT) | 2L T 7E30,

cRTV O IMNETTAR— P ~ADA = THOAZT v 7 PAT B ELET,
[(ZAH2T 47 PAT o~ ROPl] 2L T 7EEN,

R T VAV A MEHRLEY, 7782 U X MOEKREM 2B LTLEE
A

cTLS VXY A LV AR VAR LET, [TLS Vaxy 4 AX U ADHEK] 251
LTLIE&EW,

. KA VB ZzTL—Ya v OBR7— 70—
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