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Configure Expressway for Federation with Skype for Business

After interdomain federation is configured on the IM and Presence Service, set up Expressway for
interdomain federation with Skype for Business.

* For business to business interdomain federation, you must deploy both Expressway-C and
Expressway-E.

[ SkypeforBusiness LD KA A VBT FL—Yay
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* For interdomain federation with a Skype for Business server that is located within your enterprise
network, you can deploy an Expressway-C cluster only as the communication does not need to extend
across the WAN.

For Expressway configuration details, see the Chat and Presence XMPP Federation and Microsoft SP
Federation using IM and Presence or Expressway at:

http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/
products-installation-and-configuration-guides-list.html.

)

Note Make sure that your Expressway-C zone configuration points to the port that is associated with TLS Peer
Authentication on the IM and Presence Service. You can confirm the correct port on Cisco Unified CM
IM and Presence Administration by going to System > Application Listenersand confirming the port
associated to Default Cisco SIP Proxy TLS Listener - Peer Auth. The default is 5062.

What to do next

After Expressway is configured, proceed with the Skype for Business setup:
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Exchange Certificates

Follow this process to exchange certificates among the servers in your Interdomain Federation with Skype
for Business deployment.

\)

Note External Edge certificates from the Skype for Business edge server must have the following OID values
under Enhanced Key Usage:

* Server Authentication: (1.3.6.1.5.5.7.3.1)
* Client Authentication: (1.3.6.1.5.5.7.3.2)

AT w71 Download certificates from each system in the deployment:

* IM and Presence Service (internal certificate can be self-signed)
* Expressway-C (internal certificate can be self-signed)

» Expressway-E (external certificate must be CA-signed). Note that the Expressway-E is required for Business to
Business federation only. Expressway-E is not used for single enterprise network.

» Skype for Business edge server (External Edge certificate must be CA-signed)

Note In this context, if any of the certificates, such as Expressway-E and Skype for Business, are signed by a Certificate
Authority, it is the Root CA certificate that is actually added in the relevant far end trust store. Only in the
scenario of self-signed certificates should themselves be added to the far end trust stores.
AT w72 Onthe IM and Presence Service, upload the Expressway-C certificate to cup-trust.

AT 73 On the Expressway-C, upload the IM and Presence Service certificate and, (for Single Enterprise Network federation
only) the Skype for Business certificate.

AT 74 Upload the Skype for Business certificate as follows:

* (Single Enterprise Network). On the Expressway-C, upload the Skype for Business certificate
* (Business to Businss only) On the Expressway-E, upload the Skype for Business External Edge certificate.

AT w 75 Onthe Skype for Business edge server, upload the Expressway-E external certificate (for Business to Business) or the
Expressway-C certificate (for federation within a single enterprise).

Certificate Notes

* For IM and Presence Service, you can download and upload certificates from the Certificate
Management window in Cisco Unified IM OS Administration (choose Security >

[ SkypeforBusiness LD KA A VBT FL—Yay



| Skype for Business LD KA A Y7z TL—2 3>
Exchange Certificates .

Certificate M anagement). For detailed procedures, see the "Security Configuration" chapter
of the Configuration and Administration Guide for IM and Presence Service at
http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/
products-installation-and-configuration-guides-list.html.

* For Expressway certificate management, see the Cisco Expressway Administrator Guide at
http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/
products-maintenance-guides-list.html.

* For Skype for Business certificates, you can use the Skype for Business Deployment Wizard
to install or download certificates. Run the wizard and select the Request, I nstall or Assign
Certificates option. For details, see your Microsoft Skype for Business documentation.
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