MicrosoftLync ~D KA A UE 7T L—
vay

ZOE 7 v a Tk, Microsoft Lync ~D KA A V7 =7 L— 3 SZHOWTHB LET,

s N O Microsoft Lync ~D KA A V7 =7 Lb—v g (13—=)
* Microsoft Lync 7 =7 L —a VDOREX A7 77— (23—)

ZE AN D Microsoftlyne ~D KA A VB 7z T7L—2 3>

1: ERD Microsoft H—/I\—~D KA A U7z TL—23 Y

IM and Presence Service Deployment
(imp.example.com)

Cisco Unified Active Private Netwark of
Communications ! Directory Enterprise X
Manager |

i Microsoft Server Deployment
PlM and : (msserverexample.com)
Communication fosance || > [ Microsoft
Intercluster ! SaRiar
o »| | Presence i Frant End -
! Gisco Unified Mand ! Interdomain Federation MS';?\:";H
| Communications | Pressnce ! Microsoft | | patabase
| Manager Cluster ! || Server
; : (UK.) | *! | Front End
- K. !

IM and
Presence

IM and
Presence

M and Microsoft
Prasence Server User
Cluster (Bob)

(U.S.)

Cisco Jabber
(Ann)

i

Microsoft #—~3— & IM and Presence Service D R A A LV INRAAEAIT. BENT I =T L —
varERTEET, YT KA CEERATOISLETIS Y EHA, HRIO KA A AR
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MicrosoftLync ~D FA A U7z FL— 3> |
. Microsoftlyne 7 = T L—Y 3 VDRESX RS 70—

WHTEET, FHIZOVWTIE, 72T b—2a b T RALVICHEHETS My 7 25
LTL7Z&EW,

Microsoftlync 7 =7 L—> a3 VDEREZRY 70—

IM and Presence Service & Microsoft Lync [l 7 =7 L—3 a VAR ET HITI1E, IROX AT %
FITLES, ZOREIX Ty vy NOBDEFLEF ¥ v b+a— L OREAOW G 2 R— 1L
£,

)

GE)  Expressway 7 — h 7 = A DSIP 7R —H & LI KA V7 =27 L—a UE, 03
Xy NT—27 (#tN) TOHYPR—FINET, EVRRY—E TR ADEEIL, Expressway
N7 74y 7 HETIT ASA AT HRERH Y £,

FIiE
ARV RERERT7TIVa Y =LY
AT T 1[N TOD Microsoft Lync K A A > @B (3 ~— |IM and Presence Service T, Microsoft Lync K A A >
) D7x=FTb—vary FAf» 2 M) 2Bl

9, IM and Presence Service X, 7 =T L —TFT v K
KAA L =2 MY OF(E ACL # HEIFIZBML £
-é‘o

AT 7 2|IM and Presence’» > Lync ~D A% 7 ( v 7 JL— K |IM and Presence Service T, Microsoft Lync #—/3 K
DIEE (4~—) AL ZEEBMOD TLS AL T 4 v 7 — b &k
ELET, H— NI FFED Microsoft 7 v & |
T RN P =R=ZHTBENDHY £,
GE) TLS AZ T 4 v 7 N— b EBRET D2RLEN
HY E£$, TCP X, Microsoft Lync & D7 =
Tl—va ry TEPR— PSR THEEA,

R Fw 7 3 | Configure Expressway Gateway for Microsoft Lync (HBEE) Fv v h+a—/LEBDOBEES DI,
Federation (4 ~X—7°) Expressway 7 — k7= f 2B LET, F— ko=
A "C., Microsoft OfH AIEM M & SIP 7' 1 — 7 Z 3% E
L%,

GE) Fx v hOHDOEBTIX. Expressway 7 — b
VAT EH D EFHE A,

ATY T4 | Lync y—1"—T, ROWVWTNOOFIEEHEHN LT |Fv v b+ 2 — LEBEOEA L, Expressway 7 — k
TLS #FHL— ik L E 9, VA ~DTLS AL T 4 v 7 b— Rt L £ 7,
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T E KN TO Microsoft Lync K * A > DB .

AU RFERET7TIV3 Y B
s Lync /& Expressway 77— h 7 = A ~O§FH/L— | F v v OHZDOREBOEE X, IM and Presence
~OfERL (5 ~—) Service V' —7 4 7 ) — R~DTLS AZ T 4 7

e Lync 75 IM 35 L O Presence ~D 2% 7 1w 7 | /b— b &AL L £
— FORERL (6 X—2)

AT 75 |LyncServer COEHHTE 57 7V r—3 3 » OfERL | Lync $—/3—"T, IM and Presence Service %S48 T
(9 =) X577V r—vart LGEML, % IMand
Presence 7 7 A% / — RZGHTE 27 7V 7r—
var == =B L ET,

ATYT6| FARaYONRE (11 =) Lync —/"—T, bR %2 Iy FLET,

AT 71 |Setup Certificates on IM and Presence for Federation with | M and Presence Service C. Lync -—/SGEH #(2E
Lync (11 ~<—%) 43 % CA D/Lb— MEEFFE % IM and Presence Service
7y Fu—=FLET, £, TLSET H7 V=7
ety b7y FLET,

1 ZE R TOD Microsoft Lync F A 1 > MiEH0

Lync —""—D7 7L —7 v K RKAAL L = b ZH#k35 & . IM and Presence Service
R =T L—7T v R RAS LV Z NUDOEFEACLEZENMLET, 7=TL—T v R
R A A NZBRE#EA T 5T 515 ACL iE, IM and Presence Administration CHERR TX £7°
N, ERECHIBRIXTEEHA, (BEEMTONT) 72T Lb—T v K KA =2 MU &2H|
B 25 acoA, HE ACL ZHIFRTE £,

AT w71 CiscoUnified CM IM and Presence Administration D> —% A > X —7 = A4 Alcu /A LEd, [FLE
VA (Presence) |>[RAA VB 7T L—2 3> (Interdomain Federation) | >[SIPZxzT7L—Y 3>
(SIP Federation) | 2% L £,

ATy T2 [FHEM (AddNew) 1227 U v 7 LET,

AT T3 [FAA % (DomainName) | 74—V RIZ7 =T L—T v K AL 4EADLET,
RTv T4 [#HH (Description) | 74—V RIZT7 =T L—T v K RAAL UEBAT 282 A LET,
AT9 75 [FAA UM (Inter-domain to OCSLync) | Z##INL £,

ATy 76 [E#ET7zTL—>3> (Direct Federation) | F=v 7Ry 7 Z&A N LET,

AT9TT [IRTFE (Save) 1 &2V v/ LET,

ATYT8 SIP7 =7 L—7 v K RAA U ZBI, MR, £7ITHIBR L7, CiscoXCP/L—# & fELE) L 7, Cisco
Unified IM and Presence Service Serviceability D —H%— f > X —T7 =4 Rzu s A LET, [Y—I
(Tools) 1>[Aav kA= EYF—-Fy kT—% H—EX (Control Center - Network Services) | % i
R LU FEJ, CiscoXCP /L — & ZHiELE)7 % &, IM and Presence Service® 3 X T XCP H— B AN F L E) X
ET,
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MicrosoftLync ~D FA A U7z FL— 3> |

. IM and Presence™ 5 Lync ~AD R 2T 4 v JL— FDIEE

(G¥) Cisco XCP V—Z OFEENL, 7 T A X HNDOTTO IM and Presence Service / — K CTHETY,

RDEZRY

IM and Presence’> 5 Lync ~D AKX T 4 v 7 Jb— N OFEEE (4 ~—)

IM and Presence™ 5 Lyne ~DRA AT 4 w9 JL— FDIEE

ATy T

ATy T2
ATvT3

ATvT4

RATvTH
ATv 76
ATvT1
ATvT8

Microsoft Lync —/N K 2 A > %57 IM and Presence Service CTTLS A ¥ 7 4 v 7 J— N &
ETHICE, ROFIAZFEH L ET, Microsoft h—/3— KA A T LIMEBDOAZT 4 v 7
= N BN 2 MERH Y £T, RETDEAZT 4 v 7 b— ML, FFED Microsoft Lync
Enterprise Edition 7 © & h = R $—/3—F 72X Standard Edition % —/N—% A" A o F 3 5 45
N ET,

E A AMEZ R 572012, & Microsoft —/3— R A A L ~OBIMDONy 7T T ART 4
7 N— FERRTEET, NI T v T N— b DT ITAFVT4IIEL, FIA4 <V XX
FAYT N—F DRI ARy T T RLAICEETERWEAICORMEH SN ET,

Cisco Unified CM IM and Presence &5 ¥ C, [FL ¥R (Presence) |>[IL—T 4 >4 (Routing) ] >[R %
T4 w9 )L—k (StaticRoutes) | #ER L £,

[HFEEMN (AddNew) 1227 U 27 LET,

RAA 2 ET2ILFQDN 372 5 L 912, [$&E#eE/N2 —> (Dedination Pattern) (OfEix A LET, 7=
L 21X, FAA D domaina.com®DPFHIEL, .com.domaina.* & AJTLE T,

[RD7y T (NextHop) ] 7 «—/v KIZ, Microsoft Lync #—/N—®D P 7 KL A £ 72X FQDN # A ) L £
T

[ZDHRy T R—FbF (Next Hop Port) ] 7 1 —/L RiZ 5061 AL £,

[JL—b %47 (RouteType) | Ry 77X URA e, [RAAL 2 (Domain) | Z@R L £7,
[ k3L 247 (Protocol Type) | ka vy 7 X oy UA KRy 7 AnG, [TLZEIRLET,
[R1F (Save) 1227 U > 7 LET,

RDEE :

F v b+ a—/LDEA, Configure Expressway Gateway for Microsoft Lync Federation (4 ~3—73)

F v v NOZRDEBROEE. Lync 5 IM 3 XU Presence ~DAX T 4 v 7 Jb— F O (6 <—)

Configure Expressway Gateway for Microsoft Lync Federation

Chat + calling deployments only. On the Expressway Gateway, configure Microsoft interoperability and
enable the SIP broker. For Expressway Gateway configuration, see the Cisco Expressway and Microsoft
Lync Deployment Guide at:
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Lync /> Expressway &' — k0 = 4 ~DEHIIL— FDIER .

http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/
products-installation-and-configuration-guides-list.html.

\)

Note For chat-only deployments, you do not need to deploy the Expressway Gateway.

What to do next
Lync 7> & Expressway 7 — k7 = A ~DOFRJ/L— ~ OFERK, on page 5

Lync 5\ 5 Expressway 7 — k0 = 4 ~DFFHIIL— F DIERK

ATy T

ATy T2

ATvT3

F ¥ v b+ a—VEBEOEEDH, Lync ¥— 3T, Expressway 7 — k7 = A O5E2EHAfi K A
A 4 (FQDN) ##4 TLS A& T 4 v 7 L— h &R L £,

\)

() A¥T 427 V—FDFQDN/MNLync 7 12 by R P — "SRR AIRETH Y . Expressway

PR 2 ADELWIP T RLRIZHR- SN Z & 2R LET,

7o & 21X, Lync Server BEEL = LISA VA M=V ENTWNWH AL Ea—HICRAL VEBEEL L TR A
Y LET,

E > b New-CsStaticRoute =~ > K L b & #E| V) 24 C7= RTCUniversalServerAdmins 7 /L— 7 F 7213z —/L
R—ZA 77 A arha—/L (RBAC) B—/LDALN—=L 1L Tal A FTAHLENRHY 1T,

[RE—F (Start) |>[TRXTHOTBS S L (All Programs) | >[Microsoft Lync Server 2010] > [Lync Server
Management Shell]] DJEIZER L £,
£ >+ Microsoft Lync Server 73— = /Z)& U T, Microsoft Lync Server 2010 £ 7213 2013 IZB#) L £,

WhDa<vr REAH LT, TLS V— b2 EHELET,

$tlsRoute = New-CsStaticRoute -TLSRoute -Destination expresswayGateway fqdn -Port
expresswayGateway TLS listening port -usedefaultcertificate $true -MatchUri expresswayGateway domain

EF

INTGA—45 Bl

-5u5% Expressway 7 — kU7 = A OER(ES N A A >4 (FQDN) . fi :
expGateway.sip.com

R— bk Expressway 77— b7 = A DTLS VU A=V 7 dR—b, T7 4L DY A=
A— hE 65072 TY,

-MatchUri Expressway 7 — h V= A D RAA L, 7oL ZIE, sip.com 2 E T,

MicrosoftLync ~D KA A U7z FL—a Y .
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MicrosoftLync ~D FA A U7z FL— 3> |
. Lync 5 5 IM & & U Presence ~ND XA T4 v JL— DB

1 :

$tlsRoute = New-CsStaticRoute -TLSRoute -Destination expGateway.sip.com -Port 65072
-usedefaultcertificate $true -MatchUri sip.com

G¥) s RAAL LY DF RAAL VERET HITIE, -MatchUzri /X7 A— X TUA /)L K — RfE (*.sip.com
728 BRETEET, ZOMHEIX. VT 4 v 7 Asipeom TRDODLTXTORAL U E—FKLE
R

« Microsoft Lync server 2013 TIPv6 Z ] L TWAHE, * U A )L R — N 472 5 13 -Matchuri
NI A=ZTIEHR—FInEEA,

* —usedefaultcertificate % false |ZFXE T D5 1. TLSCertlssuer /X7 A — X &
TLSCertSerialNumber /X7 A — % ZfET HMERH D £F, ZHHDNRTA—=FX, AET 4 v
7 b— h T SN DREFEZ BT 2%GER (CA) OARTE TLS GEHEFED VU 7V 5%
ENEIWRLET, TNHD/NT A— 57@;'4‘?#&] IHOWTCIE,  [Lync Server HE = /1| &5
LTL7TEE,

ATV T8 FLAMER LIEAZT 4 v 7 — b EPREIRA N T TKEMICLET, kOavr FEANLET,

Set-CsStaticRoutingConfiguration -Route @{Add=$tlsRoute}

RTYTE HLWAZT 4 v 7 b— NEXKEMIZLTESAEE, a~ U BRI LEZ 2R LET, KOoa~v R
ZANTTLET,
Get-CsStaticRoutingConfiguration | select-object -ExpandProperty Route
AT9T6 Lync 2> b — 3L a & £9, [HE1—H—F7 - X (External User Access) | filk ©, RO FIE
EIATLET,
a) [#HHR (New) |27V v 7L, Lyne X7 =7 L— 3> L TWAH RAA L (Expressway 7 — b 7 = A
KA A ) & Expressway 77— N7 = A @ FQDN O/XT7 VU w7 Fa g FEERLET,
b) HLWARTY w7 7Fanf =T a—FORGEL IV EFREL, 2071, X —LD[TXT]|DiE
BaHFATHEICETELET,

RDZRY
Lync Server COEFHTE 57 7V r—va O (9 X—)

Lync 55 IM & & U Presence ~D A A T4 v JL— DR

T v bOHZRDORERBOEEIL, Lync ¥ —/3TIM B LW Presence 4 —E R L—F (7 ) —
RA~D TLS A X T 4 v 7 /1/*— k&R L E 9, IM 3 X O Presence h— B 2 O REBHIZHER D
I ITAENDDHHETH, YT AT FAN )= I FRAZMET )= R ~DAZT 4 v
N— N EERT A EITH D £ A,

72720, IMBLD Presence —E R RAAL T EWZAET 4 w7 )b— RPRMLEETT,
WDOFEIZ, ZOFNETHEHAT HER AT A—ZDOHERLET,
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I MicrosoftLync ~D KA A U7z FL— 3>
Lync 75 IM & & Uf Presence ~D R AT 4 v JL— DR .

% 1: Microsoft lync TO TISA BT 4 99 IL— kDY TINS5 A—4

B INT A—=Z DB

IM 3 X O Presence —E A / — K FQDN (IM 3 X O} Presence #-— |impserverPub.sip.com
EA )= RON—F 4 )

FQDN BSIELWIP 7 RV AR TE A Z L E MR L ET,

IM B X W Presence ' —E A2 /—RKDIPT KL A (IM B X O Presence | 10.10.1.10
P—ER ) —RKDON—F 1)

IM 3 XU Presence 4 —E X /— K TLS &"— b 5061

TLS R— FDffIE, 22— — A ¥ —T =24 ATHEHER SN TV DHE L
—HTLHMERHY T, EEMERT 52X, CiscoUnified CM IM
BLUPresence BBO2—H— X —T A R Za AL, [¥
AT L (System) 1> [7FTU4— 3> 1JXF— (Application

Listeners) |>[T 74 JL k CiscoSIP 7OFX L TLS Y R+ —- E7EE;
(Default Cisco SIP Proxy TLS Listener - Peer Auth) ] Z3##R L £,

() Cisco TIEAR— F 5061 ZHELE L CTWES, 7=272L. F— k5062

ZEATEET,
IM B L Presence —E A J— K KA A v sip.com
Lync BgkH—/3— lyncserver.synergy.com
N
() « Transport Layer Security (TLS) ZfEiM3 2856, AX T 1 v 7 — b OEHiI 42— T

ER &5 FQDN X, Lync 7R Y b R b — "M ORRATRETH DL MERH D £7°,
FQDN 23, AZ T 4 v 7 b— M5 F IM 5L W Presence —E A /—FDIP 7 KL A
R SND Z bR LET,

*Lync FQDN |E, =7 4 ¥ a MESNTE RAA N7 =T b—va VIR END IM B
LD Presence —E A RAA U E—HITHZ LITTEEREA,

ATYT1 7=& Z2I1E, LyncServer BB = VA VA =L ENTNDH AL Ea— X RAL VEHEL L TR IA
Y LET,

E > b New-CsStaticRoute =~ > KL v k%% %4 7= RTCUniversalServerAdmins 7 /L — 7" £ 7213w —/L
NR—=RX TR arba—)L (RBAC) B—/LDA L R—L L Tal A TH50ERHY E7,
AT9 T2 [RE—F (Start) |>[TRXTHTAS S L (All Programs) | > [Microsoft Lync Server 2010] > [Lync Server
Management Shell]] DJEIZER L £,
E > k Microsoft Lync Server ®/3—3 = > {Zt U T, Microsoft Lync Server 2010 £ 7213 2013 (2B & L £,

MicrosoftLync ~D KA A U7z FL—a Y .



MicrosoftLync ~D FA A U7z FL— 3> |

. Lync 7 5 IM & & U Presence ~D XA T4 v JL— DR

ATvT3

ATv74

ATy TH

ATvT6

WhDa<r REAN LT, TLS V— hEEHELFI,

$tlsRoute = New-CsStaticRoute -TLSRoute -Destination fgdn of imp routing node -Port
listening port imp routing node -usedefaultcertificate $true -MatchUri destination domain

51 -

$tlsRoute = New-CsStaticRoute -TLSRoute -Destination impserverPub.sip.com -Port 5061

-usedefaultcertificate $true -MatchUri sip.com

TER

INT A=A SEA

it IM 3 & U Presence #— & & JL—F 1 > 7' D FQDN,

A=k IM 3 &£ Q¥ Presence F—E A )L—F 4 7 ) — KDY A= T R— |,
-MatchUri 5645 IM 38 L OY Presence F— B A KA A

G¥) ¢« RAAL DA RAAL U EZRAETHITIE, -Matchuri /X7 A—Z TU A )L KA — R (*.sip.com
mE) BIEETEET, ZOMIE, V7 4 v 7 Asipeom TRDOLTRTORAAL & —FH L%
‘a‘o

* Microsoft Lync server 2013 TIPv6 ZfliHH L TWD5A, * VA )L R — R 472 3 |3 -Matchuri
NI A—=ZTIEHR— S FEzEA,

* —usedefaultcertificate % false i\’-%&hﬁﬁ—é%é\@i\ TLSCertlssuer /X7 A —4 L
TLSCertSerialNumber /X7 A — X Zf5ET HMERHV 9, ZNHDNRTA—FFT, AEZT 1 v
7 v— P TR SN LENEZRITT 2GR (CA) O4HTE TLS At ED L U 7 L& 5%
TNEIRLET, ZHDHD/RT A—=ZDOFEMIZ OV TIEL,  TLync Server HELY = /| # 5 M
LTL7EENY,

FULIERLTEAZ T 4 v 7 — REHREHA N7 CKREMICLET, ROa~v > REALET,
Set-CsStaticRoutingConfiguration -Route @{Add=$tlsRoute}

GE) ZoFEX. v—T 47 IMBL Presence b —E R /) — RIZkt L TOLEITLET,

HLWAET w7 — FEKBERIC LB, 2~ RRRS L2t 2R LET, koa<wr R
BATILET,

Get-CsStaticRoutingConfiguration | select-object -ExpandProperty Route

Lync = hr— AV ERE £, HMEBA—H—F U X (External User Access) | fEIC. RO FIIA

EIITLET,

a) [#FHRER (New) |27 U w27 L, Lync LE#ET 5 FA A (IMIB LD Presence —E X KA A V)
L. IMBX W Presence V' —E A J — RO FQDN /X7 U w7 Faf ZuER L ET,

b) HLWART U v Fu =T a—FORGEL IV EREL, ZOT B AL X —LD[TXT]|DiH
BEHFAITHEIICERLET,
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Lync Server TOEETE BT TV r— a VOB .

RDERY
Lync Server COEHATE 57 7V 7r— 3 VORERL (9 _X—)

Lync Server TD1E

BCTEDT TV 77— a v DiE

Lync — 3T, IM and Presence Service Z (G TE 57 /Y r—a & LTEINL, 4 IM
andPresence 7 7 A ¥ ) — REBETE 57 SV r—va s =" 7 —ZEBMLET, Z0
FJIEIX, Enterprise Edition & Standard Edition O 5 ® Lync EEICH#EH S E 7,

AT koOa< R&EFEH LT, IMand Presence Service BRI DEETE 27 7V r— g v —n_— F—)L

2R L £

E> bk Get-csPool Z AN LT, F—LDLIY AT —H—ERZADFQDN AR TE £,

New-CsTrustedApplicationPool -Identity trusted application pool name in FODN format -Registrar
Lync Registrar service FQDN -Site ID for the trusted application pool site -TreatAsAuthenticated
$true -ThrottleAsServer $true -RequiresReplication $false -OutboundOnly $false -Computerfqgdn

first trusted application computer

1 -

New-CsTrustedApplicationPool -Identity trustedpool.sip.com -Registrar lyncserver.synergy.com -Site
1 -TreatAsAuthenticated $true -ThrottleAsServer $true -RequiresReplication $false -OutboundOnly

$false -Computerfqdn impserverPub.sip.com

EF

INT A—4H Bl

-Identity IM and Presence Service BFAHDEFHTE 57 7Y r—a v F— LV O4RTZ AT
LET, ZIUIFQDNEAXTHLIVLERH Y £7, # : trustedpool.sip.com,
E >k Active Directory T ¥ U B3O G2 2 LICBT 285 A v — U % M

L., ZEOwEHIZHERET,

-Registrar T—=NVDVYA T —H—EADOHP—E A ID £721L FQDN, #I :
lyncserver.synergy.com,
Get-CsPool =~ FAMH LT, ZOELZMRTEET,

-Site BETELT SV r—yvay 7=V aERT 59 A b OEHE,
EY bk Get-CsSite &Hly = /L o~ REH L ET,

-Computerfqdn IM 3 X O*Presence — B & JL—F ¢ > 7 D FQDN, ] : impserverPub.sip.com

« impserverPub = IM and Presence Service D78 A R4,

« sip.com = IM and Presence Service N A A1 >,
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. Lync Server TOEETES7 T Ur—> a v DER

ATy T2

ATvT3

IM and Presence Service / — RZ &2, RDa~v> RE AL T, /—FOFQDN Z{GH#TZ 577V r—
var arta—ZLLTHLWT U r—vary I BIMLET,

New-CsTrustedApplicationComputer -Identity imp FODN -Pool new trusted app pool FQODN

1 -

New-CsTrustedApplicationComputer -Identity impserver2.sip.com -Pool trustedpool.sip.com

EF
INTG A—4H Bl
-Identity IM 5 & T Presence —E A /— K® FQDN, #: impserver2.sip.com
GF) Zoza~<y R&E{#EHL T, IM and Presence Service V' —7 4 > 7 ) — K%
BHECTEALT SV r—yvararya—2 L LTEBIMLARNTL ZEN,
-Pool IM and Presence Service DEBICFEH SN AEETEZ L7 SV r—vay 7—1d
FQDN, #l : trustedpool.sip.com,

WDa<y REANLT, HILWEHETEL T )V r—raZlE L, FiLWor Y r—y a7 —u
B £,

New-CsTrustedApplication -ApplicationID new application name -TrustedApplicationPoolFqdn
new trusted app pool FQDN -Port 5061

i

New-CsTrustedApplication -ApplicationID imptrustedapp.sip.com -TrustedApplicationPoolFqgdn
trustedpool.sip.com -Port 5061

EFe
NS HA—4H SRER
-ApplicationID TV r—a D4, EEOEEFRETEET, fi:

imptrustedapp.sip.com

-TrustedApplicationPoolFqdn IM and Presence Service DIEfE CE A7 U r—a v 7F—)L P —"—D
FQDN, ffl : trustedpool.sip.com,

-Port IM and Presence Service /— KD SIP Y R =27 7"— b, TLS DA,
AR— i 5061 T9,

RDEZRY

FRE DR (11 _—)
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kRO

ATy I
ATy T2

rncoss [

PADFN::

Lync Server HH > = vicu 74 v LET,
Enable-CsTopology =~ KZ AJJLC, bR Z2GhcLET,

RDZRY

Set up Certificates on IM and Presence for Federation with Lync (11 ~3—3)

Set up Certificates on IM and Presence for Federation with Lync

ATy T

ATy T2

ATvT3

ATy T4
ATy TH

Use this procedure to set up certificates on your IM and Presence Service nodes for Federation with
Microsoft Lync.

On the IM and Presence Service, upload the root certificate for the CA that signs the Microsoft server certificate.
» Upload the certificate as a cup-trust certificate.
* Leave the Root Certificate field blank.

* Import the self-signed certificate onto the IM and Presence Service.

Generate a CSR for the IM and Presence Service so that the certificate can be signed by a CA. Upload the CSR to the
CA that signs your certificate.

Impotant < The CA must sign the certificate so that it has "Enhanced Key Usage" with both "Server Authentication"
and "Client Authentication".

Al

« Ifthis is Microsoft Windows Server CA, it must use a certificate template that has "Server Authentication'
and "Client Authentication".

When you have retrieved the CA-signed certificate and the CA root certificate, upload the CA-signed certificate and
the root certificate to the IM and Presence Service node.

* Upload the root certificate as a cup-trust certificate.

* Upload the CA-signed cup certificate. Specify the root certificate .pem file as the root certificate.

Add a TLS Peer subject on IM and Presence Service for the Microsoft server. Use the FQDN of the Microsoft server.
Add the TLS Peer to the Selected TLS Peer Subjects list.
» Make sure that the TLS RSA WITH 3DES EDE CBC SHA cipher is chosen for the TLS Context Configuration.

» Make sure that you disable empty TLS fragments.
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. Set up Certificates on IM and Presence for Federation with Lync

What to do next

Set up certificates on the Microsoft Lync server that have "Enhanced Key Usage" with "Server
Authentication" and "Client Authentication" values. For details, see:

e CA B — 3= b OFEAE DO ER

* Microsoft TechNet Library, Windows Server — Implementing and Administering Certificate Templates
at http://technet.microsoft.com/en-us/library/cc731256(v=ws.10).aspx.
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