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NEBLOWNEA o F—T oA ZAOREE Q=) OFEEZETLET

ROBEE— R AN LET,
> Enable
> <password>

> configure terminal

WA 2 =T =2 A ZADAET v 7 — b BT 52, ROoa~vr Re AN LET,
hostname (config) # route inside dest ip mask gateway ip

WDa<wy FEANLT, A v Z—T 2 A ZADAZT 4 w7 Jb— FZBIMLET,

hostname (config) # route outside dest ip mask gateway ip

GE) F7-. [#H (Configuration) [>[T/A4 R v k7w 7 (DeviceSetup) 1> [IL—TF 1 45
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Configuration > Firewall > HAT Rules (]
d add ~ & Edic [[] Delete 4+ & % [ -} Q, Find F=4 Diagram o) Packet Trace

i = i Original Translated
| b Source Destination Service Interface Address
| = inside (5 Static rules, 1 Dynamic rules) [
1 v Shatic B 10,53.46.178 i 5061 outside = 10.53.46.199 |
2 17 Shatic B 10,53.46.178 w5070 outside [ 10.53.46.199 |
| 3 i1 Shatic B 10,53.46.178 1 5052 outside = 10.53.46.199 |
| 11 Skatic Bl 10.53.46.173 ek sip outside B 10.53.46.199 |
5] 1EEE Dynarmic @ any outside 3& 10.53.46,199 a
| i@
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P—E 2%, WOKIRT LI, NAT a2~ RENEHA o —T = A AZED ST, D
AV B =T 2 A ATZIELIEA Y E—VDIPT RLALR— MEEHBLET,

X 2:IM$ & Presence H—E AMSHNER KA A VICRIEShBE A vy E—T0 PAT DY

ASA Outside Interface

s Translate outgoing traffic to use IM and Presence pubic address
» Undo translation for returning traffic

10.X.X.11
CUCM

IM and 65.130.1.3/%

Presence - — T | Access
(US) "ASA T Edge
| nterne
5 N _Internet

: /
IM and

Presence
(UK) | 10.X.X.2/2

CUCM

44406

*Cisco Adaptive Security Appliance

HEER A A D IM B LD Presence ' —ERZEEINTZHFH LWWA v E—T DA, Cisco
WIS X2 VT 4 TTIAT AT AZT 4 v 7 PAT 2 LT, IM I LU Presence H—
EADONTY v 7 IPT RLAER=MIHFESNZA vy E—VE FBESNTZIMBLID
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B3N RAN MO RIEENAVE—CDRET 4y PAT

ASA Outside Interface

» Static PAT to translate all new traffic
from foreign server

* Port numiber iz used to identity

the IM and Presence server
]

10.%.X.1/5081

CUCM |
IM and 147.168.22.18/5061
Presence (ﬂ.} N
US) |- “ASA Access
e Internet [ Edge

LA

IM and

Presence
(UK) | 10.X.X.2/5082
CUCM |

*Cisco Adaptive Security Appliance

J44407
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COMATIE, TTA Rk Ay B DEST Y ) Ay DnDT FLAERIZKD
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SAFTUR))—R825 00—
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CiscodE B tXa)F4 77
SAF7URYY—R8350—
N)Lav o R

Z DO NAT REBNT, WNEBA >~
B —T A 2212 DO IM
¥ L O Presence —E R /) —
FR&HO, o7 747
VA= 8T T 4 7RI
REATCHEHATEET,

global (outside) 1
public imp address nat
(inside) 1 0 O

object network obj_any host
0.0.0.0 nat (inside,outside)

dynamic public imp address

Z O NATHERFIX, WNEA
=T A RAZ1OOIMEBE &
X Presence F— B A/ — R/A
B, MOT 7 AT U F—
T T 47D T
HTExEd,

global (outside) 1
public imp address nat
(inside) 1
private imp address
255.255.255.255 global
(outside) 2 interface nat
(inside) 2 0 O

host private imp address nat
(inside,outside) dynamic

public imp address

object network my inside
subnet 0.0.0.0 0.0.0.0 nat
(NER, SMER) BHEYA B —T T4/ R

Z O NAT HRFIIX, PESA >
H—T 2 ZEEOIME X
N Presence —E A/ — K73
bV, MOT AT T F—I
N7 47 N DR T
HcxETd,

global (outside) 1
public imp ip nat (inside) 1
private imp net

private imp netmask

global (outside) 2 interface
nat (inside) 2 0 0

object network

obj private subnet.(0 255.255.255.0
subnet private subnet
255.255.255.0 nat
(inside,outside) dynamic

public imp address

object network my inside
subnet 0.0.0.0 0.0.0.0 nat
(inside,outside) dynamic
interface

)

GE) ROBEOITITRSN T DAL, CiscolItH X2 VT 4 77747 VA DOERITHE
D IMEBLE DO Presence F—E X/ — RFBHH, ZHDIM FB L Presence F—E X/ — K
M XTECH TRy b ECHD T LEAifEs LTWET, BENICIE, TXTONHIM B
L O Presence — 2/ — F78222x24 Xy U —7 ElZ&H 556, NAT 2< 2 Fid nat

(inside) 1 2.2.2.0 255.255.255.0 T,

FLWERDRXAZT 1499 PAT
ZOHMETIE, TIAR—FN A B—UNnERNT Y v T Av—IA~DT KL ALBHITRD
RN aEEnE9,
e IRDOAR—FDTCP TALXT (v PAT o~ REMpL L £4, 5060, 5061, 5062, ¥k
0 5080,
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o« AR— 1 5080 @ UDP THID AKX T 4 v 7 PAT a~ > RE#HKRLET,

ZOMETIE, KOR—FEHEHLET,

* 5060 : Cisco Mt x=2VT 4 77I7A4T7 AL, ZOR—KZPLHSIP A v ARY
vaERLET,

+5061 : SIPERNZDAR— MIEEEN, TLS N Ry=A 72N I HEnET,

* 5062, 5080 : IM and Presence Service iZ. SIP VIA/CONTACT ~v X —TCIZINHDHR— + %
fFERLET,

A\

(GX)  IM and Presence Service D ¥’ 7 #HFE Y A — :R— ~ &84 5121, Cisco Unified CM IM and
Presence Administration (IZa2 714 > L, [ R T L (System) [>[FTVH5—ay YRF—
(Application Listeners) ] R L £ 7,

R &R R -
AHRT 4 v 7 PAT a1~< > KDY
Cisco Wi VT 4 T T4 T A ORI

ASDM @ NAT )L—)L

ASDM T NAT /L —/ L& #5795 21%, [Configuration (#8mk) 1> [Firewall (7274 74—
JL) 1>[NAT Rules (NAT JL—JL) |1 Z3IR L ET, RO THRAID 520D NAT b—/ i
ABT 4y PAT=Y b T, EDOIATIv I 2 MNIEFREN T 74 v 7 %370y
2 IM and Presence Service D IP 7 R L A LR — MI~< v B2 73 535 PAT #KT9,
4:ASDM T NAT L— L DF T

Configuration > Firewall > NAT Rules o
& add ~ & Edit ﬂDeIete + 4+ L EB28 Q, Find [2J Diagram < Packet Trace
# Type Onginal — : Translated
Source Destination Service Interface Address
=l inside (S Static rules, 1 Dynamic rules)
1 -E- Staktic = 10.53.46.178 e S061 outside =l 10.53.46,199
2 " Static ®l 10.53.46.178 e S070 outside Bl 10.53.46,199
3 '} v Static ® 10.53.46.178 e 5062 outside S 10.53.46.199
4 : Static ® 10.53.46.178 e sip outside = 10.53.46.199
(51 Swc Cossem | s fusie [T 105346199 |
6 13 Dynamic @ any outside = 10.53.46.199

B EE R
AHRT 4 v PAT o< ROH)
Cisco Wil VT 4 T T4 T A ORI
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M

GE)

- -
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X, Cisco X2V T 4 TTIA4AT A

J—Z283BLUWV Y —RXB82D=a~

VERBIERLET, 72T b— 3 VI CiscolE)SRE R VT 4T T TA T A DFT L
REXITOLESIE. 2hbDa~r REETTIVNERH Y 97,

IM and Presence Y—E X / —FZIL—T 414 253 5= PAT {ERK

WDOFRIZ, ETFRFEY AF—7R— k235062 TdHh 5 IM and Presence Service / — K& /L—T 4

T 57D PAT 2~ RERLET,

)

GE)

LT H Y FH A,

Cisco X2 VT 4 TTFI5AT U ARIDHRETIZ, A7V =7 a2 1 BIEHRT BT
T, B Oa~ L FTEOF TV =7 FEBRTE E7,

FLAT V=7 haivik LiERS

% 2:IM and Presence Y —EX / — F&E)I—T 4273560 PATaTV K

Cisco BB tXa ) T4 7TSAT7UR))—X82DA
BTF4vy av kR

Cisco BILE X)) T4 7 TSAT U
N

static (inside,outside) tcp public imp ip address 5061
routing imp private address 5062 netmask 255.255.255.255
JL—7 4 7 IM and Presence Service E 7FRGE) A =27
R— F23 5061 DEEIE, ROa~ >y e LET,

static (inside,outside) tcp public imp ip address 5061
routing imp private address 5061 netmask 255.255.255.255

static (inside,outside) tcp public imp ip address 5080
routing imp private address 5080 netmask 255.255.255.255

static (inside,outside) tcp public imp ip address 5060
routing imp private address 5060 netmask 255.255.255.255

object network obj host public imp ip
network obj host 10.10.10.10) #host pt

object network obj host routing imp pr

routing imp private address
object service obj tcp source eq 5061
object service obj tcp source eq 5062

nat (inside,outside) source static
obj host routing imp private address ob

service obj tcp source eq 5062 obj tcr

JL—7 4 > IM and Presence Service &7
DAL, WOa~<wr REFERLET,
nat (inside,outside) source static

obj host routing imp private address ob

service obj tcp source eq 5061 obj tcr

object service obj tcp source eq 5080
nat (inside,outside) source static
obj host routing imp private address ob

service obj tcp source eq 5080 obj tcr
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B /5x5m%35525MIM 5 &0 Presence +—E R / — K> PAT 45

CiscoBLE X)) T4 7TSAT7URY)—X82MDX |Cisco BB ELX1) T PTTSATUR Y,
T4 aARUE k

-- object service obj tcp source eq 5060 ser
GE) 5060 1%, y—eAATT=s T

nat (inside,outside) source static
obj host routing imp private addre:
obj host public imp ip address sery

obj tcp source eq 5060 obj tcp soul

static (inside,outside) tcp public imp ip address 5062 |nat (inside,outside) source static
routing imp private address 5062 netmask 255.255.255.255|obj host routing imp private address obj h
service obj_tcp_source eq 5062 obj_tcp_sc

HDSRAABERIFVSIAZIAIME KU Presence H—EX / —FK®D
PAT #& R

< )VTF ) — RE7213 7 T A Z [#] IM and Presence Service B C. IM and Presence Service 7 7 A
2 DI N—T 47 ) — KN Ciscollflr X274 T4 T AL EBEEET HA
X, INHD /) = RZTEIZ—HOAXT 4 v 7 PAT 2~ REMRTH2LENRSH Y £9, K
WORTa~vr P, B~/ — FCRETLOLENDH D —EDAFT 1 v 7 PAT 2~ RO
<7,

KEROTEEOR— NEERT2MLERHY £3, MIGTHEEZEINT 52 L a#fELE5
(F] : 5080 I ZAAMEHDILE DA — bk X5080 M) . X 1%, IM and Presence Service 77 7 A ¥
MEIT7 FAZNY =N —RBICv vy B 7 I EFICRE LET, =& 20, 45080 1
1 oD ) —RIZ—RIZ~vy B 7 &k, 55080 L8 /) — Riz—Bli~vy B 7anEd,

IRDFENZ, FEN—T 4 2 IM and Presence Service / — RO NAT 2~ K& R LE9, TNL
NDFENL—T ¢ 7 IM and Presence Service / — KD a2~ R&E#D iR L E£9,

)

GE)  Ciscollifsllt X2 VT 4 T FI5AT U A8IDHRETIT, 7V =7 M 1 BIEHRT BT
T, BEOa~ FTEDOA TV x/ bR TEEd, RALAT V=7 FEERVIRLER
LHREITH Y A,
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% 3:3E)L—TF 1 >4 IMand Presence Service / — F®D NATa< > K

Cisco BICHR X1 UT4 FITSATURN)—R82D |CiscoBE X1 )F4 TFITSATUR
ARET4vyY aAIUFR

static (inside,outside) tcp public imp address 45062 |object network obj host intercluster im,
intercluster imp private address 5062 netmask intercluster imp private address

255.255.255.255 . . .
object service obj tcp source eq 45062 s

7 A 4[] IM and Presence Service B 7 F8FEY A= 7 . . .
o . N . . nat (inside,outside) source static
AN 235061 DG, A~y R LET, obj host intercluster imp private addre.

static (inside,outside) tcp public imp address 45061 obj host public imp ip address service

intercluster imp private address 5061 netmask obj_tcp_source_eq_ 45062

255.255.255.255 77 5 A 4[] IM and Presence Service 7 %7
DL, a2~ REFEHLET,

object service obj tcp source eq 45061 s
nat (inside,outside) source static

obj host intercluster imp private addre.
obj host public imp ip address service

obj tcp source eq 45061

static (inside,outside) tcp public imp ip address 45080 | object service obj tcp source eq 45080 s
intercluster imp private address 5080 netmask nat (inside,outside) source static

255.255.255.255 obj host intercluster imp private addre.
obj host public imp ip address service

obj tcp source eq 45080

static (inside,outside) tcp public imp ip address 45060 | object service obj tcp source eq 45060 ¢
intercluster imp private address 5060 netmask nat (inside,outside) source static

255.255.255.255 obj host intercluster imp private addre.
obj host public imp ip address service

obj tcp source eqg 45060

REEIE R -
HLWESRD A X T 7 PAT
IM and Presence *—E 2 J — K& /L—F 1 7+ 5728 PAT #%

BMEODERTO Cisco @@L EX2 )T AT IT3AT Y
ADTvTTL—FKATLay
Cisco I X2 VT 4 T TAT LAYV —R82 B U VU —RA83IZT v 77 L— KT

LA, Cisco el X2 VT 4 7T I9A T A7 v 77 b— Rpicliffoa~y R
=LA LRAIIBITLET,
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B o=oRmcotisco @it B2 UFAFISATURDT v T L— KA Tay

\)

6=

IM and Presence Service U UV —29.027 v 77 L— K L76, Ciscol)oMtEzX=V7 4 77
FA4T v ADEH%ITH D IM and Presence Service 9.0 / — K Z & 12, Cisco >tz ¥ =V 7 o
TIITAT L ADR— K 5080 L LERH Y £7, ZhUL, CiscodibMtEXx=aV 7 4 7
TIAT VA BT v T T —FRLENEIDIZIEEERESH Y /A,

BEfFED 7 =5 L —3 3 »EBH T IM and Presence Service & Cisco W)t * = VT 4 7754
TUARADWMGET v T T L— RTL5EEIL. ROWTrDT v 77 L— REIEZEH L E

B

TyvITTUL—FFIEAXTar1:

1
2.
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static (inside,outside) tcp public imp ip address 5080
routing imp private address 5080 netmask 255.255.255.255

static (inside,outside) tcp public imp ip address 45080
intercluster imp private address 5080 netmask 255.255.255.255
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object service

nat (inside,out:

obj host public
object service

nat (inside,out:
obj host public
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