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External XMPP Federation through Cisco Expressway

The preferred method for deploying external XMPP federation is through Cisco Expressway. Cisco
Expressway enables users registered to IM and Presence Service to communicate via the Expressway-E
with users from a different XMPP deployment. The following diagram shows how XMPP messages are
routed from an on-premises IM and Presence Service server via the Expressway-C and Expressway-E
Collaboration Edge solution to the federated XMPP server. It also shows the ports and connections that
are used as the messages traverse DMZ firewalls.

\}

Note

The Expressway-C and Expressway-E combination is shown here, however the same external XMPP
federation functionality is also available when using a VCS Control and VCS Expressway combination.
Refer to Cisco Expressway Administrator Guide (X8.2) for more information about the Expressway series
option or Cisco TelePresence Video Communication Server Administrator Guide (X8.2) for more
information about the VCS option.
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Figure 1: External XMPP Federation through Cisco Expressway
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Note

SIP and XMPP federations are separate and do not impact each other. For example, it is possible to deploy
SIP federation on IM and Presence Service and external XMPP federation on Cisco Expressway.

Supported Federations

Expressway-E supports XMPP federation with the following enterprises:

* Cisco Unified Communications Manager IM and Presence Service Release 9.1 or later
* Cisco WebEx Connect Release 6.x

* XMPP standards-compliant servers

Supported Deployment Configurations

The following XMPP federation deployment options are available:

« external XMPP federation only (terminated on Cisco Expressway)
« internal XMPP federation only (terminated on IM and Presence Service)

« internal and external XMPP federation (terminated on IM and Presence Service) but requires you to
configure your firewall to allow inbound connections.

For more information about external XMPP federation through Cisco Expressway, see Cisco Expressway
Administrator Guide (X8.2)

Restrictions

¢ Simultaneous internal XMPP federation terminated on IM and Presence Service and external XMPP
federation terminated on Cisco Expressway is not supported.
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Important  If you deploy external XMPP federation through Cisco Expressway, do
not activate the Cisco XCP XMPP Federation Connection Manager feature
service on IM and Presence Service.

* Expressway-E does not support XMPP address translation (of email addresses, for example). If you
are using Expressway-E for XMPP federation, you must use native presence Jabber IDs from IM and
Presence Service.
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b) TLS A7 ay : AEE R A A & D TLS ¥t O#ESL %7817 L £7, IM and Presence Service 73 TLS
GEDMENTIC R LT e, =" XA YA Ry ZIZREY | hOH—"—D ID 2B L £,

c) [ZHD TLS (TLS Required) ]: Y AT AL, SMT R AL DX 2770 (BE{baivie) Bk
AELET,

A VA M= ST b— b CAGEEISKT L THNE K A A v =30 6 OFEE % B T RGET 25514,
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connections) | = v 7R v 7 A% 42 LT, IMandPresence Service 73 {5 ##tat1T C SASL EXTERNAL
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OD ) — ROBERITTHI EEBRTEFET, ZOHFETIE. IM and Presence Service I,
XMPP7 =7 L—va vy aFTLTWND ) — FRITEREREZ— RAZ v 7350 TiE
Bl TRTOBEEREZE—D /) — Nl —F 1 27 L%, IMandPresence Service |Z7&1(5
FRAED—RART VT L, XMPP 7 =5 L— a3 v EFETLTND /— FOWTnns
FEEREZEELET,

\}

GE)  FITTDHDNSSRV La—REE (T, %575 DNSABIWAAAA L a— KRBT 54
ERHY F9,

FAA VBT 2T L—2 3 VEBITOXMPP DNS SRV

WD RAAL V7 2T L—3 3 VEBIOFITIE. 220 IM and Presence Service ./ — K T XMPP
T 2T L—3 a3 UNAINI 72> CWWET, IMandPresence Service JERI THR A F XN TS R X
A ZT&IZ, DNSSRV L a2 — REREITTHLENRH Y £, ROKIE, 3500 =L KAA
CEMBHLIZRAAS T 2T b= a VEBOBIZ R L TOET, RAA T LT xmpp-server
DNS SRV L a— RZRTTH0E N H Y £7,

. XMPP 7z 7L—>3>®IM & & U Presence H—E X1ERL



| XMPP 227 L—2 3> ®IM & & U Presence #— E X #H
XMPP 7= FL—>3>0F vy Mo oNssv La— k]

3:XMPPR—ZADNT7 T TL—Tv K FAA UEIRETOERD KAS Y

Synergy Corporation
IM and Prezence Service ]
SYNErgy.com

synergy.co.uk
synergy.online.com

i T : 'l
impnodel.synergy.org lm fﬁ ; |--|I=
111.222.333.444 = —Eﬁj I
l--|l|
d - — —
L] - '
impnode2.synergy.crg &
111.222.333.555
Internal Netwaork DMZ %
8
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NEMER L ET,

GE) Fyv b /=R B3EE7=TL—vary TF X hERE
WELTE D X 91T 212iE, F% v b /— FT Cisco XCP
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. XMPP 7z 7L—>3>®IM & & U Presence H—E X1ERL



| XMPP 227 L—2 3> ®IM & & U Presence #— E X #H
XMPP 7= 5 L—33>®F vy b/ —FDONSSRV La— Fotr ]
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AT9FT5 tep RAA LT, xmpp-server FHIZ2 DDOF LWWDNSSRV L a— R&E/ERLET, 12X IPvd H, £ 9 1
DIF IPv6 I TF, DNSHk L = — FOFIZHOW T, ROKEZZRL T ES W,

GE) TFAPMEEY— DA U T AN Conference-2-StandAloneCluster.example.com D
&, FlE2 O F A A i Conference-2-StandAloneCluster Th D720, FIEI ZAF v 7S LFEd, F
JIE 4 T, conference-2-StandAloneCluster @ FiZ tcp KA A E/ER L ET,

5:F %y NH#SEED _xmpp-server @ IPvADNS SRV L 01— K

_xmpp-server Properties ﬂ E

Service Location [SAY) | Securit}ll

Domait: Iconference-2-8tand&lone[ﬁlusterabﬂm_e xample.com
Service: I_xmpp-server j
Fratocol: I_'(c:p _:I

PFricrity: |2
‘wWeight: IU
Part nurmber: I5259

Host offering this service:

cup-dodB7-wd.example.com.

QK I Cancel Lpply Help
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. Configure MFT on XMPP Federation Without TLS

6:F %y NHEEED _xmpp-server @ IPv6 DNS SRV L 10— K

_xmpp-server Properties ﬂ

Service Location [SAY) | Securit}ll

Domair; ’conference-2-8 tanddloneClusterab004 example.com
Service: I_xmpp-server j
Frotocal: I__tc:p _:!

Fricrity: IU
weight: iU
Fart nurnber: I5259

Host offering thiz service:

cup-dodE7-vE.example com.

QK I Cancel Apply Help

sy

7:F %y MHEEED DNS HERL

DNS Manager HE R

Help
X @BEldged |
amle.com Hame [ 1ype [ata T Trmestarp
k (e ] abber Service Location (SRY) [99]0]5269] cup-dads?-ve.e xample com static
H.d 2
o L
171 conference-2-stan
1 ke

371255

Configure MFT on XMPP Federation Without TLS

In this scenario, you must perform the following two extra steps for the MFT over XMPP Federation
feature to work:

1. Extract file transfer aliases.

2. Create the DNS SRV records for file transfer aliases extracted in the previous step.

Before you begin

* Configure DNS SRV records for XMPP Federation. For more information, see XMPP ~7 = FL—
2 =2 @ DNS SRV L =2— |, on page 6.

* Configure the Managed File Tranfer (MFT) feature as described in the Configuration and
Administration of the IM and Presence Service guide for your release of Unified CM.

AT v 71 To extract the file transfer aliases:

. XMPP 7z 7L—>3>®IM & & U Presence H—E X1ERL
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Configure MFT on XMPP Federation with TLS .

a) On each IM and Presence Service node where MFT is configured, create a CLI session and run file build log
cisco_xcp_config_magr.
b) Download the newly created archive and open cm-5 . xm1 file.

¢) The file transfer alias is stored with other MFT parameters in a common section of the file. In this example, you
can find the file transfer alias in the following line:

<host-filter xmlns="http://www.jabber.com/config/cm/aft">
filetransfer-4-StandAloneClusterd4le3.cow.com

</host-filter>

Important You must extract the file transfer aliases from each IM and Presence Service node which has MFT configured
individually. Each node has its own unique alias that needs to be added to the DNS servers.

T 72 Add aliases to the DNS server.

The file transfer alias extracted in the previous step belongs to the IM and Presence Service Publisher node
(r6-bgde-070-250.cowdomain2.com) on the local side. We will use this alias as an example of how DNS records should
be added.

The domains need to be added to DNS servers in the same way as the chat node aliases as described in XMPP 7 =7
L—yar®OF x> b /— KD DNS SRV L 22— KOEK, on page 10.

In the following screenshot, you can view the DNS SRV record for the file transfer alias.

File Action View Help

o nEXE HBE 8

2 DNS

4 [ R6-BGDE-060-111

4
4

4

Cached Lookups

Forward Lockup Zenes

=] _msdcs,PHOENIX.COM
| clusteroverwancow.com
- cow.com

p [l _tep

_ filetransfer-4-standaloneclusterddie3
| tep

- cowdomain2.com
b =l
b

cowdomain3.com
cowdomaind.com
PHOENIX.COM

p [] Reverse Lookup Zones
p [ Trust Points

3

Conditional Ferwarders

b [f] Global Logs

Name

£ _xmpp-se

- | O x
_xmpp-server Properties IL-
Service Location (SRV) [ Secuty
Domain fietransfer-4-standaloneclusterdd le3.cow com ‘
Service: T cowdomain2.com.
Protocol
Brority: 2 |
Weight R
Port number: 5269 |
Host offering this service:

|r5-bgds~07ﬂ»25{) cowdomain2.com
[] Delete this record when it becomes stale

Record time stamp

Time to live (TTL): 0 i
oK Cancel |

(DDDDD:HH MM SS)

i

Configure MFT on XMPP Federation with TLS

In this scenario, you must perform another step after extracting file transfer aliases and adding DNS SRV
records as described in Configure MFT on XMPP Federation Without TLS, on page 12.

Perform the following steps on the local side:
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Before you begin

\)

Note * We recommend that you use this method to configure MFT on XMPP Federation.

» To manually add file transfer aliases to the certificate, you must generate a CSR for the Multi SAN
certificate. This is not possible in single node deployments. This is a limitation of this method.

* Use the following settings on the XMPP federation page on both sides:
* Security mode must be set to TLS required.

 The Require client-side security certificates checkbox must be checked.

For MFT on XMPP TLS federation to work, the cup -xmpp-s2s certificate must contain file transfer aliases.
On IM and Presence Service, these file transfer aliases are not added automatically to the Certificate
Signing Request (CSR). This default behavior can be overcome on a multinode IM and Presence Service
cluster by generating and signing a Multi SAN certificate. However, on a single node cluster, it is impossible
to generate a Multi SAN certificate CSR.

+ Configure DNS SRV records for XMPP Federation. For more information, see XMPP 7 =7 L —
< =3 > @ DNS SRV L Z— R, on page 6.

* Configure the Managed File Transfer (MFT) feature as described in the Configuration and
Administration of the IM and Presence Service guide for your release of Unified CM.

AT w T 1 Afterextracting the file transfer aliases from all the nodes of the local cluster, generate a CSR for the MultiSan certificate.
AT w72 Loginto the Cisco Unified IM and Presence OS Administr ation page and choose Security > Certificate M anagement.

The Certificate List window appears.

AT w73 Click Generate CSR.

AT v 74 From the Certificate Purpose drop-down list, choose cup-xmpp-s2s.

AT 75 From the Distribution drop-down list, choose M ulti-server (SAN).

AT w76 Inthe Other Domainssection, add all file transfer aliases from the local cluster as shown in the following screenshot.
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XMPP 7 = 7 L—3 3 ooy L —HEos ]

 Generate Certificate Signing Request — Firefox Developer Edition - 0 X
Qasco.com
Distribution* Multi-server(SAN) - i
Common Name™* r6-bgde-070-250-ms.cowdomain2.com |
Subject Alternate Names (SANs)
Auto-populated Domains r6-bgde-060-120.cow.com ~

r6-bgde-070-250.cowdomain2.com
r6-bgde-070-253.cowdomain4.com
r6-bgde-097-038.cowdomain3.com
r6-bgde-097-126.cow.com

Parent Domain cowdomain2.com

Other Domains

filetransfer-4-standaloneclusterddie3.con [|= A Browse .. | domains.txt

Please import .TXT file only.

[ Add
|
Key Type** RSA
Key Length* 2048 G
Hash Algorithm* SHA256 &

A7 71 Sign the cup-xmpp-s2s certificate using Certificate Authority.

AT 78 Upload the Root certificate and the newly signed Multi-SAN certificate according to the steps described in Upload a
CA-Signed Certificate for XMPP Federation.

AT w79 Upload the Root certificate in the cup-xmpp-trust on the federated side.

Note Repeat all the above steps on the federated side.

XMPP 77 L—23 >R O—ERDIER
OB varTiEH, XMPP7 =57 L—ya DX EIERRY R EMRIC W CHA L
3

R —FIs DBk

XMPP7 =T L—a DT 74/ AR Y —IZkT 2640 2k & 9, BIsCirx. Flst
AT AN RAAL &, FIAD TN — L EEETALERH Y 3. RY —fFiso K
AA A ERERT DA, IROAIZERE LTSI,
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XMPP 7 7 L—% 3 >0 IM & & U Presence  — £ R #L |
B oweroz7L—v a0k v—omm

o 21— — URI £721 JID /3 user@example.comDGEl, BISNDHEE KA A 4%
example.com& L THER L 9,

» SRR ZE DS 2 —— D URI % 7213 JID T hostname.domain % i A9 2 H4&
(user@hostname.example.com 72 &) | BIANTIHT KA A 4%
hostname.example.com& L TR L £,

c BISRDIEL KA A BT T ANV RA— R (%) ZEHTEES, & 2T, |
* .example.comld, example.comi & WRexample.com DY 7 KA A > (fz& ziX, &£
Z /rexample.com ) ([ZARY —&EHA L £,

F 72, IM and Presence Service 288 U > — s Z 5 H R bEETHIHERH D £7, K
DOImA T a vERFEHTEET,

e LEBORAASUIKRAMEDBTEZESINDITARATHDI7TL—arv 9y k0 IM
and Presence Service [%, fEE SN/ AL UV TCEZEINDITRXTCDONT T 4 v 7 BFA]
FlFESELET,

s FEED RA A UIRA ML DFEET T L—2 3285y DA : IM and Presence Service
IR ESNTZ RAL U DEDA R R 7 e— Ry X F&2%ZET&E 320, IMand
Presence Service |3/RA % 45 L8 A,

[LERED KA VKRR MADRETzTL—2 32 /7y FDH (Onlyouting federated
packetstotheabovedomain/host ) ] : IM and Presence Service 23MEE STz KA A T 7
MR R T7BE—=RYr A MR ETDHZ L2 LET2, IM and Presence Service Id
INEEZIELERE A,

REEEER -
XMPP 7 =F L—3 3 VOR Y o —DOERR

XMPP 7 = 7L—2 3 VDR —DIERK
A

FE OXMPP 7 =7 L—v a3 VERTEOWTIUNCAERE 22 7=841%. CiscoUnified IM and Presence
Serviceability Dzt —H— A 2 & —7 = 4 AT, Cisco XCP /L—% ([Y—JL (Tools) ]>[3a ¥
fA—IL 2B —-Fy FT—%9 H—E X (Control Center - Network Services) | Z3#{R) |
Cisco XCP XMPP 7 =7 L— g Vi~ —Y v ([W—IL (Tools) |>[av kA—IL Y
42— - #EEY—E X (Control Center - Feature Services) ) O — b 2 & FREIT 20 E N H
D £, CiscoXCP /L —% —ERXREZFHEE)T % &, IM and Presence Service (Z L D TP
XCP —EANFEE S NLET,

AT w71 CiscoUnified CM IM and Presence Administration D~ —4% A > X —7 = A4 Alcu /A L7, [FLE
VA (Presence) |>[FA4A4 U7 zTL—> 3> (Interdomain Federation) |>[XMPPZ7 =z 5FL—>3 >
(XMPP Federation) ]>[#" > — (Policy) | Z#RL £,
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XMPP 7 = 7 L— 3 LA Cisco BHE ¥ 207 ¢ 77547 w2045 [

ATFvT2 Fay7EZ T VA MNERY —REZBEINL £,

* [#F7] (Allow) ]: IM and Presence Service (%, 7~V > —fi4t U A N THI/RAIIZHIES L7 KA A U %R
X, XMPP 7 =T L —yay RALUDNHLDTRTD T =T b—ay I 7 47 &FJLET,

« [fE4F (Deny) ]: IM and Presence Service (X, AU o —fi#h U 2 N CTHIZRIGIZEFRT L7z KA A %2 BR
E.XMPP 7 =T L —TFT v R RALUMDOLDTRTOT7 =T b—vay b7 4 v 7 #EFLET,

RTY T3 KV —FIHY XM RAA MRS 2123, ROTFIEEFETLET,
a) [BHLEN (AddNew) 127V v 27 LET,
b) ANV — D FAA A FTTARA MERELET,
o) WU —BStzEMT o TmaeEELET,
d AUV —pisT 1+ FUTHRE (Save) |27V v 7 LET,

ATy T4 RV — U4 RUT[RE (Save) |27 Vv 7 LET,
EVbk:
TxTL—valy R —OHRFEIZOWTIE, A TA4 L AT ESRLTLEEN,
BEE#R -
R Y > —BilS DORERL

XMPP 7 x5 L— 3> HADCCisco@EsR Xl T4
TFIS2AT 2 ADER

XMPP 7 =F L—3 9 OBA. Ciscol@ol X VT4 T FXI9AT VAT 7 AT U —
WELTOHERELET, Ciscol@inlltXa VT4 TFI7A4 T ATiH, XMPP 7 =5 L—
Tay NI 74w I DEEERIEOTFIZRHLTR— b 5269 2B LERHY £,

IhoiX, Ciscolnlt X2 VT 4 T IA4AT LAY Y —RZA83 THR— L5269 B 77 &
A U A NOHITT,

R— 1 5269 TIEEDT FLANBAEEDT RVASND MF 7 4 v 7 A LET,
access-list ALLOW-ALL extended permit tcp any any eq 5269

FEEDOT FLANBEBEDHE — ) — F~DR— K 5260 TO T 7 1 v 7 2T LET,
access-list ALLOW-ALL extended permit tcp any host private imp ip address eq 5269

L7 782U A2 N EMERET, DNS TEMO XMPP 7 =5 L—3 3 /) — RE&ABT 5
LElt., oD ) —F~OT7 7B RAERETHLERHY 3, RIZHlZ-xLET,

object network obj host private imp ip address
#host private imp ip address

object network obj host private imp2 ip address
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#host private imp2 ip address

XMPP 7 7 L—% 3 >0 IM & & U Presence  — £ R #L |

object network obj host public imp ip address

#host public imp ip address

WD NAT 2~ RERERLET,

FIE

ARV RFERETI Y

ATv 7’ 1 nat (inside,outside) source static
obj host private impl ip obj host public imp ip
service
ATFv T2 obj udp source eq 5269 obj udp source eq 5269
ATY j 3 nat (inside,outside) source static
obj host private impl ip obj host public imp ip
service
RATwv T4 obj_tcp_source eq 5269 obj_tcp_source eq 5269 |DNS CTH—ODO/ X7V v JIPT RLVAZABRL., {£
BOR—= 2T 256813, ROX D ITHEKL %
R
(ZOFNE, 2 2DBMOXMPP 7 =7 L—3 3 v
J— FHITY)
A 7_- V) j 5 nat (inside,outside) source static
obj host private impZ2 ip obj host public imp ip
service
ATv =76 obj udp source eq 5269 obj udp source eq 25269
ATv j 7 nat (inside,outside) source static
obj host private impZ2 ip obj host public imp ip
service
ATv -8 obj tcp source eq 5269 obj tcp source eq 25269
ATY j 9 nat (inside,outside) source static
obj host private imp3 ip obj host public imp ip
service
AT v T10 |obj udp source eq 5269 obj udp source eq 35269
ATY 7° 11 |nat (inside,outside) source static
obj host private imp3 ip obj host public imp ip
service
ATy 12 obj tcp source eq 5269 obj tcp source eq 35269 | DNS ’C%E;j@/\°7 Uy 7 IPT RV AZT R CR—

k5269 ZfEH L CTABRT25E1E. RO L HIH
BRLET,

(ZDOHNZ. 2OoDBIMOXMPP 7 =F L—3 3 >
J— KFHTY)
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XMPP 7 FL—> 3y #—ExEAITS

ARV RERRTIVa Y S]]

ATvY 713 |nat (inside,outside) source static
obj host private imp2 ip obj host public imp2 ip
service

AT w14 |obj udp source eq 5269 obj udp source eq 5269

ATY 7° 15 |nat (inside,outside) source static
obj host private imp2 ip obj host public imp2 ip
service

AT T16 |obj tcp source eq 5269 obj tcp source eq 5269

AT Y 7° 17 |nat (inside,outside) source static
obj host private imp3 ip obj host public imp3 ip
service

AT T 18 |obj udp source eq 5269 obj udp source eq 5269

AT Y 719 |nat (inside,outside) source static
obj host private imp3 ip obj host public imp ip
service

AT w20 |obj_tcp source eq 5269 obj tcp source eq 5269 |BEEIGER -

SIP 7 =5 L—3 3 D= ? Cisco s Mt % o
VT 4T 75747 0 ADOHER

XMPP 7z 7 L—Y3 > Y—ERXRZFUICT S

XMPP 7 =F L —23 3 > % 479 54 IM and Presence Service / — R C Cisco XCP XMPP Federation
Connection Manager h—E A& 4 NZTHMERDHY £3, [W—ERXDT Y T4 71k (Service
Activation) 17 -« > K775 Federation Connection Manager ¥—E A% 4 29 % &, IMand
Presence Service 28 HEIJIC —E 22 L ET, [arbA—L 22— -#EEY—EX

(Control Center - FeatureServices) |V 1 & KU LY —E R % FEICHAT 22X EILH Y T
A,

48 HHEIIZ

Cisco Unified CM IM and Presence Administration 725 / — KO XMPP 7 =5 L —> 3 V& 4 1T
LEYd, [/—KRTOXMPP 7=FTL—1a Ok G—=) | 283BLTLEE
/AN

A7 w71 Cisco Unified IM and Presence Serviceability O —4%—A v ¥ —7 =4 2izn /A > LE7, [Tools (*YV—
JL) 1>[ServiceActivation (W—EX 79 T4 R—=23V) | #RIRLET,

ATY T2 [h—3 (Server) | Ky 7 X2 R RNSHP—"ERINL 9,
ATv T3 [BH (Go) 27V vr LET,
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XMPP 7 7 L—% 3 >0 IM & & U Presence  — £ R #L |
B owerozsi—vavg—Exetita

AT 74 [IM and Presence Service ] =V 7 C,
LAREETY T LET,
ATw 75 [fRTE (Save) 1227 Vv 7 LET,

BE R -

Cisco XCP XM PP Feder ation Connection Manager ¥-— &2 DFEIZ &

1|

TxTF L —a O REOHRTE
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