MR K UVRE SN-HaE

o [HERARAEI%RE, on page 1

cRKIMLTma A AT OT 7 40 b L& WMEIZHHE on page 3

«H LW AT A 1 —/L, on page 4

e X2 YT 4 AT —H ZADHIH, on page 4

M~ DZ yF VA A A F—)b, onpage 5

« T NAA A DR, on page 15

« IP Voice Media Streaming Application D ¥ /X7 ¢ OGN & MOH A —7 1 4 ¥ — A DHLER,
on page 15

» AES 256 Encryption Support for TLS and SIP SRTP, on page 20

« T LT LV AR A ORERO Y £ — R, on page 23

* IM and Presence Service ® A k U — A% on page 23

* IM and Presence Service DI S 4172 7 7 A JVfiZI%, on page 25

=Ex = AN

I B 3]'-'&1% FIIE*)%L"; Be
Z Dk 7 a > TiL, Cisco Unified Communications Manager U U — % 10.5Q2) ®—#8 & L CTIEM S
AVTH LS EREORAEBERE IS DWW TR L £ 77,

» ps= N fEE
O74 UaiTDEH
Cisco Unified Communications Manager & 72 |& IM and Presence Service ® Web 77U 7r—3 3 |1
TALTDHE, A DT TV r—vary sy KU, BRICKINLIZ VAT su /A UK
NS, BEOZ—FZHTDHBO AT v 7 A U firh, =—%ID, HAf, FZl, BL W
IP7 FLAREIIZRIRENET,

RO Web 77V r— a2t 7 A UBATICT 2R R RS ET,
* Cisco Unified Communications Manager:

* Cisco Unified CM D4

* Cisco Unified ® L7/ R— I
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* Cisco Unified — A7 U 7 ¢

* IM and Presence Service
« Cisco Unified CM IM and Presence D% #
« Cisco Unified IM and Presence ® L7k — k

* Cisco Unified IM and Presence — A7 v 75 ¢

[BTA4 VKRB CLI 2~y REFH LT, $FHEIH AT L L Cisco Unified OS 5 Web 77" U
g—varou A4 NERERRTHIENTEET,

A—HF A A=A ADEE
Cisco Unified CM Administration ® [1—H &2 (User Management) | >[Z > K 2—4 (End
User) ] Tl, [2—Y D1 E/—8BHRT (Findand List Users) | 7 4 > R 7IZIRDARZ »hviahn &

nE L7z,
CBIRLE-O—HIIL A—HFOFPIL— EHEIT. DEIELU T, 1 AD2—F E-13EH D

A= AFETHHICTE LT,
cBIRLE-O0—D)L A—HFOEDU— FHAIT, DEIISC T, | N\oa—FE7i3lmio
=P E - FETHNITE LT,

Y

Note

[BIRLIE=-0—hia—HF DB (Enable Selected Local User)] B L OV [EIR LI-A—h)La—+
D EN 1L (Disable Selected Local User)] A8 # /1%, Cisco Database Layer Monitor — "2 T FK{#
DA—HFTHIY FEEMNCT S (BE) V— 2 T A—XER 1 HLLEIZERE SN TV 55

WCOAREFRENET,

IVRKRA—YDEEER
Cisco Unified CM BEIEClE, [TV F A—HERE]V 1 RVIZIRORZ U BNBMIE Lz,
cO—HIIL A—HOEMMY: 21— ATF—FANBHHEENTWELES, BHFEIT1L A D
2—HFEHINTDHIENTEET,

N

Note

ZOREZANT, A=Y RAT—RANMINRE ENTWDBEGHITDOHRE
NEIINET,

s O—H)I A—FDEMNNL: 11— RT—FANEIIHE SN TV DIGE, EHEITIANOD
A—PEMENTDHIENTEET,
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N

FLog—ez555—2 [

N

Note - (RZ (%, A—HFRTF—FADRHIMNTRE SN TWAEEITORE
NENET,

Note

EIRLF-O0—H)L 21— DB (EnableSelected Local User) | A% & [BIRLF-0—AHIL
A—HDENL (Disable Selected Local User) | AR U BE R S5 DX, Cisco Database L ayer
Monitor Y—EX T [RFERADI—YF 7ho o FZEMZT SHH[E (H) (DisableUser Accounts
unused for (days)) | h—E & T 2 —Z i3 1 HU LIZEE SN TWBIGETT T,

MLOWH—EXR /S A—4

EHINGZWIA—YT7HOY FOEML (B)] E WO H LN —E AT =% )3 H—E RN
ZA—ARFTE UV 1 > KO Cisco Database Layer Monitor —EAD FIZiEINSNTWET, Z0D
N A—H Tk, =—H M Cisco Unified Communications Manager Z{fJ] L C. 7 v > F3HH)
PN S LD D& B < Te Oz, —WRBREAAT D S 24 E LE T,

2—W 7 A7 MME, =—H M Cisco Unified Communications Manager (2, [RIEFDI—HTFTHD
VREEMZTSH(H)] 74—V RTRESNZHEOREIZ, PIN 723327 — K& LCr
TA 2 LI E N 9,

W FOA—YFTFThoY hHBRER (B)7 +—/V RTEMT/I>TWT, [ILToIvILRY —
DFRFE] V4 RO EHET I T4 THEBAE] AT 7« — /L KRR E SN TWDHEA | HADMEWN
74—V RIMER S ET,

ez [TV T4 THBAE] 74—V ER30 HICRESNTHT, ([EALT WEWLW—H
THhOU REENZTBH(HE)] 7« —/v K345 HIZHE S TWT, 30 HPAWIZ = —H 73 Cisco
Unified Communications Manager {22 7' > L CWeWa | 22— 77 MI 45 HETHR)
T,

[A—YT7hOY FEENZTSH (BE)] 7+ — LV FR30 HIZRESNTWT, [E7I T« TR
HE] 7 «—/v K45 HIZRE SN TV T, £ —H M Cisco Unified Communications Manager
230 HUWIZr 7 A LinWgs | 20— 7oy MIEIITR Y £7,

RELE-OAVRITOTIAHIL FLELMEIZES

UU—2105Q2)Tlx, BHET IV ey Ra—HFT7H o hOli i CRIL7-Zm 74 3
TR OT 7 40 MERSICEBEISNE LT, 7740 b TiE, FHEEIT= 0 Fa—30,
ol —PFZ L NRAT— FOHLEDLEESHANNTLE, EOT Yy MIny 7 ShvET,
T K a—FogaiE, [T F A—HYDRE(End User Configuration] 7 ¢ > R TH LW L
TUVXIVRY —FEIY YT, v S AU RBU TR AR R TEET,

%iﬁ%fjﬁ . reset application ui administrator password %{Eﬂa Lfﬁfﬁﬁ/\ox U—FRZUtEy
]\ L/iﬁ‘o
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HAES & VLB S i the
| IS IN-

FiLWLWORTL A—)L

IRDFKIL, Cisco Unified Communications Manager (Z& & 2> U

LOT 782 3y ha—)L F—TOMETY,

Table 1: ZE4ER, HHIE B L U7V RBIHIIL—T

BOE STV L0 LWOEEEME R 35

TEMEIR

HERICH T DFEHER LU Y —
A

BET 1T o =1RET7 U £ XH)
wmIN—7

FEHE SSO e E B R

SAML SSO DK E % T CDIH
TETEET,

fEAERg SR 7 X L~y —
vﬁi

TRCOMET 7 A L~UL
R—=VN T 7 EBATEET,

FEH#E Cisco Call Manager & P

[1Z#ECCMADMINE B
(Standard CCMADMIN

CCMAdmin > AT L& 3 XTD
s 5.

[#£#4ECisco Unified CM IM &amp;
Presence’® ¥ (Standard Cisco

Unified CM IM and Presence
Administration) ]

Administration) ]

[#8 % CCMADMINGE A B V) 2
(Standard CCMADMIN Read
Only) ]

T ~_TCPD CCMAdmin V YV — =&
DAY 2] LET,

[#£#ECisco Unified CM IM &amp;
Presence’ B (Standard Cisco
Unified CM IM and Presence

Administration) ]

[#%#ECUReporting ( Standard
CUReporting) ]

T r—g L a—Pn, X
FERY AN LFR— &

1 H4E Cisco Unified CM IM &amp;
Presence® L' K—7 4 > 7

ERCTE E£7,
BE L 22— T I—T DRIV TIE, Cisco Unified Communications Manager > A7 & A K
LTI,

X)) T4 RAT—32 ADH|H

Cisco TelePresence Multipoint Control Unit (MCU) V U — 2 4.5 3 .U Cisco TelePresence Conductor
Release 2.3 LLETD U U — A D4 | Cisco Unified Communications Manager | . Cisco Unified
Communications Manager % — 3N & S5 B INEITRRE S NTecEF 2 U T 4 LG T, a—b
X2 UT 4 TAar &ML E£9, Cisco TelePresence MCU U U — R 4.5 & Cisco TelePresence
Conductor V U —2A XC233 Z{fH L7=4. SIP BT A&KY VY — AL, ETA&EOEx =Y
TAAT—=HAZHARL, BINEICAT —H AR ZERTEET, 7 FA v 7 2 Meet-Me
ST, SIPETASEY V=R Lo TRESNDEF 2 U T ¢ AT —H AN Cisco Unified
Communications Manager (Z > CTIRE SN X2 VT 4 AT —HALHmETHLENDHY £F
o U U—210.5Q2) TiX. SIP Cisco TelePresence MCU F 7= 1% Cisco TelePresence Conductor % i% 7€ L
T, ETARECOA—NEX2 VT4 7 A 2 OFRefilid 2 &R TEET,
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A—HA 23— 4 XADFHMkEE

Cisco Unified CM OFHTIL, ATAFTVY—R>EFIT Y POFIHL[a—ILEXa)Tq
FAAYDA—LEHFAT BT = v 7Ry 7 ARTNA RIFEREH I BMSN TS, Z0F =y
IRy 7 AE, TIHNVEITHIZICR>TVWET, ZOF 2w IRy 7 A4 25 L, MCU
FIITELHL T, a—NEX 2 VT 4T A 2 ORREFHIETHZ LN TEET, Cisco Unified
Communications Manager Ca—/LEXx 2 U T 4 74 2 ORRERHTHIGEIL. ZOF =7
Ry 7 A4 T70FFICLTEBLZENTEET,

ZDOF =y 7Ry 7 AX, Cisco Telepresence MCU & 721 Cisco TelePresence Conductor & LT
BODIT DA TEBR LG EICOREFE RSN £7,

~

REIL VDAY FLRAA VA =)L
PLRTD U U — A @ Cisco Unified Communications Manager 27 7 A X B Tlx, 7T A7 T A4\ ) —
RDOA A M= ZHEDRFNZ, £F, X7V vy J—REA VAN AT HURERHY EL
Too Elo0 YT AT FGAN )= FEAT ) vy J— ROF— =PIl LIBIZEN D
DY T AT FGAN ) =R A =N L, $¥TR7FA ) — LI UFIEEZ LY R0
ERDHVFE LT, FyTFLAAL AN KEEICLY, 3T A7 T4 ) —RiZ, £ VA =)L
Rz T ) vy J—REEBICEIMICRESINET,
X F LA A A h—/LiE Cisco Unified Communications Manager O #i#ft ¢T3, = DAt X
D, AV A=) TOEAR—ALRIZRY, 7 TFAE 4 A M—/ANERICERIZARY F
T A FLAAL LA R—LTIH, A VA= 4P RTHT RT T A NOLERE2 NS
FTHULENRBY A, FTRTZTANFIRT Y vy DA A MG LEF A, = Ok
BB, ROFEDH Y £,

W LW T AL DREMEOFINCEDNMABLIORAT ¥ 2 — VBENPALEIT R Y £7,

BV TR FTANROFEH P UNRARBEZRY DT TAX~DF LNHT AT T AN
OBMNEERLINET,

cRT Vi J— KRBT VT 4 TR AHETHEODERRL Y 9,

BYFLRAY—/\OBEN -9

HEjo—r o703, 7IAFTFICIANAR LI TV vy J—FREHTR7 T AN
J — FROWMJi % FEHZHE DA VA b= NT B0 T7 7 a—FTd, YT AT T4 ) —F
I, T Vv J—FRDOA LV AN—ANETTHETHEL, TREHEDA A N—IL % 51T
THEDIINTY) vy J—ROT—F_X—=2ZBhsnEzd, X7V vy /—FRiL, 1A
F—AMETTDHE, BTV ooy BBl LET, BaliRIC, HV T AT T A3 ) — KiZ, /3
TV oy )= FhbESE2% G L, TOVT AT T4 ) —FRDA A h—)VE HEINIZSiAT
L7,

(A4 FT32Iv9 S5 RAFZENDH ML (Dynamic Cluster ConfigEnable) | # A ~— F = v 7Ry
I A= 2T [BAFTEVY VS5 RAERES A4 < — (Dynamic Cluster Config Timer) ]
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HHBAES & UE T & Ntk
By ozr—s

T4 =V RIMEEANTHZ LR, ABI =7 v 7 EMBLET, ROWTNLDTE
W&V, ZOXA~—Z{NTHI LN TEET,

CRET AN VxR L—% (AFG)

« Cisco Unified Communications Manager /X7 Y v ¥ % /—RTOCLI (a2 R 742 A
H—TxAfR) a<wr R

TFoY—2TJ74IL R L—4A

WET 7 AN VR —H% (AFG) Y —/ b (http://www.cisco.com/web/cuc_afg/index.html) % i ]
LT, REDIE T 7 ANELIEZT Ry E— A A=V Ty A NVEEBRLET, ZNHDT 7 AL
121X clusterConfig.xml 7 7 A /L& platformConfig.xml 7 7 A WG ENFET,
clusterConfig.xml 7 7 JLiX, Cisco Unified Communications Manager Release 10.5(2) ®#r L \»
77 AT,

ISOBXO 7 ey — A A—U%k~U 2 b LR~V & fEH) LT, Cisco Unified Communications
Manager DA > A h—/LZBHLET, AX L KTy J—RERIET TAXDA A h—/LH
L. FENC X DM ANEFAETT,

I TARBE TR, TV vy =RV TRI T AN ) — ROW G ZRKIZA VA F—/LT
XFET, R, N7V vy S ROA VA= ARHIY T AT T AN ) —RDA A F—)b
MEILTHZELHVET, Z0E, N7 Vv iy J—FDA UV ARN—ANETTBHE, T
Vysy J—RICED, YT RIT TG4 —FRDA VA M=V EBGATTHT-ODOESHER SN
e

BRIERY TR E (AFGTAER)

WETZ 7 AN Y=L —4 (AFG) Y —/UiL, Biff®OplatformConfig.xml 7 7 A /L& & HIT
clusterConfig.xml 7 7 A NELRLET, YT A7 T AN ) — ROFMERE AFG >V —/L
IRt 25 & clusterConfig.xml 7 7 A MZFEN S OFANERN S ENFE T, Cisco Unified
Communications Manager /X7 U v U v (%, A A b—/L I N7248IZ clusterConfig.xml 7 7 A
NEGHBRY , BT AT T AN ) — REMET 5 &, £iL5 % processnode 7 — 7 /VIZIBIN L £
T, T AT T A 3% processnode T — 7 /VZIBINT H Z £1Z XK V| Cisco Unified Communications
Manager /X7 U v XY DA VA N—)VDET o TH T AT T4 ReHh— " X—=VIZFFHTE
MT2BENRL AR ET, A A M—)L Tt 2A8E0 AR HAT S E T,

BYFLRARA VA RM—JLEEDA R 7A—

Procedure
Command or Action Purpose
Step 1 TRy E— A A—VOERBLOF T [ IWET AN Ve Rx—F Y — L E Al ]
22— R, on page 7, L7y b — A A—UEERLET,
Ty A A=V, TRy E— A A—
TOXYu— RHCHBIMICE T n—
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| FisebsLUBE SN HE

JavE— 1 i—votnssvsova—k [

Command or Action Purpose

F&E# 5 platformConfig.xml 7 7 A

JL¥ ClusterConfig.xml” 7 A /L&
2 2ODHFHEMIE 7 7 A VTR S
£7

Step 2 25 ABZ DA A ~—/L, on page 8 RONWTINNDTIETY T AR A VA

CHAF vy T RsRE s ~— | PTVEET
PN s TN EED s T25D| [F4F3 95 HFIRABEDEMK

A A F—/L, on page 8 (Dynamic Cluster Config Enable) ]
CHAFI T TTARBERA 7 — A= {AMITLHZLIZLD, F
BN 2o TWRNE XD T AR R DNMARLIIAT Y vy ) —
DA > A h—)L, on page 9 REFTRITAN ) —FReAf A
F—=LLET,

JET T ANDERIFIC [FA4F Y
9 VS RAEFEDEML (Dynamic
Cluster Config Enable) | % 1 ~—%
M LW EIZT T R7 F AN
J—=R&EA VA=V LET,

JAOYE—AA—CDERBLUSF o rO—F

Step 1
Step 2
Step 3

Step 4

Web 7 7V /r—3 3 > @ Cisco Unified Communications ji> 2 7 7 A /b ¥ = R L — ¥ {%, Cisco Unified
Communications 1 > A h—/L T 5720 DIEET7 7 ANVEERLET, TNOOHETERILE T 7
A Vi¥ platformConfig.xml 7 7 A /b & ClusterConfig.xml 7 7 A /L THV ., T HIEX7
2y bE— A A=VICFENET,

TRy A A=VEERB IR T o — 512, ROFIHEZFITLET,

Procedure

Cisco Unified Communications Answer File Generator 7 7' U 77— g > {n /4 LET,

[ 5 RA22EDRE (Clusterwide Configuration) | &7 > 3 ZHELIEE AN S L7,

[F54<) /—F®Di%E (Primary NodeConfiguration) &7 > a 2774~ U J — KOE4l

HRENTILET,

TAFIv I IV ITAAREBEANCT DI, [FAFTIVI VS RIERE
(Dynamic-Clugter-Configuration) 127 > a > T, [FA4F 2 v 9 VSR FREDE L (Dynamic

Cluster ConfigEnable) | # A ~— F = v 7 Ry 7 R~ —2 ZfF, [FAFT VI VS RAH

EH# 4 ¥— (Dynamic Cluster Config Timer) | 7 4 —/L NiZfiz A LET,

D7 4 — RNIZIIFMZRT 1 ~24 DfEEIRE L ET,

RS S URE STk
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Step 5

Step 6

Step 7
Step 8

Step 9

Note T 7 ANVDERIFIC [FAFT I VY V53R FHEDE ML (Dynamic Cluster Config
Enable) | # A ~—ZH{MIET, [FA4FT I VI VTR AHRER M1 <Y— (DynamicCluster
ConfigTimer) | 7 4 —/V RIZIEHAZ AN L2 W&, BT, 7Y vy J— RBAHE)
A VA=V EN, BTATTFTAN )= ROA AR LEffoTNDHEXIZ, DX
A~—FHPNT HLERDY £F, TDOE, A A M= HBIFIATDND L DIZ,
Y TATTAN )= ReFHTENT H2VLERH Y £7,

[Eho&Y) /—FDi%E (Secondary NodeConfiguration) |27 v a izt h &Y ) — KDt
A mEN LET,

[Eho&Y) J—K®D'Y) A+ (List of Secondary Nodes) | UV A h iRy 7 AT, [RAVEY /—FK
Mi&fn (Add Secondary Node) | Zi#4R L £,

EhHY J—RELTENTL/—RKBZOV AN Ry 7 RARRENET,

BiMovh KXY J—=FRIZOWTTFIES L6 #80iRLET,

[IEE774ILDER (Generate Answer Files) | 27 U v 7 LET,

T4 <Y J—FK, BhFY) /—F, BXWclusterConfig 7 7 A VORAIERE RT F
ATl Ry I ARKRINET,

[CommunicationsAnswer FileGenerator] % 4 7 1 7' 7R v 7 AT, AU v u— ROFRIZHEN, [T7
AILDFO—F (Download File) | RZ %27 Vw7 LTUNE 7 7 ANEI L Ea—HIIH
7rmr—RKLET,

D2R3DA VA =)L

WETZ 7 AN V2R —F V=T [FAFIvY VS REREDE L (Dynamic Cluster
ConfigEnable) | # A ~—ZATMI LN E 2 TG LT, IROWTHIND Y T AH A A h—
NITEAEIEIRTE £7,

[FAF VI USREFREDH ML (Dynamic Cluster Config Enable) ] % A ~—ZH ¥
THZEIWLEY, FENCEDNALR LI T Y vy J—RESTRAITAN ) — K&k A
AR=NWVLET, AT IvT I TRALREIA =D TNDHLEEDT T ALD
A A R—/V,onpage 8 ZH L T 7Z2& W,

BT T ANDERRZ [FAFT I VY VT RAAREDE ML (Dynamic Cluster Config
Enable) | A ~—%HMI L2 WIHBRICY T A FA N ) —REAL A= LET, [¥
AFIVT IITRAZREZAT—DHINI > TWRNWEEDIT T AZDA A —/L, on
page 9] S L TLIEIW,

BALFIVY USREABEIAT—DEMZHEOTWBREZEDISREIDA VR M—IL

Before you begin
RONWTIINDIET, [FAFT 2T VI VT XEHESR A4 < — (Dynamic Cluster Config Timer) ]
TA—IVREHMMILET,
BT AN T 2R L —H V=L T, [FAFT IV I SREREDH ML (DynamicCluster
ConfigEnable) [ # A ~— F = v 7Ry 7 AZ~—2 %1, [FAFTIVI VSREERESR
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Step 1

Step 2

BA+I99 HS5REBEIAR—DEDI > TWENEEDI 5240 VR =1L [

4 ¥— (DynamicCluster ConfigTimer) 17 4 —/L RIZfEZ AN L ET, IO ONTIE, 7
By bE— A A=VDOERBIOF a2 — R onpage TOTNE4 2S5 L T ZE0,

« set network cluster subscriber dynamic-cluster-configuration{ = 7 /L k | R[] %k }CLI =2~ >
FaANTLET,

Procedure

Taybt— A A—VERE~ I P LET,

Note A~ > > 71 Cisco Unified Communications Manager /X7 U v > % J — R THh L5513,
78y bE— A A=Vl platformConfig.xml 7 7 A /L& ClusterConfig.xml 7 7
ANDOH TR EENET, 7272 L, A~ T 5 Cisco Unified Communications Manager
YT RT 54N ) — REZIFZIMand Presence /X7 U vy ) — RV T AT T AR ) —
KCTHHGEIZ, 7Ry E— A A—VlidplatformConfig.xml 7 7 A L DHBEHE
nE7,

FLWRAE T vy B — A A=V OERITTIEOFFNIZ OV T, http:/docwiki.cisco.com/wiki/How _
to_Use the AFG_with the Virtual Floppy DriveZ &M L T 72 &0,

N7V wvy J—=RETRTOYV TR TA ) ) —RERIHLET,

NTY vy ) —REYTRITTAN ) — RBRFEIZLHMAZR L THBINIZA VA =L &1
F£9, BHEI—F oo 77 7a—FICEkY, EYT AT T4 —=RBRRT7 Y v ¥ IZHEIN
WZIBmESnET,

BAFIVI JFREREEZAX—DERZLE>TVWEHEWNWEEDISREADA VA —IL

WET 7 AN V2R =B Y= LD [FAF IV JSRARES A4 <Y — (Dynamic Cluster
ConfigTimer) 17 4 —/L FEAHIC LA Th, A7V vy 2 — RIZABIICA A h—L &
NET, 2EL. TR TA8 )= FiIA v 2 b—A a2l LET,

YT AT TAN ) — FOFHERH Z B LT 7 AF A A =V ZHATT 5. ROWVWTR
MDZ AT ZFATLET,

» Cisco Unified Communications Manager 7>, [Web 4 >4 —27J =4 X (Web Interface) | %1%
WL, [B—/\ (Server) #7277V w7 LT, $ TR TA R —ROFHTEMLET,

» Cisco Unified Communications Manager Y U — X 10.5(2) T R fE728T LV CLI 2= > R & A
HLT, #1758/ — RO CLIND [FAFT 2V VI REREZAT—] 7 4 — /L FEHIZ
L ¥ 9 — set network cluster subscriber dynamic-cluster-configuration{ 7 7 4 /L b | ;i £}

o TDIAR—EHIITHDE, BT AZTAN )= FKBEART Y v Uy ITHBRIZIENS
. BT RTFGAN )= RDOA A M=/ REATESNET,

s rvzESn-#E
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B 5300 95288E8 2 PBERAE>TOEVEEDISREDA VR b—)L

\}

Note

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6

Step 7

N ODFEIFEBOY T AT T4 NE, RTV vy J— RICHT HiezH L aind s
WENH DHIGEIL. platformeconfig.xml 7 7 A VDA GKHCZENL L ZBINTE F3, A
TV y¥x J—REYTRITA)N ) —RERETLHILERHY T, [F4FIVI 05
ARHES A4 <¥— (DynamicCluster ConfigTimer) | A ~—W7 7T 4 7D % £ ThhiL,
VTR TANPNRT Yy U ICHBIZIBIMES L, T A7 TAN ) —=RDA A R—)L
DEAT S NE T,

« ZOBREICIZ. N7 Y vy = NIZIEBMT 2 RERH LV T AT T AN ) — FORDOHA]
ERICHT2HIRITH Y £H A,

Winlmage ' —/VZMH L CTT 4 A7 4 A=V %AEK L ET, VMware ESXi 2] L TISO A A —
Vv hLET,

Before you begin

TJuy bt — A A=k v OO ORE Y NCT I EATEAT—X A MNTICHE LE
7,

Procedure

A~ o EBRBIL T TAX A A M—NAEHIELET,

[VM] A =2 =05, RENHE (Edit settings) | ZBINL T, W& 77 AV V=Rl —& V—
NTHER L7y B — A A=V~ T 2 FLET,

[R#E<>DFTO/F 4 (Virtual Machine Properties) | # 4 7 7R v 7 ANRFRENET,
e N— R =7 DU A Rvn, [ZAYE— K54 J1 (Floppydrivel) | #i%#R L £,
[T/AA RB 4 T (DeviceType) | EZ v a > T, [T—EAR—ROBMEND IO VE— A A—UF
A3 % (Usetheexisting floppy imagein thedatabase) | Zi%iR L. [S8 (Browse) | 27 VU v
JLTC7RyE— A A—VEBERLET,

[OK] %27 U7 LET,

Ty = A A= SNET,

2 — L= 5 [CD/DVD KS4 1 (CD/DVD Drivel) ]>[B—HL T4 RID IS0 A A —
(234 (ConnecttolSOimageonlocal disk) | 47> 2 > %R L, [CD/DVD K54 J 1 (CD/DVD
Drivel) |>[T—2 X 7D 1SO 4 A —T[ZH4: (Connect to | SO imageon adatastore) | #i#4R
LCT—HARTIZBHIL, A > AF—=FISO A A—T#IERLTC[OK] 227V v 27 LET,
ISO A A=V &dL, A Y A M= AN S ET,

(AT al) AVARN=NVDENIAT 4 T 27T A MT 5551, (BEShfzT1 XY (Dis
Found) | AvtE—Y Ry 7 ATIOK] 227 Vv 7 LET, [R¥YT (SKip) ] 227V 755
EVAVAR=RAHIDAT AT TANRAR Yy TINET,

AVA R METFENCEDNARLTHATSNE T, X7V vy BA A =&, TR
T IGANPNRT Y v lZBINEET,
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IM and Presence Service D4t & .

IM and Presence Service D44

Z OH%REIL, Cisco Unified Communications Manager / — K & IM and Presence Service / — R & & e
YRR T A Z RO A A =&Y AR — h LE 9, IM and Presence Service D& 3 L OV >
A =)V Fav AL, 7 T AHXD Cisco Unified Communications Manager D1 > A h—/L 7' r& X
LFHC T,

AFG Y — VT, [FA4F 2V T VT RALES A4 <— (Dynamic Cluster Config Timer) ] = v
7Ry 7 A~ —7 %AJ1F, IMand Presence Service % 4R L, Cisco Unified Communications Manager
X7V v /— K, IMandPresence Service /X7 U v % /— K, 3 X UV IM and Presence Service
YT RAT TANOFM FETDGE) ZANLET, TDHE, AFGY —/MiE, /— I LT,
platformConfig.xml 7 7 A /L& & $IZ clusterConfig.xml 7 7 A V&R LET, ZD
clusterConfig.xml 7 7 A /UL, Cisco Unified Communications Manager /X7 VU v % / — R|Z
FoToDH, Z0/— FHIZERENZ platformConfig.xml 7 7 A V& EBIHHTHZ &
MNTEET, TOMDTXTDH /) — RIZHOWTIE, platformConfig.xml 7 7 A /LD IHIMEH
SNET,

WETZ7 7 AN Vb —H (AFG) I IM and Presence Service /X7 U v v D R A A 44 % BEAf
DOFFAER & & HIT clusterConfig.xml 7 7 A WIZERAF LET,

Cisco Unified Communications Manager & IM and Presence D& &5 121L, IRD X A7 B ERET,

» Cisco Unified Communications Manager D > A h—/L4&|Z, IM and Presence Service /X7 U
VXM, RAA U EA LT processnode 7 — 7 MBI S v E T,

« Cisco Unified Communications Manager ./ — R & IM and Presence Service / — R725 [P7 KL A
(R e 72354 241 L T processnode 7— 7 /WZiB N S E T,

« CLI /] L T IM and Presence Service /X7 U v ¥ B INT 5 &, RAAL UBRBEMEINE
9,

CLla<w > K

Cisco Unified Communications Manager U U — % 10.5(2) IZ1%, ROF LW CLI 22> RBREENT
l/ \i‘é—c

\}

Note CLI =~ RDFEE4LNIC-SUTid, CiscoUnified CommunicationsSolutions D <> KT A > A X —
7 A A A KE L Cisco Unified CommunicationsManager @ 1 > A h—/L 2 S L T I W

o

set network cluster subscriber details

Tomcat Web #— 33 Z 7 LT GULICT 7 EATEARWHEIZ, Zoa~vwr R L7 A
7 F A /X% processnode F 7213 appserver 7 — 7 /LIZIBIM L F T,

set network cluster subscriber details #—/3X% 77" hostname ip domainname
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. set network cluster subscriber dynamic-cluster-configuration

Syntax Description

Command Modes

NS A—4H &5t BA

servertype ZDRT A—H|Z1L, Unified Communications
Manager, IM and Presence #—E A, Cisco Unity
Connection DWW TN OR G 2B L EF, ZD
74—V RIZZHTT,

hostname 7G5 ARBINT S ) — ROFA M, A NIEF
CRAALTHR=PENET, ZO7 4 —/L i
JHTT,

ip 75 ARTENT D — RO IPvd 7 KL A, IM and

Presence /37 U v 3 % ¥ L. N Cisco Unity Connection 7
i, ZHUTLHT 4 — /L R TT,

domainname IMandPresence ' —E AT U v v D KA A 4,
IM and Presence /X7 VU v o ¥ DG4, AU NAA
74— T,

EHE (admin:)

EH%

g RERFMEL~L: |

T 7T L— RO/ AR

2=y Rala=r—Tarvx—Yx, MBI LB A —E R I Cisco Unity
Connection (Zi# ] &AL E T,

set network cluster subscriber dynamic-cluster-configuration

NIV o THEAFTI VT JITAFBREEA X—TNITHINE, Zoa~vr FeFHLE
T, ZOavwr REFHLT, 2—FRYPT 2RI T4 )—REaXT ) vy =N F—T)
BN TEA2HMERELET, V7 RA7 T4 ) — ROBIMNITEEBICRAES DT, T
LD —RiZ, T RTTAN )= FRDA A M—VHHZ, TV v ¥ Ol & Fig+ 2 03
TH0 EHEA,

set network cluster subscriber dynamic-cluster-configuration {default | no. of hours}

Syntax Description

INT A— GRER
3

default UK A AT w7 7 TAZREEA F—T M LET,

no. of 1 ~ 24 OEEFREL 7
hours

Command Modes

EH4E (admin)
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show network cluster .

=
%% : Unified Communications Manager, IM and Presence F— "2 | 35 JX U Cisco Unity
Connection,

show network cluster

Command Modes

TDavyRiE, FATFTI v I I TAZORENANMNII o TWBEEIZ, RO DF A ~—{ti%
BARTDHIEIITIRSNTNET,

show network cluster

EHE (admin:)

=
av s REEL UL 0
T 7T L— RO TfE

1 H %} %:: Cisco Unified Communications Manager, Cisco Unified Communications Manager @ IM and
Presence Service, ¥ X T Cisco Unity Connection,

unset network cluster subscriber details

Command Modes

Zoa<wr R, avwr R 7Ty oMb GUI LY T AT T A4 ) — REHIRT 55
ERHDHZEEBHTHIA =V ERRLET,

unset network cluster subscriber details

FHHE (admin:)

2%
av s FRREL A~ ]
Ty 77— RO AR

18 % %: Unified Communications Manager, Communications Manager @ IM and Presence — " & |
¥ £ U Cisco Unity Connection,

GUINSH TR SANEREIRT 2 AV E—D

admin: unset network cluster subscriber details
Please use the Cisco Unified Communications Manager on the first node.
Navigate to System > Server and click “Find”.
Unable to del: NULL
Executed command unsuccessfully.
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. unset network cluster subscriber dynamic-cluster-configuration

unset network cluster subscriber dynamic-cluster-configuration

Zoavwr R, RNTV vy DEAFTIvT JITAAREET A =TV LET, [£A4T
R v 7 VT AXEE (Dynamic Cluster Configuration) | 47> a » OfHIX, /X7 U v v TERIZ
BOESNET,

unset network cluster subscriber dynamic-cluster-configuration

Command Modes FHE (admin)
EH
avy REEL~L: 1
T T L— REEO . AT

1 %} %: Unified Communications Manager, Unified Communications Manager @ IM and Presence
H— A ¥ L Cisco Unity Connection,

A4 ORRIEKBLELE
KD Web T 7Y r—sa ~ORIEO T 7 A VITOKRME Y A M 5HICIE, 2D~y Rafl
MLET,
+ Unified Communications Manager _|-

* Disaster Recovery System

¢ Cisco Unified OS Administration

+ IM and Presence Service D54

« IM and Presence DF WA X U H N 2T A

« Unified IM and Presence OS D % B

show loginsunsuccessful [F5 &2 A L E 7]

Syntax Description INS A—  EHER
2
number  KoRTHEIEOR S A L ORERTE LET, T 740 ME20TT,

Command Modes HHE (admin)

24
A~ FRifEL~L: 0

T 77— RO TRE
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31— 1 U7 1 vmtools X7 — 2 ZDHHK— koiEmEnELE ]

18 %4 : Unified Communications Manager 33 X TY IM and Presence #—E X,

A—T 4 ') T 4 vmtools R 7—2 ADYHKR— rkHEIRSNFELT-

utils vmtools status CLI 2~ NIV HR— &< F L7z, VMware AT — B ADGE
X, VI vSphere 7 74 7> b EMER LET,

SUTIINYA T UDERM

XD SAML SSO BHi# DI RELER (X, Cisco Unified Communications Manager U U — 2 10.5(2) TE A
INTVET,

SS0 A A T—BDITY RAR— KA VR—F

Cisco Unified CommunicationsManager B3 Cik . Y XATL>SAML 25 )Y A VF 2T,
SAML SSO DIRFEN T 7 T 4 TITHE SN TV DM E I DICHBERL, [TRTOAEZT—E2DT
9 ZA7R— bk (All Metadata)] R > 35 7 4L F TIEA I 2> TWOET,

[SAML SSO DB %1 (Enable SAML SS0O) ]

WOFEEEX T, HiEBLOY—E 251 K] © [SAML SSO O #LTFIE] 2B mEihE L
7~

Note

[ldP A 2 F—42 DA >R— k (Import IdP Metadata)] #7 U v 7 L7248 . R~ (Next)] 27 U v
79 5L SAML DTN A UAVDBREY 4V RUICAT —HZ A X v E—UREREN F
To W—=NORAETFT =2 %P IZT v 7' r— FTLFIEHERAX v T E3LATT 272D DGR %
KRLET,

IP Voice Media Streaming Application ) v /\> T 1« D&
fin& MOH A —7 4 & V—ADHkER

Cisco IP Voice Media Streaming Application (& Cisco Unified Communications Manager O > A h—/L
KHZHE)TA v A b= ENET, ZOT7 TV r—varaz7 277 4 7L T, REE (MoH)
BRezfahic LETS

2OV Y —ATiE, MOHY—/STRE &Y — EARFITHIC, WG ORFFMOHA—7 4 4 —
A %Y R — FT572HIZ, Cisco Unified Communications Manager O ¥ /X3 7 ¢ 23 51 725 501 (2
WPINFE LIz, MOHA—7 4 4 YV —AIZE 1 75 501 ETOFRSHIRSI, [ MOH A —
TAF = ADFEFIESI ODFEFETT,

Cisco Unified Communications Manager (% VMware - TORATHFHI USB ¥R — k L2228, [
5E MoH 7 /34 A1Z USB MoH 7 /A AR TH&iT 24 —FT 4 4 YV — A& TE 8 A,
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B 2824747 FRARDRTH—T o RADHE

VMware TlE[H 5 MoHUSB 7 /34 ADAFfIZ YR — s L E®¥ A, —J. Cisco Unified Survivable
Remote Site Telephony (SRST) ~/LFF v A k MoH Z FIfH 3 2 B A W iFZiX, AMNEOY T KT
NAZB T Ya=r 7 LET,

W) =T 4 7L LTCOARZ LT F U A i3 EEa M < #EH TS LTI
EENDET T U AOWNTNNELITM T2 HT 572D, % MOH A —7 44 YV — A% &E
T& £7, Cisco Unified Communications Manager (21X 1 D F 72138 5D MOH A —7F 1 4 YV — A

THEHWRER I AZ LT F T AR 500 HHESNLTWET, ZALDT7F T RT7 T ALK
@ Cisco Unified Communications Manager % — ] CORF I SN FEHA, TNOEDOHAX L TF
VAT FAMIMHBLOT TV A =R RMPET 24— T v T n— N L 0E
NV ET, £/2, MOHA—T 44 VY —ADZEH AL AGFHET 7 A NHEE—NIT v T a—

N+ BERH Y £,

H—ERFEATAT TINA ADINT F—T D AANDELE

Cisco IP Voice Media Streaming Application [Z, 7} > =—% (ANN) | Y7 by =T a7V
V. MREE (MOH) | Y7 hU =T AT AT X —IF—3ar R"A Y NDADDAT 4T TN
A AT OP—E AL LTHEITLET, Cisco Unified Communications Manager ¢ —/_|- CIEAL
HEHLFTHEIICZOY—EREZHEIMMILET, ZO—ERAZHMT HFE, FFUB~D
BT LD THRENRFETCINOGDAT AT TNNA AEHELET, AT 4T T34
ADT 7 v FGEIRZ OIAFRAFITHE SV TERSNET, 1 DU LEDOAT 4T F3A 2DAf
MERS L, ZOMOBEZMNEED L TCINbLOREEHAETEET,

TERIE VTNV 2T AT AT H—=IF—a iR, b T A A& LT nEai.
SWMTP 75 False I} LT [T TV DRIT] eI TE, ROA T v a v aIBRLES, &
AT L>HY—ER /85 A—4 > Cisco | P Voice Media Streaming App Service> MTP /85 A —4& )
5, [MTPaI—)LE] eI NZBMLET, ATA4TFUY—A>MOHHY—N>FAETEX
F)—LHVERAL, 3= NDITT7 4728 oT, T74NMREEEETEEST, 72720,
PR RT =< ADT 7T 4T £ TCPU, ATV, VOfET=4LE7T, 22—V

7500 N\OOVARREEMH L CWDE L O 7%, BREOKERI TALZTIE, a—NV U vNOT 7+
IWRNDAT 4T TNA AREE 25 %I T 2 N TEET,

REEDOL AT 4T THAA ZOMEHENFELS 2D T ENTHIEN GG, 2 —LOHNZ
TRV ZLLDAT 4 THHEHPLEL SNDLEDA A b=/ T, BRABEAEINI/R->T
VW72 1D BL O Cisco Unified Communications Manager H—/3"C Cisco IP Voice Media Streaming
Application ¥ —ERAZHINLET, ZOV—EREHINCTDHE. AT 47T 7354 ZAOFAIIC
Lo THLELR EDZ OO Y —E AR T DHBEPRERR OO £, I, AT 47T
FRA AD A= )LD RO BIE OB EE IS 2N TEET,

Cisco Unified Communications Manager — "2 & L4795 I 5 |Z Cisco IP Voice Media Streaming
Application Z M L7865, WALBEO R T p—< U AT EL 52 50 /et b 0 £9, RH
FRT F U= ORERE T 7 AV N OREN BT 4L, Cisco Unified Communications
Manager % 3 #3712 — /3T Cisco IP Voice Media Streaming Application % 13 #h{L 92 = & 23
BRI TnET,

T T 4 TIRFEEZEMEFPIC o TNEHE XL F Y A N MOH DA —F 44 2 F U —L
BEREINTNA E XTI, CPUDANT 4+ —< 2 AT MOH IZEEBINET,
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Y

Y—ERFEAT AT TNARDINT =X A~NDHE .

Table 22 —fEBYTZ /N T+ —< VU AER

RECHTAEEFE

CPU/NRTA—T R

HH®O MOH #—/3, fREHO=—/1 1000, 7
J—F 4 v 7 L8 7 F 7 2D MOH #J4
500,

25 ~ 45% (7500 =—H% D OVA i&iE)

HH MOH Y — Rt 7o vxz—% —NThD
AT 4T Da—)L Fa—ArT, Fa—|Z
ANoTza—11000, 77U —7 4> 7 L7 r
7 ADMOH &Y 500, 7 v m— & T,
WR300DT Y —F 47 TF 7 A%EREHC
FAETEET,

25 ~ 45% (7500 =—H% D OVA iXE)

HH O MOH ¥— X, {f¥ o =—)L 500, 7
V—F 7 M7 A0 MOH &R
500,

15 ~ 35% (7500 = —H D OVA #&5E)

Table 3: #E2E S N 5 HEE D _LBRE

BN —]

aX AE

RSN D ERE

Cisco IP Voice Media Streaming Application 75 2500
OVA _|=C Cisco Unified Communications Manager
AT DG (PR DOIFLED |

MOH: {#E DO F{5# 500, MOH F 100, 7
Fr v —ZDIRAEEH 48 ~ 64,

Cisco IP Voice Media Streaming Application 7% 2500
OVA LOHEY—1Th 554G,

MOH: RO F(FH 750, MOH &% 250, 7
Fr L —F DI[EH 250,

Cisco IP Voice Media Streaming Application 73
7500/10K OVA _I= C Cisco Unified Communications
Manager & AF T 25 (PREOMALEE |

MOH: %8 F D F{54 500, MOH ik 250, 7
Frvm— 2 DIRAEH 128,

Cisco IP Voice Media Streaming Application 73
7500/10K OVA LD HHH—/3Th 551,

MOH: £ F D F(5# 1000, MOH ¥ 500,
T —HOFRGEHE 300 ~ 700 (MOH O
a—F v 71D,

MOH = —F v 7 BN 2 20&5E&. 7
VU E—X DREFHEE300ITHO LE
_a—o

Note

Note

ZOWHEREO FRIEIZMOHSRLANN T AL AFEHED LD TT, TNHDTFR_RAAEY T T =T O
AT AT H—IF—vaRAr b (MTP) R55H1#E1% (CFB) 734 A LA GO D55,
Z N — 2 EBPET 57 DI ERERS LET,
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MRS & UL E S hr-fs
B o700 I5o - rmT sEosREE

XNYNOT 4 TS UTICET A5 EDHIPREIE

Cisco IP Voice Media Streaming Application & E/L 7 BV a =7 VRV —E R ([E, AT 47T
B —%)V KZ A 3%f#H L T Real-Time Transfer Protocol (RTP) A kU — A& VERE L OMHIfR L
FT, TOAT AT D=V RITARDOF v /30T 41260002 b —ATF, ZTHHDARY —
DR, AT AT TAALALIVRIZY Y =R THTEET,

ZOTHENT, RDOF v /30T 4 5HRICESTET,

ATAT TINAR

felo

=

Ty —X

([z— B v b (Call Count) | —ERANT A —H2) *3

3Ty RRA Y FOR(E (RX) a—/LE3EE (TX) a—/L, BX&
N1 (wav 77 4V) OEEEZRLET,

AN ENVES VAR

([2—v F Tk (CallCount) | —ER /NRNTA—F) *2
2IERXBIRTX = FARAV FOGEA N —2 52 Rm L £,

VTN T AT 47T
H—Ip—g R
k

([Z2—F 7>k (Call Count) | —E R /NT A—H) *2
2IEIRXBIOTX 2 FARA V FOEETA MY — 282 Rm L E T,

TR

C (RFEZFEARY =20 *3) + (501 *2* [F%)72 MOH = —
7 v 7 OH

Z T,
o (HAF_ERA MU —LFD X, MOH 7 /31 AR EE T Web
NR—=TOKEM[TT,
3IX. RX, TX, BIXOS V=T 4T TFHFOUAD wav 7 7
ANDEFHA R =28 &R LET,
¢ 501 1. S (MOH) Y —ADE K AR LET,

20, 2=V v wav A M — AL RETHAREDOH S~
NFFYAPTX AU —bZRLET,

« [A%72 MOH =2 —7 v 7 ®#] 1L, Cisco IP Voice Media Streaming
Application DH—E A /T X — 2 THZF/RMOH 2 —7 » 7 DH
ISV TNET,

LT TuEa=S
IVR #—E &

(500 * 2)

500 IZREZE . 2IIRXBIOTX A Y —AEDOEEA Y —A
HAERNLET,

L7=MA > T, MOH 28 K 1000 AR EHEEZVHR— FTEB X927 55650R0%, 1000 * 3

+ 501 * 2 *» 1 =
3 4501 * 2 * 2 =
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5L, BT 7ubEVa = IVRY—ERAZMINNC LT, A5 TFAEZE 6000 [ZHIR L ET,
ZHUTE Y MOH 7. AMTHRIZFITTE D L DI1T7e 0 £7, F7=, Cisco IP Voice Media
Streaming Application & [{] U — TN 7 b Pa = IVRY—ER%ET 77 (72T
BWEERH Y ET,

AT AT THRAADBRENAT AT TNAARTANROX Y XU T 4 B BRDIGE. T3 A
RIANZBEREINTWDRAT AT TNRA AN, BDBERA RN =L ) Y —RERINITFHTED
KRV ET, BTERENDIAT 4T TA RCK LT, BERAN) =AU Y —RXLD
HORNEICHIRSNE T, AT AT T RAZENPLERTLE, —HOTIT—L A vE—V
N ZICEeER S, FIREIND AT 4T TN AD 3 — VED BEIFICHIR S IvE T,

Note -y /X7 7236000 A U —LDAT 4T I—F) RTANTIE, BHORKEAT 47 T34
AT AR — F SN TRV RN & Y £7,

_l_ _‘\ = =
IREE A4 V—ADRTE
REAE—T 4 4 —RAERETHITNE, WOTEEFEH LET, A—FT 44 A M —L%ZKE

L\7y7D~Féﬂt774w%ﬁ~74ﬁX%) MZEEANT A Z e R TEET, HK500
DF—F 4 F AN —LEHETEET,

\}

Note F—F 4V —RT7ANDOFLWA—2 g UEMHTTEICT A3, Frilna—2 g 2]
TELEDICHEFTFIRZFITLET,

Procedure

Step 1 [Cisco Unified CM % #1 (Cisco Unified CM Administration) |75, PLRZ#ER L9, A T4 T
Y—RA>EHDIA—NLDIF—T 1+ V—2X,
Step 2 WONWTNNEFITLET,
c[MRE (Find) |22 Vv 27 L, BffOA—T 44 AN —LZBINLET,
cHLWA MY —AZ0ET 51213, [F#REM (AddNew) | 227U v 7 LET,

Step3  MohA—TF A AR FY—LBEEnD, 4—F 4 FA R —A&BRLET,

Step 4 [MOH #+—F 474 Y —X%& (MOH Audio SourceName) | 7 4 —/L FiZ, —EOLH 2N LE
R

Step 5 FFar, TOTrANEYALTFXRYARNTELXLIICTHITIE, [AllowMulti | F = v 7 Ry
g A A AT LET,

Step 6 F—F 44 V= ADFE:

s [MOHWAV 27 ALY —ADfiH| A7 arv R 24 L, Mohd—T44+Y—2R
T7ANLNG, BN THT 7 A NVEIERLET,
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. AES 256 Encryption Support for TLS and SIP SRTP

Step 7

Step 8

Step 9

«[B7H8— K&+ Xk External Multicast source | 47> a VAR ¥ v B AL T, VT %y
A2 FEEITCIP 7 FLADRMAENTI LET,

HREPEIUNY MM Oy FIA—LLDTFIVRBEEZ v a T, ZOF—T 44V —R|Z
fHTATF I ARA L FEEY M TET,

[REBEA—T 44 V—ADiZE (MusicOn Hold Audio Source Configuration) 1 7 t > Ko D%k
DOT7 44—V REZELET, 74—V REZOREDFHMZIONWTIX, A TA v ~NTES
L TLEEN,

#7F (Save) 1227 Vw7 LET,

AES 256 Encryption Support for TLS and SIP SRTP

\}

Cisco Collaboration ' Y =—3 3 /|, Transport Layer Security (TLS) ¥ & T Secure Real-time
TransportProtocol (SRTP) ZAfifH L, > 7 F U7 L AT 4 TS EITVET, BIfE, 1288 >
N5 % — % f#i i} L 7= Advanced Encryption Standard (AES) i%, B'5fbiE5 & LTIl STV E
9, AES TiL, sl 720 & L T Hash-based Message Authentication Code Secure Hash Algorithm-1

(HMAC-SHA-1) Bl & Ed, 2607 AT Y RAE, LEAAZLT xR )T 1 L8
T A=~ S ADE==RIHEDE TNRIICHERT 5 2 L3 TEETA, EX2 VT 1T —
< U ADBEEOEKITH T D 728, Next-Generation Encryption (NGE) T, W54k, &k, 7
VENEZ/, BLXOXF—CHBHOT LT A NET o ha PRI THWET, £, TLS B
JOINGE ¥ HR— T2ty a BiE7 e k=L (SIP) SRTP @ AES 128 DX VD 12, AES 256
W54 A — PRt E T,

Unified Communications Manager J U — X 10.5(2) TI&. AES 256 Encryption Support for TLS and SIP
SRTP 73, ¥ 7 F U U W5l AT 4 T 5L TD AES 256 B SAL DY AN — MIE &2 EL 7=
DITHER SN TWET, ZOMfEIL. Cisco Unified Communications Manager | CHIT SN T\ 5
77V r—a )3, SHA-2 (Secure Hash Algorithm) A5 #EHIH 35 X UY Federal Information Processing
Standards (FIPS) (295, AES-256 ~— A DI 5 241 LT TLS 1.2 #4&t & Blih L THHR— K
T LD HET,

ZOREREIZIZ. IROBER B Y £,
«SIP +7 > 7 & SIP [BIAR AN B UG 2 5%t

» Unified Communications Manager 73 SIP W[4 & SIP h Z 7 %ifi U7z SRTP =2 — V2 R —
MBS THDZ &,

Note

ZOYY—=ATi, TLSI2MISIP AR ED—#DA X —T 2 A4 A THHR—FEINTWETN, ¢
NRTCDA LV HE =T 2 A ATHR—=FEZINTWEDITTIEIHY A, TLS10BILUL1I1Z, =5
Rl —Ta VEHTHCLEZEFICLTBLZE2BEO LET,
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TLs T AEs 256 & £ U sHAz oy — 1 [

TLS T AES 256 & & U SHA2 D HKR— k

Transport Layer Security (TLS) 7'&2 k2L Clx, 2207 7'V r— a U OMEORHE, 7 —#
DHAYE, B LOMEERES L ET, TLS1213E* 2T Y4 v b LAY (SSL) 7 k=
R —=Va 30 &ER_R—AZLTWETR, b 2o07 0 ha/WZHEOH#HMEIZH Y £
ho TLSIZZ AT MY —"EF—RTHAEL, TR —"E LTHREL., &5 Ti7 74
Ty hELTHREL 9, SSL T, mEHIM 72 ha L (TCP) LAY & T 7V r—va OO
Ju hanfEl LTiESN, 7747 bV —RHoexa 7Rz ERL, *xy hT—
72N L THEICHETELLIICLET, TLS ZEMESE5121E, BEMEOEN T v AR—
NE~7 e ks LTTCP BN ETY,
Unified Communications Manager U U — X 10.52) {25175, TLS 1.2 T® AES 256 33 Z U SHA-2
(Secure Hash Algorithm-2) DR — FiZ, SIP k7 > 7 B L SIP [FIARIC & - THMf SN D s
TG % 7= O ORERENEIL TF, AES 256 35 X OV SHA-2 (IZHELT 5 YR — h b5 7 U
WD LY TT,

« TLS ECDH RSA WITH AES 128 GCM_SHA256: 55 2 kU > 7'|% AES128 T, ...

« TLS ECDH_RSA WITH AES 256 GCM SHA384: Ifi%5 A K U > 71X AES256 T, SHA384
T

 TLS (%, Transport Layer Security T

« ECDH 3451 #th 43 Diffie-hellman (7 /L =V X 4) T,

* RSA is Rivest Shamir Adleman (7 /L= 1 X 1)

» AES IX. Advanced Encryption Standards T3~

* GCM L. Galois/Counter Mode T

BrL< R — h &5 5 U2 % T, Unified Communications Manager U U — A 10.5(2) T,
TLS_RSA_WITH_AES_128 CBC_SHA 23 5| & Hi & hAR— FENTWET, ZOWR 5T AOmES X
kYU > 7% AES128-SHA T,

\}

Note » Unified Communications Manager O &L F L, RSA (ZFHESWTWET,

» Unified Communications Manager 10.5(2) CiX, v AadK x> FARA > b (F&EqE) T, Lid
D TLS 1.2 OH LG5I A—F ShEE A,

¢ Unified Communications Manager 10.5(2) (23T TLS 1.2 T? AES 256 ¥ X UF SHA-2 (Secure
Hash Algorithm-2) D7 — ~EREGEILZ T 95 & | Certificate Authority Proxy Function
(CAPF) OFT 7 4 /L b OF— A XHR 2048 £ MIHX ET,
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