VPNV 5472k

* VPN 27 947 bOWEE, | R_—
* VPN 27 547 v FORHESME, 1| ~—

* VPN ATV NOREF AT 77—, | X—=

VPNV 547 > bOBE

Cisco Unified IP Phone [f1]1F Cisco VPN Client (2 XV, TEEEHHEOMNEBDT=DDEF =7 72 VPN
BN EBL L £97, Cisco VPN Client D% E L9 X T [Cisco Unified CM O (Cisco Unified CM
Administration) | CRREL E3, N TEFEERELZ L, 2—VFFZOEHEEZ T o — RNV R
=B STET CThRFFICHBEO* Yy N — 7 ICH CE £,

Y

GE) VPN A =a— & ZDA 7 T a %, KIEESIBRE x5 N— = @ Cisco Unified
Communications Manager CTIZFH CT& £ A,

VPN V7 54 7 > FDRIRSEH

WEEBNCT B EYa =07 L ARy NV — 2 (ORI A e L CRR O R E & s
L9, REET CICBICHR Y AE TS T, ZHBLEIL VPN 2] L C B2 e ©
ES P

VPN SA 72V FDEEZFRY 70—
[T L& BHIIC
*VPN 7 74 7 v hOmitest, (1—) ZERELTIEIN,

Cisco Unified Communications Manager ') ') —X 120(1) %254 A4 F
| --



VNI SAT72DRELRY 70—

WNYSA7U |

FlE
AT REERET7TIYVaY B#
ATy T Cisco I0S DR#EGLHDFE T, ( |Cisco I0S DRHIHESAE %7~ L £ 9, Cisco IOS
3= VPN ZRETHITIE. ZOT7 7 arw2FETL
\iﬁ—o
ATv7T2 |IP 7 EFR=FF 27O |IPPhone TVPN 27 7 A 7 > b ® Cisco 10S %k
Cisco IOS SSL VPN D% 7E, (3 |BLEJ, CiscolOSVPNZRET HITIE. T D
=) T va v EFEITLET,
AT 73 | AnyConnect | D ASA Hi#£4: 7 | AnyConnect D ASA HifE4h 2172 L £ 7, ASA
TR, (53— VPN R ET AT, 2OT7 7 arvaFETL
ij‘o
XFw 74 |IPPhone TDO VPN 27 54 7> |k |IPPhone TVPN 7 T4 7 F®D ASA ZHEL
D ASA OFE, (6-2—) |£T, ASAVPNZRETHICIZ. 20773
CEIFITLET,
ATFYTE |VPNTF— U2 ZLICVPN I | 22— N ET— MNEBEFED T 7 — LT = TRORE
YRV ERELET, |[HEBRET v T L— FT AT, BV IRIE A [
BT B0, % NI —2ZNTTFTP — %
721% Cisco Unified Communications Manager ¥ —
NROFL TVPNa B ML —FE52 Y N T v
FLET, TRy FT—FNTRAREZ Y
A R TFTP Y — " F7midn— R —n%
VPN ot FL—ZOEIcEy N7 v 715
L TEET,
ATv7T6 |VPNar kY hL—XOFEHE VPN a2ty ML — X OiEHEEZT v 7 u— R
DT v Ta—FR, (8—=) LE7,
ATY T |VPNF—h U oA DFEE, 9 |[VPNF—hvoAf & ELET,
)
ATFwF8 |VPN ZL—T70%E, (11— |VPNIZIL—TFZ/EL L7, RELTZ VPN F —
D) r oA DWTILNEZFD T N—T B TE
iﬁdo
ATvTF9  ROVTRPEFEITLET, VPN 707 7 A V2 BET DLEN B D DI,
. } BHD VPN 7 —T 2 L TS HBATET T
. I/ ==
fgii;;4l@“m’-h[wwmﬁm74~me\WDmee
Configuration] 7 4 —/L R XV L SVET,
* VPN HERED /X T A — X Dk
g, (152—)
ATy T | HEOEFE T 07 7 A NL~DVPN|HEADEHE T 1 7 7 A WIZ VPN VL —7 B LI

DFEA OB, (17 ~—)

VPN 7 7 7 A )V EBMLET,
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| w3170k
cisco 108 otz 0xT M

ARV RFERRTI A Y S0

AT 71 |Cisco Unified IP Phone ® 7 7 — A |CiscoVPN 7 A 7 b & FATT H120%, A —
7 x7 %, VPN ZH% AR — K LT | h & TV % Cisco Unified IP Phone T7 7 — A
WHNR—=D g T v 7 — R U7 U U—2Z9.0Q2) AENKEE) L TV D03
LET, MWHOVET, 77— U=T DT v 77 L—FK
FIEOFERIZOWTIE, #FH LTV Cisco
Unified IP Phone €7 /v [ Cisco Unified IP Phone
Administration Guide for Cisco Unified
Communications Manager] Z#Zf L T 7230,

AFwF12 |VPN ZHAHR— kLT3 Cisco |Cisco Unified IP Phone % VPN (245 L £,
Unified IP Phone ZfE L. VPN
Bt et LE 9,

Cisco 10S DRREHDTET

IPEFECTVPN 7 F A 72 h® Cisco I0S BREZVEKT BRI, WROPINEZFITL T TEEW,
FIE

RATvF1  CiscolOS Y7 b7 =7 /3= 2 151Q2)T L% A A h—L LET,
HEREE ~ N/ Z A & A : 10S ISR-G2 fH Universal (Data & Security & UC)

Hpet v NI A4 A 1I0SISR O EEREX =2V T ¢

ATFwF2 SSLVPN I9A BV RET 75 4 _X—KLET,

ROE%E
IP 7 4 %Y R— T 57D Cisco I0S SSL VPN O E, (3 2—3)

IP 74+ >%&YR— 3 3B1=600D Cisco 10S SSL VPN D% E

(XL BHIIZ
Cisco I0S D aiEsM05E T, (B ~2—)

FIE

AFvT1  CiscolOS Zu—H L THRELET,
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I --



WNYSA7U |
B PO+ EYHR— S5O Ciscol0S SSLVPN D E

Q) Xy NU—T A B =T A AEFEELET,
Bl

router (config) # interface GigabitEthernet0/0

router (config-if) # description "outside interface"
router (config-if)# ip address 10.1.1.1 255.255.255.0
router (config-if) # duplex auto

router (config-if) # speed auto

router (config-if) # no shutdown

router#show ip interface brief (shows interfaces summary)

b) koa~< FEHEA LAY T v 7 v—beT T4V N — b ERELET,
router(config)# ip route <dest ip> < mask> < gateway ip>

il

router (config)# ip route 10.10.10.0 255.255.255.0 192.168.1.1
AT9 72  CAPFREWIEAE 4RI LUK L CTLSC DASTZIP 74 Al LET,
AT w73  Cisco Unified Communications Manager 7> 5 CAPF ;E#EA A R — bk L £,

a) Cisco Unified OS Administration 2>5, [£ %= V7 ¢ (Security) ]> [FEBHEDE L (Certificate
Management) | Z @8R L £,
GE) Z DAL, Unified Communications Manager D /3—3 2 22 K > T 5D AlHEMEDS
H0ET,
b) Cisco Manufacturing CA 3 X ONCAPFREEZ RO £9, pem 7 7 A L& XU m— L, it
TrANnELTRIFLET,

¢) CiscolOS Y7 bv =7 EIZ hT A MARA » b EERRLET,
hostname (config) # crypto pki trustpoint trustpoint name
hostname (config-ca-trustpoint)# enrollment terminal
hostname (config) # crypto pki authenticate trustpoint

Base 64 THi 5k 3417z CA GEMEZ RO LN GAIL, ¥V rr— KL pem 7 7 A VDT
X2 & BEGIN{TB L OEND T E & blcabt’ — L, B fHTEd, hofrBAEIC>\WT, =
DOFNEZHME Y KL FT,

d) Yk CiscolOS H C. 84 FEM £ % £ 5% L T Cisco Unified Communications Manager (2848595 7>,
FTIXCADPLA VAR — b T 2FEHEFETES]RZ FT,

*HOBARAEZ AR L ET,

Router> enable

Router# configure terminal

Router (config) # crypto key generate rsa general-keys label <name>
<exportable -optional>Router (config)# crypto pki trustpoint <name>
Router (ca-trustpoint) # enrollment selfsigned

Router (ca-trustpoint) # rsakeypair <name> 1024 1024

Router (ca-trustpoint) #authorization username subjectname commonname
Router (ca-trustpoint) # crypto pki enroll <name>

Router (ca-trustpoint) # end

* Cisco Unified Communications Manager ® VPN 7’2 7 7 £ L CHR A K ID F = v 7 2T
LTHOCEBAEAEL AR L £,
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ATvT4

ATy TH

AnyConnect Fi0) ASA BTIREMHD TR [ |

il

Router> enable

Router# configure terminal

Router (config) # crypto key generate rsa general-keys label <name>
<exportable -optional>Router (config)# crypto pki trustpoint <name>
Router (ca-trustpoint) # enrollment selfsigned

Router (config-ca-trustpoint) # f£gdn <full domain

name>Router (config-ca-trustpoint) # subject-name CN=<full domain
name>, CN=<IP>Router (ca-trustpoint) #authorization username
subjectname commonname

Router (ca-trustpoint)# crypto pki enroll <name>

Router (ca-trustpoint) # end

AR S VT2 REE % Cisco Unified Communications Manager [Z5$8% L ¥ 97,
i
Router (config) # crypto pki export <name> pem terminal

RN OT FARE a2 — LT .pem 7 7 A /LE L TR L. Z4L% Cisco Unified OS &
B H & fi > C Cisco Unified Communications Manager (27 v 72— KL £7,

AnyConnect % Cisco IOS {24 > A h—/L L ET,
AnyConnect /X 7r— % ciscocom NH A v — KL, 77 v allf A =L LET,
fi

router (config) #webvpn install svc
flash:/webvpn/anyconnect-win-2.3.2016-k9.pkg

VPN HBEZ R E L £ 7,

GE) A CIEE & AU — FEREO W G 2§ 55813, EFKO MAC 7 FL 2%
Foa—Vaffl LEd, 2—F2ORETIE, KCFL/IDERKMIShET, KIC
Blzm L £9,

username CP-7975G-SEP001AE2BC16CB password klkLGQIoxyCO4ti9 encrypted

ROER
VPN 7= DA TLIZVPN B L= 2R ELET,

AnyConnect FH®D ASA BIREHD TR

&
ATvT2
ATvT3

IPEFETVPN 7 7472 FO ASABREEIERT AR, ROFIAZFITL TS EIN,

FIE

ASA Y 7 bu =T (NRN—V 38040 BLOAEHEMEDH D ASDM 2 A A h—/L L £ T,
HHMED & % AnyConnect /N 77— % A A R —/)L LET,
FAVLAET VT 4 _X— K LFET,
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WN5S47v |
B PPhone TOVPN 7 54 7> FFHD ASA DERE

a) DA REFITLT, BUEDT A B ADMREZHR L T E3W,
show activation-key detail

b) WMEZIGE U T, JBAO SSLVPN 2 v 3 3 > & Linksys Bal BN A N2> TWHH LW T A &

ARG LET,
ATFYT4 FIFINLVRLUSNADOURLEZ ST R )L FTA—TNBHEISNTWAZ EE2KRDO L I ITHER LT
<TZEV,

tunnel-group phonevpn type remote-access
tunnel-group phonevpn general-attribute
address-pool vpnpool
tunnel-group phonevpn webvpn-attributes
group-url https://172.18.254.172/phonevpn enable

F 74V MUAD URL ZRETDHE X, RO LEZEZBELTIEEN,

CASADIPT RLARANT Y w7 DNSIZZ MY LTWAEE, ZTNE5EREBEM RA A L4
(FQDN) ([ZE & HZ ENTEET,

* Cisco Unified Communications Manager @ VPN %7 — 7 = o C{X, H— URL (FQDN F£72/%
IP7 RLR) OHERATEET,

CREHECN £7213Y 7Y =7 MUTA DR MERSE1X, 7 /V—7 URL ® FQDN £ 721X IP 7
RL 2% —HITET,

* ASA FEBIED CN R° SAN 28 FQDN R° IP 7 K L 2 & —F L 72\ 5413, Cisco Unified
Communications Manager D78 A  ID F = v 7 Z 8 LET,

IP Phone TO VPN Y 54 7> D ASA DEXE
Y

G¥) ASAGFHEA[E X #i %2 5 & . Cisco Unified Communications Manager [3f# f T& 72 < 72 0 F97,

IP Phone T VPN 7 74 7 FHIZ ASA #RETHI21E. ROFIEEZFEITLET,

FIE

ATFYT1 o—hLRE
Q) Xy NU—T A B =T A RAEFEELET,

il

ciscoasa(config)# interface Ethernet0/0

ciscoasa(config-if) # nameif outside

ciscoasa(config-if)# ip address 10.89.79.135 255.255.255.0
(
(

ciscoasa(config-if)# duplex auto
ciscoasa(config-if)# speed auto

Cisco Unified Communications Manager ') ') —X 120(1) E¥a )54 A4 F
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VPN SA47 2+

ATy T2

IPPhone TOVPN 254 7> rADASADEE [

ciscoasa(config-if) # no shutdown
ciscoasa#show interface ip brief (shows interfaces summary)

b) 24T 4w V=TT b A— bERELET,
ciscoasa(config)# route <interface name> <ip address> <netmask> <gateway ip>

i

ciscoasa(config)# route outside 0.0.0.0 0.0.0.0 10.89.79.129
¢) DNS ZEL£7,

i

ciscoasa(config) # dns domain-lookup inside

ciscoasa(config)# dns server-group DefaultDNS
ciscoasa (config-dns-server-group) # name-server 10.1.1.5 192.168.1.67 209.165.201.6

Cisco Unified Communications Manager 33 JX OV ASA ([ZHBE/RFEBAE A2 AR L T8 L £ 7,
Cisco Unified Communications Manager 7> 5 IR DFEAEAZ A R — F LET,

* CallManager : TLS /~> K+ = A 7 B§® Cisco UCM DOF8FE (BRAEET— KD T A X TOIHW
g) o

* Cisco_Manufacturing CA : Manufacturer Installed Certificate (MIC; &2 CTA A h—/L &1
ToRERRE) Al H L 72 IP Phone DFYFIE,

* CAPF : LSC %#{#if L 7= IP Phone D33,

Cisco Unified Communications Manager @ Z 15 OFEEZ A AR — M 5121L, RO FNAE FEAT
LE7,

a) Cisco Unified OS Administration 2>5, [£ = U 7 ¢ (Security) ]> [REFHEDEEL (Certificate
Management) | Z 3R L E7,

b) FEFHE Cisco_Manufacturing CA & CAPF # i £ 7, .pem 77 A V& X U m— KL, .txt
TrANELTRIFELET,

¢) ASATHRIRABMAKRA Y MEERLET,
il
ciscoasa (config)# crypto ca trustpoint trustpoint name

ciscoasa (ca-trustpoint)# enrollment terminal
ciscoasa (config) # crypto ca authenticate trustpoint name

Base 64 T 22— REN/Z CAGEAZEZ RO bN-HAIE, #7rra— KL .pem 7 7 A )b
WNODOTF A % BEGINTTB L WEND T & bica ™ — LT, AEY M E9, oZEAEEICHS
WT, ZOFIEEZBEVIELET,

d) kD ASA H B4 REE % £ L T Cisco Unified Communications Manager (25 §% 3 572>, &
TIXCANBA UAR— T LAEAETEEHZ £7,

*HOBAEELE AR L ET,
il -

ciscoasa> enable

ciscoasa# configure terminal

ciscoasa(config) # crypto key generate rsa general-keys label <name>
ciscoasa(config) # crypto ca trustpoint <name>
ciscoasa(ca-trustpoint)# enrollment self

Cisco Unified Communications Manager ') ') —X 120(1) £¥ a1 571 HA K ||
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B voltlrL—s0EHENTYTO—F

ciscoasa (ca-trustpoint) # keypair <name>
ciscoasa(config)# crypto ca enroll <name>
ciscoasa(config) # end

Cisco Unified Communications Manager ® VPN 7’12 7 7 A L CR A h ID F = v 7 #HNC
LTHOCEBAMRHEL AR L LT,

i

ciscoasa> enable

ciscoasa# configure terminal

ciscoasa(config) # crypto key generate rsa general-keys label <name>
ciscoasa(config) # crypto ca trustpoint <name>

ciscoasa(ca-trustpoint)# enrollment self

ciscoasa(ca-trustpoint)# fqdn <full domain name>
ciscoasa(config-ca-trustpoint)# subject-name CN=<full domain name>,CN=<IP>
ciscoasa(config) # crypto ca enroll <name>

ciscoasa(config) # end

Ak S L7z REE % Cisco Unified Communications Manager {288k L &7,
i
ciscoasa(config)# crypto ca export <name> identity-certificate

WEARNHT FAREaAE— L Tpem 7 7 A /L& L TEHRIFEL, CiscoUnified Communications
Manager (27 v 7' m— R L7,

ATY T3 VPNHEEZRELET, ROBEIR LY T D ASAREDME AR EDOHT A K& LTHIHA
TEET,
GH) ARG TR E & AU — RBREO W G 2 A4 25613, EilkO MAC 7 L2 %

Foa—¥EElR L ET, 2—VFRZOMETIE, KXFL/NLFRRBIESNET, KIC
BlaRLET,
ciscoasa(config)# username CP-7975G-SEP001AE2BC16CB password klkLGQIoxyCO4ti9
encrypted
ciscoasa(config) # username CP-7975G-SEP001AE2BC16CB attributes

ciscoasa (config-username) # vpn-group-policy GroupPhoneWebvpn
ciscoasa (config-username) #service-type remote-access

ASAGEEAZ DR E

ASAGEZE DR E DOFEMIZ DU TIL,  http://www.cisco.com/en/US/products/sw/voicesw/ps556/products
configuration_example09186a0080bef910.shtml & L T 72 &\

VPN o>+ FL—42DEEAED 7y JO—F

VPNHEEZ Y AN — T 5720zt vy b7 v 7 HE8IC, ASATREMEZ/ER L £4. Eksnr
FEAEAZ PCEIIV—I AT —v g il¥vra—RLThb, 2087 v a T EnT
V% FE T Cisco Unified Communications Manager (27 » 7' — K L £ 9, Cisco Unified
Communications Manager X, #if& VPN HOEHHY A hOGEHEEZRFLET,

Cisco Unified Communications Manager ') ') —X 120(1) E¥a )54 A4 F
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&

ATy T2

ATvT3

ATv74
ATy TH
ATvT6

vwNr—ryzsozE I

ASA [XSSL /N> Rz A 7 HIZ Z DFEAE A%/ L., Cisco Unified IP Phone 7% Z DFEAE % E&G
&wwﬁwhﬁ)x%_%Méhfw HfE &l U £,

Cisco Unified IP Phone /%, LT TA v A b— /L &N DHFEHE (MIC) 257 74 /L F TEELE
I, AR o X UBRE (CAPF) —E A& R E T 5 &, Cisco Unified IP Phone 1@ — H /L TH
N7eFEAE (LSC) #E L ET,

FRA A LYV OFEHERFE A H T 2121%. ASA 12— k MIC F 72 1330GE R 7 1 & ke
(CAPF) %A A h—/L LT, Cisco Unified IP Phone 2MEE NS L H I LET,

Cisco Unified Communications Manager (ZFEFI#E %4 7 v 7' — K95 (Z21%, Cisco Unified OS
Administration ZfEH L F 3,

FIE

[Cisco Unified OS O ¥ (Cisco Unified OS Administration) ]72°5 [EF = U7 ¢ (Security) ]> [7E

PREDE . (Certificate Management) | Z 38R L £,

[EEBAZE D —E (Certificate List) | 7 1 > RURFRINE T,

ERAEDT v 7ur—RK 227Uy 7 LET,

[REBAEDT » 7' v— K (Upload Certificate) | # A 7 2 VR v 7 ANERINET,

[REFIEH B (Certificate Purpose) | Kty 72w U X M T, [Eif& VPN HOEHH
(Phone-VPN-trust) | ZHER L £,

[ Browse) |7 Vv 27 LT, Tv7u—KRKT57 7 A VEERLET,

[Z7ANDT v 7Tua—Klzr7)vyr LET,

Ty 7 ua—RILHDO7 7 A NEERT 50 LD (Close) 1227V v LET,

FERAEOE B OFEMIZ DWW TIE, http://www.cisco.com/c/en/us/support/unified-communications/

unified-communications-manager-callmanager/products-installation-and-configuration-guides-list. html®
[ Administration Guide for Cisco Unified Communications Manager)] %2 L T 72X,

RDEZE
VPN 7' — b7 = A OFKE, (9 —)

VPN 7— bz 14 DERTE

VPN 7 — U = A ZBI, BHELITaE—T 21203, ROFIEZETLET,

(L& BHIIZ

VPN —h T2 ZEICVPNa LBy FL— 2 RRESNTWD I L 2MRLET, VPN 2
TR L—HOEREHR., VPN N —FOFEHELY T v 77— FLE9, OV
IZ. VPN 2ot hL—ZDFHFHED T v 7u— R, (83—) ZHBHEL T EE,
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VWNISA4F7 Y RDVPNT—bozA4 T4—JLF

ATy T

ATy T2

ATvT3

ATvT4

FIE

[Cisco Unified CM @4 #E (Cisco Unified Communications Manager Administration) ] C. [FEAIFERE
(Advanced Features) ]>[VPN]>[VPN %7"— k7 =4 (VPN Gateway) | Z&#R L 7,

RONTNDOIEREZFITLET,

) HLWT Ty A LEBINT SI2E, HEEN (AddNew) 127U v 2 LET,

b) BEFO VPN 7 — h U = A Za =7 5|20%, WYR7Tm 77 A V2RO, 2 —32 VPN
TF—=R Uz A DOHIZH D [ — (Copy) | REZ7 Y v LET,

¢ BEFEOTm 7 7 A NVEEHTHITE, @Y VPN — b oA 21O T, REZLEELE
R
CHBLEM (AddNew) 1227 Vw7358, K7 4=/ RBT 74V FREICR > TWDHRE
U4y RUNERRINET, [28— (Copy) 1227 Vv rT5HL, EVSY RYIZabt—&
NI ENR RS NVET,

[VPN 7 — k7 = A %7 (VPN Gateway Configuration) |V 4> KU T7 4 —/LV REZREL FT,
T4V REZTOREA T a v OFFEMICHONWTIE, BMEIEHO®Z v a 28R LT EEN,

[PRAF (Save) 1227 VU v 7 LET,

ROEE
VPN Z —T7 DR E, (11 ~=—)
EErEYY
VPN 27 AT DO VPN~ U x=A 7 4—/L K, (10 =)

VNI SA472RDVPNT— x4 T4—JL

[l Cisco Unified Communications Manager ') ') —2 12.0(1) £%2 ) T 1 RSN

J4—ILF E5BA
[VPN 7"— s U = 14 (VPN Gateway Name) | | VPN 7"— U =1 OA4RTEZ AT LET,

[VPN 77—~ 7 = A OB (VPN Gateway VPN 7 — MU = A OFHE AT LET,
Description) ]




| vwNoSs7ob

ven—JozE I

J4—ILF &5 EA
[VPN %7 — Rk 7 =1 ® URL (VPN Gateway PRIz A DAL LDVPN AL kL —
URL) ] 2D URL # AT LET,

GE) VPN 2 ®v b —Z (27—
URL Z@REL., ZDURL &% — h
7 x4 URL & L THEHATA2LENH
nET,

RIEICOWTORHIT, BLFO L 572 VPN =
YEVRL—HDRFa ATV a v ESHR
LTLIEENY,
* [SSL VPN Client (SVC) on ASA with ASDM
Configuration Example]

[ZDF— kT =A O VPNIEHE (VPN =L |F—Z2HEHLT, Y= bU A IZFEH
Certificates in this Gateway) ] FEEEIVETES, F— bV oA IZGEAFEEZE
DNYEThne, VPN IA4 7 MIizo=a k&
Vb L= Z DRI L £,

G¥) VPN 7 — F 7 = A (213K 10 DFEHA
EEREYYBTHZENTEET, &
F—=bro A1 B 1 ODFEH
EAEIN Y THMLENDY T,
Phone-VPN-trust #E[RIZ BRI 1T H i
ToRERAZE 2T 28, EHAIBEZR VPN Gk
BHEO U A MZERENET,

VPN &' )L— T DEKRTE

AT

ATy T2

VPN 7 L—7% B0, EH. £2E3=—325100F, ROFEZETLET,
IZC®H5HII

VPN 7 — h 7 = A OFIE, (9 2—)

FIE

[Cisco Unified Communications Manager /& ¥ (Cisco Unified Communications Manager Administration) ]
T, [#E3EREE (Advanced Features) ]>[VPN]>[VPN Z /L —= (VPN Group) ] Zi#R L £9°,

WONWTNINDOIEEEFITLET,
a) LT a7y A EBNT A2, [FHEMN (AddNew) 15227V v 27 LET,

Cisco Unified Communications Manager ') ') —X 120(1) £¥ a1 571 HA K -
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B VNSSAFURDOVNSL—TF T4—L K

ATvT3

ATvT4

b) BEfFD VPN 7 —T% a—34 520, #blera 7 74 V& RO T, a—732% VPN
N—TDORIZHDH [ — (Copy) | RZZ7 Y v LET,

o) BEfFDOT a7 v A NEEHTHITIE, W/ VPN 7 —7% BoF ¢, TOREEEFT L F
7

CHELEM (AddNew) 127 VU w27 35E, 74—V RICT 74V MRENEGENTZRE T «

VRUBEREINET, [ZE— (Copy) 27 Vv I T5L, at—LERENEENLHE

T4 RUBRFRRENET,

[VPN 7 L—7 Dk iE (VPN Group Configuration) 1V 1 > RUNDK T 4 —/V RERELET,
74—V REZOBREFT T a LV OFMICONTE, BEEHOEY v a AL T ZEN,
[fR7F (Save) |27 U w7 LET,

RDIEZE
WONTNIOIEEEFEITLET,
*VPN 717 7 A LDRE, (133—)

* VPN BERED /R T A —Z DR E, (152—)

BENEYD
VPN 27 47 D VPN Z)L—7 7 4 —)L K, (122—=)
VPN AT FO VPN Z)v—7 7 4 —)L K, (123—=)

VPN Y SAT72RDVPN Y IL—T J4—JIL K

- Cisco Unified Communications Manager ') ') —X 120(1) E¥a )54 A4 F

J4—ILFK E&E

[VPN 7 /L—7"%4 (VPN Group Name) ] VPN 7 )V —7 D4R EZ AN LET,

[VPN 7 /L —7" D3] (VPN Group Description) ]| VPN 27 /L— 7 O % AJJ L £,

(A ATRE R T X TCO VPN — b7 =A (All | A2 v—L LT, T_XCTOMHAfEAR VPN &7 —
Available VPN Gateways) ] P e A R TEET,
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[ZD VPN Z)b—T7NTEIRENTZS— b U= [1F—& | F—%2MH LT, FHRREZ: VPN 7 —
4 (Selected VPN Gateways in this VPN Group) ]| 7V =A % Z® VPN 7 /L — 7 ONMZBEE) L
£

VPNZ T A7 NCTHERTT—NREL.,
FEDVPN T — T = A [ THHE TE WAL,
UARDOWRD VPN 7 — h 7 = A ~OB#E) %5
HET,

GE) 120 VPN ZL—FIZHRK3 DD
VPN 7 — b = A ZBIICEx T,
F7-. VPN Z L —7HNOHHAEDS
HEIZI0 U TNIZT D2 ER’LD F

S

VPN 7O 7 A4 ILDETE

&

ATy T2

ATv73

ATvT4

VPN a2 7 7 A )LOBEM, B, Fi3a b —%21T51201%,. WOFIEEZFEITLET,

FIE

[Cisco Unified Communications Manager M ‘& ¥  (Cisco Unified Communications Manager Administration) ]

T, [VE3EHERE (Advanced Features) ]>[VPN]>[VPN 7' 7 7 1 /L (VPN Profile) ] Z3R L %

7

ROWTNIONEEZFATLET,

) FLWT a7y A LEBINT I2E, HEEN (AddNew) 122U v 27 LET,

b) BfEOTu 7y A NEat—d 5 \2E, WURT a7 AV ERE L, VPNT 0 7 7 1 LORE
IZHDH[aE— (Copy) |RZ v %EI V7 LET,

) BEFO7T a7 7 A NVEFHTHITIE, %M TH7 VX% [VPN 7B 7 7 A LD (Find
VPN Profile Where) | CIEE L. [#8% (Find) |27V v 7 LTHTEELE LET,
CHBLEM (AddNew) 1227 Vw7358, K7 4 —/V RICT 74 /V MRENP AT SNTZRE
U4 RUBRRINET, [ — (Copy) 1227 Vv 2rT5&, abt—LEREVATIN
TERET 4 RUNRERRINET,

[VPN 7' 7 7 A JLi%E (VPN Profile Configuration) | 7 4> KU TE 7 4 — /L REFELET,
TA—IVREZOREA TV a OFFIZONWTIE, BEIEEOEZ v a v 2R L T EEN,

[fR7F (Save) |27 U w7 LET,
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VPN SA47 2k

VPNV S5A 7 MODVPN B T7 7 AV 7 40—/ R, (14 =)

VN SA72RDVPN O 74)L T4—IL K

TJ4—ILF

o e
%

[4 77 (Name) ]

VPN 7’ a 7 7 L VD& REIZ AT LET,

GG

VPN a7 7 A VO#HAE AT LET,

[HEl R > b U — 27 2 A%
{t. (Enable Auto Network
Detect) |

TOF v IRy I AEFNCTHE, VPN T T4 T2 M,
HHNA Yy FT—=27 DIMINWDEZ L2 LA B 8ifEL
9,

VAV E AN

RpEL=y b (MTU) O A Xz A METADLES,
77 &V ME 1290 /XA b

[#%#t DKL (Fail to Connect) ]

DT 44— RiE, VAT ANVPN RV OER I 7 A
UEEO, FEA N — a T L TSE T T A E TORE
MEHEELET,

T 7 4V NI 30 TT,

[FA N IDF =7 ZHk
(Enable Host ID Check) ]

IDF v IRy I AEANTTDE, F— U A OFEHE
? subjectAltName £ 721X CN 1L, VPN 7 7 A 7 b 3R S
TWAHHFDO URL & —HTHLERDH Y 7,

FI7 kB

[ 747 > MaBiEfilE (Client
Authentication Method) ]

Fay7H2 )X Rinb, 7747 MRz EIR L £
R

ca— PR IUVIAT— R
* NAT — KD A
* SEBE (LSC % 721% MIC)

[ 2 —T L 2T — Rkiifk
(Enable Password Persistence) ]

IDF 2w IRy I AEFLNCTDHE, a4 DR, 2—
FICLDFHORAT—FD 7 VT, B0 Y vy bE3E
BENUINAET, 2—HFDO2RT— RTEZITHRESINET,
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VPN H#EED /N T A — X DERTE

ATvT1
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FIE

[Cisco Unified Communications Manager D& ¥ (Cisco Unified Communications Manager Administration) ]
T, [FEMIFERE (Advanced Features) ]>[VPN]>[VPN #£#Ei% & (VPN Feature Configuration) | %%
RLUET,

[VPN #£HEF% € (VPN Feature Configuration) |V 4> KD 7 4 —/V RERELET, 74—/ K
EXDREAT YV a VOGN OV TR, BE#EEEOEZ v a y 23R L TIIZE0,

[~7F (Save) 127V v LET,

RDIEE
ROVEREFATLET,

* Cisco Unified IP Phone D7 7 — AT =7 %, VPN Z VR — L TWH =T a3 NIT v 77
L—FRLET, 77 —LU =T O7 v 77— RHEEOFEMIE, T H O Cisco Unified IP
Phone DE7 /L@ [ Cisco Unified IP Phone Administration Guide | %2 L T 7230,

* VPN Z##7"— h LT\ % Cisco Unified IP Phone Zf ] L. VPN &k 2 e L E T,

BEErEYY
VPN HEHED/RT A —H (15 X—)

VPN #BED /NS A — 4

J4—ILF TIAILE

(AR > U — 2 2B 2k (Enable Auto | True ¥4, VPN 7 74 7 > ME, xR >

Network Detect) ] T —27 DINZND Z L R LA IZRY
ELET,
F 74V b [Wh iz (False) ]

MTU ZOT 4= RidKfor2=y b&fELE
—é—o

77 4 b M 1290 /34 R T
/MBI 256 /XA T,
& BT 1406 XA F T,
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VPN SA47 2k

TJ4—IJLF

FI4I bk

[F—77 747 (Keep Alive) ]

DT 4—IVRIE, VAT LENXF—TTIAT

AvE—UVhREETLILV—FERELET,

GE) ZnnEru LS, Cisco Unified
Communications Manager CH&7E S 4172
LY D22 Ga. VPN a s b
L= DX =TT T4 THREITZD
WEZ LHEE LET,

T 74V ME 60 B TT,

H/IMHE.
BRAE 120 B

[BEi D J<B  (Fail to Connect) ]

DT 4 —I)L RiZ, AT AN VPN koL
DOIERRFIZ e 7 A U BfFo, AL —
a R L TR T TA2ETORMEZIRTE L
iﬁ‘o

F7 )V ME 30 TT,

H/IMHE.

B KAE : 600 7

[7 747 MRREAE (Client Authentication
Method) ]

}‘D/7§'7/)X]‘7b)% 7747 Niki
FiEzaBR L ET,

ca—FBIOIRT—
¢ NAT— KD A
* ZERAE (LSC £7-1% MIC)

FIAND L 2 PFBLORRAT—

A F—T N RAT— Rk#ift. (EnablePassword
Persistence)

True DA, Uk w b BRZ L F izl x>

Nty MERHEND &, 2—F RXRAT—F
LB IR S ILE TS aﬁn%%@ CERIVNE)]

ﬁéht@ TR OREBIZY £y b5

L, NAT—F :tf%féh‘é‘aauéﬂlﬁ LT

TXIVDANBRDENET,

F 74V b [Wz (False) ]

[FANID F = v 7 %2HF# (Enable Host ID
Check) ]

True D&, 77— bV = A OFEHED
subjectAltName £72/ZCNA VPN 7 7147 |
D3RS D URL IC—E T 20 AH D £,

T 74V R [ (True) |
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ATy T2
ATvT3

ATv74

ATy TH

ATvT6
ATy 71

ATvT8

X L& BRI
VPN 7’0 7 7 A VDR E, (13 —)

FIE

[T /34 A (Device) [>[7T 73 AD%E (Device Settings) ]>[HLEDOEZF 17 7 7 4 /L (Common
Phone Profile) ] ®NHIZEIN L £7,

BLEOEE 71 7 7 A )V DOFFE & —%FKR (Find and List Common Phone Profiles) ] 7 1 > KU A3
EEI

T DMREM AR £,

[#%% (Find) |27V v7 LET,

BREIFC BT 2 EOEFH T2 7 7 A NVDO—ERY 4 FUICRRINET,

VPN OFEfiz 8N 2 @ DEF{E 7w 7 7y A vE2 7 U v 7 LET,

@O EE 71 7 7 A LV OF%E (Find and List Common Phone Profiles) ] 7 « > K723 & 97,

[VPN{&# (VPN Information) |&7 2 > C, Y72 [VPN 7 /L—7 (VPN Group) |3 LU [VPN
717 74/ (VPN Profile) ] &R L £,

[PR1F (Save) 122 U w7 LET,

[BXEDwEHH (Apply Config) |27V v 27 LET,
[FRE#iMH (Apply Configuration) | 7V ¢ > RUBFRINE T,
[OK] %7V v 7 LET,

RDIESE
WROVEREEFATLET,

* Cisco Unified IP Phone D7 7 — ALV =7 %, VPN ZHR—F L TWHL =V 3 ZT v 77
L—FRLET, 77 —L0=TO7 v7 7 L— RFEOFMIZ, ZfEHO Cisco Unified IP
Phone D& /L@ [ Cisco Unified IP Phone Administration Guide | %2R L T 7230,

* VPN Z#HAR— s LTV % Cisco Unified IP Phone Z 5 L. VPN i 2 M~sr L E7,
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