TSty c7vT

« TLS O (1 ~—)

* TLS Aifesf: (1 ~—2)
TLSFREXZ A7 71— (23—)

« TLS OEHEEEIER L OWIR (7 =X—)

TLS O#IZE

Transport Layer Security (TLS) (I F =7 AR — b EFEAELZHBRAMFEH L T, 2 DOV AT AfH]
FTET AL A TEF 27 CRETEX V7T ) /07 — 2k & EB LET, TLSIE.
Unified Communications Manager 23595 > AT L, T30 A, T ot AW OB & 1#R X
CHIBIL, HHE RAL o ~DT 7 Z&MIELET,

TLS AR &4

RIETLS N—=Y a3 VAHRETIANS, XY NT—7 TRARLET TV r—2 9 Ol T
DTLS N—2 g UIRPR—FINTWDHZ MR LET, £, TR, 2=77 A F
Al 2= —2ar R =YY IMBIOS LB A —E R THRETHTLS THIC /- T
WHZ L EHERLET, ROBEOWTHILBER SN TWDAR S, FIKRO TLS k%3
L TWDZEaMRLET, ZOFEHZMEZLTOWRWEAE, ThoofhaeT v 77
L—RKLZET,

» Skinny Client Control Protocol (SCCP) Conference Bridge

« v 7 > Az —% (Transcoder)

e N—KRD T AT 4T X—=IFx—Yar iR (MTP)
*SIP/— U x=A

* Cisco Prime Collaboration Assurance

* Cisco Prime Collaboration Provisioning

* Cisco Prime Collaboration Deployment

ISty k7v7 .



sty k7y7 |

B nszeszs oo-

TLS &%

» Cisco Unified Border Element (CUBE)
* Cisco Expressway

* Cisco TelePresence Conductor

DET Vv, AT 4T O T A (MTP) | Xcoder, Prime Collaboration Assurance, Prime
Collaboration Provisioning, Cisco Unity Connection, Cisco Meeting Server, Cisco IP &%, Cisco
Room Devices, Fusion Onboarding Service (FOS) 72 @~ 7 7 K¥—E A Common Identity
Service, Smart License Manager (SLM) . 7"v 3= REST #—E A, Cisco Jabber 35 & T Webex
TIVIITAT VMDY —RA_A—=F 4 7TV r—va v a7 v 77 L—RT5ZLETE
A,

\}

GE) o= A FNa3a=r—ary<3x—YxDHVY—ZANLT v 77 L— T 585813,
FLDNR—=2 5 D TLS R ET DEINT, TRXTOTNARET TV r— 3 TED/N—
VarPNYAR—REINTWLZEEERLET, X, =77 Fala=Fr—T3
VXU F¥IMBLOT LB AR DY U —RA9x THR—FXNBDiE, TLS1.0 D
HTT,

ETAXARYT 70—

LT H# A7 %557 LT, TLS ##iH1Z Unified Communications Manager % % & L £ 7,

FlE
ARV RFEEETIa Y B#
ATY TN H/NTLS N— 3 VORRE (3 X—Y) . 77 %)V b CiL, Unified Communications Manager (Z
BT, B/NTLS N—V 3 L LTLOBYAR—F
SNTWVWET, BF2 T RX0EN A= g
D TLS ZME LT H5E, VAT METLS 1.1 £7=
12T DL ICHREET HAHLENRDH Y £,
ATvT2| ({EE) TLS BE{boikE (3 2—) . Unified Communications Manager 3% 78— K 9" % TLS
e A 7 a2/ ELET,
ATFYT3ISIP hTFv 7 ¥X2 VT4 a7 7 AL TOTLS |TLS#HEGEASIP T 7128V Y TES, ZnS
DFE 4—=) . T ANEBERTL N0, VST ST
TLS ZfHLET, BXFaT7 b7 7 %HAL
T, 87V vV DT A AT TLS #4180
T2 L TEET,
ATYTB(SIP N T ~DExaT a7 7 ALOBEM 4 |TLS BAENRSIP hF7v 7 X270 Fury

N ANESIP NT 72BN YT, NTUTINTLS &
PR—=FTEDZLOICLET, EXaT R T2

. ISty b7y



| isev b7y 7
BNTIS N—2 3 VDHRE .

aAvYRFERET7IOIY BRI
AL T, BT ) oV EDY J— RITHE
wTxEd,

Z%v75%ﬁt%nv%4fm774wfwnsmﬁﬁ(5ﬂﬁ@ﬁ%*£?%;)?47m774w’UD%
Re=D) TFET, ZOTa 77 A NVEFERATLIESL. > 7
F U IZTLS Z AL E T,

ATYT6 | vXaT 7707y A NVEBFRENTS (6 |[1ERLIZTLS NAERNR T 07 7 A VA2 EHIE D Y
/\O»—y) . Tiﬁ‘o

AT TN X aTEFHE T 77 AN E2= =Y LTS X TLSHREN R BHFH X2 VT Turd s (Vo=
FoTL— MNEMT 2 (72— . N )L FNRA AT T L— MIEIY B TES,
ZDOF T L —FTLDAPT 4 L7 kU [R 2% 0E
J% &, LDAP A CEEICEX 2V T 447 m e
Va= I/ TEET,

=JL ==

B/INTLS /N\— 3 U DE/TE

7 7 # /L hTl&, Unified Communications Manager |23\ T, fx/PTLS X—T 3 & LT1ON
HAR— hENTWET, Unified Communications Manager 35 2 OY IM and Presence Service D #i
PAR—=FTLS N—=Va & L1 £IE 1272 ED B A—Ya 2y b 2I12E, ROF
NEZfEH L E T,

RERZDTLS N—=2 3 B, Ry NI =T HNDT A AL T TN r—2 9 o THR—FE
NTWDZ a8 LET, FMIC OV TR, TLS Bifgsff (12—2) 22RLT<EZs
AN

ATYT1 ARVRIA VAV E—T AR L LET,
ATY T2 BEFEO TLS O3— 3 v &R T 5 121E, show tismin-version CLI 2~ K& FE(TLE T,

AT w73 sttlsmin-verson<minimum> CLI 2~ > R&ZFE/TLET, 22T, <mnimum> (X TLS D/N—T 3 U &R L
ij‘o

72 21 E, IR TLS N—T g % 1.2 IR ET HITiE, settlsmin-version 1.2 #5Z{T7 L £ 7,

GE) U U—R15SU1 ¥ TiZ, §3T®D Unified Communications Manager 33 &2 T IM and Presence Service ™
P—bERITRAE ) —=RT, ATV TIEETLET,

TLS FE S L DERTE
SIP A ¥ —7 = A ADMHEHAIBER I IR NG AL 2 R_INT 5 Z L2k » T, HUOKS{LE

WA CE £3, TLS #5229 5 72 91T Unified Communications Manager CH AR — k &i
LM FALZRET DT, ZOFIEZFEHNL X3,

ISty k7v7 .



sty k7y7 |
B srr5 v ex1050 FoarrTonsogE

AT w71 Cisco Unified CM Administration?> 5, [ R T L] > [RE/NTA—F] ZiEIRL FT,
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75 A X % Common Criteria &— RIZBEITAHZ LN TEXFET,
/N TLS Z 1.1 £7213 1.2 123/ ET 5
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=3 L X F+— |Cisco Unified Communications | Cisco Unified Communications
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(pry w/NTLS [&/NTLS |&/DTLS |&/NTLS &/ TLS | &/ TLS
N=23 | N=D3 | N=D3 |N=D3 |N\=U3 |N—=D3
1.0 11 12 1.0 11 12
Tomcat HTTPS 443 TLS TLS TLS1.2 |TLS1.1 |TLS TLS 1.2
1.0, TLS|1.1, TLS 1.1, TLS
1.1, TLS|Vvl.2 1.2
1.2
SCCP - 71 | 2443 TLS TLS TLS1.2 |TLS1.1 |TLS TLS 1.2
SEC- | /s 1.0, TLS|1.1, TLS 1.1, TLS
SIG SIS 1.1, TLS|12 1.2
o — /LR 1.2
(SCCP)
CIL-SERV | B FH 2444 TLS TLS TLS1.2 |TLS1.1 |TLS TLS 1.2
1.0, TLS|1.1. TLS 1.1, TLS
1.1, TLS|12 1.2
1.2
oy 74 w7 2749 TLS TLS TLS12 |TLS1.1 |TLS TLS 1.2
Ba—H | Xy 757 1.0, TLS|1.1, TLS 1.1, TLS
FL I | a— 1.1, TLS|1.2 1.2
== |Tavs 1.2
>»7 7  |(QBE)
L—3
Ve
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CAPESERV | Tiansmission | 3804 TLS TLS TLS1.2 |TLS1.1 |TLS TLS 1.2
Control 1.0, TLS|1.1. TLS 1.1, TLS
Protocol 1.1. TLS|1.2 12
(TCP) 1.2
77 A L 7501 TLS TLS TLS1.2 |TLS1.1 |TLS TLS 1.2
2 — P 1.0, TLS|1.1. TLS 1.1, TLS
SR —t 1.1, TLS|1.2 1.2
2 (ILS) 1.2
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77U |7Fobra|Ek/) BEE—FTEELTNS |(HBEREE—FTHHEIT S

—3 L AF— Cisco Unified Communications | Cisco Unified Communications
> Manager Manager
(e
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HA 7o |[TCP] 6971, TLS1.2 |TLS12 |TLS1.2 |TLS1.1 |TLS TLS 1.2
X 6972 1.1, TLS
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Cisco HTTPS | 8080, 8443:TLS | 8443:TLS | 8443: TLS 1.1 | 8443: 8443:
Tomcat 8443 1.0, TLS|1.1, TLS|TLS 1.2 TLS TLS 1.2
1.1, TLS|1.2 1.1, TLS
1.2 1.2
Trust HH 2445 TLS TLS TLS 1.2 |TLS1.1 |TLS TLS 1.2
Veﬁﬁ'caﬁon 1.0, TLS|1.1, TLS 1.1, TLS
Service 1.1. TLS|1.2 1.2
(TVS) 12
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