JRAED 3= T NS A=A

sV a =T NNT A= OE (1 X—)
CRETU T AN RTRA—F (1 =)

o Ty — AT Ty T T —RNRXIT A=K (6 —)
WHRT A =% (T_—=)

v EIAAEE (8 —)

s N T — a— K (11 ~X—)

JOED 3=V NTA—20O8E

IOETIE, BET 77 ANDAZ VT NTHEHATELZ 7 m Y a =y RT A—ZZo0
Tt L $£7,

RETAT7AILINTG A—A

WOET, [FAEC 3= (Provisioning) | 7D [RETOT7AIIST A—4
(Configuration ProfileParameters) | &7 3 a v DK T A —Z DISRE LM kA E#R L £

—é—O
INTA—=HR % HEAE T I AL MME
[Fabtya A% Ty LU =T Ty b— NRE L ITBIR 7 < TR T O R EIERAE

(Provision Enable) ] EHEILET, VE—F IREYa = T EAENCT DI [EL
(Yes) 1 ZRELET,

T 7 /b ME [1EV (Yes) 1T,

[Vt y RO NIA=BOEHFRT 77— LT Ty 7T —RILDV 77— %
(Resync On Reset) ] br&, V7 — bOIZOICHFEMA M) T—SET,

77 /b MEIZ [IEV (Yes) ] TY
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INTA—=RH BEAET 7 A4IL NME

[FFRIEN 7 o & SR AE MHALTHESND, Viey NEFTT 0RO — N v vo—r
(Resync Random 2NTHE T H DIRIE, FRHCEFEBRASNLITEDIP 7L 7 +
Delay) ] S FRAL ZADT—ATIE, THICEY . FRAERO=y R

EVa=r 7 = NIHRAMEREZFETORRPERET, ok
REIE. HUROIFERFIC KB R ENEANTRILSOHENRH D £37,

DT 44— ROMEIL, 035 65535 O#EPHOEE TR ITNIER Y £8
Ao

77 F /v MEIX 2 T,

[FFE#AREZ] (HHmm)
(Resync At (HHmm)) ]

TNRA AT neya=r7 = "EBREYT5ME (HHnm) .

ZDT 4 —/v FOEIE, HHmm B TR & 7797212 0000 7> 5 2400
FCTORMPBD A MTOEFTRITIIERY A, =& 20E, 0959 1%
09:59 /R LET,

T 7 4V MEIZZETY, EPERGE. T A—FITEH S ET,
ZDORT A—=BZITHNIMEDRRE SN D56, [EWRFRS (Resyne
Periodic) ] /X7 A —Z NI E T,

(PRI L] T o & L2
#E (Resync At Random
Delay) ]

ZHDOT A ADBINFRIFFICEE T &0, Yueya=r 7 ¥—
NOBARIREEE [FRETE £,

BEDBFTHEN S —N~OHEFRPERD T T T 4 7 & AhEET 5T
DI, EIEHEIE, B & ORI L, BRI ESB I OT v & LRIE
(hhmm, hhmm+random_delay) Z RIS L E3, #HIIX 77 L2
ME= (T X LEETOFERE +30) /6045 ThH5E. BESTASD
T LB E N, 1322 W BIRR O EALICE Y EiF b
T &MY 73 random_delay OREIRE N FHE SV E T,

HEMETT 600 75 65535 D& T,

B2 600 Rl DOBE. T o & LBENERIL 0~ 600 TY,

57 v MEIX 600 % (10 43) T3,
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NS A—H %

BAET 74 ME

UEHIFFFEIS (Resync
Periodic) ]

FREY g =2 ) e ATOERIR RO, $— ST
7S BN RN L7447 O B BB 1 B TV 2 BRI X A ~— 27 2

T AN F9,
BHihip7 +—~v MILLTFOEEY T,

o BE
5] D AF7 3000 ROFFEHL 3000 LINIZITHOND Z & &R
L/iﬁ_c

« HHE O

5] ANJIfE 600, 1200, 300 (%, HAIDOFHEREIHIL 600 #o1% 21T
. 2% HOHERBEMITHRIAOHFRANS 1200 % T, 3EH
OFFEIL 2 FBEHOERYNS 300 PHRIITPND AR LE
—a—o

« IR EDH

Bl AJ1E 2400 + 3013, FREMINRIIL72t4, 2400 %0705 2430
BRICKROBRMIN I TOND Z L 2R LET,

EHFEY A EACT DT, ZORTFA—FEOICRELET,
77 4 /v MEI 3600 BT

Joevaz=vynsi—4 |
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INSA—H %

BAET 74 ME

(AR = Z —fadq T8
it (Resync Error Retry
Delay) ]

IPT L7 == TN, AR =T a 7 7 A VRS TE 20>
77 AT e — RLET 7 AABBELTWA, HAN TN
T—NREL TN DT DICHRIIBEN KRR L7256, 731 AL 2
THE LI-HE (PEAL) 2800 L-%IcHRB 2 T L £,
Bihig7 4 —~y MILLTFOEBY TY,
o A
B]: 300D A1, IROFRITR 300 B TRATLZZ LA RLTHD
7,
« IR DOFEEL
5l : AJifE 600, 1200, 300 /%, M DOFRITHREI S 600 7
®BIA AT, 2 [ H OFFEITA RO FRITO RN S 1200 Fh1%
W7, 3 [ H OFRIT 2 B H OFRIT ORI S 300 I
1IThhbZ Lt aEWRLET,

o IR #EPH
7-& 21X, AJIME 2400 + 30 1%, HREHEAOKIE. 2400 05
2430 IR IZIROFRIT M TOND Z L ERLET,

PFEIEDR OITRE SN TWAEE, T35 AXFEREEAKLK LT, FHHE
WEHRITLEEA,

[T BRI (Forced
Resync Delay) |

A DS R F 2 EATT 2 £ CORMER M OB KELE (FEANL)

A EBROWT NN T 7T 4 TR, T3 ZTHREH L EEA,
BREINIIER D0 D120 T3 ADRERFET A F/WIZ72 D E TR
LTHholERAETLZ a0 LEd, ZhiCky ., a— i3k
THI LSRR TE ET,

TNRA ANZE, TRTOEBRRT A RVIREEIZ o7&z T v b
BT HEA~—NHVET, ZONRTA—ZL, hU X
OVEME TS, FREIA X ME, ZOH T ZN 010725 F TIIE
LE7,

HEMEIL 0 75 65535 D& T,
F 7 F v MEIE 14,400 7T,

[SIP2> & O F-[H] 4
(Resync From SIP) ]

SIP NOTIFY A vt —Y %0 L CHE#AE Y H—T&£7,
7 7 4V MBI 1TV (Yes) ] T9,

[7 v 77 L— FilfT#
DOERM (Resync After
Upgrade Attempt) ]

Ty 77— ROFTROFFRPEREZ A E I ENLES, X
W (Yes) 1z ERT D&, RN M) - ET,

F 7 4V MEIZ [1ZV (Yes) 1T,
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NS A—H %

BAET 74 ME

[BE R U T—1, A
i~ U —2 (Resync
Trigger 1, Resync Trigger
2) 1]

BEARERERM N U —5E, b D/8T A —2 OI/PRA TRUE
Rl S iz & EICHERMN MY F—3hvE T,

77 4V MEIL (28) TY,

[FNFIRF 0 P[] 1 2 i
(Resync Fails On FNF) ]

HEIX, BERkENZ7 07 7 A AR — "L ZESNR -T2
R E R SnEd, Tk, 20T A— &Tiié‘f%i*ﬂ
:@@%Iwwi(Nw]uﬁﬁfék TN AT — B0
file-not-found E%%Eﬁ&ﬁﬂ,ﬁ;ﬁk LTX j’]\ﬂi'@—o

57 4V ME [IEV (Yes) 1T,

[ 77 AN—b
(Profile Rule) ]

(e 77 A1 L—/LB
(Profile Rule B) ]

(777 AN L—1C
(Profile Rule C) ]

[F'1 77 A/L/L—/LD
(Profile Rule D) ]

ETu Ty AN —WE, TaTrAN REZT7AN) 2BET

VAT LET, TRNTOFRMEREOR”, EFFEHKITT
RCOTa 7 7 A NVEIEFZICEA LET,

T 7%/~ /SPSN.xml

¥R 7 7 A /WIZ AES-256-CBC K b 2 WA 3 2 5E1E. ko LHiz -
F—F—U— X OEEXF—2HBELET,

[--key <encryption key>]

F 7y a TR —% ZEHG A (&quot;) TPHHIPZ L8 TE X,

[f# Fi4- 2 DHCPA 7'+ =
> (DHCP Option To
Use) ]

Ty =AU 2T BLONTa T s A NVERET 520
<~ CEYH7Z DHCP A7~ 3

ZfEREnD, 2

57 v MEIX, 66, 160, 159, 150, 60, 43, 125 T3,

[ 7 HERA vE—
(Log Request Msg) ]

ZONRT A=ZIZ0E, BRI ORITLARC syslog — Tk E S D
AvE—UNEENET,

7 7 4V MEIL SPN $MAC -Requesting %
$SCHEME://$SERVIP: $PORTSPATH T,

(2 7 A vtE—
(Log Success Msg) ]

FRBIOBITHIEFICE T LIERER TRITIND syslog A vE—,

7 7 4V MEILX $PN SMAC -Successful Resync %
SSCHEME: //$SERVIP:SPORTSPATH -- S$SERR VC?—O

(R 7 RIA =
(Log Failure Msg) ]

FFAH OFRAT R L 722 ITHAT S 4L D syslog A v E—,

T 7 /v MEIX $PN $SMAC -- Resync failed: S$ERR CT79,

Aru;—'—»

[:L*"H-HX/:F_ BEFF[FIHA
(User Configurable
Resync) ]

Z—MN IPaﬁuﬁ ﬁﬁlgaﬁuﬁ%%ﬁ:ﬁﬂ;ﬁf%éiﬁ
57 4V ME [IZV (Yes) 1T,

WZLET,
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TJ7—LOTT T7TYITTL—FKINSA—4

woFRT, [FAESa=2S (Provisoning) | # 7D [Z7—LzT7 7y FHL—FK
(FirmwareUpgrade) ] £ 7 > a > D& /T A —Z ORE LR TEE2ER L £,

INSA—H %

EBAET 74 ME

[7 > 77 L— ROk
(Upgrade Enable) ]

FFEEE & RR R, 77— 0 =7 T o7 L— N
BB LET,
77 4 v MEIX 1TV (Yes) ] T,

(7> 77 L— T —falT
IE4E (Upgrade Error Retry
Delay) |

Ty T = RBRR LIS E 0T v 77 L— ROFRITH
ba (PHAL) » T/ARIE, 77— V=T Ty 77—
RNK LIRS T 7T 4 TR DT 77— =T T o 7T
L—F 27— FA~—D2HbVET, FA~v—IF ZTDON7
A—ZOfETHLENET, ZOXA~v—R0ETHV Y
NETTHE RDT 77— =T T T L— RRRLT
SNET,

57 v MEL 3600 ¥ T,

T T T L— R L—

Ty — R D 77— A7 = 7 URLZEFRT 5
Tr7—bU T T TL—RK RIS N, TarzrzAL
N—NERICY U H 7 ARFERINET,
WOWREFEALTTY v L — R A— a2 AHLET,

<tftplhttp|https>://<ip address><:port>/<path>/<load name>

IR L ET,
tftp://192.168.1.5/firmware/sip88xx.11-0-0MPP-321.1loads
tftp://192.168.1.5/firmware/sip78xx.11-0-1MPP-321.1loads
tftp://192.168.1.5/firmware/sip68xx.11-0-1MPP-321.1loads
7'a A APREEINRWES, TFTPAERESE S, ¥—
N ERE LR WEGE, URLEZ Y 7 T A M 5K A MR
==L L HEHESNET, A= R HEESN TR
Bit. 774N hAR— IMEH S ET (TFTP D413 69,
HTTP D54 1% 80, HTTPS DA 1T 443)

77 /b MEIZZE T,

(27T v 77 L— RERA
£ —7 (Log Upgrade Request
Msg) ]

Ty =TT T w77 L— RRITORMGIFICRITIND
Syslog A »vtE—,

7 /v MEIX $PN $MAC -- Requesting upgrade
$SCHEME: //$SERVIP:$PORTSPATH T,
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AR5 x—4 [

INS A=A Z BAET 74 ME

(27T v 77V =R A Y | 77 =AU T 7T/ 7 b— REITHIERICET LRI
t— (Log Upgrade Success [1T 415 syslog A v&—,

Msg) ] 77 4V ML $PN SMAC -- Successful upgrade

$SCHEME: //$SERVIP: SPORTSPATH -- SERR T9,

(@77 v 77— RRA Y | KRR L7 7 —2 07 7Ty 7 7 L— REITORICRITS
t—3 (Log Upgrade Failure | % syslog A v&—3,

Msg) ] 7 7 &)V MEIL $PN SMAC -- Upgrade failed: SERRT
R
T 7y —Ahv =T A V7 77— U =T AR E AN ITESIC L ES,
(Peer Firmware Sharing) REZ ANEIITENCT 2121, [FW HDHNE LW A &3
RLUEF,

F 7k iEvy (Yes)

V7 77— =THEFEa S |UDP A vE—VDOEELEDIPT LA ELER— 2R LET,

=% (Peer Firmware Sharing | 10 96 76 193.514 D44, 10.98.76.123 1P 7 K LA, 514

Log Server) B h B

~ O m—

MARING A=A
WOET, [FREYa=>Y (Provisioning) | # 7 ® [AA/NS A—% (General Purpose
Parameters) |27 v a v DOFK/NRT A= OFRE L HFiEEEFR L ET,

NS A—HZ SEAE T I A ME

GPP A ~ GPP P WH/RZ A—% GPP_* %, EEEEFFEO T Y a =7
Y=V Y a—va LT D X OMRT 5 & EITEBTF
Loz L LTESNET, 26D/ T XA—=HITE, K’
EEDIEIERMEEZD L ORETEET,

B EF—,

« URL

eV NFAT =V TutVa=F AT —H AER,
* Post ZkT 7 L— |k,

NG RA—RBT LT AT,

« AN TERAR /N T A — ZEIZZAA 4D H 53 SCFFIE

77 /v MEIZZE T,
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Y OREAZE

JoeEvaz=vg RsA—4 |

BrEDO~ 7 aB T, kOTaeya=r 7 RS A—XNTHRBINET,

* Profile Rule
* Profile Rule *

* Resync_Trigger *

» Upgrade Rule

*Log *

* GPP_* (FFEDSEMHTT)

INHDRT A—=FZNTIL, SNAME R° $(NAME) 72 E DY X v 7 A XA TR S, B

PR ET,

~ 7 B DO SCTHNL, EiL S(NAME:p) & $(NAME:p:q) CIHRETE £4, ZDp & qix
HFAOEHTT (VBT a 2011 L ECHAMEE) . RO~ 7 v giiE, XF4 78y b
pPBLIRE DR S q (@BMEE SNRWEEITSCTFIIRE T) OFSCFHNITY, 2& 2.
GPP_A (Z ABCDEF & N TWAH A, $(A:2) iX CDEF (2R S 41, $(A:2:3) IZ CDE (2B

SNET,

R SN WA FNTER I, BE% DT A—ZfET SNAME F 7213 S(NAME) 324

HEnEHEA,

INTGA—B A

BBAETI4IL ME

$

$$ UL, H—0 § LFITEBASNET,

A~P

WA/ RF A—% GPP. A~GPP P ODNAECTEEMHMZONET,

SA ~ SD

Rk & DX A —% GPP_SA ~ GPP_SD CTiEZ#ix bk
T, THHDONRTA=F|ZF, T Vamr I THEHAEND
F—FII AT — RSN ET,

GE) $SA ~ $SD (X, A7 3 > @ resync URL {&ffi 1
—key 2515 L LRSI NET,

MA

INLFD 16 EE A T2 MAC 7 KL A, 000e08aabbcc 72

MAU

KILFD 16 EEAEF 925 MAC 7 KL A, 000EOSAABBCC
BE,

MAC

INCTFED 16 W E . 16 HEE DT XY H -l a2 ff
A4 % MAC 7 KL A, 00:0e:08:aa:bb:cc 72 &'

B FrECaz=ry 52 —4




| FoEva=vs54—4
<o nEpzy [

INS A=A Z BAET 74 ME

PN L4, . CP-8841-3PCC 72 &,
L4, CP-7832-3PCC 72 &,
L4 . CP-6841-3PCC 72 &,

PSN YL U T E R, V037 L,
LU T LE S, 6841-3PCC 72 &,

SN U T NEKEOITE], 88012BA01234 72 &,

CCERT SSL 27 54 7 v FaFHED AT —Z 2 (L v A F—/LHLE T
ITRA A R—)

P H—A TRy MNTOBMHEO P T FLA, 72 2,
192.168.1.100 72 £ T4,

EXTIP A F—=Fy hTEREND, EIFHEEOSNMT P, 72 & 2T,
66.43.16.52 72 £ T,

SWVER YT MU =T N=Ta 3T, Tl 2R

e 77y —Ly =71 U—Z113(1) SRI LLHT:
sip68xx-0-1MPP-312

e 77—y =7 VU —2Z 113 (2) LAK: sip68xx-3-2MPP
0001-609

e 77y —LU =71V U —2Z113(1) SRI LLAT:
sip78xx-0-1MPP-312

« 77 =257 =7 U U—2% 113 (2) LAF: sip78xx-3-2MPP
0001-609

e 77—y =7 Y U—2A113(1)SRI LLAj:
sip88xx-0-1MPP-312

« 77— =TV U —2Z 113 (2) LK sip88xx-3-2MPP

0001-609
HWVER N R =2 T ONR—T 5 UICFF2.0.1 72
PRVST FurYa = SOWREE EESCT)

-1 = BIRAY 0 P R 2R
0 = FEIRB AT A

1 = TEHIA 75 - R] 35

2= HRGOIRM, FAT
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INSA—H %

BAET 74 ME

UPGST

T w77 L— ROREE (BESTFA)
l=F&PIOT v 77 L — N7
2=7 v T L— ROKK, HRIT

UPGERR

iRl T v 77 L — RITORE R A v & — (ERR) , http_get
failed 72 &,

PRVTMR

82 & JONGACIE U NGY S RO

UPGTMR

BHBOT v 7T L— R bRaE L=,

REGTMRI1

SIP $—/ TR 1 3B ERARER ST Bk L 7= 7045,

REGTMR2

SIP H—/ 3 ClRl#R 2 AEERAERR S U To Bk L 7= 704K,

UPGCOND

LAY =D~ a4,

SCHEME

BRMEIZT v 727 L— RURL OfEN#ZICEE S L5 TFTP,
HTTP, £ 721X HTTPS DWW T N0DT7 7 A )L T 7 A AF—
AO

SERV

HEMEZIZT v 77 L— FURLOENTHBICES S NS, Bk
Z—0y b F—=RORX M,

SERVIP

BEOLLKDNS/V Y 7T v 7Dk, BRIMELZIZT v 77 1—F
URL OfE#r#RICEGESIND, R —57 b —DIP T K
LA,

PORT

BRMEZIZT v 77 L— RURLORATZICERE S 5, Bk
#—7 < kN UDP/TCP "— b,

PATH

HRMAEIZT v 77 L— RURLOFEHTZICES S b, ek
H—Fy N T7AI) A,

ERR

BRMIELEZT v 77— FRATORRDO A v —, FEROD
syslog A v E—VEERTHEXIORELLETST, Ty ST
L— FATOHE . UPGERR ZHOMEITEFF Sk,

UIDn

[B#% n @ UserID iR E/NT A — X DN,

EMS

T AT ay TV T A DAT—H A

MUID

TIRFLUYary BT 4 D2—HF—1ID

MPWD

T AT ayEFEY T 4 DONNAT— R

B FrECaz=ry 52 —4
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mszs—a—r i

INTGA—RZ SBETIA4ILME
ORIGTYPE TA B ADBRPMEENE ) D EFEILET,
AUTHSTATUS ST A — K

ORIGTYPE

fl&: orig_ent, orig_ mpp. none
INTA—F

AUTHSTATUS

f: classic, wxc, none

R DIBINSE:

a7y ANN—NEET v ST — KL= D=1
EBA & S50

« BT — LD~ 7 o R

REfZ5—a—F

BT, BFEOZ T —R IR 2=y FOEMEEZ L0 il T 2% EE2 ST
HIDIZHNHET— 23— R (X00 ~ X99) OFESLZEFRLET,

NS A—B R BMBALETI4ILME

X00 SIPERAZKXETHEED T U AKR—E (L71XICMP) —
7"

X20 JEEDFFETIZ SIP ZRBZ A 5 T U M5,

X40 —f72 SIP 7'm by =5 — (& 20E, 200 3B KL OVACK

A vB—TIZBIF 5 SDP OZIF AN NWVWa—FT v T Fi-
1T ACK fiH o2 A4 AT oK),

X60 BRBEDX A YL TN T B ER R
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