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B overrooasmera

s JOESIZUTE T EOT YT L—FIL—ILB LU Ciscony Kty r 7y T5L—
KIL—JL

« JOES IS E T EOLER—MIL—IL
e OIS ET EOARRLCAIIL—IL
AR (n) 27 EodOoFXFOBLICTY MY RETOXY

1R BHHIIZ
BEM V2T A E—T oA ZA~DT 7 R,

FIE

ATy 71 [BE (Voice) |>[YRATL (System) | 2R L £,
ATFvT2 SATLEEE 7 a T, $IREFETIOERIARASA Y 7 40—V RERDT, K —1_—D5%
A& R A A 4 (FQDN) # A L%9, FQDN I~ TXEY £7,

&1

voiceip.com, voiceipl.com

ROEXTILFINEATTTHZLITE AT, RET 7 A/ (cfgxml) TZDRT A —FEZRIET
HZEMTEET,

<Restricted Access Domains ua="na">voiceip.com, voiceipl.com</Restricted Access Domains>

ATY T3 [TRTOEHEDOKE (Submit All Changes) 127 VU v 27 LET,

DHCP A T2 a3 %%/ ET S

EEERA DHCP A7 v a v AT AR EZRETHZENTEET, DHCP AT a D
ANIVTIZOWTIE, DHCP A7 v a v DY R—F B3—) 2L T 7ZI0,

1R BHEIIC
BIE T2 T A B —T 2 A~DT T EA,

FiE
RTv 71 [BE (Voice) 1>[FREY 3 =>4 (Provisoning) | #i&RL 7,
ATwT2 HBETOT7AIL B 3T, DHCPA T L a VRED/NT A—H (3 =) £DOiH

W~ T, AT HDHCPA T 3> & AT HDHCPV6A T3y 2 ELET,
ATV T3 [TRTCOEFEDE(E (Submit All Changes) 127V v 7 LET,
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DHCPA T2 3 VERED /AT A —4 .

DHCPA T 3 VERED/INT A —4

WROFL, BFEEO T 2T A L E—T 2 A ADFFE>T a2 T2 TOTICHHRES
vy ANt a BT ADHCPA 'V g VERIED/IT A —F OEE LR TEEERL
TWET, Flo, NTA—FERET H2OHIZ, XML (cfgxml) 2 — K& LeEFEER T 7 A
JVZBIMENDXLFINDO o H o T ABTEFRLET,

R 1:DHCPFH TS 3 VEREDINS A —4

NSA—=4 Bl

(AT DDHCPA Y v a | 77— 02T BLONT a7 7 AN ERET572DIEHIND,
> (DHCP Option To a2~ CRY)HZ DHCP A7 'Y a v

Use) ] KOV RIEFATLET,

* XML (cfg.xml)Zfifi ] L 72 BEEEHE DR E 7 7 A LTl RDTERX
TXFHNEANTILET,

<DHCP_Option_To_Use
ua="na">66,160,159,150,60,43, 125</DHCP_0ption_To_Use>

cEABD Y =T X—U T, DHCP A 7'V a v aar~TE]-
TANLET,

f1l : 66,160,159,150,60,43,125

77 #IV K :66,160,159,150,60,43,125

(3 5DHCPv6A Y |77 =L =T BIOT a7 7 A VERGT DIl IND,
< 3 (DHCPv6 Option | 2 > v TX Y] 54172 DHCPv6 A7 =3 I,

To Use) ] KONWTNNEEITLUET,

* XML (cfg.xml) & ] L 72 FBEEEORRE 7 7 A /L Tlk, IROJEH
TXFHNE AT LES,

<DHCPv6_Option_To_Use
ua="na">17,160,159</DHCPv6_Option_To_Use>

cEBFEMO T 2T X—TC, DHCP A PV a v Zar~TREl-
TASILET,

5 : 17,160,159

774/ bk 117,160,159

DHCP AT a3 >DHYHR—
DRI, BEOETHETTR—F SN TS DHCP 47 a v &2F R LET,
Iy F D= ZHERE SRER

DHCP 7> = 1 Y7 %> k<A77 (Subnet mask)
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B senwiE v t—CoFrLrvonE

v I —VBERK Bl

DHCP #4733 > 2 BANFTEY R

DHCP A>3 3 J—&

DHCP 473 3 > 6 RAA > F—Db =
DHCP 4+~ > = 15 R A A >4 (Domain Name)
DHCP A7 3 > 41 IP7 FL 2D — 2
DHCP 47> 3 > 42 NTP #—

DHCP 473 2 > 43 AN L — [ O

TR69 HEjz o 7 4 X2l — gy —
(ACS) DI T 9,

DHCP A4+ 3 > 56 NTP H#—
IPv6 % fifi ffl L 72 NTP H— XD

DHCP #+ 7> = > 60 Ny H— 7T A 1D
DHCP 47> = 66 TFTP $— 34
DHCP 47> = > 125 N B =TGR B — [ DEH

TR69 HEj a7 4 X2l —3 g =N
(ACS) ORI TE £,

DHCP A7 3 > 150 TFTP ¥—/3 (TFTP server)
DHCP 47> 3 > 159 Tovya=rF —1P
DHCP 47> 3 > 160 uvrya=22 URL

SIPINVITE A v E—CDF ¥ LU ODETE

w3 g U CSIPINVITE (WIi{k) A vt —2IiF ¥ Lo UT 5 K0 ICEHERETEET,
%kvyyﬁ\%~ﬁxfmﬂ4ﬁ Fw NI —27 ETFAAL R L OMEEERNTTENS
SIP H—_ZHIRLET, ZAUTEY, BRI T 2EEOOLIHBEZS I N TEE
7 ﬁ@u&ibﬁﬁm\$P7H%/#%@@%@%EDWHEJ7IXF_mﬁﬂbgk
e FET,

XML (cfgxml) =2— RAEMH L CEGFEER 7 7 A VONRTFTRA—FERETHILHTEE
jﬂo
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1R BHHIIZ

THahg V2T A H =T 2 A ADT IR,

FIE

AT [E
ATvT2

B (Voice) 1> [ (n)
[SIP E%7E (SIP Settings)]z 7 + 3 > T,
(Yes) ] Z3#IR L C Z DREREZ AN T 5 Mo,

rrc-8760 D4 R— I

(Ext(n)) ] Z&IRL£4, ZZ T, nlZWHRE T,

[E2EF INVITE (Auth INVITE) ]V & k55 [I&LY
[LMMZE (No) | ZER L THEICLET,

ROEXTILFINEATTTHZLITE AT, RET 7 AV (cfgxml) TTDNRT A —FEZRIET
HIEBNTEET,

<Auth_INVITE 1>Yes</Auth INVITE 1 >

Va2

Ly Z (No)

ATY T3 [TRTOEHEDKE (Submit All Changes) 27V v 27 LET,

RFC-8760 () R—

RFC-3261 Z & #+ 2 C. RFC-8760 T#g

éﬂéLjJDODmuuﬂE&/r /IX ]\7/1/3 ) XA@"j‘

A— R &BIMTEFEJ, RFC-87601%. SHA256, SHA-512/256, MD5 72 EDH A = A R T )L

Y XA LELRE
REGISTER F7213

L%9, RFC-8760 i35 & .
INVITE % 7213 SUBSCRIBE %k % 415 L£7, SIP ¥— 33—,

RGP

ERERE~ Y 4 —7 ¢ —/L K72 L TSIP

www-authenticate & 7213 proxy-authenticate ™~ % —7 ¢ —/L K& L T 401/407 A7 — & A

a— K

D~y B —NEEINDGE
NHT NI ZANEIEIZZR Y £9°, RFC-8760 DY 7R — K%, RFC-3261

WISZELEd, SIP U ——i%, B www-authenticate ~» ¥ — TCIo&E LE£9,
ENENRRR LTI R LEFOLERS YD, LB

(ZHATHED D Y

9, ROFIZ, SFIEFRVFIVAZRLET,

ES] SIP Z3k ) /[ | RFC-3261 RFC-8760

2T w7 | B SIP | BT, FREE/ LT SIP | B, #REE7 LT SIP Bk A 1%

1 P—r— FREEGELET, FLET,

25 w7 |SIP B — 38— [SIP H—/ 83— (%, MD5 7 /L [SIPH—_—|F, BEARLZT7LTY XA

2 0 EE A% FYRXALTIOD (SHA-256. SHA-512-256, MD5) T
www-authenticate ZfffH L |1 D% 721384 ® www-authenticate &
TA0l AT —H ASEL (AL T401 AT —Z ARE L F
3 7,

257 w7 | B SIP | B, BELROEE, B EFHEN, ERO%EE, BLUED

3 P FOMDS 7A=Y AT | FfiD~Ny X —T 4 —)L K
DFEE~y X —DBMNAZ | (SHA-256) Z{HMH L7-3RGE08in4
ATLET, HRITLET,

CiscoIP EFFED X T4 .
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B s xf—trLarvexansqg

g SIP Z3R D A [ | RFC-3261 RFC-8760

AT w7 | SIP =375 | SIP H— /N —ERREZ RGE | SIP ¥ — N — 3 iBRE & FRAE L £ 77,
4 O R A LETS

FSUAR—F LAY XY T o

Transport Layer Security (TLS) (%, « % —% > b L COBE(E ZR#ER L ORGET 572D DIE
#¥7no ha 9, SIPover TLS (%, ' —E X ZYu X/ X—DSIP VX o K a—W
IO SIP A v E—Y v 7 F ) 7 amE b LET,

CiscoIPEZHILSIP F T AR — FHOEREL L CUDP ZHH L ETHN, BF=U T 45{bo
728 SIP over TLS H A — F L £,

WDOFEIF, 2 OO TLS LA ¥—2RLFET,

KR2:TLISLAY¥—
Protocol Name S BA
TLS %712 k2L SIP X° TCH 72 EOEHEMEDO BV N T VAR — K 71 k2L Tt

Bl ST Z DRI, HEis R ITET — 2 i sk Am L TF
TAN=bTHLI L L, TOBERPEHTEDL I L2 RIEL £

ﬁ‘o
TLS N> Ry =A 7 7 v MY —REEREREL, 77V r— gy 7Fu harhsy—4
= BEZETHRCEE AT LY XL LS —2 I — |k
L/iﬁqo

SIPOverTLS TL V) VI &EE1LT %

ATy I
ATvT2

SIPoverTLS #EH LTI 7TV v VA v —U R 5581, BiiESn-txa )51
ERETEET,

IR HEIIC

B V2T A =T 2 A ANDT VA ThTUAR—=F LAY EX20T 1 (6
=) | BEEE,

FIE

EFE (Voice) 1 >[4 (n) (Ext(n)) 1 Z=IRLEF, Z 2T, nlINHREZTT,

[SIP &% (SIP Settings) | &2 > 2T, [SIP k5 RKR— bk (SIPTransport) 1 UV A b
[TLS ZEER L £,
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LDAP over TLS (D% 7E .

ROBXTIXFINEATTTHZ LITL ST, RET 7 AV (cfgxml) TTDNRT A —FERIET
HTENTEET,

<SIP Transport 1 wua="na">TLS</SIP Transport 1 >

AR A 7Y a VRO LB Y T,
- UDP
- [TCP]
- TLS
- HE)

57 4k : UDP

ATY T3 [TRTOEHEDKE (Submit All Changes) 27 VU v 27 LET,

LDAP over TLS DX FE

LDAPover TLS (LDAPS) %#i%E L T, V— NCREDOELEM DOZ R/ T — X Rk & AT
T&EFET,

L 4]

EEB A3 T, R RET 7 4L MED [1L (None) 1 DEFIZL TR Z & &HERL TN
F9. [Y—3 (server) 17 4 —/L ROBIL, [ L (None) 1. [¥> L (Simple) ]. &£
721X [Digest-MD5] DA H T HFFEY + —/L FTT, #AEIZIX [TLS] OfEIZH Y £+
ho VT BT TIEH—/330F 5|0 LDAPS 7' b 2 BEBREEERE L £,

XML (cfgxml) =— R&fH L CEFEHER 7 7 A VDRI A= 2R ETH L TEE
7

1R BRI

BAEEHO Web XR—JIZT7 7 BALET, B V2T A H—T 2 A A~DT 7B A RS
BLTLEEN,

FIE

ATv 71 [BE (Voice) ]>[EFE (Phone) ] #i&R L £,
RATw T2 [LDAPl &7 v a v C, =T KL A% [H—s (Server) ] 7 4 — /L RIZASHLET,

RO TLFINEATTTHZLIZL ST, BRET 7 AV (cfgxml) TTDONRT A —FEZRET
HZEWTEET,

<LDAP Server ua="na">ldaps://10.45.76.79</LDAP_ Server>
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B semsoz:

72 & 2%, 1daps://<ldaps_server>[:port] Z ASILET,
BB DA
» ldaps://= W —/3—7 R L ALFFN OB,
*Ldaps_server=IP 7 RL A FEZ L KA A 4

sport=AR—hLES T 74/ k636

ATY T3 [TRTOEHEDKIE (Submit All Changes) 27 VU v 27 LET,

StartTLS Eﬁi

HEiii% & LDAP — Nl O@fEIciE, B F 7 v AR — LAY tEX=2 VT ¢ (StartTLS) 24
T HZENTEET, BX2 VT 4 CRESNTEEELETRWVIBEOHFIZHE U v
NI —2R—=NMT 74V F389) 2 LET, LDAP ¥ — 3 StartTLS ZH AR — LT\ 5
BE, TLSIHEEAE S L, ZhUSOEEIT., BEIZFL—rTF A MR £1,
IR BRI

s BIFEHO Web XR—VIZT 7 BALET, B V2T A H =T 2 ADT I A
SR LT TEE0,

FIE

ATv 71 [BE (Voice) 1>[EiE (Phone) ] #i&IR L £,
ATw T2 [LDAPl 27 v a T, =T KL A% [H— (Server) | 7 4 —/V FIZAHLET,

72 & %1%, 1dap://<ldap server>[:port] ® ASILET,
ZZ T,
*ldap://=URLDOAFX— L H—/_—7 L ZAXFH| ORIk
*Ldap_server=IP 7 FLAETII R AA 4
«port=7"R"— hE=E
WO T TFHNEANTHZ LI ST, HET 7 AV (cfgxml) TID/RNT A —H ERET
HIENTEET,
<LDAP_Server ua="na">ldap://<ldap server>[:port]</LDAP Server>
ATY T3 SartTLSHR 7 4 — /L FZFWNMIHREL £,

RO TLFINEATTTHZLICL ST, RET 7 AV (cfgxml) TTDO/NRT A —FERET
HTENTEET,
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wres Joeva=vy

<LDAP_StartTLS Enable ua="na">"#/</LDAP StartTLS Enable>

AT T4 [TRTOEFEDE(E (Submit All Changes) =7 VU v 7 LET,

EENEY D
LDAPF A L7 R DINTF A—X

HTTPS JOE< 3= 4

EagklX, VE— NMIEASh2=y FNEEHTLEOEX 2 7 1 25k d 572012, 7
aeYa =7 HIZHTTPS %A — M LET, FEIEKIZ, Sipura CA — N b— NEBE
WA T, BADSLLY 74 7 > MEAE (B L OBEEMT b -MEX—) ZRFFLET,

Jo— FEEHEZME - C, BIEHIIREESN-7r e Y a = VP —R_Z30 L. RIiEsh T
WY —REHEGECTEXES, —H, IV IAT U RNEAEEESI L, TnEYa=r s =
XV 7 A NEFRIT LTIl DT A 2Bl c& 7,

HTTPS 2 L CEAZEHT LY —E R 7 a/3( ¥ —"TiL, HTTPS 2 L= BifEDOH
e pr v ya =7 =N NFEHEZ AR T AL ERH Y £5, H—
SNEEAEEI Y A = RO CANV— F F—TELINAIMLERDH Y £7, BAKEHLDT T
D=y MITRTOIAZTLZRFLET, BL N — SFERELESET 2121, —b8
A TR F=PAEAFEEAERE TV AACRELE T, AT rEYa =07 =N
DA A M=)V — NGEHEICEA L TRELE T,
Tuvva=r s B NERECR, B4 (CN) 7o — L RE, BN TH—"E2EZTL
TWAHARARDFQDN &0 L LENRHY £4, A7 a T, A MO FQDN IZfi< fF#
AT vva () WFETRY->TEDDHZLENTEET, KROFNL, BFETHEDE LT
FANSGND CN=ZY R TY,

CN=sprov.callme.com
CN=pv.telco.net/mailto:admin@telco.net
CN=prof.voice.com/info@voice.com

Eanf i, P — NEEHEORGEICI 2 T, — SRR ETHE Sz — 344D DNS /L v
IT o7 LT —RIPT RLAEZT A M LET,

EANEY—/\FIFAZEDEIF

OpenSSL =—7 ¢ U 7 ¢ C, sEEELEREZAER TEET, ROBNT, 1024 £~ hD RSA
NEAF— EEF— DT B L UGEHEBA R Z LT 2 openssl 2~ FAZ/RLTWE
ﬁ‘o

openssl req -new —-out provserver.csr

Zoa~vy RTIE, privkey.pem & xfIid 2FEMEE 4 H K provserver.csr (2 —/3D
WX —NER SN ET, —ER Fa (¥ —|X, privkey.pem WEF— %R L, &
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B zsezv—ruamzons

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 17
ATvT8

ATvT9

4 DI-DIZ provserver.csr &V AN L E T, provserver.csr 7 7 A VEZIET
HE VAT BELNE Y — \GEHE provserver.crt AR L 9,

FIE

https://software.cisco.com/software/cdathome ICFEE) L, CCOZ LT vy TrZ A LET,

G¥) HGEEZ D TRy N —Z T T 2% 6. £RER0IHRE~D Y &y MEIZ
Ty NI =7 T 2% EIC, By T v T ENTWHDHCP A7 v 3 U A
L. EIEEIIER Xy T TaEVa s TORDICTNA AT I T 4 _—a v
P L E T, HTLWEREIX, e Y a =7 Twebapps.cisco.com|
DRV Tactivate.cisco.com] ZEHLES, 11.2(1) LVREIO7 7 —ATU =T
S L TV D EREIL. 51 =kt Twebapps.cisco.com] ZEHLET, 774
TG —IVTHGD AL A ZHAT L LR HERENET,

[REFAEDE P (Certificate Management) ]Z 4R L £,
[CSRDES (Sign CSR) 1¥# 7T, RIOFIED CSR #FBAL AT v Fa—RNLET,

[R5 DI (Select Product) ] Ky 7 &2 U AR Ry 7 A5 [SPAIXXT 7 —L T =T
1.3.3L4F% (SPAlxx firmware 1.3.3 and newer) ]. [SPA232D~” 7 —A w7 =7 1.3.3L4% (SPA232D
firmware 1.3.3 and newer) ]. [SPASXxx” 7 —A 1 =7 7.5.6LL % (SPASxx firmware 7.5.6 and
newer) ], [CP-78xx-3PCC], ¥ & U [CP-88xx-3PCC]Z IR L F 7,

[CSR7 7 A /L (CSRFile) 17 4 —/L KT, [ (Browse) 127 Vv 27 L., BAMHIZCSR %
BIRLE9,

TR L £,
* MD5

* SHA1
* SHA256

SHA256 Bf 5L A TBINT 5 Z L e S E

[ A I (SigninDuration) | Ry X7 U bRy 7 2T, #Ua#E (14472
L) EIRLET,
[FFFAEDZE 4, 5K (Sign Certificate Request) 127 U v 7 LEd,
BAMEFEAFLZETL2I2E, KOWTIhIOFT T g U EBIRLET,
c[ZEHEDE S A—NT NV A% AJT % (Enter Recipient’s Email Address) ] : - A —/L
TIEAEEZZTMO LA, 207 4=V RICEF A=V T FLAZANLET,
«[# 7 m—F (Download) |: BAEZFEHFELF Vo n— T L581%, 20473
IR L ET

[1=F (Submit) 1227 Vv 7 LET,
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TILFTSy

R

TNFTS5y kT —L 7+ 2DCA 517>k u—riEsE [

BAME Y —SFEAET, BNCRELICEF A=A T FLARZEEINLGD, ¥V rr— S
nEJ,

koA=L TA2DCAY AT b IIL— FEEBRE

VAAF, PR TN, BN T T T T A=A T DI TAT b — Rk
HELRMEL T ET, Zor— FMEAREICE Y, FEFEHCTRESND 2 747~ bEHE
DAY THLZENFEHSNET, vV F 7Ty M7+ —25h 74 1%, Verisign, Cybertrust
R ETRMESINDIAAFEDO L I, b— =7 4 OBAMNEFERAEFEL I R—FLET,

Han M MER OFEEFEZREF T 20 E 5 2l 5121%, SCCERT Y rb Y a =7 <o n
EHAEFERLUET, 2EOMEIZ. BEDY 747 v MNEFEOFEIZNE S T, Installed F 7213
Not Installed DWW HMNITEB SVET, —MKAIRFEAFEOLA X, User-Agent 7 f —/L KD
HTTP V7 =X h ~y X —inba=y hOV U T NESEZRFTEET,

HTTPS H— & EL T, #i L TWDH 2 747 MISSLAEEAERTH 2 LN TEE
T INEAMNTDE, V—NF, VAAPRYUT HLT T Ty VT —A T DY
FAT v b A— FEHEEZEHA LT 9472 FMEAZEEZRIECE £, 2%, F—F
LI DIFL D 7= DI FEH EF R 2 CGLIZHRIkTE £ 7,

AEEORGFLGINEI S EIETY, & 2L, Apache &1 A h— /L LA, e

Va =T — OB LfEGERE \%@Hi%htﬂ&#~\7»?77/F71~A7¢
YCAUVTAT U RON— MNEHEEZRGFT L7 7 AV RAFTRO L 512720 £,

# Server Certificate:
SSLCertificateFile /etc/httpd/conf/provserver.crt

# Server Private Key:
SSLCertificateKeyFile /etc/httpd/conf/provserver.key

# Certificate Authority (CA):
SSLCACertificateFile /etc/httpd/conf/spacroot.crt

@R DEHRIL. HTTPS »— "OEEEZ S L TS IE X,

VAaADT T4 7T FEHEL— FNERERA, Z’Eﬁ@iftfﬁi ZENENE4 Li‘?‘ EQLTZD
JL— FnEEﬂ?%#{’Fﬁkéﬂ\ 74T ]“nﬂunﬁo)aéﬁfﬂj—“‘]ﬁ27 /A H— NENEFHATE
HE I ET,

TEJAES 3 =29 H—N

Tuaveva=r s —NE IPT RLUAERITEEEM R A A 4% (FQDN) CTRETE &
T, FQDNZEHT 5L, MERTu Y a=r 7 $—_OBEANEHITRY £, For
Ya=r 7 = NP FQDN IZ L - CilkBl S b4, Eiii%IX DNS 24 L C FQDN % IP 7
RLAICHR L LD E LET, 7t Pa =7 TIEDNSA L a— ROV R—FERET,
DNSSRV O7F RLUAfRIZ7Tr ey a = ZIZiEfEHATE £ A, EiIL, P—05E

CiscoIP EFFED X T4 .
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syslog H—/\
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THETALa— FOMEEZFHITLET, AL a— ROERECYH— REEMAT T
WIS, EakIT syslog h—Nlc T — &gk L E T,

<Syslog Server> /X7 A —X Zffi ] L T syslog T —/ %2 B IR E L TV A 546, HRSE X
W7 w77 b— REED A v 2—U W syslog h—"—IZEEENET, AvE—IF) E—
77 AN Y 72X NORME (RETR T 7ANERIZT 7 =Ly =T 0Or—F) | B
OHBEDFE TR (B E IR A RT) ITEKRTEET,

0 ZICRRER S NI A v —VIFIRO /R T A —F TEHE S, KEEDsyslog A v E—TIi~v 71
BRI ET,

TJ7AT7OF—ILEEMNZT S

ATy
ATvT2

FRV—T 4 VT VAT AEFET A EICLY, EEoEX a2V T o 5WELELE, IO
FbIc LD, EFITEEDOOLEE N T 74 v IO RET LT 7 A T U A — L EHATH
9, 77 AT UF—ME, RET—HFEEXET—HFOR—- B LET, FHLRNY—
ZINEDEERNT 74 v I BB EANS L, TrZ AR T uy 7 ENET, 77 AT T r—Ib
WXITR_RTCORENT 74 v 7 A LET,

T AT U+ —)LiL, WE, Tey s SNTWAR— @i e v 7R LET, FETCP
PR EIIUDP 7 u—id, VH—V T4 RN T 7 4 v T HDR— DT ey
JEMRLET, Ta—RT 7T 4 7R, R—MIT ey 7 ENTHARVIREEIZR Y 9,
ZOR—FMI, Ta—MEIEFEAIIZ U TR EEIIC, Ta v SNTEIREBICEY £9,
TERDEETH D IPV6 v /LT F v A FPing BE > VATL>IpeRE> JA—FF ¥ X b
aI—E, HTLWT 7 AT 74— ViR E IR <EfE L £,

WE, 77AT7 VA= NVREDEFIZ L > CEFKEZHEE T2 213b $HA, B, &
S Y 7 NEEENI T 7 A T U — VEIEICEE L EH A,

T AT g —VE, T 73V N TIEHEAEDN R THET, EHIL TV DS, EFED
T T R=UNEHEMITDHENTEET,

1R BHHIIZ

B V=TI —T =2 A ANDT IR

FIE

BE>VATL>EX )T ARELBEBRLET,
T7AT7 94— Ky XU A RNT, [A% (Enabled) | Z3IRL 9,

RO TLTFINEANT)TDHZEICL T, RET 7 AV (cfg xml) TID/NT A —F ZFRGE
THIEHLTEET,

B CiscolP EEDOEF1Y T
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| CiscolP BEDEF1UT 4«

T7ATI+—ILETHTS .

<Firewall ua="na">Enabled</Firewall>

HENEIL, BEHAERTT, T 74/ MEIZ %) (Enabled) ] T,

ATV T3 [TRTCOEFEDE(E (Submit All Changes) 127V v 7 LET,
kY, TN FTEHWOWTCWAUDP R—RE TCPAR— M TT 7 A4 T 7 +— LA ENIC

B0 FEI,

ATV T8 2y FU—7 ZLRETOBEICR L2 WEAIE. [EX (Disabled) ] 23R L £,
WDOFRTIE, T7+NV DA —7 2 UDP A— b &AL TWET,

R ITF7ATI4—IUNTIHIL DI —T > UDPR—

FIAILEDA—T>
UDP 7R—

FiEA

DHCP/DHCPv6

DHCP 7 A4 7 bR — b 68
DHCPv6 7 7 A4 7 > haR— K 546

SIP UDP

[E#RDAESNE (LineEnable) ]72% [[XLY (Yes) 1IZFRESH, [SIP
b3 U RAR— bk (SIPTransport) 4% [UDP] £7-13 [BE (Auto) ]
ICREINTWDHEA, [BF (Voice) 1> [N (Ext) ]<n>>[SIP
RTE (SIPSettings) 1>[SIPAR— bk (SIPPort) ] (i : 5060) TH—
NERELET,

RTP/RTCP

RTP 7R— FDHw/IMEH HRTPAR— FDRKAME + 1 £ TOUDPKR—
I i

PFS (V7 77 —AW =
THA)

ToTOL—FEMELET I27—L9z7HEN [[XLY (Yes) ]
ICEREENTWBEE, A— b 405112720 £9°,

TFTP 7 7 A 7 > b

A— b 53240-53245 U E— hH— =3 EHED TFTP R— bk 69 LISk
DOFR— M EFEHALTWDLEAIEL. ZOR— MASLETT, +—
N=EARER— RO ZFH L TWAEAIL. 2hEF7Ict52 s
MNCTXET, BMOA T a v ZFEHLTTZ 7 AT U — IV ERE
T5 (14~X—2) 2L TN,

TR-069

TR-069ZFE®NZF B 28 [ILLY (Yes) 1 IZRTEINTWHIEA.
UDP/STUN 7"— k 7999 (272 V) £,

KOETIFZ, T74LV DA —72 UDP A— FZ2FHH L TWET,

CiscoIP EFFED X T4 .



CiscolP EEQOEF2) T+ |

B enotroassmRLTI7A 79+ —LERET S

RG:ITF7ATIr—LTIHIL N F—T2 TCPER—+

FTIHILEDA—TTCP | EBA
R— bk

[Webt—/3 (Web server) | | TH—NEFMIZT B0 1L (Yes) 1SN TWDEA,
U TN —R— MEHTRESNLEAR— K (F7 4L b
80) 12720 £,

PFS (E7 77 =AU =T | 7y T T L— REMEL ET I7— LY 7REDHE LD [IF

H) LY (Yes) ] IZRESNTWDEHA, &A— b 4051 B L6970
12720 £9,

TR-069 TR-069ZEA®IZF 525 [[ELY (Yes) ] IZHREINTWBHE
4. TR-069%%5: Y 7 — 2 NURLOHTTP/SOAPAR— MI7A 0 F
T,

A— ME, A 8000-9999 226 7 L F MTEIRSNE T,

BNMOA T aVvaEFERALTI7Z7ATI24A—ILEERET

&

&M
ATy T2
ATvT3

T7AT 94— NATLavAToar7 — L RT, BNATVa v BRETHIENTE
T, T4V EROEFTarOF—U—KRKEANL, ¥—U—KEzar~ () TRUY F
T, WOFR—T— NCEHEAHY T, awr OTHEKDY ETET,

IR BRI

Eih V2T A A —T 2 A A~DT 7B A

FIE

BE>VATL>EF2)TAREIBHLET,
[Z7A4TF794—J)L (Firewall) | 7 4+ —/L K [B%) (Enabled) 1 IZREL£§

T7AT794—IFATavic, ¥—U—F&AHLET, "—brO—EiL, IPvd 71 b=
L& IPve 7 u b a VOl FICEA S ET,

X —U— & AT DHER
cEBF—U—RiIh o~ ()T £17,
« F—U— NEIZ, 202 ()TRYY £9,

B CiscolP EEDOEF1Y T
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| CiscolP BEDEF1UT 4«

EMOA T avERALTIZA 79— LERETS

RE:T7ATI+—ILDA T aVERE

T7AT94—ILA T3
vDF—JT—F

BLL

74—V RIRZETT,

TrAT U —NE, TIHINVNDOF—T R — " EFEHLTE
TSN ET,

NO_ICMP_PING

7 7 A T 74 —/ViE, ICMP/ICMPv6 EchoV 7 = A h(Ping)D#&
FEx7my 7 LET,

ZOF T a TR, BT o XA T D R L— A
N— U 2R NEHTI55807H 9 £9, Windows tracert
X% D0—HfITT,

T ar OMBEDEEFR LTI 74T 94—t T ay
= M) OHIERIRLET,

NO_ICMP_PING,TCP:12000,UDP:8000:8010

Tr7AT U=V, T7H/NIREEROBINA T Y a2 TH
ITENET,

« %12 ICMP/ICMPv6 Echo (Ping) Y 7 = A h% Ko v 7 L ¥

TO
o FEIEHEF O TCP R — R 12000 (IPv4 35 L OV IPv6) A B = F
TO

« EEY 7 R MI% LT UDP AR— h#ilf 8000-8010 (IPv4 35
X OIPve) 2B & £,

NO_ICMP_UNREACHABLE

TG, UDP AR — R Zxt L T ICMP 35 X TN ICMPv6 D46 5514
A7 (Destination Unreachable) ZEELEFHA,

GE) Z OFISNE, RTP A — MFHANO R — F T, 5
SeBIZFEARTF (Destination Unreachable) %1%
fET5ZETT,

ZOF Ty a s TlE, BRI 2 —fo s A4 7D
FL—X)L—Fk V7 X hEHETLHERHD E
9, #lzIE. Linux b L—XJL— k235 ArREME
N0 ET,

NO_CISCO_TFTP

« EEEHEIZ, TFTP 7 74 7 b DR — h#iPH (UDP 53240:53245)
ZRVTOER A,

o FEEEUE (FE 69) TFTP H— /SR — MIxf9 5 U 7 = A M
L/i‘a—o

o JEHE TFTP — AR — Kk 69 ~D VU 7 TR K,

CiscoIP EFFED X T4 .



CiscolP EEQOEF2) T+ |
B ==vxrezzss

T7AT94—IA T 3|5
vDF—J7—F

WDOF—U—RLA 7 g
T, EBEHEENEEY 7
A NEBAEF DT AS LT
S lr—a B FETTSH
LEICHEBEENET,

UDP:<xxx> UDP R— h <xxx> ZB& £9°,

UDP:<xxx:yyy> UDP A — hiPH <xxx to yyy> ZB & £,

BRSO UDP R— b A7 a v (H—DOR— b &R— MEPH)
PRFCTEET, 7m&xiE 350 UDP<xxx> BL N2 5D
UDP:<xxxiyyy> Zrii 45 2 &N TE X7,

TCP:<xxx> TCP AR— b <xxx> Z & £9,

TCP:<xxx:yyy> TCP 7~ — i <xxx to yyy> B £ 97,

K SMHO TCP AR— b A7 > a > (HE—DR— k &R — MipH)
EREECEET, & 2E 400 TCPi<xxx> &£ 1 DD
TCP:<xxx:yyy> hfiT 52 LN TE X T,

RO TILFINEANTITDHZ LI AT, RET 7 AV (efg xml) TID/RT A —H ZiRiE
TEHLIEHLTEET,

<Firewall Config ua="na">NO ICMP_PING</Firewall Config>

ATV T8 [TRTOEFEDOKE (Submit All Changes) 127V v 27 LET,

B JRAMZERET D

B D TLS 77V r—y a U MERT 205 AAL — M2 ETHZENTEET, BES
NS Y A MI, TLS 7 ha v aEHTL2TXToOT7 AU r— g @l S E 7,
BHEVOBZFEDO TLS 77U r— 3 LZiE, ROBOREENET,

cHWAHX~w—CATREYa=vs

« E911 HIBERAL & 15

Ty —LhUxT/VAa~y REy Ny I L—F
* LDAPS

« LDAP (StartTLS)

s AT a— R

B CiscolP EEDOEF1Y T



| CiscolP BEDEF1UT 4«

ATy I
ATy T2

meUzreaETs

cmIF Y
Ty vafIFyra—F
e ot Va=y
s UAR— Ty r—FR
«PRTT v 71— K
e SIP A—/3— TLS
* TR-069
» WebSocket API
e XML H—E X
« XSI#—tEX
F 72, TR-069 /3T A —4# (Device.X CISCO SecuritySettings.TLSCipherList) % 7ZIXi%E 7 7 A

M(efgxm) THESEIRETHI LB TEET, RETZ 7 A MIKD T +—~ v N TILFHE A
HLET,

<TLS_Cipher List ua="na">RSA:!aNULL:!eNULL</TLS Cipher List>

4r & HREIIC

BAEHEOY 2T R=VIZT IV BALT, Eilit V2T AV H—T 2 ADT VB AES
LT EEN,

FIE

[EF (Voice) |>[Y AT L (System) ] Z3R L £,
TFX2YTAEREEZ a2 T, TLSEHILUR M7 4 —/L RIZESA A — £ 5 A
A — MDA EDEEATILET,

1 -

RSA: !aNULL: !eNULL

RSAnmnEé”f%ﬁH LCTZ %LE"@H FAA— bk Y AR—k Li‘?‘?ﬁ\ Hg%{tknunﬂ:%??bfﬁb\ﬁ
A — FEBREET

GE) Hh7emEE U A M, https://www.openssl.org/docs/manl.1.1/man1/ciphers.html C /& #&
SNTWDLERITHE S LERH Y £9, EiHEHIX, OpenSSL 7 = 7 X—I|Z Y X
FENTWETRTOREZ LTI EZT R — L TWERA, AR—FINDHFS
WZOWTIE, BAR— RSN TWDIEZICTH] (18 ~—) ZZHL T EEN,

TLSEES R b7 4 — /L RIZERFE I3 RMERE ENTWAEA, EHSNLAREA A —

MIT 7V r—va il oTRRVEST, 207 4 —)L RIZZEAETITES BN S ENT
WAEGARIX, 77— a U BMEHTAUTOAL —FO—E 2SR LTI EI0,

CiscoIP EFFED X T4 .
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B s+ rsncvzmsxes

CiscolP EEQEF2) T+ |

« T 7Y — NHTTPS) 7 7V r—a id, ROBSAL— e LET,

* ECDHE-RSA-AES256-GCM-SHA384
* ECDHE-RSA-AES128-GCM-SHA256
* AES256-SHA
* AES128-SHA

* DES-CBC3-SHA

« XMPP CiX, %5 U A Mt HIGH:MEDIUM:AES: @STRENGTHZ i fH L £,

*SIP, TR-069, L Weurl 74 77V EENTLZDMDT 7Y r—a i3, T4

THRDIE S AL — FRFERET,

DEFAULT Cipher Suites (28 suites):

ECDHE _ECDSA WITH AES 256 GCM SHA384
ECDHE RSA WITH AES 256 GCM SHA384

DHE RSA WITH AES 256 GCM SHA384

ECDHE _ECDSA WITH CHACHA20 POLY1305 SHA256
ECDHE RSA WITH CHACHA20 POLY1305 SHA256
DHE RSA WITH CHACHA20 POLY1305 SHA256
ECDHE _ECDSA WITH AES 128 GCM SHA256
ECDHE RSA WITH AES 128 GCM SHA256

DHE RSA WITH AES 128 GCM SHA256

ECDHE _ECDSA WITH AES 256 CBC SHA384
ECDHE RSA WITH AES 256 CBC SHA384

DHE RSA WITH AES 256 CBC SHA256

ECDHE _ECDSA WITH AES 128 CBC SHA256
ECDHE RSA WITH AES 128 CBC SHA256

DHE RSA WITH AES 128 CBC SHA256

ECDHE ECDSA WITH AES 256 CBC SHA
ECDHE RSA WITH AES 256 CBC SHA

DHE RSA WITH AES 256 CBC_ SHA

ECDHE ECDSA WITH AES 128 CBC SHA
ECDHE RSA WITH AES 128 CBC SHA

DHE RSA WITH AES 128 CBC SHA

RSA WITH AES 256 GCM SHA384

RSA WITH AES 128 GCM SHA256

RSA WITH AES 256 CBC SHA256

RSA WITH AES 128 CBC SHA256

RSA WITH AES 256 CBC SHA

RSA WITH AES 128 CBC SHA

EMPTY RENEGOTIATION INFO SCSV

ATY T3 [TRTOEHEDKE (Submit All Changes) 27V v 27 LET,

HR— FENTNSEESXFS

WITRTH AR — b ZN TV DB CTFIE, OpenSSL 1.1.1d FEHAEIZ STV ET,

B CiscolP EEDOEF1Y T

FOERA RN I E2ERLET, TIHILMOEEX Y 20T, BEEEAYFR—
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SIPover LS DA X Rz EMET S |

+ 6:9R— FENTULBEEE X5 (OpenSSL 1.1.1d)

X3 X3 X3

DEFAULT KECDHE. kEECDH CAMELLIA128,
CAMELLIA256, CAMELLIA

COMPLEMENTOFDEFAULT |ECDHE. EECDH CHACHA20

T T ECDH SEED

COMPLEMENTOFALL AECDH MD5

= aRSA SHA1, SHA

oA aDSS. DSS SHA256, SHA384

eNULL, NULL aECDSA, ECDSA SUITEB128,
SUITEB128ONLY., SUITEB192

aNULL TLSv 1.2, TLSv1, SSLv3

kRSA, RSA AES128, AES256, AES

kDHE, kEDH, DH AESGCM

DHE. EDH AESCCM, AESCCMS

ADH ARIA128, ARIA256, ARIA

SIPoverTLS MR X FE&RITZE LT S

TLS Z#fH L CW DAL, B LOEFEOEX 2V 7 4 2 EXEDL N TEE
T, EEHRRIARA N EMEGR L T, RN LZEE2THDLINE I MEMR TX 7,

TLS#5t % M L C, EatiIV— T A T T 4 T 4 2R T HTDITHRA M ERFETE £
T, EiEEIX, V7Y =7 FORI4 (SAN) &4 (CN) Dl & F = v 7 TEE3, A%
REAEDOR A MR — L OBEIHEA ISR A M E—FT 256, TLS AL S
NWET, FNLSOEE. TLS #i L £ 7,

BaEIX. WIC, L7 7Y r—2 a9 VORA M EHERLET,
« LDAPS

* LDAP (StartTLS)

« XMPP

cHTTPS REHDA A=V T v F 7L —F
*« HTTPS over HTTPS

CiscolP EZDt¥2UT+ [




CiscolP EEQOEF2) T+ |

B 7 77—t srRTvI—v 3 OBERBE— FEEMICTS

ATy I
ATy T2

ATvT3

ATA4TT

BHIRE—

K

«HTTPS REECO 7 7 A LDE DT a— R
* TR-069

EaREER2S TLS 2 LT SIP A vt — U ARk 3 28558, RN Y 7O TLSAREE 7 +—/v
REMHALCHEBRZRE L, RA MOBIEEZHNCT D0, HDHVIEINA RNATENERE
TEET,

IR& B
s BIHFEHO Web RXR—VIZT 7 BALET, B V2T A H =T oA ANDT I A
L TLIEE0,

Wk (n)]% 7T, SIP FS U RAR—FETLSICRELET,
FE

BE>WNRON).CBELET,
[FOFXFSEBE I a T, TLSRRE 7« —/L F& [IEL (Yes) JICREL THA M
BEEZ AT 27, [LWWA (No) I &REL THRA MRGEEZ A /SALET,

WO TLTINEATITDH EIZE ST, BEET 7 AV (cfg xml) TID/RT A —H ZFTE
THZEHLTEET,

<TLS_Name Validate 1 wua="na">Yes</TLS Name Validate 1 >

AMEIE, 1TV FEZFTOINWR T, T 740 FRE, 1TV TT

[TRTOEEDE(E (Submit All Changes) 127 Vv 7 LET,

. —_— > o N . ==l y=—
L—2Fa ) T4 123V I—2 3 VOBEE
=1 —
ZAMCT S
AT 4Ty a rERETDICL, =N —LDAT 4T =X T RV —
VarERETLRICEFERARECEET, X2 VT 4 AT =K AL, RFC3329 127
WEINTCODHEREL AT A THONBET 7 b7 2X2 VT 4 AD=ALLT IS TV E
9 (https://tools.ietf.org/html/draft-dawes-sipcore-mediasec-parameter-08#ref-2 % 2: i), FEFHI% & —
NHTHORITL = 9 OEXTIE, UDP, TCP, B LUNTLS #J1 L7=SIP 7’1 | 2L Zfifi

ATc&EEd, I F I I AR=1710 Fa) LR TLS ODFEIZDOHR AT 4T T L—2
X2 VT Rx A= a UBNEASND L OICHIRET A ENTEET,

TDONRTGA=RE, BRET 7 A Mefgxml)D/XT A—H THHRETEET, FNTA—FEH
ETHITNE, AT 4T VFHEHEXF 2T 43I —a O/ T A= (21 X—) OLF
DBy AR LT EIN,

B CiscolP EEDOEF1Y T
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| CiscolP BEDEF1UT 4«
AFATFEAELF1UTF4FTOI—var0554—4 |

1R BHHIIZ

BEEEHO Web XR—JIZT7 7 BALET, B V2T A H—T oA A~DT 7B A RS
BLTIEEN,

FIE

ATy 1 [BE (Voice) ]>H#R (n) (Ext(n)) ZHRRLET,

ATv T2 SIPOFRELY v 3 T, MediaSec ') ¥ TR B L UMediaSec Over TLSOnly~” 1 —/L K%
AF 4 TEHEF 2V T 43T =g DORTA—=F (21 =) TEHZEEINTWD X
INCHELET

ATV T3 [TRTCOEFDE(E (Submit All Changes) 127V v 7 LET,

ATATERAEXFI)TARIAVI—30DINTA—A

ROEKT, BFEOU =7 A2 —7 x4 2D [BFE (Voice) >[AHR () (Ext(n) ] %7
25D [SIPERTE (SIPSettings) |27 v a v icBiTd, AT 4T FilHkExal T 4 xdT—
varHRTA—FOMEEEFERFEEERLET, £, NTA—FERETHLDIT,
XML 22— REZ GBI E T 7 A VBN END XTFHNDO 2y 7 AL EFRLET,

CiscolP EZDt¥2UT+ [
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CiscolP EEQOEF2) T+ |

B A5 rFEtfavFxToT—var0852—4

RI:ATATEAEFAVTARIVI—2 3 DN A4

ING A—4

Bl

MediaSec J 7 =X |

BN — N DAT 4 T EEEF 2 T F v T— 3 VAR
W oM EIDERELET,
RONTNNEEITLET,
* XML (cfgxml) Zffi H L 7= EEERE DR E 7 7 A VL TliE, ROFEAT
XFHNEANTTLET,

<MediaSec Request 1 wua="na">Yes</MediaSec Request 1 >

cEEMDO T 2T A A —T 2 A AT, MEIZLGLTIDT —)L
K%z [IELY (Yes) | £/ [LVVZE (No) JICERELE T,

HE: 1TV (Yes) | Wvz (No)

c[EW(Yes)]: 7 74 7 > b3BRAET HE— K, EIEHEIL, AT«
TVHEX2 T 3T —a EBBLET,

« LWVZ (No) —H—EEIE—F, —"BAT ¢ 7 HliEF=
Vryxdvm=—ya U ERKBLET, Eigldradro—T3
CEBBAELEREAN, =" bDR T m— g CER A AL
LT, BERBEEHLTEET,

F74n b [z (No) |

B CiscolP EEDOEF1Y T
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802.1X

ﬂﬂJ\ﬂIE

mﬂ%ﬂll

INT A=A BL)]

MediaSec Over TLS @ | AT 4 T F 2V T4 X I o—raryRNmfIns v 7+ v
F PRIV AR— e barsEELET,
ZD7 44—/ RTELY (Yes) [ ICRET DRIIC, ¥ 7V 77 nm
K LN TLS THDHZ L HMERL T IEEW,
WDOWT N EFEITLET,
« XML (cfg.xml)Zffi ] L 72 EFEE O E 7 7 A L Tlik, IROFAT
XFHNE AT LET,

<MediaSec Over TLS Only 1
ua="na">No</MediaSec Over_ TLS_ Only 1 >

cEBEHOY TN E—T A AT, MEISELTIDT 4 —/b
K& [IZLYy (Yes) | £72iX [LVVZE (No) JICRELE T,

AENE: 1Z (Yes) | Wivz (No)

o [IFLY (Yes) ]: EifklX, >/ V7 T AKR—Kr7nm b
LN TLS DEGEICDI, AT 4 THiEF 2 )7 4 x A T—
Ta rERETITRE L £,

s[LMVZ (No) |: B, 7 F V7 v I ARR—1+7Fm b
aUZBRRL . AT 4 T HEHE R 2V T o Rx T g Uk
BRIAEL., JLEEL £,

F7 b DN Z (No) ]

Cisco IP &E#&IX. Cisco Discovery Protocol(CDP) % i fl L TLANA A » F Z 55 L. VLAN %4
A TA R =W Ip EDNTGA—=FERELET, CDP TlE, »—U/MIHEINT
U—J A7 —a 3 SN EFH A, CiscoIP i ti EAPOL /XA A )L— A B =X LA
HLET, ZOXAD=XLBHEHTL L. ClsCOIPaﬁ IS ST — 7 AT —3 3 VT,
LAN AA v FIZH 2 8021X A~ T 4 r—HIZEAPOL A vt — V% ET Z LN TEXET,
INAAN— ABZARCEY | P 7+ UNEHRY NT—TIZT 7R ATHRENCT —H =2 KK
A2 NEFRAET DB LAN A1 v F L LTEMEL R/ A,

CiscoIP EifldE7-, “EF T EAPOL B /47 A=A L bE L9, o— L IcH S
NI PCAIP 74 O Ui S5 EGTh, LAN A v F L IP 7 4+ DY 7 1 3R S
NBHDOT, LAN AL v FIIMHEY 7 OFELZZBHLETA, Ty T —7 OEEENE D
SNDOEBRT DD, IP 74 FF T A NI —ALPCORDVIZEAPOL B 747 A
T —THhE AL o FIZED FET, L, LANAS v FIZF T A M) —APCORFET Y MU
VT sHET,

802X IO YR — MIIF, KO LI a3 R—%y NBMLETT,

CiscoIP EFFED X T4 .



CiscolP EEQOEF2) T+ |
. [802.1XEREEM A %H1t (Enable 802.1X Authentication) ]

 Cisco IP FEih: BifIL. 2y b= ~OT7 7 B AEREZFHIB L ET, Cisco IP EIEIZ
X, mzu%7)w/h#aihfwi# OB TV MEFEHLT, Xy FU—7
EHFILIPER & LANAA v FR— o2 H#E T £3, EE#IcE Eh 5 802.1X
TV B FOBAEDY U—RA T, F v bV —2BFEZEAP-FAST 473 3 o & EAP-TLS
FFarMERESNTHhET,

» Cisco Secure Access Control Server (ACS) (F721XF MDY — FoX—F ¢ BISEHEH—
N) L RRREY— N E BRSO FIC, B AL T DO OIFERMENREEIN TV D
VIR H Y £,

-wzm%ﬁf FDLAN AL vF 1 TOAAL v F3A— T 4 r—X—& L THRE
Bk AT — N[ TA v =V EEZELET, ZOKBNET LIk, AA(4 v
%iz/bv T ~DEFTEDOT 7w AR EITHES L E T,

802.1X ZFRET HITIT, WOFNEEFEITTHAHLENDH Y £77,
o BT 802 IX LA A R —T NMIZT DHHNIC, D a R R—R 2 FERTELET,

* PC7R— M OFRRE : 802 IXAEHETII VLAN NEE SN2 T2, FFEDAA v F HR— hiZ
KLU TCTNARENOTETRET D EE2HLELE T, 2720, —HOAL v F i~ LT
FAA VRBFEEYR—FLTWET, AA v TOREITLD, PC % B D PC AR — b
WCHEE CX DM E D MBIRESNE T,

oIV (Yes) : AT AL VRBFEEVR— b DAL v F&2MHL TV DEHEAIX
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